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Abstract

With the advancement of digital technologies, the creation of a digital twin of the road has moved from a theoretical
concept to a tangible reality. Digital twins enable rapid simulations and robust data management, thereby ostensibly
empowering policymakers and engineers to make expeditious and well-informed decisions. This paper examines the
potential applications, benefits, and implications of deploying the digital twin of a road, a real-time virtual replica of
physical road infrastructure, from four critical perspectives: physical modelling and numerical simulations, data manage-
ment, law, and sustainability assessment. This paper explores the potential of digital twins to offer advancements in the
efficiency and sustainability of road infrastructure. By enabling comprehensive monitoring and optimisation, the digital
twin of a road facilitates applications in sustainable design, predictive maintenance, and efficient operation. Real-time
data collection and analysis could allow for proactive maintenance and better resource management, while the inte-
gration of advanced materials and sensor technologies can enhance road durability and performance. Additionally, the
digital twin of a road could support a holistic life cycle approach, facilitating better decision-making and planning for
future infrastructure projects, with the potential to contribute to smarter and more sustainable transportation networks.
The implementation of digital twins of roads, however, faces several challenges and raises numerous concerns. Key issues
include the integration of diverse data sources, ensuring data accuracy and reliability, and addressing data protection
and security concerns, requiring robust legal and regulatory frameworks to manage and protect personal data.

Article highlights

o Digital twins of roads are explored focusing on physical modelling and numerical simulation, data management, legal
aspects, and sustainability.

e Benefits include long-term pavement analyses, prediction of pavement deterioration, lifespan extension and improved
road safety.
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e Challenges involve advanced sensor data fusion, data privacy concerns, and potential unequal impacts on margin-
alised communities.
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1 Introduction

Road systems are widely regarded as essential transportation infrastructures that facilitate the mobility of individuals
and goods, with the density of well-maintained paved roads being closely correlated with economic development [1].
However, the road system faces various issues and critical challenges. Infrastructure is at its limit and availability is often
restricted due to construction sites, while road-based passenger and freight traffic has increased significantly in recent
years. Other dramatic challenges include climate change, resource depletion, and the mobility transition. Additionally,
automated driving is an ongoing technical paradigm shift for the vehicle, without yet intelligently integrating the road [2].
On the other side, road transport is a significant contributor to climate change due to substantial greenhouse gas (GHG)
emissions, particularly carbon dioxide (CO,). Recent data from the German Federal Environment Agency (“Umweltbunde-
samt”) shows that in 2022, the transport sector—including domestic air, road, rail, and inland waterway transport—was
responsible for 20% of the overall GHG emissions [3]. Notably, over 97% of the emissions from the transport sector can
be attributed to road transport, encompassing both private and freight transport. This situation highlights the urgent
need for drastic reductions in emissions from road transportation, which can be achieved not only by vehicle-related
improvements but also by optimising road infrastructure, enhancing maintenance planning, and improving traffic flow.

In addition to emissions from vehicles, the construction, maintenance, and decommissioning of road infrastructure
contribute significantly to GHG emissions [4]. Furthermore, the construction of road infrastructure has destructive effects
on ecosystems [5]. Consequently, improving the overall sustainability of roads and the transportation system requires
to pay equal attention to the environmental and social impacts of road infrastructure across its entire life cycle [6]. To
address some of these challenges, the creation and implementation of digital twins of roads has been proposed as a
potential approach for enhancing the sustainability of road infrastructure [7].

In recent years, the concept of digital twin has gained significant attention across various sectors. Notably, the manu-
facturing industry views digital twins as a pivotal driver of Industry 4.0 [8]. A digital twin is a dynamic, digital replica of
a physical object, system, or process that continuously generates and integrates real-time data to simulate and predict
its behaviour in a virtual environment [9]. This simulation supports the development of designs and processes based on
defined needs and requirements, ostensibly enhancing monitoring capabilities and improving decision-making [10].
According to Kritzinger et al. [11], unlike digital models and digital shadows, this framework relies on bidirectional,
automated or semi-automated, data flows, known as “twinning.” This process creates a feedback loop, where data from
the physical entity updates the digital model, and insights from the digital simulation, inform and optimise the physical
counterpart as illustrated in Fig. 1. Additionally, digital twins facilitate the adoption of a life cycle approach in the devel-
opment and management of products and projects, aimed at optimised time and resource utilisation [12, 13].

In the construction sector, the application of this concept is still emerging, with current use mostly limited to specific
tasks such as planning and scheduling [14]. These early applications have only scratched the surface of digital twins’
potential, particularly in managing the entire life cycle of construction projects [15]. Despite this nascent stage, scholars
have suggested that digital twins provide significant opportunities for civil engineering, including road infrastructure,
but also pose considerable risks [16-22].

A digital twin of a road creates a cyber-physical system (CPS) that integrates a physical road (system) and its virtual
replica, enriched with real-time data and analytics. This integration allows for comprehensive monitoring, simulation,
and optimisation, promising to revolutionise road infrastructure, potentially improving its efficiency and sustainability.
As a disruptive technology, digital twins of roads not only influence the design, construction, and operation of roads
but also pose novel challenges and concerns. Thereby, the specific architecture, technological implementation as well
as the required type and amount of data of a digital twin always depends on the intended use case and application.

This contribution explores possible applications and challenges associated with digital twins of roads, focusing on
physical modelling and numerical simulations, data management, legal frameworks, and sustainability assessment.
Thereby, the authors seek to address questions such as: What are the specific possibilities and applications of a digital twin
of the road? What challenges must be overcome to realise its purpose? This study employs a mixed-methods approach,
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combining prototyping-based research, literature analysis, and critical legal examination to explore the applications
and challenges of digital twins for roads. Given the evolving nature of digital twin technologies, we adopt an iterative,
step-wise refinement approach following the prototyping workflow outlined by Carey [23]. To address the sustainability
implications of digital twins, a comprehensive review of recent scientific contributions on the sustainability performance
and assessment of digital twins in road infrastructure was conducted. This review informs the integration of sustainability
considerations into the digital twin framework. Furthermore, to examine the legal and governance challenges associated
with digital twins, a critical reading of relevant legal and policy literature was performed to assess the regulatory and
ethical implications of implementing digital twins for roads, particularly regarding data protection, regulatory compli-
ance, and governance structures for infrastructure digitalisation. By integrating these methodological components, this
study ensures a holistic, interdisciplinary approach that captures the various dimensions of digital twin development
and implementation.

Section 2 presents the concept of a digital twin of the road. Sections 3 and 4 explore and discuss its possible applica-
tions and challenges from the aforementioned perspectives. Finally, Sect. 5 concludes and provides future directions
for research on digital twins of roads.

2 Digital twin road

Digital twins of roads can take on various forms, aimed at improving various aspects of planning, infrastructure man-
agement and optimisation, traffic management and monitoring, or cooperative intelligent transport systems. Recent
literature highlights a range of applications, including the management and monitoring of pavement conditions [24-27],
urban road planning [28], advanced traffic monitoring and management [29], and enhancing cooperative, connected,
and automated driving (CCAM) [30-33].

The concept of digital twins has gained considerable traction across various industries, including manufacturing, urban
planning, and civil infrastructure. However, when it comes to road infrastructure specifically, the existing body of research
remains relatively sparse and largely exploratory. Research on digital twins for roads as cyber-physical systems is still in
its early stages. The few existing studies primarily focus on specific applications, such as pavement condition monitoring,
traffic flow optimisation, cybersecurity resilience, asset lifecycle management, and road maintenance scheduling, rather
than developing an integrated, scalable framework for a digital twin of the road system.

Several recent contributions have explored potential applications of digital twins in road infrastructure, but most
of these works remain conceptual or limited to pilot studies. For instance, some studies have investigated the use of
digital twins to monitor pavement performance using sensor data, enabling predictive maintenance strategies [24-27].
Sierra et al. [26] introduce a cognitive digital twin approach for pavement health monitoring, integrating Unmanned
Aerial Vehicles (UAV)-based data collection and machine learning for predictive analytics. Similarly, Consilvio et al. [27]
propose a digital twin-based intelligent decision support system for road maintenance, integrating Artificial Intelligence
(Al)-driven clustering techniques for pavement condition assessment and intervention planning. Others have examined
digital twins in urban traffic management and urban road planning, focusing on integrating Internet of Things (loT) and
Al to optimise traffic flows and reduce congestion [28, 29]. Kusi¢ et al. [29] propose a real-time synchronized digital twin
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model for motorways, leveraging real-time sensor fusion for traffic simulation and predictive analytics. Jiang et al. [28]
propose a DT-MCDM-GIS framework to integrate multicriteria decision-making (MCDM) with digital twins and Geographic
Information Systems (GIS) for sustainable urban road planning. This approach considers factors such as land use, traffic
congestion, air quality, and noise pollution, ensuring a holistic planning framework [28]. However, these studies often
treat digital twins as isolated tools rather than fully integrated cyber-physical systems that dynamically interact with
road users, vehicles, and broader transportation networks. The lack of comprehensive, interdisciplinary approaches in
current research highlights a critical gap that our project seeks to address.

Beyond infrastructure and traffic monitoring, digital twins are increasingly being recognized for their role in coopera-
tive intelligent transport systems (C-ITS). The integration of digital twins with V2X (vehicle-to-everything) communication
enables real-time adaptation of infrastructure to changing traffic conditions and autonomous vehicle navigation. Marai
et al. [34] propose to rely on loT sensors and 360° cameras to provide real-time road monitoring, which plays a crucial
role in enabling self-driving vehicles and smart mobility solutions. Schwarz and Wang [35] further elaborate on the role
of digital twins in connected and automated vehicles (CAVs), emphasising how real-time digital twins facilitate dynamic
driving decision-making, V2X communication, and enhanced safety mechanisms. Similarly, Thonhofer et al. [31] focus
on the utilisation of infrastructure-based digital twins for CCAM, supporting real-time decision-making for autonomous
vehicles and smart road services. Ulrich et al. [32] discuss the socio-technical aspects of digital twins in road infrastruc-
ture, emphasising the importance of policy, governance, and legal considerations in their deployment. Ammar et al. [21]
highlight digital twins in asset data management, focusing on safety hardware such as crash barriers and road signs. Their
work demonstrates how real-time data analytics and predictive maintenance strategies can enhance road safety, which is
particularly relevant for the future of C-ITS. Wang et al. [33] present a smart mobility digital twin that utilises cloud-based
digital twins to enhance automated vehicle navigation, improving efficiency and real-time decision-making. Similarly,
Gao et al. [36] explore cooperative localisation in Transportation 5.0, where digital twins are used for enhanced real-time
positioning, vehicle tracking, and decentralised control. These studies highlight the potential for digital twins to sup-
port autonomous and cooperative mobility solutions, bridging the gap between infrastructure and vehicle intelligence.

A small number of articles has been occupied with the challenges of integrating digital twins into broader civil infra-
structure frameworks. Pregnolato et al. [37] highlight the importance of standardized workflows and integration of digital
twins into national infrastructure planning. Sohal et al. [38] explore the uptake of digital twins in infrastructure projects,
showing that while adoption remains low, the use of loT, Al, and cloud-based data systems can drive the digital transfor-
mation of transport networks. Vieira et al. [7] emphasize the sustainability and resilience of road and rail networks through
digital twin integration, advocating for data-driven decision-making to improve long-term infrastructure performance.

This relates to another strand of research on digital twins in road systems, namely sustainability and regulatory integra-
tion. Li et al. [39] discuss how advanced information technologies are driving the next generation of smart infrastructure
and digital twins not only for predictive maintenance but also for life cycle assessment. Meza et al. [40] present a digital
twin framework for sustainable road construction, using secondary raw materials and monitoring environmental impacts
through integrated digital twin simulations. This highlights how digital twins can contribute not only to efficiency and
performance optimisation but also to environmental sustainability and circular economy strategies in road infrastructure.

Existing studies on digital twins of roads tend to focus on either the technical and engineering challenges—such as
sensor integration and numerical modelling—or the data-driven aspects, such as traffic optimization and predictive ana-
lytics. However, digital twins of roads cannot be understood purely as technical systems; they are also deeply embedded
in legal, environmental, and governance frameworks. Our research aims to bridge these disciplinary divides by developing
a holistic understanding of digital twins of roads as complex socio-technical systems. This includes investigating not only
their technological feasibility but also their regulatory implications, sustainability potential, and governance challenges.
In particular, this paper is based on research conducted in the Collaborative Research Center/Transregio 339 “Digital Twin
of the Road System - Physical-Informational Representation of the Future Road System” (CRC/TRR 339) funded by the
German Research Foundation (DFG). Developing a digital twin of a road is a complex and multifaceted endeavour that
requires an interdisciplinary approach and a blend of diverse expertise. Thus, our approach in the CRC/TRR 339 project
is fundamentally interdisciplinary, integrating expertise from civil engineering, materials science, computational model-
ling, data management, legal and political studies, and sustainability research.

By advancing an interdisciplinary, cross-sectoral approach, our project moves beyond the current exploratory
stage of digital twin research for roads. We propose a more comprehensive and systemic framework that considers
the technical, environmental, legal, and social dimensions of digital twins in road infrastructure. In doing so, we
aim to contribute to the development of a truly integrated digital twin road system—one that is not only techno-
logically robust but also environmentally sustainable and socially equitable. By bridging engineering, data science,
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sustainability, and legal frameworks, this research sets a new precedent for the development of digital twins as
comprehensive socio-technical systems, capable of transforming road infrastructure management at scale.

In a holistic solution concept, the project seeks to develop a “Digital Twin Road”, understood as a spatially and tem-
porally multidimensional, digital image of the vehicle, tires, and road with interfaces for an automatic data exchange
from and to the real road system. At the same time, the road itself, which has been used mono-functionally for load
transfer, is further developed into a multi-functional road by integrating additional functions (e.g., sensitive proper-
ties) and customised materials. Together with its digital twin, it forms the CPS of the road of the future as illustrated
in Fig. 2 [2].

The Digital Twin Road, as envisioned by the CRC/TRR 339, is designed for analysis, control, and prediction of the
physical road system. The goal is to enable real-time analysis, monitoring, prediction, and control of road infrastruc-
ture across its entire life cycle, including the design, construction, operation, maintenance, and end-of-life stages. It
leverages various digital technologies, including sensors and machine learning to generate, integrate, and analyse
large volumes of digital data. The Digital Twin Road integrates real-time data from various sources, including vehicles,
tires, and pavement, with the latter being gathered among others through a sensitive top layer of the road surface
designed to generate precise data on vehicle loads, positions, speeds, and other parameters. For the digital model
of the road, data-driven methods are combined with traditional modelling, simulation, and optimisation techniques
to enhance the analysis and prediction capabilities of road infrastructure systems. By collecting and processing data
continuously, the Digital Twin Road can provide insights into the current state and future performance of road infra-
structure. Additionally, addressing cross-cutting issues such as sustainability and legal and political considerations is
crucial to ensure a holistic integration and functionality of the system. This involves, for example, assessing the social
and environmental impacts of the materials used in the physical and digital infrastructure, the energy consumption of
the sensors, and the overall carbon footprint and equity of the cyber-physical-social system road. Legal and political
considerations include the protection of personal data security, as well as broader onto-epistemological questions
raised by the Digital Twin Road being employed in decision-making.

The intended use cases of the Digital Twin Road within the CRC/TRR 339 project focus on the optimisation of the
road infrastructure. Envisioned is, for instance, preventive maintenance planning by evaluating data on the current
road condition and performing predictions of future road states and their durability. Additionally, the Digital Twin
Road shall be used for improved design of future roads concerning durability and sustainability based on predic-
tions from digital models investigating different scenarios (road constructions, materials used, predicted traffic, and
climatic conditions) to support decision-making processes. Another potential use case is to manage the distribution
of the traffic and tire load on the road more effectively. For example, with autonomous trucks, this could be done
by prescribing an individual lateral shift to each vehicle within the lane, preventing them from driving exactly over
the same location of the road, which would otherwise cause excessive rutting. Of course, a Digital Twin Road could
also be envisioned for complete traffic control including all vehicles on a specific road section or even on the road
network. However, the latter case is beyond the scope of the CRC/TRR 339 project and would require a huge amount
of traffic data, real-time simulations, and possibilities to control the traffic.

Fig.2 Cyber-physical system real system ,,road of the future® Digital Twin Road
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3 Possible applications of the digital twin of a road

As the number of road users and automated vehicles continues to rise, there is a growing demand for technologies
that enable policy makers and engineers to make timely and informed decisions. The digital twin of a road is envi-
sioned to fulfil these requirements, leading to an efficient road operation. The design of the road structure can be
viewed as a multi-criteria optimisation problem. The optimisation criteria include material composition, structure
geometry, service life, sustainability, among others.

In this section, the multiple possibilities for the application of the digital twin of a road are explored from different
perspectives: physical modelling and numerical simulation, data management, sustainability, and law/governance.

3.1 Physical modelling and numerical simulation perspective

Geodesy can accurately represent roadway geometry [41], while materials science characterises the materials used in
these roadways [42-45], and computational engineering models their physical behaviour [46-51]. However, research-
ing these domains in isolation limits their benefits. It is the synergies that arise when these fields are integrated into
a digital twin [2, 52, 53] that can truly revolutionise roadways throughout their life cycle. Geometric semantic models
of the real pavement can be used to simulate different locations of the road network, as they contain all essential
geometry and material information. The data structure of these models is designed for fast and automated input into
simulation models within the framework of the digital twin. Additional inputs to the digital twin of the road include
the position, velocity and magnitude of moving wheel loads from vehicles [54]. With these inputs, simulations can
be run in the digital twin, allowing for predictions of pavement response.

Real world data (e.g., strains, temperatures) can be quickly retrieved from sensors embedded within the real
counterpart of the digital twin. This data is typically used to verify the accuracy of the digital twin simulations. Any
deviations between real-world data and simulations may indicate pavement deterioration, prompting timely main-
tenance scheduling. Moreover, when physical models are used in digital twin simulations, studying deviations in
model parameters can provide insights into the causes of deterioration (e.g., rising groundwater levels or thermally
induced softening). Preventive maintenance can then be performed to extend the structure’s lifespan.

The enormous potential of the digital twin of the road is particularly evident in long-term analyses, due to the
notably longer service life of roads compared to other systems. Long-term predictions from the digital twin enhance
understanding of the complex multi-physical processes involved in pavement degradation over its lifespan [55]. These
predictions support the identification of areas of the road network that are particularly susceptible to damage (e.g.,
intersections due to braking and acceleration manoeuvres or rut formation from repeated overruns of heavy wheel
loads along the same path). Taking these aspects into consideration in the digital twin, leads to improved prediction
of the lifespan of the pavement structures. The digital twin can thus be used as a tool in designing long lasting pave-
ment structures. An overview of a conceptual framework of the digital twin of a road, for the use case of preventive
maintenance, is depicted in Fig. 3.

3.2 Data management perspective

This section addresses both the general functionality and implementation approaches, as well as project-specific
model alignment, as illustrated in Fig. 3.

3.2.1 Functionality

A digital twin can provide descriptive, predictive, prospective, prescriptive, and diagnostic functions [56, pp. 29-31].
While a descriptive twin only reflects the current system state, a predictive twin, as described in Sect. 3.1, is used to
forecast future states. The concept of digital twin is often closely associated with other concepts, such as the loT, Big

Data, and Machine Learning or Al [57]. loT devices, such as sensors and actuators, are essential for generating data
about the physical world and also offer the ability to interact with it [57, 58]. This data often requires the use of Big
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Data technologies, [57], which enable the creation and utilisation of numerical models and simulations to represent
the physical system’s behaviour within the virtual twin, as discussed in Sect. 3.1.

3.2.2 Implementation variety and standard ambiguity

Currently, there is no consensus on the technical implementation of digital twins in general, and particularly for roads [59].
Consequently, a wide range of software architectures [60] and technologies [61] are available for the implementation of a
digital twin. Instead of developing a digital twin from scratch, existing platforms and software frameworks—which pro-
vide software components and tools for creating a platform—can be utilised [62]. This approach supports the technical
realisation of digital twins and can accelerate the overall development process. Therefore, selecting a suitable platformis
crucial for the successful implementation of technically complex digital twins of roads. However, many available software
solutions for this purpose are closed proprietary platforms, which limit user control over the entire software architec-
ture, posing the risk of a lock-in effect [63]. Using open-source software for a digital twin platform implementation can
enhance flexibility through custom development and adjustments, increase interoperability of solutions, and promote
the standardisation of the underlying software architecture of digital twins [64, 65]. In the IoT domain, various middle-
ware solutions such as FIWARE, Eclipse Ditto, and SensorThings are particularly suitable for sensor-based applications,
although other data can also be integrated.

Especially interesting is FIWARE, an open-source platform that aims to standardise the creation and management of
digital twins. It provides a common data model and modular components that facilitate data exchange and real-time
analytics. This approach has shown to be successful in many domains [66] including transportation, energy, urban plan-
ning, and agriculture. Albeit not useful in laboratory scenarios, FIWARE additionally provides identity management and
access control [67], which is highly useful when deploying a digital twin in real-life scenarios.

3.3 Sustainability perspective

The digital twin of a road holds significant promise in revolutionising road infrastructure operation and management, as
mentioned in previous sections. Particularly, there is the chance of enhancing sustainability practices in all three dimen-
sions, i.e., environmental, economic, and social. The potential benefits of digital twins of roads can be viewed from two
perspectives: the sustainability performance of the road itself (road sustainability perspective) and the methodology
used to assess sustainability (methodological perspective). The road perspective encompasses the actual operation of
the road. Concerning economic sustainability, research conducted within the CRC/TRR 339 project provides evidence that
an average of 45% of the life cycle costs of an asphalt road are associated to maintenance and replacement activities. In
this regard, digital twins of roads could lead to more efficient investments by indicating when maintenance, repair, and
replacement measures are needed [27, 68]. For instance, the digital twin of a road can provide and manage information
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related to pavement condition that can be the base to decide whether or not the road needs a particular scheduled or
non-scheduled measure. Furthermore, this framework could support more efficient management of construction sites
due to the aforementioned measures. In the context of social sustainability, Del Rosario et al. [69] identified the stakehold-
ers workers, local community, society, and consumers (road users) as relevant for the road system. In particular, topics
related to the health and safety of workers, local community, and road users are considered of high importance. The digi-
tal twin of a road could support early recognition of possible issues with the superstructure and support optimised traffic
management [70]. The road authorities could take earlier and better informed decisions, possibly leading to increased
road safety and improved social impacts on the aforementioned stakeholder groups. In addition, digital twins can sup-
port the simulation and forecast of scenarios [71-73]. In particular, the digital twin of a road could simulate different
alternatives for maintenance, repair, and layer replacement in terms of the implemented technology used, intervention
time, and influence on traffic, among others. These long-term predictions would decrease the need for resources and
effort. Moreover, the digital twin could illustrate possible vulnerable points and potential solutions to emerging risks [74].

The digital twin of a road also poses a great potential for the assessment of the sustainability performance of roads
using sustainability assessment methods such as Life Cycle Assessment (LCA), Life Cycle Costing (LCC), Social Life Cycle
Assessment (S-LCA), and Life Cycle Sustainability Assessment (LCSA) (methodological perspective). One key aspect con-
cerns the typical process of conducting sustainability assessments. In general, the results of sustainability assessments
provide us with a snapshot of the performance at a certain point in time. Traditional LCA studies usually omit time-related
information by aggregating environmental data at different times [75]. However, roads are highly dynamic due to the
changing flow of vehicles through the years or the cyclic maintenance and repair activities involving different materials,
equipment, staff, and other resources. Furthermore, roads have a very long lifespan, expanding over several decades,
which poses modelling issues for LCSA practitioners [76]. Due to its static approach, the traditional sustainability assess-
ment of a road may possess a high degree of uncertainty. The digital twin of a road provides a digital representation that
is constantly updated, which is particularly relevant when assessing the sustainability performance of the use stage of
aroad [8, 71, 72]. This dynamic approach connects to the ability of the digital to collect data in real-time, allowing for a
constant evaluation and monitoring of the sustainability performance of the road [8].

Another possible methodological benefit is a faster, more efficient comparison of estimated or secondary data with
real-time and primary data [71]. In particular, the gap between the data used and outcomes obtained in an LCA or LCC
carried out during the planning or design stage of the road (planned performance) versus those performed after con-
struction / during operation (actual performance) can be better understood [77]. Moreover, through the digital twin of
the road high-quality primary data can be obtained [72, 77-80]. In the particular case of roads this could imply more
reliable data for additional vehicle emissions due to deterioration of the road, routine maintenance activities, leachate,
among others.

Another possibility offered by the digital twin lies in the automation of LCSA steps. The Life Cycle Inventory (LCl) is one
of the most challenging, time- and resource-consuming phases in LCSA of roads. The LCl could be made more accurate
through the automation of data collection from sensors. Furthermore, the digital twin can automatise the calculation
of the environmental impacts based on LCl data. Some studies have demonstrated the potential benefits of using a
digital twin framework for sustainability assessment. An example is provided by Oreto et al. [81], who integrated LCA on
a digital twin road model based on Building Information Modelling (BIM), focusing on automated LCA calculations and
the bidirectional information exchange between the BIM platform and the LCA tool. Another notable example is by [82],
who developed a digital twin-based method for estimating embodied carbon of buildings with automatic data exchange.

Finally, the digital twin of a road could enable the access and combination of more data sources by incorporating
environmental data from generic databases or Environmental Product Declarations (EPD) to characterise the environ-
mental performance of road pavement and sensor materials. For example, [8] used the latter as the data source for a
digital twin of a building.

3.4 Legal perspective

Digital twins of road systems have the potential to support the implementation of the European Commission’s 2020
Data Strategy concerning mobility data, as well as the 2020 Sustainable and Smart Mobility Strategy, a component of
the European Green Deal [83]. Both strategies emphasise the importance of data and digital technologies in creating a
more sustainable and safer transport system. More specifically, the Sustainable and Smart Mobility Strategy advocates
for deploying smart digital solutions and intelligent transport systems (ITS) necessitating the collection, processing, and
utilisation of vast amounts of data. In line with this, the European Commission’s Data Strategy envisions the creation of
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a European Mobility Data Space, a decentralised infrastructure and governance framework facilitating federated shar-
ing and use of transport-related data across the EU. However, the potential of digitalisation to transform the European
mobility system, as envisioned by the European Commission and embedded in the EU’s policy and legislative framework,
remains uncertain. Critics contend that the European Green Deal’s focus on digital technologies reflects the “new digital
spirit of green capitalism,” ultimately amounting to “an exercise in necropolitics”[84, p. 186], [85, p. 2].

Central to the European policy and legal framework concerning mobility is the development and implementation
of interoperable, harmonised, and continuous Cooperative Intelligent Transport Systems (C-ITS) across all EU Member
States [86-88]. C-ITS enable communication among vehicles, infrastructure, and other road users, facilitating coopera-
tive decision-making and coordination. These systems provide the foundational communication and data infrastructure
that underpin advanced CCAM. Given that C-ITS fundamentally rely on the availability and accessibility of mobility data,
the C-ITS Directive mandates EU Member States to make certain information accessible in a digital, machine-readable
format for C-ITS applications and services [88, Art. 6al.

Embracing the credo that more data use and data sharing is desirable, the European Commission’s Data Strategy, along
with the EU’s legislative framework for data processing, incorporate several measures and initiatives to increase the (re)
use and sharing of data [89]. This is considered particularly important in the realm of mobility. Mobility data, considered
to provide “important benefits for society, the environment and the economy,” has been designated as “high-value” under
the 2019 Open Data Directive, with the 2022 Implementing Act on High-Value Datasets mandating that publicly held
digital datasets on transport networks be freely available [90, Art. 2(10)], [91, Annex]. Additionally, the recently adopted
EU Data Act requires certain data holders, including vehicle manufacturers, to share generated data with the users or
third-party ‘data recipients’ upon request by the user [92, Art. 4, Art. 5].

However, as highlighted in the expert report “Towards a common European mobility data space,’ the successful crea-
tion of C-ITS necessitates data sharing beyond mandated requirements [93, p. 7]. Digital twins could support the creation
of C-ITS by providing accurate, precise, real-time data essential for decision-making and operational purposes. Digital
twins generate and process real-time data about physical road networks and infrastructures, serving as a centralised
repository for all road and traffic data. This integration of information from multiple sources could provide more com-
prehensive and coherent datasets, enhancing overall data access and exchange for C-ITS.

Furthermore, digital twins could facilitate the digitalisation of traffic law(s), transforming the way they are enforced
and communicated in an era of fully automated vehicles. By integrating traffic laws and regulations into a digital twin
framework, authorities could ensure that all relevant rules are up-to-date and accurately reflected in real-time. Traffic
regulations, such as speed limits, no-parking zones, and temporary road closures, could be updated and communicated
with the support of the digital twin infrastructure. This would ensure that drivers, autonomous vehicles, and traffic man-
agement systems have access to the most current legal requirements. The digitalisation of traffic laws is particularly crucial
for autonomous vehicles, which rely on precise and current data to navigate safely and legally. Digital twins could thus
facilitate the translation of the legal framework for autonomous driving systems, enabling real-time traffic governance.

In addition to operational benefits, digital twins of roads could support strategic planning and policymaking. By
analysing the data provided by digital twins, policymakers can gain insights into traffic patterns, infrastructure usage,
and mobility trends. This information can be used to make decisions on infrastructure investments, urban planning, and
environmental policies aimed at reducing emissions and promoting sustainable mobility. The potential of digital twins
of roads to lead to more socially and environmentally sustainable policy and planning decisions, however, hinges on
their specific design and the data they do and do not generate and integrate.

4 Issues and challenges of the digital twin of a road and possible solution approaches

As demonstrated in Sect. 3, the digital twin of a road could open a multitude of possibilities in different fields, while
improving the performance and functionality of the future road system. However, such a disruptive framework poses
barriers that need to be addressed. In this section, the challenges associated to the digital twin of a road are discussed.
4.1 Physical modelling and numerical simulation perspective

While the framework of the digital twin of the road for the use case of preventive maintenance, shown in Fig. 3, seems

straightforward to be implemented, each individual component is associated with a set of challenges, that must be
overcome in order to ensure reliable and smooth functioning of the digital twin. There are several inputs that need to be
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provided to the digital twin, for example, the loading from the wheels, geometry of the pavement section and boundary
conditions from the environment (e.g., thermal conditions of the pavement, existing damage like potholes, cracks or ruts,
moisture levels, among others). Most of the data to be used as input for the digital twin is collected by sensors placed on
the road. The sensors are typically quite varied and collect data for different aspects of the structure. Hence, they require
some form of sensor data fusion [94] to provide the required inputs in a meaningful and systematic manner. The raw data
from sensors is also known to possess outliers and can be discontinuous. This necessitates data processing to remove
outliers [95] and interpolate for missing values [96] before it can be used as input to the digital twin. The sensors are
additionally associated with a degree of uncertainty [97] in terms of sensor location and the obtained readings. Another
aspect worth considering is the deterioration of the sensors themselves over time due to environmental effects, or flaws
in the manufacturing process. Often, the sensors are located such that it would be inconvenient to extract and replace
damaged or faulty sensors. Sufficient care must, therefore, be taken to choose robust and resilient sensors that also offer
a degree of redundancy in case of malfunctions, i.e., if a sensor fails, there should be some technology (extra sensors) to
ensure the continuous collection of data. Additionally, with technological progress, the sensors currently employed in
the real counterpart of the digital twin may become obsolete in the future. This also needs to be taken into consideration.

With the input data at hand, appropriate physics-based numerical models can be applied and solved. Each model has
certain domain-specific assumptions about the involved physical phenomena. Therefore, the choice of such models is
not trivial, and requires discernment by experts [98]. While simpler models are numerically easier to solve, the results they
yield may not capture reality very well. Hence, a balance must be struck, such that the chosen models produce sufficiently
accurate results, while also not being overly complex. Numerical solution technologies that enable the consideration of
more complex models, while also reducing the required computational effort [46-48, 55] are vital to the digital twin, as
these would enable fast and accurate simulations. Another direction worth exploring is the use of Al as a replacement
for such complex physics based models [99]. Care must then be taken to ensure that these Al-based models produce
physically meaningful results. Physics-based retraining or re-calibration techniques must be employed in case these
models produce erroneous results, to ensure the accuracy of the digital twin. Further, the computation of these models
can be performed on high-performance computing (HPC) clusters to enable a further reduction in the computation
time. However, the use of such HPCs necessitates higher energy consumption and must be carefully considered [100].

Expert knowledge is required in each of the different domains involved to ascertain whether the results produced
by the numerical calculations are in agreement with reality. Additionally, there could be cases where the parameters
required for the models to match reality may not be unique or may not exist. In such cases, expert analysis is required to
ensure optimal model parameters can be found and used.

Further, the implementation / deployment of the digital twin concept as a continuous system for all the roads in the
network is not to be expected within short time, due to the costs (financial, environmental and temporal) associated.
Therefore, a more realistic approach would be to identify key points in the road network which are then ‘twinned’on a
priority basis. These key points could include intersections where the vehicles perform a lot of acceleration and braking
manoeuvres, or sections that have a history of requiring higher frequency of maintenance, or sections that have higher
accident incidence rates, for instance. Data from the sensors embedded in these sections could provide valuable insights
and enable engineers to put forth safer and more sustainable designs. Restrictions that would arise by just a partial
coverage would depend strongly on the specific use-case of the digital twin. However, by connecting and interpolating
the data from ‘twinned’ key points, an overall picture of the status of the road network can be gleaned. Additionally,
data on the roads between the key points can be gathered from sensors that are integrated in the vehicles and, thus,
continuously available. This strategically distributed (federated) implementation [101] would theoretically offer most
of the benefits of continuously twinning the entire road network, while being considerably more cost effective. This
distributed implementation is of course only possible, given a sufficient density of the key points. Therefore, it needs to
be developed in a systematic and phased manner.

Moreover, if such a digital twin of the road is to be successfully implemented, the final hurdle to be overcome is the
issue of societal trust. The ability of the predictions from the digital twin to convince the engineers, policymakers and
road users depends on how explainable and understandable they are [102]. Therefore, abundant caution, and checking
these predictions must become standard practice.

4.2 Data management perspective

The vision of a digital twin application as proposed in the CRC/TRR 339 is characterised at both the model and data levels
by the continuous adjustment of the predictive models when there is a significant deviation between the prediction and
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the measured value. Therefore, it is necessary to account for (1) the errors of the sensors or the data they generate, (2)
the errors of the underlying models, and (3) the errors of data from other sources, integrating these into the calculation
of the deviation between the physical and digital twins through an appropriate error calculation in the system.

The road sensor system is designed to capture the condition of the pavement and utilise model matching for pre-
dicting road conditions. For this purpose, a system for storing sensor data and middle-ware from the IoT domain can
be employed. Nevertheless, for predictive purposes, stream processing is not required; rather, the storage of historical
data—time series—is necessary since simulations must be based on original data rather than aggregated time series
data, making their storage indispensable.

Two extreme approaches are conceivable: In the first case, all the sensor data of the physical twin would be processed
completely, at maximum frequency, and highest granularity. This approach, referred to as full downstream, would be
agnostic and indifferent to the data requirements of the models, and thus, inefficient for the overall system, potentially
causing a temporal lag between the physical and digital models. The other extreme would be a full upstream approach,
where the entire data processing logic for matching the twins is executed directly at the sensors (edge computing) of
the physical system (road). However, this would require the results of the models to be disaggregated and transmitted
back to the sensors. Sensors are rarely capable of processing complex queries due to limited computing resources and
power constraints. This implies that an appropriate compromise in terms of cost, processing time, and other factors, must
be found in the form of a complex, distributed sensor-fog-cloud infrastructure. The critical question then becomes how
to identify such a compromise in a given setting involving workload, software, and hardware.

Moreover, not only the sensory processing may induce difficult decision making. As already proposed, models like
FIWARE provide a modern solution to building digital twins to virtually any system, while being open-source. However,
the development of a digital twin of the road system does not start from a fully informed perspective. Since this develop-
ment is multi-faceted and include interdisciplinary collaboration, many new insights are gained throughout the project
itself. This agile development, properly displayed by our prototyping methodology, does not work inherently well with a
huge system like FIWARE. In fact, first prototypes occur between small interdisciplinary groups and evolve simple model-
ling of faced challenges using fast and easily typed languages like Python. In those small case scenarios, issues can be
solved and tested fast. However, for deployment and incorporation of multiple interdisciplinary tasks, simple modelling
may fail. Finding the sweet spot between efficient prototyping and incorporating large scale models like FIWARE while
keeping development agility is thus another major question to investigate.

4.3 Sustainability perspective

Similar to the possible applications of digital twins of roads, sustainability-related challenges can also be addressed
from two perspectives, as proposed in Sect. 3.3 the road sustainability and methodological perspectives. In particular,
the discussion in this Section covers aspects related to social acceptance and criticality, as well as the implementation
of life-cycle-based methods, such as LCSA, LCA, and S-LCA, in the context of digital twins of roads.

Regarding road sustainability, social acceptance by different stakeholders could present a major issue. In particular,
users of the real twin might present concerns for their data privacy due to the number and nature of sensors used [103,
104]. The privacy-related concerns regarding the digital twin are highly connected to possible misuse of personal data,
as reported in various studies [105-107]. The S-LCA methodology provides an structured approach which can encompass
the assessment of social impacts related user privacy in digital systems. Notably, the sub-category "consumer privacy"
defined in the S-LCA Methodological Sheets of the United Nations Environment Programme (UNEP) addresses aspects
such as the robustness of privacy protection measures, the effectiveness of data protection systems, as well as the fre-
quency of privacy-related incidents, including complaints about data breaches or loss within a defined time frame [108].
Another consideration is whether policymakers and technical staff trust the data and predictions provided by the digital
twin, and whether they are willing to base their decisions on it. Furthermore, due to the large number of stakeholders
related to digital twins of roads (e.g., infrastructure managers, traffic managers, policymakers, road service providers, and
road users), governance issues may arise [79, 109]. In this context, stakeholder engagement is crucial for the enhance-
ment of the social acceptance of digital twins of roads since it promotes transparency and trust. Effective stakeholder
involvement could ensure that multiple perspectives and requirements are represented within the development and
deployment of these systems. In particular, methods such as one-on-one interviews, focus groups, and surveys could
be used to foster engagement [110].

Digital twins of roads offer the potential for a more efficient road operation through the integration of sensors,
antennas, and IT equipment. These technologies often rely on critical raw materials (CRMs). According to the European
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Commission, CRMs are non-energy, non-agricultural raw materials critical for the economy of the European Union (EU)
[111]. Examples of CRMs, as defined by the EU, used in digital technologies are cobalt, gallium, graphite, and rare earth
elements [112]. In the particular case of the digital twin road as envisioned by the CRC/TRR 339 project, a sensitive sur-
face layer gathers and generates data based on vehicle loads, positions, and speeds. This layer is composed of graphene,
polymethylmethacrylate (PMMA), filler, and copper electrodes. A criticality assessment of the raw materials of the sensi-
tive surface layer using the ESSENZ method [113] revealed graphite (as the raw material for graphene) and copper as the
most critical raw materials, with hotspots related to political stability of the countries where these materials are sourced
from, concentration of reserves and production, trade barriers, among other socio-economic aspects, as shown in Fig. 4.

Moreover, the production and transport of CRMs materials can have considerable impacts on the environment and
human health [114-118]. For the example of the sensitive surface layer it is estimated that the production of 1 kg of the
aforementioned composite (considering raw material extraction, transport, and mixing process) leads to a Global Warm-
ing Potential of around 60 kg CO, eq. As a reference, the production of 1 kg of surface layer asphalt with polymer-modified
bitumen can amount up to 0.09 kg CO, eq. [119]. Furthermore, concerns have been raised about the environmental
impacts of the digital twin operation due to high energy demand [104, 120]. These factors collectively undermine the
sustainability performance of the digital twin of a road. Nevertheless, it should be highlighted that there is a general
lack of concrete information surrounding the environmental performance of digital twin infrastructure. In this context, a
partial implementation of the digital twins of roads may offer some benefits. Specifically, the strategic design and place-
ment of sensors, such as the sensitive surface layer, at key locations like intersections or near highway exits could reduce
resource use and data processing demands. This approach would not only minimise environmental impacts and the use
of critical resources, but also potentially lower life cycle costs, while maintaining a reasonable level of representativeness.

One major challenge in sustainability assessment is the lack of standardised frameworks for digital twin and LCSA,
which hinders their combined use in decision-making [72]. This lack of standardisation can lead to unreliable or false
outcomes, resulting in poor decision-making. Since roads are considered part of the critical infrastructure, poor decision-
making could negatively affect the global and local environment, society, and the economy in general.

Another identified challenge relates to data. The data granularity needed can vary depending on the assessed sus-
tainability dimension and system boundaries, complicating the assessment [8]. One of the implementation barriers in
sustainability assessment is related to inconsistent data in terms of formats and quality [77]. To assess the environmental
dimension, some approaches exist in which the environmental data is standardised and verified, and certain levels of
quality have to be met in order to be considered reliable [121]. Some examples are EPD and Product Environmental
Footprint (PEF). However, these formats are not yet widespread in the road construction and digital technology sectors.
A similar format, the Social Product Declaration (SPD), exists, but it is still in its infancy in terms of application [122, 123].
In the case of the economic dimension, no standard format is available. Moreover, until now, no standardised format
links sustainability-related data of all three pillars, although proposals have been made [124]. In this regard, standardised
formats that provide holistic sustainability-related data for digital twins of roads are needed. However, even if such data
formats are available for the three sustainability dimensions, the primary and real-time data collected by the digital
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must be processed (e.g., aggregated, converted) before being linked to the corresponding datasets [71]. Furthermore,
the main assumptions behind the datasets (e.g., Product Category Rules for EPDs or Product Environmental Footprint
Category Rules for PEF) must be revised to ensure compatibility.

Another related issue concerns the consideration of the three pillars of sustainability. Although, LCA provided the basis
for LCC and S-LCA, the combination of the three methods within LCSA still presents issues that could result in challenges
regarding model interoperability [79]. For instance, it is often not possible to define identical system boundaries when
assessing all three dimensions [125], this is often due to the perspective from which the assessment is done (relevant
for LCC and S-LCA). This particular aspect could generate issues connected to the type of data format needed for the
digital twin of a road since each dimension presents different requirements. Moreover, particularly social data represents
a great challenge [77, 79]. For the social dimension, there is not yet a unified set of indicators and impact pathways to
determine the social impacts of roads or digital twins. However, some of the already addressed challenges make clear
that such a set of indicators should consider the topics of data privacy and social acceptance.

The consideration of several criteria and data of different nature renders the interpretation of results challenging [9,
69]. Therefore, appropriate analysis methods should be chosen. Another challenge regarding interpretation is connected
to a lack of benchmarks against which the results of the sustainability assessments can be compared. Moreover, since
the three pillars of sustainability are being considered throughout the whole life cycle of the digital twin of the road,
trade-offs among sustainability dimensions and life cycle stages can occur, as well as dependencies between dimensions
[77]. These trade-offs and dependencies must not only be fully understood but consistent measures on how to deal with
them must be defined to enable a correct interpretation of the sustainability performance outcomes.

4.4 Legal perspective

The creation of a digital twin of the road requires the generation and integration of vast amounts of data. What kinds of
data are being generated and integrated (including third party data) depends on the purpose and the specific design
of the digital twin. If the digital twin is used exclusively for the purpose of predictive maintenance of pavements, it is
imaginable that all the data that is generated and integrated could be considered non-personal data. That is, if the digital
twin only processes data on vehicle positions, velocity, and wheel loads generated by the sensitive surface layer for which
it is “reasonably likely” that it cannot be linked to an identifiable person since the infrastructure does not communicate
with vehicles and the digital twin does not integrate vehicle data, it is not subject to the EU General Data Protection
Regulation (GDPR). However, vehicles and road users (through, e.g., smartphones) themselves produce vast amounts of
data, which poses an increased risk that the data generated by the digital twin can be linked to an identifiable person.
Whether or not this data should be considered personal data is still subject to debate with some scholars arguing that
this question is a matter of risk assessment [126, 127], while others argue that the distinction between personal and
non-personal data should be abandoned [128].

Furthermore, many advanced functions and purposes of digital twins, as envisioned by the Digital Twin Road CRC/
TRR 339 project, require the integration of vehicle data, thus, requiring the processing of data considered personal data
according to Art. 4 (1) of the GDPR [129]. For instance, intelligent, road-preserving trajectory planning aimed at extending
pavement lifespan—a preventive maintenance application foreseen by the CRC/TRR 339 - necessitates communication
between vehicles and road infrastructure. Consequently, a core focus of the CRC/TRR 339 is the cooperative fusion of
sensor data. Specifically, one of the tasks of the digital twin(s) envisioned by CRC/TRR 339 focuses on integrating data
from vehicle sensors (such as GPS positions, speeds, and wheel loads) with data from infrastructure sensors (such as
road conditions and vehicle positions, load, and velocity sensed by a sensitive surface layer of the pavement). This data
is georeferenced, enabling precise mapping of sensor data to physical locations on the road network. Such integration
supports dynamic and predictive models that are considered essential for effective preventive maintenance. To elabo-
rate, the precise georeferencing of sensor data allows for detailed mapping of vehicle trajectories and load distributions,
facilitating the identification of potential stress points and wear patterns on the pavement. This information is considered
vital for planning maintenance activities and optimising road usage to extend pavement lifespan. Thus, creating digital
twins of roads will likely involve processing personal data.

Insofar as personal data is processed, digital twins of roads must comply with the principles and rules set out by
the GDPR. Art. 5(1) GDPR mandates that the processing of personal data must be lawful, fair, and transparent and in
accordance with data protection principles such as data minimisation, accuracy, as well as integrity and confidentiality.
Importantly, for processing to be lawful, it must meet at least one of the legal bases set out in Art. 6 GDPR, such as explicit
consent, a legal obligation, or public interest. Since it is unclear whether it could be technically feasible to obtain explicit
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consent, the lawfulness of the processing would most likely have to be grounded in a legal obligation or the public inter-
est; both of which require a legal basis either in Union or in Member State law (Art 6 (2) GDPR).

The recently adopted C-ITS Directive (EU) 2023/2661 not only introduced an obligation for Member States to provide
certain types of ITS data, but also set out to provide a legal basis for the processing of certain types of personal data
[130]. According to its Art. 10, personal data can be lawfully processed “insofar as it is necessary for the performance of
ITS applications, services and actions identified in Annex | of this Directive with a view to ensuring road safety or security,
and enhanced traffic, mobility or incident management”[88, Art. 10(1)]. The C-ITS Directive can, however, only provide
a legal basis insofar as the specifications adopted as Commission delegated acts specify “the categories of those data
and provide for appropriate personal data protection safeguards”[88, Art. 10(2)]. So far, no such delegated act has been
adopted.

Thus, at this point the processing of personal data by digital twins of roads could only be considered lawful if the
competent legislative body of the Member State establishes a legal basis under domestic law (for instance, no such legal
basis currently exists in German law). Such a law should clearly set out the categories of personal data and the purposes
of its processing. It should further reflect the GDPR principles. This includes the principle of data minimisation, limiting
the processing to ‘what is necessary in relation to the purposes’ (Art. 5(1)(c) GDPR), the principle of ‘storage limitation,
limiting the storage of personal data to the period necessary to achieve the purpose (Art. 5(1)(e) GDPR), and the principle
of ‘integrity and confidentiality’ (Art. 5(1)(f) GDPR), requiring appropriate technical and organisational security measures.
Furthermore, the implementation of digital twins of roads that process personal data will likely require a Data Protection
Impact Assessment. Given that it involves “new technologies” (Art. 35(1) GDPR), the “large-scale processing” of personal
data (GDPR Recital 91), as well as the “systematic monitoring of a publicly accessible area on a large scale” (Art. 35(3)(c)
GDPR), the implementation of digital twins of roads “is likely to result in a high risk to the rights and freedoms of natural
persons” (Art. 35(1) GDPR). While such a Data Protection Impact Assessment must be carried out “prior to the processing”
(Art. 35(1) GDPR), a first iteration should already take place prior to the adoption of the law.

Such an assessment could also establish technical and organisational data protection measures, including design
requirements for implementing data protection by design and by default (Art. 25 GDPR). The technical measures should
address a variety of concerns regarding data protection, privacy, and security including measures to ensure secure data
storage in edge devices, access controls, and location privacy protection. Location privacy protection is crucial to prevent
unauthorised tracking of user devices by untrusted service providers or attackers in edge computing environments. The
recently updated ETSI specification 103 836-6-1 (V2.1.1) relies on pseudonym change—assigning “temporary pseudo-
nyms instead of constant identifiers”—to limit such risks [131, p. 29]. However, even pseudonymisation with proper
management (appropriate changing scheme, utilisation of automatically generated IPv6 interfaces) has severe limitations,
with the risks being higher the more data is available [132]. One study found that if the number of observation points is
high enough and if certain information from vehicle-to-everything communication is available (e.g., length and width
of the vehicle), tracking of 80% of vehicles was possible [133].

The design and implementation of digital twins of roads also raises concerns about surveillance and the commodi-
fication of personal data. By continuously collecting real-time data, such a digital twin risks creating a surveillance
infrastructure where data about users’ behaviours and movements could be exploited beyond its intended purpose.
Data-driven systems, while ostensibly designed to enhance efficiency and equity, often reinforce existing social inequities
and exacerbate vulnerabilities. In the context of the digital twin of a road, the real-time collection and analysis of road
infrastructure and its integration with road user and vehicle data could disproportionately impact marginalised com-
munities, who may already be subject to heightened surveillance and control. These populations could face increased
scrutiny and policing based on the patterns detected in their movements. Moreover, even when data is initially generated
to improve public services, there is a risk that it will be repurposed for monitoring and punitive measures. This reinforces
the necessity of critically examining who controls the data, how it is used, and clearly delimiting the purposes of the
processing of personal data. Furthermore, the vast amounts of data collected can be used to predict and influence user
behaviour, subtly steering decisions and actions. This form of “soft” control raises significant ethical concerns about the
erosion of individual agency and the potential for manipulation [134-136].

Beyond the protection of personal data, digital twins of roads raise questions regarding their onto-epistemological
impacts. Critical data studies emphasise that data is never neutral; it is imbued with the values and biases of those who
collect, manage, and interpret it. Specifically, when digital twins are used as the foundation for decision-making in sus-
tainable design, predictive maintenance, efficient operation and sustainable decommissioning, what data is included or
excluded is of crucial political relevance. The data collection processes within the digital twin of a road might privilege
certain types of data or perspectives, potentially marginalising others. For example, the emphasis on environmental
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and economic data might overshadow social dimensions, particularly those aspects that are harder to quantify, such as
community impacts and social equity. Questions that arise include: who controls the digital infrastructure and the data
that is generated and integrated? Who decides what data is generated and integrated? Who makes decisions about its
use and how are such decisions made?

This is pertinent even if a digital twin’s sole purpose is to enhance the operation and maintenance of pavements. For
example, does the digital twin generate and integrate data on noise and light pollution, on non-human animal crossings,
and geo-referenced GHG emissions? Should it generate and integrate data about road users such as race, gender, and
socio-economic status? How might these considerations change if the digital twin supports traffic management and the
development of C-ITS? Incorporating such diverse and inclusive datasets into digital twins of roads highlights the political
and ethical dimensions of these technologies. If digital twins prioritise data on vehicular traffic flows and infrastructure
conditions while neglecting noise pollution or non-human animal crossings, they reinforce a narrow perspective on road
management that centers on efficiency and economic gain over broader environmental and social considerations. This
selective data inclusion could lead to decisions that prioritise car-centric infrastructure improvements, marginalising
the needs and safety of pedestrians, cyclists, and wildlife. The political implications of such decisions are significant, as
they shape urban and rural landscapes in ways that reflect and perpetuate existing power dynamics and societal values.
However, integrating socio-economic data such as race, gender, and income levels into digital twins poses even more
ethical challenges related to privacy, surveillance, and potential discrimination. While such data can enhance equity in
road management by identifying and addressing disparities in infrastructure quality and safety, it also risks reinforc-
ing biases if not handled with care. Therefore, the decision to include or exclude specific types of data is not merely a
technical one but a deeply political act that shapes whose voices and experiences are considered in road management.

Moreover, when digital twins support traffic management and the development of C-ITS, the stakes are even higher.
These systems promise to optimise traffic flow, reduce congestion, and enhance road safety through real-time data
integration and predictive analysis. However, the focus on optimising traffic can lead to a technocratic approach that
overlooks the lived experiences of road users. For example, prioritising data that facilitates rapid vehicle movement might
neglect the needs of non-motorised road users or fail to account for the social and environmental impacts of increased
traffic volumes. Additionally, the development of C-ITS involves significant investments in digital infrastructure, raising
questions about who benefits from these advancements and who bears the costs.

The use of digital twins for decision and policy-making in road management thus risks creating an illusion of objectivity
and comprehensiveness, masking the value-laden choices and biases embedded in data collection and interpretation.
The creation of more data and the increasing reliance on data-driven governance are premised on the promise of data
to be ‘objective! Data along with scientific procedures allow for, what Daston and Galison call, “mechanical objectivity”
[137]. At the very least, data are seen as more objective than humans, who are inherently subjective and biased. Unex-
amined, this belief in the promise of ‘more data’ can, as Lisa Gitelman and Virginia Jackson (2013, p. 3) put it,“become a
faith in their neutrality and autonomy, their objectivity.”

Ascribing ‘objectivity’ to data has far-reaching impacts. As Frank Pasquale (2015, p. 40) points out, “[blias can embed
itself in other self-reinforcing cycles based on ostensibly ‘objective’data.” This depoliticisation of inherently political deci-
sions can obscure critical factors such as community impact, historical context, and local knowledge, leading to policies
that may not reflect the diverse needs and priorities of all stakeholders. As such, it is crucial for policymakers and plan-
ners to critically engage with the data practices underlying digital twins, ensuring that they are transparent, inclusive,
and aligned with broader social and environmental justice goals. In other words, the deployment of digital twins in
road management and C-ITS development must be approached with a critical awareness of their onto-epistemological
impacts. That is, if we acknowledge that being and knowing are always already entangled, the choices about what data
to collect, how to interpret it, and what to do with it shape not just what we know, but also what we consider to be real
or important [138]. Decisions about what data to collect, how to interpret it, and what actions to take based on it are
not neutral; they reflect and perpetuate particular worldviews, priorities, and power structures. The development and
implementation of digital twins thus requires us to recognise and address these political dimensions.

5 Conclusions
This contribution examined potential applications and inherent challenges involved in developing and implementing

a digital twin for roads. Considering the aspects of physical modelling and numerical simulations, data management,
legal frameworks, and sustainability assessments, digital twins ostensibly offer significant benefits in the context
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of road infrastructure management. These possible benefits include the ability to conduct long-term analyses to
accurately predict pavement deterioration and enhance preventive maintenance strategies. Such capabilities could
lead to extended pavement lifespan, improved road safety through the early identification of vulnerable areas, and
the development of long-lasting, resilient road structures. Moreover, the digital twin's capacity to forecast future
states and generate real-time data allows for continuous monitoring, which could lead to more resource-efficient
maintenance planning and improved sustainability performance assessments.

The integration of digital twins into road management also aligns with broader European strategies that empha-
sise the role of data and digital technologies in building a more sustainable and safer transportation system. By
supporting the implementation of C-ITS, digital twins could support the digitalisation of traffic law and contribute
to strategic policymaking. They could also bolster EU’s sustainability goals by enabling more accurate sustainability
assessments through high-quality, real-time data.

However, several significant challenges concerning digital twins were identified that need to be addressed. On
the technical side, the integration of various sensors requires advanced sensor data fusion techniques, and issues
such as data outliers, sensor errors, and effects of the weather on sensors introduce uncertainties. Ensuring the right
choice of numerical models and reducing computational effort without compromising accuracy is another critical
challenge. Additionally, data security is of utmost importance for digital twin of roads and and requires future research
focusing on aspects such as safeguarding sensitive information or protecting data integrity. Finally, the development
of digital twins demands a high level of expertise.

In addition to these technical challenges, social and ethical considerations play a crucial role in the adoption of
digital twins. Data privacy concerns, particularly the potential use of personal data or the linking of generated data
to individuals, raise important questions about the handling of data and the impacts on the users of the system.
There is also the risk of disproportionate impacts on marginalised communities, who may be subject to heightened
surveillance or exclusion. Furthermore, a possible focus on efficiency and economic parameters may lead to biased
systems, in which environmental and social impacts are disregarded.

Finally, while digital twins could generate numerous benefits in terms of road infrastructure management, sus-
tainability, and policymaking, their successful implementation will require addressing various challenges. Through
interdisciplinary research and collaboration, the CRC/TRR 339 project attempts to contribute to identify and address
these hurdles, advancing the digital twin concept application in the context of road infrastructure.

Author contributions Pamela Haverkamp: conceptualisation, investigation, visualisation, writing—original draft, writing—review and editing;
Atul Anantheswar: conceptualisation, investigation, visualisation, writing—original draft, writing—review and editing; Marcel May: con-
ceptualisation, investigation, writing—original draft, writing—review and editing; Gabriele Wadlig: investigation, writing—original draft,
writing—review and editing; Juliana Hildebrandt: investigation, writing—original draft, writing—review and editing; Kira Amelie Thiessat:
conceptualisation, investigation, writing—original draft, writing—review and editing; Ines Wollny: conceptualisation, funding acquisition,
investigation, project administration, supervision, visualisation, writing—original draft, writing—review and editing; Marzia Traverso: con-
ceptualisation, funding acquisition, project administration, supervision, writing—review and editing; Sabine Muller-Mall: funding acquisition,
project administration, supervision, writing—review and editing; Michael Kaliske: funding acquisition, project administration, supervision,
writing—review and editing; Dirk Habich: funding acquisition, project administration, supervision, writing—review and editing; Wolfgang
Lehner: funding acquisition, project administration, supervision, writing—review and editing.

Funding Open Access funding enabled and organized by Projekt DEAL. This contribution is collaborative research between sub-projects A01,
B06, CO1 and C02 of the CRC/TRR 339, Project ID 453596084, funded by the German Research Foundation (DFG). The financial support by the
DFG is gratefully acknowledged.

Data availability No datasets were generated or analysed during the current study.

Code availability Not applicable.

Materials availability Not applicable.

Declarations
Ethics approval and consent to participate Not applicable.
Consent for publication Not applicable.

Competing interests The authors declare no competing interests.

@ Discover



Discover Applied Sciences (2025) 7:510 | https://doi.org/10.1007/542452-025-07018-w

Perspective

Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which permits use, sharing, adapta-
tion, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third party material in this article
are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included in
the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will
need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

References

N =

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

Queiroz C, Gautam S. Road infrastructure and economic development: some diagnostic indicators. 1992.

Kaliske M, Wollny |. Digitaler Zwilling Straf3e. Bautechnik. 2023. https://doi.org/10.1002/bate.202300004.

Umweltbundesamt: Klimaschutz im Verkehr. 2024. https://www.umweltbundesamt.de/themen/verkehr/klimaschutz-im-verkehr#rolle.
Albuquerque FDB, Maraga MA, Chowdhury R, Mauga T, Alzard M. Greenhouse gas emissions associated with road transport projects:
current status, benchmarking, and assessment tools. Transp Res Procedia. 2020;48:2018-30. https://doi.org/10.1016/j.trpro.2020.08.261.
Coffin AW. From roadkill to road: ecology a review of the ecological effects of roads. J Transp Geogr. 2007;15:396-406. https://doi.org/
10.1016/j.jtrangeo.2006.11.006.

Aryan', Dikshit AK, Shinde AM. A critical review of the life cycle assessment studies on road pavements and road infrastructures. J Environ
Manag. 2023;336: 117697. https://doi.org/10.1016/j.jenvman.2023.117697.

Vieira J, Pocas Martins J, Alimeida N, Patricio H, Gomes Morgado J. Towards resilient and sustainable rail and road networks: a systematic
literature review on digital twins. Sustainability. 2022;14:7060. https://doi.org/10.3390/su14127060.

Tagliabue LC, Cecconi FR, Maltese S, Rinaldi S, Ciribini ALC, Flammini A. Leveraging digital twin for sustainability assessment of an edu-
cational building. Sustainability. 2021;13:480. https://doi.org/10.3390/s5u13020480.

LiL, QuT,LiuY, Zhong RY, Xu G, Sun H, Gao Y, Lei B, Mao C, PanY, et al. Sustainability assessment of intelligent manufacturing supported
by digital twin. IEEE Access. 2020;8:174988-5008. https://doi.org/10.1109/ACCESS.2020.3026541.

Thelen A, Zhang X, Fink O, Lu Y, Ghosh S, Youn BD, Todd MD, Mahadevan S, Hu C, Hu Z. A comprehensive review of digital twin—part 1:
modeling and twinning enabling technologies. Struct Multidisp Optim. 2022;65:354. https://doi.org/10.1007/s00158-022-03425-4.
Kritzinger W, Karner M, Traar G, Henjes J, Sihn W. Digital twin in manufacturing: a categorical literature review and classification. IFAC-
PapersOnline. 2018;51:1016-22. https://doi.org/10.1016/j.ifacol.2018.08.474.

Boschert S, Rosen R. Digital twin-the simulation aspect. In: Hehenberger P, Bradley D, editors. Mechatronic futures: challenges and solu-
tions for mechatronic systems and their designers. Cham: Springer; 2016.

Rojek I, Mikotfajewski D, Dostatni E. Digital twins in product lifecycle for sustainability in manufacturing and maintenance. Appl Sci.
2021;11:31. https://doi.org/10.3390/app11010031.

Omrany H, Al-Obaidi KM, Husain A, Ghaffarianhoseini A. Digital twins in the construction industry: a comprehensive review of current
implementations, enabling technologies, and future directions. Sustainability. 2023;15:10908. https://doi.org/10.3390/su151410908.
SuSS, Zhong RY, Jiang Y, Song J, Fu Y, Cao H. Digital twin and its potential applications in construction industry: state-of-art review and
a conceptual framework. Adv Eng Inform. 2023;57: 102030. https://doi.org/10.1016/j.aei.2023.102030.

Mahmoodian M, Shahrivar F, Setunge S, Mazaheri S. Development of digital twin for intelligent maintenance of civil infrastructure.
Sustainability. 2022;14:8664. https://doi.org/10.3390/su14148664.

Liu C, Zhang P, Xu X. Literature review of digital twin technologies for civil infrastructure. J Infrastruct Intell Resil. 2023;2: 100050. https://
doi.org/10.1016/j.iintel.2023.100050.

Yan B, Yang F, Qiu S, Wang J, Cai B, Wang S, Zaheer Q, Wang W, Chen Y, Hu W. Digital twin in transportation infrastructure management:
a systematic review. Intell Transp Infrastruct. 2023;2:024. https://doi.org/10.1093/iti/liad024.

Chang X, Zhang R, Mao J, Fu Y. Digital twins in transportation infrastructure: an investigation of the key enabling technologies, applica-
tions, and challenges. IEEE Trans Intell Transp Syst. 2024;25:1-23. https://doi.org/10.1109/TITS.2024.3401716.

Moshood TD, Rotimi JOB, Shahzad W, Bamgbade JA. Infrastructure digital twin technology: a new paradigm for future construction
industry. Technol Soc. 2024;77: 102519. https://doi.org/10.1016/j.techsoc.2024.102519.

Ammar A, Maier F, Pratt WS, Richard E, Dadi G. Practical application of digital twins for transportation asset data management: case
example of a safety hardware asset. Transp Res Rec: J Transp Res Board. 2024. https://doi.org/10.1177/03611981241231804.

Wang M, Ashour M, Mahdiyar A, Sabri S. Opportunities and threats of adopting digital twin in construction projects: a review. Buildings.
2024;14:2349. https://doi.org/10.3390/buildings14082349.

Carey JM. Prototyping: alternative systems development methodology. Inf Softw Technol. 1990;32(2):119-26. https://doi.org/10.1016/
0950-5849(90)90111-4.

Yu G, Zhang S, Hu M, Wang YK. Prediction of highway tunnel pavement performance based on digital twin and multiple time series
stacking. Adv Civ Eng. 2020;2020:8824135. https://doi.org/10.1155/2020/8824135.

Chen K, Eskandari Torbaghan M, Chu M, Zhang L, Garcia-Hernandez A. Identifying the most suitable machine learning approach for a
road digital twin. Proc Inst Civ Eng - Smart Infrastruct Constr. 2021;174:88-101. https://doi.org/10.1680/jsmic.22.00003.

Sierra C, Paul S, Rahman A, Kulkarni A. Development of a cognitive digital twin for pavement infrastructure health monitoring. Infra-
structures. 2022;7:113. https://doi.org/10.3390/infrastructures7090113.

@ Discover


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1002/bate.202300004
https://www.umweltbundesamt.de/themen/verkehr/klimaschutz-im-verkehr#rolle
https://doi.org/10.1016/j.trpro.2020.08.261
https://doi.org/10.1016/j.jtrangeo.2006.11.006
https://doi.org/10.1016/j.jtrangeo.2006.11.006
https://doi.org/10.1016/j.jenvman.2023.117697
https://doi.org/10.3390/su14127060
https://doi.org/10.3390/su13020480
https://doi.org/10.1109/ACCESS.2020.3026541
https://doi.org/10.1007/s00158-022-03425-4
https://doi.org/10.1016/j.ifacol.2018.08.474
https://doi.org/10.3390/app11010031
https://doi.org/10.3390/su151410908
https://doi.org/10.1016/j.aei.2023.102030
https://doi.org/10.3390/su14148664
https://doi.org/10.1016/j.iintel.2023.100050
https://doi.org/10.1016/j.iintel.2023.100050
https://doi.org/10.1093/iti/liad024
https://doi.org/10.1109/TITS.2024.3401716
https://doi.org/10.1016/j.techsoc.2024.102519
https://doi.org/10.1177/03611981241231804
https://doi.org/10.3390/buildings14082349
https://doi.org/10.1016/0950-5849(90)90111-4
https://doi.org/10.1016/0950-5849(90)90111-4
https://doi.org/10.1155/2020/8824135
https://doi.org/10.1680/jsmic.22.00003
https://doi.org/10.3390/infrastructures7090113

Perspective

Discover Applied Sciences (2025) 7:510 | https://doi.org/10.1007/542452-025-07018-w

27.

28.

29.

30.

31.

32.

33.

34,

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54,

55.

Consilvio A, Hernandez Solis J, Chen W, Brilakis |, Bartoccini L, Di Gennaro F, Welie M. Towards a digital twin-based intelligent decision
support for road maintenance. In: AlIT 3rd international conference on transport infrastructure and systems (TIS ROMA 2022); 2023. pp.
791-798.

Jiang F, Ma L, Broyd T, Chen W, Luo H. Digital twin enabled sustainable urban road planning. Sustain Cities Soc. 2022;78: 103645. https://
doi.org/10.1016/j.5cs5.2021.103645.

Kusi¢ K, Schumann R, Ivanjko E. A digital twin in transportation: Real-time synergy of traffic data streams and simulation for virtualizing
motorway dynamics. Adv Eng Inform. 2023;55: 101858. https://doi.org/10.1016/j.aei.2022.101858.

Mao G, HuiY, Ren X, Li C, Shao Y. The Internet of Things for smart roads: a road map from present to future road infrastructure. IEEE Intell
Transp Syst Mag. 2022;14:66-76. https://doi.org/10.1109/MITS.2021.3115126.

Thonhofer E, Sigl S, Fischer M, Heuer F, Kuhn A, Erhart J, Harrer M, Schildorfer W. Infrastructure-based digital twins for cooperative, con-
nected, automated driving and smart road services. IEEE Open J Intell Transp Syst. 2023;4:311-24. https://doi.org/10.1109/0JITS.2023.
3266800.

Ulrich S, Schildorfer W, Aigner W, Thonhofer E, Neubauer M. How can a digital twin sustainably enhance integration and service quality
for road authorities? Transp Res Procedia. 2023;72:3909-16. https://doi.org/10.1016/j.trpro.2023.11.490.

Wang K, Li Z, Nonomura K, Yu T, Sakaguchi K, Hashash O, Saad W. Smart mobility digital twin based automated vehicle navigation system:
a proof of concept. IEEE Trans Intell Veh. 2024;9:4348-61. https://doi.org/10.1109/TIV.2024.3368109.

Marai OE, Taleb T, Song J. Roads infrastructure digital twin: a step towards smarter cities realization. J Adv Transp. 2020. https://doi.org/
10.1155/2020/8833058.

Schwarz C, Wang Z.The role of digital twins in connected and automated vehicles. IEEE Intell Transp Syst Mag. 2022;14(2):24-37. https://
doi.org/10.1109/MITS.2021.3129524.

Gao L, Xia X, Zheng Z, Xiang H, Meng Z, Han X, Zhou Z, He Y, Wang Y, Li Z, Zhang Y, Ma J. Cooperative localization in transportation 5.0.
IEEE Trans Intell Veh. 2024;9(3):4259-64. https://doi.org/10.1109/TIV.2024.3377163.

Pregnolato M, Gunner S, Voyagaki E, De Risi R, Carhart N, Gavriel G, Tully P, Tryfonas T, Macdonald J, Taylor C. Towards civil engineering
4.0: concept, workflow and application of digital twins for existing infrastructure. Autom Constr. 2022;141: 104421. https://doi.org/10.
1016/j.autcon.2022.104421.

Sohal K, Renukappa S, Suresh S, Georgakis P, Stride N. The uptake of digital twins in delivering infrastructure sector projects. Smart
Sustain Built Environ. 2023.

Li CZ, Guo Z, Su D, Xiao B, Tam VWY. The application of advanced information technologies in civil infrastructure construction and
maintenance. Sustainability. 2022;14(13):7761. https://doi.org/10.3390/su14137761.

Meza S, Pranjic AM, Vezocnik R, Osmokrovic |, Lenart S. Digital twins and road construction using secondary raw materials. J Adv Transp.
2021;2021:8833058-12. https://doi.org/10.1155/2021/8833058.

Crampen D, Blankenbach J. LOADt: towards a concept of level of as-is detail for digital twins of roads. In: Proceedings of the 30th inter-
national workshop on intelligent computing in engineering (EG-ICE); 2023.

Nielsen J, Levenberg E, Leischner S, Canon Falla G. Mechanistic investigation of grid-reinforced asphalt pavements with measured
interface properties. Road Mater Pavement Design. 2024;25:142-2166. https://doi.org/10.1080/14680629.2024.2301724.

Mangalath Shine A, Canon Falla G, Kamratowsky E, Wellner F, Caro S, Zei3ler A, Leischner S. Fatigue testing on bitumen binder using
different column specimen shapes. Road Mater Pavement Design. 2023;24:654-71. https://doi.org/10.1080/14680629.2023.2181067.
Zhao J, Ahmed AH, Liebscher M, Bartsch A, Ivaniuk E, Butler M, Kohout J, Hajkova P, Mechtcherine V. Thermomechanical behavior of
textile-reinforced geopolymer concrete based on mineral-impregnated carbon-fibers (MCFs) composites. Cem Concr Compos. 2024;150:
105555. https://doi.org/10.1016/j.cemconcomp.2024.105555.

Schmidt S, Wiebicke M, Herle I. On the determination and evolution of fabric in representative elementary volumes for a sand specimen
in triaxial compression. Granul Matter. 2022;24:97. https://doi.org/10.1007/510035-022-01262-2.

Wollny I, Hartung F, Kaliske M. Numerical modeling of inelastic structures at loading of steady state rolling: thermo-mechanical asphalt
pavement computation. Comput Mech. 2016;57:867-86. https://doi.org/10.1007/s00466-016-1266-2.

Anantheswar A, Wollny |, Kaliske M. A dynamic ALE formulation for structures under moving loads. Comput Mech. 2024;73:139-57.
https://doi.org/10.1007/s00466-023-02360-5.

Kehls J, Kastian S, Brepols T, Reese S. Reduced order modeling of structural problems with damage and plasticity. Proc Appl Math Mech.
2023;23:202300079. https://doi.org/10.1002/pamm.202300079.

Platen J, Storm J, Bosbach S, ClalBen M, Kaliske M. The microlayer model: a novel analytical homogenisation scheme for materials with
rigid particles and deformable matrix-applied to simulate concrete. Comput Struct. 2024;293: 107258. https://doi.org/10.1016/j.comps
truc.2023.107258.

Niemunis A, Herle |. Hypoplastic model for cohesionless soils with elastic strain range. Mech Cohesive-frict Mater: Int J Exp Model Comput
Mater Struct. 1997;2:279-99. https://doi.org/10.1002/(SICI)1099-1484(199710)2:4<279::AID-CFM29>3.0.CO;2-8.

May M, Wollny |, Platen J, Kaliske M. Microlayer framework: extension to viscoelastic material behaviour for finite strains. Proc Appl Math
Mech. 2024;24:202400165. https://doi.org/10.1002/pamm.202400165.

Prokopets V, Gotz S, ABmann U, Gutsche C, Anantheswar A, Wollny |, Thiessat J, Hildebrandt J, Kaliske M, Lehner W. Work in progress:
towards a single underlying model for the digital twin of future road infrastructures. In: 2023 IEEE smart world congress (SWC). 2023.
pp. 1-4.

Kaliske M, Oeser M, Wollny I, Behnke R. Welchen Weg nimmt die StraBe der Zukunft? Digitalisierung der Stra3e im Sonderforschungs-
bereich/Transregio 339 Digitaler Zwilling Stral3e. Bauingenieur. 2022. https://doi.org/10.37544/0005-6650-2022-01-02-61.

Schéfer S, Steidl H, Kowalewski S, Alrifaee B. Investigating a pressure sensitive surface layer for vehicle localization. In: 2023 IEEE intel-
ligent vehicles symposium (IV). 2023. pp. 1-6.

Behnke R, Wollny |, Hartung F, Kaliske M. Thermo-mechanical finite element prediction of the structural long-term response of asphalt
pavements subjected to periodic traffic load: Tire-pavement interaction and rutting. Comput Struct. 2019;218:9-13. https://doi.org/10.
1016/j.compstruc.2019.04.003.

@ Discover


https://doi.org/10.1016/j.scs.2021.103645
https://doi.org/10.1016/j.scs.2021.103645
https://doi.org/10.1016/j.aei.2022.101858
https://doi.org/10.1109/MITS.2021.3115126
https://doi.org/10.1109/OJITS.2023.3266800
https://doi.org/10.1109/OJITS.2023.3266800
https://doi.org/10.1016/j.trpro.2023.11.490
https://doi.org/10.1109/TIV.2024.3368109
https://doi.org/10.1155/2020/8833058
https://doi.org/10.1155/2020/8833058
https://doi.org/10.1109/MITS.2021.3129524
https://doi.org/10.1109/MITS.2021.3129524
https://doi.org/10.1109/TIV.2024.3377163
https://doi.org/10.1016/j.autcon.2022.104421
https://doi.org/10.1016/j.autcon.2022.104421
https://doi.org/10.3390/su14137761
https://doi.org/10.1155/2021/8833058
https://doi.org/10.1080/14680629.2024.2301724
https://doi.org/10.1080/14680629.2023.2181067
https://doi.org/10.1016/j.cemconcomp.2024.105555
https://doi.org/10.1007/s10035-022-01262-2
https://doi.org/10.1007/s00466-016-1266-2
https://doi.org/10.1007/s00466-023-02360-5
https://doi.org/10.1002/pamm.202300079
https://doi.org/10.1016/j.compstruc.2023.107258
https://doi.org/10.1016/j.compstruc.2023.107258
https://doi.org/10.1002/(SICI)1099-1484(199710)2:4<279::AID-CFM29>3.0.CO;2-8
https://doi.org/10.1002/pamm.202400165
https://doi.org/10.37544/0005-6650-2022-01-02-61
https://doi.org/10.1016/j.compstruc.2019.04.003
https://doi.org/10.1016/j.compstruc.2019.04.003

Discover Applied Sciences (2025) 7:510 | https://doi.org/10.1007/542452-025-07018-w

Perspective

56.

57.

58.

59.
60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

Europadisches Institut fiir Telekommunikationsnormen (ETSI): Context Information Management (CIM); Feasibility of NGSI-LD for Digital
Twins. 2022. https://www.etsi.org/deliver/etsi_gr/CIM/001_099/017/01.01.01_60/gr_CIM017v010101p.pdf.

Rathore MM, Shah SA, Shukla D, Bentafat E, Bakiras S. The role of Al, machine learning, and big data in digital twinning: a systematic
literature review, challenges, and opportunities. IEEE Access. 2021;9:32030-52. https://doi.org/10.1109/ACCESS.2021.3060863.
Minerva R, Lee GM, Crespi N. Digital twin in the loT context: a survey on technical features, scenarios, and architectural models. Proc
IEEE. 2020;108:1785-824. https://doi.org/10.1109/JPROC.2020.2998530.

Matchett R, Wium J. Digital twins for road infrastructure. In: 40th Annual Southern African Transport Conference. 2022.

Ferko E, Bucaioni A, Behnam M. Architecting digital twins. IEEE Access. 2022;10:50335-50. https://doi.org/10.1109/ACCESS.2022.
3172964.

Qi Q, Tao F, HuUT, Anwer N, Liu A, Wei Y, Wang L, Nee AYC. Enabling technologies and tools for digital twin. J Manuf Syst. 2021;58:3-21.
https://doi.org/10.1016/j.jmsy.2019.10.001.

Lehner D, Pfeiffer J, Tinsel E-F, Strljic MM, Sint S, Vierhauser M, Wortmann A, Wimmer M. Digital twin platforms: requirements, capa-
bilities, and future prospects. IEEE Softw. 2022;39:53-61. https://doi.org/10.1109/MS.2021.3133795.

Opara-Martins J, Sahandi R, Tian F. Critical analysis of vendor lock-in and its impact on cloud computing migration: a business per-
spective. J Cloud Comput. 2016;5:1-18. https://doi.org/10.1186/513677-016-0054-z.

Barnstedt E, Boss B, Clauer E, Isaacs D, Lin S-W, Malakuti S, Schalkwyk P, Martins TW. Open source drives digital twin adoption. IIC
Journal of Innovation March 2021: Innovations in Digital Twins, 2021;19-34 https://www.iiconsortium.org/pdf/2021_March_Jol_
Open_Source_Drives_Digital_Twin_SA.pdf

De Oliveira V. Smart digital economy: What has open source gotta do with it? 2022. https://www.fiware.org/wp-content/uploads/
FF_WhitePaper_SmartDigitalEconomy.pdf.

European Commission: FIWARE: A European success story. https://digital-strategy.ec.europa.eu/en/news/fiware-european-succe
ss-story. Accessed 05 Feb 2025.

FiWare Tour guide: security: introduction. https://fiwaretourguide.readthedocs.io/en/latest/security/introduction/. Accessed 05 Feb
2025.

Bosurgi G, Celauro C, Pellegrino O, Rustica N, Giuseppe S. The BIM (building information modeling)-based approach for road pave-
ment maintenance. In: Proceedings of the 5th international symposium on asphalt pavements & environment (APE). ISAP APE 2019.
Lecture notes in civil engineering. 2020. pp. 480-490.

Del Rosario P, Traverso M. Towards sustainable roads: a systematic review of triple-bottom-line-based assessment methods. Sustain-
ability. 2023;15:15654. https://doi.org/10.3390/su152115654.

Kumar SA, Chelliah PR, Tao L, Wang S. A novel digital twin-centric approach for driver intention prediction and traffic congestion
avoidance. J Reliab Intell Environ. 2018;4:199-209. https://doi.org/10.1007/512525-020-00441-4.

Barni A, Fontana A, Menato S, Sorlini M, Canetta L. Exploiting the digital twin in the assessment and optimization of sustainability
performances. In: Paper presented at the 2018 international conference on intelligent systems (IS), Funchal, Portugal, 2018.2018.
Edrisi F, Atari MS. Digital twin for sustainability assessment and policy evaluation: a systematic literature review. In: 2023 [EEE/ACM
7th international workshop on green and sustainable software (GREENS). 2023. pp. 1-8.

Gang Y, Zhang S, Hu M, Wang YK. Prediction of highway tunnel pavement performance based on digital twin and multiple time
series stacking. Adv Civ Eng. 2020;2020:1-21. https://doi.org/10.1155/2020/8824135.

Kaewunruen S, Peng S, Phil-Ebosie O. Digital twin aided sustainability and vulnerability audit for subway stations. Sustainability.
2020;12:7873. https://doi.org/10.3390/su12197873.

Su'S, Zhang H, Zuo J, Li X, Yuan J. Assessment models and dynamic variables for dynamic life cycle assessment of buildings: a review.
Environ Sci Pollut Res. 2021;28:26199-214. https://doi.org/10.1007/s11356-021-13614-1.

Sohn J, Kalbar P, Goldstein B, Birkved M. Defining temporally dynamic life cycle assessment: a review. Integr Environ Assess Manag.
2019;16:314-23. https://doi.org/10.1002/ieam.4235.

Riedelsheimer T, Neugebauer S, Lindow K. Progress for life cycle sustainability assessment by means of digital lifecycle twins—a
taxonomy. In: Kishita, Y., Matsumoto, M., Inoue, M., Fukushige, S. (eds.) EcoDesign and sustainability Il. Sustainable production, life
cycle engineering and management. Springer, Singapore. 2020.

Borjigin AO, Sresakoolchai J, Kaewunruen S, Hammond J. Digital twin aided sustainability assessment of modern light rail infra-
structures. Front Built Environ. 2022;8: 796388. https://doi.org/10.3389/fbuil.2022.796388.

Ghita M, Siham B, Hicham M, Griguer H. Digital twins based LCA and ISO 20140 for smart and sustainable manufacturing systems.
In: Joshi A, Nagar AK, Marin-Raventds G, editors. Sustain Intell Syst. Singapore: Springer; 2021. p. 101-45.

Boje C, Hahn Menacho AJ, Marvuglia A, Benetto E, Kubicki S, Schaubroeck T, Navarrete Gutierrez T. A framework using BIM and digital
twins in facilitating LCSA for buildings. J Build Eng. 2023;76: 107232. https://doi.org/10.1016/j.jobe.2023.107232.

Oreto C, Biancardo SA, Veropalumbo R, Viscione N, Russo F, Abbondati F, Dell’acqua G. BIM-LCA integration framework for sustain-
able road pavement maintenance practices. Int J Transp Dev Integr. 2022;6:1-11. https://doi.org/10.2495/TDI-V6-N1-1-11.

Chen C, Zhao Z, Xiao J, Tiong R. A conceptual framework for estimating building embodied carbon based on digital twin technology
and life cycle assessment. Sustainability. 2021;13:13875. https://doi.org/10.3390/su132413875.

Commission E. Sustainable and smart mobility strategy—putting european transport on track for the future. 2020. https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0789.

Lenz S.The digital spirit of green capitalism. How the European union tries to save ecological modernisation. Cult Pract Europeani-
zation. 2022;7:166. https://doi.org/10.5771/2566-7742-2022-2-166.

Dunlap A, Laratte B. European green deal necropolitics: exploring ‘green’ energy transition, degrowth & infrastructural colonization.
Polit Geogr. 2022;97: 102640. https://doi.org/10.1016/j.polge0.2022.102640.

Commission E. Communication from the Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions: A European Strategy for Low-Emission Mobility. 2016. https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX%3A52016DC0766.

@ Discover


https://www.etsi.org/deliver/etsi_gr/CIM/001_099/017/01.01.01_60/gr_CIM017v010101p.pdf
https://doi.org/10.1109/ACCESS.2021.3060863
https://doi.org/10.1109/JPROC.2020.2998530
https://doi.org/10.1109/ACCESS.2022.3172964
https://doi.org/10.1109/ACCESS.2022.3172964
https://doi.org/10.1016/j.jmsy.2019.10.001
https://doi.org/10.1109/MS.2021.3133795
https://doi.org/10.1186/s13677-016-0054-z
https://www.iiconsortium.org/pdf/2021_March_JoI_Open_Source_Drives_Digital_Twin_SA.pdf
https://www.iiconsortium.org/pdf/2021_March_JoI_Open_Source_Drives_Digital_Twin_SA.pdf
https://www.fiware.org/wp-content/uploads/FF_WhitePaper_SmartDigitalEconomy.pdf
https://www.fiware.org/wp-content/uploads/FF_WhitePaper_SmartDigitalEconomy.pdf
https://digital-strategy.ec.europa.eu/en/news/fiware-european-success-story
https://digital-strategy.ec.europa.eu/en/news/fiware-european-success-story
https://fiwaretourguide.readthedocs.io/en/latest/security/introduction/
https://doi.org/10.3390/su152115654
https://doi.org/10.1007/s12525-020-00441-4
https://doi.org/10.1155/2020/8824135
https://doi.org/10.3390/su12197873
https://doi.org/10.1007/s11356-021-13614-1
https://doi.org/10.1002/ieam.4235
https://doi.org/10.3389/fbuil.2022.796388
https://doi.org/10.1016/j.jobe.2023.107232
https://doi.org/10.2495/TDI-V6-N1-1-11
https://doi.org/10.3390/su132413875
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0789
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0789
https://doi.org/10.5771/2566-7742-2022-2-166
https://doi.org/10.1016/j.polgeo.2022.102640
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016DC0766
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016DC0766

Perspective

Discover Applied Sciences (2025) 7:510 | https://doi.org/10.1007/542452-025-07018-w

87.

88.

89.

90.

91.

92.

93.

94,

95.

96.
97.

98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

Commission E: Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for the deploy-
ment of Intelligent Transport Systems in the field of road transport and for interfaces with other modes of transport. 2010. https://
eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32010L0040.

Commission E. Directive 2023/2661 of the European Parliament and of the Council of 19 December 2023 on the resilience of critical
entities and repealing Council Directive 2008/114/EC. 2023. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A320
23L2661.

Commission E. Shaping Europe’s Digital Future. 2020. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0
066.

Commission E: Directive 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and the re-use of public
sector information. 2019. https://eur-lex.europa.eu/eli/dir/2019/1024/0j.

Commission E. Commission Implementing Regulation (EU) 2023/19 of 12 January 2023 establishing the form and procedures for Member
States’ communications of certain information in the field of digital services. 2023. https://eur-lex.europa.eu/legal-content/EN/TXT/?
uri=uriserv:0J.L_.2023.019.01.0043.01.ENG.

Commission E. Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on
fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act). 2023. https://eur-lex.
europa.eu/eli/reg/2023/2854

Bakri T, Bastiaansen H, Benmayor A, Blaya M, Boge G, Cases J-F, Eisenrauch A, Engh E, Epardeau D, Federl S, Fernandes E, Hoeven G, King
L, Kirstein L, Kraft V, Lenz G, Lilja J, Morgan J, Nagel I, O6rni R, Pretzsch S, Scholliers J, Schulz H, Spijkers N. Towards a common European
mobility data space: perspectives. Recommend Build Blocks. 2024. https://mobilitydataspace-csa.eu/wp-content/uploads/2024/03/
2024-03-19-deliverable-d3.1-analysis-report-v3.pdf.

Alam F, Mehmood R, Katib I, Albogami NN, Albeshri A. Data fusion and IoT for smart ubiquitous environments: a survey. IEEE Access.
2017;5:9533-54. https://doi.org/10.1109/ACCESS.2017.2697839.

Hodge V, Austin J. A survey of outlier detection methodologies. Artif Intell Rev. 2004;22:85-126. https://doi.org/10.1007/
$10462-004-4304-y.

Honaker J, King G. What to do about missing values in time-series cross-section data. Am J Polit Sci. 2010;54:561-81.

Cheng R, Prabhakar S. Managing uncertainty in sensor database. ACM SIGMOD Rec. 2003;32:41-6. https://doi.org/10.1145/959060.
959068.

Martins P, Natal Jorge R, Ferreira A. A comparative study of several material models for prediction of hyperelastic properties: application
to silicone-rubber and soft tissues. Strain. 2006;42:135-47. https://doi.org/10.1111/j.1475-1305.2006.00257 x.

Cuomo S, Di Cola VS, Giampaolo F, Rozza G, Raissi M, Piccialli F. Scientific machine learning through physics-informed neural networks:
where we are and what'’s next. J Sci Comput. 2022;92:88. https://doi.org/10.1007/510915-022-01939-z.

Freeh VW, Lowenthal DK, Pan F, Kappiah N, Springer R, Rountree BL, Femal ME. Analyzing the energy-time trade-off in high-performance
computing applications. IEEE Trans Parallel Distrib Syst. 2007;18:835-48. https://doi.org/10.1109/TPDS.2007.1026.

Vergara C, Bahsoon R, Theodoropoulos G, Yanez W, Tziritas N. Federated digital twin. In: 2023 IEEE/ACM 27th international symposium
on distributed simulation and real time applications (DS-RT), pp. 115-116. IEEE. 2023.

Thiebes S, Lins S, Sunyaev A. Trustworthy artificial intelligence. Electron Mark. 2021;31:447-64. https://doi.org/10.1007/
$12525-020-00441-4.

Kineber AF, Singh AK, Fazeli A, Mohandes SR, Cheung C, Arashpour M, Ejohwomu O, Zayed T. Modelling the relationship between digital
twins implementation barriers and sustainability pillars: insights from building and construction sector. Sustain Cities Soc. 2023;99:
104930. https://doi.org/10.1016/j.5¢s.2023.104930.

Ferré-Bigorra J, Casals M, Gangolells M. The adoption of urban digital twins. Cities. 2022;131: 103905. https://doi.org/10.1016/j.cities.
2022.103905.

Coehlo J, Oliveira T, Neves C, Karatzas S. Adoption of digital twins as a sustainable energy solution: determinants to adoption in house-
hold. Heliyon. 2024;10:25782. https://doi.org/10.1016/j.heliyon.2024.e25782.

Alexandra C, Daniell KA, Guillaume J, Saraswat C, Feldman HR. Cyber-physical systems in water management and governance. Curr Opin
Environ Sustain. 2023;62: 101290. https://doi.org/10.1016/j.cosust.2023.101290.

Yu G, Ye X, Xia X, Chen Y. Digital twin enabled transition towards the smart electric vehicle charging infrastructure: a review. Sustain
Cities Soc. 2024;108: 105479. https://doi.org/10.1016/j.5¢c5.2024.105479.

UNEP: Methodological sheets for subcategories in social life cycle assessment (S-LCA). 2021. https://www.lifecycleinitiative.org/library/
methodological-sheets-for-subcategories-in-social-life-cycle-assessment-s-lca-2021/.

Figueiredo K, Hammad AWA, Haddad A. Improving sustainability in the built environment through a bim-based integration of digital
twin and blockchain. In: Yitmen |, editor. Cognitive digital twins for smart lifecycle management of built environment and infrastructure.
Boca Raton: Taylor & Francis; 2023.

Martinez J, Wong C, Verrier Piersol C, Bieber DC, Perry BL, Leland NE. Stakeholder engagement in research: a scoping review of current
evaluation methods. J Comp Effective Res. 2019;8:15. https://doi.org/10.2217/cer-2019-0047.

Commission E. Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL establishing a framework for ensuring
a secure and sustainable supply of critical raw materials and amending Regulations (EU) 168/2013, (EU) 2018/858, 2018/1724 and (EU)
2019/1020. 2023. https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52023PC0160.

Bobba S, Carrara S, Huisman J, Mathieux F, Pavel C. Critical raw materials for strategic technologies and sectors in the EU—a foresight
study. 2020.

Bach V, Berger M, HenBler M, Kirchner M, Leiser S, Mohr L, Rother E, Ruhland K, Schenider L, Tikana L, Volkhausen W, Walachowicz F,
Finkbeiner M. Integrated method to assess resource efficiency—ESSENZ. J Clear Prod. 2016;137:118-30. https://doi.org/10.1016/j.jclep
r0.2016.07.077.

Farjana SH, Huda N, Mahmud MAP. Life cycle assessment of cobalt extraction process. J Sustain Min. 2019;18:150-61. https://doi.org/
10.1016/j.jsm.2019.03.002.

@ Discover


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32010L0040
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32010L0040
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023L2661
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023L2661
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066
https://eur-lex.europa.eu/eli/dir/2019/1024/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2023.019.01.0043.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2023.019.01.0043.01.ENG
https://eur-lex.europa.eu/eli/reg/2023/2854
https://eur-lex.europa.eu/eli/reg/2023/2854
https://mobilitydataspace-csa.eu/wp-content/uploads/2024/03/2024-03-19-deliverable-d3.1-analysis-report-v3.pdf
https://mobilitydataspace-csa.eu/wp-content/uploads/2024/03/2024-03-19-deliverable-d3.1-analysis-report-v3.pdf
https://doi.org/10.1109/ACCESS.2017.2697839
https://doi.org/10.1007/s10462-004-4304-y
https://doi.org/10.1007/s10462-004-4304-y
https://doi.org/10.1145/959060.959068
https://doi.org/10.1145/959060.959068
https://doi.org/10.1111/j.1475-1305.2006.00257.x
https://doi.org/10.1007/s10915-022-01939-z
https://doi.org/10.1109/TPDS.2007.1026
https://doi.org/10.1007/s12525-020-00441-4
https://doi.org/10.1007/s12525-020-00441-4
https://doi.org/10.1016/j.scs.2023.104930
https://doi.org/10.1016/j.cities.2022.103905
https://doi.org/10.1016/j.cities.2022.103905
https://doi.org/10.1016/j.heliyon.2024.e25782
https://doi.org/10.1016/j.cosust.2023.101290
https://doi.org/10.1016/j.scs.2024.105479
https://www.lifecycleinitiative.org/library/methodological-sheets-for-subcategories-in-social-life-cycle-assessment-s-lca-2021/
https://www.lifecycleinitiative.org/library/methodological-sheets-for-subcategories-in-social-life-cycle-assessment-s-lca-2021/
https://doi.org/10.2217/cer-2019-0047
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52023PC0160
https://doi.org/10.1016/j.jclepro.2016.07.077
https://doi.org/10.1016/j.jclepro.2016.07.077
https://doi.org/10.1016/j.jsm.2019.03.002
https://doi.org/10.1016/j.jsm.2019.03.002

Discover Applied Sciences (2025) 7:510 | https://doi.org/10.1007/542452-025-07018-w

Perspective

115.

116.

117.

118.

119.

120.

121.

122.

123.

124,

125.

126.

127.

128.

129.

130.

131.

132.

133.

134.
135.
136.
137.
138.

Vauche L, Guillemaud G, Lopes Barbosa J-C, Di Cioccio L. Cradle-to-gate life cycle assessment (LCA) of GaN power semiconductor device.
Sustainability. 2024;16:901. https://doi.org/10.3390/s5u16020901.

Cossutta M, McKechnie J, Pickering SJ. A comparative LCA of different graphene production routes. Green Chem. 2017;19:5874-84.
https://doi.org/10.1039/C7GC02444D.

Koltun P, Tharumarajah A. Life cycle impact of rare earth elements. Int Sch Res Not. 2014;2014: 907536. https://doi.org/10.1155/2014/
907536.

Weng Z, Hague N, Mudd GM, Jowitt SM. Assessing the energy requirements and global warming potential of the production of rare
earth elements. J Clean Prod. 2019;139:1282-97. https://doi.org/10.1016/j.jclepro.2016.08.132.

Del Rosario P, Krekel G, Carre no N, Traverso M. Umweltleistung von Asphaltmischungen—Ein Vergleich von hot mix asphalt (HMA)
und warm mix asphalt (WMA) mittels Okobilanz. In: Florian Schifer, T.A.E.e.V. (ed.) 3. Kolloquium StraBenbau in der Praxis. Narr Francke
Attempto Verlag, Tibingen. 2023.

Weil C, Bibri SE, Longchamp R, Golay F, Alahi A. Urban digital twin challenges: a systematic review and perspectives for sustainable smart
cities. Sustain Cities Soc. 2023;99: 104862. https://doi.org/10.1016/j.5cs.2023.104862.

Durao V, Silvestre J, Mateus R, Brito J. Assessment and communication of the environmental performance of construction products in
Europe: comparison between PEF and EN 15804 compliant EPD schemes. Resour Conserv Recycl. 2020;156: 104703. https://doi.org/10.
1016/j.resconrec.2020.104703.

Ryding S-O, Pena C, Valdivia S. Chapter 18: Sustainability product declarations for communicating LCSA results in sustainable procure-
ment. In: Valdivia S, Sonnenmann G, editors. Handbook on life cycle sustainability assessment. Cheltenham: Edward Elgar Publishing
Limited; 2024.

Environdec: Social Product Declarations (2024)

Llatas C, Soust-Verdaguer B, Passer A. Implementing life cycle sustainability assessment during design stages in building information
modelling: from systematic literature review to a methodological approach. Build Environ. 2020;182: 107164. https://doi.org/10.1016/j.
buildenv.2020.107164.

Ciroth A, Finkbeiner M, Traverso M, Hildenbrand J, Kloepffer W, Bernard M, Siddharth P, Sonnemann G, Valdivia S, Ugaya MC, Vickery-
Niederman, G.: Towards a life cycle sustainability assessment: making informed choices on products. 2011.

Finck M, Pallas F. They who must not be identified-distinguishing personal from non-personal data under the GDPR. International data
privacy law. 2020. https://doi.org/10.1093/idpl/ipz026

Rupp V, Von Grafenstein M. Clarifying“personal data”and the role of anonymisation in data protection law: including and excluding data
from the scope of the gdpr (more clearly) through refining the concept of data protection. Comput Law Secur Rev. 2024;52: 105932.
https://doi.org/10.1016/j.clsr.2023.105932.

Purtova N.The law of everything: broad concept of personal data and future of EU data protection law. Law Innov Technol. 2018;10:40-81.
https://doi.org/10.1080/17579961.2018.1452176.

Commission E. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation). 2016. https://eur-lex.europa.eu/eli/reg/2016/679/0j.

European Data Protection Board and European Data Protection Supervisor: EDPB-EDPS Joint Opinion 03/2022 on the Proposal for a
Regulation on the European Health Data Space. 2022. https://www.edps.europa.eu/data-protection/our-work/publications/edps-edpb-
joint-opinions/2022-07-12-edpb-edps-joint-opinion-regulation-european-health-data-space_en

European Telecommunications Standards Institute (ETSI): ETSITS 103 836-6-1 V2.1.1—intelligent transport systems (ITS); GeoNetwork-
ing; Part 6-1: transport protocols; sub-part 1: requirements. https://www.etsi.org/deliver/etsi_ts/103800_103899/1038360601/02.01.
01_60/ts_1038360601v020101p.pdf (2024)

Yoshizawa T, Singelée D, Miihlberg JT, Delbruel S, Taherkordi A, Hughes D, Preneel B. A survey of security and privacy issues in V2X com-
munication systems. ACM Comput Surv. 2023;55:1-55. https://doi.org/10.48550/arXiv.2208.14674.

Escher S, Sontowski M, Berling K, Kopsell S, Strufe T. How well can your car be tracked: Analysis of the European C-ITS pseudonym scheme.
In: 2021 IEEE 93rd vehicular technology conference (VTC2021-Spring). 2021.

Eubanks V. Automating inequality: how high-tech tools profile, police, and punish the poor. New York: St. Martin’s Press; 2018.

Cohen JE. Configuring the networked self: law, code, and the play of everyday practice. New Haven: Yale University Press; 2012.
Zuboff S. The age of surveillance capitalism: the fight for a human future at the new frontier of power. New York: PublicAffairs; 2019.
Daston L, Galison P. Objectivity. New York: Zone Books; 2007.

Barad KM. Meeting the universe halfway: quantum physics and the entanglement of matter and meaning. Durham: Duke University
Press; 2007.

Publisher’s Note Springer Nature remains neutral with regard to jurisdictional claims in published maps and institutional affiliations.

@ Discover


https://doi.org/10.3390/su16020901
https://doi.org/10.1039/C7GC02444D
https://doi.org/10.1155/2014/907536
https://doi.org/10.1155/2014/907536
https://doi.org/10.1016/j.jclepro.2016.08.132
https://doi.org/10.1016/j.scs.2023.104862
https://doi.org/10.1016/j.resconrec.2020.104703
https://doi.org/10.1016/j.resconrec.2020.104703
https://doi.org/10.1016/j.buildenv.2020.107164
https://doi.org/10.1016/j.buildenv.2020.107164
https://doi.org/10.1093/idpl/ipz026
https://doi.org/10.1016/j.clsr.2023.105932
https://doi.org/10.1080/17579961.2018.1452176
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://www.edps.europa.eu/data-protection/our-work/publications/edps-edpb-joint-opinions/2022-07-12-edpb-edps-joint-opinion-regulation-european-health-data-space_en
https://www.edps.europa.eu/data-protection/our-work/publications/edps-edpb-joint-opinions/2022-07-12-edpb-edps-joint-opinion-regulation-european-health-data-space_en
https://www.etsi.org/deliver/etsi_ts/103800_103899/1038360601/02.01.01_60/ts_1038360601v020101p.pdf
https://www.etsi.org/deliver/etsi_ts/103800_103899/1038360601/02.01.01_60/ts_1038360601v020101p.pdf
https://doi.org/10.48550/arXiv.2208.14674

	Digital Twin Road: value and implications involving data and application
	Abstract
	Article highlights
	1 Introduction
	2 Digital twin road
	3 Possible applications of the digital twin of a road
	3.1 Physical modelling and numerical simulation perspective
	3.2 Data management perspective
	3.2.1 Functionality
	3.2.2 Implementation variety and standard ambiguity

	3.3 Sustainability perspective
	3.4 Legal perspective

	4 Issues and challenges of the digital twin of a road and possible solution approaches
	4.1 Physical modelling and numerical simulation perspective
	4.2 Data management perspective
	4.3 Sustainability perspective
	4.4 Legal perspective

	5 Conclusions
	References


