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Abstract

Today, multi-processor systems have become commonplace in the computer market from
High Performance Computing down to small embedded systems. This shift of paradigm
comes at the cost of adapting the software for concurrent execution. Besides correctness,
real-time systems have the additional requirement of predictable timing, especially to
reliably meet deadlines. This predictability is particularly hard to implement and verify on
multi-processor systems. Different approaches exist that mainly restrict what the entire
system executes.

This thesis presents a new concept to execute hard real-time tasks in isolation besides a
General-Purpose Operating System. This is accomplished by restricting the environment of
isolated tasks but still allowing the full power and performance for the remaining system.
To limit the impact of arbitrary applications onto isolated tasks via shared resources, the
Non-Uniform Memory-Access (NUMA) architecture is analyzed and presented as capable
of eliminating the performance interference.

The isolated task concept is generally portable to arbitrary General-Purpose Operating
Systems (GPOSs) and architectures but was implemented for Linux on x86 multi-processor
systems. The isolation of tasks revokes control of that CPU from the operating system
which is not tolerated by Linux. Therefore, several modifications are described to restore
system stability. The communication and Data Aquisition is realized with shared memory
and user-mode drivers which limits the impact of concurrent execution and simplifies the
Control Flow Graph (CFG). Consequently, the execution time of real-time tasks is only
influenced by the execution time of basic blocks. Hence, the architectural analyzes can
be applied to the isolated task concept but also to all other Real-Time Operating System
and research approaches. The main contribution in this area is the presentation of NUMA
systems being suitable to separate memory and I/O streams to accompany the interference
isolation with a complete functional partitioning of the system.

The isolated task design allows to extend existing applications with hard real-time tasks
for high-frequency Programmable Logic Controller implementations. The application can
still base on all available libraries and tools of current Linux distributions extended by
the Real-Time Preemption Patch (RT-Patch) for better soft real-time. Hard real-time
tasks previously implemented on external Micro-Controllers (uCs) can be merged on the
same x86 multi-processor NUMA system to reduce hardware costs, improve communication
throughput and latency, and simplify development and verification.

The entire concept is formally verified where the documentation allows, specifically for
the interrupt-freedom and mutual impact on the CFG. The hardware effects that can not
fully be derived from the documentation are analyzed based on extensive benchmarks that
show the value of the NUMA partitioning in real-time systems.



Abstract

Zusammenfassung

Mehrprozessorsysteme haben sich vom Hochleistungsrechnen bis zu kleinen eingebetteten
Systemen durchgesetzt. Dieser Paradigmenwechsel geht auf Kosten der Anpassung der
Software an die parallele Ausfiithrung. Aufser Korrektheit miissen Echtzeitsysteme auch
vorhersehbares zeitliches Verhalten garantieren — das bedeutet meist das Einhalten von
Zeitfristen. In Mehrprozessorsystemen ist diese Berechenbarkeit besonders schwierig zu rea-
lisieren und zu beweisen. Verschiedene Losungen existieren, die hauptséachlich einschranken,
was das gesamte System ausfiihren kann.

Diese Arbeit stellt ein neues Konzept vor, das harte Echtzeitaufgaben neben dem Betriebs-
system isoliert. Realisiert wird das durch eine Beschrdnkung, was in Isolation ausgefiihrt
werden darf. Die volle Méchtigkeit und Leistungsfahigkeit des iibrigen Systems wird dabei
erhalten. Der negative Einfluss des tibrigens Systems auf isolierte Tasks wird weiter ein-
geschriankt durch die Analyse und Nutzung der NUMA- (Non-Uniform Memory-Access-)
Architektur, die sich dadurch fiir Mehrprozessor-Echtzeitsysteme besonders anbietet.

Das Konzept isolierter Tasks kann generell auf verschiedenen Betriebssystemen und
Hardwarearchitekturen realisiert werden. Im Rahmen dieser Arbeit wurde es fiir Linux auf
x86 realisiert und untersucht. Das Isolieren von Tasks entzieht dem Betriebssystem die
Kontrolle tiber diese CPUs, was von Linux nicht ohne weiteres toleriert wird. Daher werden
einige Anderungen beschrieben, die das Gesamtsystem wieder stabilisieren. Kommunikation
und Datenaustausch mit physischen Systemen werden durch gemeinsamen Speicher und
direkten Hardwarezugriff aus dem Benutzermodus realisiert. Diese Maftnahmen beschran-
ken den Einfluss gleichzeitiger Ausfithrung auf den Kontrollflussgraph. Daraus folgt, dass
die Ausfiithrungszeit der Basisblocke von Echtzeittasks nur noch von Hardwareeinfliissen
bestimmt wird. Daher kénnen die Erkenntnisse dieser Analyse auf alle anderen Echtzeitbe-
triebssysteme und Forschungsarbeiten iibertragen werden. Die wichtigste Erkenntnis ist die
Eignung der NUMA-Architektur zur Trennung der Speicher- und E/A-Datenstrome, um
die Partitionierung der isolierten Tasks durch eine vollstandige funktionelle Trennung zu
unterstiitzen.

Der Entwurf erlaubt die Erweiterung bestehender Anwendungen um echtzeitfahige,
hochfrequente Regelaufgaben. Die Anwendung kann weiterhin alle verfiigbaren Bibliotheken
und Werkzeuge von beliebigen Linuxdistributionen verwenden. Die Echtzeiterweiterung
Linuzx Preemption Patch kann genutzt werden, um weiche Echtzeitaufgaben zu verbessern.
Harte Echtzeitregelungen, die zuvor auf externen Mikrocontrollern realisiert wurden, konnen
nun auf dem gleichen x86 Mehrprozessor-NUMA-System ausgefiithrt werden und damit
Hardwarekosten reduzieren, Kommunikationdurchsatz und -latenz verbessern und die
Entwicklung und Verifikation vereinfachen.

Das gesamte Konzept wurde formal verifiziert, so weit die Dokumentation dies zulésst.
Insbesondere gilt das fiir die Freiheit von Unterbrechungen und den gegenseitigen Einfluss
auf den Kontrollfluss. Die Effekte der Hardware, die wegen mangelnder Dokumentation nicht
vollstdndig modelliert werden kénnen, wurden durch umfangreiche praktische Messungen
untersucht. Dies unterstreicht den Wert der NUMA-Partitionierung fiir Echtzeitsysteme.

vi
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1. Introduction

“Actually, manycore has been around for many years in the desktop and
supercomputing arenas. But it has lagged in the mainstream embedded
world; it is now here for embedded as well.” Moyer [Moy13b, p. 1]

Multi-core processors and generally multi-processor computers have in fact become
ubiquitous. Not only in High Performance Computing (HPC), but also in commodity
computing and in recent time also in small embedded systems, multiple processors
work in parallel. This architectural shift requires a more radical change of the applied
software than any other improvement of the last decades because the concurrent
execution requires a careful synchronization [Sut05]. In time-sensitive applications,
the whole system needs also to be predictable and efficient.

This work targets applications that require hard real-time with very low latency
and jitter in the Millisecond range, together with compute- and memory-intensive
tasks, and also a high data-rate and low latency communication between them.
The classical implementation would be a distributed system of multiple uCs, con-
nected by a field bus to a high-performance computer. Recent development of
multi-core general-purpose processors (and generally, multi-processor systems) en-
ables a consolidation of multiple, distributed systems into a single computer. The
applications become complex using multiple communicating processes or threads, but
the development can be unified to a single architecture. Common tools (compiler,
development environment) simplify debugging and verification, and the performance
can be increased since Commercially off-the-Shelf (COTS) systems provide a supe-
rior performance per cost ratio. The architecture of x86 compatible systems with
processors from Intel and AMD was selected, because it has the widest distribution
in server systems.! Although ARM-based systems are closing up, those are usually
built as fixed systems that are not extensible while x86 systems can be built flexibly
to order from components and can be extended with devices via PCI Express (PCle).
This type of hardware is often referred to as COTS to emphasize its easy availability,
wide distribution, and low costs and is utilized in an increasing number of real-time
and embedded systems [Eid+04; Dom08; Moy13a].

The system software for multi-processor systems can be an arbitrary operating
system (OS) extended for multiple processors or any mix of multiple virtualized
OS instances. Instead of installing a multi-processor capable Real-Time Operating

'In High Performance Computing, 458 systems in the Top 500 list of June 2014 use x86 processors
[Meu+].
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System (RTOS) that limits the general flexibility of existing applications, this work
evaluates the possible limits for hard real-time tasks on commodity operating systems.
Linux was selected for its wide deployment, but also because it is scalable from
embedded systems and smartphones? up to most of the TOP 500 high-performance
computers.® A further advantage is its open source license that is cost-effective
(no license fee per deployed system) and allows to study its implementation and to
modify its source code. Linux supports many peripheral devices and a wide range
of modifications by other developers and researchers is available to be integrated
selectively into a self-built Linux kernel.

The approach taken here is to isolate some processors for a bare-metal execution
of hard real-time tasks while the remaining processors execute standard software of
the Linux system. This is a partitioning approach of a Symmetric Multi-Processing
(SMP) OS into Bound Multi-Processing (BMP) [Moy13d| extended with bare-metal
execution on the isolated processors. The isolation of the real-time processors must be
arranged with the Linux kernel that is generally not prepared for such an operation.
Further, the hardware effects of concurrent access to shared resources (Last-Level
Cache, system buses, memory) is analyzed to find solutions to isolate bare-metal
tasks from interfering execution on other processors. The specific goals are:

e Use a standard operating system on common multi-processor hardware. The
experiments are implemented on Linux for x86 (32 and 64 Bit) systems, but
should be transferable to different operating systems and architectures.

e On such a multi-processor system, reserve a (or some) processor(s) for hard
real-time work, leaving other processors fully usable for soft real-time and
compute-intensive tasks to exploit the power of the Linux system (with all
services and libraries).

e Execute hard real-time tasks with full control of every execution cycle of their
Central Processing Unit (CPU) (bare-metal execution).

e Allow a flexible reconfiguration of the partitioning of CPUs for real-time, system
and high-performance jobs.

e Evaluate the effect of stealing processors from the Linux kernel to execute
isolated tasks and find a configuration that keeps the system stable preferably
without or with only minor modifications to the Linux kernel.

e Analyze the special execution environment of bare-metal tasks for limitations
and provide solutions for the implementation of usable applications. This
includes the management of isolated tasks, Inter-Process Communication and
hardware access.

2in mid 2013, nearly 1 billion Android smartphones are based on a Linux kernel.

3486 out of 500 systems in the Top 500 list of June 2014 [Meu+] run Linux.
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e Analyze the timing behavior: Is this really hard real-time? Evaluate sources of
jitter (software and hardware) and reduce them as much as possible to provide
strong guarantees for a tight Worst-Case Execution Time (WCET) estimation.

e Solve the jitter problem on x86 multi-processor systems by analyzing the sources
of jitter and providing guidance to design the partitioning to reduce hardware
influence. By using NUMA systems, it will be shown how the performance
interference can be constrained.

1.1. Motivation

Manufacturing
Execution Sys-
Company MES tems:
level HMI ’ )
Human-Machine
LAN Interface
[ Supervisory Con-
Cell level SCADA trol and Data
Field bus Acquisition
Programmable
Field level PLC PLC PLC &
Logic Controller
Actors | [Sensors [T 1
| Factory /Plant |

Figure 1.1.: Automation pyramid (simplified) [Sau07]

Real-time applications require not only a correct result but need the reaction also
by a defined deadline (the terms will be defined precisely in Section 2.3). This is a
very wide field of research. Typical application areas of real-time systems can be
illustrated in the automation pyramid (Fig. 1.1) [Sau07|. The field level is the lowest
as it directly interacts with physical systems of a factory (plant). The components
are typically Programmable Logic Controllers (PLCs) that use sensors to detect
the state of the plant and actors to adjust the plant’s properties. The cell level
controls multiple components of the field level and is itself managed by the above
company level. From top to bottom, the timing requirements become tighter and the
frequency increases. In reverse, in the higher levels, the complexity of the algorithms
raises as optimization and guidance of multiple systems must be accounted for. The
company level may even connect multiple buildings or remote sites over Wide Area
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Network (WAN). Classically, the components of the automation pyramid at cell level
and below are dedicated embedded systems that communicate via field bus. The
company level and sometimes also the cell level uses Personal Computer (PC) type
systems with Human-Machine Interfaces (HMIs) and database access.

So far, digital controllers with hard real-time and low latency requirements are often
implemented on pCs without an OS. Programming the hardware in such a way is
referred to as bare-metal execution. This allows the full control over every functional
unit and CPU cycle but waives the comfort of the OS’s hardware abstraction
(Section 2.2.2) and complicates the portability [Lall3, Sect. 1]. The current realization
of complex systems is based on special embedded systems communicating via field
bus. The concept of isolated tasks presented in this work allows to horizontally
integrate multiple PLCs and to vertically integrate multiple levels. This can be
realized on a single x86 multi-processor system with various tasks from digital control
up to command and control. This work targets complex time-sensitive applications
that include multiple levels of the automation pyramid, for instance hard real-time
tasks with a time-frame below 10 ps as well as multiple compute-intensive jobs. An
exemplary application is a chemical experiment and measurement control system.
This can be used as prototypical example to present the application of the following
concepts.

e Control a research experiment by reading sensor data and setting actor com-
mands, e.g. a chemical reaction experiment with sensors such as temperature,
pressure, filling level and settings such as valves, electric pumps, heaters, coolers,
blender, etc.

e Guarantee hard real-time for the correctness of the results. This is not because
somebody could get hurt if a deadline is missed or the system fails (which would
be criticality, Section 2.3) but the results would be biased, a scientific finding
must be based on trusted measurements and the expensive or long-running
experiment had to be repeated.

e Constrain latency and maximum jitter to the low Microsecond range.
e Log sensor values to a database, pre-process results to reduce the data volume.

e Provide an interactive Graphical User Interface (GUI) to display the current
state, allow to change parameters, start and abort the experiment, and execute
a first analysis of results to indicate success or failure of the experiment.

e Integrate algorithms flexibly: Use an external program to convert a graphical
representation of a control (e.g. Matlab Simulink, Labview) into code and
compile it into a library loadable by the control application.
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e Include compute-intensive jobs, e.g. the analysis of a video stream (soft real-
time, but best-effort), or a complex simulation of the reaction model to derive
non-measurable physical quantities.

e Provide high-throughput and low-latency communication between tasks, espe-
cially between real-time and non-real-time tasks without introducing possible
blocking into the real-time execution.

Liu lists many examples of algorithm complexity demonstrating that an increasing
computing power is required for modern real-time data processing systems [Liu00,
Chap. 1. For example, real-time databases contain perishable data with degrading
precision (e.g. in radar tracking of airplane positions). Each data entity has an age
and a temporal dispersion. Additionally, the query process must be deterministic
in time. In contrast, general purpose databases (e.g. a company payroll) contain
data that remains correct in the absence of updates. More examples of real-time
applications are listed in Appendix C on page 215.

This wide range of applications illustrates some more use cases for the presented
concept. All these systems require a combination of hard real-time with very low la-
tencies (below 10 us) and a high compute performance. Two trends become apparent,
the use of multi-processor systems to exploit their increased compute-performance
and the application of commodity hard- and software instead of specialized uCs and
RTOSs [DMO03a]. The first step towards using multiple processors are distributed
systems [Kop97| (federated architectures [WR12]). These use multiple distinct com-
puters that tightly cooperate by using interconnects [KW05; Kop08| for message
passing and synchronization [KG93|. In large-scale computing, this architecture
[Sta09, Chap. 16] is used to increase the performance (e.g. in HPC) or availability
(e.g. internet servers, “cloud-computing”).

The trend of multiple cores per processor package will probably continue, Agarwal
and Levy expect to see processors with 1000 cores around 2017 [ALO7| and Vajda
estimates 250 to 4000 cores for 2020 [Vajll, Sect. 1.2]. At the time when this project
was done?, systems with two to 16 processors were common. The PC and server
market is currently dominated by the x86 architecture with processors from Intel
and AMD. The strongest competing processor architecture is ARM that leads the
market for mobile devices and embedded systems. Various companies announced an
emphasized effort to enter the server market with new energy efficient multi-processor
ARM systems.

With the ubiquitous availability of multi-processor computers on every scale from
small embedded systems up to high-performance servers, these systems are already
installed in real-time applications [HX96; VT10; WR12; Moy13a|. This is supported

4Planning from 2010, main implementation 2012, evaluation 2013
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by many developers who are experienced with the architecture they know from
desktop computers.

A straightforward approach to transfer multiple existing single-processor systems
to a multi-processor system is Asymmetric Multi-Processing (AMP) [NKNO0S8|. This
partitioning allows to execute single-processor software on dedicated CPUs. It can
be realized with limited effort and the individual applications keep their timing and
verification because they are functionally isolated. However, this leaves only benefits
from saving multiple (possibly similar) embedded systems by replacing them with
one multi-processor system. The communication done by field bus before must now
be implemented in software. With more effort, more complex software architectures
can be realized to exploit the scalability of multi-processor platforms [BCA08; NP12].

Independently from the OS architecture, the realization of real-time applications
on multi-processor hardware offers many challenges. An RTOS is designed from the
ground up for determinism. It is far more difficult to modify an existing GPOS for
predictable response times because all non-preemptive code paths must be evaluated
and possibly modified for a bounded execution time [MS05]. The extension of
single-processor RTOSs to support multiple processors is challenging to scale well.
For time-sensitive applications, it is far more complicated to avoid all possible
indeterministic algorithms. A third way is a combination of multiple separated OSs
for different tasks.

A complex OS needs computing time for itself to maintain internal structures.
This time missing to the real-time application is called OS noise [Lam09|. Further,
if applications — executed concurrently by multiple processors — share functional
units, they influence the execution time of each other because of hardware effects.
All these causes increase the total jitter experienced by the applications running on
multi-processor systems. This is also unwanted in HPC where real-time methods
are applied increasingly to fine-grained synchronization to improve the lock-step of
massively concurrent applications [McK96; Tsa+05; Boc+09; Mor+11].

Unpredictable timing stems from macroscopic causes like scheduling, interrupts,
operating system jitter, or indefinite loop counts. All these are in the scope of
functions. Further, the execution time of an uninterrupted piece of code is subject
to hardware jitter caused by caches and shared resources. Timing anomalies [LS99;
Rei+06] are architecture-dependent and can hardly be solved (completely) by software.
All dedicated RTOSs have to work around these problems.

Many researchers try to estimate interrupt handling time to account for it more
precisely in the Worst-Case Execution Time [BLA11|. Part of that theoretical work
uses assumptions not applicable to actual systems or proposing improvements for
future architectures. However, if the duration of interrupt handlers can only be
predicted inaccurately, their frequency of occurrence is even harder to foresee. This
results usually in an overly pessimistic estimation.
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Other challenges include the hardware abstraction provided by OSs that must
be realized with predictable timing if the application depends on it. If no suitable
RTOS is available, a new one could be implemented or an existing GPOS could
be modified. For complex processors such as the x86 architecture, the overhead of
initializing the processor and implementing drivers for all hardware devices would be
very costly. If the device drivers provided by the GPOS are not real-time capable,
the drivers required by the real-time application are sometimes implemented in
user-space. Examples are General-Purpose I/O (GPIO) [Abb13, Chap. 7|, user-space
network drivers [Cor13d| and block Input/Output (I/O) [Corl3g].

The synchronization in multi-processor RTOSs must be predictable and avoid
or prevent deadlocks. In priority-driven scheduling, the priority inversion problem
describes a higher prioritized task waiting for a resource blocked by a lower prioritized
one. Since the resource can not be revoked, a viable solution is to increase the priority
of the blocking task giving it priority over the waiting one until it releases the resource
(priority ceiling or inheritance). Message passing and other concurrent functions can
be implemented with lock-free or even wait-free algorithms. [SS11|

Linux® is an operating system with a very versatile application range. Its avail-
ability under the terms of the open source license GPL version 2° allows to use
and redistribute it free of charge and to modify it as required. Linux is the basis
of embedded and mobile systems (e.g. the Android” smartphone OS, or the Rasp-
berry Pi®), desktop and workstation computers (e.g. in the form of distributions like
openSuSE? or Red Hat!?), and is used also by performance critical servers, cloud
installations and in High Performance Computing. Further, Linux is increasingly
utilized in embedded control systems [Dom08; BA09a).

Various efforts are taken to improve the timing predictability of Linux as operating
system for real-time applications [Sri+98], most notably the RT-Patch!'!. This is a
collection of modifications that change the behavior of many places in the Kernel
(Linux with RT-Patch is referenced as Linux-rt). Since the introduction, many
parts of this collection have already been integrated into the Linux mainline Kernel
(and can be activated on demand). The major improvements for a better (hard)
real-time support are to reduce non-preemptive sections, to include a real-time
capable Read-Copy-Update (RCU) variant, and to improve the timing predictability
of synchronization methods [MS05|. The long-term evaluation of Linux-rt [Emd10]
demonstrates impressive numbers, but this can still not be considered hard real-time
because that would require a formal verification.
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Interrupt handlers on current Linux systems interrupt the running task for 2 to
40 us and even more with applied RT-Patch. If the hard real-time task requires
less jitter than that, even a single interrupt will cause a violation of the timing.
It is a common practice to confine the handling of Interrupt Requests (IRQs) to
dedicated CPUs [DWO05|. Brosky and Rotolo propose to allocate some processors
of a multi-processor computer solely for real-time applications [BRO3]| (Shielded
CPUs). A fairly recent publication promotes CPUs isolated for real-time applications
because the scheduling latency of Linux-rt (Linux 3.8.13-rt) was measured between
11 ps in an idle system and 44 ps during 1/O bound workloads [CB13]. Further,
the integration of separately developed components for a real-time system often
reveals timing problems due to collisions on the bus level caused by memory and
I/O transfers [PCOT7; Das+11; Das+13].

Several approaches further optimize the real-time behavior and predictability of a
system running a Linux kernel. Between changing the Kernel itself (which will always
remain soft real-time) and employing a dedicated Real-Time Operating System (that
will never provide full Linux compatibility), several approaches execute the Linux
kernel under control of a sub-kernel. That hypervisor or Hardware Abstraction Layer
(HAL) is a Real-Time Operating System executing all hard real-time tasks. When
no time-critical task or deadline is pending, the Linux system is executed as idle
task. This type of system includes two different domains in which a task can be
executed. Originally, both the sub-kernel with the hard real-time tasks and the
GPOS with its jobs running when the real-time part is idle were executed on the same
processor. With the advent of commonly available multi-processor systems, these
approaches adopted partitioning to execute the hard real-time tasks on a processor
reserved solely for this purpose. Although the development environment is quite
advanced and tasks can be moved between the domains, the whole system is not
fully compatible to modern Linux distributions and it is still uncertain, if an existing
complex application can be ported to them.

1.2. Contributions

The broad availability of multi-processor systems (Sect. 2.1.9) enables the application
of concepts to real-time systems, that are established in high-performance computing
since long ago. Having multiple tightly cooperating concurrent processes or threads
is a foundation of parallelizing programs. The optimization on NUMA systems
demands careful planning of where a task will run and where its data should be
stored. However, common algorithms and synchronization functions are optimized
for average throughput. But for large systems, the temporal predictability becomes
more relevant because with fine-grained synchronization, a deviation on one processor
has a large impact on the overall throughput. In this work, best practices from
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Figure 1.2.: Layered diagram of the proposed system architecture

HPC optimization like using CPU affinity to assign specific tasks to dedicated
CPUs, careful partitioning of memory access (esp. in NUMA systems), fine-grained
synchronization, and user-mode implementation of synchronization methods will be
applied to multi-processor real-time systems.

To combine the comfort and versatility of a GPOS with the predictability of
bare-metal programming, this work examines how to partition a multi-processor
system into a general-purpose partition and one or more hard real-time partitions
(called bare-metal tasks) that are isolated from the OS.

The concept of isolated CPUs executing bare-metal code addresses the macroscopic
cause of jitter from OS and interrupts and proposes a method to execute tasks with
a predictable timing. That is hard real-time with regard to task scheduling (no
interruptions from unknown code), but the execution time of every uninterrupted
piece of code or basic block on the x86 architecture can not be determined that
way. Only by estimating the WCET very pessimistically or by applying advanced
scientific methods, the whole solution can satisfy the academic definition of hard
real-time. To solve or at least attenuate the problem of architectural jitter, the
causes in multi-processor systems are analyzed and it will be shown how the NUMA
architecture can be utilized successfully.

The layers of a typical GPOS based system are displayed in the left half of Fig. 1.2.
The OS controls the CPUs and devices. The applications can directly access the OS
interfaces but typically use libraries. The main contribution are several bare-metal
tasks executed directly on dedicated processors so that they become isolated from
the system partition and their performance is not influenced. They control their
assigned devices and can communicate with other bare-metal tasks and applications
in the system partition without use of the OS.

The general concept of bare-metal tasks was first published in 2012 together
with benchmark results with static loads [WLB12]. The isolated task concept
was brought to practical usability for a contract partner that deploys its product
including multiple isolated tasks successfully. In that project, the problem of x86
multi-processor hardware jitter was solved by utilizing a NUMA system. This work
now presents detailed evaluation and advice how to realize bare-metal tasks with
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minimum hardware jitter on x86 NUMA systems. Specific features of the presented
architecture are:
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Isolated bare-metal tasks are UNIX processes (or threads) executed in user-
space. Their memory protection from each other and from general-purpose
processes is guaranteed by the operating system architecture which bases on
hardware features.

I[solated bare-metal tasks can be implemented as threads of a larger application
where threads can be configured for different timing guarantees. Implementation
is generally possible in every compiled programming language provided that
its run-time is free of system calls. For example, C++ can be used if all objects
are created statically on start-up and only their internal methods are invoked
during run-time (e. g., new must not be executed during bare-metal execution).

Initialization at start-up time: All resources (memory allocations, shared
buffers, IPC, devices) should be initialized at start-up time. However, local
real-time proved allocators can use preallocated memory pools to allow dynamic
programming.

Single process per CPU: Each isolated process executes solely on a dedicated
CPU (time-triggered paradigm [Kop91]). With user-mode interrupt handlers
presented in Section 6.4.1, event-triggered applications and preemptive schedul-
ing can still be realized.

The process that will be an isolated task can be initialized as usual process
with all libraries. It can even switch between fully isolated mode and normal
operation, but the duration of the switch to isolated mode is not predictable.

Hard real-time execution can only be guaranteed when not issuing system
calls. This prevents the use of the operating system’s device drivers. For lowest
latency and jitter, device access must be implemented from user-space via
direct or memory-mapped 1/0.

The general-purpose part of an application can utilize all Linux services and
all available libraries such as, for example, Qt for Graphical User Interfaces,
ImageMagick for image processing, Open CV for video processing, data-base
connections, GSL for data processing, or the inclusion a scripting language
like Lua. If that part of the application has soft real-time demands, the Linux
system can be implemented with the RT-Patch to increase its predictability.

Because of the bare-metal execution, the latency of hard real-time tasks is the
optimum, that can be realized on the x86 architecture.
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e The predictability of the bare-metal execution is further improved by analyzing
the hardware architecture of multiple processors and presenting methods to
avoid mutual influence on NUMA systems.

e High Performance Computing optimization experience is applied to parallelized
mixed hard real-time and compute-intensive applications.

e The eviction of private cache elements by execution of other cores on the shared
Last-Level Cache was not described before. As was the use of PCle in hard
real-time systems.

e Hardware-in-the-Loop simulators realized as distributed system need to handle
clock drift [Pal+11]. The isolation approach enables the implementation as a
single multi-processor system with a consistent clock.

The concept of isolated tasks on a multi-processor system allows to extend existing
complex applications using the well-known x86 environment. Besides the availability
of libraries for large (existing) applications that should be extended with high-
frequency real-time tasks, also their use of a specific compiler (e.g. through compiler-
defined behavior) may be a reason not to change the execution environment or
operating system version. The entire application can be built with the same tools.
Further, this concepts enables a rapid implementation to gain short time to market,
prototypes, and small series. Both research on such systems as well of research
applications (control of experiments in other fields) can benefit from this concept.

1.3. Structure

In the following Chapter, the fundamental principles of the used hardware, operating
system, and real-time research is introduced. Chapter 3 presents related work and
explains where this concept differs from previous efforts. The main part starts
with the presentation of the isolation concept in Chapter 4 and a description of
the required modifications to the Linux kernel to stabilize the system in Chapter 5.
Chapter 6 presents solutions to circumvent the limited execution environment of
bare-metal tasks on isolated processors. The hardware effects of jitter induced by the
x86 architecture is addressed in Chapter 7 where the NUMA architecture is presented
as a viable solution for both memory and I/O transfers. Chapter 8 demonstrates how
applications based on the presented concepts can be implemented of how existing
complex applications can be extended. Finally, Chapter 9 concludes this work and
presents future perspectives.
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2. Fundamental Principles

This Chapter introduces to the basic principles required for the following Chapters.
The hardware is described to derive models of the system’s behavior needed to
analyze the predictability of the isolated processor concept and the hardware jitter
effects. Further, operating systems and real-time systems are presented to centralize
definitions and to explain details built upon later.

2.1. Hardware

This work mainly concentrates on current multi-processor systems of the 80x86 (x86)
architecture using processors from Intel and AMD. This group of processors founded
the class of Personal Computer (PC) systems, multi-purpose computers that quickly
gained a large market share and built the base of today’s ubiquity of computing.
Besides the originating PC systems, this architecture also powers servers, mobile
devices and embedded systems.

Contenders of the x86 architecture are, among many others, ARM, MIPS, and
PowerPC. All these processors are descendants of the Von Neumann architecture.
Programs in binary code can not directly be exchanged between different architectures,
but the principles are similar and high-level languages can typically be compiled to
all of them. Although this work employs the x86 architecture, the concepts can be
transferred to other architectures.

The Von Neumann computer [Neu93| describes a basic model of a computer
consisting of a Control Unit (CU), an Arithmetic Logical Unit (ALU), memory and
Input/Output (I/0). Today, the former two are integrated in a processor and all
parts are still the main functional units of computer systems. Current processors
are more complex, but from the software side, they can still be modeled as Von
Neumann architecture.

This Section introduces only the foundations required for this work. More infor-
mation can be gathered for example in the textbooks Computer Architecture by
Hennessy and Patterson (Design decisions) [HP07|, Computer Organization and
Design by Patterson and Hennessy (Hardware functionality, emphasis on parallel pro-
cessors) [PH11|, and Advanced Computer Architecture by Hwang (High-performance
computing) [Hwa93|. All details about the applied x86 processors are documented in
the according manuals of Intel [Intell3e|] and AMD [AMDI12d].
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2.1.1. Processor

The Central Processing Unit (CPU) is the active part in a computer that executes
the programs. It contains a Control Unit (CU), at least one Arithmetic Logical
Unit (ALU), and a set of registers. It accesses the memory via a data path and
the Input/Output (I/O) capabilities either via the same path (system bus) or using
a separated specialized path. The CU controls the execution of code by reading
instructions and managing the ALU and registers. The set of registers contains data
registers for operands and results, and control registers, most notably the Instruction
Pointer (IP), the Stack Pointer (SP) and a Flags register. The IP holds the address
of the next instruction to execute. The SP manages the top of the stack (see below)
and the Flags register helps with arithmetic and logic operations and branches (e. g.
indicates whether an overflow occurred in the last operation).

An instruction is a directive to the CU or an ALU, possibly accompanied by
one or more parameters. Examples are the loading of data to a register, an arith-
metic operation on two registers, or the jump to a different location to continue
execution there. The instructions understood by a Central Processing Unit (CPU)
are defined in the instruction set. It is typically consistent for a selected architec-
ture. The bit-width defines the size of basic registers and the size of pointers to
addresses. Therefore, a 32 Bit system supports generally up to 4 GiB of address
space (232 = 4 GiB =~ 4000000 000) and the 64 Bit instruction set is an extension
supporting a much larger address space. The instruction sets can be classified for
the extend of supported instructions and combinations. A Reduced Instruction-Set
Computer (RISC) architecture has generally are smaller set of instructions and is
more streamlined easing the CU’s work. On the opposite, a Complex Instruction-Set
Computer (CISC) architecture offers specialized instructions that can only be realized
with multiple RISC instructions. Thus, many tasks can be accomplished in various
ways and optimization becomes important and powerful.

A typical instruction is accompanied by up to two operands, the destination and
source argument. An example x86 instruction is ADD rax, rbx that instructs the
processor to add the value of the register rbx (source) to rax (destination) storing the
result in rax (in other words: rax <— rax + rbx). The IP is either advanced to the
next instruction or moved by a larger, given distance by a control transfer instruction
or diverted by an interrupt (Section 2.1.5). The former two cases immediately follow
the internal state of the processor. Although external state can take influence by 1/O
instructions, it is controllable if those are used. In contrast, the advent of interrupts
is generally unpredictable.

The processor executes instructions with a high frequency, today’s processors easily
reach more than 2 GHz. This equals a cycle length of less than 0.5ns (a time in
which electrical signals can travel no further than 15cm). At such high frequencies,
not every instruction can be executed completely in a single cycle. Especially loading
data from memory takes considerably longer and will delay the execution.

14
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For a long time, the performance of processors measured in (million or billion)
operations per Second (MFLOPs, GFLOPs) could be increased by higher frequencies.
But this resulted also in a higher energy consumption and the heat dissipation became
a problem. Other possibilities to increase the performance were introduced, for
example pipelines to interlace execution advancement [PH11, Sect. 4.5], Instruction-
Level Parallelism (ILP) to charge multiple ALUs from a single instruction stream
[PH11, Sect. 4.10] resulting in super-scalar execution (multiple instructions per cycle),
out-of-order execution to temporarily overtake non-depending instructions, and more.
Thereby, the complexity of processors raises and the pipeline length grows steadily.
Since wrongly predicted branches require the pipeline to be filled again, the predictors
became more complex and performance-critical.

Today’s x86 processors are very complex and this renders them very hard to predict.
They are optimized for instruction throughput, but the time required for a given
program depends on many parameters, some of which are very hard to investigate
[Fog13a].

2.1.2. Protection Levels

Many processor architectures support different protection levels. The Current Privi-
lege Level (CPL) is a part of the state of the processor and the code it is currently
executing. Memory regions have associated a Descriptor Privilege Level (DPL) and
code is only allowed to access a certain part of memory if the CPL is lower or equal
to the DPL. Figure 2.1 displays an extended ring structure [SS72]| of privilege levels.
Generally, code executed in a certain level has full access to the above levels (memory,
function calls), but can only use well-defined services and interfaces from lower levels.

2.1.3. Memory

The Touring Machine’s band extends its state space over a finite state machine.
Likewise, the memory extends the state space of the Von Neumann computer beyond
the internal states of the processor (i.e. registers and flags). Each location in memory
can directly be accessed by its address. In modern operating systems (OSs), every
process has a distinct, linear address space, that is mapped to physical page frames
with the help of a Memory Management Unit (MMU). Thereby, multiple processes
can execute concurrently (or interleaved) each having their own view to a distinct
linear address space without interfering with other processes. In x86 processors, the
MMU is a physical unit doing the address translation automatically and transparently
for the running program. The details of the translation of virtual to physical addresses
(Paging and Segmentation [Intel13c; AMDI12b]) are of less importance for this work.
A number of recent translations is cached in the Translation Look-aside Buffer (TLB).
On missing that cache, the translation takes a considerable amount of time which
must be regarded in time-critical systems.
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Figure 2.1.: Ring structure of privilege levels. The levels 0-3 are exemplary for the
x86 architecture, the levels —1 and —2 are optional.

In a typical multiprogramming OS [Tan07, Chap. 2|, every process uses its own
memory sections for code, data and stack (Fig. 2.2). The stack is a First-In, First-Out
(FIFO) data structure for temporal storage supported by the processor’s SP register.
Further, the OS is embedded in the address space, but not directly accessible from
the process to protect global data structures. It is possible to map physical memory
into multiple processes to share data between them (shared memory). After its
initialization by the OS, the access to shared memory is handled by hardware in the
same way as the access to private memory.

The demand paging is a feature to make more memory available than physically
present in the system. It is based on the observation that some parts of the memory
are seldom used, for example only during the initialization or in the case of an
error and that most processes show a temporal and spacial locality, i.e. focus on
a working set. Some regions can be swapped out of the main memory and stored
on the hard disk on the granularity of pages (usually 4 KiB). Optimally, the logic
chooses pages, that will not be used in the time to come. When a processor tries
to access such a relocated page, a page fault handles the reloading of the respective
page (by displacing another page). This proceeding is transparent for the execution
of the CPU except for the lapse of time caused by the interruption.
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Figure 2.2.: Address space of a process and mapping to physical memory.

2.1.4. Cache

Over the years, the CPU speed increased faster than the memory transfer rate
(Moore’s law [Moo06]). To reduce the effect of this memory wall [WM95]|, caches
were introduced. Caches benefit from the same working set observation, that also
makes demand paging effective: Most programs have a small set of memory that they
use at a time. This working set moves, but the acceleration of successful accesses
more than balances the required reloading of new regions. Since faster caches are
more expensive, current processors use multiple levels of caches with a larger capacity
with growing distance to the CPU. Most strategies try to approximate required
memory by keeping the most recently used data or the most frequently used data.
The locality also results that the probability that data in near locations to recent
accesses will be used soon is higher than the request for distant data. This makes
caches efficient that can keep recently used data and pre-fetch adjacent elements.

Current x86 processors include up to three levels of caches named from L1 (near
to the processor, very fast, in the range of 32 to 64 KiB) to L3 (far, slower, 8 to
16 MiB). Figure 2.3 displays the cache hierarchy of the Pentium processor. The First
Level Cache (L1$) is usually separated into two parts exclusively for data (L1d) and
instructions (L1i). Without loss of generality, only the data cache is regarded in the
following. The term Last-Level Cache (LLC) can be used independently if two or
three levels exist. The access times range from 3 cycles for the private L1$ up to
some tens of cycles for the LLC which is a major improvement to over 100 cycles for
main memory access |Fogl3c, Chap. 11].

The smallest entity in caches is a cache line. This is a block of Bytes (in current
processors usually 64) that is always loaded from or written to lower levels contigu-
ously. If a variable with a size of 4 Bytes is written, the entire cache line must be
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read into the L1$ (if not preexisting) and subsequently be transfered back to the
lower levels and the main memory.

Consequential, all cache-levels must be synchronized to guarantee data consistency.
The policies supported by x86 processors are Write-Through (changes are immediately
propagated to lower levels and the main memory) and Write-Back (changes are written
back not until the eviction of a cache line) [Hwa93, Sect. 4.3.2]. The former results
in higher cache and memory contention but faster eviction to load new data while
the latter reduces the bus load at the cost of eviction time.

Multiple cache levels can further be organized inclusively or exclusively [BWS8S;
Dre07, Sect. 3.2]. Inclusive caches keep all elements of higher levels in the lower levels
so that evicted unchanged or written-through cache lines can simply be dropped
[Intel13c, Chap. 11]|. This is at the cost of the total amount of cacheable data being
the size of the largest cache. In contrast, exclusive caches allow replacing cache lines
from lower levels if they are moved to higher levels increasing the total cacheable
amount of data to the sum of all caches [AMDI12b, Chap. 7|. The drawback of this
strategy is that modified cache lines must be written back eventually evicting other
cache lines from the lower levels.

A cache can be organized with physical or with virtual addresses. If using virtual
addresses, the access can use the address directly without converting it to the physical
address. But since virtual addresses are only valid for the current process, every
switch to a different context invalidates the entire virtually indexed cache. Therefore,
current processors implement the smallest cache with virtual addressing and the
others with physical addressing [PH11, Chap. 5.4, p. 508].

The cache management must be able to decide quickly, if a requested element is
present. To simplify the logic, caches are usually organized with a limited associativity
[Hwa93, Sect. 5.2.2]. N-way associative means a cache line can be placed in one of
only N associated places in the cache (with N being commonly in the range of 2
to 16). Figure 2.4 displays an example of a two-way associative cache where the
elements of the memory can be placed in two different locations of the cache and
vice-versa every cache element can store one of four different memory elements.
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If all activity on a cache as well as its management strategy are known in detail,
the availability of items in the cache is predictable. But since the OS and possibly
other processes also use the cache, it becomes increasingly difficult to track what
data can be kept in the cache. A deeper understanding of caches can be obtained
from the processor documentation [Intell3c; AMD12b| and computer architecture

text books [PH11, Chap. 5; HP07, Chap. 5; Hwa93, Chap. 5.2; Dre07].

2.1.5. Interrupts

On most common processors, the current execution can be temporarily suspended
by interrupts [PH11, Chap. 4.9]. This mechanism saves the current state of the
processor, executes an interrupt handler and subsequently restores the previous
state to continue the suspended execution. Other than a time lapse, the interrupted
program does not notice the interruption.

In General-Purpose Operating System (GPOS), the interrupts are initialized
and controlled by the OS itself and can not directly be manipulated by user-mode
processes. Interrupts can be used to signal events from peripheral I/O devices
(Interrupt Request, IRQ) or to execute code triggered by a clock (periodically or at
a given point in time). Software interrupts can be triggered by an executed program
to notify the OS. This mechanism can be used to realize the system call interface
because user-mode programs are not allowed to call kernel-mode functions directly.

Another source of interrupts are exceptions that are triggered by program or hard-
ware errors, demand paging, and for system maintenance (debugging). Brandenburg
et al. group interrupts into four categories: Device Interrupts (DIs), Timer Interrupts
(TIs), cycle-stealing interrupts (CSIs), and Inter-Processor Interrupts (IPIs) [BLA09].
In this work, CSIs are called Platform Interrupts (PIs) because they are inherent to
the system and the others do also “steal” cycles.

The most important example for exceptions is the page fault, that instructs the
OS to provide memory that is currently not present. The handler can provide a new
page or swap in a page that was evicted to the hard disk by demand paging. The
execution repeats the triggering instruction that should execute successfully once the
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conditions are fixed. Other exceptions signal illegal actions of the executing program
leading to the OS aborting the process.

Processors usually have an Interrupt Flag (IF) that blocks the serving of interrupts.
The OS may use it to temporarily delay incoming interrupts during time-critical
operations (e.g. hardware control) and to protect shared data structures. Since
user-mode processes could interfere with the OS, they are usually not allowed to
change this flag.

With long pipelines in the CU, interrupts are difficult to manage. Synchronous
interrupts are triggered by an instruction somewhere in the pipeline with other
instructions already partly executed. An asynchronous interrupt must be asserted
between two distinct instructions. In both cases, preceding instructions must be
completely executed (retired) and side-effects of following instructions must be rolled
back. This overhead increases with the length and complexity of the execution
pipelines. RISC processors have generally a lower interrupt latency. Additionally, the
MIPS architecture provides register banks that are used during interrupt handling
so that the registers of the running process do not need to be temporarily saved to
the stack in memory. In contrast, handling an interrupt on current x86 processors
introduces a large overhead.

2.1.6. Input and Output

The third important part of a computer besides processor and memory is the
Input/Output (I/O) system. This includes keyboard and monitor of a PC, but also
clocks, background storage (i.e. hard disks), network and raw electric signals. The
access to I/O devices can generally be realized with special instructions (usually IN
and OUT) to access I/O ports or with registers embedded in the memory address space
(“memory-mapped I1/0”). In the latter case, control registers are read and written
using the usual load and store operations identical to other memory locations (e. g.
MOV). It depends on the device, which mechanism must be used, what the addresses
are and how the bits in the registers are defined. Essentially, all interaction with
hardware (peripheral devices) is based on setting and interpreting bits in certain
positions. The I/O ports may be connected to a dedicated I/O bus or accessed using
the same system bus as memory transfers. Similarly, memory-mapped registers are
routed via the memory bus out of the processor and are located somewhere in the
chip set or interconnect. The software side does not depend on the implementation,
but the performance may be impacted.

The first single processor systems used straight-forward implementations connecting
the CPU with memory and 1/O. Usually, the address was put on a parallel address
bus and the data to or from that address was then transferred on the data bus.
This allows to access multiple devices or memory units by addressing them in the
more significant bits and thereby extending the address range. The parallel /O
bus Peripheral Component Interconnect (PCI) [PCI02] was a widely used standard
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until it was replaced with its successor PCI Express (PCle) [PClel0] that uses
serial point-to-point links. Both PCI and PCle are used for internal wiring of the
Integrated Circuits (ICs) that compose the chip set on the main board and also
provide standardized slots to install expansion cards.

2.1.7. x86 Architecture

The previous descriptions about important computer system functionalities apply
to most modern computer architectures. Since the major part of this work is based
on the x86 architecture, the details referenced in later parts are presented in this
Section.

Intel introduced the 8086 processor in 1978 [Intell3a, Chap. 2.1] followed by a
series of compatible processors (80286, 80386, 80486, Pentium, Core, Xeon) that
are referred to as x86 architecture. All new models are downward compatible so
that old software (OSs and applications) can still be executed on the most modern
x86 computers. Other companies, e.g. AMD, Via, and Cyrix, provide processors of
the same architecture capable of running the same OSs and programs (i.e. binary
compatible). Based on this processor architecture grew the PC ecosystem with
compatible chip sets and peripheral devices (parallel and serial ports, graphics
adapters, network interfaces, printers, etc.). Today, the x86 architecture is continued
with Intel’s Xeon, Corei and Atom processors and AMD’s Opteron, Athlon and
Geode processors. The universal programmability was so successful, that cost-
effective systems became available from small embedded devices up to high-end
servers and many programmers are familiar with these systems.

The processors from the leading suppliers Intel [Intel13e| and AMD [AMD12d]| are
fully documented. This allows to completely understand their working and to easily
implement or adapt OS-level code.

“The choice of hardware platform has become less important than it used
to be. The distinctions between RISC and CISC processors, between PC’s
and mainframes, and between simple processors and vector processors
are becoming increasingly blurred as the standard PC processors with
CISC instruction sets have got RISC cores, vector processing instructions,
multiple cores, and a processing speed exceeding that of yesterday’s big
mainframe computers.” Fog [Fogl3b, Sect. 2.1]

While hand-held devices (smartphones, tablets) are increasingly used for web
browsing, consuming multimedia content and communication, the PC and notebook
class remains important for demanding tasks such as constructing (CAD), graphics,
video editing, games, and programming. This architecture even gains new application
fields in server and cluster environments where Commercially off-the-Shelf (COTS)
systems replace more and more workstations, mainframes and specialized High
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Performance Computing (HPC) systems. For example, Beowulf [Ste+95| was the
first widely noticed cluster of COTS systems using open source software. It established
a boom of such systems. Today, the architecture of most HPC systems in the Top 500
list [Meu+| consists of clusters of x86 nodes connected with a high-speed interconnect.
There are standards for the software design, but the lack of standardization in
hardware implies extra difficulties in implementing on a given processor architecture
or porting to a different platform [Fue+12]. COTS systems and especially x86 provide
such a standardized platform.

Processors

Current x86 processors still start executing in the legacy 16 Bit mode for downward
compatibility, but the major modes are the 32 Bit and 64 Bit protected modes 1A-32
(x86_32) and AMD64 (x86_64), resp. Compared to other architectures like ARM
and MIPS, the x86 architectures provide relatively few registers (8 multi-purpose
registers in 32 Bit mode, 16 in 64 Bit mode) and do not support register banks
for low-overhead context switching on interrupts. These design decisions originate
from the early implementations and were hard to change without breaking the
compatibility. The x86 architecture uses the Little Endian byte ordering [Intell3a,
Sect. 1.3.1; AMD12a, Sect. 2.2.1| storing the least significant byte of a multi-byte
value at the lowest byte address.

The x86 processors support four privilege levels, but most GPOSs only use two of
them, the kernel-mode (level 0) and the user-mode (level 3). Besides the address
range, that can be configured to be reserved for privileged access, some instructions
are reserved for kernel-mode execution but can be configured to be used also in
user-mode programs (e. g. the I/O port instructions IN and 0UT and the manipulation
of the IF with CLI and STI). The extension to the inner rings —1 and —2 was
introduced to illustrate the higher privilege of hypervisors and the firmware over the
OS [WR09].

Instructions of the x86 architecture can be grouped into the following sections
[Intel13b; AMDI12a]:

e Data transfer and conversion: Move data between registers and memory or
registers of different size.

e Arithmetic: Calculation of mathematical and logical operations.

e Logical: Comparing and decision based on binary values.

e Control transfer: Conditional (e.g. based on logic compares) branches and
unconditional jumps and function calls.

e [/0: Access to 1/O ports (e.g. peripheral devices).

e FPU and SSE: Floating point and vector instructions.

e System: Privileged instructions generally reserved for use by the OS.
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System Management Mode

An integral part of Intel [Intel13c| and AMD [AMD12b| processors is the System
Management Mode (SMM). This is a privileged execution mode beyond the kernel-
mode that usually can neither deactivate nor take influence on what is executed in
this mode. Therefore, it is sometimes referenced as privilege level —2 (Fig. 2.1 on
page 16) [WR09]. This feature is intended to be used by the firmware (BIOS, UEFI)
for tasks such as energy management or security features that should be protected
even from the OS. They are implemented as System Management Interrupts (SMIs),
the most notable form of PlIs on the x86 architecture. The memory where the handler
in stored is not accessible from other privilege levels, thus it is beyond control what
code is installed by the firmware. This mode has attracted attention from security
research [DEGO1; BeD08; ESZ08; Duf+09; Wec09; WR09] and recently also in the
light of real-time systems [Man09; SO13]. Wallraf has analyzed the effects of the
SMIs to real-time systems and how to detect, circumvent or handle its influence
[Wall0al.

Interrupts

The x86 architecture supports 256 different interrupts, called vectors because each of
them may point to its dedicated handling routine. The first 32 vectors are reserved
for processor exceptions, the remainder can be used for hardware Interrupt Requests
(IRQs), software interrupts and IPIs. The handler functions for each vector are
registered in the Interrupt Descriptor Table (IDT) which is located in the main
memory and usually organized by the OS but can be manipulated by user-mode
programs |kad02] if they manage to access the memory where the IDT is stored.

The functional units controlling interrupt handling in the x86 architecture are
summarized as Advanced Programmable Interrupt Controller (APIC). Located in
the global chip set, the Input/Output Advanced Programmable Interrupt Controller
(I/O APIC) detects signals from peripheral devices and forwards them to the CPU
where its Local Advanced Programmable Interrupt Controller (localAPIC) handles
the interruption of the running code. In the case of multiple CPUs (Section 2.1.9
on page 32), the I/O APIC allows to load-balance the interrupts between them or
to route interrupts to dedicated CPUs. It also allows to trigger IPIs on addressed
target CPUs [Intell3c, Sect. 10.4].

The APICs are programmed with memory-mapped 1/O. Their physical addresses
can be mapped to the virtual address space and then accessed with usual load and
store operations. The registers of the localAPIC are documented in the processor
manuals [Intell3c, Chap. 10; AMD12b, Chap. 16] and the I/O APIC is documented
in the chip set documentation (e.g. south bridge Intel ICH7, Chap. 5.10).

The Flags register provides the Interrupt Flag (IF) that disables interrupt handling
when cleared. It does not block exception handling, nor does it influence Non-
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CPU

System bus

North bridge —  Memory

I/O bus

PCI slot —{ South bridge — Device

Figure 2.5.: Classical PC I/O architecture.

Maskable Interrupts (NMIs). It is intended to be cleared only for short periods
of time by the OS, but the instructions CLI (Clear Interrupt Flag) and STI (Set
Interrupt Flag) can be permitted to selected user-mode processes.

Memory

The x86 architecture supports paging and segmentation, although the latter is mostly
deprecated in the 64 Bit mode. The page size is 4 KiB with 2 or up to 4 levels of
page tables (in 32 and 64 Bit mode, respectively). The page table of the lower level
can be omitted to create Huge Pages of 2 or 4 MiB (32/64 Bit mode, resp.) which
saves TLB entries for large contiguous memory regions.

Input/Output

The x86 architecture supports both I/O ports and memory-mapped I/0O. The
I/O ports are accessed with the IN and OUT instructions for single, double and
four Byte transfers. These instructions are usually privileged to the kernel-mode
but can be permitted to user-mode processes. The access to memory-mapped 1/0 is
restricted to processes that can access the according physical address range. Similarly,
this is usually true only for the kernel-mode but can be established for user-mode
processes too by mapping the physical address range into the virtual address space
of that process.

The devices in PC systems are classically organized as depicted in Fig. 2.5. The
CPU is connected via the system bus to the north bridge [PH11, Chap. 6.5]. That
chip hosts the Memory Controller (MC) to physically control the memory chips.
Further, the north bridge directs I/O transfers to the I/O bus that connects the
south bridge containing some common devices such as Serial and Parallel ports,
USB, network interfaces, hard disk controllers etc. The south bridge also provides
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Product Micro-architecture  Introduction Pipeline
Name Name Length
Intel Pentium P5 1993 10
Intel Pentium IIT P6 1999 10
Intel Pentium IV Netburst 2000 20-31
Intel Core Yonah 2006 14
Intel Core 2 Merom, Wolfdale 2006 15
Intel Core i7 Nehalem, Westmere 2008 17
Intel 2nd gen. Core Sandy Bridge 2011 17
Intel 3rd gen. Core Ivy Bridge 2012 17
Intel 4th gen. Core Haswell 2013 17
AMD Athlon/Opteron K8 2003 12
AMD Athlon/Opteron K10 2007 12
AMD Bulldozer Bulldozer 2011 12
AMD Piledriver Piledriver 2012 12

Table 2.1.: List of micro-architectures from Intel [Intell3d|] and AMD [AMDO05],
Pipeline information estimated by Fog [Fog13d|

connections for further devices fixed on the main board and provides standardized
connections such as PCI slots to install expansion cards.

With the AMD Opteron and Intel Nehalem generation (ca. 2005), the MC was
moved from the north bridge into the processor chip to reduce its communication
costs. The north bridge persisted some time to host PCle connections, but in recent
systems (e.g. Intel Sandy Bridge generation, ca. 2011), the PCle connections are also
provided by the CPU and a system can be constructed with a single I/O controller
(with the functionality of the former south bridge).

Current Implementations

Some recent examples of x86 processors from Intel and AMD are listed in Ta-
ble 2.1. Since the marketing names (e.g. Pentium, Core i7, Xeon, Opteron) often
obfuscate the implementation details (micro-architecture), the code names of micro-
architectures are listed. These names reflect performance-critical features [Fogl3d,
Table 1.1]. The instruction CPUID can be used to obtain detailed information about
the executing CPU [Intel08a; AMDI10].

The length of the instruction pipeline grew from 10 stages in the Pentium generation
(1993) up to more than 30 stages in the latest Pentium IV generation (2005). The
simultaneous increase of the processor frequency to above 4 GHz led to an extreme
increase in energy consumption which was finally a dead-end for further performance
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growth. Intel went back to a simpler design with the Core generation (Yonah
micro-architecture) with a pipeline reduced to 14 stages and enhanced that to about
17 stages in current processors.

The Core2 and Nehalem [Fog13d, Chap. 8] micro-architectures introduced con-
siderably faster atomic operations. Since Nehalem, misaligned memory access costs
hardly any penalty. Fog has listed many details about the current micro-architectures
Sandy and Ivy Bridge [Fogl3d, Chap. 9|, Haswell [Fogl3d, Chap. 10|, and AMD
Bulldozer and Piledriver |[Fogl3d, Chap. 14].

In the Intel Nehalem and AMD Bulldozer generations, processors gained dynamic
frequency scaling capabilities. A power management unit may change the speed
of single Cores/Compute Units. On AMD Bulldozer, the maximum clock speed is
reached only after a long sequence of compute-intensive code [Fogl3d, Sect. 14.1].

Besides architectural optimizations, multi-core and multi-processor systems became
common since approximately 2006 [Dom08, Sect. 1.4]. The specifics of multi-processor
systems will be treated in Section 2.1.9 on page 32 further down. Before that, the
performance of single-processor systems is presented.

2.1.8. Performance Details: Micro-Benchmarks

On complex processors, the performance depends on the characteristic of an ap-
plication. Therefore, to estimate the performance, some low-level details must be
regarded. With more knowledge about how exactly a processor works and behaves,
elementary metrics can be used to form models for a wider range of applications.
This allows to decide if a program can be further improved or if it is limited already
by a hardware restriction like the memory transfer rate. HPC has revealed a vast
knowledge about optimizing algorithms [HW10; Fogl3a] and where bottle-necks are
(e.g. Memory Wall [WM95|, Roofline model [WWP09]). In time-sensitive appli-
cations, it is desirable to estimate execution time and the variance for a series of
executions. Further, it is beneficial to know which instructions or operations are fast
or slow and to get a relative impression of what could be accomplished in a given
time.

This Section presents basic techniques for evaluating small portions of code from
basic blocks down to single instructions. The details and provided values are related
to the x86 architecture [Pao10], but most methods apply in a similar way to other
architectures [PH11, Chap. 1.4]. More details about specific CPUs are presented in
the optimization manuals of Intel [Intell3d] and AMD [AMDO5].

A benchmark measures the performance. For a computer, low-level or micro-
benchmark analyze basic parameters [MS96a| while applications benchmarks measure
the execution time for a given task. The latter ones are only relevant for compa-
rable work-loads. Some examples for application benchmarks will be presented in
Section 2.1.10 on page 39 and Section 2.3.5 on page 64.
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The most important metrics are latency and throughput. The latency is defined
as the response time from an event triggering an action up to the handling. Applied
to executing tasks, the latency is measured up to the beginning of the handler
function, while in network transfers, the latency is the time between the beginning
of sending data and the completion of receiving it. The throughput can be defined
for instructions executed or bytes transferred per time unit. Usually, the latency is
measured for very short instances (single instructions, one byte transfer) and the
throughput is measured as average for longer times. This results in the latency being
subject to a larger variance. The jitter is defined as difference between minimum and
maximum latency. While the minimum resulting from the hardware implementation
is generally stable, the maximum latency is often subject to a large variance between
test series. In a network transfer, this can be caused by concurrent network transfers,
and the instruction latency can be interfered for example by cache eviction or
interrupts. Therefore, the observed jitter may differ from the maximum possible real
jitter if the maximum latency was not restricted by deactivating/avoiding interfering
effects.

Time-Stamp Counter

To be able to measure very short execution times of single instructions, a timing
function of low overhead and with only minor variance is required. This is provided
by the RDTSC instruction that reads the cycle count from a 64 Bit timer register.
This time stamp is reset at system initialization and incremented with the CPU
frequency. The 64 Bit width guarantees that this counter will not flow over. The
documentation [Intell3c, Chap. 17.13| states that this instruction is not serializing,
therefore a super-scalar out-of-order processor may reorder instructions resulting
in the measured routine may being moved (partly) outside the timed region. This
should be avoided by serializing instructions such as memory fences (available with
the SSE instruction set) or the CPUID instruction.

The cycle counter used by RDTSC may depend on the current frequency of the
CPU. This results in powered down processors counting slower than those running
at full speed. Newer processors tend to provide invariant time-stamp counters that
always run at the maximum frequency they support. Since the measuring routine is
executing CPU-bound code, the processor will run at maximum speed, anyway.

The lowest observed difference of two consecutive RDTSC instructions varies between
5 to 100 cycles (Table 2.2). On Intel processors, the latency appears to be influenced
by the pipeline length. The serializing memory fence is generally much faster than
the CPUID instruction and should be preferred if available. Single instructions between
two measurement points are covered by the super-scalar execution. In this case, the
affected instruction must be repeated multiple times and other effects such as cache
misses and loop overhead should be considered [Fogl3c].
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Micro-architecture RDTSC MFENCE CPUID

Intel PIII 31 158
Intel PIV 97 244 730
Intel Core 2 80 88 380
Intel Nehalem 24 44 450
Intel Westmere 24 40 640
Intel Sandy Bridge 21 44 228
Intel Tvy Bridge 18 45 225
AMD K8 5 25 65
AMD K10 60 100 119
Intel SCC 13 30
Intel Xeon Phi 6 180

Table 2.2.: Latency (in CPU cycles) of the RDTSC and serializing instructions (where
available).

An alternative to the time-stamp counter are the Performance Measurement
Counters (PMCs). Those special function registers allow to count specified events
with high accuracy and without overhead but are less portable.

Most instructions (especially data transfer and integer arithmetic) can be executed
in a single cycle. Due to the super-scalar property, multiple of such instructions can
be executed concurrently if they use execution units that are available multiple times.
The execution stream is limited by the decoding unit that fills the pipeline and by
dependencies between instructions. The branch prediction is highly optimized and can
adapt to the code within two to three iterations [Fogl3c, Sect. 18.1]. Since pipelines
in current processors have 12-22 stages [Fogl3c, Sect. 9.6, a branch mis-prediction
[Fog13d, Chap. 3| causes a pipeline-flush and costs in the order of 12-50 cycles. In
the following, some characteristics of current processor architectures are presented
for reference and to rank subsequent results.

Cache and Memory Access Latency

The execution time of a given routine depends largely on the efficient utilization of
the caches. The latency of register, different cache level, and main memory access
differs by several orders of magnitude. To reliably measure the access latency of
different cache levels, a routine with predictable cache utilization must be used.
One such micro-benchmark is presented by Saavedra and Smith [SS95], McVoy and
Staelin [MS96a, Sect. 6.2|, and Babka and Tuma [BT09|. The Membench routine
traverses an array of size range with a step of stride which results in a predictable
number of cache misses given that the cache size is known and the benchmark is
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Micro-architecture Main Memory

Name L1$ LLC Sequential Random
Intel Core2 4 13 54 271
Intel Nehalem 4 12 21 91
Intel Westmere 4 12 18 123
Intel Sandy Bridge 4 16 23 123
Intel Ivy Bridge 4 12 15 91
AMD K8 6 17 60 136
AMD K10 3 20 49 194

Table 2.3.: Memory access latency in CPU cycles.

the only user of the cache. Repeating this test for a series of ranges and strides
allows further to determine the size of the cache line and of different cache levels,
the associativity, and the TLB size [YPSO05].

The results for some systems of different micro-architectures are presented in
Table 2.3. The First Level Cache access lasts in the range of 3—4 cycles on current
systems, the Last-Level Cache takes between 12 and 20 cycles. If a L2$ is available,
its access latency lies between those. The main memory access depends on the
memory interface and quality of the installed modules and on the access pattern.
The sequential access benefits from pre-fetching while a random access pattern yields
slower results. Further, the access to main memory is independent from the CPU
frequency, therefore, the access latency measured in CPU cycles depends on this
frequency. The values in Table 2.3 are taken on CPUs running at 2.3 to 2.6 GHz.
This test series shows that the access to variables can vary between 4 and 200 cycles
depending on the availability in the caches or main memory.

On 64 Bit systems, the MMU uses four levels of page tables. In case the address
resolution of a virtual to the physical address can not be served by the TLB, the
table walk requires four memory accesses. If the required tables are not present in
the cache, this can result in an additional slowdown of up to 800 cycles.

Notable Instructions

Both Intel and AMD implement their x86 processors with RISC cores and a decoder
unit that translates x86 CISC instructions into micro-operations. Table 2.4 lists
some exemplary values for recent processors [Fogl3e|. Most data transfer and simple
arithmetic functions are executed in a few cycles. The division is more complex
taking 10 to 40 cycles. The latency is the time it takes to execute a single instruction.
The reciprocal throughput defined by Fog [Fogl3e, p. 3] is the time it takes in average
for a chain of similar instructions. For example the reciprocal throughput of 0.33
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denotes three functional units that allow to complete three such instructions in a
single cycle provided they are not functionally dependent (i.e. depending on the
result of another). Hence, most simple instructions are executed after few cycles
and the super-scalar out-of-order pipeline is able to execute in average two to three
instructions concurrently (if well utilized) [HW10, Sect. 1.2.4].

Function and system calls and interrupts are more complex since they need to
store some context to be able to return to the instruction following the call. A
function call pushes the current IP on the stack and the return from that function
uses the topmost stack element to restore the IP. System calls and interrupts usually
switch to the kernel-mode and save some more registers. A function call is voluntary,
therefore caller and callee can agree on the registers belonging to each of them (this
is usually defined in a calling convention). In contrast, interrupts can occur between
arbitrary instructions and must therefore save and restore the complete state of
the CPU. Table 2.5 lists the measured latencies of calls to an empty function, a
software-triggered interrupt and the execution of the syscall() function that is
usually implemented with the efficient SYSCALL or SYSENTER instructions. All times
include the returning and restoring of the interrupted execution. Most notable is
the acceleration of all latencies with newer micro-architectures. In the PIII and
P IV generation, the system call takes nearly as long as a software interrupt while in
newer variants, it is considerably faster.

Input and Output

In terms of 1/O capabilities, the throughput is measured most often. For many
applications, the effective throughput of a certain device is important. For instance
hard disk or network transfer rates are lower than the internal system and I/O buses,
therefore they do not saturate them. A range of specialized benchmarks was designed
to measure classes of peripheral devices such as main memory (Stream', Calibrator?),
hard disks (IOzone*, Bonnie++*), or network connections (iperf®).

The raw access parameters of the internal buses can be measured by reading and
writing the configuration registers. The access latency of I/O ports with the IN and
OUT instructions is in the range of 1000 to 5000 cycles. It largely depends where the
device is connected to the internal buses and on the device itself. The latency of
memory-mapped 1/O is in the same order of magnitude but supports the transfer of
larger buffers with a better throughput. Compared to simple arithmetic instructions,
the I/O on the x86 architecture is very slow. This will be investigated further in

!Online: http://www.cs.virginia.edu/stream/ (visited May 6, 2014)

2Online: http://homepages.cwi.nl/ manegold/Calibrator/ (visited November 12, 2015)
30Online: http://www.iozone.org (visited November 12, 2015)

4Online: http://www.coker.com.au/bonnie++/ (visited November 12, 2015)

5Online: https://github.com/esnet/iperf (visited November 12, 2015)
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Micro-architecture Nbr. of Recipr.
Name Instr. Micro-Ops Latency Throughput
Intel Core 2 MOV 1-2 1-3 0.33-1
ADD 1-2 1-6 0.33-1
MUL 1-3 37 1-4
DIV 4-7 9-23 ?
JMP 1 0 1-2
Intel Nehalem MOV 1-2 1-3 0.33-1
ADD 1-2 1-6 0.33-1
MUL 1-3 3-5 1-2
DIV 4-8 19-28 17
JMP 1 0 2
Intel Sandy Bridge Mov 1-2 1-3 0.5-1
ADD 1-2 1-6 0.25-1
MUL 14 34 1-2
DIV 9-11 2028 11-18
JMP 1 0 2
AMD K8 MoV 1 1 0.33
ADD 1 1 0.33-0.5
MUL 1-3 3-5 1-2
DIV 31-88 1541 1541
JMP 1 0 2
AMD K10 MoV 1 1-8 0.33..0.5
ADD 1 1-4 1.33-1
MUL 1-3 34 1-2
DIV ? 15-87 15-87
JMP 1 0 2

Table 2.4.: Latency of selected x86 instructions (in CPU cycles) [Fogl3e].
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Micro-architecture Function Call INT 80 syscall()

Intel P IIT 38 322 350
Intel PIV 97 1680 1720
Intel Core2 88 970 450
Intel Nehalem 24 575 200
Intel Westmere 24 630 160
Intel Sandy Bridge 22 460 153
Intel Ivy Bridge 21 700 200
AMD K8 12 630 400
AMD K10 63 500 370

Table 2.5.: Latency of function and system calls (in CPU cycles).

Section 7.6 on page 170. Application benchmarks using common tasks to rate a
whole system will be presented in Section 2.1.10 on page 39.

2.1.9. Multi-processor Systems

High Performance Computing (HPC) started to use multiple cooperating processors
long ago [Hwa93| to obtain results faster and to increase the manageable problem size
or resolution. Instead of engineering or buying a faster CPU, computer systems with
multiple CPUs were constructed. With scaling algorithms, this allowed a nearly linear
performance increase. Around 2006, Intel and AMD started to promote multi-core
processors for commodity PCs [Dom08, Sect. 1.4]. The optimizations of processors
led to overly complex designs and the power consumption outgrew the benefits. To
gain such a performance increase with architectural improvements, a doubling of
the frequency (costing four times the power consumption, quadratic increase) or
extremely more complex instruction-level improvements (that only yield a few percent
more performance) would be necessary [MS13, Sect. 2.1, p. 336]. By integrating
two simpler processors, the power consumption was (only) doubled but also the
performance could reach a factor of two. (linear scaling). Some new technologies
can be exploited by optimizing compilers, for example automatic vectorization to
use the SSE instructions. However, the new architecture introduces concurrency
with new challenges, or, as Sutter expressed: “The free lunch is over” [Sut05]. This
refers to single-threaded programs that do no longer benefit automatically from
faster processors but that must be parallelized to exploit the new multi-processor
systems [Gee07]. And parallelizing programs efficiently is not trivial since errors in
the synchronization yields the risk of wrong results and bad performance [Moy13c;
McK14b; Luel2].
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Today, mobile systems (notebooks, smartphones and tablet computers) use two
to four processors, desktop systems provide four to eight processors, and typical
nodes of high-performance computers integrate 16 to 20 processors [HW10]. The
New Moore’s Law predicts a doubling of cores per chip every two years [Vajll, p. 3|.
This leads to Many-Core processors, loosely defined as chips with more than tens of
cores or, more timelessly defined, substantially more than commonly or currently
available). This development poses new challenges in avoiding bottlenecks where too
many cores share the memory interface.

Flynn classified computer system architectures depending on the number of execu-
tion contexts and data partitioning [Fly72]: Single Instruction Single Data (SISD)
stands for single-processor systems. Single Instruction Multiple Data (SIMD) de-
notes systems where a single program instruction processes multiple data items, e. g.
elements of a vector. This technique is also called vectorization. The classification
Multiple Instructions Multiple Data (MIMD) stands for multi-processor systems
executing multiple programs concurrently (including shared memory multi-processor
and distributed systems, also called clusters) [PH11, Sect. 7.6].

Today’s HPC systems can not easily be classified with these terms although these
concepts invented in the 1960s are still widely applied, but combined. Beginning
with the Pentium MMX (1993), SIMD instructions for vector processing were inte-
grated in the x86 architecture. Today, the successors SSE and AVX process up to
eight single-precision or four double-precision floating-point operations with a single
instruction. With the Pentium IV, Intel introduced Hyper-Threading, a technique for
Simultaneous Multi-Threading (SMT) that presents two processors to the software
[Vajll, Sect. 2.2.1.7]. But those two CPUs are not fully featured but the logical
processors share some resources of the physical one gaining between 140 and 160 %
of the performance of a single processor. AMD processors may integrate two “Cores”
into a “Compute Unit” [AMD13, Sect. 2.1 that share some resources in a similar way.
To software, the logical processors can hardly be differentiated from two physical
ones. Subsequently, chips with multiple independent processors integrated in the
same package (Multi-core processors) became available.

A more empirical classification oriented to the software architecture is the division
into data parallelism and functional parallelism [Moy13c|. Data parallelism denotes
multiple similar tasks working with different data, also called Single Program Multiple
Data (SPMD) in the style of Flynn’s classification. In functional parallelism, also
called Master-Worker or Multiple Programs Multiple Data (MPMD), the tasks do
different things and often forward results to subsequent processing (data streaming).
This can be realized on every architecture, but has no advantage if only a single
instance of data is processed. It benefits from a pipelining effect when the first stage
of the next instance can overlap the processing of subsequent stages.
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To the software, it does not matter if multiple processors are integrated on a single
chip (usually called “Multi-Core”), on different chips (in the same package or installed
in different sockets), or if they are logical processors (Simultaneous Multi-Threading,
SMT). The OS lists them all as equal processors. Although for optimization reasons,
the layout and interdependencies are important to detect bottlenecks. For code
that is bound by memory transfer, it is sensible to use fewer CPUs than available
to avoid contending the system bus. Compute-bound code can benefit from using
only one logical processor per core. Other optimization methods regard the physical
dependencies between processors and physical units, such as the distance (latency,
throughput) to memory, and place threads according,.

In this work, CPU and processor synonymously denote a Von Neuman processor
visible to software independently if it is a logical processor (SMT, Hyperthread) or a
physical one. If a distinction is required, logical and physical denote this characteristic.
A chip is a single piece of silicon carrying one or more physical processors (that may
provide multiple logical processors each). A package contains a single or multiple
chips and is installed in a socket on the main board. A multi-core integrates multiple
processors in a single package, while for a multi-processor system, it does not matter if
the processors are integrated on the same chip, are logical processors, or are installed
in multiple sockets.

Memory Architecture

Although from a programmer’s perspective, the memory architecture is transparent,
the optimization for speed or timing predictability requires knowledge of the layout
and consideration of the behavior. The first real multi-core processors shared the
system bus and had an equal access to the main memory called Uniform Memory-
Access (UMA) (Fig. 2.6a). But this architecture is subject to contention on the
shared system bus. Systems with more processors avoid this bottleneck by placing
multiple memory regions near to the individual processors resulting in faster access
to near memory. These nodes consist either of a single processor or a multi-core
processor with integrated Memory Controller (MC) each with local memory. Non-
Uniform Memory-Access (NUMA) systems (Fig. 2.6b) can still run the same programs
because all the memory is addressed in a linear manner. No Remote Memory-Access
(NoRMA) systems are distributed systems where, multiple systems cooperate via
network and can not directly access other node’s main memory. This type of systems
requires special programming to exchange messages (Message-Passing, MP).

The current generation of x86 processors by Intel and AMD supports the NUMA
architecture. Depending on the target group, this can be a single NUMA node per
package, thus only show effect on systems with multiple sockets, or carry multiple
Memory Controllers (MCs) in a package. Figure 2.7 shows an example system with
one Interconnect Controller (ICC), one MC and two CPUs per node. The processors
can access the local MC directly. To access the other memory regions, a request
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Figure 2.6.: Comparison of simplified UMA and NUMA architectures.
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Figure 2.7.: Multi-processor architecture with NUMA characteristic.
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must be transmitted over the interconnect to a different MC. In Fig. 2.7, node 0
can access the memory of nodes 1 and 3 over one network link while the access to
node 2 requires two links. The access to local memory has always the lowest latency.
The remote accesses are slower and may be all similar or depending on the network
distance. For a remote access, the probability of contention (lower throughput, larger
outliers in latency) increases with the number of links (distance). Even more complex
NUMA characteristics are possible, e.g. multiple systems as displayed in Fig. 2.7
could be connected by a different (external) interconnect.

In single-processor systems, the software developer can apply a simple model of
sequence and dependencies to understand what data is written when and where
and what a read access will see. The processor optimizations of ILP and out-of-
order execution may reorder instructions, but they are still bound to functional
dependencies (read-after-write, etc.). Additionally, the compiler may optimize a
high-level language and emit machine instructions in a different order since the
compiler can only regard the current code and does not know about concurrent
access. In multi-processor systems, other execution threads may concurrently access
the same variable and modifications may become visible to other processors in a
different sequence than suggested by the instructions or programming language.
Various consistency models exist [AG96; Desl3a, Sect. 3.2.3, p. 138| to describe
the hardware behavior of different architectures and to help programmers verify
their code. If the sequential visibility of memory transfers is crucial and some
of those transfers use memory shared with concurrent execution, the consistency
must be instructed to both the compiler and the processor. Compilers usually offer
synchronizing instructions that are regarded by its optimization and emit memory
fence instructions to the processor. A load or store fence guarantees, that all previous
reads or writes (resp.) are committed and globally visible, before any subsequent
instruction is executed. A memory fence is the combination of load and store
fence. The x86 architecture provides the serializing assembly instructions SFENCE
(store), LFENCE (load), and MFENCE (memory). The Gnu Compiler Collection (GCC)
provides the intrinsic function __sync_synchronize()® and the C11 standard [C11,
Sect. 7.17.4.1] introduces atomic_thread_fence() for the same purpose.

Cache Hierarchies

The cache hierarchy used in single-processor systems (Section 2.1.4) introduced
additional challenges when extended to multi-processor systems [Hwa93, Chap. 7.2|.
Combining multiple processors to a shared memory system offers two options, private
and shared caches. If every processor has its own stack of private caches, a lot

5Online:
https://gcc.gnu.org/onlinedocs/gcc-4.9.1/gcc/_005f_005fsync-Builtins.html
(visited November 12, 2015)
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Figure 2.8.: Examples for coherent cache lines.

of data will probably be present in several of them. This effect is reduced by
implementing shared caches at a lower level. The existence of multiple caches
introduces the coherence problem because the private copies in all caches must be
held in a synchronized state. Whenever a processor changes a value in its private
cache that is present in other private caches, these copies must be either updated or
invalidated. The x86 architecture provides cache coherence in hardware, so that the
programmer does not have to care for this function-wise.” This hardware-management
of cache coherence uses states attached to each cache line. The most common protocol
is MESI using the states modified, exclusive, shared, and invalid [HPO7, Chap. 4.2|.
Current x86 processors use that [Intell3c, Chap. 11.4] or a variant (e.g. MOESI
[AMD12b, Chap. 7.3], MESIF [Intel09, p. 15]).

In Figure 2.8, some examples are given for the management of cache coherence.
Cache line A is exclusive to CPU x and could be dropped without further action.
CPU y has line B also exclusively, but it is marked as modified, so it must be stored
back before evicting it. Cache lines C and D are shared between both. But while
C is the same for both, D was modified by CPU x, rendering it invalid for CPU y
which must reload the data before the next access.

Generally, the synchronization of caches can be organized by bus snooping (i. e.
listening on the global system bus, what other CPUs are requesting and storing) or
message passing protocols. While bus snooping is easily possible in UMA systems
(Fig. 2.9), NUMA systems must provide a broadcast of memory operations to
support those protocols. If snooping the transfers of all processors is too inefficient,
directory-based protocols can be used [HPO7, p. 208|.

If multiple processors alternately modify the same variable, the cache line containing
this memory location oscillates between their private caches. The same is true for
two variables that are placed nearby sharing the same cache line. In this case, it may
happen that two processors each write to their own, distinct variable but in effect
to the same cache line with drastically reduced performance which is called false
sharing. To avoid this, data structures used exclusively by concurrent tasks should
be placed at least a cache line away from each other.

"However, the performance usually benefits from regarding the cache layout.
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Input and Output

The data transfers to peripheral devices are implemented similarly to single-processor
systems. The I/O bus is either a dedicated one or uses the same interconnects as
memory transfers. Depending on that layout, its performance may interfere with
the I/O and memory transfers of other processors. Since peripheral devices are not
aware of multiple processors, software should ensure a reservation of devices to avoid
races.

Multi-Processor Synchronization

Multiple processes on a single-processor system are executed alternating in time-slices
(pseudo-parallel). In this case, blocking all interrupts avoids interfering with other
processes because the context switch is initiated by a timer interrupt. In multi-
processor systems, processes on different CPUs can in fact be executed concurrently
and other means of synchronization are required. Therefore, processors support
special atomic operations that guarantee inseparable execution. Reading and writing
Integer sized variables is usually atomic, i.e. all bytes are read together so that a
modification of one of them during loading is not possible.

For more complex synchronization mechanisms, atomic operations [Sta09, Table
5.1] are supported that are guaranteed to be completed uninterrupted (by other
processor’s execution and by interrupts). Recent x86 multi-processor CPUs provide
the LOCK prefix to execute a following instruction atomically. It can be used with
a wide range of instructions, such as ADD (addition), BTS (bit Test-and-Set, TAS;
Conditionally sets a bit), XCHG (Exchange, XCHG; Exchanges the content of two
memory variables), and CMPXCHG (Compare-and-Swap, CAS; Exchanges conditionally)
[Intel13b; AMD12c].

Two other important atomic operations used in many algorithms and provided
by other architectures are FAD and LL/SC. Fetch-and-Add (FAD) loads a variable
into a register while adding another. The Load-Linked /Store-Conditional (LL/SC)
operation is the only atomic operation on ARM. It loads a memory variable in
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a linked state and later stores it only if the source was not touched by other
processors since loading. The conditional store can fail and the algorithm must
handle this by aborting or retrying. The newest generation of Intel processors
(micro-architecture Haswell, 2013) introduced transactional memory that can be
used for multi-processor synchronization [Intel13d, Chap. 12]. It is a generalization
of LL/SC [Vajl1, Sect. 5.4.5]. A transaction is a group of load and store operations,
that are either executed completely (and uninterrupted) or rolled back. In the latter
case, the implementation can decide to retry or to abort and use other means of
synchronization. On large machines with many processors, the synchronization can
alternatively use special instructions using I/O devices or dedicated interconnects.

All these instructions can be used in programs to realize synchronized access to
resources. Instead of implementing these mechanisms repeatedly, they are usually
provided by the OSs (Section 2.2.1 on page 44).

A different method for multi-processor synchronization is the use of Inter-Processor
Interrupts (IPIs). Similar to a software interrupt, they allow to trigger an interrupt,
but on a different CPU. On the x86 architecture, they are realized in the local APIC
that has configuration registers to issue such interrupts. With this mechanism, an
interrupt can originate from hardware (peripheral devices, IRQ), software (voluntarily
called locally with INT), an exception (involuntarily triggered by the local code), or
a different processor.

2.1.10. System Performance: Application Benchmarks

For the detailed understanding of a system’s behavior, elementary metrics (Sec-
tion 2.1.8) are very helpful. Further, they help to rate the performance and grade of
optimization of a given application. But for the evaluation of applications, an exact
model of their working is required (e.g. the Roofline Model [Wil08; HW10; PH11]).
For many applications, this effort is undesirable. Instead, the performance of a given
application can be measured and compared to modifications or to the execution on
other systems. This includes profiling to detect where an application spends most of
its execution time [Fogl3b, Chap. 16].

Several collections of application benchmarks for the single-processor performance
are available that measure typical algorithms. Classic benchmarks for floating-point
(Whetstone [CW76]) and integer arithmetic throughput (Dhrystone [Wei84|) mea-
sure the respective operations per Second. The Standard Performance Evaluation
Corporation (SPEC)® provides various benchmarks, e. g. CPU2006 to measure the
processor performance [Dom08, Sect. 3.5.1]. The Embedded Microprocessor Bench-
mark Consortium (EEMBC)? Suites target embedded systems [Dom08, Sect. 3.5.1].

80nline: http://www.spec.org (visited November 12, 2015)
90nline: http://www.eembc.org (visited November 12, 2015)
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The BDTI Benchmark Suites'® analyze digital signal processing performance [Dom08,
Sect. 3.5.1].

The macroscopic analysis can use different clocks for its timing: OS functions offer
a varying resolution from Seconds down to Nanoseconds or the CPU’s time-stamp
counter (Sect. 2.1.8). It is reasonable to take the time for a function repeatedly: The
first iteration will be the slowest, because the caches are cold [Paol0|. Subsequent
executions will be faster depending on how much of its data can be held in the caches.
To reduce the probability of a task switch distorting the results, the process priority
can be increased.

On multi-processor systems, the execution time may depend on the assignment of
processes to CPUs, the placement of memory buffers (esp. on NUMA systems), the
cache utilization, and the load balancing (how often processes move to other CPUs)
[Kle04]. All this should be considered when setting up experiments to evaluate the
performance of applications. Notable benchmarks for overall system performance on
HPC systems are Linpack [Don88] and the NAS Parallel Benchmarks [Bai+91] that
cover a range of typical algorithms found in many real applications. Further, there
exist specialized benchmarks to evaluate the power usage or graphics processing
performance.

2.1.11. Embedded Systems

Embedded computer systems are defined as computers that are part of a larger system
[Sta09, Chap. 13| and that have a dedicated function that is started automatically on
system initialization [Moy13al. In contrast to general-purpose computers (e.g. PCs,
Laptops), they usually have limited interactive components but interact closely with
their (physical) system. Examples are the control computers of washing machines,
electronic music keyboards, control units of internal combustion machines, digital
controllers for factory production processes, and medical devices. According to
some opinions, a web server, data base or a render farm for an animated movie
can also be regarded as embedded systems since they serve a specific purpose and
are carefully designed and optimized for their task [Moy13a]. Generally, the lines
are blurry: While an electronic book (eBook reader) is a device dedicated solely
to reading texts and thus is clearly an embedded system, a smartphone or tablet
computer has a similar form (large screen, few keys, touch sensitive screen) but allows
installing applications (called “Apps” in this context) and may also be classified as
general-purpose computer.

The function of an embedded system may often also be provided by electronics,
but in the context of this work, it refers to the combination of computer hardware
and software. An embedded systems usually start its predefined program after

00nline: http://www.bdti.com/Services/Benchmarks (visited November 12, 2015)
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being switched on. In contrast, general purpose computers usually start applications
interactively on user request.

An embedded system has often special input and output means. Instead of
keyboard and monitor, they usually employ sensors, actors, limited displays (e.g.
LEDs) and buttons or touch-screens. They often interact with real-world processes
and thus, they are often also real-time systems. But both terms are not congruent.
Special elements of embedded systems usually not present in PCs:

e Micro-Controllers (uCs) are ICs that combine a CPU with internal memory
and peripheral devices for I/O capabilities. A nC enables the construction of
cost-effective computer systems with very few additional components while
general-purpose CPUs must be installed on a complex main board providing
special voltage supply, memory, chip set, and many more.

e Co-processors (e.g. Digital Signal Processor, DSP; Field-Programmable Gate
Array, FPGA; Application-Specific Integrated Circuit, ASIC) can be added to
calculate special functions more efficiently than a small processor. They are
less flexible but more powerful and energy-efficient.

e Input/Output: General-Purpose I/O (GPIO) provides digital interfaces, Analog
to Digital Converters (ADCs) and Digital to Analog Converters (DACs) allow
the interaction with variable voltage. These units are summarized as Data
Aquisition (DAQ).

e Read-Only Memory (ROM) for a fixed software (firmware) provided by the
producer instead of allowing a user to install programs on a hard-disk.

Embedded systems range from very limited capability in processing power and
memory (e.g. coffee maker, airbag control), up to very sophisticated machine controls
(e.g. airplanes, power plants, video systems). They are specifically designed and
evaluated (tested). Updates are similarly tested and usually only provided to fix
existing errors. On most embedded systems, no other software can be installed
by a user. Very small systems can waive memory protection as only verified tasks
are executed. However, there exist also embedded systems being very sensitive to
security threats: Smartphones allow the installation of “Apps” while expected to
protect user data. Network equipment is subjected to hostile traffic engineered to
attack vulnerabilities. Many embedded systems must endure extreme environmental
conditions:

e Dust and water in industry applications,
Extreme temperatures in automotive systems,
Limited energy in portable devices,
Severely optimized for costs in consumer products,
Superb reliability in life-critical systems (e.g. airplanes, medical devices),

41



2. Fundamental Principles

e Very long lifetime (cars are expected to operate for decades compared to PCs
and smartphones which are replaced after a few years),
e Difficult accessibility for service (e.g. satellites).

Therefore, embedded systems can be classified according to different aspects [ISO06,
Chap. 4.1]. Some examples are: scale (small, medium, large), timing (real-time,
non-real-time, how predictable the execution must be to correctly interact with
real-world processes), or criticality (consequence of failure, e.g. toy car vs. airplane).

2.2. Operating Systems

An operating system (OS) is a software that acts as an intermediary between user
and hardware [SG94] also called user/computer interface or resource manager. The
main objectives are convenience, efficiency, and ability to evolve [Sta09, Chap. 2.1].
It acts as government, resource allocator, and control program. It governs the users
and processes supervising their privileges and guarding their integrity, it allocates
resources avoiding conflicts of concurrent usage and exhaustion, and it controls
complying behavior allowing to prevent or detect malpractice.

Operating systems are available in a wide range of types. General-Purpose
Operating Systems (GPOSs) are known from PCs: They are installed on a persistent
storage (e.g. a hard disk), started first, present an interface to the user and control
the applications. In contrast, the smallest scale embedded OSs are just a set of
helper functions serving the same purpose (control, resource manager) but they are
integrated with the user functions to a monolithic firmware. Embedded systems
(Section 2.1.11) may either use a GPOS that is usually configured in a way that only
the required tasks and services run, or a special embedded OS.

A GPOS is usually installed on the bare hardware, and consists of the kernel,
libraries and tools. The kernel is the supervisor running with highest privileges.
Libraries are collections of functions that can be used by programs. Tools are
programs accompanying the OS to provide essential services, for instance compile
code to object files (Assembler, Compiler), handle object and executable files (Linker),
load a program to execute (Loader), manage users and their privileges, and a variety
of background services such as printer spooler, network servers, and other daemons.

This Section introduces concepts implemented in most common GPOSs. There
exist experimental OSs that demonstrate radically new ways, but as this work targets
common systems, only conventional methods are regarded. Unless otherwise stated,
the information in this Section is based on the Operating System textbooks from
Tanenbaum |Tan07|, Stallings [Sta09], and Silberschatz and Galvin [SG94].
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2.2.1. General Concepts

Multi-tasking OSs support the execution of multiple execution contexts that are
separated from each other. These tasks all have a notion of exclusive execution, but
are executed alternatively in time slices. Depending on the hardware capabilities, the
OS supports processes that have their own, unique, protected address space and/or
threads that share the address space. Typical GPOSs support both and multiple
threads of a single process are separated from other processes (and their threads).
Here, the term task is used for an execution context (process or thread) if the address
space does not matter.

The architecture of an OS is divided into the classes monolithic and micro-kernel.
While the Monolithic OS is a single program with a unique address space (the
kernel-space), in a micro-kernel, only the most basic services are implemented in the
actual OS while all other functions are provided by dedicated server processes with
reduced privileges and protected from each other [Tan07, Chap. 1.7]. The micro-
kernel architecture is considered cleaner and more secure but their performance is
more challenging due to Inter-Process Communication (IPC) being required where
the monolithic kernel can use function and system calls [Sta09, Chap. 4.3|. In an
embedded OS, tasks can be static, that means they are created at system initialization
time and live as long as the system is executed (although they can be suspended
and reactivated). More complex OSs and GPOSs support the dynamic creation of
tasks. Usually, they inherit most properties from their parents that initialized them.

Each task owns some resources (independently if they are protected from access by
other tasks). The code section holds the instructions to execute. The code is loaded
together with initialized data in the data section when a new task is created. The
stack is a First-In, First-Out (FIFO) data structure for temporal storage of data used
for function calls and local variables. The heap is a region of dynamically allocated
memory for the storage of data with beforehand unknown size. On hardware with
memory protection (e.g. a MMU), each process is provided with its own address
space. These virtual addresses are translated to physical addresses in hardware (see
also Fig. 2.2). This allows to execute programs that do not need to know in advance,
where their allocated memory lies but can rely on always using the same virtual
addresses.

Scheduling

Multi-tasking OSs commonly manage states of their tasks. Those states often include
ready, running, blocked, and finished. New tasks are created with the state ready.
When they are executed, their state changes to running while the interrupted task
is set back to ready. All tasks in the state ready are waiting to be executed again.
They can be managed in a ready queue or by more complex data structures. If a
running task has to wait for the availability of a resource or decides to sleep, its state
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is changed to blocked. After the time-out or when the resource becomes available,
the blocked task changes to ready and becomes electable for execution, again. When
a task ends, its state becomes finished. This allows to keep the data structures for
evaluation before deleting all traces of that task.

The temporary suspension of a task and the activation of another one is called
task switch. A preemptive OS assigns time slices to tasks and is able to interrupt
them whenever a time slice ends or a more important action is required. To the tasks,
the preemption is transparent. They are temporarily suspended by an interrupt and
their state is fully preserved until they are continued. The opposing technique is
cooperative scheduling where tasks are only replaced by another task when they call
system functions or voluntarily return the control of their CPU.

The scheduling algorithm selects a new task from the ready queue containing
the tasks in the state ready. A very simple concept is round-robin where just the
next task in the list of all tasks is selected. Different optimizations aim for various
purposes, fair scheduling improves the utilization under differing workloads (e.g.
short running latency-sensitive tasks vs. compute-heavy number-crunching), and
priority scheduling allows to specify which tasks are more important than others.
Common goals of scheduling algorithms include system throughput, interactivity,
and power awareness.

A task waiting for something (time, resource becoming available, notification by
another task) can do so by polling the state repeatedly (spinning, busy waiting).
This allows a prompt reaction to a state change but wastes execution time. The
alternative is setting the own state to blocked so that other tasks can execute. In this
case, the OS can wake up the blocked task or another task can do so. For example
the sleep function call temporarily blocks the current task with a time-out after
which it is reactivated. A hybrid approach is to poll with short periods of sleeping in
between. This releases the CPU to other tasks while still controlling the frequency of
checking the state and it can be realized for actions that are not supported directly

by the OS.

Synchronization

In a multi-tasking environment, tasks can be executed concurrently. Independently
if they are executed alternatively in fine-grained time-slides (pseudo-parallel) or on
a multi-processor system, sharing resources may cause races. Since all arithmetic
operations are done in the CPU registers, a common proceeding is to load the content
of a variable into a processor register, change its value (e.g. by adding a constant)
and store the result back into main memory. If this action is interrupted by another
task that changes (e.g. increments) the same variable, the storing task will overwrite
the modification of the other. Such a region of code modifying a shared resource is a
critical section.
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Simple modifications of shared variables can be solved with atomic instructions
(Section 2.1.9). If the critical section contains more complex operations (e.g. to
change multiple fields of a structure that must be visible to others only completely
because single changes are inconsistent), it must be protected from concurrent access.
On single-processor systems, the temporary deactivation of interrupts inhibits task
switches. On multi-processor systems, mutual exclusion [Dij65] is required, that
allows only one task at a time to enter the critical section. This can be realized by
checking a shared object (e.g. a Mutex) before entering and, if needed, waiting until
the section becomes free. After leaving the section, the Mutex is notified that the
section is free so that a waiting task can get the Mutex and proceed into the critical
section.

A more complex synchronization object is the Semaphore [Dij68|, a shared variable
that counts the number of free slots. The test to enter is successful, if the value is
above zero. This check must be done atomically with reducing the value on success.
A Semaphore with only one slot (binary Semaphore) is a Mutex. Many classical
synchronization problems like Dining Philosophers and the Barbershop Problem
[Dow08] can be solved with Semaphores. These synchronization objects can be
constructed from atomic instructions like Compare-and-Swap (CAS) [Sta09, Sect. 5.2],
Exchange (XCHG) [SG94, Sect. 6.3|, Test-and-Set (TAS) [Tan07, Sect. 2.3.3|, Fetch-
and-Add (FAD), or Load-Linked/Store-Conditional (LL/SC) [Her91] depending on
their availability on the applied processor.

These implementations wait actively (spin-locks). This is a disadvantage because
longer critical sections waste execution time of the waiting tasks. It would be more
efficient to suspend a waiting task (state blocked) and switch to a different task that
is able to progress. Further, if a task holding a Mutex is interrupted, the waiting
time of others increases or even may result in deadlocks. The alternative are blocking
synchronization objects. Since they influence the state of tasks, they can only be
provided by the OS. Some implementation-dependent properties of Mutexs and
Semaphore are:

e Aquire and release functions with timeout,

e Assignment to waiters: queue, priorty, random,

e Waiting: active (spin-lock) or passive (blocking and wake-up by OS), and
e Ownership: release only by requirer or arbitrary.

If multiple participants access shared Mutexs, the risk of a deadlock becomes evident
[Tan07, Chap. 6]. Four conditions are necessary for a deadlock, mutual exclusion,
hold and wait, no preemption, and circular wait [Sta09, Chap. 6]. Operating systems
can decide to handle this situation differently. Deadlock prevention is a system
design that prevents the situation by breaking at least one of the four conditions
[Tan07, Sect. 6.6], avoidance checks every request for its risk [Tan07, Sect. 6.5], and
detection inspects the running system to resolve occurred deadlocks in hindsight.
However, most current GPOSs just ignore deadlocks.
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The presented methods are based on the agreement, that every access to a shared
resource will be protected by the programmer. It is still possible to ignore the
convention. A different approach is to use higher level methods like monitors.
This is an object with integrated shared storage, but the access is only possible
using proposed functions. These functions inherently protect the concurrent access.
Alternatively, the class of Message-Passing (MP) functions can be used. This avoids
shared variables and only communicates with standardized send and receive functions
that implicitly synchronize. Inter-Process Communication (IPC) are methods to
pass messages between processes available in most OSs. The communication is
classified as:

Asynchronous (no-wait) Send and immediately proceed.

Synchronous Proceed only after the message has been received.

Remote invocation Proceed only after a reply has been received.

The asynchronous communication can be used to construct the others and is therefore
the most flexible type [BWO01, Sect. 9.1|. On single-processor systems, it depends
on the scheduling policy, which task (sender or receiver) executes first. On multi-
processor systems with real concurrency, asynchronous communication becomes
feasible and overlapping pipelines stages are fast and efficient.

Time

Most OSs offer their tasks the service of time keeping. This includes functions to ask
for the current time (Wall-clock time), measure time differences, install timers to
wake up or get signaled at a specified time, and to frequently repeat actions.

2.2.2. Hardware Abstraction

Hardware abstraction makes programs more portable to transfer them to different
systems. Without, software must detect the peripheral devices and know exactly
how to control each of them. To avoid reimplementing these details and to make
a wider range of hardware available, OSs offer unified interfaces that abstract the
implementation details. Further, the hardware abstraction allows to protect data
from users. For instance a file system abstracts from the storage details on the hard
disk and introduces file ownership and access rights so that one user can not delete
other user’s data or modify the OS without permission.

A basic abstraction is the task scheduling (Section 2.2.1) that creates the notion
of a dedicated CPU for every task. On modern processors with multiple privilege
levels (Section 2.1.2), processes are protected from each other. The most commonly
used privilege levels are the kernel-mode with a CPL of 0 and the user-mode with a
larger CPL (e.g. 3). Consequently, kernel-mode code is allowed to access all regions
of memory while user-mode code may access only its own user-space memory. The
memory protected from user-mode processes is the kernel-space. Classically, an

46



2.2. Operating Systems

operating system executed in ring 0 controls the hardware and offers system calls
to applications running in user-mode. The kernel can copy data to and from the
application’s memory, but those applications can only use the offered interfaces. A
hypervisor [Tan07, Sect. 1.7.5] can be classified as executing in ring —1 (Fig. 2.1)
because it controls its guest OSs. This can be transparent to the guest OS that sees
no difference to be executed on real hardware.

The memory management is an important mission of OSs. To processes and
threads, a linear virtual address space is presented. The physical page frames are
managed by the OS with the processor features paging and segmentation. The OS
initializes and controls the Memory Management Unit (MMU). The available main
memory can be extended with demand paging, the storing of temporarily not used
memory regions to background storage (e.g. a hard disk). Since the swapping is
time-consuming, it is crucial to apply suitable algorithms to select which regions
shall be displaced.

The most important part of hardware abstraction are device drivers that can be
modularly be added to the OS to extend its functionality. If a new peripheral device
is released, an according device driver allows to instruct existing OSs how to control
this device without the need to install a new OS. In this way, existing software
can also make use of new devices by adhering to the same abstracting interfaces.
However, the details how a device is controlled are often badly documented and only
a driver provided by the vendor exploits the full functionality or performance.

Many devices are accessed as part of a layered architecture where devices are
grouped into classes and abstracted by the OS. For example hard disks are not
accessed on the bit level, but a file system offers the abstraction of files with names
and directories independently if the data is stored on hard disk, USB stick, or a
network drive. In the latter case, a network adapter is used transparently without
the user-mode software needing to adapt. Another layered software architecture is
the network stack that abstracts from the physical transport layer.

2.2.3. Programming Languages and Application
Programming Interfaces

Software is usually written in a programming language and compiled into machine
code. High-level programming languages abstract from the machine code and
compilers allow to optimize the generated instructions. Optimization targets are
time to execute, code size [Fogl3b, Chap. 4], data size, or time and/or space of
edit/compile/link process [[SO06]. If utmost optimization is required, different
compilers should be tried and the recommendations given in optimization manuals
[Intel13d; AMDO5| and textbooks [Fogl3a; HW10| should be followed. For very
performance-sensible tasks, parts of programs can also be implemented in Assembly
language that can be converted instruction for instruction to machine code. The
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machine code is closely tied to an architecture. Depending on the task, a suitable

language should be selected [Fogl3b, Sect. 2.4]. Common programming languages

are [Jail3]:

Assembly: Low-level machine language, complex to use but offers direct access to
all features. Tied to an architecture.

C: Mid-level language for hardware interaction, operating systems implementation,
and performance critical applications.

C++: Object-oriented high-level general-purpose language with good performance.

Java: Very portable general-purpose language with sufficient performance.

Python: Scripting language for quick modifications and easy maintenance.

Ada: Real-time language for safety-critical embedded systems.

Besides the OS interfaces, Application Programming Interfaces (APIs) offer the
extension of functionality and ease development [Dom13]. Different OSs that support
the same API allow to use the same programs on them (portability). Notable
interfaces are the C library that is part of the programming language’s standard, or
the UNIX standards POSIX [POSIX08| and System V [SysV95a; SysV95b; SysV95c¢].
The MCAPI [MCAPI11; Wall0b| is a communication standard for shared memory
multi-processor systems. The Multicore Programming Practices guide is published
by the inventors of MCAPI to provide “best practices” [Luel2| in writing code that
easily can be parallelized [Mull3]. Other standards for multi-processor systems are
currently in development by the Multicore Association.

2.2.4. Multi-Processor Aspects

Current general-purpose processors offer parallelization based on Single Instruc-
tion Multiple Data (SIMD, vectorization) and Multiple Instructions Multiple Data
(MIMD, specifically shared memory multi-processor). The SSE and AVX extensions
support embedding vector operations in otherwise serial code. This does not require
fundamental modifications of OSs. However, to support multiple processors, an
OS must be constructed accordingly [Tan07, Sect. 8.1.2]. Different strategies are
Asymmetric Multi-Processing (AMP) and Symmetric Multi-Processing (SMP) [Sta09,
Sect. 4.2]. An AMP system can be implemented on heterogeneous processors where
the OS is executed on a general-purpose CPU. It delegates work (tasks) to restricted
or optimized processors. But, more relevant to this work, this approach can also be
implemented on homogeneous systems (like x86 multi-processor systems) by execut-
ing multiple independent OS instances on dedicated processors [Moy13d, Sect. 6.3].
Likewise, single-processor software (OS and applications) can be transferred to a
multi-processor system with only minor changes. However, either the OS must be
instructed to use only the dedicated resources or a hypervisor enforces the separation
by generating the impression of private systems (virtual machines). In a SMP [Vajll,
Sect. 3.3.1] system (Fig. 2.10), a single OS instance is executed on all processors.
Tasks can be executed on all processors and the load is balanced to efficiently utilize
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Figure 2.10.: SMP Operating system on multi-processor system.

all processors. The Scheduling becomes more complex [KCS04; RLA07| by the load-
balancing between the processors, fair sharing of common caches, and energy saving
attempts [SSP08]. A special case of this type is Bound Multi-Processing (BMP)
[Vajll, Sect. 3.3.3] where the (or some) tasks are not shifted between processors but
bound to fixed CPUs to enhance the performance or predictability.

An existing single-processor OS can be extended with SMP support by adding
the process of initializing the other processors, enabling multi-processor interrupt
handling, extending the scheduling and load-balancing algorithms to include multi-
ple processors, mutually excluding the concurrent access to shared resources, and
providing those synchronization mechanisms also to user-mode applications [Dom08,
Sect. 4.2].

Current GPOSs are SMP systems. But the lines are diffuse, the common OSs
Linux, Windows and Mac OS all support binding tasks to dedicated processors
(Bound Multi-Processings, BMP) and can act as hypervisor for virtual machines
(that function is usually provided by additional software).

On multi-processor systems, scheduling and load-balancing are an important factor.
Global scheduling algorithms are possible, but current GPOSs implement a run queue
per CPU with single-processor scheduling algorithm and balance the load between
them. The goals of load-balancing vary depending on the application and include
evening the load to maximize system throughput, concentrating the load on few
CPUs to switch some off (power-awareness, [Corl3b]), or placing tasks near to their
memory (e.g. on NUMA systems [Bre93]).

The memory management must be adapted to multiple processors concurrently
accessing its data structures. For NUMA systems, a further optimization potential
is the placement of allocated memory. The strategy Affinity on First Touch uses
the minor page fault to assign a physical page frame local to the processor that first
accesses (reads or writes) a memory page independently which processor did the
allocation call. Further features discussed for HPC systems are the migration of
memory if the access pattern moves to a different memory node or executing tasks
as near as possible to their memory working set.

49



2. Fundamental Principles

The synchronization objects provided for user-mode applications were presented in
Section 2.2.1. These are suitable for multi-processor systems [HS08|, although systems
with many processors (also called many-core systems) demand additional optimization
methods [Reb09]. Instead of spin-locks on the same shared variable, fairness and
performance may require multi-level algorithms. The internal synchronization of the
OS is done with the same algorithms and with Inter-Processor Interrupts.

2.2.5. Actual Implementation: Linux

This work concentrates on Linux because of several reasons. Linux is open source,
that means all its components are available as source code and can be analyzed and
modified. Further, it is very well documented [BC05; Lov10] and the base of many
research projects. Above all, Linux is very versatile and widely accepted, it can
be — and is in fact often — used from small embedded systems, mobile and desktop
computers, internet servers and many HPC systems. Linux is a UNIX descendant,
but it is not fully POSIX [Lew91] compatible, although it mostly adheres to that
standard. The Linux APT [Ker10] is stable, therefore, programs can be used on a
wide range of Linux distributions and future versions are guaranteed to execute old
programs without modification.

A Linuz distribution consists of the Kernel being the core OS and a wide range of
supporting software that provide the libraries (e.g. GNU LibC), tools (e.g. GNU
binutils), compiler (e.g. GCC or clang) and other software (e.g. Graphical User
Interface (GUI) like KDE or FVWM). The Linux kernel published!! by Linus Torvalds
is called mainline Kernel or Vanilla kernel. Many projects modify their distribution
Kernel to support more features.

Linux is a very modern OS that supports many architectures and includes many
optimizations. It is actively developed with a new Kernel version every two to
three months. Since it is applied in many large computers, its scalability is highly
optimized [GSCO07|. Some features utilized later in this work are presented below.

Kernel Threads

For the internal maintenance, Linux uses kernel threads which are tasks executing in
kernel-mode [Virl2]. Some kernel threads exist for special tasks (e.g. to process the
items waiting in the work queue) and others are pinned to their CPU to execute only
there. The pinned kernel threads usually respond only to requests on their processor.

Hotplugging

Linux supports the deactivation and removal of components during system runtime
with the Hotplugging system [Cor13f]. This allows to switch off certain processors.

1 Online: https://www.kernel.org (visited November 12, 2015)
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The OS handles remaining processes by moving them to other CPUs and shuts down
the processor. After restarting a CPU, it is added to the set of available (online)
processors and the load-balancer is free to execute tasks there.

Timer and Wall Clock

Linux uses a timer interrupt with a frequency of 100 to 1000 Hz (depending on the
configuration). Recent versions support a flexible setting that adapts itself to the
system load. The timer interrupt is used for keeping the wall clock time and for
internal maintenance.

Linux supports various sources for this timer interrupt. The classic unit of the
x86 architecture is the RTC (real-time clock), current systems use the internal
local APIC of each CPU. A higher precision is supported by the High-Precision Event
Timer (HPET). Linux supports the POSIX timer API for user-mode programs with
resolutions down to Nanoseconds.

Multi-processor Support

Linux supports Symmetric Multi-Processing (SMP) and Bound Multi-Processing
(BMP). Tasks can be bound to single processors or groups of them with the
CPU-Affinity function that sets process properties or the CPU-Set!'? method that
supports the management of containers. For the optimization of HPC applica-
tions, the topology of CPUs and memory nodes can be queried (as documented
in [LINUX:cputopology.txt|'3) or managed with tools like Likwid!*. The memory
management [Gor07] is optimized for NUMA systems [Kle04; Bli+04].

Read Copy Update

Read-Copy-Update (RCU) is a synchronization mechanism to optimize shared re-
sources that are mostly read and rarely changed [McK-+01]. With conventional
locking (e.g. a Mutex), every access requires two additional operations to lock and
unlock the critical section. On large multi-processor systems, this operation causes
cache contention which costs a considerable amount of time, especially related to
short read accesses [McK09]. RCU takes an optimistic approach to allow reading
without further protection. Generally, data can always be read. Removing no longer
needed data structures is postponed until no readers are active on the respective
element. Instead of modifying elements, new elements are created and the old ones
removed when no reader is affected anymore. The writer can either wait for the next
grace period and proceed with deleting or modifying an element or it can register

120nline: https://rt.wiki.kernel.org/index.php/Cpuset_management_utility/tutorial
(visited November 12, 2015)

13Documentation/cputopology.txt (Linux 3.12)

Online: https://github.com/RRZE-HPC/likwid (visited November 12, 2015)
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a callback function with RCU system that will be called later to catch up with
required actions. The waiting approach would block the execution for unpredictable
times, particularly with the pessimistic estimation of grace periods. Therefore, most
parts of the Linux kernel use the callback method. The drawback is that every
modification is more costly. Since the readers do not register themselves, a heuristic,
overly pessimistic approach is taken. The detection, when no more readers are using
an element is done pessimistically when all CPUs have changed their execution
context. With the exact knowledge about the scheduling inter-processor relations,
the algorithm can define a grace period after that every reader has left. An overview
of the Linux implementation and further literature is given in [LINUX:RTFP.txt]'®.
One important use case of RCU is the Slab system |[Bon94| that provides reusable
memory buffers and that automatically deallocates no longer used buffers after an
RCU grace period to ensure that no processor still uses them.

2.3. Real-Time

A real-time system has time-critical jobs that not only need to calculate a correct
answer but also need to provide this answer at a specified time. The job can be
a function call or the reaction to a trigger (e.g. an interrupt handler). The time
specification can be a maximum time-out but also a minimum time is possible.
Recommendable text books about real-time systems are available by Kopetz [Kop97],
Liu [Liu00], and Burns and Wellings [BWO01].

Being often embedded systems, real-time systems are commonly part of larger
systems interacting either with other computers or with physical processes (plants).
The system designer specifies the timing constraints, but they are usually derived
from external real-world processes or the laws of control stability.

An often conceived misconception is the confusion with fast systems [Sta88; McKO08§].
Although a faster system may be more successful in meeting the deadline than a slower
system, solid real-time systems are designed differently for being able to provide
guarantees. They are optimized for the predictability of timing at the expense of raw
performance.

When speaking of real-time systems, an important distinction is between hard and
soft real-time. Burns and Wellings define real-time as any task with time sensibility
in the sense of a delayed result being as harmful as a wrong result [BW01, Chap. 1.1].
Their separation of hard and soft real-time is however guided by criticality (defined
below). In contrast, Liu presents a very sophisticated definition of real-time [Liu00,
Chap. 2|. After listing common definitions (based on criticality, quantization of
timing failures, and determinism) and arguing their advantages, real-time systems
are defined simply depending on whether the system designer requires an elaborate
formal verification (i.e. hard real-time) or if statistical demonstration (i.e. soft

15Documentation/RCU/RTFP. txt (Linux 3.12)

52



2.3. Real-Time

real-time) suffices. This is sometimes phrased as guaranteed and best-effort service.
Soft real-time is sometimes associated with a Time/utility function [JLT85] that
specifies how the utility of an answer degrades over time after the deadline. A steep
decrease to zero is then defined as hard real-time. The definition agreed upon in most
publications and used in this work is that a hard real-time system must provably
comply always to the specification while a soft real-time system is allowed a certain
degree of failure (e.g. 95% of all events must be on time and for the remaining, a
deviation of 10 % is allowed).

Following that definition, hard real-time systems must be formally verified while
soft real-time can be validated more heuristically. The formal verification includes
the analysis of the Worst-Case Execution Time (WCET) and the specification of
frequency and probability of all events. Since this proceeding comes at a high effort
[Liu00, Chap. 2.4.1], the system designer must balance the real-time requirements
with development costs. Many applications include tasks with a wide range of
specified demands. However, if a task depends on other tasks, its verification is
simplified if it can be based on hard deadlines by the other tasks [Liu00, p. 31].

Besides the hardness, the magnitude of the specified latency is important. A
process depending on the temperature may have a deadline in the Second to Minute
range while other systems must respond in the Micro- or even Nanosecond range.
Obviously, a larger latency requirement, even with hard limits, may be easier and
cheaper to realize than a soft but extremely short deadline.

These terms should not be confused with criticality which is often done with the
examples nuclear power plant and video codec for hard and soft real-time, resp.
Anderson et al. provide examples for criticality from an aviation standard with the
levels Catastrophic, Hazardous, Major, Minor, No Effect [ABB09, Table 1|. A similar
term is availability being mentioned as advantage for distributed systems [Sta09,
p. 708]. The often cited reason for hard real-time being people’s safety/injuries may
derive from the fact, that especially for systems that are safety critical, the “designer
has the burden of proof that bad things will never happen” [Liu00, p. 31]. This is
similar to the definition of hard real-time and in fact, many critical systems are also
hard real-time systems (but not the opposite).

The assessment of a system’s criticality must include the failure rate of the computer
hardware. If the hardware has a certain probability to fail, the system must include
a strategy to handle timing violations and outages. In critical systems, this could be
a second fail-over system (hot stand-by) while in less critical systems, a detection,
verbose warning, and transition to a safe state (e.g. stopping a robot arm) may
suffice [KSB10, Sect. ITI-C|. But the real-time property is restricted to the software,
and hardware failures are beyond the scope of this work. On the x86 architecture, the
hardware failure expectation is higher than on special embedded systems. Therefore,
a full evaluation must include software and hardware and the equation becomes more
simple if a strong assurance for as most parts as possible can be given.
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The terms process and thread are defined in OSs as is task to be either of them
(Section 2.2.1). The smallest entity of work (e.g. query a sensor, set an actor) is a
job [Liu00], of which multiple can be in the responsibility of a task. An application
is a collection of tasks that jointly serve a purpose (e.g. control a plant).

The measurements latency and jitter were already defined (Section 2.1.8) as time
between a stimulus and the triggered event and difference between minimum and
maximum thereof, respectively. Examples for stimuli are an external event (electric
impulse), a message from another CPU (IPI on the hardware level), a message from
another process (IPC on the OS level), or a previously blocked resource becoming
available. The latency is generally not constant. The jitter is a measure for the
absolute variability, hence the difference of minimum and maximum latency. For
hard real-time, the maximum latency and the Worst-Case Execution Time (WCET)
are important [Wil+08]. The WCET is the longest run-time for the according task.
In a formal verification, this must include all possible code-paths of basic blocks in
the Control Flow Graph (CFG) using the worst expectations for retries, loops and
instruction latencies [Fer+01]. In the presence of caches, it must also include cache
misses where they may occur. Both values can be measured or calculated. To measure
the worst-case, strong efforts must be done to provoke the most disturbances possible.
This is usually done by loading the system with more work than realistically present
during real execution and measuring for a long time to increase the probability
of catching incidences as near to the worst-case as possible. Since hard real-time
requests a formal verification, it can not be proved by experiments but must be
calculated abstractly.

On real hardware, the minimum latency (or execution time) is dependent on
the hardware effects (e.g. instruction latency, memory transfer). If the average or
median value is near to the minimum, this is an indication that outliers are seldom.
For the analysis of jitter sources, more sophisticated statistics or histograms are
helpful. But if the investigated effect is very short, the statistic must be recorded
with minimum impact to avoid distorting the results.

2.3.1. Application Architecture

The automation pyramid (Fig. 1.1 on page 3) illustrates how real-time systems are
applied in most factory control systems [Sau07|. To narrow down the topic and to

precise general application areas, Liu classifies real-time systems as follows [Liu00,
Chap. 1]:

Digital control Field level (lowest): Form (feedback) control loops by directly
reading sensors, computing an output value according to a control law, and
modifying actors.

Guidance and control Cell level: Management of multiple digital controllers, e. g.
in an aircraft: Flight level control (to control the physical plant), flight man-
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agement (to control the virtual plant provided by flight level control, manage
the flight path), air-traffic control (to control coarse grained navigation on the
basis of flight management).

Optimal control Cell or company level: Implement optimization problems (of path,
cost, etc.).

Command and control Company level (highest): Control multiple systems on the
level of other controllers. This usually queries and displays their state and
processes user input and calculates plans.

Generally, the timing periods grow from digital control (Micro- to Millisecond) to
command and control (Seconds to Minutes). Similar, the “hardness” of the real-time
becomes softer in the same direction. For example, if an airplane does not get an
update from optimal control at the expected time, it can still follow its previously
set course (safe state).

The components with the lowest and highest timing accuracy requirements are
the Programmable Logic Controllers (PLCs). They often form closed-loop feedback
controls as illustrated in Fig. 2.11a. Digital controllers commonly need a conversion
of analogue sensor readings to digital values (Analog to Digital Converter, ADC)
and a generation of analogue current for actor settings (Digital to Analog Converter,
DAC). The sampling period of the ADC and DAC is a key design choice. Their
selection may be based on the perceived responsiveness of the system or on the
dynamic behavior required by the laws of control theory and stability theory to keep
the oscillation and thus, the process, under control.

A similarly demanding application is Hardware-in-the-Loop (HiL) Simulation
(Fig. 2.11b). It is used to verify the implementation of PLC embedded systems if
the physical system is not (yet) available. The simulator is driven with the same
signals and currents as real actors and provides the same readings as the sensors.
A physical model is implemented to simulate the behavior of the real system. The
timing is very demanding to correctly verify if the PLC implementation would work
against the real plant.

In multi-rate systems, multiple sensors collect multiple states and multiple actors
influence multiple dimensions of behavior. A digital control could implement different
rates: In a combustion engine control unit, the rotation can change faster than the
temperature, thus the distinct control computation tasks can use different rates or
the frequency of task can depend on the rotational speed. This is where tasks with
different priorities or frequent deadlines origin from.

In signal processing, applications stream data with real-time constraints, e.g.
for digital filtering, video and voice (de)compression, and radar signal processing.
Although many of these systems are subject to soft real-time, there may by systems,
where hard real-time is required (e. g. radar, in addition to high computing demands).

95



2. Fundamental Principles

input.

et

physical system (plant)

1
1
1
|
metallic Ball :
1
1
1
1
1

optical distance sensor

(a) Closed-loop control: The Programmable Logic Controller (PLC) controls a physical
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(b) An implemented PLC is tested against a simulator that behaves equal to the plant.

Figure 2.11.: Hardware-in-the-Loop Simulation.
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In special uCs and appliances, Digital Signal Processors (DSPs) are added for stream
signal processing.

Signal processing may be of constant complexity (in the radar example: basic data
processing) or time variant (in the radar example: dependent on the current number
of tracked objects). A similar example is the Positron Emission Tomography (PET)
data processing, where medical images are created based on associated events that
must be discovered in a high-volume data stream.

1l
1nwuﬂmamon void task1() {
/x do something x/
}
void task2();
void task3();
task 1() void main() {
l initialization ();
while (1) {
task 2() task1();
task2();
if (cnt%N == 0)
task 3() task3();
cnt++;
}

Figure 2.12.: Control flow diagram and example code of time-triggered paradigm.

The possible implementations range from single-processor uC running only the
application without OS (i.e. bare-metal) or with a statically linked embedded OS
up to multi-processor high-end servers and distributed systems. However, some
paradigms are common to a range of systems. In time-triggered systems [Kop91],
all tasks are executed periodically in a large endless loop (Fig. 2.12). If a task is
required less often (with a different frequency) than the others, it can be activated
every N* loop iteration. This paradigm is very basic and can be implemented on
the most simple processors. It is well suited for closed control loops where the first
task reads sensor values, the second calculates the control function and the third
one sets actor values (Input-Process-Output (IPO) model). An optional task could
be used for communication with a production control system and send the current
state and receive the set point for its control function. The frequency of the entire
loop can be set to a given value by waiting before the next iteration until the start
time has come. As long as all tasks keep their expected execution time, the timing
is correct. Thus, the formal verification of the time-triggered paradigm is simple.
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The Parallax Propeller'® is an eight-core pC that does not support interrupts. It
is intended to be programmed in a time-triggered manner to poll its inputs. Since
it has enough processors (when it was introduced in 2006, it was one of the first
multi-processor uC available to the wide public) reserving a core for the sole purpose
of polling inputs is considered acceptable.

1
initialization()

1

void task1() {
/% do something */

L ¥
void task2();
void task3();

task 1()

void main() {

on event B register (EVENT_A, taskl);
task 2() reg%ster(EVENT_B, task?2);
register (EVENT_C, task3);
while (1) {3};

9

9

task 3()

Figure 2.13.: Control flow diagram and example code of event-triggered paradigm.

The opposing paradigm is event-triggered [Kop91] where all tasks are only executed
when triggered by events. After the initialization, the processor halts or waits in
an empty loop and interrupts call the tasks (Fig. 2.13). This method is suitable for
control applications where a small reaction latency to many possible events is required.
The events can be assigned with priorities to interrupt less important tasks. While
the latencies can be better than in a time-triggered system, the formal verification
must now include the probability of occurrence and the maximum frequency of events
which is more complex.

More realistic than the pure paradigms is a merger, the hybrid paradigm that
includes tasks triggered by events and also an endless loop with some time-triggered
tasks (Fig. 2.14). If one event is triggered by time (e.g. a frequent timer interrupt),
the limits blur. All tasks called in a loop are defined as time-triggered, all interrupt
handlers are called event-triggered. If an OS implements cooperative scheduling, this
can be regarded as time-triggered because the tasks decide when to return control to
the OS and that activates the next task.

160nline: http://www.parallax.com/microcontrollers/propeller (visited
November 12, 2015)
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initialization() on event A

9

task 1()

on event B
task 2()

idle task()
I task 3()

9

9

Figure 2.14.: Control flow diagram of hybrid (time- and event-triggered) paradigm.

void task1() {

1 /* do something */
initialization() }
J void task2();
’start scheduler}i void task3();
void main() {
init_task(taskl);
’select next task‘ init_task(task2);
i init_task(task3);
start_scheduler () ;
<7 /* does not return x/
}

[task 3}————

Figure 2.15.: Control flow diagram of scheduling.
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A preemptive multi-processing OS assigns time slices to its tasks and is able to
revoke control at events (interrupts or the end of their time slice). The selection of
tasks can be regarded as time-triggered, but the system surely has also event-triggered
capabilities for the timer and external events (Fig. 2.15). The selection of a paradigm
must comprise the requirements of latency, predictability, performance and also the
targeted hardware |[Kop93|.

Tasks can be classified as periodic (i.e. at regular time intervals, generally
implemented time-triggered), aperiodic (i.e. irregular but frequently, both event-
and time-triggered) and sporadic (infrequent and random, usually event-triggered)
[Liu00, Sect. 3.3].

2.3.2. Scheduling

The sequence of tasks can be fized or dynamic. A fixed schedule is calculated
in advance (at system build time) and stored with the firmware. This allows to
evaluate the possibility to schedule all tasks according to the real-time requirements
(schedulability). Dynamic scheduling implements the algorithm in the OS and
calculates at each invocation, which task to activate. Since the optimal solution is very
compute-intensive, fixed schedules can be more elaborate while dynamic scheduling
uses simplified methods. The schedulability analysis of a task-set with dynamic
scheduling includes security margins and generally achieves a lower utilization. If
tasks are created during run-time, dynamic scheduling must be implemented and
the OS can also include a verification if the new task will not corrupt the system’s
timing to decide if it can be accepted.

In real-time systems, specialized scheduling algorithms are used that are different
than those implemented in GPOS (Section 2.2.1). The most common strategy is
priority-based [LL73|. In this scheduling algorithm, every task is assigned an integer
valued priority and the ready task with the highest priority is executed. If multiple
tasks meet this criterion, two strategies are common, round-robin executes them
in time slices alternately and first-in, first-out completes the longest waiting one
before activating the next. A task should block itself or lower its priority after a
while to let lower-prioritized tasks execute. If a task misbehaves (on an error or
intentionally), the whole system can be blocked. This scheduling algorithm is offered
by most GPOSs, Real-Time Operating Systems (RTOSs), and embedded OSs.

A different method is Deadline scheduling where every task defines a deadline
when it must be completed. Further, it must be specified, how long the task intends
to work. These information allows to calculate the latest possible activation time
for each task to complete the work in time. Various algorithms are known (earliest
deadline first, latest deadline first, etc.). Other algorithms, in recent times also
for multi-processor real-time scheduling, are discussed in the literature, e.g. Pfair
[Bar+96; BS97].
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2.3.3. Real-Time Operating Systems

Common operating systems (OSs) are optimized for average throughput (Personal
Computer, PC; server; and High Performance Computing, HPC) or energy efficiency
(mobile systems). The required predictability for real-time systems is supported by
specialized Real-Time Operating Systems (RTOSs). Since the range of hardware and
applicability is very wide, many very different RTOSs are offered. They range from
very small embedded OS that are compiled and linked with the application code like
a library up to OSs that are installed on hard disk like a GPOS. Also available are
distributed real-time systems that include message-passing on a real-time capable
interconnect [KG93; Pop+04|. Because of their differences, it is difficult to transfer an
application to another RT'OS. This is addressed by API standards like the real-time
extensions of the UNIX standard, POSIX.4 [Gal95; Obe00]. Some RTOSs mimic the
behavior and API of competing systems. Some notable products are [Luel3|:
FreeRTOS An open source embedded RTOS!". It is very portable and offered for
a wide range of processors and nCs. The code is linked statically with the
application to a binary firmware.
MicroC/OS-1I Embedded RTOS for commercial applications and learning [Lab97].
QNX A commercial RTOS!®, that is based on a micro-kernel and used in many
products.
VxWorks A commercial RTOS', also used in many products.

Linux

Being a General-Purpose Operating System, Linux is optimized for average through-
put and energy efficiency (Section 2.2.5). Nevertheless, it provides the real-time
scheduling classes Round-robin and FIFO that implement priority-based scheduling.
Only if no task in these classes is ready to execute, the other processes with fair
scheduling are executed. This allows to implement soft real-time applications but
since interrupts and Kernel tasks can interject the real-time tasks at any time, the
predictability is low. Although, if the latency requirements are in the Second to
Millisecond range and the criticality is low, a plain Linux system can be utilized.
Further, these mechanisms can be used to improve best-effort applications on Per-
sonal Computers (PCs), e.g. audio, video, and games. Linux also provides real-time
capable synchronization objects and high-precision timing functions to better support
real-time applications.

In fact, Linux is widely applied in a wide range of real-time systems from embed-
ded [Abb13; SGD09] to high-end servers. It has the advantage of a very flexible
configurability and the possibility to modify its source code due to the open source

17Online: http://www.freertos.org (visited November 12, 2015)
¥Online: http://www.qnx.com/products/rtos/ (visited November 12, 2015)
190nline: http://www.windriver.com/products/vxworks/ (visited November 12, 2015)
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license. Further, it is well documented and many developers have experience with
implementing and optimizing it.

After early attempts to use Linux for real-time systems [Sri+98|, many different
approaches have been made to improve its predictability and suitability for real-
time applications [Hag05; SLO6|. The main types are improvements to Linux itself
converting it more into a RTOS and the sub-kernel approach to execute a different
RTOS below the Linux kernel and virtualize the Linux system [Bar+07|. These will
be presented in detail in Section 3.2.

2.3.4. Multi-Processor Aspects

Since multi-processor systems offer high compute-performance and are energy efficient,
they are utilized since long ago for real-time systems that need more compute
performance [HH89| and are of growing importance in recent times [SMZ11].

The common Symmetric Multi-Processing (SMP) concept can be applied to RTOSs,
but their complexity increases. The scheduling problem already being hard on single-
processor systems is fundamentally more complex on multiple processors [Liu00,
Chap. 9; ACDO06]. The scheduler and load-balancer have to decide additionally,
on which processor the tasks should be executed. If the system has caches and a
NUMA characteristic, those should be included in the decision process |Gua+09].
Similar to the other designs, most SMP RTOSs support partitioning to include Bound
Multi-Processing (BMP) properties. Therefore, a wide variety of OS concepts is
applied to real-time systems [VT10].

RTOS

GPOS

[ [
Hypervisor or HAL
1 1 1 1
CPU, CPU,4 CPU, CPU;

Figure 2.16.: Real-time Asymmetric Multi-Processing (AMP) system based on a
hypervisor.

A straight-forward approach to integrate the functionality of multiple embedded
systems into a new multi-processor system is to use an hypervisor to integrate multiple
OS instances (Fig. 2.16 and Section 2.2.2). This layout is called Asymmetric Multi-
Processing (AMP). The instances can be single-processor OSs tied each to their own
CPU like the tasks in a BMP system. Further, a mixture of different systems or real-
time with non-real-time OSs can be realized. The guest-OSs need either to cooperate
with the partitioning approach (e.g. by using the Hardware Abstraction Layer (HAL)
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interfaces instead of direct hardware access, i.e. para-virtualization) or must be
executed in a virtual machine that imitates a private system. The communication
between the instances can be realized by a virtual interconnect provided by the
Hypervisor. The advantage of this principle is the possible maintenance of evaluated
systems on consolidated hardware. But this principle does not exploit the gains
of multi-processor systems. In addition, the Hypervisor or HAL layer introduces
additional overhead and it influences the real-time capabilities of its guests, that can
not be better than their foundation.

GPOS

R

[ [
CPU, CPU; CPU, CPUs;

Figure 2.17.: Operating system based on a sub-kernel.

The sub-kernel approach (Fig. 2.17) is very similar, except that the hypervisor
is simultaneously a complete RTOS that directly executes the hard real-time tasks
and executes a virtualized GPOS as its lowest prioritized (idle) task. It can easily be
extended for multiple CPUs by combining it with partitioning to reserve processors
for certain tasks and others for the GPOS.

The above methods are common on homogeneous systems with equal processors. In
embedded systems and as extension for commodity systems, heterogeneous processors
are also employed [Sch13]. If the processors have different performance, capabilities or
even different architectures (i.e. instruction sets), an Asymmetric Multi-Processing
(AMP) structure is more suitable. These systems execute the OS on a subset of
the available CPUs, generally the more capable ones [Moy13d|. The other CPUs
are assigned tasks in a master/worker concept. Usually, the less capable or more
specialized processors execute special code without OS system support (bare-metal)
[Lall3|. Distributed systems or clusters are multiple systems that do not have access
to the main memory of the others. Instead, they communicate with message-passing
over an interconnect. This type of system is also used for real-time applications
[BWO1; Kop97| with their own challenges.

An important factor for the extension of existing real-time systems to multiple
processors is the scalability of the implemented algorithms [BCA08; Vad+09]. The
extension to few processors is well known from GPOSs, but the more CPUs are
involved, the more complex algorithms must be implemented to avoid unequal chances
and bad scaling. McKenney presents challenges that a growing number of processors
pose to OSs with a special focus to Linux-rt [McKO07]|.
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Synchronization

The synchronization in real-time systems may use similar means as in other OSs, but
special challenges have to be considered apart from fairness and general throughput.
If a task holds a Mutex and is then interrupted by a higher prioritized task, that task
may wait on that same Mutex forever. This effect is called priority inversion because
a task is waiting for another with a lower priority [SRLI0|. Common solutions
are priority ceiling and priority inheritance. These strategies increase temporarily
the effective priority of a task holding a lock to the maximum priority or that of
the waiting task, respectively. It is depending on the features of a RTOS, which
synchronization objects (e.g. Mutex, Semaphore) support these strategies.

If a lower latency is required than the synchronization objects provided by the
OS, user-mode solutions like spinlocks can be used. They wait busily on a shared
variable by frequently polling that object using atomic operations. This has the
advantage of a very fast reaction time and low overhead but since they do not block
the waiting task, it should only be used for short periods of time. Further, there is
no solution for the priority inversion problem and the wasted processor cycles could
be used more productively by other tasks [SG94, Chap. 6.4.2].

Instead of locking, special algorithms can be used that do not need locking. These
lock-free algorithms are efficient and can be used for message-passing protocols or
shared resources. Since some of these algorithms include retry loops in case of a
collision, the property wait-free was defined to always terminate in a constant time
[Her93].

If tasks do not share resources, critical sections are avoided. Communication via
Message-Passing is inherently synchronizing because a message is sent after the data
is available and a task waiting to receive will only proceed after the data has arrived.
This is also more secure, because distinct processes without shared memory can not
corrupt others. However, a message not sent will also violate the timing and received
messages must be checked for integrity [Vajll, Sect. 5.4.8|.

Synchronization is very important in concurrent real-time systems. It has a direct
effect on the performance and correctness of the system. Errors (both in the OS
implementation as well as in the usage by the application) are hard to detect since
races may occur only seldom. The timing of synchronizing tasks is very difficult and
may even introduce timing anomalies. This behavior can be observed in out-of-order
architectures due to dynamic reservation of functional units within the processor.
Besides cache misses, these timing anomalies can result in execution time jitter [L.S99;
Rei+06].

2.3.5. Performance of Real-Time Systems

A real-time system can comply to the specific requirements or not. Therefore, real-
time research generally prefers the formal verification over benchmarks emitting a
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performance measure. But some concepts and OS implementations are too complex
and to prove soft real-time systems or to show improvements to OSs, real-time
benchmarks are used. Further, the behavior of some hardware architectures is very
difficult to predict, partly because of its complexity, but also because of missing
documentation about implementation details. Real-time benchmarks are used to
quickly compare OS modifications, configurations settings, or different hardware.
Further, for soft real-time and very complex systems, it is more cost-effective to
measure the performance.

Verification

Formal verification |[Els+72| uses mathematical and algorithmic methods to prove if
a program adheres to a specified model. Besides the functional correctness, real-time
systems require the analysis of their timing. This must include the levels basic blocks,
tasks and schedulability [CP01]. Basic blocks are linear parts of code that have single
entry and exit points and do not contain any loops or branches. They always execute
the same instructions in the same sequence. Their WCET depends on the hardware
and, on multi-processor systems, the contention of shared resources. Tasks are build
from basic blocks that are connected by loops and branches to a Control Flow Graph
(CFG). The timing depends on the number of loop iterations and the probability of
branches. Finally, the Schedulability analyzes if all tasks can be executed with the
selected scheduling algorithms (e. g. preemptive priority scheduling) under inclusion
of blocked shared resources.

Execution Time of Tasks

For soft real-time applications, the average and variance of the execution time may
suffice, but for hard real-time systems, the Worst-Case Execution Time (WCET)
must be regarded [PB00]|. In some settings, the Best-Case Execution Time (BCET)
is also used. Generally, the WCET can be estimated by formal methods or measured.
In hard real-time systems where a formal verification is required, the WCET must
also be derived by formal methods.

Processors for embedded hard real-time systems (Programmable Logic Controller,
PLC) often use a RISC architecture that is optimized for constant execution time
instead of average throughput. For example, the Atmel?® AVR series of Micro-
Controllers [Kiih98|] executes most instructions in one cycle and the documentation
gives an exact cycle count for every instruction [AVR10]. This allows to determine
exactly the execution time of a linear (non-branched) code by counting instructions
and identifying the number of loop iterations. Varying code paths can be evaluated
with established methods.

200nline: http://www.atmel.com (visited November 12, 2015)
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In contrast, modern processors for commodity systems are optimized for the
average throughput posing challenges for a predictable execution time [PCO7|. The
execution time of a task or function varies the more, the more complex an architecture
is [Pet02]. For architectures applied in this type of systems (e.g. x86 and ARM),
the estimation becomes thusly very diffuse. The span between quickly increasing
processor speed and memory throughput widens [WM95|. To mitigate memory
transfers slowing down the instruction throughput, optimizations like multiple levels
of caches, long execution pipelines, ILP (super-scalar out-of-order execution; branch-
prediction), vector instructions, multi-core processors, and more were introduced
[HP07, Chap. 2]. Therefore, the history of the pipeline filling and branch predictors,
the use of private and shared caches and the contention of shared resources and 1/0
[SBF05] all contribute to the jitter of a basic block. The dependencies are hardly
documented and difficult to measure [And+97; Fogl3a]. Therefore, the derivation is
very complex as it must consider the most pessimistic blocking, cache misses and
contentions [Pao-+13]. But this would yield an overly pessimistic value that would
allow only few tasks per processor resulting in a massive under-utilization. Therefore,
the aim is a tight estimation of the WCET. A realistic result can be obtained by an
estimation on the base of a cycle-accurate processor simulator [YLO06| (e.g. PTLSim
[YouO7], MPTLsim [Zen+09]) or by measuring the execution time under load on
the real system. Since so many factors are unknown in this setting, they must be
accounted for by a security margin.

Benchmarks

Benchmarking real-time applications, OSs, and hardware is difficult, and easily results
in misdirections [DMO04]. To obtain the WCET experimentally, the worst-case must
be observed. The probability to provoke events causing the worst-case (or a delay
close to it) increases if the test system is loaded with more work than realistically
present in the final system |Fogl3b, Sect. 16.2|. It is advisable to warm up the
tested routine by executing some iterations before recording a statistic. This avoids
including cache effects that will not be present in the running application. To create
a more than realistic load, the following measures can be taken [Fogl3b, Sect. 16.2]:
e Executing the whole application with all dynamic link libraries.
e If using the network or a server, loading them too.
e For files and databases, using large data-sets.
e [f the application will be installed on various systems, testing on slow hardware
with insufficient RAM and with many background processes.
e Using different brands of CPUs, different graphics cards and other relevant
peripheral devices.
e Running multiple instances and, if testing on a multi-processor system (or
SMT), binding them to the same physical core or socket.
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Gaps (CPU cycles)

Log mode Minimum Average Maximum
Only statistics 72 93.50 2303304
Histogram 96  178.08 236488

Table 2.6.: Hourglass overhead.

e If using shared memory for communication and synchronization, testing sce-
narios with all on the same CPU, all on the same NUMA node, and all on
different NUMA nodes.

e Provoking swapping by allocating more memory than physically available.

e Further types of load are: CPU bound, memory transfer, /O, OS services, and
errors or exceptions.

A universal load often used is to build the Linux kernel during the benchmark.
This is not comparable to other systems, but can be used to rate single changes to a
system.

In the following, some benchmarks are presented that are used in the literature
[Hal+00; Dan12]. The Realfeel benchmark is a comprehensive suite of functions
that tries to rate the quality of a real-time system [Web02]. Abeni et al. evaluate
the real-time performance of the now outdated Linux 2.4 kernel [Abe+02]. But
the paper contains guidance on loading the system during real-time benchmarks.
Gongalves and Melo present rules and best practices for testing real-time applications
with Linux-rt [GMO0S], that also apply to general real-time programming. Rostedt
and Hart present some simple benchmarks [RH07| used for the improvement of the
Real-Time Preemption Patch (RT-Patch) . Williams presents how to analyze the
scheduler [Wil02]. This includes stressing loads and some test programs for specific
details.

Hourglass

An important benchmark used repeatedly in this work is the Hourglass benchmark
[Reg02]. It was introduced to analyze the time slices assigned by the operating-system
to multiple processes. In this work, the concept was used to analyze gaps in the
execution time caused mainly by interrupts.

The example code in Listing 2.1 presents the basic principle. The minimum loop
is short enough to detect a variance in the range of a few CPU cycles of the mean
execution time. To measure more realistic scenarios, it can be extended with a
synthetic workload of variable range, e.g. the writing of a memory buffer or an I/0
access. The size of such a buffer can be selected to fit into the different cache levels
so that working in the L1$ or even cache misses to the main memory can be ensured
similar to the Membench (Sect. 2.1.8).
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int hourglass(uint64_t duration, uint64_t threshold)
{

uint64_t t1, t2, t_end, diff; /% timestamps */

rdtsc (&t1); /% start—time x/

t_end = t1 + duration; /% calculate end—time x/

while (tl1 < t_end) { /x loop wuntil end—time x/
t2 = t1;

rdtsc (&t1);
diff = t1 - t2;
if (diff > threshold) {
store_timestamp(tl, diff);
}
/% Note: Additional task workload may be added here x/

Listing 2.1: Hourglass benchmark routine (simplified).

The function store_timestamp() must be implemented as efficiently as possible
to avoid a measurable impact that would corrupt the results. The most simple
implementation only records the minimum and maximum values (Listing 2.2). More
meaningful is the collection of a histogram to understand the distribution of gaps.
The impact of logging histogram data can be seen in Table 2.6. The statistic recording
results in the average being very close to the minimum, indicating that the outliers
up to the maximum are very rare. The absolute value of the maximum in this test
series depends on the OS scheduling. The histogram results nearly in a doubling of
the average loop execution time. On recent x86 systems, the loop is very short (20 to
100 cycles) when executed in the L1$ and depends on the CPU micro-architecture.
Figure 2.18 displays the distribution of results on the desktop system poodoo (System
specification in Appendix A.1.1) during normal work. The number of events is in
logarithmic scale. The highest bar is more than two orders of magnitude bigger than
any other.

With a threshold well above the mean execution time, only interruptions of the
normal execution are detected and recorded limiting the number of events so that
they can be recorded in a list to plot their length over timestamps. This allows a
more precise evaluation of the distribution and clustering of events and to find the
source of disturbing events. Figures 2.19 and 2.20 illustrate this: With a threshold
of 1000 cycles, the first 1000 gaps are nearly all in the range of 4000 cycles length. A
burst between 0.4 and 0.5 Seconds includes many gaps up to 200000 cycles. The
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uint64_t min=U64_MAX, max=0, sum=0, cnt=0; /x globals x/
uint64_t t_min, t_max; /% timestamps of min/maz events x/

int store_timestamp(uint64_t offset, uint64_t gap)
{
if (gap < min) {

min = gap;
t_min = offset;
¥
if (gap > max) {
max = gap;
t_max = offset;
}
sum += gap;
cnt++; /% avg = sum/cnt x/

Listing 2.2: Minimal implementation of timestamp recording function.

threshold of 10000 hides the large number of short gaps and records more of the
longer ones.

The task switch depends on the OS but its magnitude is also influenced by the
hardware overhead of interrupt handling. For this test series, the original Hourglass
benchmark was used. Two processes are executed on the same CPU and if they
are the only ready tasks, they will run alternately. Both Hourglass routines detect
the gaps in their execution time when an interrupt or the other process executes.
The difference between one task interrupting and the other continuing is the task
switch latency. The minimum task switch time on the test system poodoo with
Linux 3.11 was measured at 5600 cycles (2.11 pus). The minimum time for an empty
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Figure 2.18.: Hourglass histogram.
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Figure 2.20.: Scatter plot (threshold 10 000).

interrupt handler on the Core 2 is 970 cycles (Table 2.5) and the majority of detected
interrupts on a real system was detected at approx. 4000 cycles. From this follows,
that the task switch causes slightly more overhead than the typical timer interrupt.
The median of approx. 1000 recorded task switches in 10 Seconds was 7800 cycles
and 95 % were below 13000 cycles (5 us). The maximum was 200 000 cycles, but
all values above the 95 % quantile can be biased by long interrupts and other tasks
executing in between.
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This Chapter presents related work with the same motivation, similar goals, or
likewise approaches and highlights where these publications helped to advance this
project and how it distinguishes itself from others. The field of research includes
High Performance Computing (HPC) and real-time research that are combined to
improve multi-processor real-time systems. Further, supervised student’s theses are
presented that had an influence on this work.

3.1. Fundamental Real-Time Research

Before approximately the year 2000, multi-processor systems were mostly reserved to
HPC applications in compute centers of science and research facilities. Apart from
some special applications requiring real-time as well as high compute performance that
were implemented on special multi-processor systems, specifically designed Systems-
on-a-Chip (SoCs) and elaborated software, the concept of multiple operating system
(OS) instances and real-time-capable scheduling was invented for single-processor
systems.

3.1.1. Isolation or Partitioning on Single-Processor Systems

Lipari et al. use the term isolation in the context of a single-processor scheduling
algorithm to emphasize the protection of an application from other, misbehaving
applications [LCB00|. However, they do not present an implementation nor do they
consider the hardware effects caused by other applications.

Bollella and Jeffay present a way to execute multiple OS instances on a single
processor system with real-time constraints [BJ95] (Asymmetric Multi-Processing,
AMP). They use virtualization to use existing General-Purpose Operating Systems
(GPOSs) and Real-Time Operating Systems (RTOSs) without the need to modify
them. The RTOS is granted time slice reservations, i.e. temporal partitioning or
Time-Division Multiple Access (TDMA).

Kuo et al. present an open environment for parallel and distributed real-time
systems [KLWO00|. This appears to be a special RTOS, that uses time slices for
applications and each application schedules its own tasks. Time-based resource
reservations solve the real-time composability problem, but waste computing resources
in the same way as the spacial partitioning presented here. Another approach of
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temporal resource partitioning on single-processor systems by Mok et al. aims to
simplify the global verification by creating partitions that can be evaluated separately
[MFCO1]. A similar project is also presented by Deng et al. with a virtual processor
isolating the hard real-time application from other applications [Den+99].

The text book of Buttazzo promotes a more scientific approach to the implemen-
tation of real-time systems [But05]. The author presents categorized scheduling
algorithms for single-processor systems and introduces to the practical problems of
synchronizing access to shared resources and available OSs. Regehr and Stankovic
observe the problem of predictable execution on loaded single-processor systems and
look out to upcoming multi-processor systems where a separation becomes feasible

[RSO1].

3.1.2. Foundations of Real-Time Computing on
Multi-Processor Systems

First systems with multiple processors were connected single-processor systems
without a common memory space. These distributed systems were either special
embedded systems (e.g. sensor networks) [Kop97| or HPC clusters used for soft
real-time (e.g. streaming).

With the advent of multi-processors for Personal Computer (PC) type systems
(Simultaneous Multi-Threading (SMT), e.g. Intel HyperThreading [Cha02| in 2002;
multi-core processors such as the Intel Pentium D! in 2005), parallel computing
became main-stream (since the Intel Core i7 in 2008, all x86 processors — except the
smallest scale Atom series — have at least two physical cores) and Micro-Controller ven-
dors began to promote multi-core processors for embedded systems (e. g. ARM-based
by FreeScale?, Texas Instruments®, etc. around 2007). The following publications
present a first overview of real-time approaches on multi-processor systems. These
works use neither Linux nor the x86 architecture.

The Spring kernel is claimed to be a new paradigm for RTOSs [SR89]. This and the
Hawk kernel [HH89| are two early examples of RTOSs for embedded multi-processor
systems. They are intended for Guidance and Control systems and Command and
Control applications with hard real-time requirements. These applications have a
lower frequency than digital controllers (Programmable Logic Controllers) but higher
compute demand. The special processors and OSs are of lower relevance today, but
their concepts are still applied.

!Online: http://www.intel.de/content/www/de/de/processors/pentium/pentium-d-
processor-brief.html (visited November 12, 2015)

2e.g. http://media.freescale.com/investor-relations/press-release-
archive/2007/16-10-2007-d.aspx (visited November 12, 2015)

3e.g. http://newscenter.ti.com/index.php?s=32851&item=123723 (visited
November 12, 2015)
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Sindhwani et al. present RTOS acceleration techniques for embedded systems
with multi-core processors [Sin+04|. They include some interesting ideas, e.g. a
co-processor for interrupt-handling (which is related to this work) and a Hardware-
RTOS. The paper was presented at the Real-Time Linux Workshop 2004 in Singapore,
but is not covering Linux in particular. They target special Micro-Controllers (uCs)
and soft-core processors implemented in an Field-Programmable Gate Array (FPGA)
missing the opportunity of today’s systems with eight an more x86 processors.
Scheler et al. present their OS extension for real-time interrupt handling using an
heterogenous co-processor [Sch+09]. The architecture is a Tri-Core nC, but the
partitioning approach is similar. Dubrulle and Ohayon present a special micro-kernel
for embedded real-time systems that can provide different demands such as hard
real-time and streaming [DO13]. Although this project supports both hard real-time
and compute-intensive applications, it is not as versatile as a Linux system.

The advantage of non-x86 architectures like many pnCs and Scalable Processor
Architecture (SPARC) [Lic+08] is their execution with a predictable timing. This is
further examined by the MERASA [Ung+10] and parMERASA [Ung-+13] projects
that emphasize the need for powerful multi-processor systems providing hard real-
time capabilities. A new architecture of small and simple cores, a cache-less memory
hierarchy and a static switched network on chip is promoted [MMU11]| to improve
the Worst-Case Execution Time (WCET) estimation in multi-processor systems with
caches [MU12].

There are some multi-processor capable RTOSs, for example RTEMS?*, the Real-
Time Executive for Multiprocessor Systems. This open source licensed project provides
some POSIX interfaces and BSD sockets but can not be used for existing Linux
applications to extend them with hard real-time tasks.

3.1.3. Scheduling Theory

Goossens and Richard present an overview of real-time scheduling problems and
algorithms [GRO5|, both for single and multi-processor systems. Anderson et al.
provide basics on real-time scheduling theory on multi-processor platforms [ACDOG].
Carpenter et al. present an extended overview of scheduling algorithms for hard
real-time tasks on multi-processor systems. The scheduling problem for multiple
processors is still hard to solve efficiently. The describe two approaches as tradition:
Partitioning and global scheduling. In global scheduling, all task are organized in
a single queue and a global scheduler distributes them to the Central Processing
Units (CPUs). With partitioning, the tasks are assigned to a fixed CPU. The authors
further present a hybrid approach where jobs are assigned fixed, but tasks are allowed
to migrate [Car+04].

4Online: http://www.rtems.org (visited November 12, 2015)
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The formal verification and some scheduling algorithms require an estimation of
the execution time. The challenge of a tight estimation in the presence of concurrent
resource users is thoroughly analyzed considering interrupts [Abe01; BLA11] and
device drivers [Lew+07]. They all conclude, that the prediction is very complex and
that it can hardly be handled without deep modifications to the OSs.

Abeni and Buttazzo debate how to integrate soft real-time and compute-intensive
workloads into hard real-time scheduling algorithms like Earliest Deadline First (EDF')
[ABO98|. This indicates a need for the combination of those applications on multi-
processor systems. Starke and Oliveira analyze a heterogeneous scheduling approach
that is part preemptive and part non-preemptive [SO12|. They use a partitioned
system to avoid migration overhead. This encourages a spacial partitioning given
that enough processors are available.

3.2. Real-Time with a Linux Kernel

This Section gives an overview of the different approaches to build real-time systems
with Linux. The amount of publications concerning soft and hard real-time improve-
ments for Linux indicates its wide application in those systems and a strong interest to
be used for even more applications [Fin01; WL04; Duv09]. Scordino and Lipari group
those approaches into Interrupt Abstraction and Kernel Preemption and Real-Time
Improvements |SLO6|. Here, modifications to the Linux kernel are presented first.
They intend to improve the preemptibility and reduce the worst-case reaction time
(latency). Some separate efforts led to the Real-Time Preemption Patch (RT-Patch),
a joint project that collects and improves Linux kernel modifications. Further, a
variety of approaches to execute Linux under the supervision of or concurrently to a
RTOS micro-kernel are presented. The underlying sub-kernel or abstraction layer
has a prioritized access to the interrupts and executes the Linux system only when
the timing allows it. On single-processor systems, both OS instances are executed
with different priority while on multi-processor systems, a spacial partitioning can
be applied.

Predecessors of the RT-Patch.

The Linux kernel was first published in 1991 and quickly gained developers and
users. In the late 90s, Linux was mature for a wide range of applications and
could be installed on many different compute architectures. Naturally, it also
attracted developers of real-time systems. However, the standard Kernel was not well
suited for predictable execution, but since the source code is available and the open
source license allows modifications, several approaches were started. Among them
is “KURT” (Kansas University Real-Time), a collection of modifications to provide
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higher resolution timing and a priority based scheduler [Sri+98|. The authors describe
their system as firm real-time, a slightly weaker definition than hard real-time.

Goel et al. have presented Time-Sensitive Linux [Goe+02], a modification of Linux
for soft real-time applications and multimedia [Kra+09]. Other independent Linux
modifications are a Linux kernel patch to improve predictability and reduce latency
[Yan-+05], a scheduler extension supporting reservations and deadline scheduling
[KRI10], and another scheduler replacement supporting partitioning and reservations
[Sou+11].

3.2.1. The Real-Time Preemption Patch

A more systematic approach to increase the predictability of the Linux kernel were the
Low Latency Patch of Andrew Morton and MontaVista’s Preemptible Kernel Patch
by Robert Love [SL06|. They analyzed the code for long regions of uninterruptible
execution due to deactivated interrupts or holding locks and modified those sections
either with voluntary interruption points or by using smaller grained locks and
preemptible spin-locks. Today, many of the fundamental modifications are integrated
in the mainline Kernel [McKO05b]. Since real-time support generally comes at the cost
of a lower general throughput, the grade of preemptibility can be configured. The
remaining modifications not yet included in the mainline Kernel were collected by
the PREEMPT_RT project® where many well-reputed kernel developers collaborate
to improve the real-time capability provided by the Real-Time Preemption Patch
(RT-Patch) and to include the modifications into the mainline Kernel [DW05] [Cor10].

The major modifications target the predictability by lowering the worst-case latency
and added infrastructure required by real-time applications. To protect global data
structures from concurrent access, the earlier Kernel deactivated interrupts on single-
processor systems and used a global lock (“Big Kernel Lock”) to synchronize multiple
processors. When a higher prioritized task was due while a lower one executed such
a critical region, the other had to wait until the blocking one left that region and
removed the global lock. The duration of such blocking situations is obviously not
predictable and scales badly with the number of processors. Therefore, blocked
sections were made interruptible to decrease the maximum time other tasks are
blocked [McK05al. Since an interrupt handler blocks the handling of new interrupts,
the interrupt system was split into minimal interrupt handlers and deferred work
queues that process the pending requests when appropriate [GDAO8|. Further,
synchronization objects such as spinlock, Mutex and Semaphore were extended with
priority-awareness to better support real-time applications and to avoid priority
inversion [RHO7|. The infrastructure is further supported by high-resolution timers
[GNO06] to exploit the hardware capabilities of modern systems providing a resolution
of Microseconds and below. An important part is the enabling of Read-Copy-Update

®Online: https://rt.wiki.kernel.org (visited November 12, 2015)
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(RCU) (Section 2.2.5 on page 51) for the fully preemptible kernel. It was discussed
a long time, if and how RCU’s determination of grace periods can be made aware
of preemption [MS05], but it was finally solved [McK+06] and further optimized
[McKO09] also for real-time systems.

Scheduling

After several attempts to add new scheduling algorithms to the Linux kernel,
LITMUSRT is a test bed to empirically evaluate new multi-processor scheduling
algorithms in a Linux system [Cal-+06]. It is used in several publications to prove
the models of their scheduling theory. In a practical evaluation, LITMUSE! was
compared to the RT-Patch and its overhead was rated acceptably low, but it inherits
the sensibility of Linux for Input/Output (I/O) load [CB13].

Kato and Yamasaki present a Linux kernel module to exchange the scheduler with
their own implementation [KY08|. The motivation for a kernel module is that this
requires the least modifications to the kernel source code and thus, an easy porting
to various versions.

Recently, a deadline scheduling class was integrated into the mainline Linux 3.14
kernel [Corl4al. However, all scheduling work is still bound by the task switching
overhead, especially in multi-processor systems where load-balancing additionally
causes cache misses and thus, a larger jitter. The use-cases where a jitter in the
Microsecond range is required as targeted by this work, can not switch tasks, at least
on the CPU where such a high-frequency task is executed.

Tickless Kernel

In time-sensitive as well as in HPC applications, the frequent timer interrupt was
identified repeatedly as unwanted overhead because of its compute time missing to
the application and due to cache-effects further reducing the cycles spent productively.
The Linux configuration allows to select the frequency of the timer interrupt between
100 and 1000 Hz to adapt the OS to specific work-loads. This work was extended by
the Dynticks modification initially developed as part of the RT-Patch [Cor07]. It
reprograms the timer interrupt depending on the situation and can rigorously reduce
the number of such interrupts in the best case.

The kernel configuration option CONFIG_NO_HZ turns off the timer interrupt whenever
a CPU is idle. This allows a deeper sleeping mode without frequent wake-ups, but
increases the latency to reactivate idle/sleeping CPUs. Thus, it is applicable only
to desktop systems and not suited for scheduling real-time systems. This approach
was continued in the NO _HZ development of Linux 3.9 [Corl3a| and extended in
Linux 3.10 [Corl3e|. Currently, a new full tickless mode is implemented, that further
reduces the timer interrupts if only a single task is active on a given CPU. In this
case, no scheduling is required, but one interrupt per Second is still needed for
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time-keeping. There are RCU modifications [Corl12| required to support the full
tickless mode. The constraint of the remaining timer interrupt should be removed in
later kernel versions [Corl3c|, [McK13al.

It is expected by the kernel developers, that HPC and real-time applications
will benefit from these improvements since it is common for those applications, to
dedicate CPUs to single tasks [Corl3e|. Thus, the Linux kernel supports the reduction
of the timer interrupts up to their complete eviction. This is very similar to the
complete isolation of a CPU, but since other interrupts, especially the Inter-Processor
Interrupts (IPIs) are not blocked, this does only improve the average performance but
does not grant hard real-time. However, this approach could be further investigated
as alternative to the kernel modification presented in Chapter 5.

Evaluation

The RT-Patch is still actively developed and its inclusion into the mainline Kernel
is promoted [Edgl13b]. The real-time capability of Linux with RT-Patch (Linux-rt)
was evaluated many times [AEM07; BCB09; GL11] but always experimentally. Since
the Linux kernel is very complex, a formal verification is probably not feasible. The
most thorough practical evaluation is presented by Emde consisting of a large range
of systems tested under heavy load over long times [Emd10]. This coverage does
not replace a formal verification, but demonstrates that Linux-rt is applicable to a
range of demanding real-time applications. However, the Linux kernel can only be
considered for soft real-time systems. In the scope of this project, the RT-Patch can
be applied to the Linux kernel to improve the timing of applications running in the
system partition.

3.2.2. Interrupt Abstraction.

A different approach to increase the real-time suitability of a system running Linux
is to abstract interrupts. In other words, Linux is executed under supervision
of a hypervisor (Section 2.2.2) or another OS (sub-kernel) creating effectively an
Asymmetric Multi-Processing (AMP) system. The RTOS is executed directly on the
hardware and executes Linux as task with the lowest priority. This results in all
hard real-time tasks being preferred to all Linux tasks. The interrupts are caught by
the RTOS and passed through to the GPOS when no time-critical work is pending.
Since the modification of Linux itself remains a complex system with more possible
code-paths than coverable, these approaches allow to use Linux applications together
with hard real-time tasks on the same system.

The first extension of Linux for hard real-time applications was RTLinux® [Yod99].
It was designed to require as little modifications to the Linux kernel as possible.

Snot to confuse with the RT-Patch, that extends the name of the kernel to Linux-rt, but some
authors use “RT-Linux” when speaking about Linux with RT-Patch [GL11].
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Essentially, it replaces the interrupt handlers and the code to disable interrupts
[BY97]. A thin layer below the Linux kernel controls the real-time tasks and executes
Linux as a para-virtualized guest OS when no time-critical work is pending. Devices
are either controlled by the real-time layer if they are used by time-critical tasks
or assigned to Linux drivers [Bar97|. This allows to use a wide range of available
hardware that is supported by Linux and requires only to implement drivers for time-
critical I/O devices. The product was offered by FSMLabs and later acquired by Wind
River” and is discontinued today. The tight control by a patent-holding company was
probably the trigger of several imitations with similar goals but sometimes slightly
different details.

One of these similar approaches is RTAI® that was created in the style of RTLinux.
But instead of a dedicated Hardware Abstraction Layer (HAL) that is integrated in
the Linux kernel, RTAT is implemented as a kernel module that requires only a small
patch [MDPO0] to facilitate its porting to new kernel versions. Real-time tasks are
also implemented as kernel modules that can be loaded or changed at run-time. RTAI
promotes the use of low-cost high-performance hardware (Commercially off-the-Shelf,
COTS) [DMO03a| and allows to implement distributed systems [DMO03b|. It was also
used to improve hard real-time applications on multi-processor systems with an
isolation approach executing a GPOS and RTOS on dedicated CPUs [SBF04]. The
latest version of RTAI was 4.0 published? on December 6, 2013 supporting recent
Linux 3.x kernels.

RTAT was initially based on RTLinux for its HAL but moved to ADEOS as a free
alternative. The Adaptive Domain Environment for Operating Systems [Yag0l1] is a
so-called nano-kernel (i.e. smaller than a micro-kernel) intended as real-time capable
hypervisor for the construction of AMP systems. In the case of Linux, the kernel
is moved from privilege level 0 to 1. This causes instructions with direct hardware
access to trigger CPU exceptions that are handled by ADEOS. Its virtualization
implementation is very specific to the x86 architecture and less depending on Linux.
The motivation is to ease OS development by enabling debugging under control of
the hypervisor and to execute multiple OS instances. With RTAI, all interrupts are
handled with priority in the ADEOS layer and forwarded to the guest OS after hard
real-time tasks were executed.

The project Xenomai'® was started separately from RTAI, merged in 2003 and
separated again in 2005 |Ger04]. Xenomai has its own HAL RTOS kernel called
nucleus. The motivation is to allow an easy migration from RTOS applications
developed for other, commercial RT'OSs and to integrate them with Linux [Ger01].
This is realized with various skins that translate the Application Programming

"Online: http://www.windriver.com (visited November 12, 2015)

80nline: https://www.rtai.org (visited November 12, 2015)

90nline: https://www.rtai.org/?Archive_announcements&id=32 (visited November 12, 2015)
00nline: http://www.xenomai.org (visited November 12, 2015)
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Interface (API) of other systems to Xenomai’s own API. Xenomai is actively developed
with the latest release 2.6.3 on October 5, 2013 supporting up to Linux 3.10.

RTALI aims for the lowest, technically possible, latency while Xenomai also aims
for clean, extensible interfaces. RTAI appears to be more of a research project while
Xenomai is developed and embraced by the industry.

Another project, LLinux [HHWO98| uses the L4 micro-kernel as hypervisor for
a guest Linux system to execute hard real-time applications. The hypervisor uses
para-virtualization. Therefore, Linux is modified to use L4 and L4Env interfaces
instead of direct hardware access. Mehnert et al. compare the approaches of two
separate OS instances with their own address space and a single, real-time-enabled
OS instance [MHHO02|. In both cases, the integrated Linux system allows to re-use
existing software while not taking influence on the timing of the tasks executed in
the sub-kernel.

The real-time capabilities of standard Linux, the RT-Patch and various sub-kernel
solutions are compared practically by many authors. Brown and Martin conclude
that Xenomai provides a better guarantee of timeliness but requires more effort
to implement [BM10]. The sub-kernel approaches are in fact able to provide hard
real-time promises because the timing depends only on the hypervisor or hardware
abstraction layer which is much smaller than Linux and thus, makes a formal
verification feasible. Although, an available verification is not advertised by any of
these projects. Sub-kernels provide a solution for single-processor systems or where
real-time and general-purpose tasks need to share CPUs (e.g. for load-balancing).
The isolated task approach is simpler by requiring less changes to the Linux kernel
and can be used for systems with enough processors or if real-time tasks utilize a
full processor on their own.

Suites Based on Interrupt Abstraction Projects

Several research projects are based on the above approaches. The Hyades project
aims for distributed systems that offer both hard real-time for data acquisition and
intensive computing capabilities with soft real-time [Cha+04|. After evaluating
shielding approaches, RTLinux and RTAI, this project followed the approach to
implement a new RTOS DIC on top of Adeos. The same group developed ARTIS,
a partitioning approach with a new Linux scheduler providing only soft real-time
[MMO1]. That Linux extension creates two partitions for real-time and general-
purpose tasks. In the real-time partition, only preemptible code is allowed to confine
the maximum latency [Mar+04]|. Tasks requiring system calls are automatically
migrated to the general-purpose partiting [Pie+04|. The evaluation of ARTIiS is done
with benchmarks under load [Pie+06| which does not qualify for hard real-time. The
last published version!! is from 2005 based on Linux 2.6.12.

"Online: http://www.1lifl.fr/west/artis/ (visited November 12, 2015)
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Ragot et al. present a Linux extension for high performance and real-time com-
puting [Rag+04]. It is related to ARTIS covering the same field of applications and
listing some examples.

Betti et al. present the Linux kernel modification ASMP-Linuz [Bet+08]. This is an
approach of shielded CPUs [BRO3| to create domains of real-time CPUs and system
CPUs. But this work goes further than the shielded CPUs of Brosky and Rotolo and
also than ARTIS of Marquet et al. [Mar+04|. A simple interface /proc/asmp allows
the configuration. Programming is done with POSIX.4 real-time extensions [Gal95|.
A special feature is the complete suppression of interrupts (including the Local
Advanced Programmable Interrupt Controller (localAPIC) timer) to guarantee hard
real-time. This voids preemptive scheduling (similar to the approach presented in this
work) but keeps cooperative scheduling. The paper includes extensive benchmarks
and evaluation. The current state'? is a patch for Linux 2.6.19.1 from 2008.

Guiggiani et al. presented the Realtime Suite, a collection of Linux tools to create
real-time capable I/O applications based on RTAI [Gui+11|. The suite of software,
tools and documentation is intended to compete with commercial real-time products.
The AMP hypervisor SPUMONE shares the motivation and concepts with RTAI and
Xenomai but is implemented for the SH4a architecture (related to MIPS) that is used
in many embedded systems developed in Japan [Mit+11]. Twin-Linux is another
AMP approach for Linux. It does not aim for real-time, but for the concurrent
execution of multiple Linux instances [Jos+10], thus it belongs to the partitioning
concepts. Instead of a hypervisor, the guest systems are started with different
parameters by the boot manager GRUB which requires no modifications to the
Linux kernel but is limited by assigning all Peripheral Component Interconnect (PCI)
devices to one system and all PCI Express (PCle) devices to the other system.

All these projects recognize the advantage of combining a full-featured Linux
system with hard real-time tasks. Some of them include partitioning, but none uses
a bare-metal execution on isolated processors to reach the lowest possible latency
and jitter.

3.3. Partitioning and Isolation Approaches

The above listed approaches realize real-time computing on multi-processor systems
with a common OS but provide either only soft real-time (in the case of kernel
modifications) or require multiple OS instances. The latter is realized either with
deep changes to the GPOS or with an overly complex system architecture. In
the following is shown, how these systems and new approaches are adapted to the
availability of an increasing number of processors per system. An early mentioning
of isolation originates from High Performance Computing, where partitioning is used

120nline: http://www.sprg.uniroma2.it/asmplinux/ (visited November 12, 2015)
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to improve the performance of CPU, memory, and I/O and to provide a sort of
quality-of-service in heavily loaded systems [VGRIS|.

The first description of isolated tasks on dedicated processors is the shielded
processor concept by Brosky and Rotolo. They base on a multi-processor system and
reserve some of the CPUs for real-time applications. Depending on the requirements,
multiple tasks are scheduled together on a CPUs or, in the most demanding case,
a single task owns its processor. The Linux kernel is modified for the affinity of
tasks, new scheduling algorithms and some other improvements similar to those
provided today by the RT-Patch. They describe the implementation of real-time
applications with memory locking, priority-based scheduling, and interrupt and
system call avoidance but provide less details about their kernel modifications [BRO3].
In comparison to RTLinux and RTAI, the shielded task concept has the advantage
of a simpler overall architecture and allows to re-use Linux drivers and protocols
and to use high-level languages for the implementation of applications [Bro04]. The
concept is still available as part of the commercial RedHawk Linux distribution®?.
These publications are not detailed enough to re-implement them.

In a publication discussing how RCU can be modified for a fully preemptible
kernel required for the RT-Patch, McKenney and Sarma also list some ideas for
partitioning and isolation [MS05|. They consider isolation as a workaround as long
as the RT-Patch is not able to provide hard real-time. In their concept, a migration
approach is presented that groups CPUs into real-time and general-purpose partitions
[MSO05, Sect. 3|. If a real-time task executes a system-call, it should be moved to
a non-real-time processor. This implies executing only (hard) real-time tasks on
dedicated CPUs and avoiding system-calls on these processors. Other conditions
are described that are similar to the isolation approach presented here, but were
not realized because it is only drawn as a concept as long as the RT-Patch does not
provide sufficient predictability. The proposed implementation seems to be a kernel
modification but since the original ambition is a modification of RCU being a part
of the mainline Kernel, it is expected that the isolation approach would be pursued
in a portable way that allows its inclusion in the mainline Kernel.

Checconi et al. describe an extension of the Linux scheduler with reservation proper-
ties. This would not change the user-interface and allows various partitioning schemes
[Che+09] but remains a Linux kernel modification still subject to unpredictable
latencies.

In a conference talk summary, CPU isolation is cited as future goal of the RT-
Patch [Edgll]. It appears not to be seen in relation to real-time applications but
being a topic that the developers of the RT-Patch should be able to realize with
their experience. The state of this project is further explained in a presentation of

130nline: http://real-time.ccur.com/home/products/redhawk-1linux (visited
November 12, 2015)
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McKenney given at various Linux conferences in 2013 and 2014*. The motivation to
remove the timer interrupts is derived from energy conservation and High Performance
Computing and extended to real-time applications that would also benefit from
reduced execution interruption [McK14a|. The presentation introduces the vast
number of modifications that led to the tickless kernel presented above.

A project to execute multiple OS instances on top of a hypervisor is frequently
promoted by Xenomai developer Jan Kiszka. Citing actual use-cases where more
functionality than a RTOS and a harder real-time than a Kernel modification like the
RT-Patch can provide, Virtualization with the existing projects KVM and QEMU
is evaluated to build an AMP system [Kis09]. The hard real-time guest system
uses only a reduced set of resources while the remaining resources remain under
control of the GPOS for soft real-time tasks [Kis13b|. These considerations led to
the development of Jailhouse, a hypervisor explicitly advertized as base for AMP
systems executing GPOS and RTOS instances on dedicated CPUs [Kis13a]. The
project was publicly anounced in November 2013 [Cor13i| and made available as open
source software'®. The system is started and initialized by a normal Linux kernel. In
the running system, the Jailhouse hypervisor is placed below the Kernel by loading
a module. It integrates advantages from Xenomai, RTAI, and earlier discontinued
approaches like RTLinux into a modern, lightweight hypervisor based on newest
Linux kernel technology. Compared to this work, Jailhouse shares the motivation
and goals but uses the different approach of multiple OS instances (AMP).

Partitioning on other operating systems

A precondition of this work is to use Linux as base system. However, similar concepts
of partitioning were realized for other OSs, mainly Microsoft Windows. Since the
source code is not freely available, modifications are not possible. Still, dual-Kernel
approaches (AMP) with hypervisor or HAL solutions [1\4@08] were developed based on
published driver interfaces and CPU properties or with special development contracts.
Most of the following products are or were commercially available. Therefore, their
inventors did not publish every detail about their implementation. Similar to other
real-time systems, the approaches were initially intended for single-processor systems
[TVU98|, but were generally extended for multi-processor systems to allow spacial
partitioning. In this context, the various suppliers often use the classification as hard
real-time in a weaker definition of better than soft or just lower measured latency
|[Obe+99].

The product INtime for Windows'® from tenAsys is a hypervisor approach that
runs the INtime RTOS besides the Windows Kernel. It supports single and multi-
processor systems, the latter through partitioning. Shared Memory and shared

4Online: http://www2.rdrop.com/ paulmck/scalability/ (visited November 12, 2015)
150nline: https://github.com/siemens/jailhouse (visited November 12, 2015)
60nline: http://www.tenasys.com/index.php/overview-ifw (visited November 12, 2015)
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virtual I/Os are available to create distributed applications on the base of the INtime
SDK.

The product Kithara RealTime Suite'” extends Windows with a driver for real-time
tasks supporting single and multi-processor systems. The Kitara RTS kernel runs
inside Windows and real-time tasks are executed in kernel mode. The API supports
interaction with standard Windows programs.

The product RTX Real-Time Platform for Windows'® [RTX12] from InvervalZero
is also a partitioned hypervisor approach where a real-time kernel runs besides
Windows on dedicated CPUs. The RTX architecture [RTX09] is based on a Windows
Driver executing in kernel context. It can share a CPU with Windows or run
on dedicated CPUs. The RTSS Environment shares a single RTOS instance with
preemptive multi-tasking. Applications using RTX are described with a relatively
long cycle time of 2 to 50ms [XX11; LQ12|. In a comparison of RTX and RT-Linux,
RTX is rated better [MC08] but the applied benchmark and the discussion reveal a
weak understanding of real-time principles by the authors.

The product RTPRO-PC' from ETAS realizes a hypervisor approach to run
Windows in parallel to an RTOS on a multi-processor system. The hardware
abstraction is closely tied to selected processors and main boards and only available
for few certified systems. Its use is demonstrated in a rapid prototyping application
[NW12|. Hyperkernel from Imagination Systems® was a similar product for single
processor systems, but it is no longer available.

The modifications of the Linux kernel are not suited for the strong definition of
hard real-time requiring a formal verification of all possible code paths because of
the complexity of the Linux kernel. All presented products for Windows and the
Linux extension Jailhouse are AMP systems with a spacial partitioning. They realize
a fully isolated CPU that executes only hard real-time tasks while the other CPU(s)
execute a GPOS with the full comfort. The realization can either be a hypervisor that
starts multiple guest OS instances or a HAL that is implanted into a running GPOS
taking over some resources for its real-time control. To the best of my knowledge,
the concept to isolate a usual UNIX process from all interruptions to the level of
bare-metal execution was not publicly presented by other authors. The alternate
concept of hot-unplugging a CPU and rebooting it without notification of the OS —
that is outlined in Section 5.4.2 on page 124 but was not implemented — was also
not presented before.

17Online: http://www.kithara.de/de/produkte/realtime-suite (visited November 12, 2015)
180nline: http://www.directinsight.co.uk/products/venturcom/soft-control-
architecture.html (visited November 12, 2015)
90nline: http://www.etas.com/de/products/rtpro_pc.php (visited November 12, 2015)
200nline: http://www.nematron.com/products/legacy/hyperkernel.html (visited
November 12, 2015)
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3.4. Previous publications

The concept of isolated bare-metal tasks was first presented in in a state of an
early prototype with a preliminary practical evaluation [WLB12]. This publication
included a prediction of OS conflicts that led to the analysis presented in Chapter 5.
This concept was also presented as poster [Was+12] in conjunction with a HPC
cooperation. In 2013, the concept was brought to production quality in a confidential
industry cooperation. The result is successfully deployed in automotive Hardware-in-
the-Loop (HiL) simulators.

The experience made with low-level benchmarking and real-time interferences

supported the research on Inter-Process Communication (IPC) for many-core systems
[RW14].

3.5. Supporting Student’s Theses

The following students helped advancing the project and wrote their Bachelor’s or
Master’s theses under my supervision (listed in chronological order).

In a more distant project on many-core systems, Pablo Reble researched syn-
chronization mechanisms that scale well to hundreds of processors [Reb09]. He was
mentored by Jan Kiszka who develops Xenomai and Jailhouse. The experience from
his work together with frequent discussions about his current research founded a basic
experience for the implementation of the application support library for real-time
capable shared memory communication presented in Section 6.1.

Maximilian Marx ported the Real-Time Operating System FreeRTOS to a Linux
process using UNIX signals as timer interrupt [Mar10]. This Bachelor’s thesis paved
the way for the porting of a RTOS to isolated tasks using user-mode interrupts as
shown in Section 6.4.3.

For her Diploma thesis, Lena Oden evaluated the application of the real-time
methods of isolated tasks for High Performance Computing [Odel0]. However, in
the scope of our institute’s possibilities at that time with clusters up to 16 nodes
and Symmetric Multi-Processing (SMP) systems up to 8 processors, it was difficult
to prove positive effects. However, a promising trend for larger systems could be
predicted.

Based on an early prototype of isolated tasks, Raphael Bruns implemented a first
real-world application example [Brul0]. His Diploma thesis describes how to realize
a software-defined protocol using digital 1/0O.

Gerhard Wallraf analyzed the x86 System Management Mode in his Diploma thesis
[Wall0a|. Although the System Management Interrupts are hardly detectable by
system software, he managed to successively cut out all other interruptions until the
influence on hard real-time applications could be evaluated.
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Sebastian Mefingfeld designed a real-time sensor based on the shared memory
Inter-Process Communication for his Bachelor’s thesis [Mefs11].

Josef Raschen thoroughly analyzed the possibilities of hard real-time inter-task
communication as described in Section 6.1 and implemented a portable version
[Ras11]?!. His Diploma thesis describes portable wait- and lock-free algorithms for a
wide variety of communication objects for x86 and Advanced RISC Machines (ARM)
systems.

Robert Uhl analyzed the x86 interrupt handling and how Linux uses it [Uhl11].
His Bachelor’s thesis supported the modification of the Linux source code presented
in Chapter 6 and the analyzing of remaining interrupt effects described in Chapter 7.

Jens Dankert researched the implementation of real-time applications [Dan12].
This Master’s thesis assisted the application support layer (Chapter 6) and provided
experience in related work (Chapter 8).

Stephan Alt implemented a complex real-world application example based on
isolated tasks [Alt13]. This Bachelor’s thesis is a further demonstration of the
applicability and versatility of the concept. It shortly described in Chapter 8.

During the project, the student assistants Christian Spoo and Sonja Kolen helped
in implementing, debugging, system administration, benchmarking and discussing
current topics.

21 This thesis was awarded in the Graduation Challenge 2012 of the German Fachausschuss
Echitzeitsysteme (Technical Committee for Real-Time Systems)
http://www.real-time.de/preise/grad2012.html (visited November 12, 2015)
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Even using a Real-Time Operating System (RTOS), scheduling hard real-time tasks
is subject to difficult to predict task switch and kernel latencies. Instead of installing
a specialized RTOS where the inner structure favors predictability over performance,
a different approach is presented to realize hard real-time applications using only the
General-Purpose Operating System (GPOS) Linux. Having multiple processors in
current systems, a spatial partitioning is selected over temporal partitioning. The
Bound Multi-Processing (BMP) (Section 2.3.4) approach is taken one step further:
A Central Processing Unit (CPU) is reserved only for a real-time task while other
processes and the OS’s internal maintenance are confined to the other CPUs. The
isolated task is executed bare-metal without operating system (OS) support. This
concept can freely be adapted to the application’s requirements of timeliness and
compute power. The extreme case would be a single CPU for the OS and all others
for a single real-time task each.

After servicing an interrupt handler, the Linux kernel checks internal work queues
and kernel threads. This can add an unpredictable overhead to the execution time
of each interrupt handler. Besides the difficult to account frequency of interrupts,
their execution time increases the inaccuracy of the Worst-Case Execution Time
(WCET) which must be estimated with a sufficient safety margin. The same holds
for the task switch and system call because their handling in kernel-mode is managed
accordingly.

This Chapter presents the implementation of bare-metal tasks for x86 systems
running Linux. The concept allows to use an arbitrary Linux distribution (possibly
with Real-Time Preemption Patch) with all updates and all available libraries. This
eases the porting of complex applications with multiple threads that may have high
computing demands as well as hard real-time requirements with latencies below 10 ps.
Starting with an off-the-shelf Linux system, standard tools are used to modify a user-
mode process to run uninterrupted on a dedicated CPU. This Chapter demonstrates,
that the goal of a user-mode process fully controlling its CPU can be reached without
modifications to the Linux kernel. However, the system stability is weakened. This
will be addressed in Chapter 5.
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Figure 4.1.: Concept of a strictly isolated task P5 on a dedicated processor.

4.1. General Concept

Having a multi-processor system running a single OS instance, a standard process
will be isolated on a dedicated CPU to run its code uninterrupted like a bare-metal
single-processor system (Fig. 4.1). To retain full control over that processor, the
isolated task will not be allowed to use services of the operating system because
they may invoke further Kernel functions and their execution time is not predictable.
This allows a formal verification of the hard real-time tasks while the other CPUs
can fully utilize the power and convenience of a GPOS. Generally, the partitioning
of multiple processors supports an arbitrary number of isolated tasks provided that
at least one CPU remains available for the operating system and its services.

The operating system is restricted to a smaller number of CPUs than before,
similar to the CPU Hot-plugging feature where some CPUs can be switched off.
Except from the reduced number of available CPUs, everything is executed as usual.
The normal processes are load-balanced between the existing processors and may
use the operating system’s support for soft real-time scheduling.

The isolated process runs bare-metal on its processor, which means it is not under
the control of the operating-system (Fig. 4.1). Its timing can be verified like on a
single-processor system. However, the interdiction of using operating system services
like Inter-Process Communication (IPC) and device drivers locks in the isolated
task which reduces its applicability for useful workloads. This restriction can be
bypassed by using shared memory communication and direct hardware access as
covered extensively in Chapter 6. Here, the uninterrupted operation is analyzed
in practice using the Hourglass benchmark (Section 2.3.5) with small synthetic
workloads. This serves as first validation and to identify remaining interruptions.
The final verification is formally based on the processor documentation.

Brandenburg et al. examine the influence of interrupts onto the execution time.
They identify three choices to limit interrupt-related delays: Splitting the handlers
into short interrupt handlers and defering the bottom halves into work queues, using
only polling to avoid Device Interrupts (DIs) but not the others, and masking all
interrupts during real-time task execution. Their conclusion is that interrupts can not
be avoided completely and therefore must be included in the schedulability analysis

88



4.2. Setup and Partitioning

[BLAO09|. This isolation concept promotes a different solution by using time-triggered
bare-metal tasks on dedicated CPUs and handling interrupts on the other CPUs or
a multi-processor system.

Synchronous control transfers can be voluntary (e.g. jumps) or involuntary
(e.g. exceptions) because they are detected while executing an instruction. Other
interrupts are asynchronously triggered by devices (Device Interrupts: Interrupt
Requests, IRQs and Timer Interrupts), other CPUs (Inter-Processor Interrupts, IPI),
or the firmware (Platform Interrupts). Synchronous events are in the responsibility
of the programmer and can be confined. The duration of a branch or function call is
static except for the variation caused by caches and shared resources. The time for
executing a called function can be analyzed for known functions. Unknown functions
must be replaced with analyzable code. System calls and software interrupts must
be avoided during time-sensitive tasks because those are functions of the OS that
can not be analyzed with all side-effects. The goal is to deactivate asynchronous
interrupts whose length and frequency is out of the user’s control. The use of full
1solation employs a time-triggered, uninterrupted execution model which is easier to
manage and analyze.

In the remainder of this Chapter, the successive steps are described to set up
a completely isolated process for the x86 architecture running a standard Linux
OS. Initially, the configuration of the hardware (Firmware setup) and operating
system is optimized for real-time applications. These methods are reasonable for
every real-time system. Further follows the partitioning of the CPUs into a system
share and dedicated CPUs for isolation. All Device Interrupts must be routed to the
system partition. The tasks that will be isolated are moved to their CPU and must be
configured and initialized to avoid page faults and other synchronous interrupts and
exceptions. Finally, the full isolation is reached by blocking all remaining interrupts
(mainly Timer and Inter-Processor Interrupts) and adhering to the coding standard
of not using system calls.

4.2. Setup and Partitioning

After being powered up, a single CPU (the Bootstrap Processor, BSP) starts executing
the firmware initialization code from a read-only memory. This program is called
BIOS (Basic Input/Output System) or UEFI (Unified Extended Firmware Interface).
The hardware initialization starts a boot manager that selects and loads an OS from
mass storage and hands over control to the boot code of the OS. In multi-processor
systems, this is all executed with only a single CPU active. It is the OS that starts
and initializes the other processors (called Application Processors, APs).

Many features of the CPU, the memory, and the connected devices can be configured
in the firmware setup program. These settings may change how the OS sees the
hardware. This way, behavior can be affected that can not be changed by other

89



4. Isolation of Bare-metal Tasks

means. Other adjustments can be given to the OS by the boot manager or later
be modified in the running system. The partitioning of processes and hardware
interrupts intervenes with the OS’s data structures. Linux provides standardized
functions for these essential methods, which are also available on most other OSs.
The settings and methods presented in this Section are also advisable for all other
real-time systems.

4.2.1. Hardware Configuration

The firmware can be configured by entering a setup program shortly after powering
on a system (often by pressing the keys DEL or F1 at the appropriate time). All
following methods improve the general predictability of the execution time of code.
This setup is the same as for RT'OSs on the x86 architecture [Zha+05] (e.g. RTX
[RTX09]|, Xenomail).

Simultaneous Multi-Threading (SMT)

This feature splits a physical CPU into multiple logical processors (Sect. 2.1.9) that
share some resources like First Level Cache (L1$) and Instruction Decoder. This
feature is called Hyper-Threading for Intel processors and Cores of a Compute Unit
on AMD processors. Hardware threads sharing resources impact each other if one of
the shared units is a bottleneck for both. It is expected, that the impact on hard
real-time tasks spoils the predictability up to the point where hard real-time can not
be guaranteed.

If the system supports Simultaneous Multi-Threading (SMT) it should be deacti-
vated in the firmware configuration. Alternatively, the Linux kernel can be instructed
to boot only the number of physical CPUs via the boot parameter maxcpus=N. It
will select only distinct physical CPUs in this case.

Virtualization Support

Since 2006, both Intel (VT-d) and AMD (AMD-V) processors provide hardware-
based support for virtualization, the Virtual Machine Extensions (VMX) [Intell3c;
AMDI12b]. Further, memory and Input/Output (I/O) virtualization may be sup-
ported by the chip set (e.g. IOMMU, I/O Memory Management Unit). The
technology is based on an additional layer of indirection for memory and 1/0 ad-
dresses. Current Linux versions activate these features even for non-virtualized
systems. The support should be deactivated in the firmware configuration to reduce
the I/0 latency.

!Online: http://xenomai.org/2014/06/configuring-for-x86-based-dual-kernels/
(visited November 12, 2015)
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Energy Saving and Sleep Modes

Recent processors can change their frequency in a wide range to reduce power and
heat (Intel Speedstep [Intell3c, Chap. 14|, AMD Performance Control [AMD12b,
Chap. 17]). The decision about when to reduce the frequency or how to balance
performance and power consumption can either be delegated to the firmware (e.g.
BIOS) or be controlled by the OS. For real-time systems, it is crucial to keep the
control in the OS because the transition of operating modes induces extra latency
and the instructions per time depend on the CPU speed.

Some settings in this regard can be configured in the firmware while others are
accessible in the running system. The firmware configuration generally supports a
setting to maximum performance that should be selected for real-time systems. If
the Linux system is configured with power management, the governor? should be
set to “performance” to force the OS to keep all CPUs at the maximum frequency
[Emd11]. Additionally, driving processors to their maximum performance has the
advantage to keep them at their maximum frequency avoiding the latency to power
them up when needed.

System-Management Interrupt

Being a Platform Interrupt (PI), the firmware initializes this interrupt and provides
the handler. The x86 architecture includes the System Management Mode (SMM)
mechanism to hide the code from users by making the memory region unaccessible.
When a System Management Interrupt (SMI) is triggered, all CPUs suspend their
work while one of them handles the interrupt.

The SMI may be used for various tasks, e.g. power-management, thermal care,
OS interaction, and emulation of legacy hardware. It depends on the firmware and
its settings, which functions are implemented with SMIs. Some systems, especially
laptops, have time-triggered SMIs that occur with a period between 2 Hz and every
15 Seconds [WallOa]. Other triggers for SMIs are the system temperature (in case
the OS misses to activate a fan), the failure of a fan, user interaction such as display
brightness on laptops or case intrusion detection on servers. The x86 architecture
promises to be backwards compatible, thus still running 1980’s DOS. To support
such OSs where only USB keyboards are present, the firmware uses SMIs to provide
a USB driver and to translate input events to a PS/2 compatible interface.

The time of SMI handling is very long. This is due to the complex mode switch
including the synchronization of all CPUs and the access to the hidden SMM memory
region that is switched in the chip set. Analyzes have revealed SMIs with times
usually above 100000 CPU cycles (50 us) and up to 250 ms [WallOa|. This would
spoil every hard real-time application.

2/sys/devices/system/cpu/cpul/cpufreq/scaling_governor and respectably for other CPUs.
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Only few settings with regard to SMIs can be changed in the firmware configuration.
Often, the legacy USB keyboard support can be deactivated. This may result in the
boot manager no longer being able to use the keyboard. Once the system is booted,
the OS’s USB drivers take care. There is a configuration register in Intel chip sets to
deactivate the SMI, but this register can be locked by the firmware after booting
to irrevocably disable its modification. The detection of SMIs can only be done by
excluding all other interruptions, e.g. by fully isolating a CPU and watching for
remaining gaps in the execution of a short hourglass loop (Section 2.3.5) [Wall0a].
If a given system shows frequent time-triggered SMIs, it is not suited for real-time
applications [Zha+05].

4.2.2. Linux Settings

The Linux kernel can be configured in various ways, most notably by build-time
configuration, boot parameters, and run-time settings. The build-time configuration
allows to omit features that will not impose any overhead in the running system.
But changing those setting requires recompiling the Kernel. Boot parameters allow
configuring deeply invasive settings by rebooting. A large number of run-time settings
finally can be accessed via the /sys and /proc virtual file-system hierarchies. Those
are usually limited to the administrator’s access and allow the fine-tuning of the
system’s behavior. Some of the settings presented below can be modified by various
methods.

NMI Watchdog

A watchdog timer [Wil06, Sect. 15.17| frequently checks the correct operation and
may warn the user or restart the system. Linux provides an Softlockup Detector?
that watches over all CPUs for blockings. It issues a Non-Maskable Inter-Processor
Interrupt (NM-IPI) to unblock or at least notify the user.

As the projected isolation of a process on a CPU will preclude the OS and its
interrupts from executing on that CPU, a watchdog timer would interfere and should
be deactivated. This can either be configured at build-time or run-time. The latter is
done by writing the value 0 into the file /proc/sys/kernel/nmi_watchdog. If this
file does not exist, the watchdog was deactivated at compile-time. Since Linux 3.12,
the time-out of detected blocked tasks can be configured in the file /proc/sys/
kernel/hung_task_timeout_secs. Writing 0 to this file avoids warnings in the
system log and Non-Maskable Interrupts (NMIs) on isolated processors.

3Linux file Documentation/lockup-watchdogs.txt (Linux 3.10)
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Figure 4.2.: Example setup for multiple partitions.

Time Keeping

A Linux system uses Timer Interrupts on each CPU to keep their meaning of wall
clock time. Different modes using either the Local Advanced Programmable Interrupt
Controller (localAPIC) timers or High-Precision Event Timer (HPET) are available.
There is a routine checking the cadence of all CPUs that may interfere if it detects
that the OS is not running on an isolated CPU. This will be addressed in Section 5.2
on page 114. The boot parameters tsc=stable and clocksource=tsc instruct the
Kernel to use the local APIC method and not to wrongly value it as unreliable. This
avoids warnings in the system log and possibly NMIs to the isolated processors.

4.2.3. Partitioning

Like in a Bound Multi-Processing (BMP) system, assigning tasks and interrupts
to dedicated CPUs increases their predictability. The extreme variant of executing
only a single process or thread on a CPU prevents all task switching overhead. The
disadvantage is a weak utilization of the compute resources of the whole system.
Having more than 10 processors in recent x86 systems allows to partition the system
into some CPUs dedicated for the least latency while the remaining CPUs can build
a partition that utilizes the included CPUs as usual at the cost of only the generally
available soft real-time latencies. The System Partition (Fig. 4.2) comprehends
one or multiple processors and executes the basic system services (called remaining
system in the context of this work). An optional soft real-time partition can include
additional CPUs for prioritized work. The isolated partitions include always a single
CPU and will execute a single process or thread. The partitioning can be adapted
to the needs but must remain constant for the run-time of the application.

The remaining system lacks the CPUs dedicated to the hard real-time tasks like if
they were switched off by the Hotplugging system. The current hotplugging imple-
mentation in Linux does not support removing CPU #0 (the Bootstrap Processor,
BSP), because this CPU executes some internal services that can not be moved to
other processors so far. Likewise, the CPU #0 should not be selected for isolation.
Since this CPU remains always functional, it can be selected to handle all interrupts.
If a certain interrupt is crucial for the application (e.g. the network interrupt for
low-latency transfers), it can be bound to another dedicated CPU.

93



4. Isolation of Bare-metal Tasks

Changing the interrupt and process affinity requires administrator privileges. All
the following methods can either be executed from the shell (e.g. by an initialization
script) or from the application itself by writing to the appropriate pseudo files. Instead
of running with administrator privilege, the application can also be configured to
use Linux Capabilities [HMO08]. This would reduce the security risk of running an
application with maximum rights.

Interrupt Affinity

On x86 multi-processor systems, hardware interrupts are distributed by the In-
put/Output Advanced Programmable Interrupt Controller (I/O APIC) (Section 2.1.9
on page 32) to CPUs where a localAPIC accepts the notifications and manages the
interruption of the current instruction flow. The I/O APIC has a routing table that
allows to assign where each IRQ should be handled. By default, the interrupts are
sent to an arbitrary target negotiated in hardware. In Linux, the system service
irgbalancer reprograms the routing table frequently to distribute the load caused
by interrupt handling. Before changing the IRQ Affinity to match the selected
partitioning, the service irgbalancer must be stopped to avoid it disturbing the
intended setting.

Linux provides the interface /proc/irq to set the affinity of each Interrupt Request
(IRQ) by writing a bit mask into the file smp_affinity. The smp_default_affinity
can be configured for devices that are initialized later to get this bit mask as default.
If a different OS does not offer an interface to the I/O APIC routing tables, the
interrupt affinity can also be configured directly in the hardware. The configuration
registers are memory-mapped and can be accessed by a privileged process.

Having removed the handling of Device Interrupts from the dedicated hard real-
time CPUs, there can still be delivered Inter-Processor Interrupts (IPIs). There is
no hardware means of routing them because they can be addressed directly to a
particular CPU. This will be handled in Section 4.4.

System Partitioning

Processes and threads (or generalized “tasks”) are a concept of the operating system
and managed in its data structures. Thus, configuring on which CPUs a task is
allowed to run requires using an interface of the OS. Restricting the running processes
to the CPUs of the system partition and moving processes or threads dedicated for
isolation to their CPUs can be accomplished in Linux systems with the means of
CPU Affinity or CPU-Sets. The CPU Affinity is not a POSIX standard but should
be portable to other operating systems. CPU-Sets are a Linux feature that supports
assigning processes and threads to partitions. These partitions can be spread over
CPUs and Non-Uniform Memory-Access (NUMA)-nodes. Both mechanisms are
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applicable to realize isolated tasks. However, CPU-Sets were used in subsequent
implementations of the concept because of their convenience.

CPU-Sets are part of the control-group feature [LINUX:cpusets.txt|*. They are
created as a hierarchy of groups. The interface is a virtual filesystem mounted at
/cpusets/ or /sys/fs/cgroup/cpuset/?. New sets can be generated by creating a
directory. The configuration is handled by writing to the virtual files within the set
directories. Each CPU-Set can be assigned CPUs by writing to cpuset.cpus. Then,
processes and threads can be moved to a CPU-Set by writing their TIDs (Task-IDs)
to the file cpuset.procs. For a process with multiple threads, the threads can be
assigned to different CPU-Sets. Child processes and threads created by tasks in a
CPU-Sets remain in their parent’s set. The list of tasks in a set can be checked by
reading cpuset.procs.

For the isolation concept, multiple CPU-Sets are created, one for each partition.
The sets for isolated tasks each contain only a single CPU to run on. At least one
system partition containing CPU #0 must be created. All running processes must
be moved to that CPU-Set.

An alternative implementation of process partitioning can be realized with the
interface CPU Affinity. A process can change its own affinity to a bit mask defining
the CPUs it is allowed to run on. Threads of a process can be configured to different
affinity masks using pthread_setaffinity_np(). With appropriate privilege, the
affinity can also be changed for other tasks. According to its documentation®, a new
process or thread inherits the affinity of its parent. Similar to using CPU-Sets, all
existing tasks must be configured to run on the CPUs allocated for their partition.
The CPUs where isolated tasks will be executed must be freed from other tasks.
This interface is portable to other operating systems, either supporting POSIX or
similar functions (Windows uses SetProcessAffinityMask() for this concept).

Both interfaces can be accessed from the shell to set up the system in a script
or from within the application. The shell interface for CPU-Sets is the previously
described pseudo directory hierarchy described above. This can also be used from
arbitrary programming languages by creating directories and writing to files. The
CPU Affinity can be changed from the command line with help of the program
taskset.

In Linux systems, many kernel threads (Section 2.2.5 on page 50) exist besides the
user-mode processes. They are scheduled by the Kernel like other tasks, but execute
in kernel-mode. They are used for the internal maintenance of data structures and
for asynchronous 1/O. Most of them are blocked for longer times and only activated
when needed. These kernel threads can be divided into two types: The so-called
“pinned” kernel threads are tied to a CPU and generally exist multiple times, once

“Documentation/cgroups/cpusets.txt (Linux 3.12)
®The actual mount-point can be found in /proc/mounts searching for “cpuset”
Sman-page sched_setaffinity()
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for each CPU. The other kernel threads can be executed on an arbitrary CPU like
normal tasks.

The distinction between user-mode process and kernel thread can be made with
help of /proc/<pid>/cmdline. If this file is empty, the PID belongs to a kernel
thread. Otherwise, it contains the command line that was used to load that process.
The command line tools ps and top indicate kernel threads by displaying their name
in square brackets (e.g. [kthreadd]). Using sched_getaffinity() or by reading
/proc/<pid>/status, the affinity bit mask can be identified. Kernel threads with
only a single bit set are “pinned” (e.g. [kworker/0]). All non-pinned kernel threads
should be moved together with the user-mode tasks.

Pinned kernel threads should not be changed in their affinity and can not be moved
to other CPU-Sets. But they are blocked on their dedicated CPU until they are
activated by other code on that particular CPU. Since isolated tasks are not allowed
to use operating system interfaces, they will not activate pinned kernel threads on
their CPU. It is assumed that when the isolated task takes full control of its CPU,
pinned kernel threads are not harmed by excluding them from execution.

Processes can change their CPU Affinity as well as their assignment to a CPU-Set.
In High Performance Computing (HPC), it is a common technique to use the CPU
affinity to distribute the work over available CPUs and to keep the code close to its
memory (especially in NUMA systems). But generally, programs will not change
their affinity or CPU-Set. It is a good convention to let the administrator decide
if a program should be balanced by the OS or fixed to dedicated CPUs. For the
isolation concept, it is crucial that no program interferes with the partitioning. In
all experiments, it was never observed that a program escaped from its partition.

4.3. Process Setup

The isolated task can be a process or a thread of the main application. Processes have
the advantage of memory protection, thus they have a reduced risk of faults injected
by other parts of the application via shared memory. Using processes, they can still
interact using shared memory segments but other parts of the memory can not be
accessed by a different execution context. Programming with threads is easier but
requires additional care for synchronization and protection from concurrent access to
shared data structures.

An isolated task can be a stand-alone application or part of a larger one. The
latter case is reasonable to assemble different tasks that interact with each other.
In a larger application, a manager task can be implemented to start and handle
isolated tasks (Fig. 4.3). A collection of isolated hard real-time tasks, an optional
manager task and other (soft or non real-time) processes and threads are regarded
as a real-time application. By carefully assigning CPUs to applications, this concept
can be extended to multiple applications running concurrently on the same system.
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Figure 4.3.: Example application with manager task controlling multiple threads in
its partition and multiple isolated task in dedicated partitions.

In the following and without loss of generality, only a single real-time application is
executed on a system.

Since the isolated task are not allowed to use OS interfaces (system calls), all
allocations and initializations must be done before the application enters its time-
critical part. The isolated tasks are separated into a setup phase and real-time
execution. The methods presented here are mostly generally applicable to all real-
time applications” [BYT12; Fin01; Duv09].

4.3.1. Moving to the Dedicated CPU

The first action after creating a new thread or process dedicated for isolation should
be moving it to its CPU. The assignment of a task to its CPU is done by the same
means as the partitioning explained above (Section 4.2.3). This can be configured by
the task itself or from the outside by the manager task that started the isolated task
(Fig. 4.3).

Experiments using the CPU-Sets feature observed problems on current Linux
version when moving threads between CPU-Sets when another task is completely
isolated (i.e. in its real-time execution phase). Therefore, all isolated task must be
started and set up before one of them enters the isolated state.

4.3.2. Synchronization

Inter-Process Communication (IPC) will be a topic in Section 6.1 further below.
However, for the setup of isolated tasks, a means of synchronization is required. This
method must work without relying on the OS after its initialization. Shared memory

"Online: https://rt.wiki.kernel.org/index.php/HOWTO: Build_an_RT-application
(visited November 12, 2015)
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is suited as it is a hardware feature which works by referencing the same physical
memory page from the virtual address space of different processes. Threads of the
same process can share global variables naturally. For different processes, the UNIX
standards System V and POSIX provide their variant of shared memory which are
both supported by Linux [Kerl0, Chap. 48 and 54].

Shared memory provides the lowest latency between two processors. One task can
wait actively (busy waiting, polling) on a shared flag until the other one changes (e. g.
increments) that variable. On multi-processor systems, the time between changing
and detecting that modification is caused by the store-back from the First Level
Cache to the level shared with the other processor. This can be the Last-Level Cache
or main memory (Section 2.1.9). Although functionally irrelevant, the placing of
communicating tasks on the same multi-core processor or distinct ones has impact
on the synchronization latency.

Generally, the access of multiple tasks to a shared resource must be coordinated.
If only a single writer changes a flag, multiple readers can wait on that flag without
further synchronization. On the x86 architecture, single read and write accesses to
integer variables up to the bit-size of the architecture (32 or 64 Bits) are always atomic.
More complex synchronization primitives (Mutex, Semaphore) can be realized in the
user-mode using atomic operations (Section 2.1.9).

4.3.3. Memory Management

Newly allocated memory regions are usually only initialized in the page-tables but not
backed with physical memory at the time when the allocation function returns. Linux
implements a first-touch approach: The pages for virtual addresses are prepared
but marked non-present because they are not yet assigned to physical page frames.
On the first access, the CPU exception page-fault is triggered. This minor page
fault will choose a physical page frame (and free it if occupied) and connect it to the
virtual address.

To avoid the page fault handler to be executed during the hard real-time execution,
all dynamic memory regions must be allocated and first-touched at initialization
time. The first assignment to all virtual addresses is sometimes called “pre-faulting”.
It suffices to assign a default value to one memory address of each virtual page of
4 KiB. The stack must be handled in a similar way because it grows by function
calls and can extend to new pages not used before. For the stack, it suffices to call a
function containing a large local array. But care must be taken that the compiler
optimization does not waive this function or its data initialization.

If the total amount of allocated memory exceeds the physically available memory,
the OS can swap pages to background storage (demand paging, Section 2.1.3). In
that case, the page table entries remain in place but are marked non-present. On the
next access, a major page fault will replace a page-frame with the displaced data
from background storage and mark the page as present. The accessing process can
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continue without noticing the swapping mechanism. But for real-time applications,
the latency for swapping back pages causes an unpredictably long blocking of the
execution. The demand paging can be avoided for certain regions of memory by
marking them as locked. The POSIX standard offers the function mlock() to lock a
region and mlockall () to lock all of a process’s pages into memory [Ker10, Sect. 50.2].
For isolated tasks, all dynamically allocated memory must be initialized and all
accessed memory regions (dynamically allocated, stack, heap, code) must be locked
into memory.

If the memory requirement is larger, the use of huge-pages (Section 2.1.7) could be
considered. This would reduce the Memory Management Unit (MMU) overhead and
Translation Look-aside Buffer (TLB) usage [ALL12|. But since the hard real-time
task should restrict itself to the cache (as shown later), it is not advisable to use
large amounts of memory.

4.3.4. Implementation

As already mentioned in the previous Sections, tasks in isolation are not allowed
to use system calls. To enable a formal verification of all running code, all calls
to libraries should also be confined as much as possible. Particularly, all utilized
functions must be checked for not including system calls or unpredictable execution
times.

The basic structure of an isolated task is an initialization phase before the activation
of the full isolation and an endless loop repeating its work until notified to exit. In
the initialization, the task is moved to its CPU and initializes its memory (locking
and pre-faulting). The transition to the hard real-time execution can be managed by
a task of the application using shared flags.

During real-time execution, the memory footprint should be kept as small as
possible to keep most of the data in high cache levels near to the processor. Shared
variables should be used only when required because they must by transfered via the
Last-Level Cache or main memory between CPUs. Read and written shared flags
should be placed in different cache lines to avoid the bouncing of cache line between
different First Level Caches. Even shared variables used by different CPUs must be
placed in dedicated cache lines to avoid false sharing.

The real-time jobs are called repeatedly in an endless loop (time-triggered paradigm).
Thus, it is possible to slow down the next iteration using the time-stamp counter
and to call certain functions only every N iteration (Listing 4.1). Isolated tasks
can also be held actively waiting for a notification to execute some work. The timing
resolution depends on the WCET of the called functions.

When notified to terminate the real-time execution phase, the loop is left and
all resources should be gracefully returned. Memory allocated and locked will be
automatically deallocated (and implicitly unlocked) when the process or thread
ends. Generally, it is considered good programming style to undo all allocations
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4. Isolation of Bare-metal Tasks

extern unsigned volatile stop; /* global flag: end of appl.

void task1(void)

{
unsigned iter = 0; /* iterator wvariable
uint64_t t, tnext; /x curr. time and end of time slice
setup () ; /* setup thread and start isolation
rdtsc (&tnext) ;
while (stop == 0) { /* execute until notified to
func1(); /+ call every LOOP TIME cycles
iter++;
if (iter > 10) {
func2(); /% call every 10«xLOOP_TIME cycles
iter=0;
}
tnext += LOOP_TIME;
do {
rdtsc (&t);
} while (tnext < t) /* wait for end of timeslice
}
setdown () ; /% terminate isolation
}

Listing 4.1: Task Example using the time-triggered paradigm.

and lockings. When the thread or process exits, the isolated CPU remains with no
assigned task. It is possible to create a new task and restart from the beginning. As
described so far, the concept implements BMP with a single task on a CPU and
regarding all real-time programming advice. In the next Section, the full isolation

will be activated.

4.4. Full Isolation

As explained in Section 2.1.5, only interrupts (and exceptions being a subclass of
them) can asynchronously interrupt program execution. Those are Device Interrupts
(DIs) by the hardware (i.e. IRQs), the Timer Interrupt (TI), and IPIs from other
CPUs. Synchronous interrupts are caused by the code itself (i.e. system calls and
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exceptions) and must be excluded by implementing the isolated task accordingly.
The Platform Interrupts (PIs) (such as the SMI) are asynchronous but were already
regarded and excluded on the utilized systems.

A brute-force approach to block all maskable interrupts is to clear the Interrupt
Flag (IF) with the CLI instruction. This is usually forbidden for user-mode processes
but can be allowed on Linux systems with a call to iop1(3) if a process is run by
root or has the appropriate capability.

The IF masks the asynchronous interrupts from the hardware (IRQs) and other
CPUs (IPIs). Synchronous interrupts triggered by the running code (software
interrupts: INT N and system calls: SYSCALL, SYSENTER) and CPU exceptions are not
maskable. As explained in Section 4.3.4, the task in isolation is not allowed to issue
system calls and must be programmed carefully to avoid CPU exceptions and page
faults. Further, the Non-Maskable Interrupt (NMI) is not blocked by the IF. It can
be triggered by hardware (e.g. a watchdog timer) or software (Non-Maskable IPI).
The watchdog must be deactivated (Section 4.2.2). Non-maskable IPIs are used after
severe errors in the Linux kernel. Their safe exclusion is handled in Section 5.2.3.

If a standard process masks its asynchronous interrupts without further preparation,
it is very likely that the system will block completely because other tasks and
interrupts on that CPU will no longer be serviced. For short periods of time, this
can be tolerable. But for the execution longer than a Minute, the methods described
above will address these risks. The most important precondition is the partitioning
of the system with removing all IRQs and processes from the isolated CPUs to ensure
their further ability to be executed.

An even stronger means to inhibit all interrupts is deactivating the local APIC
[WallOa| to a soft-off state. This blocks even NMIs from being serviced. The only
interruptions that can still occur are PIs (i.e. the SMI). However, this was not
required in all experiments.

Since Device Interrupts are routed to other processors, the IF or deactivation of
the local APIC are only required to avoid interrupts sent from other CPUs and from
the timer of the local APIC. Therefore, an alternative implementation without using
the IF would be to deactivate both IPIs and the local timer. The local timer can
easily be reprogrammed by writing to the memory-mapped configuration registers
of the local APIC which can be accomplished by a sufficiently privileged user-mode
process. Constraining the Linux kernel from sending IPIs to the isolated processor
requires a modification of the Linux kernel. This will be addressed in Section 5.2.3.

4.5. Analysis

According to the documentation of Intel [Intell3a, Sect. 3.5] and AMD [AMD12a,
Sect. 3.7| processors, the control flow is sequential, i. e. the instruction pointer can not
be changed directly. Instructions implicitly affecting the control flow are voluntary
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jumps (JMP), branches (Jxx, e.g. JLE, jump if less or equal), function calls (CALL),
and the return from functions and interrupt handlers (RET and IRET). The only other
events causing a divergence from the sequential instruction execution are interrupts
and exceptions. Interrupts can be asynchronously triggered by the hardware (via
I/O APIC or directly from the localAPIC) or synchronously with the instructions
INT, SYSCALL and SYSENTER. Exceptions are always synchronous, i.e. triggered as
side-effect of an instruction.

All deviations from a sequential code path caused by instructions and synchronous
interrupts and exceptions must be predictable to make the entire execution time
predictable. If state-depending branches use only conditions resulting from previous
execution, they become predictable. If they depend on global variables influenced
by other processors or hardware registers (I/O), care must be taken in validating
all possible code paths. All called functions must be available for analysis, hence
available in source code. This is given for all functions of the application itself.
Library functions must be included in the verification, their use should be reduced
to a minimum. Synchronous interrupts and exceptions must be avoided by carefully
programming because they execute kernel code®. That is available for analysis,
but very hard to evaluate for its execution time because of its complexity. The
asynchronous interrupts are routed to other processors (IRQs), masked by the
Interrupt Flag (IPIs), or deactivated (localAPIC timer). Only the Non-Maskable
Interrupt (NMI) and the System Management Interrupt (SMI) can arrive, but they
were prevented by system configuration.

From this follows that the OS can no longer interrupt the isolated task (cooperative
scheduling) and the isolated task does not use system calls. Thus, the inner privilege
rings (Section 2.2.2) have no control over the user-mode task. The result can be
modeled as a non-preemptive execution on a single-processor system. The application
is executed bare-metal without supervision by and support of an OS. Hence, existing
scheduling research for this type of time-triggered applications often used in embedded
systems is applicable.

Besides the remaining risk of being interrupted by NMIs and SMIs, hostile appli-
cations could interfere with the hard real-time tasks on isolated processors. It is still
required to examine all applications for improper actions like escaping from their
CPU affinity or CPU-Set or changing the OS configuration to unwanted settings (the
extreme would be shutting down the system). But real-time systems must control
to a certain extend what runs concurrently. This isolation concept removes the
influence of external, unknown code paths from hard real-time execution, but does
not protect from hostile programs and attacks. This could be probably accomplished
by executing virtual machines in non-isolated partitions. The potential problem can
be illustrated with memory management: Physical memory can go offline (as also
CPUs can) |[Edgl3al. This would lead to the system moving memory used by the

8Tn Section 6.4.1 will be shown how interrupts can be used without Kernel code being executed.
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real-time task to different physical addresses although it is locked causing page faults
with unpredictable latency in the hard real-time tasks.

So far, it is proved that it is possible to formally verify all code paths in the
hard real-time tasks. But for transposing a given code path to execution time, the
instruction latencies must be known. Unlike RISC processors for embedded systems,
the execution time of an instruction on recent x86 processors is not constant due to
a long pipeline, multiple execution units (super-scalar out-of-order execution), and
different cache levels. The prediction is further complicated by shared functional
units like Last-Level Caches, main memory and devices where the code executed
concurrently on other processors must be regarded, too.

Hence, for the Control Flow Graph (CFG), unbounded execution delays in waiting
loops can be ruled out because all running code can be formally verified. What
remains is unpredictability in the execution time of basic blocks due to hardware
effects from the caches and shared resources. A first impression will be obtained in
the following practical evaluation. The detailed analysis and opportunities to get a
tighter estimation of the worst-case execution time depending on the multi-processor
architecture will be presented in Chapter 7.

4.6. Practical Evaluation

According to the analysis, the code executed in full isolation is not interrupted by the
OS. To demonstrate the gain of a reduced worst-case latency, a practical evaluation
of different degrees of partitioning and isolation was done with a benchmark similar
to Hourglass (Section 2.3.5 and Listing 2.1 on page 68). In this test routine, a small
loop repeatedly samples the time-stamp counter that increases with every CPU
cycle. During all following measurements, the CPU executes with maximum speed.
Therefore, the cycle counts can easily be converted to Seconds by dividing them by
the frequency.

The following results were obtained with an early prototype of the concept imple-
mented in C. The test system is a desktop computer (System xaxis, Appendix A.2.1
on page 207) with an Intel Core i7 920 2.667 GHz with 3 GiB RAM. The OS is
Linux 2.6.27°. The minimum and average loop times are below 30 cycles on an
idle system, therefore the following benchmark uses a threshold of 50 cycles. All
loop iterations longer than that are counted as gaps. The idle system was running
a graphical user interface, but left without further interaction. The load scenario
consists of four CPU intensive processes, a memory intensive process using a 256 MiB
array, two processes doing file I/O (with read/write and memory-mapping), and
a heavily forking process to engage the Kernel. The benchmark was executed for
60 Minutes each with fair scheduling without further real-time programming mea-
sures, partitioning to execute solely on a CPU, and full isolation by additionally

9Fedora 10 (64 Bit) with Linux kernel version 2.6.27.24-170.2.68.fc10.x86 64
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System Benchmark Avg. loop  Max. gap Total gap Plot

idle fair scheduling 25.16 2894613  0.71% Fig. 4.4
idle partitioning 25.15 36897576  0.72%

idle full isolation 24.76 166  0.000 ppm

loaded  fair scheduling 74.84 144043058 65.3% Fig. 4.5
loaded  partitioning 26.14 123790 0.6% Fig. 4.6
loaded  full isolation 26.13 1135  0.01% Fig. 4.7

Table 4.1.: First evaluation on Intel Core i7 920 (in CPU cycles).

clearing the Interrupt Flag (Table 4.1). The benchmark program collects offset
(time-stamp) and length of detected gaps but the size of the buffer for this list must
be kept small enough to fit in the First Level Cache. The plots below show only the
first 2000 detected gaps with the x axis converted to Seconds to better illustrate the
time span. To avoid impacting the results, further gaps are not recorded but only
statistically evaluated.

In the idle system, the benchmark detects large gaps above 30 million cycles
(more than 10ms) unless it is fully isolated from all interrupts. In absence of other
runnable processes, the benchmark is interrupted for 0.7 % of its execution time by
the timer interrupt (all other hardware interrupts are routed to the other CPU).
In the case of a cleared Interrupt Flag, the maximum gap detected in one Hour
execution is 166 cycles (62ns) and a total of 5 gaps above 50 cycles. As shown in
Section 2.1.8, the minimum disruption time for an empty interrupt on the Nehalem
micro-architecture is 575 cycles (Table 2.5). Typical Linux interrupt handlers are
in the range of several 1000 cycles (Section 2.3.5). Therefore, the observed gaps in
the fully isolated system are not resulting from interrupts triggered by hardware or
software on the remaining system, but must be due to hardware effects caused by
shared functional units (e.g. cache misses, bus collisions).

On a heavily loaded system, the improvement of the real-time behavior can directly
be seen. The benchmark executed with fair scheduling must compete for a CPU
and is executed for only 35 % of the time. With partitioning, the gaps are reduced
to 0.6 %, approximately the same as on an idle system. With full isolation, the
percentage of disruptions is further reduced, but the maximum gap was detected
with a length of 1135 cycles (425ns). This is the dimension of an interrupt and must
be analyzed for its real cause.

Figure 4.4 shows the duration (in cycles) over the time (Seconds after start) of the
first 2000 gaps in the idle system with fair scheduling (first row in Table 4.1). The
maximum gap in one Hour was 2.9 million cycles, but the majority of gaps is in the
range of 20000 cycles. A lower level of clustered gaps is in the range of 50-70 cycles.
In short bursts (e.g. around 1.2 Seconds), many interruptions of varying length can
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Figure 4.4.: First 2000 gaps (above 50 cycles) on idle system, fair scheduling for
benchmark.

occur. In this test series, no other processes compete for the CPU, the most probable
source of interruptions is the local timer interrupt used for time management and
scheduling.
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Figure 4.5.: First 2000 gaps (above 50 cycles) on loaded system, fair scheduling
for benchmark.

The same benchmark with fair scheduling executed on the loaded system collects
2000 gaps in only 0.07s (Fig. 4.5). In this resolution, the gaps in the execution time
can also be identified on the x axis. As in the previous plot, certain levels of gaps
around 70 (here extended to slightly above 100) and around 20000 cycles can be
identified.

If the benchmark is executed in its own partition on the loaded system (Fig. 4.6),
most of the larger gaps no longer occur. The most gaps are in the range of 70—
100 cycles with fewer, but very periodic ones at 10000 cycles. This is an indication
that the gaps below 1000 cycles are caused by hardware effects such as cache misses
while the disruptions at 10000 cycles are the periodic timer interrupts. When the
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Figure 4.6.: First 2000 gaps (above 50 cycles) on loaded system, benchmark executed
in its own partition.

benchmark is fully isolated (Fig. 4.7), the gaps above 1000 cycles no longer appear
and the higher resolution on the y axis makes visible distinctive levels at 56, 116,
133 and spread between 150 and 500 cycles.
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Figure 4.7.: First 2000 gaps (above 50 cycles) on loaded system, benchmark executed
fully isolated.

Using a more complex benchmark on haixagon (Intel Xeon Hex-Core E5645
2.4 GHz, Appendix A.3.1 on page 208) with the advanced implementation presented
later, a similar result can be observed. The histograms in Fig. 4.8 display the distri-
bution of detected gaps during 10 Minute test series using different real-time methods
comparable to the results presented above. With fair scheduling and partitioning, a
considerable number of iterations are interrupted for 10 000 to 25000 cycles. However,
the majority lies in the lowest histogram range, below 1500 cycles occurring more
than 5 orders of magnitude more frequently. The partitioning results in less interrupts
in the range above 30000 cycles (12.5 us). Only the fully isolated execution is able
to prevent all delays above 2500 cycles.
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To rule out interrupts being the cause of the gaps between 100 and 1000 cycles,
a similar benchmark routine was executed with a minimal OS kernel (smp.boot
Kernel, Appendix B on page 213). This bare-metal micro-kernel initializes all CPUs
of a multi-processor system to a known and well controllable state. Particularly,
the interrupt system (I/O APIC, localAPIC, sending IPIs) is deactivated and the
observed jitter can only result from CPU and cache effects.

Hourglass max. gap
Load range Write-Back Write-Through

16 KiB 64 64
128 KiB 64 64
256 KiB o2 52
512 KiB 52 52

1 MiB 02 52
2MiB 02 48
4 MiB 1080 52
o MiB 1260 52
6 MiB 1420 48
8§ MiB 1552 52

16 MiB 1480 52

Table 4.2.: Maximum gap on the smp.boot Kernel with different cache configurations
for varying load ranges (in CPU cycles).

An hourglass benchmark routine was executed on one CPU while a load with a
varying memory access range is executed on another CPU. The remaining CPUs
are idle (halted). The results (Table 4.2) of Write-Back caching clearly show, that
a load using less than 2 MiB of the shared Last-Level Cache has no impact on the
benchmark. However, if the range of the load increases above half of the Last-Level
Cache size, the benchmark experiences occasional gaps above 1000 cycles similar to
the previous test series with an isolated task on a Linux system. Since interrupts can
be excluded in the smp.boot Kernel, this proves that the shared Last-Level Cache in
fact can slow down the execution of a processor that only works in its First Level
Cache. In all tests, the minimum and average loop time are 44 and 47 cycles (resp.)
which indicates that the deviations are very seldom because they have no impact
on the average. With a Write-Through caching strategy, the impact of larger loads
on the hourglass benchmark is avoided. But if the benchmark uses a real payload
instead of the nearly empty hourglass loop, Write-Through has the drawback of
always impacting the measurement task and its average decreases to 288 cycles. The
estimation of the worst-case execution time must pessimistically include these effects
if other processes use the Last-Level Cache shared with a hard real-time task. In
Chapter 7, methods are presented to analyze and handle this jitter.
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4.6.1. Risks

Certain actions in the system partition may harm the real-time execution of isolated
tasks. In all tests, these did not occur, but all applied software should be evaluated
for compliance as derived in Section 4.5.

The partitioning relies either on CPU-Sets or on CPU Affinity and both can be
modified by other processes. If an application uses them for its own purpose, it will
most probably interfere with the isolation. Only processes with root privilege can
modify the base Control-Group hierarchy. However, sub-trees of CPU-Sets can be
consigned to users to create further subdivision without influence of neighboring
containers. Other unwanted behavior includes hotplugging of CPUs, memory and
other devices and the shutdown of a system.

Using system calls from completely isolated tasks is prohibited. Obviously, their
timing is not predictable and may include the execution of pending work queue
jobs. If code to be executed in an isolated task is provided by a user, that must
be analyzed for compliance. Another reason to prohibit system calls was observed
on some Linux versions. The Kernel may restore the Interrupt Flag implicitly after
returning to the user-mode. This would involuntarily terminate the isolated state of
the task.

The isolated task concept removes concurrent execution on other processors from
the formal verification and the estimation of the WCET. But the whole system must
still be certified and controlled for other (possibly hostile) applications.

4.6.2. System Stability

The tests presented here were done with a very simple C program and setup shell
scripts. The load applications were started before the benchmark initialized the
isolated task and stopped afterwards. With tests on interactively used systems, the
system under test remained responsive.

However, some more complex tests and heavier use of the system during active
isolations revealed problems. Some processes were blocked until the ending of all
isolations. Other problems were lost network connections, no login possible, and
wrong wall clock time. All these problems are addressed in the following Chapter.
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In the previous Chapter, the concept of isolated bare-metal tasks on dedicated Central
Processing Units (CPUs) is presented and evaluated. The evaluation concentrates on
the execution of code in isolation and shows its uninterrupted execution even with
the concurrent execution of heavy system load.

However, certain loads cause the system to stop reacting to user input. As predicted
before [WLB12|', the masking of Inter-Processor Interrupts (IPIs) is expected to
block the execution on other, non-isolated CPUs. This may happen due to the
synchronous call_function() mechanism that waits for the completion of a remotely
triggered function. Among others, this is used in the Linux function t1b_shootdown ()
that instructs other CPUs to flush their Translation Look-aside Buffer (TLB) after
changes were made that affect other processors. An IPI is sent to the target CPU
that reads the function pointer to execute from a global variable, calls the function
and acknowledges the completion by setting a flag. The sender can not notice the
masking of its IPI but will wait for the acknowledge by spinning on the flag until
the masking of interrupts is undone. This will not happen until the bare-metal task
terminates its isolated state. It is highly probable, that after some time, every CPU
gets stuck in such a synchronous waiting.

Indeed, various more elaborate tests have shown, that it depends on the executed
programs, if and when a complete system blocking will occur. There were successful
executions of an isolation lasting several Minutes while the system was used for office
work. But the start of new processes as well as heavy memory and network load tend
to block one CPU after another within few Minutes after the begin of an isolation. If
the isolation ends, the execution of the blocked CPUs proceeds within instants. This
is plausible because masked IPIs have their assertion bit set and will be executed as
soon as the Interrupt Flag is set again (i. e. interrupts are unmasked).

The most notable problems observed during all tests are the blocking in kernel-
mode of some or all CPUs in the system partition (i.e. with the effect that processes
are no longer executed), no logins possible, instable wall clock time (and related
problems such as sleeping processes not waking up because the clock does not advance
over a certain point), increasing memory consumption (because Kernel buffers are
not freed), and reported faults (often false-positives) in the Kernel log (output of
the command dmesg) sometimes causing Kernel-Bugs, Non-Maskable Inter-Processor
Interrupts, Stack-Dumps, or even a reboot. Some problems followed up to Kernel

'First prediction by Jan Kiszka in personal communication, 2009

111



5. Linux Kernel Modification

modifications, for instance that pinned Kernel-Threads appear in created CPU-Sets
that can not be moved back leading to the CPU-Set not being removable, too.

In this Chapter, the methods are presented to analyze the system state during the
execution of isolated tasks along with approaches to address the observed problems.
Although it was initially intended to use the isolation concept on unmodified systems,
some changes to the Linux kernel are required to keep the system responsive for
longer executions.

5.1. Monitoring System Stability

To detect problems with all processes executed on the system, a full logging of a wide
range of system states was implemented. Since the system is always tested under
load, this integrated recording does not affect the measurements in a negative way
but instead increases the load. Besides observing the system from user-mode and
searching the source code for the triggers of problems, kernel debuggers and tracers
like SystemTap and ftrace |Grel4| can be helpful.

As mentioned, prolonged periods of isolated tasks can disturb the time keeping
system. This leads to unreliable answers of the functions reporting the wall clock
time and to problems with the sleep() function. Thereby, a script recording some
information and then sleeping for five Minutes can not be trusted to create a track
of information obtained at a constant interval every five Minutes. Additionally,
recording the system’s notion of the current time can also be misleading. Hence, it
is advisable to use the processor’s time-stamp counter (RDTSC) as additional point of
reference because it is independent from the operating system (OS) and monotonically
increasing. This allows to detect, if the wall clock time reported by system functions
is correct. It is also reasonable to compare and synchronize the output of different
logging systems such as own log files and the Kernel log (dmesg).

Further, the start and end of the real-time application (including the isolated
tasks) should be monitored with time-stamps to match recorded events with the
start, ongoing execution, or shutdown of isolated tasks. A viable solution to record
the state of the real-time system is to monitor it from a second system via network. A
shell script was used to connect to the system under test with Secure Shell (SSH) and
record all required information together with its own wall clock time. It is advisable
to process this massive amount of data automatically and create a report including
graphics to quickly detect anomalies in the execution. Further, the recording should
start some Minutes before and end sufficiently after the real-time application with
its isolated tasks to understand how the values evolve during normal operation.

Some examples of data sources for recording the system state are listed in Table 5.1.
The active processes can be monitored with the command ps. This command can be
configured to include more information in its output, especially the CPU a process
is actually executed on, and its scheduling priority (if applicable). Many files in
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Data Source Type Comment

date Shell command Print wall clock time

uptime Shell command Time since boot and system load

ps Shell command running processes and state

dmesg Shell command print Kernel log buffer

RDTSC Assembly instr. Time-stamp counter

/proc/meminfo virtual file contains free and occupied memory
/proc/interrupts virtual file displays number of interrupts per CPU
/proc/slabinfo virtual file number of Kernel memory objects
/cpusets/*/tasks virtual file existing CPU-Sets and tasks therein

Table 5.1.: Data sources for logging the system state during isolation

the virtual file systems /proc and /sys help to understand the Kernel’s internal
state and behavior. The Kernel log is a ring buffer holding the last 16-64 KiB of log
messages. The output of dmesg is the current content of the buffer. This command
can be instructed to clear the buffer reducing the output of the next invocation to
only new entries. Alternatively, following recordings must be revised from duplicate
entries. To avoid missing entries when the buffer flows over, the messages should be
stored to a file sufficiently frequently.

During the practical evaluation, some effects were observed that only occurred very
scarcely (e.g. only in the second isolation after a reboot or only in the second isolation
after every fifth to twentieth reboot). The utmost security can not be proved with
experiments (especially for hard real-time execution), but to get reproducible results,
the testing procedure should be automated. This was be realized by controlling the
system under test from a second computer that repeatedly reboots the first system
and iterates many test series. The test sequence should include many short isolations
as well as few very long ones.

Some negative effects are triggered by the modifications to the Linux kernel
presented in the next Section (and addressed by other modifications or settings).
Generally, more data must be included in the logging if undesired behavior is
experienced to be able to understand the cause and find remedial measures.

Figure 5.1 is a plot of the free memory as reported by /proc/meminfo. The x axis
displays Minutes after the start of the system. The test series includes a 15 Minute
isolation and then six executions of two Hours each. During each execution, the
free memory decreases linearly. It is not the test application, that consumes this
space, but the Kernel itself. Comparing the free memory trend with the Slab size,
it is obvious, that the decreasing of free memory is caused by an increasing total
Slab size that is somehow aggregated during an active isolation instead of being
returned to the free memory pool. The Slab is a Kernel data structure to manage
small memory allocations. All memory blocked during the isolations was immediately
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Figure 5.1.: Example trend of various /proc/meminfo values during six isolations of
two Hours each (System: haixagon, Appendix A.3.1 on page 208).

freed at the ending of the isolated tasks. The falling rate depends on the frequency
of SSH logging, hence it is the network connection and the creation of processes that
leaves those traces. It can be interpolated after how long the free memory would be
exhausted. In this example, the free memory decreases by approximately 1 GiB in
6h. A system with 4 GiB of main memory would be exhausted after an isolation of
24 h duration.

In the example of Fig. 5.1, a singular event 200 Minutes after system start consumed
memory that was not freed after the isolation ended. A part of this consumption can
be seen in the Slab size, another part caused a steep increase of the buffer size that
otherwise remained nearly constant. This event’s time of day could be matched with
the execution of the Cron daemon’s daily maintenance jobs that were deactivated
subsequently.

5.2. Linux Kernel Patch

The predicted internal blocking of synchronous function calls happened while actively
waiting for the completion of a called remote procedure. And this could only be
addressed by a modification of the Linux kernel. Therefore, the initial ambition
to realize the concept on an unchanged Linux system could not be met. Other
problems observed by the methods described in the previous Section need to be
addressed with other modifications. To ease porting the changes to other Kernel
versions, the changes are confined as much as possible. Finally, a total of six files,
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four in the architecture-independent kernel/ directory and two x86-specific files
below arch/x86/kernel were changed. The described modifications were initially
developed for Linux 2.6.31-rt and later ported with only little effort to Linux 3.2,
Linux 3.2-rt, Linux 3.9, Linux 3.11, Linux 3.12, and Linux 3.12-rt. The following
descriptions are based on Linux 3.12, the most recent official version used during the
project. The modifications are similarly valid for the same Kernel version with the
Real-Time Preemption Patch (RT-Patch) Linux 3.12-rt. The changes are collected
as patch isol.patch. The term “the Patch” refers to all modifications described in
this Chapter.

5.2.1. Infrastructure

Similar to Hotplugging CPUs (Section 2.2.5), the isolation can be interpreted as a
state of certain processors. Therefore, the changes to the Linux kernel need to be
activated for the isolated processors if and only if a task is executed in the isolated
state. A convenient method to offer an interface accessible by user-mode applications
is to create a virtual file in /proc or /sys [CRKO05]. The latter is the more modern
approach that was selected. During initialization, the Patch creates the virtual
directory /sys/isol with files to configure the behavior and to activate isolations for
individual or multiple processors. The sysfs virtual file system registers a function
that is called when a user reads or writes a file in that directory. The reading function
can create a character string out of internal data structures to pass information to
the user while the writing function receives the written data to store them internally
and to optionally execute required actions.

The actions to isolate a task now include the additional step of notifying the Kernel
about the activation of the isolation. This should be the second-to-final step just
before clearing the Interrupt Flag (IF). After the real-time operation, the Interrupt
Flag is restored and the Kernel must be notified about the ending of the isolation
before any other take-down steps are executed.

So far, using system calls from within a completely isolated task was prohibited.
This collides with notifying the Patch about activating or ending the isolation.
Strictly, a task completes the initialization phase with clearing the Interrupt Flag.
Hence the assembly instruction CLI is the point when the full isolation begins.
Likewise, restoring the Interrupt Flag with STI terminates the isolation before the
other measures are reverted. The important reason for not using system calls is their
unknown duration and the potential implicit restoration of the IF. If the writing to
the sysfs file happens before masking interrupts, this is acceptable. Similarly, after
the real-time application has ended (the control loop was left), the deinitialization
and restoration of normal system operation is not time-sensible and can be done
securely by using a system call. Generally, it is recommended to use the low-level
UNIX interface (e.g. open() and write()) for accessing sysfs files instead of the
C library (e.g. fopen() and fprintf()) or C++ (e.g. class ostream) because those
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may buffer the output. The handle of the open file /sys/isol/cpu_mask should be
left open to be used again for terminating the isolation.

The current Patch supports two methods of adding a processor to the set of
isolated CPUs. The first method is writing a bit mask of isolated CPUs to the file
/sys/isol/cpu_mask. The internal infrastructure will compare this new bit mask
with the previous setting and activate the isolation for all additionally set bits and
revert the changes for all cleared bits. To avoid race conditions by reading the
previous state, setting the bit corresponding to the own CPU and writing the new
bit mask, the alternative method supports adding and removing individual CPUs
by writing +N or -N to the same virtual file to add/remove only CPU #N. The
management functions use a Kernel spinlock to avoid problems with concurrent
access.

Other files in the directory /sys/isol serve to configure the behavior of the
modifications and to ease debugging. The file flags sets a bit mask to selectively
activate individual modifications to test different combinations of them without the
need to rebuild the whole Linux kernel. Similarly, the individual entries of the notifier
chain (Section 5.2.5) can be activated with the bit mask notifier. The amount
of logging output can be configured with verbose. During evaluation of the Patch
and the behavior of the system, it is very beneficial to be able to deactivate selected
methods and to understand exactly when different parts of the modification become
active.

5.2.2. CPU Online Mask

The first approach was to change the bit mask that is used by the Kernel to track
available CPUs. Usually, it is used if restricting the number of started CPUs (boot
parameter isolcpus) or for Hotplugging. It was expected that all Inter-Processor
Interrupt (IPI) sending functions check this bit mask and refuse to send to offline
CPUs. But this did not solve the problem and even caused CPUs to not work
properly after an isolation. Thus, clearing such bits may lead to shutting down
systems in the Kernel that are not restarted automatically after restoring the bit.

5.2.3. Inter-Processor Interrupts

Inter-Processor Interrupts (IPIs) are used in multi-processor systems to invoke
interrupt handlers on other CPUs. This is required to wake up idle CPUs to schedule
work on them, to invoke arbitrary functions to maintain the OS’s internal structures,
handle hardware errors and lockups, for performance monitoring, and so forth. IPIs
can be sent by a CPU either to a dedicated target or be broadcasted to multiple or
all CPUs.

The delivery of IPIs to isolated CPUs that have masked all interrupts has the
potential of blocking the remaining system if the sender waits synchronously for the

116



5.2. Linux Kernel Patch

completion of the requested function. As experiments have shown, it depends on
the load on the system partition after how long complete system lockups become
more probable. To allow all types of programs in the non-isolated parts for arbitrary
times, the dispatching of IPIs to isolated CPUs must be prevented.

Linux offers variants of the function smp_call_function() to execute a given
function on either a given CPU or on all CPUs. To manipulate this system, the call
tree was analyzed to find places were changes should be applied. The analysis is made
intricate by the coding style of Linux involving many macros and data structures of
function pointers to allow the porting of Linux to a wide variety of architectures.

Generally, two approaches exist to understand the interactions of many functions
in different parts of the Kernel, Bottom-up and Top-down. The Bottom-up approach
either starts at the low-level functions that directly access the hardware of the
Local Advanced Programmable Interrupt Controller (localAPIC) or at a level where
all functions involved with IPIs can clearly be identified. If this is not the layer
where modifications are suitable, all places must be identified, where these functions
are called. This recursive process must be followed until a layer is found, where
modifications are reasonable. The apic structure contains function pointers that are
initialized depending on the type of local APIC. They are invoked mostly by macro
abstraction, therefore the macros must be identified that use the function pointers,
then the places must be found, where those macros are used. In this direction, the
tree becomes very widely branched. The Top-Down approach starts at an similarly
identifiable point and follows down function calls to the functions that actually access
the configuration registers of the local APIC directly. The challenge is to detect the
value of the function pointers in the apic structure that are initialized at boot time.
For this task, the Patch includes a function to read the current values of the five apic
elements concerned with IPIs and resolves their addresses to symbols. Both methods
can be combined to make sure that the whole IPI system is understood and covered.

The implementation of the x86 architecture branch of Linux 3.12 is displayed
in Fig. 5.2. The apic structure in apic.h? contains pointers to low-level sending
functions. On the test system haixagon (Appendix A.3.1), the functions of the
physflat module are applied (except apic_send_IPI_self() which is similar for both
modules as indicated by commentaries in the source code).

The Top-down approach covers all branches of callers but fails on waiting inter-
processor function calls: The architecture-independent sending function instructs
low-level functions to transmit an IPI and waits for the target to acknowledge the
execution. If the IPI is just not sent, the acknowledge will never arrive. As the
sending functions synchronously block until notification, the waiting task will block
until the isolation ends and IPIs are reactivated. Finally, at least the synchronously
waiting inter-processor function calls must be modified in the Bottom-up path, the
low-level functions in the Top-down direction can then forestall all further IPIs with

2arch/x86/include/asm/apic.h (Linux 3.12)
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Figure 5.2.: Inter-Processor Interrupt triggering functions call graph of Linux 3.12.
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Function File Type
default_send_IPI_mask_sequence_phys() ipi.c? single, low-level
default_send_IPI_mask_allbutself_phys() ipi.c single, low-level
apic_send_IPI_self () probe_64.c’ single, low-level
resched_task() core.c® single, high-level
wake_up_idle_cpu() core.c single, high-level
kick_process() core.c single, high-level
ttwu_queue_remote () core.c single, high-level
generic_exec_single() smp . c? single, waiting
smp_call_function_single() smp.c single, waiting
__smp_call_function_single() smp.c single, waiting
smp_call_fuction_many () smp.c mask, waiting

“arch/x86/kernel/apic/ipi.c (Linux 3.12)
barch/x86/kernel/apic/probe_64.c (Linux 3.12)
‘kernel/sched/core.c (Linux 3.12)
dkernel/smp.c (Linux 3.12)

Table 5.2.: Functions modified to block sending IPIs in Linux 3.12.

least effort. The lowest-level functions in Fig. 5.2 use physical localAPIC IDs that
can not easily be converted back to the CPU IDs used by the isolation bit mask.
Therefore, the Patch modifies the three functions of the level above (marked “low-
level” in Table 5.2). These three functions block sending IPIs to the isolated CPUs
on the lowest level. Even the Non-Maskable Inter-Processor Interrupt (NM-IPI) used
for debugging Kernel problems is prevented from being asserted to an isolated CPU.

The higher-level functions use low-level ones to send an IPI. Further, the waiting
functions actively wait for the completion signaled by an acknowledge flag in a shared
variable. If the IPI is never handled, the synchronous waiting is blocked. The IPIs
blocked by this modification not even result in the corresponding pending bit to be
set, therefore they are not caught up after all isolations end. The type marked single
is used for a single CPU by providing its ID and the mask function is given a bit
mask of multiple CPUs to execute and wait for multiple CPUs. The three functions
marked low-level suffice to handle also the high-level functions. An exception are the
four waiting functions that must be modified in addition to the low-level functions
because they synchronously wait for the completion of the triggered function.

With this modification, no IPIs are sent to isolated processors which is a basic
requirement to avoid blockings caused by IPIs. If the hardware interrupts are routed
correctly to other CPUs and all IPIs are blocked by the Patch, only the timer
interrupt is still triggered and blocked by the Interrupt Flag. This allows to fully
isolate a task without clearing the IF which will be described in Section 5.3.
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If IPIs are sent but masked on the target CPU, their pending bit is set and the
interrupt handler is called when the IF is reset. The described changes inhibit sending
IPI, therefore they are not caught up after the isolation ends. The t1b_shootdown()
is executed on all processors after global changes on the Kernel page tables. If a
CPU is not notified, it would access memory with out-dated TLB entries. This is
avoided in the Patch by generally executing this function on all CPUs that revert
their isolation.

5.2.4. Read-Copy-Update

Read-Copy-Update (RCU) is widely used in Linux (Section 2.2.5) for mostly read data
structures [BCO5, p. 207]. By default, the variant rcutree is used. In preemptive
real-time Kernels (especially with the RT-Patch), the detection of a grace period is
more complicated. This is implemented in the special version rcupreempt. For the
isolation context, it is important to understand, that the RCU system tracks the state
of all CPUs and either waits for them incrementing a counter or periodically executes
a function (via IPI) on all of them. If a CPU is isolated, it neither increments the
counter nor can the remote function be executed. This blocks the RCU system
never ending a grace period. This can either result in an indefinite blocking (if
synchronously waiting) or in not freeing data structures (if callbacks are never
invoked).

The Slab system uses RCU to manage allocations of memory buffers. If a buffer is
returned, it is not immediately freed, but a callback is scheduled, to free the buffer
when it can be guaranteed that not more readers are holding a reference to that
buffer. Hence, if the RCU system is blocked and its grace period never ends, returned
Slab elements are never freed and can not be reused. This is the cause for a growing
Kernel memory consumption during an active isolation. As observed, the growing
rate depends on the type and amount of load in the system partition.

The solution can be adapted from the Hotplugging system. Since the RCU man-
agement keeps track of all CPUs, it must be notified of unplugged and isolated CPUs.
The straight-forward solution is to notify the RCU subsystem about the unavailable
CPU like the Hotplugging does. The Patch includes functions rcu_offline_cpu()
and rcu_online_cpu() in rcutree.c?® that call the same internal functions that are
invoked by Hotplugging events. The process of registering a CPU offline is notified by
the sequence of CPU_DOWN_PREPARE, CPU_DYING and CPU_DEAD. The inverse operation
includes the events CPU_UP_PREPARE and CPU_ONLINE (the meaning of these events
will be described in the next Section). Essentially, they clean up pending RCU
callbacks on the current CPU and (de)register the processor in the list of active
CPUs. Since an isolated task is not allowed to use system calls, it can not interfere
with data structures protected by RCU. In the next Section will be described, how

3kernel/rcutree.c (Linux 3.12)
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Event Description

CPU_DOWN_PREPARE ask for approval
CPU_DOWN_FAILED  only for rollback on disapproval

CPU_DYING shortly before CPU is switched off
CPU_DEAD after CPU is powered down
CPU_DEAD after CPU is powered down

CPU_UP_PREPARE ask for approval
CPU_UP_CANCELED  only for rollback on disapproval
CPU_STARTING CPU will be started
CPU_ONLINE CPU is running

Table 5.3.: CPU notification events

the Hotplugging system can be imitated more closely which will include notifying
the RCU system.

5.2.5. Notifier Chain

The Notifier Chain is a mechanism of the Linux kernel to allow other subsystems
to register to be notified on certain events. Since the activation of isolated CPUs is
similar to Hotplugging, the CPU notifier chain is especially interesting. Every kernel
module (e.g. device drivers) or subsystem (e.g. time keeping, RCU) can register
its callback function with the CPU notifier chain. During shutdown or startup of
each CPU, multiple events (Table 5.3) are issued to all registered callbacks. The
*_PREPARE events are inquiries that can be answered with disapproval. In that case,
all previously notified callbacks are rolled back with an abort event. With this
mechanism, a callback can place a veto to keep a certain CPU running.

Many parts of the Kernel need to be notified about unavailable CPUs. Examples
are the time system, watchdogs, and RCU. Therefore, it is sensible to imitate this
mechanism also when isolating a CPU. A copy of the original functions was extended
with a bit mask to disable the notification of selected entries. Some notifiers should
be omitted if the CPU is not in fact switched off because the isolated task needs to
be further executed. Therefore, the migration notifier is excluded. The modifications
are implemented in cpu.c?. The functions cpu_isol() and cpu_unisol() imitate the
function notifier_call_chain() originally from notifier.c?.

Since the inclusion of the notifier chain, another problem arose with kernel threads.
The imitation of Hotplugging terminates many pinned kernel threads on the respective
processor. When reactivating it, the kernel threads are restarted by the kthreadd

‘kernel/cpu.c (Linux 3.12)
kernel/notifier.c (Linux 3.12)
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(Kernel Thread Daemon). If this non-pinned kernel thread was moved to a CPU-Set
containing only CPU #0, the spawned threads inherit this property and remain
pinned to CPU #0. Therefore, in the system initialization when moving all processes
and non-pinned kernel threads to a system CPU-Set, the Kernel Thread Daemon
must be pinned to CPU #0 and remain in the root CPU-Set (that contains all
CPUs). During restart, the pinning of the new threads is changed to their CPUs
and they remain in the root CPU-Set as before they were terminated.

5.3. Deactivation of the Timer-Interrupt

With preventing the sending of IPIs to isolated CPUs described in Section 5.2.3, the
only interrupt still blocked by the Interrupt Flag (IF) is the local timer triggered by
the local APIC. That interrupt is used by the Linux kernel for periodical maintenance
(e.g. advance the wall clock and usage statistics) and preemptive scheduling. Since
the isolated CPUs host only a single process and this interrupt is masked anyway,
the local timer can be stopped during active isolations.

The local timer is a functional unit of the local APIC (Section 2.1.7 on page 21)
and can be configured per CPU by the memory-mapped local APIC configuration
registers [Intell3c, Sect. 10.5.4]. Those are available at constant physical addresses
which makes them accessible both for the Kernel and for user-mode applications.
The latter can map the respective region of the virtual file /dev/mem® and modify
the local APIC behavior directly.

The timer uses two registers, Initial Count and Current Count. It is stopped
by writing zero to Initial Count. To restart the timer, either the old value of
Initial Count or the last value of Current Count before stopping the timer must
be written to Initial Count. Each CPU can only configure its own local APIC. To
be able to remotely activate an isolation, a remote function call (Section 5.2.3) via
IPTI is used. This must be done before the Patch starts blocking IPIs to that CPU.

If the partitioning redirects all hardware interrupts, IPIs are blocked by the Patch
and the local timer is deactivated, the IF must not be cleared to achieve the state
of complete isolation. Moreover, the IF can only be changed by the CPU itself.
Therefore, the complete isolation supported by a cleared IF can only be reverted
by the CPU itself. This could be triggered by an IPI, but the handler executes in
kernel-mode and can only influence the user-mode flags by manipulating the stored
flags in the user-mode stack. In contrast, activating the local timer of another CPU
by IPI is easier.

With this modification, the isolation can be controlled from another CPU. This
makes managing multiple isolated tasks (Section 6.2) more convenient and enables
handling errors in isolated tasks. For example, if an isolated task gets stuck in an

6Newer Linux distributions tend to deactivate this interface for security reasons but it can be
reactivated.
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endless loop, a cleared Interrupt Flag would only allow an Non-Maskable Interrupt
(NMI) to pass. If the blocked task does not need to clear the IF, the isolated state
can easily be terminated by another CPU and the isolated task becomes a normal
thread again that can be terminated with OS methods.

A similar approach of deactivating or reducing the timer interrupt and modify-
ing the Linux kernel was done in a project to increase the performance of High
Performance Computing (HPC) applications. They changed the timer frequency
and removed the major source of IPIs by changing RCU instead of systematically
verifying that no further interruption is possible which is crucial for hard real-time
execution. They did not reach a fully stable solution but proved their concept for
HPC systems [ALL12].

5.4. Alternative Implementations

During the development and evaluation of the described changes to the Linux kernel
(the Patch), alternative methods were evaluated but not implemented. The most
notable alternative way of handling the problems that the complete isolation causes
in the Kernel is the Hotplugging approach. At the time of implementing, the current
method of changing some places in the Kernel was rated to lead faster to a successful
result. Since the modification of the Kernel and porting the changes to a different
version is a major effort, the alternative concepts are described. Though, it was not
analyzed if these methods are realizable.

5.4.1. Kernel Module

One motivation of the isolation concept was initially to use an unmodified Linux
system. This had offered the benefit of independence from the underlying OS and
to easily transfer the real-time application to other systems or to upgrade the OS
[KY08]. However, Kernel problems enforced their addressing by modifications to the
Linux source code by a patch. This Patch changes only six files and was already
ported to several new Kernel versions. This did not demand deep analyzes, instead
the only problems were functions moved too far resulting in the Patch tool not being
able to identify the places to change. Otherwise, kernel modules are considered easier
to port to new Linux versions. They use a more fixed Application Programming
Interface (API) but are restricted to the released interfaces.

Another disadvantage of the Patch is the requirement of rebuilding the Kernel
after every change. In contrast, a kernel module can be unloaded, recompiled and
just loaded again. If the package management of a distribution installs a new Kernel
(e.g. with security fixes), it would lack the Isolation Patch but could probably just
load automatically the same kernel module as before.
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It was tried to realize the changes of the Patch as kernel module. The infrastructure
with the sysfs interfaces and the management of isolated CPUs can easily be imple-
mented in a module, after all this is how device drivers work. But the modification
of IPI sending functions is a modification of several high- and low-level functions
(in the architecture-independent and the x86 parts of the code, respectively). Other
functions like the notifier chain and the notification of RCU are not part of the
module API. They could be exported by a Patch again, but this would foil the kernel
module advantage.

5.4.2. Hotplugging

Like introduced in the motivation for this Kernel Patch (Section 5.2.1), during
an active isolation, the respective CPU is unavailable for the other CPUs like a
switched-off processor is. The procedure of activating the isolation is in large parts
imitating the Hotplugging system. Consequently, an alternative method to unregister
isolated CPUs from the Kernel would be in fact switching it off with the Hotplugging
system. To execute the isolated real-time task, the halted processor could be waked
up again without using the functions of the Linux kernel. This would result in a CPU
that executes some code but without the Kernel registering this CPU as available.

The waking-up of a shut-off CPU is described in the processor manuals [Intell3c;
AMDI12b]. It is the same procedure used by a Symmetric Multi-Processing (SMP) OS
when booting the other processors (Application Processor, AP) from the Bootstrap
Processor (BSP). The boot process of a multi-processor OS starts with a single
processor that initializes some early required devices and then wakes up the other
processors with a Startup-IPI. This is a special IPI that can be generated similar to
usual IPIs by the local APIC. Instead of an interrupt vector number, the Startup-IPI
carries the address of a physical memory page as payload. This page must contain
the boot code starting from 16 Bit Mode to initialize the CPU to 32 Bit Mode (and
possibly to 64 Bit Mode) and to set up some processor-specific functional units like
the local APIC and the page-tables used by the Memory Management Unit (MMU).

To exploit this hardware feature circumventing the Linux kernel, a memory page in
the physical address range below 640 KiB must be allocated and initialized with the
compiled boot code. Then, a Startup-IPI can be sent to the switched-off processor
with the physical address of the page holding the boot code. The boot code is
standard for x86 processors for switching from 16 Bit Mode to the required 32 or
64 Bit mode that the other CPUs use.

Bringing up the CPU is straight-forward and certainly possible. However it must
be analyzed how the local APIC must be configured to work correctly. It will not
receive any IPIs, because the Kernel expects this CPU to be switched off. But it
must be evaluated, if the reactivated local APIC reacts to broadcast IPIs.

The final action of the boot procedure is generally handing over to a scheduler
that manages multiple tasks. In this setting, only a single task (the isolated one)

124



5.5. Evaluation

should be executed. The code is stored in a process running in the remaining Linux
system. It is probably a viable way to use the same page tables for the waked-up
CPU than a manager process and jump to the address of the code to be executed in
isolation.

To revert the state of a CPU executing without being registered by the Linux
kernel, the isolated task must shut down the CPU to a halted state. Then, Linux
can re-initialize the CPU with the Hotplugging system. It is not clear, how the CPU
would react to faults and errors and how a stuck isolated task could be recovered. It
would probably be required to implement interrupt and exception handlers for those
occasions.

Generally, this method contains a lower risk than the Patch for causing errors in
the OS that were not yet discovered because the Hotplugging system handles all
subsystems correctly and is widely in use and tested while the Patch is only evaluated
with a selection of loads. Further, this proceeding can probably be implemented as
easily portable kernel module because it is based on processor features and requires
only minor interaction with Kernel functions. It remains as future work to test the
viability of this approach.

5.5. Evaluation

The implemented modifications were successfully tested with a wide variety of loads
and benchmarks with isolations up to 5 Days. This included heavy system load
and remote logins and recorded the load processes to evaluate if they work properly.
Further, there were no critical messages in the Kernel log (dmesg).

Using system calls now includes another risk (additionally to those explained
in Section 4.6.1). The Patch deactivates some subsystems for the isolated CPU.
Using system calls that rely on these functionalities can either block indefinitely
or reactivate sleeping services or even block the whole system. Although, single
isolations of up to 120 Hours and tests with many reboots and many short executions
(up to 50 isolations of 5 Minutes each) went all fine.

The hard real-time property of non-interrupted execution on the bare-metal is not
changed in this Chapter. But the fact, that a system can not crash is not easily
formally verifiable running a Linux kernel. Therefore, the criticality does not hold as
strong as the temporal predictability.
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In the previous practical evaluations, the isolated task has always executed either the
empty loop of the hourglass benchmark or small synthetic benchmark routines doing
substitute work on memory buffers and multiple isolated tasks did not cooperate.
Since the isolation concept presented in Chapter 4 does not allow system calls, the
isolated tasks can neither communicate nor use device drivers so far. This constrains
their applicability for real work. The solution to restore the usability already began to
show in using shared variables for notifying the isolated tasks. This Chapter presents
methods for shared memory communication without interference of the operating
system (OS) and the direct hardware access for interacting with the physical world.
A similar trend to avoid context switches into the OS can be observed in High
Performance Computing (HPC) where communication methods implemented in the
user-mode are increasingly popular. Supported by Remote Direct-Memory Access
(RDMA) interconnects, the latency is decreased and the OS jitter reduced |Gio-+04].
The objective of the isolation concept is to integrate multiple components and even
levels of the automation pyramid (Section 1.1) into a single system with multiple
processors. While applications of the company level like Manufacturing Execution
Systems (MES) and Human-Machine Interface (HMI) are already implemented
customarily on PC systems, the real-time requirements of the cell level and even
more the hard real-time and very low-latency demands of Programmable Logic
Controllers (PLCs) in the field level are still in the domain of embedded systems.
For development systems, prototypes and unique research specimens, the rapid
prototyping approach using the isolation concept enables the integration of hard
real-time tasks on commodity x86 systems. A possible starting point is an already
existing complex application that should be extended with low-latency closed-loop
control or a distributed system of multiple external micro-controllers that should be
consolidated into fewer systems for cost-efficiency or simplified management.
Generally, common guidelines to implement real-time applications are valid [Lab97;
SRH99|. The exemplary application introduced in Section 1.1 is used as a motivation
to present how all required means of complex real-time applications can be realized
with the isolated task concept. The main application contains a Graphical User
Interface (GUT) (e.g. a Qt' application) to display the state of the experiment and to
allow to configure and start test series. It uses a network connection to store results in
an external database. Multiple threads are started to execute longer running analyzes

!Online: http://qt-project.org (visited November 12, 2015)
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and data preprocessing. The GUI should always display a rather up-to-date snapshot
of some graphs representing the current state of the experiment. The user interface
must always be responsive to adapt parameters or even to abort the experiment in
case of a dangerous condition. Decisions of the operator must be transmitted to
the experiment control process. Several actors of the physical system (plant) must
be regulated by closed-loop controllers with a frequency of 100000 Hz (10 us) and
a time-out of 2 us with hard real-time constraints. The controllers should update
their parameters with soft real-time behavior (quickly after they are changed by the
operator) and they must make available their current state to the main application
for post-processing.

For debugging purposes, a recording of every 10" state (100 us) of the controllers
can be activated. Alternatively, the debugging can be supported by providing a
special soft real-time mode where a bare-metal task on an isolated processor is not
completely isolated. This would allow to execute the isolated task under the control
of a common debugger. Software tracing [Stol3, Sect. 3, p.569| can be implemented
via a shared memory buffer where the bare-metal task writes trace entries in a
ring buffer structure and a system process reads and evaluates the traces. The
overhead depends on the granularity and volume of trace events and has the worst
impact to the cache resulting in a larger jitter than with deactivated tracing. On
x86, the Performance Measurement Counters (PMCs) [Intel13c¢, Chap. 19; AMD12b,
Chap. 13.2| can be used to acquire processor details such as cache misses or branch
mis-predictions. The infrastructure supports interrupts, but can also be used on a
polling base only counting events that are reported via shared memory to a processing
task in the system partition. Debugging mode and tracing should be deactivated
during time-sensitive execution.

Between test series (i.e. not during real-time operation), the code implementing
the closed-loop control can be replaced. The chemical and physical models are
developed using a graphical tool (e.g. Simulink), converted to C code, compiled to
shared libraries and dynamically linked to the application. The interaction of the
tasks and their required timing are illustrated in Fig. 6.1.

The term “hard real-time” is interpreted in this setting that not a single violation
of the defined deadlines is allowed. This should be proved by formal verification
relating to the code. But since the execution time of instructions on x86 hardware
is difficult to predict, the practical execution must be monitored. This enables
registering timing errors, because even a single timing violation invalidates a test
series. It is not a safety-critical application (where lives depend on), but failures can
be expensive if long-running test series must be repeated or hardware is damaged.

The GUI, the Manager and the Calculation tasks can be implemented as threads
in a process. As system, an x86 server with two sockets is projected that can be
configured with 8 to 20 processors. The high-performance calculation can therefore
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Figure 6.1.: Example application: Tasks and interaction

be implemented with OpenMP? and use several Central Processing Units (CPUs)
as well as the soft real-time scheduling methods provided by Linux. It would be
possible to install an accelerator card (e.g. Intel Xeon Phi?® or a graphics card for
general-purpose processing?) and delegate some work. The Manager Task interacts
with the GUI using the functions of the framework (e.g. Qt). It starts and interacts
with the calculation threads and writes records to the database using a network
connection.

Instead of implementing the PLCs on external embedded systems with Micro-
Controllers (1Cs) connected by a field bus, they are realized with the isolated task
concept on three dedicated CPUs. Each PLC executes a time-triggered loop every
10 us and calls its functions periodically. These functions include the receiving of
updated control parameters, the reading of sensor values, the calculation of the
control function, the setting of actor values and sending the current state to the
Management Task. The Input/Output (I/O) of physical signals is provided by
peripheral Data Aquisition (DAQ) devices installed as PCI Express (PCle) expansion
cards with digital General-Purpose /O (GPIO), Analog to Digital Converter (ADC)
and Digital to Analog Converter (DAC) interfaces. The control function is provided
by the Management Task during the initialization and not changed during real-time
operation.

In the following Sections is presented how the required means of communication,
management and device interaction can be realized under the constraints of the com-

2Online: http://openmp.org (visited November 12, 2015)

3Online: http://www.intel.com/content/www/us/en/processors/xeon/xeon-phi-
coprocessor-overview.html (visited November 12, 2015)

4Online: http://gpgpu.org (visited November 12, 2015)
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pletely isolated task concept. Additionally, a mechanism to allow certain interrupts
without losing control to the OS is presented allowing to use the event-triggered
paradigm and even to embed a Real-Time Operating System (RTOS) providing
preemptive scheduling into an isolated task.

6.1. Shared-Memory Communication

Isolated tasks can be threads (e.g. Pthreads [NBP96]) or forked [Roc08] processes.
Threads have the advantage of a shared address space enabling the common use of
global variables. But this also implies the risk of mis-implementing synchronization
and generating data races. With distinct processes, the separated address spaces
protect the tasks from accidentally corrupting other’s data. Processes can still
establish shared variables using shared memory segments (e.g. System V shared
memory, Section 2.2.3 on page 47). On most architectures, shared memory is a
hardware feature implemented in the paging system. At initialization, allocation or
mapping, the OS must be consulted, but afterwards, the hardware manages the access
to shared memory and the coherence of the memory view. On the x86 architecture,
multiple processes can point their page table entries to the same physical page
frames [Intell3c, Chap. 4; AMD12b, Chap. 5|. According to the Consistency model
(Section 2.1.9) data stores of one process or CPU to an address will be immediately
visible to the others that share this variable.

The access to shared resources must be protected by mutual exclusion or special
serializing algorithms. This can be enforced by using only common functions to access
those shared variables (e.g. Message-Passing or the Monitor concept). Generally,
mutual exclusion can be realized with OS methods (e.g. Mutex, Semaphore) that
usually block a task until the resource becomes free or using user-mode implementa-
tions waiting actively (e.g. spinlock). Since system calls must not be used by isolated
tasks, the standard library mechanisms like PThread-Mutex (on Linux realized with
Futex [Drell; FRK02| which may use a system call®), pipes and message queues
[Ker10] must be replaced with other functions. Spinlocks have the advantage of a
very low overhead and latency but they inherently carry a risk of starvation and
deadlocks |Tan07, Chap. 6.

Completely isolated tasks are executed bare-metal and the rules of OS development
apply. For all shared resources, the hardware-induced latency for the access from
different processors must be regarded. If a variable is written by a processor, other
processors having the same line in their cache must invalidate it and reload its
content from the level below when they access this data the next time. On the x86
architecture, the cache coherence is managed by the hardware, this is transparent to

5Ziipke presented an alternative implementation which is claimed to be capable of hard real-time
[Ziip13], but his definition of hard real-time is different (weaker). This approach still uses a
system call in the contented case.
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software. The common level can be a shared Last-Level Cache or the main memory.
The latency between storing on one processor and another CPU detecting the change
includes the write-back to the shared level and the loading into the other cache.
This effect will be analyzed in detail in Chapter 7. A similar effect in this context is
false sharing (Section 2.1.9). Therefore, by implementing all following algorithms,
variables written by distinct processors should be placed in different cache lines. This
can be realized by including padding (unused variables) or allocating aligned buffers
e.g. with posix_memalign().

Further important details to watch for while implementing synchronization and
generally access to shared variables follows from the compiler optimization. In the
programming language C, the volatile modifier should be used for variables that are
read repeatedly in a loop while another processor may change them. Without this
modifier, the compiler may optimize the memory access and only use a register which
will never mirror the subsequently changed state of the originating memory location.
A similar effect can be realized with memory and compiler barriers or intrinsic atomic
functions (Section 2.1.9, also explained in volatile-considered-harmful.txt® ).

A lot of research was published for multi-processor real-time systems and RTOSs
proposing a wide range of algorithms for real-time capable synchronization. Generally,
all methods can be applied to isolated tasks if they use only hardware-supported
instructions like Compare-and-Swap (CAS) or Fetch-and-Add (FAD) (Section 2.2.1)
and if they consider multi-processor systems. Of special interest for hard real-time
systems are non-blocking [MS96b]|, lock-free [FLO02; LS04| and wait-free |Her91|
algorithms. Because of its emphasis on a low overhead and predictable latency, some
research of the area of HPC is also applicable [MS91; Dak09] if it is evaluated for
the special (hard) real-time demands. However, the verification of the correctness of
complex lock- and wait-free algorithms is more complex than using mutual exclusion
[Des13b]. Therefore, the communication functions should be encapsulated in a library
that can be verified independently and that can be reused.

Complex nonblocking data structures can be constructed to the need, e.g. for
different numbers of readers and writers and with different progress guarantees (e. g.
single producer wait-free enqueue and multi-consumer lock-free dequeue FIFO queue)
[AIB13, p. 56]. Brandenburg et al. compare blocking to non-blocking algorithms.
Generally, the non-blocking kind can be implemented in user-mode based on atomic
operations. And the non-blocking variants are also rated better for hard real-time
applications |Bra+08|. This is demonstrated by Pohlack et al. in a simple, low-
overhead implementation that is advertised as being easily to be integrated into
existing projects, possibly based on a wide variety of environments [PAHO04|. Their
concept was later implemented in a framework to monitor real-time behavior without
unpredictably disturbing the timing [PDL06|. This monitoring system is “solely
based on shared memory regions, not using any system calls” [PDL06, Conclusion]|

SDocumentation/volatile-considered-harmful.txt (Linux 3.12)
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Figure 6.2.: Simple flag operation.

which is similar to the shared memory Inter-Process Communication proposed here.
Richter et al. present a framework for real-time communication on Linux-rt [RWK11].
Libraries for user-space synchronization based on atomic operations support non-
blocking data structures. Recent examples are Userspace Read-Copy-Update” and
Concurrency Kit® that are both for HPC but might be applicable — at least in parts
— to real-time programs.

However, in this Section is presented how such synchronization and Inter-Process
Communication (IPC) mechanisms can be implemented to the need of the application.
In the following, the synchronization of conditions with signals [BWO01, Sect 8.1],
the protection of shared resources with mutual exclusion [Liu00, Chap. 8] and some
message-based IPC objects [BWO01, Chap. 9| are regarded.

6.1.1. Signals

The signaling between isolated tasks and with tasks in the system partition can easily
be realized with flags [Sta09, Table 5.3|. This concept is also called condition variable
[Tan07, Sect. 2.3; Dicl3, Sect. 5.2] providing wait() and signal() methods. Here, a
flag is an aligned shared memory variable of 4 or 8 Bytes with a defined meaning of
either its bits or integer value. The writer sets a bit or stores a new value and the
reader can test if the writing has already happened (Fig. 6.2). This procedure can
be applied in a one-way direction with a single writer and one or multiple readers
that wait for certain signals from the writer. Alternatively, a two-way usage allows
a handshake protocol for two partners if they alternately read and write the same
shared variable. Essentially, it must always be clearly defined who is allowed to write
the flag while the other waits to change roles. With store operations on the x86
architecture being always atomic, no further synchronization is required.

In both the one-way and the handshake case, all members of the operation need a
local copy of the shared variable. The writer increments its local copy and writes
the new value to the shared variable to start the next epoch. The readers compare
their local copy with the shared variable to detect the change to the expected value.

"Online: http://lttng.org/urcu/ (visited November 12, 2015)
80nline: http://concurrencykit.org (visited November 12, 2015)
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Figure 6.3.: Flag used for a handshake operation.

The readers must increment their local copy between two waiting operations to wait
for the next epoch because the writer can already have written the value or they can
even have skipped epochs.

In a Handshake algorithm (Fig. 6.3), two members alternatively signal the start of
an epoch and wait for the next epoch. In the example, Task A signals the odd epoch
numbers and waits for the even numbered ones. When Task B waits for epoch 3, it
has already begun and it can immediately proceed with its work. This demonstrates,
that a task can still execute in the notion of a previous epoch even if the other task
has already begun the next. With two participants signaling alternately, they can
omit the local copy of the expected value and wait for an even or odd flag value.
This procedure can be extended to multiple members passing a virtual token in a
circle. If all members wait for all others to complete the current epoch before jointly
proceeding, a Barrier can be realized.

For hard real-time tasks, the blocking wait operation can be dangerous to the
timing because the partner has the power to jam the other task. If one task has a
lower priority or is implemented with only soft real-time constraints, the duration of
blocking is unpredictable (i.e. priority inversion). In such combinations, a test or
try function can be useful that does not include active waiting (like a spinlock), but
only returns if the requested epoch was already signaled. With this sort of functions,
the programmer can decide how to proceed if the waiting condition is not met, yet.

Allowing only busy waiting on spinlocks instead of suspending a task wastes CPU
cycles and reduces the productive work that can be done on that CPU. Suspending
is not possible in the bare-metal execution of the isolated task concept. Although,
the advantage of busy waiting is the extremely low latency to notice a change of the
flag. On current x86 processors, an empty loop that only compares a flag with a
constant value can be executed in 20 to 40 cycles. That time must be extended to
the Last-Level Cache or memory latency, where the memory is shared between the
respective processors. With a common Last-Level Cache two processors can exchange

133



6. Application Support

signals with a latency of 42 to 125 cycles. In the absence of a shared Last-Level
Cache the latency increases to 208 to 250 cycles®.

In the example application presented above, the flag can be used to notify isolated
tasks that they need to read new control parameters. The Handshake mechanism is
useful to manage the isolated tasks by instructing them to initialize, start and stop
their work.

6.1.2. Mutual Exclusion

Critical sections are parts of the code that access shared resources and that must be
protected from concurrent access (Section 2.2.1). This can be a conditional update
of a variable that must not be interrupted by another task changing this value or
it can be the update of multiple entries of a record that other tasks must not read
with only some values changed (i.e. in an inconsistent state). On multi-processor
systems, those sections can not be protected by blocking interrupts on the current
CPU because tasks on other CPUs execute concurrently. A straight-forward solution
is to use mutual exclusion and enter a critical section only if no other task is currently
executing in this section. If blocked, the task must wait until the section becomes
free. After leaving the section, the Mutex is notified so that a waiting task can
proceed into the critical section.

Instead of using the methods provided by the OS, a task can implement actively
waiting variants of Mutexs, Semaphores and more complex synchronization means
on top of flags or by directly using atomic instructions (Section 2.1.9) on shared
variables. In any case, the applicability of synchronization primitives based on shared
variables must be evaluated for hard real-time demands [BWO01, Chap. 8] because
they imply a risk of priority inversion (Section 2.3.4) and deadlock (Section 2.2.1).
In the following Section, complex synchronization objects like message queues will
be presented, that are easier to use and do not entail these risks.

A Semaphore as described by Dijkstra [Dij68| provides two operations, P and V.
They use an unsigned integer value initialized to the number of free resources or the
number of participants that are allowed to enter the critical section at the same time.
The P operation (prolaag, Dutch portmanteau of probeer te verlaag: try to reduce
[Dij63]) probes if the calling task is allowed to advance into the critical section and
returns only when the condition is met. Implementations often call similar functions
down() or wait(). On leaving the critical section, the V operation (Dutch verhoog:
increase [Dij63]) increases the Semaphore to indicate that a resource became free.
This operation is also called up() or signal(). The binary semaphore with the initial
value of 1 is often called Mutex and used with lock() and unlock() operations. A
Mutex implemented with busy waiting is called spinlock.

9Results taken on test system haixagon with isolated tasks on CPUs #6 and #7 with a shared
Third Level Cache (L3$) and on CPUs #5 and #6 using the main memory.
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unsigned int sem = 1; /+ initialize as 1 (free) x/
void P(unsigned int *sem) /+* "Prolaag" ~ try to reduce %/
{

while (1) {
ATOMIC {
if (x*sem > 0) { *sem--; break; }

}
}
}
void V(unsigned int *sem) /* "Verhoog" = increase x/
{
*xsem++;
}

Listing 6.1: Semaphore implementation using pseudo atomic functions.

The typical implementation of a Semaphore is shown in Listing 6.1. The section
marked ATOMIC can not be implemented in a high-level language like C'° but must
use an atomic assembly instruction like CAS or FAD (Section 2.2.1 on page 44). The
example universal Semaphore implementation can not easily be realized with the
atomic instructions provided by the x86 architecture. For the binary Semaphore that
is initialized with 1 and can otherwise only be 0, the implementation with an atomic
Exchange (XCHG) instruction is shown in Listing 6.2. The example code uses GCC
intrinsic functions instead of embedding assembly code.

All these implementations are actively waiting on spinlocks. Since suspending
is not possible, the blocking lock() operation can be replaced with a trylock()
operation that immediately returns with a boolean value indicating if the Semaphore
was obtained or if it was not free. This kind of function is beneficial for the timing
analysis because it returns after a constant execution time. The programmer can
decide to execute other work before retrying to obtain the Semaphore. In case of a
positive result to the trylock() operation, the Semaphore must be released with the
unlock() operation after leaving the critical section.

When handling multiple locks, the risk of a deadlock is present (Section 2.2.1).
Deadlock detection and subsequently recovering is in most cases not productive in
real-time systems. The occurrence of deadlocks can either be avoided by only granting
access to a Semaphore, if the situation is secure in every possible following path
[Tan07, Sect. 6.5] or the system can be designed to prevent deadlocks by breaking at
least one of the four required conditions [Tan07, Sect. 6.6]. Blocking implementations

10 Although most compilers support intrinsic functions that are implemented with atomic instruc-
tions, e.g. __atomic_compare_exchange() in GCC.
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unsigned int mutex = 1; /x initialize as free x/

void lock(unsigned int *mutex)

{
while (1) {
unsigned int local = 0;
local = __sync_lock_test_and_set (*mutex, local);
// LOCK XCHG xmutex, local /x write 0 (locked) x/
if (local == 1) { break; } /x aif it was 1 (free) x/
}
}
void unlock(unsigned int *mutex)
{
__sync_add_and_fetch (*mutex, 1);
// LOCK INC xmutex /x atomic increment x/
}

Listing 6.2: Binary Semaphore (Mutex) implementation with GCC intrinsic functions.

can handle the priority inversion problem with temporarily boosting the priority of
a task holding a Mutex, but spinlocks can not take influence of OS priorities. For
hard real-time tasks, it is generally preferable to use Mutexs and Semaphores only if
all accessing tasks are implemented for hard real-time.

6.1.3. Complex IPC objects

The synchronization objects presented in the previous Section are required to protect
critical sections. However, these parts of the code must be identified and handled
accordingly. The Monitor concept [BWO01, Sect. 8.6; Tan07, Sect. 2.3.7] abstracts
shared resources and protects the access implicitly. This can be realized in object-
oriented programming with private data members. The access is handled by public
methods that protect critical sections where needed. Consequently, the user (i.e.
the programmer of a real-time application) does not need to analyze side-effects and
the timing evaluation becomes easier. Monitors are a common concept in real-time
applications and can be implemented for isolated tasks based on spinlocks.

The accessing functions of Monitors are not generally lock-free if they implicitly
use spinlocks and can thus be subject to priority inversion. An alternate concept
implicitly synchronizing is message-based communication [BWO01, Chap. 9]. The
basic example is a message queue that supports sending values between tasks. The
send() and receive() functions can be implemented wait-free, i.e. they always
return within a limited time.
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A message queue can be implemented using a ring buffer of constant size. This
avoids the allocation of memory for new elements usually requiring an OS function
(system call) not allowed in the isolated task concept. The disadvantage of a ring
buffer is the limited number of elements so that the buffer can run full and a strategy
of either discarding further elements or overwriting the oldest must be designed.
Depending on the application, different properties and guarantees can be realized.

unsigned int next_read, next_write = 0; /x empty */
int buffer [SLOTS]; /+x only for int elements x/

void send(int value)

{
if (((next_write+1) % SLOTS) == next_read) {
return; /+* ERROR: ring buffer full! x/
}
buffer [next_write] = value;
__sync_synchronize () ; /* Memory barrier x/
next_write = (next_write + 1) % SLOTS;
}
int receive ()
{
int result;
if (next_read == next_write) {
return -1; /* ERROR: ring buffer empty! %/
}
result = buffer[next_read];
__sync_synchronize () ; /* Memory barrier x/
next_read = (next_read + 1) % SLOTS;
return result;
}

Listing 6.3: Simplified wait-free message queue implementation [Lam77].

A slightly simplified implementation of a wait-free message queue for a single
sender and a single receiver both being hard real-time tasks is shown in Listing 6.3. In
a dynamic initialization, one of the tasks must allocate the shared resources and the
other one needs to connect to them. In both the send() and the receive() function,
their respective pointer next_write or next_read is first checked for a full or empty
buffer (the error notification is skipped in the example). Then, the element of the
ring buffer is accessed and finally, the pointer is advanced to the next element. Since
each pointer is only modified by one of the two functions and the next to-be-read and
-written elements are assigned to either the reader or the writer, this is not a critical
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section and therefore, it does not need locks. Further, the functions do not contain
any loops for waiting or retrying, therefore they always return within a limited time.

As mentioned before, the cases of a full buffer while sending or an empty buffer
while reading must be regarded in a protocol depending on the application. In the
example of a producer/consumer scheme, the consumer could just wait if the buffer
does not contain any elements to read and immediately proceed when a new message
arrives. Otherwise, the producer must decide if it can wait on a full buffer or if this
would violate its real-time conditions and it better drops or overwrites elements. An
example for a consumer-centered setting is a DVD burner where the producer must
not let the buffer run empty but can wait if it is full. In contrast, if the producer
controls a plant and sends the current state to a queue, it can not wait on a full
buffer.

If the transmitted elements are large messages, zero-copy protocols can be im-
plemented [HP11, App. F.2; YAWO05]. This can be accomplished by dividing the
allocation of a ring buffer element and the increment of the pointer that signals
the reader a new element. With this procedure, the producer announces a new
element to the message queue and gets a pointer in return where it can store the
element directly in the ring buffer while creating it. If the element is complete, the
send operation is committed to make the new element accessible to the consumer.
Likewise, the consumer asks for a new element and gets a pointer to the ring buffer
location. It can read the element to process and when finished, free it to make the
element reusable by the producer.

The example code in Listing 6.3 contains a call to the GCC intrinsic func-
tion __sync_synchronize(), a memory barrier to avoid consistency problems (Sec-
tion 2.1.9). Current processors of the x86 architecture use a slightly weaker memory
consistency [Mos93; HP07, Sect. 4.6] than sequential consistency [OSS09]. On a
single processor, a following instruction sees all modifications done by previously ex-
ecuted instructions (sequential consistency) [Intell3c, Sect. 8.2]. For multi-processor
systems, this is slightly trickier and documented by the processor manufacturers.
The C programming language defines in its latest standard (C11) a weak consistency
model for threads [C11, Sect. 5.1.2.4] and the library [C11, p. 7.17.3]. This allows
the optimizing compiler to reorder operations that are not inter-dependent in the
same thread [Bat+11]. In the example, the increment of the next pointer and the
access to the referenced buffer element appear to be independent to the compiler
missing the semantic dependency. Thus, the writing of the pointer to the memory
could be done before the buffer element is accessed (which could be done if the
pointer was held in a register). In that case, the other task would compare against
an updated pointer while the value is not stored in the ring buffer, yet. To prohibit
the compiler from moving memory stores across this line, the Memory Barrier is
placed between those two lines [VN13]. Further, the out-of-order x86 architecture
must be instructed not to reorder these instructions which is done with a memory
barrier (mfence). It depends on the compiler on how to realize this function, e.g.
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GCC provides the intrinsic function __sync_synchronize(), and the C11 standard
introduced the _Atomic qualifier [C11, Sect. 6.2.5].

The MCAPI (Section 2.2.3) is targeted at embedded systems but does not consider
real-time systems. The literature describes many algorithms for special settings like
multiple non-real-time senders and a single hard real-time receiver. Brandenburg
et al. provide an overview and evaluation of various lock and wait-free Message-
Passing (MP) algorithms [Bra+08]. They consider the lock-free queue of Michael
and Scott [MS96b], lock-free buffers of Tsigas and Zhang [TZ99|, wait-free buffers of
Anderson and Holman [AHO00], and wait-free universal constructions of Anderson
and Moir [AM95]. Brandenburg and Anderson further analyze the schedulability of
reader-writer sychronization for real-time systems [BA09b|. Engel and Volp evaluate
the application of lock-free algorithms from HPC (using the MCS lock [Kri+93|) in
real-time systems [EV11]|. Other related work combines shared memory synchro-
nization with multi-processor real-time scheduling [CRJ07|, applies non-blocking
synchronization to a robotic system [SSL09|, or advances the formal verification
of hard real-time systems [Ger+12]. The application of IPC for isolated tasks was
extensively analyzed by Raschen |[Rasl1].

The x86 architecture provides a large number of atomic instructions (Section 2.1.9
on page 38) that allow to apply a wide range of algorithms presented in the litera-
ture. Some architectures like ARM only provide the Load-Linked/Store-Conditional
(LL/SC) instructions to build atomic operations. This type of implementation does
always require a retry-loop in case the conditional store fails. Therefore, on archi-
tectures only providing LL/SC, most wait-free algorithms can not be implemented
[Ras11].

Alt implemented a demonstration application using the isolated task concept
[Alt13]. To transfer video frames from a soft real-time image processing task (pro-
ducer) to a hard real-time transmitter task (consumer), he implemented a triple
buffer. The switching of buffers is implemented wait-free with atomic instructions.
The producer always finds a free, unused buffer. In the next iteration, the consumer
switches on availability of a new element to that buffer. Raschen describes a sensor-
buffer object with wait-free writing of new sensor values while the reader has no
timing limits (thus can be normal process) |[Rasl1].

A different approach to elide locks is to wait until no more users are holding a
reference to an object [McK13b|, e.g. by using reference counters or Read-Copy-
Update (RCU) (Section 2.2.5 on page 51). The latter uses non-blocking entry and
exit functions for critical sections to register threads using data structures and
subsequently pessimistically estimate when that data structure is no longer used.
This is suitable and optimized for mostly read data structures if writing can wait
or use callbacks to complete pending actions. RCU is implemented with various
optimizations in the Linux kernel and a user-mode implementation is available
[MDL13|. The variants that work without system calls are generally suited to be
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used in completely isolated tasks. The grace period could be determined based on
the lowest control loop frequency of all isolated tasks.

6.1.4. Dynamic Memory Allocation

The requirement to allocate all needed memory before the application enters the
real-time operation follows the rule not to use system calls in isolated tasks. The
allocation functions provided by the standard library (e.g. malloc(), new) are not
real-time capable. But it is possible to implement a user-mode allocator that provides
hard real-time guarantees as long as it does not run out of space. This allocator
must reserve its memory pool at the initialization time. An example is the Two-Level
Segregated Fit (TLSF) memory allocator [Mas+04| that allows memory allocation
with a guaranteed Worst-Case Execution Time (WCET) [Mas+08].

With dynamic memory allocation, linked lists protected by locks or RCU and
Hazard Pointers [Mic04] can be applied. This enables the implementation of advanced
synchronization and communication objects that are secure to be used with the
isolated task concept and to synchronize between hard real-time tasks and processes
in the system partition.

6.2. Management

The setup of the system (Section 4.2) and the start and initialization of the isolated
tasks (Section 4.3) should be managed by a dedicated task of the real-time application.
Due to unresolved problems with moving tasks to other CPU-Sets while an isolation
is active in the system, all isolated tasks must be started, initialized, and isolated
in lockstep. Similarly, they must be shut down in a synchronized fashion. Further
assignments of a manager task can be the monitoring of isolated tasks and the
handling of errors. In the following is presented, how the test and benchmark
applications use flags and message queues for synchronization and communication
with the isolated tasks.

6.2.1. Control

Generally, isolated tasks can be implemented as threads of a main application or
as processes with their own address space. In the latter case, the communication
can be based on shared memory segments allocated and connected to during the
initialization phase. In the following, an approach to managing threads will be
described without loss of generality.

The management task is a thread that continuously interacts with the isolated
tasks. If the application requires a high throughput of data with multiple isolated
tasks, the concept could even be stretched to dedicated partner tasks with soft
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State Signaled by Description

INIT (Manager)  Initialization value
THR_ IS RUNNING Isol. task Was first executed by the OS

MA _INIT Manager Thread should start initialization
THR__INITED Isol. task Thread finished initialization

MA START ISOL  Manager Thread should activate isolation
THR_ISOLATED Isol. task Thread activated isolation
MA_RUN Manager Thread should enter real-time loop
MA SHUTDOWN Manager Thread should exit real-time loop
THR _LEFT Isol. task Thread has left the loop

MA STOP_ISOL Manager Thread should deactivate isolation
THR__UNISOLATED Isol. task Thread deactivated isolation

MA EMERGENCY  Manager Emergency exit (skip prev. steps)
THR_END Isol. task Thread has shut down and will exit

Table 6.1.: Management states as implemented in the benchmark application.

real-time behavior. Alternatively, the management could be provided by start and
shutdown functions that are called from appropriate methods of the application.

The example application defines multiple states of operation. In the initialization
state, the system is set up and the isolated tasks are started. If all threads are
prepared, the isolation state successively activates the complete isolation for each of
them. The threads wait in the stand-by state for a flag signal to start the real-time
work. When the experiment is finished or interrupted by a user, the shutdown state
handles the reverting of the isolations. Depending on the needs, the threads can
be kept running and move back to the wnitialized state to start a new experiment
with different parameters. If a different number of isolated tasks is required for each
experiment, the threads should terminate and the manager task will start new ones.

The switch between the states is managed by a dedicated flag for each isolated
task. This way, the manager can follow a handshake protocol with each task. The
following protocol with the states listed in Table 6.1 is applied by the benchmark
application used for the evaluation in Chapter 7. The state names indicate who
signals each state while the other waits.

The manager task maintains a field of structures holding the data for each task
such as the Pthread handle, the task ID (required for CPU-Set handling), the state
flag, communication objects, and monitoring variables. This data structure should
be carefully designed to separate elements written by the manager and the isolated
task to avoid false sharing.

To start the isolated tasks, the data structures are initialized in a loop. Then,
each thread is created and signals when it is running. After all threads are started,
the manager waits in another loop for each of them signaling that they are running.

141



6. Application Support

Each thread is then moved into its dedicated CPU-Set. After all threads are moved,
the manager starts to signal each of them to start the initialization. This step is
required because the initialization must be executed by the task when running on the
target CPU to allocate buffers on the correct Non-Uniform Memory-Access (NUMA)
node as will be shown in Section 7.4. Since the initialization of the isolated tasks
is not depending on each other, it can be executed concurrently with the other
tasks. Later, the manager waits for all threads to signal that they have finished
their initialization. In the next step, the manager signals one task after the other
to start its isolation and waits for the acknowledge before proceeding to the next
task. This careful synchronization is due to the Linux kernel modification requiring
that only one isolated task at the same time executes the activation by writing to
/sys/isol/cpu_mask.

After activating the isolation, each task is in a stand-by state waiting for the signal
to start the actual real-time work. This time can be used to run warm-up routines
to load the working set of variables into the caches and to train the branch predictor.
This is best done by executing the same function that will be run in the real-time
state. If that functions has side-effects, it should be modified to not interact with
others. The manager then notifies all isolated tasks in a short timespan to enter
their real-time state and start working. The tasks execute the real-time loop until
they are signaled to exit.

On a graceful shutdown, the manager changes the state flags of all isolated tasks
in quick succession to the shutdown state. Before the isolated tasks may deactivate
their isolation, the manager waits until all of them have signaled that they have left
the loop. Then, one task after the other is instructed to deactivate their isolation
and the manager waits for each before proceeding to the next. After this step, the
threads free their resources and terminate after signaling that they do so.

An emergency shutdown protocol is in place if a task misses a deadline in the
handshake protocol (e.g. does not leave the real-time state loop) or if an exception
signal (e.g. Segmentation Fault or Divide-by-Zero) was received by the application.
In this protocol, the manager signals all threads this condition and the threads move
through the shutdown process without further synchronizing. With the external
controlling of the isolated CPUs described in Section 5.3, the manager also writes a
zero bit mask into the patch control CPU mask to immediately deactivate all changes
in the Kernel. If the threads have not cleared the Interrupt Flag (IF), their isolation
can be deactivated from the outside and in most cases, a recovery is possible.

6.2.2. Supervision

To monitor the correct functioning of the isolated tasks, each task measures the
execution time of its main loop and increments an error counter when missing a
deadline. The manager periodically checks these counters of all isolated tasks and
handles according if the hard real-time condition is no longer met. Depending on
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the application, different reactions are advisable. In the physical experiment control
application described above, the results could be refused or the test series could be
aborted. In more critical application, a warning, a fail-over to other systems or a
transition to a safe state should be implemented.

If the isolated tasks frequently exchange data with their manager (e.g. to record
the control values), the manager can detect if the tasks are running. Otherwise, the
tasks can increment a heart beat counter that the manager can observe. Depending
on the frequency and volume of monitoring, the manager must be implemented as
soft real-time task or even a dedicated manager for each isolated task is required.

For a retrospective evaluation, it is advisable to collect at least the minimum and
maximum execution time of the main loops of each isolated task. After deactivating
the isolation, the manager reads those values from the tasks and displays a statistic.
This enables the developer to evaluate the timing, and to control changes in the code
for regressions. An advanced statistic can include a histogram like in the benchmark
evaluation (Fig. 2.18). The drawback of every statistic is that they require extra
memory which consumes First Level Cache (L1$) that is more valuable for the
real-time work. A histogram should be tailored to have only a minor impact on the
jitter and it should be deactivated during production.

6.2.3. Adaptability

Depending on the application, the assignment of PLCs implemented as isolated
tasks must be flexible. During the execution of a real-time operation, the control
parameters can be updated by using shared variables or message queues. If the
algorithms must be modified in a more essential way, this can generally be done
during the run-time or after interrupting the real-time operation. Since control
algorithms are often designed with graphical tools such as Simulink or Labview, their
C/C++ export can be used to generate compiled object files that can be linked to
the main application.

The most fundamental change would be the modification of the application’s
source code and a rebuilding of the program which requires a termination and restart.
A more flexible method would be to implement the functions executed by isolated
tasks in a shared library that can be loaded dynamically during the execution of the
application. This could be done during real-time execution by providing function
pointers to the isolated tasks but it contains the risk of a high latency when executing
the code for the first time on the isolated CPU because neither the code nor the
variables are in the cache. This can only be faced with a sufficiently pessimistic
estimation of the WCET. For hard real-time tasks, it would be better to change the
fundamental algorithms only between real-time operations with a warm-up phase
before the next real-time phase is started.

An alternative to statically or dynamically linked libraries are scripting languages.
Klotzbiicher et al. evaluated the use of Lua for hard real-time systems [KSB10]. In this
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work, the unpredictable memory consumption of user-supplied routines is identified
as major challenge for the estimation of the execution time [KSB10, Chap. V|. This
holds similarly true for every function that is provided by third parties either as
abstract model that is converted to C code or as library or as script code.

A viable help would be a guiding tool that loads user-provided functions and
analyzes them by executing them in a sand box prior to starting the real-time
operation. The average execution time is easy to measure, but for hard real-time
systems, the WCET is required but can not be measured in a strict interpretation.
What the application can do automatically is only a best-effort test to estimate a
bad-case execution time by executing the function under heavy system load with an
environment (i.e. control parameters etc.) as close to the real operation as possible.
However, a safety margin should be added with sufficient experience.

Since the isolated tasks are not allowed to execute system calls, this can either be
prevented by linking the code with a reduced C library or by statically or dynamically
analyzing the code. A static analysis can be executed on object files with library-
and symbol checks such as 1dd and nm. This covers the whole file independently
from unused functions or code paths. A dynamic check executes the function under
control of a tracer such as strace that displays every system call.

In any case, the running real-time application should monitor the isolated tasks
for latency violations and provide the operator with detailed information about the
latency distribution of all isolated tasks to help identifying errors.

6.2.4. Exceptions in Isolated Tasks

Above, the emergency exit protocol was presented. This protocol is also utilized
if the monitoring explained in the previous Section detects a hung task or if the
application receives an exception signal.

Blocked tasks can occur if their implementation uses loops that become endless
loops. Generally, the code of the isolated tasks being hard real-time code should be
evaluated for its WCET. But not only during development, unforeseen conditions
can occur that lead to an isolation not responding to its manager. Since the manager
can only interact with the isolated tasks via shared memory which requires the
receiver to read its messages, a stable solution for terminating blocked tasks should
be implemented.

If the isolated tasks use the Interrupt Flag method to activate the complete
isolation, this can hardly be reverted from the outside. A possible approach would
be to send a Non-Maskable Inter-Processor Interrupt (NM-IPI) but this had to be
implemented in the Kernel. Using the Kernel Patch with deactivated Local Advanced
Programmable Interrupt Controller (localAPIC) timer, the isolated tasks do not
need to clear the IF to be completely isolated from external interrupts. In this mode,
the activation of the isolation is done by the patch and can be controlled from other
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CPUs. Thus, the manager is able to deactivate the isolation of non-responding tasks
as part of the emergency exit protocol.

If an isolation triggers a CPU exception, for example by accessing an invalid
address or by dividing by zero, the CPU exception is not blocked by the IF but the
Linux kernel interrupt handler is executed. While the page fault can sometimes be
handled by the Kernel by swapping a page back into the main memory, the fault
can also be due to an overflown array access. The latter case is called Segmentation
Fault and forwarded to the causing application as UNIX signal. Other examples are
the Bus Floating Point Exception that can be triggered by invalid arithmetic, or
the Illegal Instruction Error. Especially when loading functions provided by a user
(using the concept of the previous Section 6.2.3), such errors are more common than
in carefully verified real-time applications.

Unhandled error signals cause the OS to terminate the application. Since the
isolation concept executes tasks that can not simply be terminated by the OS, these
signals must be handled to initiate an emergency shutdown and keep the system
responsive.

6.3. Input and Output

A real-time task must react in a defined time to stimuli. In the previous Section,
methods are presented to transmit messages to isolated tasks that can trigger
such a reaction. But physical signals are still missing. In fact, most hard real-
time requirements origin from the need to keep up with physical systems (e.g.
Programmable Logic Controller). In such cases, an external signal from the physical
world enters the computer, must be processed in real-time and a physical output is
required within a maximum time frame. These signals are usually detected by sensors
that convert physical quantities to electrical current or voltage. These analogue
values can be converted to digital numbers by Analog to Digital Converters (ADCs).
The output can be converted to voltage by Digital to Analog Converters (DACs)
to drive actors. Binary values (on/off) or bit masks can be read and written by
General-Purpose 1/0 (GPIO) interfaces. They provide multiple pins that can be
configured to sensing input values or driving an output. These devices are subsumed
as Data Aquisition (DAQ). Other functions provided by peripheral devices are high
precision clocks [Biil+04] or co-processors like Field-Programmable Gate Arrays
(FPGAs) or Digital Signal Processors (DSPs).

Real-time capable hardware drivers for Input/Output (I/O) devices are a challenge.
General-Purpose Operating Systems support many peripheral devices but the drivers
are not optimized for predictable timing. In contrast, Real-Time Operating Systems
only support a limited set of devices. If real-time drivers or libraries are available
by the device vendors, their Application Programming Interfaces (APIs) are not
unified [Kis05]. Since the isolated tasks are not allowed to use system calls, they
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Interface Application

I?C Bus, mostly internal functional units

RS-232, Parport Point-to-Point legacy ports, easy to program

PCI and PCle Expansion card connectors, plug and play

USB Tree of devices, complex protocol requires driver stack
Ethernet Network, protocol stack requires driver

Table 6.2.: Common hardware extension interfaces of the x86 architecture.

can not use the usual drivers provided by Linux to access I/O hardware. The
Comedi project!! provides user-mode drivers for a number of DAQ devices. However,
it must be evaluated, if the applied methods do not use system calls during real-
time operation. The Linux User I/O driver framework [AM12] supports writing
drivers that are executed in user-mode. This is not primarily targeted for real-time,
but to improve the throughput and latency of high-performance applications such
as networks [Cor13d| and block device I/O [Corl3g| or to improve safety-critical
applications [WDL11]. In this Section, alternative methods to circumvent these
constraints by using direct hardware access, user-mode drivers and even interrupts
are presented. This restores the applicability of isolated tasks to the level of tasks in
an embedded RTOS.

6.3.1. Direct Hardware Access

Input/Output devices can be build into the system as a fixed component of the main
board or they can be plugged into an interface connector. A wide range of interfaces
enables the x86 architecture to be very flexibly extended (Table 6.2). The x86
architecture generally supports two mechanisms to interact with devices, I/O ports
and memory-mapped I/O. The 1/O ports are accessed with IN and OUT instructions.
Similar to the CLI instruction, they can be used in user-mode with the appropriate
process privilege configured with iopl(3). Memory-mapped I/O uses configuration
registers mapped to the physical address space. A process with root privileges can
map this address region into its virtual address space with the mmap () function. After
this assignment has been installed, an application can access the device with common
load and store instructions (e.g. MOV) or pointer assignment in the C programming
language. Both methods do not require the OS after initialization.

The legacy interfaces serial port (RS-232) and parallel port (Centronics printer
interface) are rarely available on current commodity systems. Some embedded
systems still provide them because they are very easy to access on the hardware level.
They use few 1/O ports that are well documented. In contrast, the Universal Serial

1 Online: http://www.comedi.org (visited November 12, 2015)
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Bus (USB) port which is common for the connection of peripheral devices such as
keyboard, mouse, and printer, is very difficult to implement because of its complex
protocol.

The (commonly) internal interfaces Peripheral Component Interconnect (PCI)
and PCI Express (PCle) are best known for their connectors to plug in expansion
cards like graphics accelerators or I/O extension adapters. The expansion cards
are initialized by the firmware (BIOS/UEFI) or the OS and assigned 1/O ports,
memory-mapped /O and interrupts. After the initialization, those devices can be
accessed like build in functional units. The newer PCle interface supports very high
throughput which makes it suitable to be used with graphics accelerators, Network
Interface Cards (NICs), special HPC interconnects (e.g. Infiniband), etc.

The complexity of programming such a device depends on its features. Expansion
cards with serial and parallel ports extend the system with these legacy interfaces that
are no longer available on new systems. They can be programmed like the build-in
ones. For interfacing with physical experiments and machines, DAQ expansion cards
provide GPIOs, ADCs and DACs, possibly accompanied with an FPGA. Those
devices are often programmed by writing output values to memory-mapped 1/0
registers and reading input values from there. More complex PCle devices such as
NICs require registered memory buffers to write received network packets to. Thus,
it depends on the device how complex the realization is, but it is generally possible
to implement a direct hardware access in the user-mode application.

It is advisable, to leave the initialization up to the driver of the OS and only
implement the required interaction during real-time execution. Some vendors of 1/0
devices for real-time systems already provide user-mode libraries to access the device
without system calls independently from the OS.

6.3.2. Protocol Stack

Since the implementation of user-mode drivers for common I/O devices connected to
PCI or PClIe is much simpler than the USB or Ethernet protocol stack, these adapters
should be preferred. However, if a hard real-time capable network connection (e.g.
Time-Triggered Ethernet [Kop08|) or a USB device is required, their protocol stack
must be implemented also in the user-mode to be usable in isolated tasks. Examples
are a user-mode driver for Real-Time Ethernet [WB11], the IP network stack lwip'?,
and the Sandstorm web server using a user-mode network stack for performance
reasons'®. Practical experience is further presented in Section 7.6 and Chapter 8.

120nline: http://savannah.nongnu.org/projects/lwip/ (visited November 12, 2015)
130nline: http://heise.de/-2063812 (visited November 12, 2015)
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6.4. Interrupts

So far, the implementation of isolated tasks was only possible using the time-
triggered paradigm of real-time programming. This is due to interrupt handlers
always executing in kernel-mode which includes OS code. Additionally, by excluding
every interruption, the formal verification of the hard real-time task becomes very
easy.

However, in embedded systems using an RTOS, methods are known to schedule
and validate event-triggered and preemptively scheduled tasks [BWO01, Chap. 13|. In
this setting with an unchanged Linux system, essentially every execution of Linux
kernel code must be prevented because it is too complex to verify. Even short
functions can have side-effects in the whole system. An important example is the
low-level interrupt handler that checks the internal work queues for pending Kernel
tasks before returning to the interrupted user-mode process. In other words, every
timer or keyboard interrupt does not only handle its event, but possibly activates
arbitrarily long running maintenance functions.

The basic concept for isolated tasks cleared the Interrupt Flag (IF) to securely
block all hardware and Inter-Processor Interrupts (IPIs) (Section 4.4). With the
Kernel modification deactivating the IPIs and the local APIC timer, clearing the
IF is no longer required because all external triggers of interrupts are disabled
(Section 5.3). Using this mode, a selective reactivation of certain interrupts becomes
possible. In the following, a method to handle these interrupts with a user-mode
function without the execution of Linux kernel code is presented. This enables using
the event-triggered paradigm and even to use preemptive scheduling in an isolated
task. Ultimately, the execution of an embedded RTOS on an isolated bare-metal
CPU becomes feasible.

6.4.1. User-Mode Interrupts

In the Linux kernel, the usual control flow of an interrupt is the discontinuation of
the user-mode process by the processor’s logic with the conservation of the current
context (i.e. Instruction Pointer (IP), Stack Pointer (SP) and Flags register) to the
stack and the context switch to kernel-mode where the interrupt function'* starts
the handling. It saves the remaining registers and calls the actual handling function
according to the interrupt vector. After the return from that function, the saved
registers are restored and the handler returns to user-mode. The context switch and
the restoring of IP, SP and Flags register is managed by the hardware automatically.
As explained before, the Kernel may decide to start pending work before returning
to the interrupted user-mode process.

Minux file arch/x86/kernel/entry_{32,64}.S (Linux 3.12)
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The goal is to execute only known code to handle an interrupt on the isolated CPU
and exclude all Linux code from execution to be sure that not unexpected functions
and delays are inserted. The x86 architecture enforces the handling of interrupts
in the kernel-mode [Intell3c, Sect. 6.12.1.1; AMD12b, Sect. 8.7.4]. Therefore, the
handler must be inserted into the Kernel’s address space. Consequently, a method
was developed to execute the interrupt handling function in the user-mode context
of the isolated task. Only a springboard function is inserted into the Kernel that
immediately returns to user-mode after manipulating the stack to execute the user-
mode handler. This method was implemented as kernel module that can easily be
loaded into the running Linux kernel and is portable to new versions of Linux. The
module is configured by virtual sysfs files.

The detailed proceeding is as follows: During setup, an isolated task bound to
a CPU can install the user-mode interrupt springboard handler for a dedicated
interrupt vector by writing the address of the user-mode handler function to the file
/sys/irq/0x7A/usi'®. This installs the springboard into the Interrupt Descriptor
Table (IDT) and stores the user-mode address. The address of Linux’s handler
function is overwritten, but stored to undo the change later. The location of the IDT
data structure can be obtained without support of Linux with the SIDT instruction.
Since the user-mode address is only valid in the context of the initiating process,
the Task ID (TID) is also stored. When the springboard handler is executed, it
checks if the correct task is active and aborts otherwise. This information can be
found on the Kernel stack because Linux stores the TID there for easy referencing.
On its kernel-mode stack, it finds the stored user-mode SP and the address of the
next instruction of the interrupted task (IP). This IP is replaced with the registered
address of the user-mode handler function. The overwritten return address must not
be lost to be able to continue the interrupted task. Therefore, it is pushed to the
user-mode stack. Then, the springboard immediately returns to user-mode.

Since the IP in the stored context was changed to the handler function, the
hardware logic of the interrupt return starts executing that function instead of
directly continuing the interrupted task. When the inserted handler returns, it reads
a return address from its stack and that is the address where the task was interrupted
which was moved from the kernel stack to the user stack. This mechanism inserts a
function into the instruction stream. Of course, the handler must save the context
and all registers. This is done implicitly by the interrupt handling logic (for the
context) and the Kernel interrupt handler (for the registers). Therefore, the user-
mode handler needs to push the Flags register and all used registers to the stack and
restore them before returning. This is done in the experimental implementation by a
Manager function that in turn calls the actual handler provided by the programmer.
By doing so, the handler can be a standard C function like illustrated in Listing 6.4.

I5Example for vector 0x7A = 7TApex = 122
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unsigned counter = 0; /* global wvariable x/
void my_handler (void) /% user—mode handler function x/
{
unsigned char value;
counter++; /+ increment global counter x/
value = io_read (CHANNEL) /* read wvalue from ADC x/
msg_send (value); /* send to message queue x/
}
int main ()
{
unsigned char value;
Jx .. ox/
umi_install (0x7A, my_handler); /« install on wvector 0x7A x/
isol_activate (); /* activate isolation */
while (1) { /x time—triggered loop %/
if (msg_recv(&value)) { /* if message in queue ... %/
process(value); /% ...process wvalue x/
}
Jx .. %/
}
isol_deactivate (); /* deactivate isolation */
umi_uninstall (0x7A); /* restore original int. handler x/
printf ("handled,%u user -mode_ interrupts\n", counter);
}

Listing 6.4: Implementation and use example of a user-mode interrupt handler.

The install function internally stores the address of the handler function and installs
its own manager into the Kernel springboard handler.

If the system executes Linux in 64 Bit mode, the according calling convention
includes a red zone [SysV10, Sect. 3.2.2| that is a region of 128 Bytes below the
SP. With the stack growing down on the x86 architecture, the red zone can be
used for local data by leaf functions (i.e. functions not calling other functions)
without needing to adjust the SP (to reserve this space on the stack). In normal
operation the red zone is never overwritten, but if an interrupt handler using the
stack is unexpectedly inserted, the stack must be expanded by 128 Bytes to protect
the red zone. Therefore, in 64 Bit mode, the springboard does not just push the
return address to the user-mode stack but first decrements the SP by 128. The
manager function in the user-mode uses the correct return address to continue with
the interrupted task but needs to additionally remove the 128 Bytes of red zone
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Figure 6.4.: Control flow for user-mode interrupts.

protection from the stack. This can conveniently be done with the RET N instruction®®
that removes N Bytes from the stack after reading the return address.

On x86 systems, the context switch to the kernel-mode lasts rather long, an
empty interrupt handler suspends the running task for 500 to 1000 cycles'”. But the
variance is low and in the absence of unknown Kernel code, the execution time of
the springboard handler up to the return to user-mode is limited allowing a tight
estimation of the WCET. The control flow is shown in Fig. 6.4. At tq, a signal
triggers the interrupt and the springboard handler is executed after the switch to
the kernel-mode at t;. The execution time of the handler is very short and at ts,
the manager function in user-mode is executed. It stores the registers and calls the
handler. The interval from ty to t5 has a constant maximum. When the handler
returns to the manager, that restores the context and registers of the interrupted
task and returns the control to it. The interval tg to tg is also constantly bounded. In
the timing verification, the WCET of the handler must be determined and added to
the constant overhead of the user-mode interrupt mechanism. The implementation
of this mechanism was tested on an Intel Core2 system. The results are listed in
Table 6.3.

Bracy et al. present a new paradigm light-weight inter-core communication called
Disintermediated Active Communication (DAC) [BDJ06]|. This is based on a hy-
pothetical extension of the instruction set to register a memory location (on the
granularity of a cache line) and an instruction to register a call-back (user-mode
interrupt handler) function that is called when the memory location is invalidated
by a write access of another processor. This user-mode interrupt includes minimal
context saving to gain a very low latency. Such a mechanism is applied in the concept
processor Pangaea [Won-+08| demonstrating low-overhead fine grained thread syn-

16This instruction is commonly used by calling conventions where the called function must remove
its parameters from the stack.
170n Intel Core2: 589 cycles minimum, 643 cycles average
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Offset Cycles Diff. Action

Begin of Springboard t; 313 313 t1—tp Switch to kernel-mode

Begin of Manager ts 779 466 t3—t; Switch to user-mode

In Handler ts 817 38 ts—tg Save context and function call
End of Manager tg 893 76 tg—t5; Return and restore context
After Interrupt tg 931 38 t9g—ts Return to task

Table 6.3.: Timings of user-mode interrupts on Intel Core 2 with nearly empty handler
function.

chronization. This example recognizes the importance of a low-overhead, low-latency
and low-jitter asynchronous notification mechanism similar to IPIs but without the
overhead of entering the kernel-mode. It is shown how such a hardware support
could be implemented with acceptable effort but it was not implemented on actually
available general-purpose processors.

6.4.2. Interrupt Sources

The trigger of user-mode interrupts must be carefully selected. The Interrupt
Requests (IRQs) of devices can be routed to a selected processor executing an
isolated task if the device is not used by other parts of the system. Similar to
the direct I/O, the device can be initialized by the OS and then reserved for use
by isolated tasks. User-mode interrupts can also be triggered by the units of the
local APIC that mainly provides a flexible timer. Since each CPU has its private
local APIC, there is no risk of sharing. For a higher timing precision, special hardware
exists (e.g. high-precision timers, HPET [ST93|). But to use them in isolated tasks,
the OS must first be configured to not using them. Finally, IPIs can be used to
trigger user-mode interrupts. They can even be generated from the user-mode by
writing to the memory-mapped configuration registers of the localAPIC. This allows
to send asynchronous signals between isolated tasks without interaction of the OS.

6.4.3. Preemptive Scheduling

With selected interrupts enabled in isolated tasks, a preemptive switching of tasks
can be implemented. This is similar to user-mode threads (e.g. GNU Pth [Eng00],
Application-Level Scheduling [Li+04]) but works without the interaction of the OS.
The essential resources required for an embedded OS are a processor, a region of
memory, and a timer interrupt for preemptive scheduling. The first two are generally
available in a process and the timer interrupt can be realized with UNIX signals
that behave like interrupts in the view of the process [Roc08, Chap. 9]. Signals
asynchronously interrupt the process and its state is automatically preserved until
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the end of the signal handling. They can be triggered by events as well as one-shot
and periodic timers. Marx ported FreeRTOS'® to an isolated Linux process using
UNIX Signals as timer interrupt [Mar10]. This concept can be transferred to user-
mode interrupts. With the applied embedded RTOS being portable to an isolated
task, existing hard real-time applications can be integrated in x86 multi-processor
applications.

A proof-of-concept implementation manages registered tasks in an array of control
blocks each holding a dedicated stack and a field to store the SP while other tasks
execute. The task switch and scheduling function is registered as user-mode interrupt
handler with the service described in the previous Section and triggered by a periodic
timer of the localAPIC. For a task switch, it pushes the Base Pointer (BP) to the
stack and stores the SP in the task control block. Since all other registers were
preserved before by the user-mode interrupt manager, the whole context of a task
can be restored with only its SP. Then, the next task is selected, its preserved top of
stack is copied to the actual SP register and the previously pushed BP is restored.
When the scheduler returns, the stack was exchanged with that of another task. The
return address from the new stack results in executing a different task after this
context switch.

During initialization, the stacks of the user-mode threads must be prepared in a
state corresponding to the point when the scheduling function switches to a different
task. Only the task that will be activated first starts with an empty stack. The
initialization jumps to that task function instead of a function call because the call
would store a return address that will never be used. On an Intel Core 2 system®, the
task switch time under complete isolation was measured between 1368 to 1480 cycles
which includes the user-mode interrupt handling and the context switch. Linux
switches tasks with a minimum of 5000 cycles, a median of approx. 8000 cycles and
a maximum an order of magnitude above that (Section 2.3.5).

¥Online: http://www.freertos.org (visited November 12, 2015)
9Test system poodoo, Appendix A.1.1
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Hard real-time by definition requires a formal verification of all running code. Schedul-
ing algorithms for multiple real-time tasks are researched on for decades |LL73;
BGP97; Car+04] and they can be regarded as mostly solved [But05]. However,
in multi-processor systems, additional challenges must be covered [GR05; ACDOG6;
Bak06; Cal+07; BCA08; SE11; SZ13|. Many publications make the problem manage-
able by simplifying the assignment by either using a synthetic (idealized) hardware or
by reducing the tasks in number or dependencies. For complex real applications, the
effort grows extremely. As stated before, the concept of isolated tasks on dedicated
processors eases the formal verification by reducing the code that must be regarded to
the real-time application itself (Chapter 4). In particular, the large code base of the
General-Purpose Operating System (GPOS) (Section 4.5) as well as inter-processor
dependencies (caused by Inter-Processor Interrupts (IPIs), Section 6.1) are suppressed
while still keeping their services fully available in the system partition. The timing of
the resulting single-processor bare-metal system can either be modeled or measured
(Section 2.3.5 on page 64). Even for an embedded preemptive Real-Time Operating
System (RTOS) running in an isolated task, established methods for single-processor
systems can be used to predict and verify their timing. This allows to formally
verify the actual application with reasonable effort without the need to simplify the
problem which would distort the results. All methods of verification require the
knowledge of the Worst-Case Execution Time (WCET) of the comprehended tasks
[PS08]. When designing hard real-time systems, it is crucial to understand every
effect and every setting of the system.

Future systems integrate multiple processors where the optimization of applications
requires specific knowledge about the processors and compilers [Fogl3a; HW10|.
The experience from High Performance Computing (HPC) can be valuable similarly
for real-time systems. Independently from real-time research, the term OS noise
[Tsa+05; Mor+11] describes variations in the execution time that originates from the
operating system’s interrupts and scheduling. Further, the so-called timing anomalies
[LS99] may even cause a faster execution when adding instructions. Following
the experience, that massively parallel applications are sensible to execution-time
deviations in single processes, HPC systems start utilizing real-time methods to
achieve a better predictability and hence, a faster execution [ALL12].

This Chapter covers information relevant for the estimation of the execution times
— especially the WCET — on x86 multi-processor systems. In Section 7.4, new research
is presented that promotes the application of Non-Uniform Memory-Access (NUMA)
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systems for isolated hard real-time tasks by combining HPC research on those ar-
chitectures with hard real-time demands. Finally in Section 7.6, the experiences
from Non-Uniform Memory-Access are transferred to non-uniform Input/Output
(I/0) access to reduce the jitter of accessing peripheral devices. Essentially, this
hardware-related Chapter is independent of the previously presented concept of
isolated bare-metal tasks. Furthermore, this research applies to all real-time appli-
cations that struggle to confine the jitter on x86 multi-processor systems. Some
experience for implementing hard real-time on x86 Uniform Memory-Access (UMA)
systems was published before [Zha+05|, but to the best of my knowledge, there are no
publications available so far, that analyze memory and cache jitter and PCI Express
(PClIe) I/O on NUMA architectures for hard real-time applications.

7.1. Estimation of the Execution Time

The isolated task concept targets the verification of the schedule that waives all
influences by the GPOS and other processors reducing the code to cover to the hard
real-time task itself. The execution time of basic blocks and tasks must be estimated
for most real-time verification and scheduling methods. Further, a tight estimation
is preferable to optimize the system utilization. Very important is the Worst-Case
Execution Time (WCET) [PB00], but for some methods, the Best-Case Execution
Time (BCET) is also required. Generally, the approaches of formal analysis and
measurement can be distinguished. The formal verification can be separated into
the verification of the task schedule and the determination of the WCET of each
task (Section 2.3.5). If the hardware is too complex or not sufficiently documented
to derive the WCET by formal methods, only a pessimistic approach of measuring
under heavy system load is possible. To tighten the resulting WCET, the system load
can also be modeled according to the real application. In the context of this work,
this exception is made for the execution time of basic blocks while their combination
to the Control Flow Graphs (CFGs) of tasks and the schedulability analysis remain
formally verifiable.

Calandrino et al. present their expectations of future architectures: Those will have
many cores with deep cache hierarchies [CABO7|. Although six years later, those
architectures are not on the horizon, yet. But the general idea of deep hierarchies
of shared caches is still valid (and investigated for HPC systems, e.g. with Intel’s
Single-Chip Cloud Computer (SCC) [SCC10|) and it is sensible to evaluate their
handling for real-time systems. In Section 2.1.8, some basic characteristics were
presented. For most applications, the average values (e.g. of a memory access) are
relevant because a long execution time levels out deviations of single instructions. In
concurrent applications, the jitter becomes disruptive if fine-grained synchronization
points spread the delays to cooperating tasks. In real-time systems, the potential
apposition of several instructions that are delayed to their maximum execution time
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results in the WCET. Therefore, the maximum latencies of simple instructions are
relevant in this context. In contrast, the minimum duration can be interpreted as
the architectural effort if an elimination of the instruction (by optimization) can
be foreclosed. The difference between minimum and maximum time is defined as
jitter. Since a small jitter facilitates a tighter estimation of the WCET, methods
to reduce the maximum deviation (and hence, the jitter) are beneficial for hard
real-time systems [Bon+12].

Regarding influences to the CFG, an isolated processor can be regarded like
a single-processor system. But the execution time of basic blocks depends on
architectural effects in shared functional units like the Last-Level Cache (LLC). A
lot of research about the reduction of cache-induced jitter on special architectures
is published like specially designed Systems-on-a-Chip (SoCs) [Ros+07; And-+08],
locking caches [Tam-+04; Cam-+05], a software emulation of locking caches on x86
[BSF04], scratchpad memories for hard real-time [PP07], or a suggestion of other
hardware modifications [SM08; LLX09] that are all not practicable on current x86
hard real-time systems. But the estimation can be based on existing research for x86
single-processor systems. For example, Petters and Farber present an approach to
derive the WCET by automatically instrumenting the code based on the compiler’s
optimization information |[PF00|. An approach to control the influence of the
operating system (OS) on the cache is presented by Liedtke et al. They regard
single-processor real-time systems where cache effects make the estimation of WCET
hard. On modern processors, the hit/miss ratio is very high, therefore disabling
caches would avoid its influence but at the same time yield an extremely reduced
performance [LHH97|. Altmeyer et al. present an efficient method to calculate a
tight bound of the cache-related preemption delay which is needed to analyze the
WCET of preemptable tasks [AMR10|. Similar analyzes were published by Reineke
et al. [Rei+07], Wilhelm et al. [Wil+09], and Ishikawa et al. [Ish-+13|. According to
Wilhelm and Reineke, these are important steps towards better WCET estimation
[WR12].

To practically evaluate the execution time jitter of a small task on an idle system,
the following benchmark was executed on an isolated Central Processing Unit (CPU)
of the test system haixagon (Appendix A.3.1). All other CPUs on the same socket
were left idle and the system on the other socket was also mostly idle to reduce the
influence of concurrent execution as much as possible. The test routine repeatedly
accessed variables in a buffer of 4 KiB size. Both code and data are small enough to
fit in the First Level Cache (L1§). Before the measurement, some warm-up iterations
were executed to load all required cache lines and train the branch-predictors [CP00].
The result for up to a million memory accesses shows a very low jitter of only 4 cycles
(Table 7.1). This demonstrates, that the x86 architecture is in fact capable for hard
real-time execution with low jitter if the influences of other processors on the caches
can be ruled out.
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Memory accesses Min. Avg. Max. Jitter (%)
1 24 25 28 4 (16.7
4 24 29 32 8 (333
16 48 o7 64 16 (33.3
64 184 188 204 20 (10.9
256 792 794 796 4

1024 3096 3098 3100
4096 12312 12314 12316

16 384 49176 49178 49180
65536 196632 196633 196 636
262144 786456 786458 786460
1048576 3145752 3145754 3145756

[ N S

Table 7.1.: Execution time jitter (in CPU cycles) of a small task using 4 KiB buffer
(code and data in L1$) on an idle system after warm-up.

In the following Sections, the execution time is measured under various load
scenarios to illustrate the added effects in multi-processor systems over single CPUs.
But depending on the requirements, more elaborate (and expensive) methods can be
applied.

7.2. Multi-Core Systems

Although generally not distinguishable from a programmer’s point of view, this
Section explicitly regards multi-core chips instead of general multi-processor systems.
The most important common detail is that multiple processors in the same package
share their Last-Level Cache and other common infrastructure (e.g. the system bus).
This architecture was developed as an easy extension from single- to multi-processor
systems by placing multiple dies in a single package and later by integrating multiple
processor cores on a single die. Multi-processor systems with multiple sockets are
regarded in the following Sections.

Since multi-core processors were the base of the first widely available multi-
processor systems in the Commercially off-the-Shelf (COTS) market (Section 2.1.9),
many publications regard this special type. With multiple independent execution
units sharing infrastructure such as the Last-Level Cache, the system bus, and the
Memory Controller (MC), new dependencies are introduced that take an influence on
the execution time. Wilhelm and Reineke present an overview of currently unsolved
problems coming from the unpredictability of multiple processors and architectural
jitter (Cache; Pipeline; Translation Look-aside Buffer, TLB) [WR12|. Dasari analyzes
the new architecture for real-time applications [DNA11| including the contention of
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the memory bus |[Das+11] (assuming a UMA system with a single RTOS instance
and the knowledge of all real-time tasks) and other sources of unpredictability such
as shared caches, interconnects, power management and some more [Das+13]. The
researchers Pellizzoni, Betti, Bak and Schranzhofer cooperate for a solution for
UMA systems with an emphasis on memory transfers [PC07|. They present co-
scheduling of tasks [Pel+08], worst-case delay analysis [Pel+10]|, and resource access
models [Sch+10| to finally propose an execution model to control the operating
point of shared resources to remain below the saturation limit [Pel+11]. Thus, the
confinement of jitter induced by cache and memory access is very complex, especially
if unrestricted tasks are executed concurrently on other cores of the same package.

If follows that it is very expensive to formally derive the WCET of basic blocks in
a multi-processor system covering all theoretically possible interactions and collisions.
In the reality, a system behaves more friendly. Although the academic definition of
hard real-time demands a formal analysis which must add all possible delays to the
WCET, a real system shows much less jitter. It happens very rarely, that multiple
delaying events cumulate to the calculated WCET. The benchmarks cannot prove
hard real-time, but the distribution of the times in a histogram allows a first rating
that can be extended by a security margin to a practically usable tight estimation.

Load Min. Avg. Max.

16 KiB 52 592 64 To [Tt | To| T1 | To| T1 | TO| T2
32KiB 52 52 60 P P P P
64 KiB 52 52 68 Lid | Lii || Lid | L1i || L1d [ Lii || L1d | Ly
128 KiB 52 52 68 L2$ L2$ L2$ L2$
256 KiB 52 52 60 139
512 KiB 52 52 60 |
1 MiB 59 59 60 ‘ Memory Controller ‘
2MiB 52 52 60 11

4 MiB 52 52 1268
8 MiB 52 52 1660
16 MiB 02 02 1636

Memory

Table 7.2.: Influence of load using the  Figure 7.1.: Multi-core architecture (Intel
shared cache on the in- Nehalem) with four cores and
clusive private cache of two logical threads each.
another core (latencies in

CPU cycles).

The effects of a shared cache where tasks on other processors may cause the
eviction of other task’s cache lines are thoroughly analyzed [YZ08|. The best results
are obtained if the hard real-time tasks use only their private caches. Since the
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isolated task concept targets at very high frequency applications, this is advisable
anyway. To evaluate the influence of other tasks on such an isolated task that uses
only its private caches, an Hourglass benchmark was executed on a micro-kernel
(smp.boot, Appendix B) while a load process on a different processor using a varying
memory range was executed. Only two processors execute load and benchmark, all
other processors as well as interrupts are not activated to analyze the hardware effect
strictly without any unknown interference. The load covers memory ranges using
only the private cache, the shared Last-Level Cache and main memory access. This
experiment was executed on the test system xaxis (Appendix A.2.1) with an Intel
Nehalem QuadCore processor with a single shared Third Level Cache (L3$). The
results (Table 7.2) indicate in fact an influence of a load that uses a fair amount of
the shared Last-Level Cache onto the private cache of a different processor. Minimum
and average do not depend on the load, and are very close together which indicates
that the maximum values are detected only rarely. The occasional outliers cause a
steep increase of the maximum execution time if the load uses a large portion of the
8 MiB shared Last-Level Cache.

Since the benchmark routine uses only its private caches, its execution should not
be influenced. But the inclusive caching algorithm of Intel processors is not aware
of the temporal locality of the private caches and may evict cache lines from other
processor’s private caches when they are displaced from the shared Last-Level Cache.
They are called “cache victims” by Jaleel et al. who analyze this effect inherent to
inclusive caches to improve the average throughput [Jal-+10]. In Fig. 7.2, a simplified
multi-core processor is illustrated. This example uses a two-way associative cache
(Section 2.1.4), hence every element can be stored in one of two possible cache
elements of the above level. In the example, the left processor has successively used
the elements my to ms resulting in loading their contents to the shared Last-Level
Cache. The right processor uses only element mj that was loaded into cache element ¢,
(evicting m;) and q;. The left processor reuses all its data beginning with my=A
which was still in the shared Last-Level Cache. This is the state displayed in Fig. 7.2.
Now, element m; is required by the load process executed on the left processor but it
is not present in the shared Last-Level Cache. It can be loaded into ¢; or c3 (because
of the two-way associativity). If the cache management selects ¢y, its content X must
be evicted from the shared Last-Level Cache and also from any higher level to meet
the inclusive condition that all elements must be present in lower levels. Therefore,
the execution of the left processor may cause the eviction of element ms with value
X from the private First Level Cache q; of the right processor. It depends on the
access history which element of the shared Last-Level Cache is selected by the cache
management, but the measurement indicates, that collisions in fact happen.

In an exclusive cache, the element could remain in the First Level Cache although
the other CPU uses the entire shared Last-Level Cache. This effect can be observed
on AMD processors that use an exclusive caching algorithm [HMNO09|. The test
series displayed in Fig. 7.3 were executed on the test systems devon (AMD Opteron,

160



7.2. Multi-Core Systems
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Figure 7.2.: Example: cache content of a multi-core processor (simplified).

Appendix A.5.1) and haixagon (Intel Xeon, Appendix A.3.1). Both systems were
configured to execute only two isolated tasks on processors sharing their Last-Level
Cache. One processor executed a load process reading and writing a buffer varying
from 1 KiB up to 256 MiB while the measurement task accessed only a single element
of a 1 KiB buffer. The benchmark was executed for 2 Minutes and collected only
minimum, average and maximum values to avoid the statistic taking influence on
the caches. The minimum and average are constant (216/270 cycles on the inclusive
Intel system, 338/395 cycles on the exclusive AMD system) for different load working
sets while the maximum depends on the load’s working set size (Fig. 7.3 on the
following page). On the Intel processor with an inclusive cache —e—, an increasing
of the maximum execution time at 12 MiB load working set size can be observed
while the AMD processor with exclusive cache —#— is much less influenced by the
load working set.

On processors with inclusive caching, this effect can only be reduced by limiting
the usage of the shared Last-Level Cache by all processors. There are proposals
to use cache-coloring [LHH97| or hardware extensions [Seb01], but they are very
intrusive or costly (large parts of the memory can not be used) or not applicable
with available processors.

The cache of x86 processors can be configured by several parameters, for example
the write-through or write-back strategy for modified data. The default setting
is write-back which transfers only modified entries to lower levels when they are
evicted or requested by other cores. The setting write-through transfers every change
immediately to the lower levels so that all levels are always consistent and an entry
can simply be dropped or shared with another core. But this comes at the cost of
increased traffic for every modification.
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Figure 7.3.: Comparison of inclusive and exclusive caches. Impact of the load working
set size to a small isolated task (max. latency).

With a longer execution time, it becomes more probable, that a task is hit by
multiple delaying events slowing it further down in the worst case. The eviction effect
of inclusive caches can obviously be avoided by using other processors with exclusive
caching. In the following, the use of separate inclusive Last-Level Cache is analyzed.
Today, systems with multiple sockets enable the construction of systems with more
than 16 processors out of COTS components. A hard real-time task executes with
the lowest latency and jitter if it uses as few memory accesses as possible, hence if
it may keep most of its working data-set in its private caches. Since sharing the
Last-Level Cache with other processes will increase its jitter especially when using
inclusive caches, the other processors should be employed carefully. The requirement
of having compute-intensive tasks leads to the use of multi-socket systems with
multiple Last-Level Cache that are investigated in the following Section. Further,
the required memory and I/0O device accesses may collide on the shared system bus.
The separation of data streams will be analyzed in Section 7.4 and Section 7.6.

Controlling the execution on the other cores of a multi-core processor violates
the requirement of executing arbitrary load in the system partition. But multi-core
processors are not the only option to use multiple CPUs. In the following Sections,
the combination of single-core and multi-core chips to multi-socket systems with
UMA and NUMA characteristic are analyzed.

7.3. Uniform Memory Access Systems

The classification of UMA systems also includes multi-core packages, but this Section
concentrates on multi-socket systems. The differentiating detail is the existence of
multiple shared caches, which results in not all processors sharing their Last-Level
Cache. All sockets are connected to the same system bus and share the Memory
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Figure 7.4.: UMA system with two sockets and four cores each (Test system octopus,
Appendix A.1.2).

Controller (MC) located in the chip set (Fig. 7.4). Therefore, in average, each
processor has the same temporal distance when accessing the memory on a cache
miss. In HPC, this can become a congestion point if too many processors require
large data-sets. Worse, in real-time systems, the system bus and the MC are shared
functional units that can be blocked by other processors for unpredictable periods.
Dasari et al. analyze very thoroughly the causes of varying execution times (jitter) in
COTS-based multi-core (UMA) systems including a long list of related work [Das+11;
Das+13].

To investigate the effects of different memory ranges accessed from different settings,
a small benchmark mimics two isolated tasks by placing them on dedicated CPUs
and using the Interrupt Flag (IF) to avoid all other influences on the run-time. A
load task reads and writes an array of configurable size while the isolated benchmark
task takes the timing statistic for accessing a single element of its own working set.
The minimum, average, and maximum latency is recorded. The test system octopus
(Appendix A.1.2) uses an UMA architecture with two double-core chips per socket
and two sockets, hence 8 CPUs (Fig. 7.4). The settings are both tasks on adjacent
CPUs sharing the Last-Level Cache, both processes on the same socket, but using
their own Last-Level Cache, and both tasks on different sockets only sharing the
system bus and MC.

The load was selected up to a working set size large enough to overwrite the Last-
Level Cache. But the load grows not further above that to reduce the probability
of triggering foreign cache eviction as demonstrated in the previous Section. The
various load sizes are displayed using colors grading from blue —e— for small to red
—e— for large load working sets. Here, the isolation with a small working set is not
influenced in the Figures 7.5a and 7.5b. Only in Fig. 7.5¢, loads with memory sizes
larger than the shared Last-Level Cache cause a large jitter in isolations using only
their private private caches. If two tasks are executed on different sockets using only
their private caches, they should not influence each other, but apparently the cache

163



7. Architectural Influence

max. Latency (cycles)

40000

30000

20000

10000

0
4KiB 32KiB 512KiB 8MiB

’ Load working set size: —e—4KiB --- —e—16 MiB ‘

"128 KiB'

. . |

Isolation size

4KiB 32KiB 512KiB 8MiB
Isolation size

4KiB 32KiB 512KiB 8MiB
Isolation size

(a) Same Last-Level Cache.  (b) Same socket, different

Last-Level Cache.

(c) Different sockets.

Figure 7.5.: Maximum latency depending on isolation buffer size with varying load
working set sizes (4 KiB to 16 MiB).

synchronization (i.e. the coherence protocol) does so. This could be due to the
MESI protocol (Section 2.1.9) that relies on bus snooping. In the case of multiple
sockets holding multiple Last-Level Cache, broadcasts consume more time.

Concluding, this system architecture is not suited for hard real-time applications
with latency requirements in the 10 us range. Generally, each system should be
analyzed with similar methods before being considered for the use in a real-time
system. UMA systems use other cache coherence algorithms than NUMA systems,
therefore, in the next Section, systems with multiple sockets and memory connected
to each socket individually will be investigated.

7.4. Non-Uniform Memory Access

Non-Uniform Memory-Access (NUMA) systems are multi-processor systems con-
structed of multiple nodes each with local memory and one or multiple processors.
Every CPU can access the entire memory range, but the access to the local memory
is more efficient (lower latency and higher throughput) than the access to remote
memory connected to other nodes. In HPC systems, this enhancement of UMA
systems allows to avoid the bottle neck of memory access [Bla+10] while keeping the
same programming paradigm of shared memory systems (Single Program Multiple
Data, SPMD). Remote accesses are less efficient, but still fully functional for Inter-
Process Communication (IPC). For optimization reasons, it is advisable to partition
the data in a way that code running on a node uses mostly data located on the same
node’s local memory [Boy+10; MG11].
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Some previously cited publications mention NUMA systems in their plans for
future work [Das+13, Sect. IV.C] or just explain theoretical foundations [Sto06] but
they do not analyze the opportunities and weaknesses of such systems. To the best
of my knowledge, no publications with experience about hard real-time applications
on actual NUMA systems do exist so far.
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Figure 7.6.: Separation of system and real-time partitions on dedicated NUMA nodes.

In the experiments presented above, the shared functional units of the system bus
and the MC were identified as contention points where exceptionally large latencies
are caused occasionally by so-called delaying events that may spoil hard real-time
tasks. With the experience from HPC optimization, it can be expected that NUMA
architectures with separated memory nodes allow the creation of physical partitions
for system and real-time tasks so that data paths (Fig. 7.6) are nearly completely
separated. All compute-intensive processes with full system utilization are placed on
their own node. The OS will by default allocate local memory from that node. The
hard real-time tasks placed on the other node use their local memory so that the
access paths are separated and the system interconnect (between ICy and ICy) is
rarely used.

The impact of separated Last-Level Caches (Fig. 7.5¢) was blamed on the MESI
protocol using broadcasts on the shared system bus to synchronize caches. Proces-
sors designed for NUMA systems use the modified variants MOESI (Section 2.1.9
[AMD12b, Chap. 7.3|) or MESIF ([Intel09, p. 15]) to improve the critical memory-
access performance [Tholl]. The documentation does not reveal every last detail, so
a measurement-based approach remains to understand the behavior [Fog13d|. It is
expected, that such optimized cache coherence protocols interfere less with real-time
applications.

The assumption that a NUMA system is better suited for a partitioning approach
was analyzed on the test system haixagon (Appendix A.3.1). It has two NUMA
nodes each with six physical processor cores and 24 GiB main memory. The isolation
was set up with the Linux kernel patch as described in Chapters 4 and 5. The
partitioning creates a system partition on CPU #0 for the internal maintenance,
services and interrupts, a user partition on the remaining CPUs #1 to #5 on the
same node for soft real-time tasks and six partitions for isolated hard real-time on the
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CPUs #6 to #11 on the other node. Like in the previous test series, the benchmark
uses two processes, a load and an isolation. The load process is executed in the user
partition. It reads or writes the elements of a memory buffer of varying size located
in its local memory. The isolated task in the other partition does so with a buffer on
its local memory node. The timing includes one memory access with a stride of one
cache line which equals a new cache line access for every measurement. All other
CPUs, especially the ones in the real-time partition on the memory node where the
isolated task is executed, are idle. Both tasks iterate over a wide range of buffer sizes
to analyze the impact of the load onto the isolation.

108 |
10°
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108 |

max. Latency (cycles)

19 MiB 512 MiB

12 MiB : 956 KiB
512 Mip 4 KiB

Load working set size Isolation size

Figure 7.7.: Maximum latency of an isolated task using various memory sizes under
varying load scenarios.

The full results are displayed in Fig. 7.7. The red meshes ® are generated by the
data sets where the isolation only reads and the load either only reads or reads and
writes. Since they are not significantly different, they are both drawn in red. Similar
for the blue meshes ® where the isolation reads and writes. The most important
observation is the independence of the results from the load working set size for the
complete range from 1 KiB up to 512 MiB.

The minimum and average execution time are independent from the isolation buffer
range as illustrated for three different load working set sizes in Fig. 7.8. Only the
maximum execution time (WCET) increases if the memory range of the isolated task
uses a large part of the Last-Level Cache. When writing large buffers, an isolation
is subject to occasional delays of 10 CPU cycles (Millisecond range). This is the
same effect of cache misses observed in multi-core systems only that in this case, the

166



7.4. Non-Uniform Memory Access

F I I I I ]
106 - |——Load 16 KiB —=— Load 8 MiB —e— Load 512 MiB 4

- | |— min. ——avg. —— max. 1
2 10° F ‘ B
3} F \ | E

@ - L3$ ' RAM | ]
> 104 § | é

&) = B

| - ]

S 108k E
< F .

— I ]
10? E

E | | | | | E

1KiB 16 KiB 256 KiB 12 MiB 512 MiB
Isolation buffer size

Figure 7.8.: Jitter experienced by the isolated task depending on its memory range for
three different load sizes (that do not influence the result significantly).

isolated task itself causes the eviction of its own data if its working set reaches the
cache size.

The distribution of the isolated task’s execution times for various memory sizes is
displayed in Fig. 7.9. The load working set does not influence the result as showed
before, but the largest size of 512 MiB read /write access was still selected for these
figures. If the isolated task uses less memory than fitting in its private caches (the
Westmere CPU has 256 KiB 1.2$), the execution times are very narrow. An isolated
task using 8 MiB (the size of the L3$ is 12 MiB) still executes 10'° iterations at the
same latency as a smaller task, but 10° iterations (which is only a fraction below
1/1000th of all iterations) experience a delay of up to 1 pus. In the last figure representing
an isolation working set size of 512 MiB, the histogram is similar to the previous
case, but it includes additionally 224 events above 1.2 us up to a maximum of approx.
500 ps.

Since real applications require some shared variables for the synchronization of the
application and Inter-Process Communication (Section 6.1), the access to cache lines
not currently stored in the cache is inevitable. Those memory regions are placed on
one of the nodes and the processes located on the other node must access it remotely.
To estimate the risk of large delays, Fig. 7.10 displays the number of extreme delays
above 2 us depending on the isolation size. It can be seen, that the likelihood of
extreme delays grows with the size of the buffer. Therefore, it is advisable to keep
the working set of isolated tasks in the private caches and keep the shared buffers for
IPC as small as possible. Consequently, the shared buffers for IPC between partitions
should be placed in the real-time partition. This allows the time-sensitive tasks to
access them locally while the less critical tasks must access remotely. The results
of these short benchmark series are supported by tests with an application up to
72 Hours that show the same characteristic.
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Figure 7.9.: Histograms with largest load (512 MiB read/write buffer size).
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Figure 7.10.: Number of extreme delays above 1.2 us depending on isolation size.

Not only the memory access is separated per socket, also the I1/O of the system
partition does no longer interfere with memory transfers of the real-time tasks because
the MC is in the processor package and does not use the same system interconnect
as the device access. This will be further evaluated in Section 7.6.

7.5. Symmetric Multi-Threading

The Pentium IV generation introduced Simultaneous Multi-Threading (SMT) (called
“Hyper-Threading”) to the x86 architecture by dividing a physical processor into two
logical execution units (Section 2.1.9). They execute independently and are presented
to the OS like real processors but share some parts. In fact, their instructions are
executed interlaced on the same functional units to cover waiting times due to
memory loads. Earlier in Section 4.2.1 was argued to deactivate SMT altogether
because the sharing of functional units such as the decoding unit and the caches may
introduce unpredictable jitter. With the consideration of NUMA systems and their
partitioning along NUMA node borders, the partial use of SMT becomes desirable.
The system partition on dedicated NUMA nodes could exploit the additional compute
power and usage efficiency while CPUs with isolated tasks would not be influenced
by logical processors using the same functional units.

To avoid a negative impact of logical threads onto isolated tasks on the same
physical processor, the configuration of an N processor system to boot 1.5 x N logical
processors was analyzed. As illustrated in Fig. 7.11 for the test system haixagon
(Appendix A.3.1), the numbering of the logical threads places the Thread IDs 4
and 7 + N on the same physical processor. If the system with N = 2 x 6 = 12
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Figure 7.11.: Symmetric Multi-Threading example on two-socket Intel Westmere (test
system haixagon, Appendix A.3.1) with physical processor numbers
(P;) and logical thread numbers (T}).

physical processors is started with 18 processors, the first socket carries the activated
Threads 0-5 and 12-17 with activated SMT while the second socket executes only
Threads 6-11, i.e. one Thread per physical processor.

Although the activation of hardware threads on system nodes should not influence
the execution on the real-time node, a different experience was made. If at least one
physical processor executes two logical CPUs, the Linux kernel starts kernel threads
that are not active without SMT. The existence of these kernel threads causes an
instability with the isolated task concept. The effect is isolated tasks not terminating
gracefully after they ran for more than 5 Minutes. This is probably due to the
Kernel modifications described in Chapter 5. This problem could not be solved so
far and the deactivation of SMT is still be advised unless further experiments prove
successful.

7.6. Input and Output

Many real-time systems (e. g. for Programmable Logic Controller, PLC) require direct
Input/Output (I/O) of digital (General-Purpose I/O, GPIO) or analogue signals
(Analog to Digital Converter, ADC or Digital to Analog Converter, DAC) and field
buses (e.g. RS-232, I?°C, CAN). While most Micro-Controllers (uCs) integrate those
functional units, COTS systems must be extended with peripheral devices connected
for example via Peripheral Component Interconnect (PCI) or PCI Express (PCle).
This is very flexible but the access to those devices uses the system buses and is
subject to greater jitter than on uCs.

A wide range of publications analyzes the effects of bus load on real-time appli-
cations on single-processor [Sch03; Lew+07] and multi-processor systems [SBF05].
On multi-processor systems, other processor’s data streams may interfere with the
I/O access of hard real-time tasks increasing the unpredictability of their timing
[Sch+10]. Stohr et al. propose to confine the I/O of the system partition to a level not
having too much impact on the real-time processors [SBF04]. To solve the problem
of unpredictable jitter, co-scheduling of tasks [Pel+08] and hardware extensions
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[Bak+09; Bet-+13| are proposed. But since the concept of isolated tasks should allow
using arbitrary load on the remaining processors with only minor changes to the OS,
this is not a viable solution. All evaluations of multi-processor I/0 so far only regard
UMA systems and the older PCI bus [Nam+09]. Stohr includes PCle in his analysis
of using the x86 architecture for real-time systems [Sto06] but does not cover NUMA
and non-uniform I/O. The details of PCle are covered in the standard [PCIlel0] and
the book of Budruk et al. [BAS03]. A quick overview is given by Bhatt that mentions
the support of prioritized data streams and that switched point-to-point connections
can be transferred concurrently to other transfers without interfering [Bha02].

In High Performance Computing, NUMA systems are regarded as the solution
to overcome limitations in the memory throughput and I/O congestion [BF11]. As
shown above, NUMA systems have also advantages in real-time systems by allowing
to separate the data transfers between processors and memory because they replace
the system bus as unique point of congestion with multiple point-to-point links (e. g.
QuickPath Interconnect [Intel09]). In the same way, the shared PCI bus is replaced
by its successor PCle using point-to-point links. In the following is shown how this
architecture also improves the predictability of real-time 1/0. Today, the trend is to
integrate the MCs in the processor chips instead in the classical north bridge. This
removes local memory transfers from the system bus leaving more capacity for (and
less influence onto) I/O. But the transfers of other processors must be considered.
In the most recent generation, also some I/0 lanes of PCle are directly connected to
each processor and no longer need a chip set component (north bridge).

7.6.1. Basic Access

Reading or writing to I/O ports on recent Intel micro-architectures takes 0.5 to 1.5 us
in average (Table 7.3). These measurements were executed on available test systems
during normal operation. The minimum time results from the architecture-dependent
latency, the maximum is influenced by scheduling and other operation. Therefore,
the average may be biased, but it allows a first estimation of the jitter. The important
result is that the access on a given system depends on the location of the device
on the internal buses and if it is placed directly in the chip set or in a peripheral
device on the PCI or PCle connectors. Further, the access latency may depend on
the device, as is visible in the haixagon (Appendix A.3.1) example of a Parallel
port and a Serial port both on the same adapter connected to the PCle bridge that
show different latencies. Generally, the 1/O access is very slow compared to other
execution in the processors. On recent super-scalar CPUs, multiple instructions can
be executed every clock cycle while an IN or OUT instruction takes between 1500
and more than 4000 cycles. Some devices map their state registers into the memory
address space (memory-mapped I/0) and applications can load and store to these
locations similar to normal memory. This form of I/O shows a similar access latency
like I/O ports.
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Latency (us)

System Device Connection min. avg. Notes
poodoo VGA PCle 0.55 0.96 Core2 Dual
IDE PCle 1.28 1.29
USB south bridge 0.79 0.97
octopus  SCSI PCle 0.84 0.85 Core2 Quad
USB south bridge 0.80 0.81 UMA 2 x4
xaxis VGA PCle 0.82 0.82 Nehalem
Parport PCle 6.32 1049 1x4
USB south bridge 0.89 0.91
haixagon Parport PCle direct 1.27 1.33  Westmere
Parport PCle cross 1.39 1.46 NUMA 2 x 6
Parport ~ PCI (PCle bridge) 1.56  1.61
Serial PCI (PCle bridge) 1.36  1.42
Parport ~ PCI (south bridge) 1.40 1.47
USB-Port south bridge 1.01 1.03
pandora  SCSI PCle 1.26 1.55 Sandy Bridge
SATA south bridge 0.99 1.01 NUMA 2x 8

Table 7.3.: I/O latencies of different PCI and PCle devices (Systems described in
Appendix A).
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Figure 7.12.: Peripheral 1/O capabilities of an UMA system with two sockets (Test
system octopus, Server board Intel S5000PSL, Appendix A.1.2).

Consequently, the x86 architecture is not capable of executing tasks that require
I/O access below some Microseconds (i.e. above approx. 500kHz). If a feedback
control task needs to read multiple sensor values, calculate an answer and then
set multiple actors outputs, the latencies of these I/O accesses must be taken into
account. A potential optimization is the combination of multiple values into registers
which can be done on programmable FPGA-I/O adapters.

7.6.2. Non-uniform 1/O Access

The typical peripheral architecture of an UMA system is displayed in Fig. 7.12. All
transfers between the CPUs and the chip set may collide on the system bus between
the CPUs and the Memory Controller Hub (i.e. the north bridge). Some PCle ports
are directly provided by the Memory Controller Hub and additional PCle as well as
PCI ports are made available by the Interconnect Controller Hub (ICH) (i.e. south
bridge). Concurrent memory and I/0 accesses from different processors may contend
for the chip set inducing unpredictable latencies on hard real-time tasks.

Since NUMA systems behave more predictable than UMA architectures with
relation to the memory and cache effects (Section 7.4), the I/O transfers are also
assumed to be less affected by other data and 1/O transfers. Similar to the separation
of memory transfers into a system and a real-time partition (Fig. 7.6 on page 165),
NUMA systems allow to separate also the I/O transfers (Fig. 7.13).

In the following experiments, the OS and the compute-intensive tasks are confined
to the CPU socket and 1/O devices displayed on the left side of Fig. 7.13. On the
12 processor test system haixagon (Appendix A.3.1), this are the CPUs #0 to #5.
The right side is the dedicated real-time partition with the CPUs #6 to #11 and
the PCle slots connected to the I/O Controller Hub (IOH) directly connected to
these CPUs (referenced as “PCle direct”). The PCle slots in the system partition are
referenced as “PCle cross” because they are accessed from the real-time CPUs over
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Figure 7.13.: Peripheral I/O capabilities of a NUMA system with two sockets (Simpli-
fied test system haixagon, Server board Tyan S7025, Appendix A.3.1).

an additional QuickPath connection and may be interfered with system transfers
between socket #0 and the ICH. The I/O devices in the ICH (so-called legacy 1/0)
and adapter cards installed in the PCI slot are also assigned to the system partition.

Several Parallel port expansion cards are used as exemplary peripheral devices.
Two identical PCle adapters are placed in the “direct” and “cross” locations. Two
PCI adapters are installed for comparison, one in the PCI slot connected via the
south bridge and the other in a PCle-PCI-bridge connected to a “PCle direct” slot.
It is expected, that the latency of devices on the “PCI direct” connection will not
be influenced by load in the system partition. The “PCle cross” devices may be
influenced and all devices connected to the south bridge are assumed to be strongly
hit by transfer contention.

All following test series were executed on the test system haixagon with the
isolation patch described in Chapter 5, the isolation methods presented in Chapter 4
and the application architecture proposed in Chapter 6. The Linux system was
confined to CPU #0 and the loads were executed on the CPUs #1 to #5. Five
concurrent isolated tasks were executed. The first is used for the verification of the
isolation quality, it does not execute anything other than the hourglass statistics
routine (Section 2.3.5 on page 67) and its execution time was in all tests between
0.01 us and 0.4 us with a constant average of 0.03 us. The other four isolated tasks
read an I/O port of their assigned Parallel port adapter with the maximum possible
frequency.
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Load Min. 1% Quart. Average Median 3" Quart. Max.
idle 0.96 0.99 1.01 1.01 1.03 5.85
sigwait 0.97 0.99 1.01 1.01 1.03  5.53
mmap(4) 0.97 0.99 1.05 1.01 1.03 37.58
mmap(16) 0.97 0.99 1.03 1.01 1.03  5.55
mmap(512) 0.97 0.99 1.33 1.03 1.93  6.32
mmap(1024) 0.97 1.01 1.46 1.05 1.93  6.25
mmap(2048) 0.97 1.03 1.61 1.93 1.93  6.29
mmap(4096) 0.97 1.91 1.73 1.93 1.93  6.35
mmap(16384) 0.97 1.91 1.86 1.93 1.93 6.36

Table 7.4.: Statistic of latencies (in ps) accessing a PCI-device connected via the
south bridge under various loads.

Every test was executed for one Minute and generated between 3 x 107 and 2 x 10°
samples collected in a histogram. The statistic of median and percentiles was derived
from the histogram with an accuracy of 0.02 us. The idle system scenario does
not execute any additional processes. The system load was varied with different
generators beginning with a memory transferring routine, a forking process and a
timer signal benchmark loading the OS, and a file writing routine to generate /0O
load. Since those load generators resulted in hardly any difference, the system load
scenario is the concurrent execution of those loads. Finally, a memory-mapped access
to the network card’s buffers with varying block size influenced the access to the PCI
adapter connected to the south bridge. The PCI transfer scenario was executed with
a wide range of memcpy () read transfers that were separated by a sleep time of 1 us.

Figure 7.14 shows the latency of the PCI device connected to the south bridge
under various load scenarios. By far the most accesses are in the range 0.9 to 1.1 us.
The maximum as large as approx. 5.5 us causes a very large jitter. Since the delayed
events are three to four orders of magnitude more scarce, the average is near to the
minimum. The PCI memory mapping data transfer of 4 Byte block size generates a
slight increase of the events around 2.5 to 3.5 us and some delays up to 36 us. With
a PCI transfer block size of 4 KiB, the outliers do not occur, but the median latency
increases to 1.9 us. The detailed statistic is listed in Table 7.4 (generated from
a different benchmark execution resulting in a slight variation of the experienced
maximum latencies).

To compare the different connections of peripheral devices, the histograms of all
four tested devices under maximum load (system load and PCI transfers with 16 KiB
block size) is compared in Fig. 7.15. The PCI device connected to the south bridge
experiences a very large jitter with occasional outliers with more than 30 us. The
histograms of the lower three figures for devices connected to the PCle slots are the
same for all different load scenarios. This proves that neither the PCle devices in the
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Figure 7.14.: Distribution of latencies of a PCI device connected via the south bridge
under various loads.
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real-time partition (right side in Fig. 7.13, as assumed) nor the devices connected to
the ICH that forwards the PCI transfers from socket #0 to the south bridge (left
side, rather not recommended) are influenced by arbitrary load on the system CPUs.
If the device is connected to the PCle slot of the real-time partition, the jitter of
I/O port accesses on this test system is 0.8 ps.

Real applications will most likely require reading and writing multiple I/O ports.
If the worst-case latencies are added, the possible jitter increases with every 1/0
access. In practice, the experience of extended test series is much better than that.
Figure 7.16 displays a histogram of an application benchmark that was modeled
after a proprietary hardware-in-the-loop simulator. The test routine executes 6 read
and 5 write I/O accesses as well as exchanging 2000 Bytes with a manager process.
The run-time of the test series was 5 days, the test was repeated several times and
yielded similar results. The jitter of this test routine is 1.6 us which is far better
than the expected 11 x 0.8 = 8.8 us obtained by adding the worst-case latencies.
This observation can be explained with the causes for the delays being spread or
at least never aggregating and hitting subsequent accesses. Additionally, the very
long execution time supports the measurement-based approach for a tight WCET
estimation.

7.7. Interpretation and Recommendations

While the control flow of a real-time application can be formal verificationformally
verified, the execution time of basic blocks on current x86 multi-processor systems
depends on many factors. Some can be controlled (such as the influence of processes
on other CPUs and I/O data transmissions), others are caused or at least influenced
by hardware features that are hardly documented. Generally, the resulting execution
time can only be measured under (heavier than) practical load. Since NUMA
systems perform real-time capable both in memory and cache jitter as well as in 1/0
predictability, this architecture — initially developed to enhance HPC applications
— is well suited for the isolated task concept. A wide range of matching systems is
available and can be selected according to the needs (number of processors, proportion
of system to real-time partition, number and type of peripheral connectors).

In this Chapter, only a single exemplary NUMA system based on the Intel
Westmere micro-architecture with a Tyan S7025 main board was used for the practical
measurements. The newer Intel micro-architectures Sandy Bridge and Haswell might
have introduced different behavior and must be evaluated in a similar way before
using them for hard real-time systems. But generally, the NUMA architecture with
PCle devices is a promising solution for jitter problems on x86 systems. However,
these is hardly included in real-time research, so far.

The concluding recommendations are:
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Figure 7.16.: Distribution of execution times of an application benchmark task with
11 I/O accesses and 2000 Byte data exchange after an execution of
5 days (120 h).

e Group isolated processes on dedicated chips/sockets to avoid sharing their

Last-Level Cache with non-isolated processes.

e Isolated tasks should limit their working set as far as possible to remain in the
private cache.

Avoid false sharing.

Use as few shared variables as possible because they introduce jitter.
Separate 1/O transfers in a similar way as the memory placement.

Select a main board with PCle lanes connected to the dedicated hard real-time
socket to avoid conflicting data transfers with the rest of the system.

It is emphasized again that this should not soften the requirement for a formal
verification of hard real-time tasks. The code must be free of unbounded loops,
uncontrolled synchronization and other sources of unpredictability such as system
calls to a GPOS. Only the estimation of the WCET of basic blocks can either be too
pessimistic and hence, not accepting a solution, or too tight and missing latencies
ruining deadlines in the real application. This hardware experience also applies to
other real-time approaches like RTOS or sub-kernels (e.g. Xenomai, Jailhouse).
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8. Application Examples

Several example and demonstration applications were developed to examine the
concept of isolated tasks. Bruns evaluated an early implementation to generate an
I?S signal in software that was transmitted to an electronic circuit that generated
an audio output [Brul0]. The average output latency was 470 us, the audio output
frequency was selected to 22kHz 16-Bit stereo, hence one frame of 32 Bits (up to
64 serial 1/0O operations) had to be below 45 us. That implementation on an Intel
Core 2 Dual-Core processor suffered to periodic System Management Interrupts
(SMIs) issued by the system’s firmware [WallOa| but was a successful demonstration
apart from that. Alt implemented a demonstration application to fully exploit the
concept with multiple cooperating tasks on a system with twelve processors [Alt13].
His system transmits data by low-level I/O port access and generates an image on an
oscilloscope via Digital to Analog Converters (DACs). In a confidential cooperation,
the concept was implemented in a commercial product for an hardware-in-the-loop
simulator. That application realizes multiple concurrent isolated tasks with a hard
real-time constraint below 20 ps running multi-day tests. Multiple systems are in
productive use and conform fully to the expectations.

The application benchmark used for the test series in the previous Chapters was
developed as template for a real application but replaces real tasks with synthetic
payloads. It features the start of several processes with various configurable loads
that support a continuous feedback on their performance. A manager task controls
a variable number of isolated tasks each capable of executing different payloads
and statistically recording their execution times. The benchmark implements most
features described in Chapter 6.

Several different approaches to technical challenges were implemented and com-
pared. These experiences build the base for the following suggestion for an application
architecture for the chemical experiment control system introduced in Section 1.1
and further outlined in Chapter 6. This description is used to connect all techniques
presented in the previous Chapters. Concluding, it is shown how some application
examples from the literature can be ported to the isolated task concept.

8.1. Hardware Selection

A capable base system that was also used for the non-uniform memory and I/0
access benchmarks in the previous Chapter (Test system haixagon, Appendix A.3.1)
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is a system with two sockets, each with a six core Intel Xeon E5645 processor with

2.4GHz on a TYAN S7025 main board. The system has 48 GiB of main memory

distributed over two memory nodes corresponding to the processor sockets. The

PCI Express (PCle) Input/Output (I/0) is connected via two I/O Controller Hubs

(IOHs) forming a QuickPath ring with the Central Processing Unit (CPU) sockets.

Other peripheral devices are provided by an Interconnect Controller Hub (ICH) that

is connected to the left IOH (Fig. 7.13) making it possible to divide the resources into

a system and a real-time partition. Each CPU socket has local access to half of the

installed memory and must access the remaining memory remotely. This platform

does not execute time-triggered SMIs which is a prerequisite for its eligibility as a

hard real-time system. Basic tests have revealed the need for the following BIOS

settings to minimize 1/O latencies and to reduce jitter:

Hyperthreading must be deactivated to avoid interference from another hardware
thread (logical processor) using the same CPU and private cache.

Intel Virtualization Tech is deactivated because it introduces an additional layer
of indirection tables increasing the latency.

I/O Virtualization is disabled for the same reason.

Legacy USB Support should be deactivated because it uses SMIs to simulate a
PS-2 keyboard from one connected to Universal Serial Bus (USB). This setting
disables the use of a USB keyboard in the boot menu and should be used only
after the system is fully installed.

Power Management is deactivated to avoid automatic frequency switching or power-
down triggered by the firmware.

This main board offers six PCle slots, three connected to each IOH (north bridge).
The single Peripheral Component Interconnect (PCI) connector is served by the
ICH (south bridge) and is subject to large jitter (Section 7.6.2). This connector
should not be used for real-time I/O but can be used by applications in the system
partition. Digital I/O (GPIO) and analogue converters (DAC and ADC) can be
installed as PCle expansion cards. If they are used by hard real-time tasks, they
should be installed in the three connectors assigned to the real-time partition. Those
used by soft real-time tasks or that are not time-critical can safely be installed in
the other PCle slots. If a Data Aquisition (DAQ) peripheral device is only available
with PCI interface, a PCIe-PCI bridge can be installed in the real-time partition.

For the 1/O, the suitability of available adapters must be evaluated depending on
the application. The selection depends on the requirement for the number of General-
Purpose I/O (GPIO), Analog to Digital Converter (ADC), and DAC connections.
Further, the number and layout of PCle and PCI slots must be balanced with the
isolated tasks. Ideally, each peripheral device is controlled by a single isolated task.
[/O adapters for real-time systems are often equipped with user-mode libraries
that access the hardware without operating system (OS) interaction for the lowest
latencies. It is crucial to either select devices, for which the vendor offers such
libraries or to carefully verify, if the documentation allows to implement them.
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8.2. Software Architecture

The software architecture for the control system of a chemical experiment is pre-
sented as guideline how such a system can be designed. This application was not
implemented but it demonstrates how to apply the experience that was made during
the implementation of the various concepts, benchmarks and demonstration systems.
Some integration experience was made during the benchmark implementation and
project consultation.

System Application Isolated
partition partition partitions 0-2

| System hbrarles

-F Operating system

Co Cy Cy Cs Cy Cs Ce Cy Cs
| | | | | |
‘ Shared cache ‘ ‘ Shared cache ‘

Memory Node Mg I emory M;

Figure 8.1.: Layer diagram of example application.

System
devices
Real-time
devices

The proposed software architecture of an application using the isolated task
concept is displayed in Fig. 8.1. The processors are divided into a system partition
on processor Cy, an application partition spanning processors C; to Cs; and three
distinct isolated partitions on the processors Cg to Cg. With the experience from
Chapter 7, the boundary between the system and application partition and the
isolated partitions should be aligned to the Non-Uniform Memory-Access (NUMA)
nodes. On the example hardware presented in the previous Section with two processor
sockets, the system is divided in two halves. The processors Cqy to Cq; are not used
and remain idle.

The system and application partitions execute the Linux OS with the Real-Time
Preemption Patch (RT-Patch). All interrupts and system services are assigned to the
system partition on processor Cy. The main part of the application is executed on
the five CPUs of the application partition. For further optimization, the Graphical
User Interface (GUI) can be assigned a dedicated processor while the calculation and
manager threads are managed with preemptive priority scheduling by the OS on the
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remaining CPUs of that partition. The application may use all services and libraries
that are offered by the installed Linux distribution. If required, the application can
directly use Kernel interfaces or use the abstraction offered by the C library. The
devices required by soft real-time tasks or without timing confirmation are controlled
by the OS’s drivers and accessed by the application using the standard interfaces of
the Linux kernel.

All Programmable Logic Controller (PLC) tasks having hard real-time and low
latency requirements are executed fully isolated and bare-metal on up to six dedicated
CPUs of the real-time partition. In the example, three such bare-metal tasks are
started in three dedicated usolated partitions. These tasks are implemented as threads
of the main application which eases the sharing of memory buffers. If the application
requires a higher security level, the unintentional access to shared variables can be
impeded by implementing the isolated tasks as separate processes that share only the
required Inter-Process Communication (IPC) buffers using e.g. System V Shared
Memory.

The system and application partitions use only local memory on their NUMA
node. The isolated tasks restrict themselves as much as possible to their private
caches. They also directly access their assigned peripheral devices for I/O. The single
access out of these partitions is the IPC buffer located in the memory local to the
isolated partitions. The isolated tasks using this buffer will cause cache misses that
can be served locally. Only the manager task running in the application partition
accesses the IPC buffer remotely which is slightly slower but can be tolerated since
it is not under hard real-time conditions.

The communication functions between the main application and the isolated tasks
should be implemented as statically linked library that can be used by all members.
This reduces the risk of accidentally accessing unprotected shared variables, violating
the communication protocol, or the chance of a deadlock. The user-mode I/O device
access of the isolated tasks should also be implemented as simple linked library.

The twelve CPUs of the system are partitioned with CPU-Sets. The system set
confines all kernel threads and system services to processor Cy. The application
partition spans the processors C; to Cs intended for the user interface and the
performance-critical threads. The manager task is also executed in that partition
since it has less work during the time-critical application phase. The second socket
with processors Cg to Cy; is reserved for completely isolated tasks executed in up to
six dedicated CPU-Sets. The system and application CPU-Sets use memory node M
and the isolated partitions are assigned to memory node M;. The IPC buffers are
allocated and initialized by the isolated tasks to place them in their memory node
Ml.
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8.2.1. Graphical User Interface

The main part of the program is implemented as Qt application. During start-up,
the command line arguments are checked and stored in an internal data structure.
Additionally, default settings are read from a configuration file.

The main window displays the state of the application. It allows to configure and
start an experiment. All tasks are executed in other threads or processes to keep
the interface responding. The GUI and calculation tasks are executed together in
the application partition spanning five CPUs. Their scheduling is managed by the
OS and the compute-intensive threads may use priorities to employ soft real-time
scheduling.

The calculation tasks are started dynamically depending on the experiment config-
uration. IPC mechanisms from Qt (Signals and Slots') or the C and UNIX libraries
(e.g. Pipes [Kerl0, Chap. 44| or Message Queues [Ker10, Chap. 46 and 52|) are used
to interact with the child processes. By doing so, they can be given updated parame-
ters, receive data to process and send back results. Depending on the requirements
of the current experiment, new calculation tasks can be started or their scheduling
settings can be adapted to the needs.

8.2.2. Manager and Isolated Tasks

The manager task is a thread started from the main process at initialization time.
It is executed in the application partition and configured to real-time scheduling
together with the calculation tasks, but with a lower priority to give them precedence.
If the manager needs to transfer high-volume data from its clients, it could also be
placed in a dedicated manager partition to get a maximum execution time.

The timing diagram of the setup, warm-up, experiment and shut-down phases is
shown in Fig. 8.2. When the application is started, it moves itself to the application
partition, sets up itself and starts the Manager task. (1) After user interaction to
start the experiment, the GUI notifies the Manager. (2) That creates the isolated
threads successively and moves them to their partitions. They initialize themselves
and then go into warm-up mode. The Manager starts also all other tasks. (3) When
all is set up, the Manager activates the experiment phase and notifies the GUI that
displays the new state to the user. (4) The end of the experiment is either initiated
by the user in the GUI or after an abort condition. (5) The isolated tasks and
calculation threads are notified to terminate, the latter just exit. (6) The isolated
tasks wait to be synchronized to terminate one after the other. During the whole
run-time, various system processes may be executed in the System partition. In the
experiment phase, the Manager task monitors the activity of the isolated tasks. It

!Online: http://qt-project.org/doc/qt-4.8/signalsandslots.html (visited
November 12, 2015)
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Figure 8.2.: Timing example: (1) User interaction to start. (2) Thread creation and
isolation. (3) Activation of experiment. (4) User interaction to terminate.
(5) Notification to exit. (6) Synchronized termination of isolations.

also forwards control points to and statistical data from them. These jobs have a
lower priority, therefore, the Manager could share its CPU with other tasks.

The isolated tasks started as POSIX threads wait for the Manager task to notify
them when they have arrived to their CPU. Then, they initialize their memory, IPC
buffers and I/O resources. Memory buffers are by default allocated on the local
NUMA node when they are first accessed (Affinity on First Touch, Section 2.2.4).
Therefore, it is important to initialize all memory buffers when running on the target
CPU. After initialization, the isolated tasks notify the Manager that in turn continues
to set up the experiment. The isolated tasks start to warm up and stand by to start
their real-time jobs until the manager signals them. The warm-up phase is important
to load all used data into the private caches and to keep it there. The linked control
routines need a warm-up mode to execute a calculation that is very similar to the real
work but that does not have any side effects. 1/O accesses should also be included in
the warm-up routine but it must be ensured that this does not have any negative
impact on the external physical system (plant). When the manager has registered
all isolated tasks and all calculation tasks standing by, it releases them to start the
real-time experiment.

8.2.3. Closed-Loop Control and 1/0

The code for the closed-loop control will be modeled with graphical algorithm design
tools. These tools generate C code that is compiled before application start. The
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Figure 8.3.: Example application I/O partitioning.

isolated tasks are not allowed to use system calls, their run-time must be predictably
short and their memory foot-print (instructions and data) must be small enough to
be kept in the private caches. Therefore, the calculation routines are evaluated during
the compilation with static code checkers to preclude actions violating the isolated
tasks concept. The linker can generate a map file to analyze the memory usage of
different parts of the application. This can be helpful for reducing the cache footprint
of hard real-time tasks [Fogl3b, Chap. 16|. Some of these properties are clearly
detectable, others can only generate a warning to be analyzed more carefully in the
run-time. The application offers a mode to evaluate the linked control functions.
Therefore, the functions are executed in a similar way as in the real-time experiment
mode and supplied with test data. The execution time is analyzed statistically to be
able to rate their suitability.

During application start, this code is linked as shared library. The isolated PLC
tasks execute the closed-loop control function as selected in the GUI. Parameters
changed by the user must be handed to the isolated tasks in a synchronized way.
At the end of an experiment, the isolated closed-loop control tasks are notified by
a flag that they should terminate their work and unwind their isolation mode. In
a coordinated manner, they deactivate the Kernel patch, revert the partitioning
settings and quit.

The partitioning is shown in Fig. 8.3 to illustrate the separation of data paths.
The OS services, the GUI, Manager and Calculation threads use memory on their
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node and devices in their partition (i.e. the left IOH and the ICH. These devices are
controlled by OS drivers. The PLC threads in the isolated partitions use peripheral
Data Aquisition adapters connected to the right ICH. They access the 1/O devices
with user-mode functions implementing the direct access. The only transfer across
the partition limit is the Manager task accessing the IPC buffers.

8.2.4. Observation of Execution-Times

In this setup, the occurrence of timing violations must be detected because it can
render the results of an experiment invalid. Therefore, all execution times are
observed and compared to their allowed latencies. In case of timing errors, a counter
will track them. The Manager reads these values from the IPC buffer and reports
them to the GUI.

To support the evaluation of user-defined control functions, the isolated tasks
generate a statistic of their execution times. This statistic must influence the execution
times as little as possible. Therefore it is kept light-weight with regard to memory
foot-print and calculation overhead. The simplest solution is the tracking of only
maximum and minimum execution times, possibly adjoined with the average. A viable
compromise of overhead and informative value is a histogram. The offset, number,
and width of recorded intervals is configurable to match the expected execution
time and the resulting outliers. This allows to flexibly activate the histogram for
evaluation and remove its impact in time-critical situations.

8.2.5. Error Recovery

Generally, a real-time application must be implemented error-free because a failure
would be the ultimate timing violation. But apart from every complex code being
error-prone, this application supports linking user-supplied code for the closed-loop
control functions. Since this user-provided code may contain faults or unbounded
loops, the application needs a strategy to handle them.

Two main classes of programming errors can occur: Signaled error conditions and
unbounded loops. Usual program errors such as illegal instructions, division by zero,
or access to memory regions without permission are referred to the application by a
UNIX signal. Some signals can be handled and the program may continue, other
signals allow only to shut down gracefully. With active isolated tasks, these should
be shut down similar to the end of a real-time experiment. Since this usual shutdown
contains complex synchronization, the emergency shut-down follows similar steps
but omits the waiting for other tasks. This is intended to restore the system with
highest likelihood to be able to restart another real-time experiment without the
need to reboot the whole system.

If an unbounded loop is executed in a control function, the time-triggered task
is blocked and will no longer execute or respond. But since the isolated task is not
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influenced by other processors, a special recovery is required. With the isolation patch
described in Chapter 5 and especially with the deactivation of the timer interrupt
(Section 5.3), the Interrupt Flag (IF) has not to be cleared and the isolation of a
CPU can be activated from a different processor. This also allows to deactivate the
isolation of a task that was detected as stuck and to terminate this thread with the
usual functions such as pthread_cancel().

8.3. Other Applications

This Section shortly outlines the migration path for applications presented as examples
in other publications.

8.3.1. Application-Specific Integrated Circuit

Application-Specific Integrated Circuits (ASICs) are specifically designed Integrated
Circuits (ICs) that can contain multiple processors, caches, I/O units and commu-
nication paths. The processors can be of different performance or even different
architectures (heterogeneous system). The communication may use hardware queues
and synchronization means. The architecture is usually optimized for a single appli-
cation and the software for the various processors is adapted to them. The extra
development costs for an ASIC is only sensible, if the performance of general-purpose
processors is not sufficient or if a very high number of units sold levels them out.

During development (before the hardware is available), for small series, or for lower
price, the migration to Commercially off-the-Shelf (COTS) systems is reasonable.
The concept of isolated tasks allows to implement the individual processing elements
of an ASIC in bare-metal tasks with a General-Purpose Operating System (GPOS)
running on the remaining CPUs. A further advantage of full-featured processors over
Digital Signal Processor (DSP) and Field-Programmable Gate Array (FPGA) is that
floating-point arithmetic is available at full execution speed and it is not required to
circumvent it with fixed-point algorithms [JCW12].

Figure 8.4 shows an example ASIC [Sch13, Fig. 3.10]. Its purpose is not revealed,
but the architecture demonstrates the different jobs of the four processing elements.
Processor 4 accesses only the Input and can communicate with processor 3. It could
serve as hard real-time input stream processing. The processors 2 and 3 access part
of the memory using a common bus. They appear the most versatile. Processor 2
has hardware queues both for the input and output to compensate for not being
ready to process pending input and to send bursts of output faster than the receiver
can process. The memory is split and only processor 2 can access the whole range.

Independently from the real application domain of this ASIC, the hardware units
can be mapped to the isolated task concept as follows. The software running on
processors 1 and 4 is executed definitely in isolated partitions with assigned DAQ
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Figure 8.4.: Example ASIC attributed to a Tensilica presentation [Sch13, Fig. 3.10].

adapters. The hardware queues are realized as wait-free ring buffers in the IPC
memory section. The tasks handling I/O can also provide the data via additional
message queues or shared variables to the other tasks. Depending on its timing
requirements, processor 3 can be realized as isolated task or soft real-time scheduled
thread in the application partition. The main application running on processor 2 is
moved to the application partition. It can be supported by a GUI and communicates
to tasks in its partition with OS services and to the isolated tasks with shared-memory
based IPC.

8.3.2. Network Packet Processing

An OS abstracts the hardware thereby adding overhead. Since embedded systems are
often designed for a single purpose without direct user interaction, they can waive
the OS and execute on the bare-metal to exploit the performance that the hardware
allows [Lall3|. A recurring example is network packet processing in internet routers
[DAR12]. Those have multiple input lines managed either by an Ethernet Network
Interface Card (NIC) or by special field bus hardware, they need preprocessing,
routing, and sending over another network |Lall3, Fig. 15.6, 15.7, and 15.13]. These
systems are usually realized based on special multi-processor System-on-a-Chip (SoC),
but could also be transferred to the isolated task concept.

For maximum throughput, each NIC installed as PCle adapter card is managed
by an isolated task that implements the driver stack in user-mode. They use ring
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buffers in the IPC section to communicate and distribute the packages. More complex
handling or firewall rules can be assisted by threads in the application partition. That
builds a slow path for packets that disqualify for simpler fast path rules. This is for
example usable for the intrusion detector Snort [Dom08, Chap. 8| to include flexible
user-provided filtering rules. In an extreme form, data parallelism and pipelining
can be interlaced depending on the throughput of the tasks. A single first stage
could buffer incoming data, distribute it to N tasks of the second stage (which take
longer for each packet, e.g. to decode), then two tasks of the last stage multiplex
the packets and send them using two network adapters [Lall3, Fig. 15.13 and 15.14].
However, if the data moved between processors is too large, this can impose a too
large contention on the caches [DAR12|. In this case, it should be evaluated if
executing the stages of the pipeline on the same CPU or multi-core lowers the cache
contention.

8.3.3. Medical Imaging

The combination of Positron Emission Tomography (PET) and Magnetic Resonance
Imaging (MRI) allows to improve the image quality because both technologies cover
different material of the human body [Wei+12|. The data processing poses challenges
in terms of real-time and compute power to present a live image [Gol+13]. Another
example is Amide? (A Medical Imaging Data Examiner), a three dimensional image
processor. Domeika presents how to parallelize this software using the technique
Data Decomposition [Dom08, Chap. 7|.

Those applications can generally be implemented using the isolated task concept
to improve the timing predictability and get the most performance from the hard-
ware. Since data is processed in streams, the tasks do not need OS services if the
communication is based on shared-memory IPC. The Data Aquisition can be realized
either with PCle adapter cards or via NICs that receive data from preprocessing
hardware [Gol+13|. The isolated tasks benefit from low-jitter execution and can use
the compute time that otherwise is used by the OS itself.

8.3.4. More Examples

In robotic systems, increasingly high compute requirements are driven by more
complex image recognition and behavior algorithms to make robots more environment-
conscious. In mobile systems, the energy is limited by the battery weight and power
consumption of installed controllers. A multi-processor system can benefit from
consolidation effects. Bduml and Hirzinger present the software architecture of such
a complex mechatronic system and how it is implemented on a distributed system
[BHOS8, Fig. 2|. They use multiple Linux systems for soft real-time and GUI jobs

2Online: http://amide.sourceforge.net (visited November 12, 2015)
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and a two-processor QNX system for the hard real-time tasks. The communication
is very complex and the partitioning should be optimized to reduce the crossing of
partition limits [Moy13d, Sect. 6.3.1, p. 210]. Using the isolated task concept, the
distributed system can be migrated to a single multi-processor system with different
partitions. The systems shown in their picture can directly be mapped to partitions
where the Linux systems map to a single or multiple application partitions and the
two processors of the QNX system map to two according isolated partitions.

A further use-case for isolated tasks is computing hardware research. As shown
in Sections 2.1.8 and 2.1.10, the behavior of undocumented processor features is
difficult to derive in the presence of concurrent execution [Fogl3b]. Instead of special
micro-kernels such as smp.boot (used in Sections 4.6 and 7.2), those benchmarks can
also be executed in isolated tasks on arbitrary systems during normal operation.
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In the area of hard real-time and high-performance computing on multi-processor
systems, this work presents a new approach for realizing hard real-time tasks executing
on the same system as an application requiring performance and versatility. Further,
a solution for the jitter problem on the x86 architecture is presented. The performance
isolation [Des13a, Sect. 2.4.2, p. 129] of multiple partitions is realized by reserving
some CPUs of a multi-processor system for bare-metal execution and partitioning
this system along NUMA nodes to reduce mutual influence. This allows to utilize
modern COTS systems, for example x86 servers with 8 to 20 processors and multiple
PCle connectors for Data Aquisition (DAQ) peripheral expansion cards. An arbitrary
GPOS can be installed that supports the compute-intensive part of the application
and its soft real-time requirements. The implementation of complex embedded
systems must regard the hardware architecture as it was always the case when
developing embedded systems based on Micro-Controllers (uCs) and especially
Application-Specific Processors (ASPs) [Moyl13a]. The x86 architecture tempts
employing the same methods as in general-purpose computing, but to realize hard
real-time, advanced methods of such systems must be applied. In the previous
Chapters was presented, how this concept differs from previous approaches and how
it was realized on an x86 NUMA system. This includes the modification of the
employed Linux kernel to tolerate the isolation of some processors and a detailed
analysis of the hardware behavior to confine the execution time jitter caused by other
processor’s execution and contending data transfers.

The advantages of using a commodity multi-processor server system with isolated
processors over embedded puCs and DSPs is the availability of high computing
performance with a superior cost ratio on the well established x86 environment
allowing a homogeneous development tool-chain. Existing multi-threaded applications
can easily be extended with hard real-time tasks on their dedicated processors
without needing to reevaluate the timing of the base application. All available third-
party libraries for GUI (e.g. Qt), image and video manipulation and analysis (e. g.
Open CV), network services and many more can be used in the application partition.
During development, the flexible configuration and interactivity allows a fast turn-
around without complex cross building and remote debugging. Applications can be
adapted to the user’s needs by loading modifiable code generated with graphical tools
like Simulink (e.g. to change PLC feedback loops or in Hardware-in-the-Loop (HiL)
simulators). The IPC between multiple isolated tasks and with the soft real-time
threads in the application partition is realized with low-latency and high-throughput
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shared memory buffers and efficient spinlock or wait-free algorithms. Public services
(e.g. web server, database access) can be realized with established and proved
software increasing the security without impact on the timing of the hard real-time
partition. This also allows to redistribute task groups to other systems (e.g. in a
fail-over situation) without the need to reevaluate the timing.

The assignments listed in Chapter 1 are addressed as follows. The standard Linux
OS is used on x86 hardware. A twelve processor NUMA system was selected as
final evaluation hardware. Its two NUMA nodes are separated into system and
application partitions on one side and multiple isolated partitions on the other. The
system partition executes all usual OS services and internal maintenance jobs as
well as handles the devices used by soft real-time tasks. The application partition
supports the Bound Multi-Processing (BMP) approach of partitioning by reserving
processors for selected soft real-time tasks. They may use all OS services but the
system designer has finer control what executes concurrently. The isolated partitions
are single processors that are isolated from the OS. This means that a single process
is executed without interruption or interference. The bare-metal execution prohibits
using system calls forcing a pure user-mode execution. The number and assignment
of processors to partitions is flexible and can be modified between executions without
restarting the whole system. Since the isolation of some CPUs from the Linux kernel
is not tolerated by an unchanged OS, the causes of the observed problems were
analyzed and addressed with slight modifications. The resulting Kernel patch allows a
stable execution as intended. Since the bare-metal execution environment of isolated
tasks limits their applicability, the most important functions of communication and
accessing peripheral devices are restored by using shared memory based lock- and
wait-free message queue algorithms and direct device access based on I/O ports and
memory-mapped I/0. This supports the time-triggered paradigm that is the base
of many control processes. Additionally, a way to execute interrupts in the isolated
bare-metal environment is presented in Section 6.4 that allows to employ also the
event-triggered paradigm and even preemptive scheduling in an embedded Real-Time
Operating System (RTOS).

The timing behavior of this realization was analyzed theoretically and evaluated
practically. In the strict sense of its definition, hard real-time requires a formal
verification. This includes the decomposition of a task into its basic blocks that build
the Control Flow Graph (CFG). Based on branch probability, loop detection and
count prediction, the paths through the CFG can be analyzed. For the execution time
of each path, the execution time of the basic blocks must be determined. Although
the blocks do not contain any branches, their run time is difficult to predict on such
complex hardware as the x86 architecture. Many different approaches exist, but in
the presence of shared functional units where contention imposes varying interference,
this work settles on evaluating the Worst-Case Execution Time (WCET) of basic
blocks practically. Systems using the x86 architecture use a range of structures to
connect multiple processors to the same memory. In Chapter 7, multi-core, Uniform
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Memory-Access (UMA) and NUMA systems are compared for their predictability
imposed by memory and I/O accesses. So far, no other related work has presented
the NUMA architecture capable of very predictable hard real-time execution in the
presence of uncontrolled concurrent execution on other processors. For an Intel
Westmere based system with twelve processors, it is shown how memory and 1/0
accesses can be regarded in the partition design to realize hard real-time tasks in
isolated bare-metal tasks with minimum jitter and high predictability while the other
partition executes an unrestricted GPOS with arbitrary applications.

9.1. Summary

Multi-processor systems have long been employed for hard real-time systems with
exceptionally high performance requirements using special OSs. Since the broad
availability of multi-processor systems in all scales of computing, their application for
real-time systems accelerates and triggers an increasing research interest. Chapter 3
presents a wide range of related research. The most important concepts are symmetric
and Asymmetric Multi-Processing (AMP) software architectures employing either
a single OS or multiple instances for different partitions. The Symmetric Multi-
Processing (SMP) concept requires a special multi-processor-capable RTOS to support
hard real-time. The drawback is often limited support of third-party libraries and
portability of existing applications. The AMP concept uses multiple OS instances that
are either managed by an Hardware Abstraction Layer (HAL) or an hypervisor. In
this setting, one partition can use a full-featured GPOS and the hard real-time tasks
are executed on their own RTOS instances. The coordination and communication
between the OSs must be provided by the lower layer. A related approach is the
sub-kernel where the HAL layer is provided by the RTOS that executes the GPOS
as its lowest prioritized task. Those multi OS instance approaches are not considered
in this work because of their limited portability.

The concept of isolated tasks initially aimed for an unmodified Linux system.
Even if this proposition was breached by slightly patching the Linux kernel, any
standard Linux distribution can be used as base system as presented in Chapter 4.
Some settings should be configured in the firmware (BIOS or UEFI) to reduce their
influence or to avoid problems by non-responding CPUs. The system is set up for
the partitioning using CPU-Sets by moving all running system services into a system
partition on a dedicated CPU. Further, all Interrupt Request (IRQ) handlers are
bound to CPU #0 to ensure their execution when other CPUs block all interrupts.
The task intended for isolation can be a process or thread of a main application. It is
started, moved to the target CPU-Set and isolated by clearing its IF. This effectively
inhibits all external interrupts so that the process itself runs continuously. By
adhering to general hard real-time coding standards (e. g. allocating and initializing

195



9. Conclusion

all required memory in advance to avoid page faults) and not using system calls, it
is executed bare-metal on its own CPU.

Extensive experiments have revealed system instabilities during isolated execution
lasting longer than several Minutes. Those were analyzed and their causes are
addressed in Chapter 5. The circumstances of system blocking are difficult to record
because of the instability and unreliability of the system in that condition. The
recording was finally done from a remote system that collected extensive information
for automated evaluation. The main problems could be located in synchronously
waiting Inter-Processor Interrupts (IPIs) and the Read-Copy-Update (RCU) service.
It is shown how the IPI sending routines can be located and how they should be
modified to inhibit sending IPIs to currently isolated processors. The RCU system
and other subsystems are notified by using the same mechanism that prepares hot-
plugging a CPU (i.e. physically turning it off or restarting it). With changing the
Kernel anyway, a possibility to block all interrupts to an isolated processor without
clearing the IF becomes feasible. After routing all IRQs to a different CPU and
deactivating all IPIs, only the timer interrupt remains. It can easily be deactivated
which allows to let the IF unchanged to allow again selected interrupts or to recover a
hung up task. With the presented user-mode interrupt handling, they do not execute
Linux code which preserves the timing predictability. This enables event-triggered
tasks and even preemptive scheduling in an embedded RTOS. The modifications
and infrastructure to activate and support debugging realized for various versions
between Linux 2.6.31 and Linux 3.12 in total require a modification of six files.

The bare-metal execution environment is very limited in its applicability. In
Chapter 6 is presented, how management, IPC and access to peripheral devices can
be realized from the user-mode of an isolated task. Shared memory is a hardware
feature that imposes no overhead or OS interaction after set-up. Threads can
naturally share global variables within their process, distinct processes can allocate
shared memory regions (e.g. System V shared memory). During initialization, those
IPC buffers are initialized and allow to manage multiple isolated tasks from a task
of the main application to synchronize their start and shut-down. Using wait-free
queue algorithms, tasks of different real-time capabilities can exchange messages
without the risk of blocking a higher prioritized one. Further is shown how DAQ
expansion cards can be accessed from isolated tasks to interact with physical signals.

The applicability of the isolated task concept is presented in practical examples in
Chapter 8. A chemical experiment control system is used as prototypical example
that integrates most methods presented in this work. A variety of smaller examples
complements how the concept can be exploited.
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9.2. Evaluation

Together with the fundamental principles of hardware, OSs and real-time computing
in Chapter 2, some micro-benchmarks and their results on current x86 hardware are
presented. This allows to set the following results into proportion. A first evaluation
of the isolated task concept on a commodity desktop Personal Computer (PC) is
presented in Section 4.6. Together with a formal verification, this demonstrates the
feasibility of the approach. In course of analyzing the causes of system blocking in
Chapter 5, further methods of practically measuring the application performance
and real-time quality are presented.

The CFG of isolated tasks can be verified formally. This results also in the CFG
of the entire CPU because an isolated task is neither interrupted nor is it allowed
to call unknown functions (such as system calls). Missing for a complete WCET
estimation is the (worst-case) run-time of the basic blocks. Previous publications
on determining the execution time of basic blocks on multi-processor systems either
restricted the applied hardware or required to control tightly what is executed
concurrently on other CPUs that share functional units. Otherwise, the estimation
becomes overly pessimistic. However, all related work so far misses to evaluate the
NUMA architecture for this use. The extensive evaluation of architectural influences
in Chapter 7 includes multi-core, Simultaneous Multi-Threading (SMT), UMA and
NUMA systems. Multi-core processors contain multiple CPUs in the same package
that usually share the Last-Level Cache (LLC). It is shown, how the inclusive caching
mechanism of Intel processors causes the eviction of cached items from the private
cache of another processor which increases the unpredictability. To allow arbitrary
applications to be executed on the other processors, the approach of controlling their
execution presented in other publications is not followed here. Instead, UMA and
NUMA systems providing multiple sockets each with distinct LLCs are evaluated.
In the former, the cache management of the employed micro-architecture (Intel
Core 2) takes unacceptable influence on the other CPUs. The solution is to use a
NUMA architecture that includes the Memory Controller (MC) in the processor
package and connects multiple sockets with the I/O chip set using point-to-point
interconnects (Intel processors are based on the QuickPath Interconnect since the
Nehalem generation and AMD processors use HyperTransport since 2003). Those
systems can be partitioned along NUMA node limits. By restricting the partitions
to using their local memory, they do not interfere with the other partition. It is still
possible to share memory regions since all memory is available in a global address
space only remote access is slightly slower and imposes a greater risk of unpredictable
jitter. Extensive benchmarks have shown, that the execution in the application
partition does not influence the hard real-time tasks in the isolated partitions.

In a related approach was tried if the logical processors (SMT) of the application
partition can be activated without interfering with the isolated tasks. But this

197



9. Conclusion

imposes functional risks probably caused internal to the Linux kernel. This was not
further traced.

After successfully separating the memory transfers to avoid contention, the NUMA
architecture does also allow to separate /O accesses. The interconnect between the
sockets supports a ring structure that is implemented in some systems with multiple
chip set bridges. The major test system haixagon has two IOHs that provide three
PCle connectors each. They are assigned to the adjacent partitions so that the
isolated tasks access their DAQ expansion cards without crossing I/O transfers of
the system and application partitions. The ICH for other I/O devices (e.g. USB,
NIC, graphics) is located in the system partition so that the OS does not interfere
with the isolated tasks.

In a company cooperation, the isolated task concept was adjusted for a commercial
product. An existing multi-threaded application with sensible soft real-time require-
ments based on Linux-rt was moved to the application partition without increasing
the missed deadlines. It was then extended with multiple isolated tasks that access
PCle DAQ devices with hard real-time demand and a period below 20 us. The access
to the memory-mapped I/O in the range of 12 to 13 us takes the major amount
of time. The control algorithms and data exchange with the main application fit
into the remaining time span. The product is successfully deployed and executes
multi-day simulations. Advantages of bare-metal tasks related to other approaches
are:

e Use of the well-known x86 environment (tool-chain, optimization, debugging).

e Availability of a wide range of third-party libraries (in soft real-time parts of
the application), e.g. Open CV (image and video processing), Qt (Graphical
User Interfaces).

e Adaptability (during development, adaptive algorithms, prototypes).

e Easy replacement of code (using available and familiar tools), even during
runtime (or in very short downtimes).

e Communication between multiple processors via shared memory (high through-
put and low latency, manageable application architecture).

e Integration of digital control and interactive services (e.g. via a web server) on
the same system using established software (security) while avoiding impact
on the timing of real-time tasks.

e Sharing resources is more economical than dedicated resources [MFCO1].

e Fail-over: Redistribution of task groups (applications) to other systems without
the need of re-evaluation [MFCO1].
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e Control of every detail of the system due to the open source GPOS.

e Execution of threads of the same application as isolated tasks easing the
application development.

e Provision of bare-metal tasks with hard real-time execution for repeatable
execution of control tasks, but also for development, test, and debugging.

9.3. Future Perspectives

Generally, the concept of isolated bare-metal tasks can similarly be realized on
other multi-processor architectures and other OSs. The features required by an
alternate GPOS are the availability of interfaces for process and interrupt partitioning
(equivalent to CPU and IRQ Affinity), basic real-time support (e.g. memory locking
to avoid the eviction of pages), user-mode enabling of IF manipulation and I/O access,
availability of shared-memory or at least threads, and the configuration of other
interfering services such as deactivating NMI watchdogs. The use of synchronous
IPIs in other GPOSs is very likely, therefore it is most probably required to have
the source code available to be able and allowed to modify the OS itself. If certain
features are not available, some can be realized with direct hardware access from
user-mode (e. g. the interrupt routing can be set directly in the I/O APIC).

In Section 5.4.2, an alternate approach based on the Hotplugging system is
described. This is a hardware-independent feature of Linux that allows to physically
deactivate a processor, e.g. to replace a defective unit. By imitating the proceeding
of waking up a processor during system start or after Hotplugging, a CPU can also
be started and initialized by another function without notifying the OS resulting in
this processor executing an isolated task bare-metal without OS interference. This
should be portable to every OS as kernel module (hardware driver) and would mostly
base on hardware features and configuration.

The current realization of the concept is a C library that includes system setup
and isolated task configuration. For a more flexible implementation and to simplify
the porting of existing applications, a POSIX interface could be implemented that
provides the POSIX.4 real-time extensions to isolated tasks. The Kernel feature
RCU is also available as user-mode implementation [MDL13]. It supports five modes
with different overhead /memory /real-time trade-offs. The variants not using system
calls during run-time (i.e. after setup) can be applied to isolated tasks. It is
further possible, to use scripting languages to control hard real-time tasks [Yod99|.
Klotzbiicher and Bruyninckx work on implementing hard real-time tasks in Lua
[KSB10] and present an example to apply it to robotics [KB11| as component based
system |[TLHI7; Kop98; Kop97, Chap. 2.2]. Further, the runtime of existing real-time
programming languages like Ada or Pearl could probably be implemented in an
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isolated bare-metal task. This would further ease the flexible implementation or
transfer of existing applications.

Kiszka and Wagner are modeling security risks in a RTOS. Processes have separate
address spaces which protects them from other processes but not from the OS [KW07].
As every isolated partition has full control for its CPU, the hard real-time guarantee
also protects from malicious or error-prone code in other processes and the OS. So
far, the framework is trustful: Every process (with required privilege) can isolate
itself or terminate isolated hard real-time tasks. The required privilege is to be
executed as root user. As long as an ewil user has no such privilege, the isolated
tasks should be secure, but this must be evaluated in further detail [Lei+07]. Besides
the computational protection by partitioning the processors and address spaces of
isolated tasks, the I/O access could be protected by using the IOMMU to prevent
other processes, applications and devices (e.g. via Direct Memory Access (DMA))
from accessing memory and I/O ports that are assigned to isolated tasks [Desl3a,
Sect. 2.4.2, p. 128|.

9.3.1. Hardware

The x86 architecture is very common and available in flexible configurations. It
is difficult to predict where the future development of the x86 architecture will
head to (apart from the high probability of more processors per system). Current
shared-memory systems (UMA and NUMA) are cache-coherent which means that
the caches of all processors are held in a consistent state by hardware transparently
to the executed programs. They can access memory as if no caches were present.
This imposes a great overhead that rises with the number of processors. Therefore,
Intel has searched for alternatives with the Single-Chip Cloud Computer (SCC)
research processor that waives cache coherence [SCC10]. In such a system, every
processor has a private cache and accesses only its own memory partition forming
effectively a distributed system (No Remote Memory-Access (NoRMA) cluster). To
cooperate, a Message-Passing mechanism is realized based on special scratchpad
memories (called message-passing buffer, MPB). This cluster of single-processor
systems requires special programming. It is currently unknown, if this architecture
will be implemented in future x86 systems. If so, it would provide natural performance
partitioning providing a convenient base for the isolated task concept.

A desirable feature of future x86 based processors is a cache-locking mechanism
to avoid the eviction of cache lines of other cores as observed in inclusive caches on
Intel processors. The possibility to deactivate the Last-Level Cache would require
a memory access on cache miss but would avoid the influence of other processors.
Offering weaker consistency models would provide a flexible control when caches
are synchronized between processors. Fog predicts the implementation of features
currently inherent to SoCs such as programmable logic (FPGA) in general-purpose
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processors some day. This would enable an application to define specific instructions
coded in a hardware definition language [Fog13b, Sect. 2.1].

Alternate hardware must provide multiple processors that can be assigned directly
to certain tasks. Capable replacements include the ARM and MIPS architectures
that both provide multi-processor support and that are both increasingly offered for
server systems. To realize DAQ), the systems must either provide electrical interfaces
(General-Purpose 1/0, Digital to Analog and Analog to Digital Converters) or allow
to install expansion cards with modern point-to-point interfaces such as PCle. The
positive experience made with the NUMA architecture is most probably transferable
to other systems with separated memory and I/O nodes that allow to partition the
transfers on the system interconnect to avoid conflicts and contention.

An important factor for the implementation of predictably timed IPC algorithms is
the availability of atomic operations for user-mode applications. Architectures such
as ARM provide only the Load-Linked /Store-Conditional (LL/SC) operation that
does not necessarily allow to implement wait-free queues. Similarly, transactional
memory as introduced with the Intel Haswell micro-architecture is not suited for
hard real-time. A conditional store as well as a transaction may fail and must be
repeated which may occur arbitrarily often.

The Intel Atom Silvermont® (released end of 2013) is advertised to be more powerful
at the same power consumption than competing ARM processors currently found in
smartphones and tablets. This emphasizes the applicability of the x86 architecture
in performance-critical embedded systems. However, currently ARM succeeds not
only in typical uCs, but also as processor (or SoC) in general-purpose computers
(like Netbooks and cheap computers like the Raspberry Pi and the BeagleBone Black
etc.) and most mobile systems (smartphones and tablets). The isolated task concept
was tested on the two-processor Panda Board [Rasll]. The ARM big.LITTLE
concept integrates multiple powerful processors with the same number of power-
efficient weaker (slower) processors. The simplest approach to OS support is to use
either group of them and to switch depending on performance requirements. But a
heterogeneous system could also be realized with a load-balancer that moves each
task to a processor serving best its performance-to-efficiency requirements. Such
a system could be used for bare-metal tasks selecting either the powerful or the
efficient processors (or a mix of them). Fast interrupts [Thol4| on ARM could be
used to implement a low-overhead user-mode interrupt mechanism.

Generally, for all embedded systems with sensitive requirements (in reliability,
timing predictability, performance, etc.), any new hardware must be thoroughly
evaluated. In x86 systems, the SMI poses a challenge or even renders a system
inapplicable. Besides hardware jitter, the documentation of processor and chip set
must be consulted for other risks. In the likely case of too scarce documentation, a
full evaluation using benchmarks as described in this work is advisable.

http://heise.de/-1857164
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9.3.2. Linux

Since the implementation of the Kernel patch up to Linux 3.12 described in Chapter 5,
the development of the Linux kernel paced very fast with a new version every 10 to
12 weeks approximately. The tickless feature was already presented in Section 3.2.1.
It was introduced in Linux 3.14 and extended later [McK14a]. This modification
has similar requirements of targeted processors as this work. This mode is activated
whenever only a single process is active on a CPU and it aims for minimum interrup-
tion by the timer interrupt and other Kernel systems. These changes might replace
the modifications described in Chapter 5 if it can be guaranteed, that only a single
task is placed on a CPU and that this task does not issue unwanted system calls.
It must be evaluated especially, if the Inter-Processor Interrupts are securely and
completely eliminated.

Since Linux 3.7, the Kernel contains a park facility for kernel threads [Gle12| that
is used by the Hotplugging system. Instead of terminating those kernel threads on
isolated processors, the park mechanism could probably be used to avoid problems
when recreating them after an isolation (Section 4.2.3).

Currently, the semantic of memory locking in Linux just avoids memory being
swapped out to background memory (i.e. commonly to a hard disk) so that no major
page fault caused by a memory access can result in hard-disk reading or writing.
But locking a memory region does not guarantee that the pages remain mapped
to fixed physical addresses. Therefore, the Kernel might move the physical page
frames for compacting or to optimize NUMA placing. Beside the requirement of
fixed physical addresses in DMA transfers, this can result in minor page faults as
well as cache and Translation Look-aside Buffer (TLB) misses unsuited for hard
real-time tasks. It is currently discussed to implement pinning to fix the physical
placement of memory regions [Corl4b|. Thus, with the current Linux kernel, the
advice to mlock() all memory used by isolated tasks still holds true, but with future
versions, the locking could be modified to allow moving pages in the physical address
space. This could result in unpredictable latency. When this will be changed in the
future, the notation of pinning will be required to guarantee the current feature of
not moving a memory region.

Since Linux 3.11, work queues can contain tasks, that may be scheduled on another
CPU. So far, if an isolated CPU does not issue work queue jobs, it will not have to
handle any [Cor13h|. That may change in the future and a configuration must be
found to avoid executing work queue tasks on isolated CPUs. Linux control groups
are currently implemented as successor to CPU-Sets. The partitioning of future
Linux versions will therefore be based on control groups which may impose other
side-effects.

The porting to a new Linux version depends strongly on the integrated new features.
Some transfers were trivial, other versions required a completely new evaluation of
new interrupt sources that had to be handled by the Kernel modification. If the
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implementation for a Linux kernel is available, the concept is however well suited for
applications that require the lowest latency that a bare-metal execution can provide
as well as multiple cooperating tasks demanding for soft real-time and high compute
performance.
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A. Test Systems

The following test systems were used in the course of this work. The hardware details
are listed further below.

Name Micro-architecture Processors

poodoo Core 2 Multi-Core 1 x 2
octopus Core 2 UMA 2x4
xaxis Nehalem Multi-Core 1 x 4
aix Westmere NUMA 2x4
haixagon Westmere NUMA 2x6
pandora Sandy Bridge NUMA 2x8
devon AMD K10 NUMA 2x4

Table A.1.: Test system overview.

A.1. Intel Core?2

The Core micro-architecture was introduced in 2006 as successor of the Netburst
(Pentium IV) micro-architecture that became too complex and power inefficient at
high frequencies above 4 GHz. The Core 2 micro-architecture is a minor enhancement
that gained a wide distribution. Some previous processors included Simultaneous
Multi-Threading (SMT) providing two logical processors, but beginning with the
Core 2 generation, most general-purpose processors contained two or four physical
cores. The quad-core processors are assembled from two double-core silicon chips,
hence they have two separated Last-Level Caches.

P P P P P P
Lid | Lii | | L1d | Lii Lid | Lii | | Lid | L1i | {Lid | Lii | | L1d | Lii
L2$% L2$ L.2$
‘ Memory Controller ‘ ‘ Memory Controller ‘

Memory Memory

Figure A.1.: Core2 double- and quad-core cache and memory structure.
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A.1.1. Test system poodoo
This system is a desktop PC with double-core processor (Fig. A.1, left).

Description Per entity Total
CPU type Intel Core2 Duo E6750 2.66 GHz
Physical cores 1x2 2

L1 Cache 2 x 32KiB 64 KiB
L2 Cache 1 x 4MiB 4 MiB
Memory 1 x 6GiB 6 GiB
Main board ASUS P5KR
Memory Controller Hub Intel P35
Interconnect Controller Hub Intel ICHI9R

Table A.2.: Test system xaxis.

A.1.2. Test system octopus

The test system octopus is a server system with two quad-core chips, thus a total
of eight processors connected in a Uniform Memory-Access (UMA) architecture
(Fig. 7.4 on page 163).

Description Per entity Total
CPU type 2x Intel Xeon X5355 2.66 GHz
Physical cores 2xX2x2 8

L1 Cache 8 x 32KiB 64 KiB
L2 Cache 2 x 2 x 4MiB 16 MiB
Memory 1 x 4GiB 4GiB
Main board Intel X3420GP

Memory Controller Hub Intel 5000P
Interconnect Controller Hub Intel ESB2-E

Table A.3.: Test system octopus.

A.2. Intel Nehalem

The Nehalem micro-architecture contains four processor cores on a chip and integrates
the Memory Controller with three lanes on the same die. It supports three levels of
caches with a shared L3 cache. Each core can be split into two logical processors
(Intel HyperThreading), but this feature is deactivated on our systems.
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[ | [ | [ |
11
Memory

Figure A.2.: Nehalem cache and memory structure.

A.2.1. Test system xaxis

This is a desktop computer with the first-generation Intel Core i7 processor.

Description Per entity Total

CPU type Intel Core i7 Quad-Core 920 2.667 GHz
Physical cores 1x4 4

L1 Cache 4 x 32KiB 128 KiB
L2 Cache 4 x 256 KiB 1 MiB
L3 Cache 1 x 8MiB 8 MiB
Memory 1 x 3GiB 3GiB
Main board Intel DX58S0

I/O Controller Hub Intel X58

Interconnect Controller Hub Intel 82801JI (ICH10 Family)

Table A.4.: Test system xaxis

A.3. Intel Westmere

The Westmere micro-architecture is a minor enhancement of Nehalem, most notably
a shrink from 45nm to 32nm die structure. Our test systems with this processor
generation are all Non-Uniform Memory-Access (NUMA) systems with two sockets.
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Figure A.3.: Westmere Non-Uniform Memory-Access (NUMA) cache and memory
structure.

A.3.1. Test system haixagon

The test system haixagon was used for most analyzes. Notable system parameters
are listed in Table A.5. The block diagram of the system architecture is shown in
Fig. A4.

Description Per entity Total
CPU type Intel Xeon Hex-Core E5645 2.4 GHz
Physical cores 2x6 12

L1 Cache 12 x 32 KiB 384 KiB
L2 Cache 12 x 256 KiB 3MiB
L3 Cache 2 x 12MiB 24 MiB
Memory 2 x 24 GiB 48 GiB
Main board Tyan S7025

I/O Controller Hub 2x Intel 5520
Interconnect Controller Hub Intel ICH10R

Table A.5.: Test system haixagon.
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Socket 0 Socket 1
Q1
Mem. = — == Mem.
QPI QPI
100 101

PCle = I/0 — I/0 = PCle

QPI
ESI

PCI = = USB
leg. I/O

VGA = = NIC

Figure A.4.: Block diagram of haixagon.

A.4. Intel Sandy Bridge

The Sandy Bridge micro-architecture is a major improvement over Nehalem and
Westmere but the modifications are in the areas of Instruction-Level Parallelism
(ILP) and instruction set extensions (e.g. AVX) that are of minor relevance to this
work. The most important change is that Sandy Bridge processors provide more
PCle connections. The previous generations started this trend, but the number of
point-to-point links did not suffice for an average system and was extended by the
chip set (IOH). The Sandy Bridge micro-architecture allows to build systems with
only a single chip set component that provides the legacy 1/O (ICH, former south
bridge, see Fig. A.5).

A.4.1. Test system pandora

The test system pandora is a server with two NUMA nodes. The main board provides
seven PCle connectors for peripheral expansion cards and should be suitable for the
partitioning of 1/O transfers along NUMA nodes.
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Description Per entity Total

CPU type Intel Xeon Eight-Core E5-2650 2.0 GHz
Physical cores 2x8 16

L1 Cache 16 x 32 KiB 512 KiB
L2 Cache 16 x 256 KiB 4 MiB
L3 Cache 2 x 20 MiB 40 MiB
Memory 2 x 32GiB 64 GiB
Main board Supermicro X9DRG-QF
Interconnect Controller Hub Intel C602

Table A.6.: Test system pandora
Socket 0 Socket 1

) 0 [ o 0 6

Mem. — Mem.

PCle DMI PCle
USB

leg. I/O
VG NIC
Figure A.5.: Block diagram of pandora.
A.5. AMD

A.5.1. Test system devon

This a server system for compute- or memory-bound loads with only a single PCle
expansion slot. The micro-architecture is AMD K10. This was an early test system
for the NUMA architecture and only used for the comparison of caching strategies.
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Description Per entity Total
CPU type AMD Opteron Quad-Core 2376 2.3 GHz
Physical cores 2x4 8
L1 Cache 8 x 64 KiB 512 KiB
L2 Cache 8 x 512 KiB 4 MiB
L3 Cache 2 x 6 MiB 12 MiB
Memory 2 x 16 GiB 32GiB
Main board Dell Poweredge SC1435
Chip set Broadcom HT-2100/HT-1100
Table A.7.: Test system devon.
Socket 0 Socket 1
v i) v
- -
HT
PCle I/0 PCle
HT
PCI = — USB
leg. I/O
VGA = = NIC

Figure A.6.: Block diagram of devon.
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B. smp.boot Kernel

In embedded systems, the term bare-metal execution describes the situation, that a
program runs directly on a processor, i.e. without operating system. In that setting,
the program has to manage the hardware itself and no comfort of OSs like files,
input/output driver, or network is available. On the other hand, the environment is
very controllable and the overhead of unused functionalities can be avoided.

Architectures for embedded systems (uCs) are usually very easy to set up (boot
and configure) for bare-metal programs. However, the x86 architecture — although
backwards compatible to the 8086 — is far more difficult to initialize and operate.
To support benchmarking low-level code in a strictly controllable environment, the
lightweight smp.boot Kernel was implemented.

This Kernel boots and initializes a multi-processor system with 32 or 64 Bit
protected mode. Paging is set up, all processors can be started (configurable) to
execute a benchmark payload. The system does not activate interrupts, therefore
it is well suited for research on the hardware behavior in a strictly controllable
environment. All execution is in kernel-mode.

The initialization of the hardware is based on Bran’s Kernel Development tutorial
[Fri05] and the web sites OSDev.org! and Lowlevel.eu?. The multi-processor initial-
ization is mainly based on the processor documentation [Intell3c|. The smp.boot

Kernel is published as open source Software?.

!Online: http://wiki.osdev.org/Main_Page (visited November 12, 2015)
2Online: http://lowlevel.eu/wiki/Hauptseite (visited November 12, 2015)
3Online: https://github.com/RWTH-0S/smp.boot (visited November 12, 2015)
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C.

Examples for Real-Time
systems

Here are listed some more examples that are suited for the concept of isolated tasks
on x86 multi-processor systems because they require hard real-time and have a high
demand for compute performance [Tan12].

Robotics: wide range of jobs from fine grained control of movements up to
compute-intensive routing, map generation and image analysis [YSL09; KB11,
SSL09; BHO8|. In mobile robots, an additional challenge is the energy efficiency
and weight reduction.

Driver support (assisted driving) and self-driving cars |[GF07; SFR12].
Industrial control system for time-critical control of a machine and visualization
[Kis09].

Video-based sorting (e.g. quality check of produced goods, separation of

unattractive vegetables, routing of letters and parcels) [SFR12].

Baggage transportation at airports: Read bar-code, query database for flight
information (gate), redirect to correct conveyor belt.

Engine Control Unit: 1500 RPM, one degree of crankshaft rotation: 111 ps
[McKO8|. More realistic in current car engines: up to 10000 RPM: 16 ps.

Flight simulation: Distributed simulation [PB01; Rob+03; XX11| can be
realized on multi-processor systems with multiple concurrent isolated tasks
synchronizing via shared memory.

Steam-Boiler [ABL96|: A formal problem specification [Abr96| was given to
start a competition to advance specification and validation. The result is a
Programmable Logic Controller (PLC), but could be part of a larger system.

Hardware-in-the-Loop (HiL) integration of electric ships [Paq+09] and HiL
simulation [PB01; LQ12].

Medical imaging e.g. X-Ray |[TLH97; Intel08b| or Positron Emission Tomog-
raphy (PET) [Sch+11]: 3D image processing [Dom08, Chap. 7| or real-time
number crunching for live images during surgical intervention.
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High-frequency trading [Cor13d].

Controlling a Radio Telescope [Biil+04].

Renewable Energy Research Hardware-in-the-Loop testbed [Mol+13].
Software-defined Radio [Wan-+13|.

Behavior research: Systems for interactive test series presenting stimuli and
timing the reaction of probands [Fin01]. Often, the timing constraints are in
the range of 1 ms [PHWO02; Ste06], but if the latency must be lower and the
compute performance higher, this concept could be helpful.

Control of mechatronic systems under consideration of friction and mass inertia
for rapid prototyping or educational purposes [Weill].

Active Noise Control: Cancellation or reduction of audio noise by generating a
phase-inverted signal. For multiple sources, the math is complex and must be
real-time (below the speed of sound).

Direct control of telecommunications and networking devices e.g. during
development or for research purposes.

Avionic systems requiring hard real-time control tasks and a high compute
performance with low weight and energy consumption [BS97].

Applications currently realized with specially designed multi-processor System-
on-a-Chip (SoC) (Application-Specific Processor, ASP) based on Digital Signal
Processor (DSP) or Field-Programmable Gate Array (FPGA) [Sch13, Fig. 3.10
and 3.19].

Gaming consoles: The Playstation 3 was based on a special processor (Cell
BE) that was tried to be placed in High Performance Computing (HPC) but
did not succeed widely because of its complicated programming model. The
current generation of HPC clusters is based on PC processors. This serves
as example that Application-Specific Processors (ASPs) are pushed aside by
general-purpose processors.

3D printing: instead of pre-computing the casting process, the path of the
printing head could be determined on the fly based on the input model and a
simulation of the heat dissipation in the created structure.

Embedded multimedia systems that traditionally have been implemented with
custom hardware are increasingly build with Commercially off-the-Shelf (COTS)
hardware and using a General-Purpose Operating System (GPOS) [Fue+12].



e Hidden Markov Models for speech recognition, lip-reading and gesture recogni-
tion [Nak+12]. These applications are usually classified as soft real-time, but
if the performance of a processor shared with the operating system (OS) does
not suffice, it can be implemented as bare-metal task.

e Cryptography: encrypt or decrypt a data stream before transmitting over
high-throughput connections (e.g. ocean cable, satellite) [Tan+12].
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Acronyms

uC Micro-Controller

us Microsecond

ADC Analog to Digital Converter

ALU Arithmetic Logical Unit

AMP Asymmetric Multi-Processing

AP Application Processor

API Application Programming Interface

APIC Advanced Programmable Interrupt Controller
ARM Advanced RISC Machines

ASIC Application-Specific Integrated Circuit

ASP Application-Specific Processor

BCET Best-Case Execution Time
BMP Bound Multi-Processing
BP Base Pointer

BSP Bootstrap Processor

CAS Compare-and-Swap

CFG Control Flow Graph

CISC Complex Instruction-Set Computer
COTS Commercially off-the-Shelf

CPL Current Privilege Level
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Acronyms

CPU Central Processing Unit
CU Control Unit

DAC Digital to Analog Converter
DAQ Data Aquisition

DI Device Interrupt

DMA Direct Memory Access
DPL Descriptor Privilege Level

DSP Digital Signal Processor
EDF Earliest Deadline First

FAD Fetch-and-Add
FIFO First-In, First-Out

FPGA Field-Programmable Gate Array

GHz Gigahertz

GiB Gibi-Byte

GPIO General-Purpose I/0

GPOS General-Purpose Operating System
GUI Graphical User Interface

HAL Hardware Abstraction Layer
HiL Hardware-in-the-Loop

HMI Human-Machine Interface
HPC High Performance Computing
HPET High-Precision Event Timer
HT HyperTransport

Hz Hertz
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I2C Inter-IC Communication

I/O Input/Output

1/0 APIC Input/Output Advanced Programmable Interrupt Controller
IC Integrated Circuit

ICC Interconnect Controller

ICH Interconnect Controller Hub
IDT Interrupt Descriptor Table
IF Interrupt Flag

ILP Instruction-Level Parallelism
IOH I/0 Controller Hub

IP Instruction Pointer

IPC Inter-Process Communication
IPI Inter-Processor Interrupt

IRQ Interrupt Request

kB Kilobyte
kHz Kilohertz
KiB Kibi-Byte

L1$ First Level Cache

L2% Second Level Cache

L3%$ Third Level Cache

LAN Local Area Network

LIFO Last-In, First-Out

LL/SC Load-Linked/Store-Conditional
LLC Last-Level Cache

localAPIC Local Advanced Programmable Interrupt Controller
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MB Megabyte

MC Memory Controller

MCH Memory Controller Hub

MES Manufacturing Execution Systems
MHz Megahertz

MiB Mebi-Byte

MIMD Multiple Instructions Multiple Data
MIPS Microprocessor without Interlocked Pipeline Stages
MMU Memory Management Unit

MP Message-Passing

MPMD Multiple Programs Multiple Data

ms Millisecond

NIC Network Interface Card

NMI Non-Maskable Interrupt
NoRMA No Remote Memory-Access
ns Nanosecond

NUMA Non-Uniform Memory-Access
OS Operating system

PC Personal Computer

PCI Peripheral Component Interconnect
PCle PCI Express

Pl Platform Interrupt

PLC Programmable Logic Controller
PMC Performance Measurement Counter

ppm Parts per million
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QPI QuickPath Interconnect

RCU Read-Copy-Update

RDMA Remote Direct-Memory Access
RISC Reduced Instruction-Set Computer
RMA Remote Memory Access

RPM Revolutions per Minute
RT-Patch Real-Time Preemption Patch

RTOS Real-Time Operating System

SCADA Supervisory Control and Data Acquisition
SIMD Single Instruction Multiple Data
SISD Single Instruction Single Data
SMI System Management Interrupt
SMM System Management Mode

SMP Symmetric Multi-Processing
SMT Simultaneous Multi-Threading
SoC System-on-a-Chip

SP Stack Pointer

SPARC Scalable Processor Architecture
SPMD Single Program Multiple Data
SSH Secure Shell

TAS Test-and-Set

TDMA Time-Division Multiple Access
Tl Timer Interrupt

TID Task ID

TLB Translation Look-aside Buffer

Acronyms
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UMA Uniform Memory-Access
USB Universal Serial Bus

WAN Wide Area Network
WCET Worst-Case Execution Time

x86 80x86

x86 32 80x86 (32 Bit)
x86 64 80x86 (64 Bit)
XCHG Exchange
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80x86 (x86) Architecture of all Intel 80x86 compatible processors. It can further be
separated into the 32 Bit and the 64 Bit sub-architectures.

80x86 (32 Bit) (x86 32) Sub-architecture of x86 with 32 Bit instruction set.

80x86 (64 Bit) (x86 64) Sub-architecture of x86 with 64 Bit instruction set.

Actor Allows to influence a plant triggered by a signal (e.g. magnetic valve, motor,
heater), i.e. converts numerical values into physical quantities. Input of a
physical system, output of a controller.

Advanced Programmable Interrupt Controller (APIC) Part of the x86 architec-
ture that handles interrupts from peripheral devices and between CPUs. It
consists of a local APIC in each CPU and an I/O APIC in the chip set.

Advanced RISC Machines (ARM) Processors using the Reduced Instruction-Set
Computer (RISC) architecture provided by ARM Holdings and produced by
various companies. Very common in mobile systems and multimedia devices.

Affinity Binding a process or interrupt handler to a specific processor (or set of
processors).

Aligned A memory region is aligned, if its offset is a multiple of its size. Some
instructions require or work faster with aligned data.

Analog to Digital Converter (ADC) Voltage measurement that generates a digital
number proportional to the input. Required to process sensor data in a
computer.

Application Software serving a greater purpose, consisting of possibly multiple
processes and threads.

Application Binary Interface (ABI) The definition explains how compiled pro-
grams interact with the system and with each other.

Application Processor (AP) The processors waiting during system start to be
initialized by the Bootstrap Processor.
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Application Programming Interface (API) The definition includes function names,
data structures and rules how programs interact with libraries or operating
systems.

Application-Specific Integrated Circuit (ASIC) Special IC developed for a specific
application.

Application-Specific Processor (ASP) Special processor developed for a specific
application possibly including multiple CPUs and other functional units such
as buses, hardware message queues, caches, etc.

Architecture The processor type distinguished by instruction set. The term “archi-
tecture” is also applied to software and to the entire hardware system with
buses, memory and devices.

Arithmetic Logical Unit (ALU) The functional unit of a CPU that actually calcu-
lates. It can be instructed to execute various arithmetic and logic operations
on given arguments stored in registers. It is controlled by the Control Unit.

Asymmetric Multi-Processing (AMP) Multiple operating systems instances run
concurrently on a multi-processor system on dedicated CPUs.

Atomic A single instruction or function is always executed inseparable and no
intermediate states are visible to other processors.

Automation pyramid Leveled model of components in a complex automated sys-
tem.

Bare-metal Execution of low-level software directly on the hardware, i.e. without
other software layers such as libraries or operating system below.

Base Pointer (BP) Register in x86 systems commonly used to manage the current
stack frame.

Basic block Part of code with single entry and exit points that does not contain
loops and branches, thus that is executed linearly.

Best-Case Execution Time (BCET) The minimum time, a function or basic block
can technically require to execute.

Bit mask Variable or register where every bit is interpreted as on/off switch. Allows
to set arbitrary combinations of bits.

Bootstrap Processor (BSP) The processor that starts first to initialize a system.
It wakes up the Application Processors.
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Bound Multi-Processing (BMP) Symmetric Multi-Processing (SMP) system with
tasks bound to dedicated CPUs.

Branch Low-level instruction to conditionally continue the execution elsewhere or
with the subsequent instruction. See also: jump.

Bus Type of interconnect with all devices connected to the same link. Only a single
device may send at any time. It places the target address and data on the
bus and the receiving device reads the data. All others should ignore that
transmission (but could “snoop”).

Cache A fast but rather small memory located in the CPU that transparently holds
the most recently used data to accelerate subsequent accesses.

Cache coherence Hardware feature in multi-processor systems to synchronize all
private caches to present a view on shared data as if no caches were involved
(transparency). If two caches hold a copy of the same variable and one changes,
the other must either update or invalidate.

Cache line Smallest entity that the caches are organized in. Typically 32 or 64 Bytes.
Every access to smaller elements still requires a full cache line to be transferred
to/from the lower level cache or main memory.

Cache miss If a requested cache line is not present in the cache, the data must be
loaded from the level below or from main memory.

Cell level Middle level of the automation pyramid supervising multiple Programmable
Logic Controllers of the field level.

Central Processing Unit (CPU) A single processor that executes code indepen-
dently from others.

Chip set The ICs supporting the CPU, e.g. north bridge and south bridge.

Commercially off-the-Shelf (COTS) This is a computer assembled by easily avail-
able commodity parts.

Company level Top level of the automation pyramid managing the components of
the cell level.

Compare-and-Swap (CAS) Atomic operation: Compare variable with given con-
stant and swap the variable with a new value if they are equal. Generalization
of Test-and-Set (TAS).
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Complex Instruction-Set Computer (CISC) Processor architectures with a large
instruction set. Many operations can be implemented with fewer instructions
(than on RISC) but some instructions take longer to execute.

Compute Unit (CmU) A functional unit containing one or more tightly integrated
processors sharing some resources (nomenclature of AMD).

Context switch Changing between user- and kernel-mode, usually for interrupt
handling or to switch to a different task.

Control Flow Graph (CFG) Directed graph representation of a computer program.
The nodes are basic blocks and the edges represent the possible flow of control
from block to block. The CFG is used in compiler optimization and execution
time estimation.

Control Unit (CU) The functional unit of a CPU that reads the program instructions
and manages the registers, Arithmetic Logical Unit (ALU), memory, and 1/0O.

Core A single processor in a multi-core package, usually sharing the Last-Level Cache
with others. This term is used explicitly for multi-core processors, otherwise,
“CPU” or “processor” denominates a unit independently from the package.

CPU-Set Linux feature to generate process containers that can be assigned to a
group of CPU. Alternative to process affinity.

Critical section A section of code where shared resources are used that must be
protected from concurrent access.

Cron Service of the operating system to execute maintenance work periodically
(every hour, day, week, etc.).

Current Privilege Level (CPL) The privilege level, a process currently executes in.
A CPL of 0 is kernel-mode, 3 is user-mode.

Cycle A CPU cycle is the clock rate driving a processor. Its inverse is the clock
frequency. In a current computer with 2 GHz clock frequency, a cycle is 0.5 ns.

Data Aquisition (DAQ) Digital and Analog input and output of physical signals,
including General-Purpose I/O (GPIO), Analog to Digital Converter (ADC)
and Digital to Analog Converter (DAC).

Deadline scheduling Real-time scheduling algorithm based on defined deadlines
and run-times for every task.

Deadlock Situation where multiple tasks wait for a Semaphore and block each other
mutually.
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Deadlock avoidance Pessimisticly grant access to a Semaphore only, if all following
code paths can not induce a deadlock.
Deadlock detection Detect a deadlock situation to recover subsequently.
Deadlock prevention Design a system in way, that deadlocks are not possible.

Descriptor Privilege Level (DPL) The privilege level of a memory page or segment.
A process with Current Privilege Level below or equal can access this resource.
The DPL of 0 is commonly used for kernel-space, the DPL 3 is for user-space.

Device Interrupt (DI) Interrupt triggered by a peripheral device, generally an IRQ.

Digital Signal Processor (DSP) Integrated Circuit (IC) for signal processing, sim-
pler than a general-purpose processor but highly optimized for specific applica-
tions.

Digital to Analog Converter (DAC) Configurable Voltage generator proportional
to a digital number. Required to drive an actor.

Direct Memory Access (DMA) A functional unit able to copy memory regions
independently from the CPU. Typically used for devices like communication
adapters and storage.

Distributed system A group of systems not sharing memory and clock.

Distribution Collection of Linux kernel and system software to provide a functional
operating system.

Earliest Deadline First (EDF) Strategy for deadline scheduling: Always selects the
task with the nearest deadline.

Event-triggered Paradigm of real-time programming: All tasks are activated on
events (interrupts).

Exception Interrupt triggered by the processor on errors during the execution of
instructions.

Exchange (XCHG) Atomic operation: Exchange register with variable.

False sharing If two variables are located in the same cache line and modified by
different processors, the whole cache line bounces between those CPUs which
reduces the throughput drastically although both work on different variables.

Fault Exception that allows to continue after handling the error condition, e.g.
swapping a displaced page back in (page fault).
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Fetch-and-Add (FAD) Atomic operation: Add a given value to a variable and
return its previous value.

Field bus Short-distance bus network optimized for time-critical applications used
to connect PLCs in a factory.

Field level Lowest level of the automation pyramid directly interacting with physical
systems (plants).

Field-Programmable Gate Array (FPGA) An Integrated Circuit reconfigurable
by software to create arbitrary logic for special purposes.

First Level Cache (L1$) First level of the cache hierarchy, typically private for each
processor.

First-In, First-Out (FIFO) A buffer strategy where the sequence of the objects is
remained, e.g. a message queue.

Flag Binary setting, usually a bit in a bit mask.

Flags register Register holding bit flags like the Interrupt Flag. The flags are set by
executing instructions (e.g. comparison, arithmetic) or dedicated instructions
and used by conditional branch instructions.

Formal verification Proof of a real-time program by analytical and mathematic
methods.

General-Purpose 1/0 (GPIO) Digital I/O interface that can be configured to be
input or output.

General-Purpose Operating System (GPOS) An operating system for usual desk-
top and laptop usage like Windows, Mac OS and Linux.

Gibi-Byte (GiB) Binary prefix for 2%°, circa one billion bytes. 1GiB = 1024 MiB
=239B = 1073741824 B.

Gigabyte (GB) One billion bytes, 1 GB = 1000 MB = 1000 000 000 B.

Gigahertz (GHz) One billion Hertz, 1 GHz = 1000 MHz = 1000000 000 Hz. The
period is 1ns

Graphical User Interface (GUI) An interactive program displaying its state and
requesting user input.

Hard real-time Variant of real-time where all deadlines must strictly be met. This
usually requires a formal verification.
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Hardware Abstraction Layer (HAL) Software layer that offers a unified interface
to a variety of devices.

Hardware-in-the-Loop (HiL) Simulation of a plant to test a closed-loop feedback
controler. Can be used for development and debugging in case the physical
plant is not available or during successive integration.

Hertz (Hz) Per second.

High Performance Computing (HPC) Throughput-oriented large-scale comput-
ing.

High-Precision Event Timer (HPET) Functional unit of x86 systems supporting
a higher timer interrupt precision.

Human-Machine Interface (HMI) Automation component of the Company level,
displays the state of the factory and allows to configure general production
parameters.

Hybrid paradigm Paradigm of real-time programming: Mix of time-triggered and
event-triggered.

HyperTransport (HT) System interconnect based on point-to-point links used by
current AMD processors.

Hypervisor Manager of virtualized guest operating systems that have the impression
of running directly on their own systems. Allows to execute multiple instances
of operating systems that are not capable or aware of sharing a real machine.

I/O Controller Hub (IOH) Intel’s naming scheme for the chip set part that handles
PCle connections after the Memory Controller was moved to the processor.
Former Memory Controller Hub.

1/0 port Control registers of the x86 architecture accessed with IN and OUT instruc-
tions.

Input/Output (I/O) Input and output of data from/to devices or external signals.

Input/Output Advanced Programmable Interrupt Controller (I/O APIC) Part
of the chip set that receives electrical signals and forwards them as Interrupt
Requests to the CPUs.

Instruction Pointer (IP) Register holding the address of the currently executing
instruction.
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Instruction-Level Parallelism (ILP) Optimization of single processors to execute
multiple instructions out-of-order and/or in parallel. The program must not
be adapted to benefit.

Integrated Circuit (IC) A silicon chip with electronic components such as transistors
constructed to serve a special purpose. Examples range from simple logic
operators and signal amplifiers up to CPUs.

Inter-IC Communication (I*C) A two-wire bus to connect Integrated Circuits.

Inter-Process Communication (IPC) The synchronization and communication of
multiple processes.

Inter-Processor Interrupt (IPI) An interrupt, that is issued from one processor for
another.

Interconnect Communication structure between processors and devices (chip set,
memory) in a computer system.

Interconnect Controller (ICC) Functional unit that manages the physical layer of
the interconnect access.

Interconnect Controller Hub (ICH) Intel’s naming scheme for the chip set provid-
ing legacy I/O devices such as PCI, USB, and Network Interface Card. Former
south bridge.

Interrupt Interrupts are functions that can be triggered by external events (hardware
or other execution context) and that intercept the currently executing code,
store its context before running and restore and continue it afterwards.

Interrupt Descriptor Table (IDT) Table of the interrupt handlers on the x86 ar-
chitecture.

Interrupt Flag (IF) Bit in the x86 Flags register to mask (block) hardware inter-
rupts.

Interrupt Request (IRQ) A hardware interrupt that reqests handling by the oper-
ating system.

Intrinsic function Build-in function that is implemented by the compiler and not
linked by a library.

Isolation Protecting a process or CPU from effects caused by others.

Jitter Measure for the variability of latencies, difference between minimum and
maximum latency.
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Job Smallest entity of work, a task consists of one or multiple jobs.

Jump Low-level instruction to unconditioanlly continue the execution elsewhere.
See also: branch.

Kernel Central program of an operating system that supervises all processes and
manages the hardware.

Kernel module Dynamically loadable module that allows to add drivers or sub-
systems to the Linux kernel. Modules can use an Application Programming
Interface (API) that is more stable than integrating code directly in the Kernel
but they must restrict themselves to the offered interfaces.

Kernel thread Thread executing in kernel-mode for internal services and mainte-
nance of the Linux kernel.

Kernel-mode Code executing in the context of the kernel with raised privilege.
Kernel-space Memory range reserved for use by the kernel.

Kibi-Byte (KiB) Binary prefix for 21° circa one thousand bytes. 1KiB = 2B
= 1024 B.

Kilobyte (kB) One thousand bytes, 1kB = 1000 B.

Kilohertz (kHz) Thousand Hertz (per second). The period is 1 ms

Last-In, First-Out (LIFO) A buffer strategy where the last (topmost) object is
removed first, e.g. a stack.

Last-Level Cache (LLC) Last level of the cache hierarchy, typically shared between
all cores of a package. This term can be used independently from the number
of levels.

Latency Measure of the timespan between trigger and action. In network transfers,
constant time offset for sending small amounts of data.

Linux kernel Core (kernel) of the Linux operating system.

Load-Linked/Store-Conditional (LL/SC) Pair of instructions for an atomically
executed section. Alternative to Atomic instructions if their implememtation
is too complex on the hardware architecture.

Local Advanced Programmable Interrupt Controller (localAPIC) Part of the
processor that receives interrupt messages from the I/O APIC and controls
their handling in the CPU.
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Local Area Network (LAN) Network to connect local systems in a building.
Local memory Memory directly connected to a node in a shared memory system.

Lock-free Property of an alogrithm that does not require locks but possibly fails
and must retry. See also wait-free.

Main board Electronic circuit board hosting the processor(s), the chip set and
connectors for peripheral devices.

Mainline Kernel The standard Linux kernel as published on www.kernel.org. Also
referred to as ’Vanilla Kernel‘. Distributions usually provide extended or
specially configured Linux kernels.

Manufacturing Execution Systems (MES) Automation component of the Com-
pany level.

Many-core Term to describe future multi-core processors with many more cores
than today. The increasing processor number poses a scalability challenge.

Mebi-Byte (MiB) Binary prefix for 22°, circa one million bytes. 1 MiB = 1024 KiB
= 2208 = 1048576 B.

Megabyte (MB) One million bytes, 1 MB = 1000kB = 1000000 B.

Megahertz (MHz) One million Hertz, 1 MHz = 1000kHz = 1000000 Hz. The
period is 1 pus

Memory consistency Definition or contract how the accesses of different processors
to the memory are ordered and detected by others.

Memory Controller (MC) Functional unit that translates bus requests into memory
access commands.

Memory Controller Hub (MCH) Intel’s naming scheme for the chip set part that
contains the Memory Controller and PCle connections. Former north bridge.

Memory Management Unit (MMU) Translates virtual into physical addresses.

Memory-mapped I/O Control registers embedded in the memory address space
accessed with common load/store instructions.

Message queue Data structure and synchronization object for a buffered transfer
of asynchronous messages in FIFO order to a recipient (Message-Passing).
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Message-Passing (MP) Programming paradigm for High Performance Computing
where multiple processes are executed on separated systems without access to
other system’s main memory. The communication and synchronization is done
by explicitly exchanging messages via high-performance interconnects.

Micro-architecture Subclass of the same architecture to distinguish generations,
optimizations, and features.

Micro-Controller (uC) Integrated circuit containing a processor, memory, and /O
devices. It allows to implement digital controllers with few external components.

Micro-kernel Minimal operating system kernel with the highest privilege, other
functions are realized as processes/servers.

Microprocessor without Interlocked Pipeline Stages (MIPS) Processor architec-
ture with a RISC instruction set.

Microsecond (us) One-millionth of a second, 1ps = 1073 ms = 107 Cs.
Millisecond (ms) One-thousandth of a second, 1ms = 1073 s.

Monitor Synchronization object that allows access to shared resources only by
functions and implicitly protects critical sections.

Multi-core In the scope of this work: Emphasize multiple processors in a single
package. If multi-core processors are combined in a Non-Uniform Memory-
Access system, each multi-core becomes a NUMA-node.

Multi-processor A computing system with multiple CPUs. In the scope of this
work, this term is used independently from the processors being built in a
single package or installed in multiple sockets.

Multiple Instructions Multiple Data (MIMD) Flynn’s classification for computer
structures: Multiple autonomous processors execute independently a program
processing different data. This includes multi-processor shared-memory systems
and clusters (distributed systems).

Multiple Programs Multiple Data (MPMD) Programming paradigm for Multiple
Instructions Multiple Data (MIMD) systems: Multiple programs or different
functions execute different jobs (functional parallelism). On shared-memory
systems, this can be realized with threads or multiple processes, on distributed
systems, remote procedure calls can be used.

Mutex Mutual Exclusion. A binary Semaphore used to allow only one party to
enter a critical section.
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Mutual exclusion The concept of allowing access to a shared resource if no others
use it concurrently. A typical implementation is the Mutex.

Nanosecond (ns) One-billionth of a second, 1ns = 1072 us = 109 s.

Network Interface Card (NIC) Peripheral device to connect a system to a network
(e.g. Ethernet).

No Remote Memory-Access (NoRMA) A cluster architecture where nodes can
not directly access other node’s memory.

Node Part of a computer system, consisting of one or multiple processors and
memory. The nodes can be part of a shared memory system (UMA or NUMA)
or be connected to a distributed system.

Non-Maskable Interrupt (NMI) An interrupt that can not be masked (blocked)
by the Interrupt Flag. Can be triggered by hardware (Interrupt Request) or
another processor (non-maskable Inter-Processor Interrupt).

Non-Uniform Memory-Access (NUMA) A system architecture with memory ac-
cess timing depending on the location of the physical memory page.

North bridge Classic part of the chip set containing the Memory Controller.

Open source Licence model that provides a software with source code and allows
to modify and redistribute it.

Operating system (OS) The system software controlling the hardware and servicing
programs. The operating system commonly includes a kernel and system
software.

OS noise Deviation in the execution time due interrupts and preemptively scheduled
tasks that influence the caches and other functional units.

Out-of-order Property of Instruction-Level Parallelism: a complex pipeline can
reorder the instruction stream to better utilize multiple execution units (Arith-
metic Logical Unit) if the operations are independent (e.g. not use the result
of the previous instruction as input).

Page fault Fault (exception) when accessing an invalid virtual address. The handler
has the chance to fix the problem by swapping a displaced page back in or by
providing more space.

Page table Data structure used by the Memory Management Unit to resolve a
virtual to a physical address. Managed by the operating system to protect the
address space of processes.
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Para-virtualization Type of virtualization where the guest knows about its hy-
pervisor and restricts itself to using the offered interfaces instead of directly
manipulating the hardware.

Partition Separation of a system into multiple independent parts.
Parts per million (ppm) Parts per million.
PCI Express (PCle) Successor of PCI with higher speed.

Performance Measurement Counter (PMC) Special function registers of proces-
sors to count specified events.

Peripheral Component Interconnect (PCI) High-speed bus to connect peripheral
devices.

Personal Computer (PC) Computer system platform originally presented by IBM
and rebuilt by many others. Typically using an x86 processor and in the form
of a stand-alone desktop computer or notebook.

Physical address Real address in the main memory.
Plant Physical system, e.g. a machine or factory, supervised by a controller.

Platform Interrupt (PI) Interrupt triggered by the hardware platform and handled
by the firmware without interaction or influence of the OS.

Point-to-point Type of interconnect where devices have multiple links to other
devices and routers may connect more complex structures.

Portable A software is considered portable, if it can be transferred easily to other
OSs or hardware.

PowerPC Performance Optimization With Enhanced RISC — Performance Comput-
ing. Processor architecture with a Reduced Instruction-Set Computer (RISC)
instruction set.

Preemption Capability of an operating system to interrupt a task at any time to
activate another one. The preemptibility is a measure of how quickly and
predictably the preemption can be done. If the preemption can be blocked for
certain times, the preemptibility is lowered.

Priority inversion A lower-priority task holds a Mutex and blocks a higher-priority
task that waits for the same resource.

Private cache Cache that is only used by a single processor.
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Process Execution unit of an operating system with private address-space protected
from others.

Processor In the context of this work a single execution unit that runs independently
from others, also Central Processing Unit (CPU). A silicon chip (IC) or package
may contain multiple processors.

Programmable Logic Controller (PLC) Automation component of the Field level,
typically embedded systems for closed-loop control.

QuickPath Interconnect (QPI) System interconnect based on point-to-point links
used by current Intel processors.

Read-Copy-Update (RCU) A synchronization mechanism that elides locks to mini-
mize cache misses.

Real-time Computing programs that not only depend on the correct result, but
also on it beeing available in time.

Real-Time Operating System (RTOS) A special class of operating system for
real-time systems.

Real-Time Preemption Patch (RT-Patch) Modification of the mainline Linux ker-
nel to improve its predictability and make it more suitable for soft real-time
applications.

Reduced Instruction-Set Computer (RISC) Processor architectures with a small,
concise instruction set. This requires more instructions to implement algorithms
but simplifies the Control Unit and Arithmetic Logical Unit accelerating the
execution of a single instruction (compared to CISC).

Remote Direct-Memory Access (RDMA) Use of a DMA engine to transfer data
to an RMA buffer of a different system.

Remote memory Memory connected to a different node in a shared memory system.
Can be accessed with the same instructions but is slower (increased latency
and lower throughput) than local memory.

Remote Memory Access (RMA) Memory Segments of a different system mapped
to the local address space can be accessed with load and store instructions
like local memory. The transfer is transparently handled by special hardware.
Different access times result in a Non-Uniform Memory-Access system.

Revolutions per Minute (RPM) Frequency commonly used for combustion engines;
60 RPM = 1Hz.
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Ring buffer Data structure of equally sized elements used in FIFO order reusing
the first element after the last one.

Scalable Processor Architecture (SPARC) Processor architecture for workstations
and high-performance servers with a RISC instruction set.

Scheduler Module of an operating system that selects which task to execute. A
dynamic scheduler does so during runtime otherwise a static schedule can be
pre-defined.

Script Program listing for interpreter execution, usually executed by a shell.

Second Level Cache (L2§) Second level of the cache hierarchy. If more than two
levels are available, then it is typically private for each processor.

Secure Shell (SSH) Provides remote terminal access to a UNIX system using an
encrypted network connection.

Semaphore Synchronization Primitive. Applicants must wait until a resource
becomes available.

Sensor Measures the state (e. g. temperature, voltage, speed) of a plant, i.e. converts
physical quantities into numerical values. Output of a physical system, input
of a controller.

Shared cache Cache that is shared by multiple CPUs of a multi-core processor.

Shared memory Region of memory that can be accessed by multiple processes that
otherwise can not access each other’s memory. Realized by page table entries:
The initialization must be done by the operating system but the access is
managed by hardware.

Shared-Memory (SHM) Programming paradigm for High Performance Computing
where multiple threads are executed on the same system sharing their data.
Concurrent access must be protected from data races.

Shell Interactive text terminal to access a UNIX system.

Sign Flag (SF) Bit in the x86 Flags register, equals the sign of the result of an
arithmetic operation or a comparison to be used for above/below tests. Usually
used by a subsequent branch instruction.

Simultaneous Multi-Threading (SMT) A physical CPU is divided in multiple
logical CPUs executing interlaced. By better utilizing internal functional units,
nearly parallel execution is possible.
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Single Instruction Multiple Data (SIMD) Flynn'’s classification for computer struc-
tures: A processor executing an instruction that processes multiple data ele-
ments, e.g. from a vector.

Single Instruction Multiple Threads (SIMT) Used on highly parallel processors
such as Graphic Processing Units (GPU).

Single Instruction Single Data (SISD) Flynn’s classification for computer struc-
tures: A single sequential processor executes code processing a single data
stream without parallelism. This is the classical single-processor program.

Single Program Multiple Data (SPMD) Programming paradigm for Multiple In-
structions Multiple Data (MIMD) systems: A single program executes on
different parts of the data (data parallelism). On shared-memory systems, this
can be realized with threads or Open MP, on distributed systems (clusters), a
Message-Passing (MP) library like MPT is used.

Slab The Slab is a Linux kernel data structure to manage small memory allocations.

Soft real-time Variant of real-time where most deadlines should be met. Usually, a
percentage of met deadlines is given or the degradation function of the result
usefulness is defined.

Software interrupt Synchronous interrupt triggered by the running code using an
assembly instruction.

South bridge Classic part of the chip set containing I/O devices.

Spinlock A function actively waiting for an event by periodically checking with high
frequency.

Stack Last-In, First-Out (LIFO) based data structure, used in a memory region to
hold temporary data.

Stack Pointer (SP) Register holding the current top of the stack.

Sub-kernel Special form of an Asymmetric Multi-Processing system with a Hardware
Abstraction Layer being an RTOS at the same time and executing a GPOS as
task with the lowest priority (idle task).

Super-scalar Property of Instruction-Level Parallelism: multiple execution units
(Arithmetic Logical Units) can execute multiple operations in the same cylce.

Supervisory Control and Data Acquisition (SCADA) Automation component of
the Cell level that controls multiple PLCs and can also integrate sensors and
actors.
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Symmetric Multi-Processing (SMP) A single OS instance manages all CPUs.

System call Function of an operating system with well-defined API to be used by
user-mode processes.

System Management Interrupt (SMI) An interrupt installed and used by the
BIOS which can not be controlled by the operating system (a Platform Inter-
rupt). It is executed in System Management Mode.

System Management Mode (SMM) A special operating mode of x86 processors.
Only activated for System Management Interrupts and not controlable by the
operating system.

System-call Well-defined interface for user-mode processes to request services from
the operating system.

System-on-a-Chip (SoC) Similar to a uC, but with emphasis on a whole computer
system integrated on a single Integrated Circuit.

Task Execution unit of an operating system where the differentiation of processes
and threads does not matter.

Task switch Saving the context of a process and restoring another, suspended one.
Task ID (TID) A unique identifier for each process and thread.

Test-and-Set (TAS) Atomic operation: Write 1 to the given variable and return its
previous value. This very basic atomic operation allows a simple implementation
of a Mutex.

Third Level Cache (1.3%) Third level of the cache hierarchy, typically shared be-
tween all cores of a package.

Thread Execution unit of an operating system, multiple threads in a process share
the same address-space.

Throughput Measure for the amount of data per time transferred in a connection.
In network transfers, this often depends on the data size and saturates for large
data packages.

Time slice Small portion of time (typically around 10ms) assigned to a task for
execution before the scheduler switches to another one.

Time-Division Multiple Access (TDMA) Reservation of recurrent time-slices for
different users, temporal partitioning.
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Time-triggered Paradigm of real-time programming: All tasks are activated repeat-
edly in a loop.

Timer Interrupt (TI) Interrupt triggered by a timer.

Timing anomaly A shorter code requires more execution time (or vice-versa) be-
cause of hardware effects on the micro-code level.

Translation Look-aside Buffer (TLB) A cache for mapping logical page addresses
to physical page frames that reduces page table walks in the Memory Manage-
ment Unit.

Uniform Memory-Access (UMA) An architecture with memory access timing sim-
ilar for all processors.

Universal Serial Bus (USB) A plug and play interface to connect peripheral devices
like keyboard, mouse, printer, etc.

User-mode Code executing in the context of a process with reduced privilege. Can
access kernel-space only via defined interfaces (system-calls).

User-space Memory range accessible for a process. The kernel can access user-space
memory.

Virtual address Logical address in a linear space that must be converted to a
physical address for the memory access.

Virtual file Configuration access through a file that can be read and written. Instead
of a real file access, an interface function is executed.

Virtualization Simulation of an entire system for a client instance to execute multiple
(operating) systems on the same hardware.

Wait-free Property of an algorithm that does not require locks and always proceeds,
i.e. always terminates in a limited time. See also lock-free.

Wall clock The operating system’s notion of the current time as displayed on a wall
clock. Since no hardware unit provides the current time, the operating system
uses timer interrupts to keep track of the time passed by.

Wide Area Network (WAN) Network to connect remote sites.

Worst-Case Execution Time (WCET) The maximum time, a function or basic
block can possibly require to execute.
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Zero Flag (ZF) Bit in the x86 Flags register indicating the result of an arithmetic
operation or a comparison was zero. Usually used by a subsequent branch
instruction.
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