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ABSTRACT

Concurrent Transmissions (CT) occur when different transmitters
simultaneously send the same packet. We analyze how CT distort
the received waveform and characterize the Bit Error Rate (BER)
of a receiver trying to recover the original bitstream. If collisions
are not completely destructive and the information can still be re-
covered, then simple, robust and latency-optimal wireless mesh
protocols can be designed. These protocols are particularly suit-
able for low-cost and low-power Internet of Things (IoT) appli-
cations, especially in high-interference scenarios, where routing
efforts can be cumbersome and flooding becomes more effective.

Distortion introduced by CT has two main causes. Firstly, si-
multaneous transmitters are not perfectly synchronized, which
introduces intersymbol interference (ISI). The ISI can be reduced
by keeping the synchronization mismatch below half the symbol
period. Secondly, there is a periodical energy fading (beating) in
the received waveform due to alternating patterns of construc-
tive and destructive interference. This beating cannot be avoided,
since it is originated by the non-coherent nature of the different
local oscillators in the transmitters. Only communication systems
able to cope with periodical amplitude and phase distortions are
suitable for CT-based protocols.

Communication performance is analyzed for typical phase- and
frequency-modulation systems, obtaining the first closed-form
analytical expression for the BER of two non-coherently received
Frequency-Shift Keying (FSK) transmissions. For more complex
systems, simulated BER curves are obtained. We conclude that
CT are extremely destructive in conjunction with amplitude and
phase modulations, but work particularly well with FSK modula-
tions.

In non-coherent FSK systems, the efficiency of CT depends on
the level of external noise, being very effective in dense and high-
noise environments. Demodulators based on non-coherent FSK
receivers are typically used in two popular low-power IoT proto-



cols: Bluetooth 5 and IEEE 802.15.4. Both are perfect candidates
for CT-based mesh protocols.

Finally, two CT-based award-winning protocols are designed:
RedFixHop and BigBangBus. RedFixHop is the first protocol us-
ing the concept of disseminating information with concurrent
packet acknowledgments (ACKs), while BigBangBus proposes
the novel usage of longer preambles to decrease the BER intro-
duced by the CT. Both protocols haven been tested in multi-
ple competitions, repeatedly beating state-of-the-art solutions in
terms of energy efficiency, reliability and end-to-end latency.
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INTRODUCTION

Protocols based on Concurrent Transmissions (CT) exploit the fol-
lowing effect:

different transmitters sending the same bitstream, when tightly syn-
chronized, interfere non-destructively with a certain probability, which
means that packet reception is feasible, even when multiple transmis-
sions simultaneously coexist in the air.

In contrast, when concurrent transmitters send packets with
different payloads, or their synchronization is not tight enough,
packets normally collide (interfere destructively), rendering recep-
tion impossible. CT are usually misunderstood, since the effect
is mainly analyzed in the baseband domain, neglecting wave su-
perposition effects. Because of wave interference properties, CT-
based protocols do not work with every modulation scheme, in
particular they are not suitable for complex constellations and
high-bandwidth technologies, like WiFi [28]; but they are very ef-
fective and efficient for simple frequency modulations [24], like
non-coherently received IEEE 802.15.4 and Bluetooth Low En-
ergy (BLE).

A comprehensive analysis including the effects of the carrier,
able to predict the technologies that work with CT, is missing in
the literature, currently being mostly a matter of trial and error.
The exploitation of CT in WSNs has already been experimentally
demonstrated in protocols like Glossy [26], but a rigorous theo-
retical explanation of the effect is missing. The objective of this
thesis is filling this gap, increasing the awareness and knowledge
of CT, addressing their real working principles, in both analyt-
ical and experimental levels. Furthermore, we want to demon-
strate that CT-based flooding protocols are a powerful tool to
develop simple and reliable latency-optimal wireless mesh pro-
tocols, able to beat state-of-the-art alternatives in low-power and
low-bandwidth WSNs.
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IoT Protocols
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Managed Concurrent Transmissions
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BigBangBus (2018)

Figure 1.1: Classification of some IoT protocols, including those intro-
duced in the thesis (RedFixHop and BigBangBus)

1.1 MOTIVATION AND OBJECTIVES

Cellular Internet of Things (IoT) enables breakthrough applica-
tions with technologies like Sigfox, LoRa, NB-IoT, LTE-M and
ultimately, 5G. Affordable and low-power connected devices can
directly communicate with internet from virtually every location
with mobile coverage. Nevertheless, low-power cellular IoT is lim-
ited by coverage, capacity restrictions and costs imposed by net-
work operators. Most applications integrating cellular connectiv-
ity only send a few messages per day [58]. On the other hand,
the upcoming ultra-low latency modes of 5G are power-hungry,
and the widely-defined goal of obtaining a bounded end-to-end
latency smaller than 1 millisecond is extremely challenging, and
will require costly base station deployments in critical factory en-
vironments [59].

However, new Artificial Intelligence (AI) applications require
big-data for tasks like performance analytics, supply chain and
predictive maintenance, which is not totally compatible with the
cloud computing approach of cellular IoT. This has opened the
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pathway for the appearance of new paradigms, such as edge com-
puting, which benefit from the smaller latency and scalability im-
provements when data is processed closer to the end devices [7].

Mesh networks are the optimal choice for this type of appli-
cation. In a local mesh network, key parameters such as latency,
scalability and bandwidth, can be fine-tuned to accurately match
the application requirements. With mesh networks, we only need
an Internet subscription for one device: the border-router or gate-
way. Every command is efficiently broadcast directly between
edge nodes, with optimal latency and channel usage. The Inter-
net link is only used for remote monitoring, actuation or security
and commissioning tasks, removing a potential bottleneck. Only
when the external computing and storage resources of the cloud
are actually needed, costly and potentially high-latency commu-
nication links are used. Otherwise, local mesh links are enough,
enabling a smoother user experience for tasks like lighting con-
trol. With multiple hops and paths, high-reliability and coverage
are assured. Applications like home and building automation, re-
tail beacons, smart metering, and industrial sensor and actuator
networks, particularly indoors and in hard to reach areas, like
basements, greatly benefit from mesh topologies.

The most widely used IoT protocols for mesh networks are Zig-
bee and Thread. Zigbee, established in 2003, is the most mature,
and has been successfully used for many Wireless Sensor Net-
work (WSN) applications in smart cities. Thread, tailored to the
smart home market and established in 2015, benefits from the re-
cent advances in Internet protocols, featuring native IP-based con-
nectivity (6LoOWPAN), providing seamless interoperability with
cloud-based resources.

Thread and Zigbee are routing-based. During our research, the
new Bluetooth Mesh standard was published. It came to light in
2017 and uses flooding instead of routing. It is the first main-
stream protocol that showcases flooding as a serious alternative
to routing in standard mesh networks. To justify the usage of
flooding in their flagship protocol, the Bluetooth Special Interest
Group (Bluetooth SIG) uses a similar reasoning to the one we came
up with; validating our prediction regarding the upcoming trend
of flooding-based mesh networks. With flooding, the communica-
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tion is inherently multipath, avoiding single points of failure and
preventing network interruptions in the presence of interference
or node malfunctions.

Our novel approach to flooding is different from the one used
by Bluetooth Mesh. They propose a randomly-scheduled flood-
ing (managed flooding), which can experience reliability and scala-
bility issues [5]. In contrast, we use a more advanced and smart
flooding mechanism, based on CT, that relies on tightly synchro-
nizing all the retransmissions to minimize the chance of collision.
It optimizes the packet reception rate, even in the noisiest envi-
ronments, thanks to featuring outstanding spatial, frequency and
temporal diversities.

We want to demonstrate that, exploiting CT-based flooding, ex-
tremely simple and robust wireless mesh networks can be de-
ployed, beating state-of-the-art solutions in terms of reliability
and latency. To fulfill the goal and validate our assumption, we
decided to attend the event in which the highest number of pub-
lications regarding CT have been published in the last years, the
International Conference on Embedded Wireless Systems and
Networks (EWsN). There, we competed in the Dependability Com-
petition, beating all competing routing- and flooding-based solu-
tions in the 2016, 2017 and 2019 editions, using our novel CT-
based flooding protocols (RedFixHop [36], BigBangBus [23] and
RedNodeBus [25]). In addition to the experimental evidence, in
the thesis we develop a solid analytical and simulation frame-
work, going beyond the existing literature, in order to increase
the awareness and rigorous knowledge of CT.

1.2 THESIS STRUCTURE

The thesis is structured in five different parts:

A. Part i, containing Chapters 1 and 2, is the introduction of
the thesis. In Chapter 1, we set the goals and introduce CT
and their applicability to mesh IoT networks as the main
motivation for the work. In Chapter 2, we present a com-
prehensive state-of-the-art analysis of current advances in
CT.
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B. Part ii comprises Chapters 3, 4 and 5. It includes analyti-
cal and simulation models of the CT. In Chapter 3, we lay
the foundation for the analysis of the CT effect, starting
with the baseband model and addressing the importance of
maintaining a tight synchronization between the concurrent
transmitting nodes. In Chapter 4, the important distortion
(beating) introduced by the carrier is presented. Finally, in
Chapter 5, we demonstrate the applicability CT-based tech-
niques in non-coherent Frequency-Shift Keying (FSK) com-
munication systems, as those used in low-power IoT devices,
by introducing the concept of capture area.

c. Part iii encompasses Chapters 6 and 7. There, we design
and showecase protocols that make practical use of CT using
commodity low-cost hardware, featuring optimal latency
and reliability properties, with extremely efficient and effec-
tive results in real testbeds and competition environments.
RedFixHop protocol is introduced in Chapter 6, while Big-
BangBus is presented in Chapter 7.

p. Part iv only includes Chapter 8, in which the obtained re-
sults are summarized and suggestions for future research
lines are discussed.

E. Part v includes Appendix A, in which mathematical details
of the models used for the simulations are added. We be-
lieve that this is the first work that shows an analytical ex-
pression for the Bit Error Rate (BER) in the presence of CT
that matches simulated and experimental results (Eq. A.29).
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Traditionally, most successful wireless protocols are those based
on simple architectures, mainly point-to-point links (e.g. Blue-
tooth Classic) or star topologies (Wi-Fi). Mesh networks, involv-
ing multiple hops, are thought to be complex to design and ana-
lyze, due to the dynamic routing efforts that are required. Simi-
larly, typical mechanisms to access the medium and start a trans-
mission are basically asynchronous and using simple decisions
based on energy detection mechanisms, like Carrier-Sense Multi-
ple Access (CSMA).

This is enough when the wireless channel is not crowded and
devices do not have tight energy constraints. Complex multi-hop
mesh WSNs were used mainly in the academic field or in very
specialized large-scale deployments, in applications like smart
cities and environmental monitoring, based on mature technolo-
gies like Zigbee [1]. Even when long-range communications are
required, IoT connectivity is normally solved using legacy cellular
technologies (2G/GSM/GPRS), operating in the corresponding
licensed frequency bands or, more recently, star topology-based
Low-Power Wide-Area Network (LPWAN) technologies like LoRa
and Sigfox, operating in unlicensed bands [10].

Nowadays, with the introduction of billion of IoT devices in
the wireless ecosystem [9], communication protocols have new
requirements. With novel paradigms, like edge computing, data
processing in the end nodes increases, in order to address the con-
cerns of response time, battery life, bandwidth, cost savings, as
well as data safety and privacy [50]. Unicast communication be-
tween nodes, through a cloud, and asynchronous transmissions
are neither efficient nor scalable enough to accommodate novel
low-power and low-latency applications in many fields, like light-
ing or real-time industrial scenarios. Therefore, research in the
area of mesh networks and synchronized transmissions has expe-
rienced a renewed interest.
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In particular, for resource-limited networks, where memory
and power consumption constraints apply, flooding protocols con-
stitute and appealing mechanism to deploy multi-hop mesh net-
works, as Bluetooth Mesh showcases. During the thesis, we will
focus on the theoretical, simulated and experimental analysis of
a promising novel subset of flooding protocols, those based on
CT.

2.1 FROM CONSTRUCTIVE INTERFERENCE TO CONCURRENT
TRANSMISSIONS

Glossy [26], published in 2011, is one of the first protocols that
popularized the usage of the so-called Constructive Interference
(C1) as a mechanism to achieve multi-hop network flooding and
time synchronization. Multiple publications followed, generally
considering CI as the effect that allows a receiver to decode a
packet that is simultaneously sent by multiple transmitters. By
contrast, if the packet cannot be recovered, interference is consid-
ered to be destructive [4]. To achieve CI-based flooding, simulta-
neous transmissions must be tightly synchronized. As a mantra,
the maximum temporal displacement for CI to be triggered is
considered to be 0.5 us in IEEE 802.15.4 [26], derived from exper-
imental results and baseband interference considerations on the
bit waveforms [44].

Since 2016, the term CI has been progressively abandoned, since
it could lead to misinterpretations of the actual wave interfer-
ence pattern [38]. No purely constructive interference is ever ob-
served, but an alternating temporal pattern of constructive and
destructive periods [24]. Simultaneous transmissions do not gen-
erally lead to any performance gain, as the term constructive may
suggest. On the contrary, Cl-based flooding has scalability issues,
since the transmission progressively degrades as the number of
simultaneous transmitter increases [44]. Nowadays, the terms CT
or Synchronous Transmissions (ST) are preferred to CI [57][61][33].
It stresses the fact that, although reception is feasible as long as a
tight synchronization among the transmitters is maintained, the
quality of the transmission actually decreases. CT performance
has been widely analyzed, including the impact of the differences
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in the hardware of the transceivers [63], and the possibilities us-
ing Software-Defined Radio (SDR) [64].

2.2 EFFECTS RELATED TO CONCURRENT TRANSMISSIONS

CT analysis has similarities with the classic capture effect observed
in frequency modulations [27], with the main difference that in CT
all the simultaneous transmitters are synchronized and sending
exactly the same bitstream. The term capture effect usually refers
to the ability of the receiver to decode a packet in the presence of
multiple and unsynchronized transmissions of different payloads.
The capture effect is normally triggered when the receiver locks
with the most energetic transmission, as is the case when the
most energetic packet arrives to the receiver before it has started
receiving a weaker one [27].

CT are also related to classic multipath analysis and fading ef-
fects, but in CT the simultaneously received waveforms are non-
coherent, while in multipath they all come from the same trans-
mitter and constant phase relationships can be considered. This
non-coherent property is what gives CT their characteristic peri-
odical amplitude beating [24].

Similarly, CT-based protocols share characteristics with the con-
cept of Single-Frequency Network (SFN) used in in terrestrial
Digital Video Broadcasting (DVB) [45]. With SENs, a efficient use
of the spectrum is achieved by simultaneously broadcasting the
same signal over the same frequency channel in adjacent trans-
mitting cells. The main difference between CT-based mesh net-
works and SFNs is that an external source, typically GPS, is used
as a common reference for time and frequency synchronization
between the broadcasters. On the other hand, in mesh networks
using CT, packet receptions from the previous hop of the net-
work are used for time synchronization (and data dissemination),
and no external common temporal reference is typically avail-
able. Furthermore, SFNs are commonly used in high data rate sys-
tems, for example to transmit high-definition multimedia signals
in DVB. In SFNs, distortion is attenuated using complex equaliza-
tion and modulation techniques, such as Orthogonal Frequency-
Division Multiplexing (OFDM) with guard intervals, interleaving

11
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and error-correcting codes, normally impractical for low-power
and low data rate IoT transceivers.

2.3 FLOODING PROTOCOLS BASED ON CONCURRENT TRANS-
MISSIONS

Flooding networks are simple, reliable and scalable. No complex
routing table creation and management are required, since the
communication is inherently multipath, avoiding single points
of failure and preventing network interruptions in the presence
of interference or node failures. Flooding constitutes the perfect
choice for scenarios in which the communication is essentially
multicast, like in lighting applications, where a single switch can
control hundreds of lights. They are also not necessarily power
inefficient, if proper network scheduling mechanisms are used
[23].

Since Glossy, most flooding protocols based on CT have been
designed for low-power IoT networks, in particular to operate
with the IEEE 802.15.4 physical layer [26][11][3][60]. They proved
very successful in the Dependability Competition of the EWSN,
winning all of the four first editions (2016 [36], 2017 [40], 2018
[23] and 2019 [25]). In the competition, CT-based mesh networks
proved superior to classic routing schemes transmitting short
packets in harsh environments, in terms of reliability, latency
and power consumption. Simplicity is also an advantage, since
no route discovery and maintenance are needed; what can be
cumbersome in scenarios with high levels of noise and frequency-
hopping jamming [19].

Due to the success of CT-based synchronous flooding, its appli-
cability has been tested in other physical layers, like BLE [2], LoRa
[39] and Ultra-Wide Band (UWB) [35] [13]. Furthermore, flexible
stacks and communication frameworks including the CT-based
communication primitive are appearing [33].

Security is also a concern; CT-based networks are prone to
packet injection attacks [29][30][31], since the tight synchroniza-
tion required when scheduling the retransmissions makes it chal-
lenging to authenticate the packets before repeating them.
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2.4 APPLICATIONS OF LATENCY-OPTIMAL CT-BASED PROTO-
COLS

There is a growing trend towards simple star networks and cloud-
based topologies, removing the routing complexity from the end
devices, as the cellular IoT becomes a reality with technologies
like NB-IoT, LTE-M, and, ultimately, with the 5G technological
ecosystem. They enable cheap and low-power devices to directly
communicate with internet resources using the cellular network,
without additional gateways [49]. In the meantime, LPWAN tech-
nologies like LoRa and Sigfox provide solutions for outdoor con-
nectivity in those scenarios where low latency and high band-
width are not required, and communication is asymmetrical and
infrequent, mainly from the sensor nodes to the cloud. Further-
more, in indoor scenarios, the upcoming Wi-Fi standard, 802.11ax,
starts the transition from a ’best-effort’” approach to a more de-
terministic behavior, with synchronous mechanisms to accom-
modate a multitude of devices with different needs, from low-
resource and battery-operated use cases to complex and high-
bandwidth multimedia applications [6].

Nevertheless, mesh networks are the optimal choice for appli-
cations like lighting, home and building automation, retail bea-
cons, smart metering, and industrial sensor and actuator net-
works. They allow to further reduce power consumption, extend
the communication range and improve the overall system reli-
ability. Furthermore, direct end-to-end communication can dra-
matically improve the user experience, since the response latency
can be greatly decreased. This is particularly critical for real-time
networks or closed-loop control in WSANs [41][42].

The most widely used IoT protocols for mesh networks are Zig-
bee and Thread, both based on IEEE 802.15.4 and routing. Zig-
bee, established in 2003, is the most mature. Thread, tailored to
the smart home market and established in 2015, benefits from
the recent advances in the Internet protocols, featuring native IP-
based connectivity, providing a seamless connectivity with inter-
net cloud-based resources. Bluetooth Mesh, established in 2017,
is the most recent addition, featuring direct smartphone connec-
tivity and managed flooding instead of routing.

13
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Bluetooth Mesh is the first example that showcases flooding as
a serious alternative to routing in standard mesh networks. Nev-
ertheless, the proposed randomly-scheduled flooding (managed
flooding) experiences scalability issues [5], which can be circum-
vent with novel CT-based synchronous flooding. Furthermore, CT-
based flooding is a great fit for novel applications, like RF energy
harvesting [14][51] and VANETs [34][65].



PartII

THEORETICAL ANALYSIS AND
SIMULATIONS

A comprehensive analysis on the Concurrent Trans-
missions (CT) effect in WSN, some time misleadingly
called Constructive Interference, is missing in the lit-
erature. In the following chapters, an accurate descrip-
tion of the real causes and consequences derived from
the interference of CT is performed. Starting with the
straightforward baseband analysis, scalibility figures
and BER are calculated for typical digital phase- and
frequency-modulation systems. One important analyt-
ical tool, the capture area, is introduced to differenti-
ate the systems where CT-based protocols can be effec-
tively used.






BASEBAND ANALYSIS OF CONCURRENT
TRANSMISSIONS

In order to understand the effects of CT on the wireless link per-
formance, we start by considering the impact on the baseband
domain, removing the effects of frequency and phase differences
in the carriers of the simultaneously transmitted signals.

The main error source is the existing temporal displacement
between transmissions from different sources, due to unavoid-
able timing errors. Temporal errors can be caused by software
delays, due to the application running on the main microcon-
troller or variable jitter in the radio transceiver while processing
the retransmissions. Different operating conditions (temperature,
supply voltage, etc.) and manufacturing tolerances make it im-
possible to avoid small errors.

Using the communication model of Fig. 3.1, we analyze the
maximum tolerable time displacement between two CT before bit
errors appear in the following situations:

A. Ideal case with square waveforms and no noise (Section
3.1).

B. Using raised-cosine pulse shaping and no noise (Section
3.2)

c. In Additive White Gaussian Noise (AWGN) channels (Sec-
tion 3.3).

Then, we extend the discussion to scenarios with more than two
concurrent transmitters (Section 3.4).

3.1 THE IDEAL CASE: TWO TRANSMITTERS AND RECTANGU-
LAR WAVEFORMS

Assuming an ideal rectangular pulse and an infinite bandwidth
channel, we start our analysis with the interference of antipodal
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Figure 3.2: Ideal rectangular antipodal waveforms

rectangular waveforms (Fig. 3.2), which model the baseband be-
havior of modulations like coherently-detected BPSK; but similar
results can be obtained for other systems. In particular, the BER in
AWGN channels for Quadrature Phase-Shift Keying (QPsK), Offset
Quadrature Phase-Shift Keying (0OQPSK) and coherently-detected
Minimum-Shit Keying (MSK) are ideally the same as in BPSK, since
the main difference is the addition of an equivalent orthogonal
transmission channel to the constellation.

We suppose two transmitters sending the same bitstream with
a relative temporal displacement, At, and a symbol period, Ts.
Both symbols are equally probable and signals from both trans-
mitters are received with the same power level. This is a worst-
case scenario, since most receivers are able to improve their per-
formance by synchronizing with the strongest signal, assuming
small temporal displacements (At < Ts). Similar power levels
between the interfering signals generally impose the hardest con-
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ditions to the receiver, since there is no dominant, stronger signal
to exploit advantages like the capture effect (Section 2.2). The
receiver is perfectly synchronized with one of the transmitters,
which is the reference from which At is defined. Since, at the mo-
ment, we want to characterize only the error due to the temporal
misalignment, no noise is considered. The receiver is an optimum
AWGN receiver based on the maximume-likelihood criterion [48].

In this scenario, we can derive an expression for the BER ana-
lyzing three different cases:

A. When the time displacement, At, is smaller than the sym-
bol period, Ts, and no noise is considered, no errors are
introduced. Since both transmitters are sending the same
bitstream, the correct bit is always correlated with higher
energy in the receiver.

B. When At is a whole multiple of Ts, considering a random
bitstream, 50% of the times a collision between two different
bits happens. In this situation, the output of the receiver
is undefined. Since both bits are correlated with the same
(zero) energy, the decision is random. With 50% probability
the output of the receiver will be the right one. Combining
both probabilities we get a 25% error rate in this case.

c. Otherwise, there are only errors if the interfering transmit-
ter is sending two consecutive bits of opposite sign, what
happens with 25% probability. In this situation, the output
of the receiver is again undefined, demodulating the right
bit with 50% probability. Combining both effects, we get a
12.5% error rate.

As a result, the following piecewise-defined function for the BER
is obtained (Fig. 3.3):

0 if |At] <Ts
BERigeql 2 Transmitters(At) = 025 if |At| = nTs forn=1,2,3...
0.125 otherwise
(3.1)
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Figure 3.3: BER for different time displacements in the ideal case (rect-
angular pulses) and with pulse shaping (no noise)

Our first important result is:

in the ideal baseband model, the temporal displacement, At, between
CT must be, at least, smaller than the symbol period, Ts.

As we will discuss in the following sections, in a realistic analy-
sis including noise, BER discontinuities are removed, and smooth
curves are obtained. An accurate threshold for the temporal dis-
placement with pulse shaping and noise is lower. Nevertheless,
the analytical expression for the ideal case is useful as a first ap-
proximation to understand the effect and the periodic peaks of
the BER; since a characteristic effect of CT is that, when the time
displacement, At, is a multiple of the symbol period, Ts, a peak
in the BER appears, degrading the communication performance.

3.2 TWO CONCURRENT TRANSMITTERS IN BANDWIDTH LIM-
ITED CHANNELS

The previous result assumed an ideal situation with rectangular
signals. In a practical scenario, with the presence of AWGN noise
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Figure 3.4: Impulse response of a square-root-raised-cosine filter for dif-
ferent roll-off factors normalized to unit energy

and bandwidth-limited channels, pulse shaping is employed to
reduce the bandwidth of the transmitted symbols.

In order to get more accurate results, we simulate the system
running a stochastic (Monte Carlo) simulation in MATLAB. We
add to the communication system, in the transmitting and re-
ceiving sides, a typical pair of square-root-raised-cosine matched
digital filters with different roll-off factors, B, (Fig. 3.4) truncated
with a rectangular window of 32 symbols (16 symbols delay in
the demodulation). We still consider that signals from both trans-
mitters are received (added) with the same power.

Now, we get a continuous curve for the BER (Fig. 3.3), which
more accurately represents the results obtained in experimental
scenarios. As the roll-off factor, B, decreases, the BER starts increas-
ing with lower temporal displacements, At, since we have higher
energy in the time-domain side lobes (Fig. 3.4) and the misalign-
ment is more harmful. As a result, we derive a more conservative
statement:

due to pulse shaping effects, the temporal displacement, At, between
CT must be smaller than half the symbol period, Tg /2.

21
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3.3 TWO CONCURRENT TRANSMITTERS IN AWGN CHANNELS

We still lack an accurate comprehensive explanation of the ef-
fect of CT when the temporal displacement is less than half the
symbol period. To solve this and complete our baseband analysis
with two transmitters, we repeat the Monte Carlo MATLAB sim-
ulation adding different levels of AWGN to the received symbols,
for a fixed roll-off factor, § = 0.25.

We define the energy per bit to noise power spectral density
ratio (E,/N,), as the ratio between the energy of one of the trans-
missions and the noise. We consider both transmissions as hav-
ing the same energy, and thus their received waveforms have the
same amplitude (A; = Aj). Assuming A; referenced to a unit
resistor, Ej,/ Nycan be defined as:

Eb Baseband _ (Al)z

T .
No No S (3-2)

We obtain the results of Fig. 3.5 and Fig. 3.6. For only one trans-
mitter, the results are the expected for an antipodal constellation

(Fig. 3.2):

|2E
BERl Transmitter — Q ( Z\]h> (33)
0

In addition, we further validate the previous affirmation of es-
tablishing half the symbol period, Ts/2, as a conservative value
for the maximum allowed temporal displacement. Above Ts/2,
the performance degrades quickly, rapidly achieving worse re-
sults than those observed with only one transmitter.

Since we define Ej; / Ny relative to the energy of only one trans-
mitter, with small temporal displacements and several transmit-
ters, a performance gain is observed:

when the temporal displacement, At, is lower than half the symbol pe-
riod Ts/2, constructive baseband interference and improved resistance
against AWGN is observed, obtaining a smaller BER with two synchro-
nized concurrent transmitters than with only one transmitter, at the
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cost of doubling the power requirements (transmission from two differ-
ent sources).

The maximum gain in E, /Ny is 6 dB, when both transmissions
are perfectly synchronized (At = 0); since this is equivalent to
sending with only one transmitter with double the amplitude of
the field (and four times the energy):

Ay + Az)? Aq)?
( ! No 2) Ts = 4( I\;O) Ts = 4Eb Baseband (3~4)

This might seem counterintuitive, but it is only an artifact in-
troduced by the baseband analysis. Analyzing superposition and
interference of real waves, an alternating pattern of constructive
and destructive interference is seen at the receiver-side, following
the principles of energy conservation [16], and never experienc-
ing and average energy gain bigger than 3 dB, as expected.

In the following chapters, we will analyze practical carrier-
based systems. Pure constructive interference is not physically
possible with systems working at high frequency, involving mod-
ulating a carrier and the spatial propagation of spherical waves
generated by independent oscillators (non-coherent sources), with
frequency and phase differences, and separated by a distance
much higher than the wavelength.

Practically, the second transmitter, even if tightly synchronized,
generally appears as a harmful interference that decreases the
performance. This is particularly true for uncoded transmissions
and hard-decision receivers in coherently-detected amplitude- and
phase-modulated systems. As we will see in the following chap-
ters, the gain experienced by using CT-based protocols is exploited
in very noisy environments and dense mesh networks, where the
superposition of a multitude of transmissions can beat the noise
and greatly simplify the routing effort.

3.4 MULTIPLE TRANSMITTERS IN BASEBAND: SCALABILITY
ISSUES

Temporal displacements between CT follow a normal distribution,
as it is affected by a different number of independent processes.

23
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They can be treated as independent, normally distributed ran-
dom variables, each with the same variance, 02, considering that
all the transmitters have similar hardware and software delays.
This variance may appear because of non-deterministic process-
ing times in the microcontroller and radio transceiver, or due to
limitations imposed by their clock frequencies. It can be properly
characterized through experimental measurements with the real
hardware and software set-up.

We can model the equivalent temporal displacement, At,g, be-
tween N concurrent transmitters as a random variable, AT, fol-
lowing a normal distribution with its equivalent variance being
the sum of the variances, No2, and zero average. We define the
Probability Density Function (PDF) (for N > 2):

1 Ateg?
PDFxr. (At ) [ — 4 )
AT, (Ateg, N, 07) — exp ( 2N¢72> (3-5)

And the Cumulative Distribution Function (CDF) of the equiv-
alent temporal displacement for N transmitters is defined as (for
N > 2):

)
CDFpr,, (Ateg, N, 0%) 7 [1 —I—erf( NG (3.6)

In Fig. 3.7 and Fig. 3.8 we observe the PDF and CDF of the equiv-
alent temporal displacement. It can be seen how increasing the
number of concurrent transmitters, the probability of a higher
equivalent temporal displacement is also increased, potentially
degrading the performance of the communication.

Assuming that all the CT are received with the same power
level, we can introduce this expression in the BER equation for
the ideal case with two transmitters (Eq. 3.1). We extend it to
describe the BER for N transmitters, each with equal temporal
variance, 02 (for N > 2):

Ts
BERideal NTransmitters(N/ (72) =0.125 l:l - erf (\/W)} (3~7)
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As seen in Fig. 3.9, with the ideal baseband model, the per-
formance rapidly degrades when increasing the number of con-
current transmitters, tending to a successful bit reception ratio of
87.50/0.

Following the 68-95-99.7 rule for normal distributions, we can
impose half the symbol period, Ts/2, to be within three stan-
dards deviations, assuring that only 0.3% of the transmissions
have an equivalent temporal displacement, At,;, higher than Ts/2,
what we established as a realistic threshold in previous sections.
We get the following threshold for the maximum number of con-
current transmitters:

Ts\°
N —~ 8
< (&) 68)
This is an important result for network planning and design,
since it shows that, to accommodate a bigger number of CT, we
need to either reduce the bit rate by increasing the symbol pe-

riod, Ts, or decrease the temporal variance, o2, of the concurrent
transmitters.
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3.5 CONCLUSIONS ON THE BASEBAND ANALYSIS

To summarize, a conservative (worst-case, CT received with equal
power) threshold is obtained:

Ateg < % (3-9)

The most useful insight of this chapter is that, when designing

communication systems that rely on CT, a tight synchronization
is key:

A. Software in the transmitters must be low-level designed to
trigger all the CT at the same time; ideally after running
exactly the same number of instructions from a common
synchronization point used as reference, usually a packet
received immediately before, as we will see in real protocols
in Chapters 6 and 7.

B. Operating frequencies of the transmitter elements (i.e. mi-
crocontroller and radio transceiver) must be high enough
and stable enough to make it feasible to operate below
the required threshold. Furthermore, different jitter sources,
like the variable time usually required by a radio transceiver
to decode a packet depending on its power, must be taken
into account.

c. If the elements of the transmitters are not able to comply
with the requirements, communication bitrate can be de-
creased to ease the timing demands.

The baseband analysis is an analytical tool useful to roughly un-
derstand CT and the impact of synchronization errors in the per-
formance. Nevertheless, it fails to predict the extremely poor be-
havior experienced using coherently-detected phase modulations
in uncoded communication systems, i.e. no spread spectrum or
other coding techniques are used. For this reason, in Chapter
4, we need to complement the timing requirements, obtained
in baseband, with the power requirements, obtained by analyz-
ing wave interference between concurrent (non-coherent) carriers,
which have unavoidable frequency and phase differences.



EFFECT OF THE CARRIER IN CONCURRENT
TRANSMISSIONS

In Chapter 3, we analyzed the impact of time displacements be-
tween CT in the baseband domain, removing the high-frequency
carrier effects. As we discuss in this chapter, when severe dis-
tortion caused by several carriers sending the same bitstream si-
multaneously is taken into account, the baseband domain anal-
ysis is no longer accurate. Baseband analysis provides a mean-
ingful insight about the importance of tight time synchroniza-
tion in order to allow proper demodulation, but fails to address
the real causes and the main sources of interference. While a
baseband analysis can provide some information for trivial non-
coherent Amplitude-Shift Keying (ASK) modulation/demodula-
tion schemes, like On-Off Keying (OOK) with envelope detection,
it is not enough for phase modulations like BPSK or QPSK. Due to
the impossibility of controlling the phase relationships between
the concurrent radio waves at the receiver side, and its mostly
random nature, there is no longer constructive interference, but
an amplitude distortion that appears as a harmful interference. In
this case, the time displacement is not the dominant factor, but
the power of the strongest received signal compared to the sum
of the powers of the other concurrent signals.

We begin considering two concurrent transmitters, with slightly
different carrier frequencies (f.1 and f.») and different transmis-
sion powers (Prq and Pry), as shown in Fig. 4.1. Differences in the
transmission power are used to model relative power differences
upon reception of both signals, which can be caused by different
path losses or different output powers in the modulators.

Firstly, we analyze the properties of interfering non-coherent
waves (Section 4.1) and the resultant beating effect (Section 4.2).
Then, we study the impact of having multiple sources and the
scalability issues it imposes (Section 4.4).
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Figure 4.1: Proposed communication system for the high-frequency anal-
ysis of two concurrent transmitters

4.1 INTERFERENCE BETWEEN NON-COHERENT WAVES

Independent radio transmitters, even when tightly synchronized,
are sources of non-coherent waves: their phase difference is not
constant over time. This is due to several unavoidable causes:

A. The carrier in different radio transmitters is generated by
different local oscillators, which never have exactly the same
frequency, due to its finite accuracy, measured in parts per
million (ppm).

B. Independent local oscillators are not synchronized, so they
never transmit with a fixed phase relationship.

c. Radio waves coming from different transmitters travel dif-
ferent paths to the receiver, which further results in non-
constant (random) phase differences.

All these effects create a fading multipath-like environment that
distorts the communication and greatly increases the BER. There
are, however, important differences between the effect of multi-
path receptions and CT:

A. In multipath, all the interfering waves are generated by the
same oscillator, so they have the same frequency. In CT fre-
quencies are slightly different, what creates a periodical am-
plitude distortion.
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B. In multipath, phase relationship between the interfering
waves can be explained by analyzing differences in path
lengths and reflections. In CT phase relationship is mostly
random, due to different unsynchronized and independent
incoherent oscillators generating the transmissions.

c. In CT the different times of arrival of the concurrent signals
are not only due to different propagation times, but also
due to temporal misalignments (synchronization errors) be-
tween the concurrent transmitters, which can be potentially
much higher, even if the transmitters are closely located.

D. In CT, the path that the different signals take to arrive at the
receiver, and the channel distortion and attenuation they
suffer, can be very different, and depends on the position-
ing of the different transmitters relative to the position of
the receiver. Consequently, there can be big energy (and
distortion) dissimilarities between the concurrent signals.

As a result, it is of great interest to analyze the effect of CT in the
BER, since a unique phenomenon appears: the beating effect.

4.2 IMPACT OF FREQUENCY DEVIATIONS: BEATS

Beats are known as the interference pattern between two sounds
of slightly different frequencies, perceived as a periodic variation
in volume whose rate is the difference of the two frequencies.
When two waves of similar frequency interfere, there is an al-
ternating temporal pattern of constructive and destructive inter-
ference, resulting in the characteristic effect. However, it is not
exclusive of sound waves, the same effect appears when electro-
magnetic waves interfere.

Beats are the dominating phenomena in CT, since the frequency
of the interfering waves is slightly different due to small inaccu-
racies in the local oscillators (Fig. 4.2):

fa = fo=f (4.1)
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Figure 4.2: Interference between two signals with slightly different fre-
quency: beats (SIR = 0 dB)

fbeat = |fcl _fc2| (4-2)

cos(27fe1t) + cos(27 fat) = 2 cos (27tfd—£fczt> cos <27be2€”t t)

(4-3)

As seen in Eq. 4.3, the effect is a wave whose amplitude is
modulated with a lower frequency cosine term, known as the
envelope. A phase discontinuity of 7t radians is observed at the
zero-crosses of the envelope. As we are considering antipodal
phase modulations, like BPSK or QPSK, the phase jump makes it
challenging to reliably detect the phase of the incoming wave;
particularly for coherent detectors that try to recover the origi-
nal carrier during the preamble and lock to it for the rest of the
transmission. When both transmissions have the same energy, the
phase discontinuity provokes a phase jump during half of the
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beating period. The consequence is that half of the time the bit is
wrongly decoded, even without external noise:

BERs1r=0dB,BPsK = 0.5 (4.4)

To analyze the effect we assume that, in real-world scenarios,
both signals never arrive at the receiver with exactly the same
power. To evaluate the impact of concurrent modulated carriers
in the receiver performance, we introduce the concept of Signal-
to-Interference Ratio (SIR) [57], the ratio between the power of the
reference signal and the N interfering signals:

AZ

SIR = —— (4.5)
N
i=2 Alz

As said in Chapter 3, assuming small temporal displacements
(At < Ts), most receivers are able to improve their performance
by synchronizing with the strongest signal, so for the case of two
concurrent transmitters, we can assume that SIR > 0, what for
BPSK can be expressed as:

n(t) = Aycos@rfat+ m(1—n(t)); ne 0,1} (46)

va(t) = Azcos(2fuat — M) + (1 —n(1)); n € {0,1} (47)

Al
SIR) Transmitters = F >0 (4.8)
2
As seen in Fig. 4.3 and Fig. 4.4, as the SIR is increased the phase
distortion decreases and the demodulation becomes feasible.
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4.3 POWER AND TEMPORAL DIFFERENCES IN PHASE MODU-
LATIONS

To analyze the effect of this distortion, we perform Monte Carlo
simulations with MATLAB, including the beating effect (Section
A.1) for different noise levels (E, / Np) and different levels of inter-
ference (SIR). A pair of square-root-raised-cosine matched digital
filters with B = 0.25 are included in the simulation, as in Chap-
ter 3, to limit the transmission bandwidth, smoothing the signals.
Further details about the BPSK CT-baseband model are given in
Appendix A.

We define the energy per bit to noise power spectral density
ratio (E,/N,), as the ratio between the energy of one of the domi-
nant transmitter and the noise. Assuming A referenced to a unit
resistor, Ej,/ Nycan be defined as:

= Ts (4-9)

The theoretical BER that we will use, as a reference, is given by
the following expression [48]:

|2E
BER Transmitter BPsk = Q ( Z\f()b> (4.10)

It is the same expression as the one used for the antipodal
baseband system in the previous chapter (Eq. 3.3). The simula-
tions are performed with BPSK, but the results can be extended
to QPSK, OQPSK and coherently detected MSK, since they have sim-
ilar constellations and, therefore, similar performance in AWGN
channels.

The results of Fig. 4.5 and Fig. 4.6 are obtained. Not only no
gain is experienced because of the existence of CT, but, on the con-
trary, the interference is extremely destructive, particularly for
this type of modulation, where the information is codified in the



4.3 POWER AND TEMPORAL DIFFERENCES IN PHASE MODULATIONS

phase of the wave and coherently demodulated. Only for SIR lev-
els greater than 20 dB the communication performance resembles
that of only one transmitter.

Several considerations must be taken into account:

A. Differently from the ideal baseband scenario, described in
Chapter 3, at the frequency of the carrier and with phase
modulations, the time displacement, At, between the con-
current signals loses relevance; since small differences in
frequency and transmission paths greatly distort the phase
of the received signal, rendering any synchronization at-
tempt ineffective.

B. As intuitively expected, when the SIR equals o dB, BER is
0.5 (Eq. 4.4), as we receive two signal with the same power,
which have a completely random phase relationship, that
even changes over the time due to the beating effect. Bit
information is completely destroyed by the alternating pos-
itive and negative cycles of the envelope, they introduce
time varying phase ambiguity.

c. Demodulation of every bit is considered independent, apart
from the low Intersymbol Interference (iSI) introduced by
the raised-cosine pulse shaping. In a real demodulation sys-
tem, bits are transmitted within the context of a packet.
Techniques, such as as using a well-known preamble, fur-
ther help resolving phase ambiguity. This is particularly
true with channel coding, such as Direct Sequence Spread
Spectrum (DSSS), able to effectively decrease interference
due to CT [57].

D. At every zero cross of the envelope, which happens at a
rate equal to the beating frequency, a phase inversion takes
place if the SIR is close to zero. As we will see in Section
5.3, SIR tends to zero in the presence of multiple concurrent
transmitters. Mechanisms able to cope with these bit inver-
sions, while a packet is being received (like midambles), are
needed to effectively demodulate the signal. Since normally
a packet reception spans several beating periods, an unique
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Figure 4.3: Interference between two signals with slightly different fre-
quency: beats (SIR = 3 dB)

phase estimation during the preamble is not enough, and
will not hold during the reception of the packet.

4.4 MULTIPLE CARRIERS INTERFERING: SCALABILITY ISSUES

Based on the MATLAB simulation performed in Section 4.2, a
threshold to reasonably limit the losses caused by two CT in
coherently-detected antipodal phase modulations can be estab-
lished as:

SIRMmin Bpsk = 20dB (4.11)

Using the Friis Transmission Equation, we can derive the max-
imum allowed density of transmitters:

Pr A2
ITT = GrGRr <47Td) (4.12)
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Figure 4.5: BER for two concurrent transmitters with different noise lev-
els and SIR (BPSK, I)
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where:

® Pr Pr: powers at the receiving and transmitting sides, re-
spectively.

¢ Gg,Gr: gains of the receiving and transmitting antennas, re-
spectively.

* A: wavelength.

e d: distance between the transmitting and receiving anten-
nas.

Applying Eq. 4.12 for the situation of two concurrent transmitters
and assuming that:

A. Antennas are in far field and unobstructed free space.

B. Bandwidth is narrow enough so that a single wavelength
can be assumed.

c. Antennas are correctly aligned and polarized.
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D. Gains of the concurrent transmitting antennas are equal
(Gr1 = Gr2 = G7).

E. Transmission power of the concurrent transmitters is the
same (Prqy = Prp = Pr).

We can then calculate the relationship between distances d; and
dz:

Pri A2

by GrGr (477011) (4.13)

Pry A2

Y GrGg <4n d2> (4.14)
where:

* dy: distance between the first transmitting antenna and the
receiver.

* dy: distance between the second transmitting antenna and
the receiver.
Dividing Eq. 4.13 and Eq. 4.14, and imposing condition of Eq.
4.11, we obtain:

R (012)2 (4.15)

Pga dq

10log (PR1> = 20log <dz) > 20dB (4.16)
Pro dq

The second transmitter must be, approximately, ten times fur-
ther than the first, dominant, transmitter:

dy > 10d, (4.17)
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This result is a proof of the poor performance of CT with sim-
ple coherently-detected phase modulation systems. Packet recep-
tion is only possible if there exists a dominant signal, stronger
than the sum of the other simultaneous transmissions. In case
there are more than two transmitters, d, can be seen as the dis-
tance from the receiver to a transmitters that would be received
with the same power as the sum of all the CT that compete with
the strongest one. The need for single predominant transmissions
completely breaks system scalability, rendering the use of CT in-
effective in real scenarios with flexible topologies.

Losses may be mitigated introducing some degree of smart
power control, increasing energy diversity; but performance, in
general, is expected to be poor in phase-modulated communica-
tion systems, using CT with coherent detectors; since the trans-
mission is very distorted due to the beating effect. With these
conditions, coherent detection using carrier recovery techniques
is ineffective, since the signal at the receiver no longer has a fixed
phase and frequency that can be recovered to efficiently demod-
ulate the transmission, at least without further information, such
as fixed patterns within the packet (like a preamble).

4.5 CONCLUSIONS ON THE CARRIER EFFECT

After the optimistic results of the baseband analysis of Chapter
3, where the problem was reduced to a feasible synchronization
matter, in this chapter we demonstrate that CT do not work as
expected in real (carrier-based) communication systems.

The following conclusions can be remarked:

A. CT appear as a very harmful interference (much more than
uncorrelated AWGN) for coherently-detected phase modula-
tions, due to the strong phase distortion caused by the beat-
ing effect. An attempt to synchronize the concurrent trans-
mitters to constructively interference would fail at practi-
cal frequencies, since the short wavelength of the carrier
would require an extremely accurate clock (in the order of
hundredths of nanoseconds for gigahertz communications).
Furthermore, different propagation times and paths from
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the transmitters to the receivers would also need to be com-
pensated, rendering the effort impractical, if even achiev-
able.

. CT in coherently-detected phase-modulated communication
systems only work for low-density networks, where a dom-
inant transmission can be detected by every receiver, and
does not scale. Power control techniques can improve the
situation, but not greatly without complicating the proto-
col, removing the main advantage of using CT over routing
mechanisms: simplicity.

. Receiver features have a critical impact, being automatic
gain control and dynamic frequency offset compensation
during receptions of great importance for CT to work; ide-
ally carrier recovery systems should be able to deal with
quickly oscillating amplitudes and frequencies (due to the
beating effect). As a rule of thumb, receivers performing
well in multipath conditions are good candidates for CT-
based communication systems. Also, proper channel equal-
ization, as in multipath environments, can mitigate the dis-
tortion.

. Differential Phase-Shift Keying (DPSK), used in conjunction
with non-coherent detection, is a better alternative if phase
modulation is a requirement. Since the received signal is a
superposition of multiple sinusoidal waves, each of differ-
ent amplitude and phase, phase discontinuities are, ideally,
only observed in instants multiple of the sample period;
assuming that all concurrent transmitters are well synchro-
nized. A simple, non-coherent detector, can use these dis-
continuities to identify the boundaries of the symbol peri-
ods, and use the previous symbol as a template to distin-
guish between different bits. In this case, since we do not
have to recover the carrier in the receiver, the main distor-
tion is in the amplitude of the wave. However, the perfor-
mance is still poor, and further channel coding and recovery
techniques, such as DSSS paired with soft-decision decoding
are still needed to limit the packet error rate [38]. Further-
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more, additional phase discontinuities may appear at the
zero crosses of the envelope, complicating the synchroniza-
tion with the symbol period and periodically inverting the
phase references for the bits.

The analysis helps us to realize the non-coherent nature of CT-
based communication systems and one important insight: non-
coherent receivers are the natural choice. Furthermore, since the
beating effect greatly distorts the phase and amplitude of the
received wave, frequency modulations are the way to go.

To overcome these heavy limitations, we need to introduce dif-
ferent modulation techniques. In Chapter 5, we will focus on CT-
friendly modulation techniques: those in which the information
is codified in the frequency of the carrier, particularly when de-
modulated with simple energy detectors. We will analyze how
non-coherent receivers, like FSK with envelope detection, can cope
with CT more efficiently than simple coherent phase modulations.



UNDERSTANDING CONCURRENT
TRANSMISSIONS: CAPTURE AREA

In the previous chapter, we explained how introducing the wave
interference effects that happen when concurrent carriers inter-
fere can dramatically affect the performance, degrading the BER
results from those obtained in baseband. The main difference is
the beating effect, appearing as an alternating pattern of construc-
tive and destructive interference. Under these circumstances, co-
herent modulations might fail to effectively recover a precise local
carrier, needed to decode the transmitted bitstream.

Real receivers use expected patterns to solve phase ambigu-
ity, but normally only during the reception of the packet pream-
ble. Phase discontinuities can further appear in the middle of a
symbol reception, due to the arrival of a stronger transmission,
while synchronized with a weaker one, or due to the beating ef-
fect when all the transmitters are received with similar energy
(SIR =~ 0 dB), what happens when there are a lost of concurrent
transmitters (Section 5.3). The ability to cope with the beating
period, and the periodic phase jumps it might cause, is key.

Even when modern coherent receivers may work relatively well
in the presence of CT, we are not using their advantages, since
they are working in a harsh environment that they were not
designed for. A more efficient alternative is using simpler, non-
coherent receivers and, even, energy-efficient frequency modu-
lations. Amplitude and phase properties are not well preserved
when multiple waves, with slightly different properties, simul-
taneously interact and arrive at the receiver. Frequency has a
more robust behavior, particularly if the demodulation is based
on simple band-pass filtering and envelope detection, which of-
fers some tolerance to frequency deviations and simply compares
measured energy in orthogonal frequency bands. One example is
the non-coherent Binary Frequency-Shift Keying (BFSK) receiver

(Fig. 5.1).
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Figure 5.1: Non-coherent BFSK receiver

Firstly, we introduce the BFSK model that we will use through-
out the chapter (Section 5.1). Then, the performance of the modu-
lation is evaluated with two concurrent transmitters (Section 5.2),
as done in previous chapters. The important concept of capture
area is presented in Section 5.3, and calculated for typical mod-
ulations. Finally, a comprehensive scalability analysis is given in
Section 5.4.

5.1 SURVIVING THE BEATING EFFECT WITH FREQUENCY MOD-
ULATIONS

First of all, as we did for BPSK in Chapter 4, we define two con-
current BFSK transmitters, with a relative temporal displacement,
At, different amplitudes, A1 and Ay, and slightly different carrier
frequencies, f.jand f.p, sending an antipodal bitstream, n, with
the following equations:

y1(t) = Arcos2re(fa +n(Af))t); n € {=1,+1}  (5.1)

ya(t) = Apcos(27t(foo + n(Af))(t — At)); n € {—1,+1} (5.2)

fa = fo = fc (5-3)

Afi = Afa = Af (5-4)
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fbeat = |fc1 - ch‘ (5-5)

AZ
>0 (5.6)

1
SIR) Transmitters = 2 =
AZ

For illustrative purposes, we choose the following parameters,
being Ts the symbol (bit) period:

1
foeat = m (5-7)
1
Af = Te (5.8)

And the modulation index, h, is defined as:

h=2AfTs =1 (59)

This is the minimum modulation index for non-coherent or-
thogonal detection [52].

We see the differences between the signal of only one transmit-
ter (Fig. 5.2) and the resultant beating waveform from the inter-
ference of two concurrent transmitters (Fig. 5.3). As a first insight,
we observe how the resultant distortion affects mostly to the am-
plitude and phase of the wave, leaving the frequency differences
(due to the bit modulation) still visible. As we will see in the fol-
lowing sections, this translates to a much better performance of
non-coherent BFSK over coherent BPSK, since the bit information
is better preserved in the presence of CT.

As demodulator, we use a simple non-coherent energy detector,
since it provides some advantages over coherent operation; par-
ticularly, there are no requirements for accurate phase recovery in
the receiver, what can be tricky due to the beating waveform, and
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adds complexity to the whole system. Furthermore, the main ad-
vantage of coherent detection (better AWGN rejection) is already
provided by the usage of CT, since the noise is effectively removed
when multiple transmissions combine their energy (Section 5.4).

The theoretical BER that we will use, as a reference, is given by
the following expression (non-coherent detection of orthogonal
BFSK [48]):

1 Ep
BER1 Transmitter BESK = 2 exp <_2M)) (5.10)

It is the expected performance of non-coherent orthogonal BFSK
detection in the presence of AWGN noise. In the following sections,
we will evaluate how CT degrade this performance.

5.2 POWER AND TEMPORAL DIFFERENCES IN FREQUENCY MOD-
ULATIONS

First of all, we analyze how two perfectly synchronized (At =
0) concurrent transmitters perform in AWGN channels, in com-
parison to one transmitter (Eq. 5.10), by varying their relative
power levels (SIR). The temporal waveforms can be seen in Fig.
5.3 (SIR = 0 dB), Fig. 5.4 (SIR = 3 dB) and Fig. 5.5 (SIR =
10 dB). Except from the amplitude distortion, which makes the
signal more sensitive to noise, frequency properties are mostly
preserved.

As we did in previous chapters, to quantitatively analyze the
effect of the distortion, we perform Monte Carlo simulations with
MATLAB, including the beating effect (Section A.2) for different
noise levels (E,/Np) and SIRs. Further details about the BFSK CT-
baseband model are given in Appendix A. The results are pre-
sented in Fig. 5.6 and Fig. 5.7. Only for SIR = 20 dB, we appreci-
ate the characteristic waterfall-like curve of the BER vs E;, /Ny, be-
ing the error reduction much flatter for lower SIR, as is the case in
communication systems suffering from related effects, like mul-
tipath channel fading (Section 2.2). In Section A.2 and Fig. A.7,
the same BER curve is analytically obtained for the most simple



48 UNDERSTANDING CONCURRENT TRANSMISSIONS: CAPTURE AREA

LS Two Concurrent BFSK Signals

--—-—-Baseband Signal

2 | . .
0 T, 2TS 3T 4TS

‘ #(s)

Figure 5.4: Interference between two BFSK signals with slightly different
frequencies: beats (SIR = 3 dB, At = 0)

case (At = 0 and SIR = 0 dB), validating the accuracy of the
performed simulations.

It is interesting to remark that, while in the coherent BPSK sys-
tem of Section 4.2 the BER always decreases when increasing the
SIR; now, with non-coherent BFSK, we can differentiate between
two regions:

A. Roughly in the region 0 dB < SIR < 8 dB, the BER increases
when increasing the SIR.

B. For SIR > 8 dB, the BER starts decreasing again, and con-
verges to the BER value for only one transmitter:

1 E
BERZTransmitters BFSK(SIR — oo) = EeXP (_zb]f]zK) (5-11)

It is important to remember that E; / Ny is calculated referenced
the energy of only one (the dominant) transmitter. Assuming A4
referenced to a unit resistor, E,/N,for our BFSK system can be
defined as:
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No 2Ny
Thus, with this definition, adding the energy of the second

transmitter (proportional to A ), a gain in the performance against
noise can be expected in some conditions: when the positive ef-
fect of constructive interference surpasses, in average, the distor-
tion of destructive interference. To further analyze the effect, we
plot the results of multiple simulations for multiple (SIR, E;/ Np)
pairs, obtaining the Fig. 5.8, defining the Gain as the ratio between
the energy of the dominant transmission to the energy of a single
transmitter with the same BER performance (using Eq. 5.10):

E Ap)?
b BFSK ( 1) TS (5.12)

Gain — -2 ll’l(ZBERQ Transmitters BFSK) (5.13)

Ep rsk

The following conclusions are obtained (Fig. 5.8):

A. Only for a SIR close to o dB, and noisy receptions (E; /Ny <
3dB), a gain in the performance (peaking around 3 dB) is
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observed using two concurrent transmitters instead of one
(red region in Fig. 5.8).

B. In general, a decreased performance is experienced (blue
area in Fig. 5.8), reaching losses of about 6 dB in low-noise
scenarios.

With SIR = 0dB, we are spending 3 dB more energy by sending
with two transmitters. A constant gain of 3 dB would be desir-
able, to be energy efficient and equal the performance of a single
transmitter sending with double the energy. But this is only the
case in the high-noise region.

It is useful to define the energy efficiency of CT as (Figure 5.11):

Gain Gain

Efficiency = E = (5.14)
by (2)] (Ap)?

T+ Epor 1t @y

An efficiency of 100% means that the BER of the two CT is equal
to that of a single transmitter sending with the same energy. It
happens when the higher BER during destructive interference pe-
riods is compensated by the lower BER during constructive inter-
ference periods. Efficiencies higher than 100% can be observed
in some channel models, since during the constructive interfer-
ence phases the received signal achieves highly energetic periods
(twice as energetic as sending with only one transmitter with
double the energy).

But this is not the case for the assumed AWGN channel in the
simulated range. Only for low SIR and high noise, or high SIR
(which becomes close to sending with only one transmitter), the
energy efficiency is similar to sending with only one transmit-
ter with equal combined energy (efficiency close to 100%). This
might give the impression that CT-based protocols are not energy
efficient, and it is true for two (or a low) number of transmitters;
neglecting other diversity effects (like spatial diversity). Never-
theless, when using a higher number of transmitters, CT unlock
their potential, and higher efficiencies are actually observed in
very noisy scenarios. This is particularly true when power limi-
tations of individual transmitters (due to regulations and design
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Figure 5.8: Gain for two concurrent transmitters (compared to one trans-
mitter) with different noise levels and SIR (non-coherent
BFSK, At = 0)

constraints) make it infeasible to equal the combined energy of
multiple CT with only one node, and the noise is too strong to
effectively communicate with the energy of a single transmitter.
Furthermore, the usage of CT not only brings energy efficiency,
but also simple latency-optimal mesh network protocols, as dis-
cussed in Part iii. A further analysis about the energy efficiency,
with a higher number of concurrent transmitters is performed in
Section .8.4

Now, we will show how temporal displacements, At, further af-
fect the BER. Fixing the relative power of both transmitters (SIR =
20 dB), we gradually desynchronize them, and repeat the MAT-
LAB simulations, obtaining the results of Fig. 5.10 and Fig. 5.11.
As expected, as the displacement becomes closer to the symbol
period, Ts, the BER greatly increases due to the temporal overlap
of different symbols.

Both power and temporal differences greatly affect and deter-
mine the performance of the communication system in the pres-
ence of CT. To analyze the combined effect of both variables (At
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and SIR), we introduce in the next section the concept of capture
area.

5.3 COMBINING TEMPORAL AND POWER EFFECTS: CAPTURE
AREA

We still require a tool to easily visualize if CT can be used in a
particular communication system, with a defined modulation. To
fill this gap, we introduce the concept of capture area, defined as:

the BER obtained as a result of the interference between two concur-
rent transmitters, in the absence of noise, in the two-dimensional region
defined by —3 dB < SIR <3 dBand 0 < At < 0.5Ts.

We will use the capture area, as a figure of merit, to character-
ize the performance of communication systems in the presence
of CT. The negative SIR region is understood as the error rate that
the demodulator would experience in the theoretical case it syn-
chronizes with the weakest signal.
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We calculate the capture area for different modulations, using
MATLAB simulations and their CT-baseband equivalent model
(Appendix A). Varying both the time displacement, At, and the
SIR, we obtain three-dimensional figures, represented here as two-
dimensional gray-scale pictures, for simplicity:

A. Baseband with rectangular pulses (Fig. 5.12). In the ideal base-
band scenario (Section 3.1), we can see how for every SIR >
0 dB, the BER is o, as expected; since the demodulator is
synchronized with the strongest signal and the interference
introduced by the second transmitter is not enough to pro-
duce a bit inversion. For SIR < 0 dB, the demodulator
is synchronized with the weakest signal, and poor perfor-
mance is observed if the time displacement is big enough
(At > 0.5Ts). Inside the capture area, the error is zero.

B. Baseband with pulse shaping (Fig. 5.13). With pulse shaping
(Section 3.2) the results are very similar to those in the pre-
vious case, but the regions appear smoothly, with the hard
transitions removed. The error performance is still optimal
(zero) inside the defined capture area.

c. Coherently-detected BPSK, QPSK, OQPSK or MSK with pulse shap-
ing (Fig. 5.14). For the BPSK system of Section 4.2, the de-
modulator is not able to properly recover the phase of the
incoming carrier and demodulate the transmission in the
presence of strong beating. The BER is practically maximum
(0.5, random behavior) until the beating effect is minimized
increasing the SIR. The BER does not depend on the time dis-
placement, since the simultaneous transmission appears as
noise, and has a random phase relationship with the refer-
ence signal, as both transmitters feature non-coherent oscil-
lators. The error performance is extremely poor (0.5 error
rate) inside the capture area. This case shows a situation in
which CT are not working, and how the capture area is able
to identify it.

D. Non-coherently detected BFSK with rectangular pulses (Fig. 5.15).
For the BFSK system of Section 5.1 (rectangular pulses), fea-
turing non-coherent detection, the results are similar to those
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Figure 5.12: Interference between two signals in baseband with rectan-
gular pulses (capture area inside the red rectangle)

obtained in baseband, but with wider error lobes. Hard
transitions are observed, since no pulse shaping is consid-
ered. In the capture area, the error is again zero, since the
amplitude distortion of the beating effect is not able to pro-
voke a frequency shifting and invert the bit decision, as is
the case with amplitude ad phase the modulations. This is
a proof of the natural robustness of frequency modulations
in the presence of CT.

A further analysis of the capture area and a summary of the re-
sults are presented in Section 8.1.

Although the capture area is derived from the simulation re-
sults with only two transmitters, it can be used to obtain the
expected outcome with multiple concurrent transmitters:

if the BER is zero or close to zero inside the capture area, the commu-
nication system has a good performance (scales greatly) in the presence
of multiple concurrent transmitters, assuming the time displacement
is below half the symbol period; if the BER is not close to zero inside
the capture area, the system is not a good candidate for the usage of
CT-techniques (scales poorly).

This can be explained in the following manner:
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Figure 5.15: Interference between two non-coherently detected BFSK sig-

nals with rectangular pulses (capture area inside the red
rectangle)

A. In a system with a lot of concurrent transmitters, the re-

ceiver will tend to operate in a region around SIR = 0 dB.
When there are a large number of CT, it is no longer possible
to distinguish between the energy of the main transmission
and the interfering energy, since we can no longer define a
dominant signal. Deep energy depressions and fluctuations
are to be expected:

SIR=0dB forlarge N (5.15)

This is why the capture area is defined in —3 dB < SIR <
3 dB: a dense CT-based system tends to operate in this re-
gion, characterized for a strong amplitude beating. Since
we are mainly interested in dense networks, receivers must
behave well under these conditions.

. The condition of 0 < At < 0.5Ts was obtained in Chapter

3, as a feasible threshold that our system should comply
with in order to actually operate in a CT-mode, rightly syn-
chronized, as opposed to a random-access collision-based
mode, in which different bits from different transmitters
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5.4 SCALABILITY ANALYSIS BASED ON THE CAPTURE AREA

overlap in the air, destroying the information due to the ISL
In the following section we will analyze how the maximum
time displacement condition limits the maximum number
of concurrent transmitters.

. For At > Ts, the situation is similar to that of two indepen-

dent bitstreams (different packets) colliding in the air. As
it can be seen, in BFSK (Fig. 5.15) the error is low as long
as the packet of interest is stronger (SIR > 0 dB, in practi-
cal scenarios with pulse shaping and noise about 3 dB is a
more realistic threshold [37]). This result also demonstrates
the applicability of the well-known classical (non CT-based)
capture effect in frequency modulations (Section 2.2). We also
show that the classical capture effect does not work in phase
modulations, since the performance is still extremely poor
in the region At > Ts (Fig. 5.14).

SCALABILITY ANALYSIS BASED ON THE CAPTURE AREA

The capture area gives us a useful tool to decide if the communi-
cation system works (is scalable) in the presence of CT.
Two conditions must be satisfied:

A. BER must be close to zero inside the capture area for CT-based sys-

tems to scale. This condition is determined by the working
principle of the modulator and demodulator systems (e.g.
coherent vs. non-coherent detection, phase-modulation vs.
frequency-modulation, etc.). In our Figures, it means that
the capture area must be completely white (error-free in
the absence of noise), what only happens in the baseband
cases (Figures 5.12 and 5.13), and in the non-coherently de-
tected BFSK (Figure 5.15). CT is not working (BER is too high
to be considered of practical use) for the analyzed phase
modulation (Figure 5.14).

. The equivalent temporal displacement, Ate,, must be below half

the symbol period, Ts/2. While the previous condition was
mainly fixed by the chosen modulation scheme, and the an-
alytical inspection of the capture area; in this case the actual
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implementation of the communication system has a heavy
impact. As discussed in Section 3.4, a statistical analysis,
considering that the pairwise temporal displacements fol-
low a normal distribution with standard deviation, ¢, leads
to the following condition regarding the maximum number
of concurrent transmitters, Ny;qx (Figure 5.16):

T 2
Nmax = (6;) (5-16)

The standard deviation, a property determined by the dif-
ferent hardware and software delays of the transmitters,
ultimately defines how dense a CT-based network can be.
It addresses the importance of techniques like clock offset
compensation and fine tuning of the number of executed in-
structions in every node [8], as we will see in real protocols
in Part iii.

The following consideration is remarked:

the BER of a CT-based system with multiple transmitters resembles

the BER inside the capture area, given a large enough number of con-

current transmitters (so that the SIR tends to zero and the noise can be

neglected); but not too large to keep the equivalent temporal displace-

ment below half the symbol period:

2 < Ncapture Area < Nimax (5.17)

And this imposes a condition in the standard deviation (tem-
poral jitter) of the individual transmitters:

Ts

<K ov2 (5.18)
When designing a CT-based system, not only suitable modu-
lations and channel coding schemes must be chosen, but also a
mechanism to keep the concurrent transmitters tightly synchro-
nized must be provided. If digital clocks in the transmitters are
not accurate or stable enough to satisfy the requirements, or the
network protocol cannot provide the required synchronization,

lower symbol rates can be used to ease the condition.
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Figure 5.16: Maximum number of concurrent transmitters in CT-based
systems (imposing At < Tg/2)

5.5 CONCLUSIONS ON THE PERFORMANCE OF FREQUENCY

MODULATIONS

The main conclusions obtained after the analysis of CT with fre-
quency modulations are the following;:

A. Non-coherent detection is a better choice. The beating effect
greatly distorts the amplitude and phase of the resultant
combined transmission due to the non-coherent addition of
different waves with slightly different frequencies and ran-
dom phase relationships. The natural choice for demodulat-
ing beating waves is a non-coherent receiver, given the diffi-
culty of relying on a local carrier recovery system when the
properties of the incoming wave are quickly changing (beat-
ing). Coherent detection might perform relatively well with
modern, agile and robust carrier recovery systems, paired
with channel coding techniques, such as DsSS, able to more
reliably perform the demodulation in the presence of beat-
ing. Nevertheless, the extra cost and complexity of depend-
able coherent systems are not required with CT.
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B. Frequency modulations are more reliable. While information
codified in the amplitude and/or phase can be tricky to re-
cover in the presence of CT, a simple energy detector tuned
to two orthogonal frequencies is perfectly capable of reli-
ably demodulate a multitude of concurrent signals, given
the equivalent time displacement is smaller than Ts5/2 (to
limit the ISI).

c. Great noise rejection. Dense CT-based systems tend to mini-
mize the effect of AWGN noise, since CT use multiple paths
(great diversity) and are combined at the receiver resulting
in a highly energetic field. The main loss mechanism is then
the internal interference due to the simultaneous transmis-
sions, caused by the destructive interference periods and
the 1SI due to the temporal misalignments; the effect of the
noise is minimized. This is also the reason why the capture
area is defined to be obtained without introducing AWGN
noise in the simulations, since external interference can be
neglected given a large enough number of concurrent trans-
mitters. The cost of noise rejection is the energy used by all
the simultaneous transmissions. This feature greatly com-
pensates the classical main disadvantage of non-coherent
systems (worse performance in AWGN channels).

Inexpensive and non-coherent FSK energy detectors perform opti-
mally (great noise rejection and scalability) with CT-based flood-
ing protocols; eliminating the need for complex coherent commu-
nication systems, which in this scenario can be counterproduc-
tive. All the energy used in the redundant transmissions pays
off due to the great simplicity of the system, particularly in ex-
tremely harsh and noisy environments. The complexity is moved
from the modulator/demodulator system to the task of synchro-
nizing all the transmitters to relay the same information (bit-
stream) within the temporal limits in which CT work (At < Ts/2).
In Part iii we will analyze real protocols that use CT, evaluating
how they solve the synchronization problem.



Part III

EXPERIMENTAL RESULTS AND
VALIDATION

Up to know, we have discussed through theoretical

results and simulations how CT, given the right condi-
tions, constitute a powerful mechanism to deploy sim-
ple and reliable wireless communication links. Now,

we want to validate our results by implementing CT

in real-world applications. We present two award win-
ning protocols: RedFixHop and BigBangBus. Both have
been successfully tested in challenging scenarios, with

mesh networks of arbitrary topology and high inter-
ference. RedFixHop is designed to work in one-to-all

scenarios, achieving optimal CT by using hardware

ACKs; while BigBangBus is an extremely robust, multi-
source, many-to-all protocol.






REDFIXHOP: RELIABLE ULTRA-LOW LATENCY
NETWORK FLOODING

RedFixHop [36][21][19][20][22], a CT-based flooding mechanism,
is proposed to achieve highly reliable source-to-sink communi-
cation of very short critical packets within a WSN working in
harsh environments. RedFixHop’s main innovation is the usage
of hardware-generated ACKs to propagate the message within
the network, without requiring the involvement of the main mi-
crocontroller; achieving optimal synchronization, which means
greater scalability and easier application programming than cur-
rent CT-based protocols like Glossy [36] [26]. Acknowledgment
(ACK)s are used in a clever and innovative way, to further propa-
gate the packet using flooding and CT techniques, instead of their
original purpose (provide confirmation of the packet reception).
As discussed in Part ii, CT are successful only if the senders syn-
chronize their packet transmissions with sub-microsecond preci-
sion. In order to achieve the required synchronization accuracy,
packet retransmissions at the relay nodes are triggered by using
hardware ACKs. To further increase packet reception probability,
channel diversity is exploited using a predefined hopping se-
quence. Protocol performance is experimentally evaluated by im-
plementing it using CT-friendly IEEE 802.15.4 radio transceivers.

6.1 INTRODUCTION

The exploitation of CT in WSNs has already been demonstrated,
for instance in Glossy [26], Splash [15], Sparkle [62] and Disco
[53]. However, CT only work (packet is not broken and can be re-
covered) if the senders synchronize their transmissions with sub-
microsecond precision. In these protocols, the synchronization is
achieved by finely tuning the retransmissions, adjusting the soft-
ware running in the main microcontroller at the instruction level.
For example, with an IEEE 802.15.4 radio working at 2.4 GHz, the
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maximum tolerable temporal displacement of concurrent packet
transmissions is 0.5 us [26].

To improve the synchronization, in RedFixHop the simultane-
ous packet transmissions at the relay nodes are triggered using
the hardware ACKs of the radio transceiver; the microcontroller is
thus bypassed. Hardware ACKs are transmissions triggered au-
tonomously by the radio transceiver. To achieve this behavior
with commercial components, transceivers with automatic ACK
feature are used. Automatic ACKs are used to disseminate the
packet, since they are normally generated after a deterministic
and highly-accurate delay, following the reception of the last sym-
bol of the previously received packet. Hardware ACKs are usu-
ally implemented in IEEE 802.15.4 radio transceivers [32] and
controlled autonomously by the radio, without interference from
the firmware running in the microcontroller. This avoids hard-to-
predict firmware delays and jitter that occur in software-initiated
transmissions. With a great stability and robustness against hard-
ware and firmware variabilities, RedFixHop’s CT work in an ex-
tremely reliable and scalable way.

Using an ACK-based flooding mechanism, instead of dynamic
routing, allows the transmission of data packets with optimal la-
tency and minimum complexity, since no previous knowledge of
the network state is required and no communication overhead
is introduced for route discovery. Combining flooding with a
synchronous radio duty-cycling mechanism based on periodic
active bursts, as shown in Fig. 6.1, energy consumption is also
optimized [17] [47].

As the ACKs are used for flooding, the message reception con-
firmation service is lost. Instead, to increase reliability, packet re-
transmissions based on time redundancy and frequency diversity
(multiple packet repetitions in different channels) are exploited.
Since the wireless channel properties are time- and frequency-
dependent, retransmissions on different channels increase the re-
ception probability [55]. However, diversity is also problematic,
because energy consumption is increased with redundant retrans-
missions. The required degree of redundancy (repetitions and
channels) must be estimated for a given scenario, based on prob-
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Figure 6.1: Synchronous radio duty-cycling mechanism (RedFixHop)

abilistic channel models, the network topology and the results of
experimental tests.

6.2 REDFIXHOP PROTOCOL

This protocol exploits CT-based flooding with simultaneous trans-
missions triggered by hardware ACKs. To increase redundancy
and diversity, every packet is repeated a fixed number of times.
RedFixHop name is derived from this spatial redundancy and
fixed repetition scheme.

The flooding uses synchronous radio duty-cycling based on
periodic active bursts (Fig. 6.1). Only one source-to-sink message
is transmitted in each burst. Between the flooding bursts, the ra-
dio of the nodes can be kept off to save power. The time between
flooding slots is application-dependent, taking into consideration
the existing trade off between latency and energy consumption
[47]. The length of the burst (number of repetitions) is measured
to provide a high probability of packet reception in the sink,
based on its distance from the source (needed hops) and the inter-
ference level (packet losses). The burst mechanism is repeated a
fixed number of times and with a predefined number of software-
initiated hops.

At first, we assume that only one hardware ACK (one layer of
relays) is enough to transmit the information from source to sink,
as shown in Fig. 6.2. In this scenario, the proposed flooding mech-
anism works as follows (Fig. 6.3):

1. Every node is synchronized to turn its radio on at the be-
ginning of the flooding period.

2. The transmission source sends the packet.
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3. All the relays receiving the original packet from the source
transmit it immediately, using hardware ACKs; potentially
interfering constructively or exploiting the capture effect
[56]-

4. Repeat steps two and three until a predefined number of
burst repetitions are reached. This is to increase reliability
and ensure that all the potential receivers in the range of
the source are synchronized and cooperating to generate
the CT.

5. When the repetitions are over, the radios switch off until
the beginning of the next flooding cycle.

Every node in the network gets synchronized after its first packet
reception, since every transmitted packet contains enough infor-
mation, the value of the counter field, to be located inside the
burst period. After a number of bursts (depending on the clock
drift of the microcontrollers) without receiving a packet, the node
goes back to the unsynchronized state and keeps its radio on un-
til a new packet is received.

As mentioned, the accurate time synchronization needed to
achieve nearly-error-free CT is obtained using the automatically
generated hardware ACKs from the radio transceivers. For exam-
ple, IEEE 802.15.4 2.4 GHz radio transceivers implement the au-
tomatic sending of an ACK after 12 symbol periods following the
end of the received frame [32]. This hacking or misuse of the ACKs
creates an important drawback by limiting the maximum payload
of the transmitted packets to 1 byte, including the c¢ + n bits allo-
cated for the counter and hop fields. This is because the informa-
tion must be encoded in the Data Sequence Number field of the
MAC Header (Fig. 6.4). All other fields of the original packet are
not copied in the ACK structure set by the IEEE 802.15.4 standard
[32].

If multiple hops are required to reach the sink from the source,
as shown in Fig. 6.5, the flooding mechanism is done by alternat-
ing rounds of hardwareACKs with rounds of software-initiated
packet transmissions (software ACKs), requested immediately in
the reception interrupt of the hardware ACKs (Fig. 6.6). This mech-
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Figure 6.2: Source-to-sink communication with only one level of inter-
mediate relays

anism is needed because the radio transceiver cannot be mod-
ified to automatically acknowledge a hardware ACK, since the
ACK Req bit is automatically cleared [32].

Using simultaneous hardware ACKs achieves higher synchro-
nization accuracy than using software ACKs [18]. This is because
we must take into account the jitter and delay, ¢, introduced by
the instructions executed in the microcontroller to trigger the
transmission, as shown in Fig. 6.7 and Fig. 6.8.

A channel-hopping scheme, as shown in Fig. 6.9, is proposed to
further increase reliability. Each counter repetition of the protocol
(with or without software ACKs) is repeated on a predetermined
sequence of channels, including a guard interval, ¢, to account
for the time required to perform the channel switching.

Adding frequency diversity by repeating the flooding on differ-
ent channels, we increase the packet reception probability in the
presence of frequency-dependent interference or jamming [55].

63 EXPERIMENTAL RESULTS

RedFixHop is implemented using TelosB motes, each of which
has a TI CC2420 IEEE 802.15.4 radio transceiver and a TI MSP430
microcontroller.

To evaluate the differences between hardware and software
ACKs we use three motes: source, relay and sink. The time be-
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Figure 6.6: RedFixHop (Multi-SW-Hops)
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Figure 6.9: RedFixHop (Multi-Channel)

tween the end of the packet transmission from the source and
the reception in the sink of the packet forwarded by the relay
is measured (ACKs arrival time, f,,4s in Fig. 6.10). After 1,000,000
tests, the results are shown in Table 6.1, and can be approximated
using the normal distribution shown in Fig. 6.11, due to the cen-
tral limit theorem [18].

The jitter, characterized by the standard deviation, is bigger
with the software ACK mechanism, since it requires the partici-
pation of the main microcontroller to send the SPI commands to
the radio transceiver to trigger the transmission [18]. Jitter has
a great impact in the protocol reliability, since it degrades the
CT mechanism in the presence of multiple simultaneous senders
[54].

Compared to other CT-based flooding protocols, like Glossy
(Fig. 6.12), which feature software-triggered transmissions, with
RedFixHop and its hardware-triggered transmissions the maxi-
mum number of concurrent transmitters before the packet breaks
is greatly increased.

Considering a chip period, T¢, of 0.5 us in IEEE 802.15.4 with
DSss [32] [54], from Eq. 3.8:

e \? 05us  \* ,
Nsoftware—ACK < (W> = <6><1673ns) ~ 1 Transmitters
(6.1)
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Figure 6.10: Experimental scenario to test SW and HW ACKSs perfor-
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(6.2)

The hardware ACK rounds are around 50 times more scalable
than the software ACK rounds, which should break if there is not
a single dominant transmitter. This is a worst-case result, since it
neglects the DSss coding gain and the capture effect due to the en-
ergy differences of the multiple transmissions when they arrive at
the receiver. In practical scenarios, CT-based protocols also work
with software-triggered retransmissions in TelosB motes, as we
will see in the next chapter (BigBangBus); but it shows how scala-
bility is roughly increased between ten to fifty times (depending
on the synchronization quality, or jitter, o, of the particular soft-
ware implementation) with respect to state-of-the-art protocols
(from tenths to hundreds of concurrent transmitters [36]), vali-
dating the expected outcome. Furthermore, number of transmis-
sions per node are decreased, since every node is sent to sleep
after transmitting, dramatically decreasing power consumption
(Fig. 6.5). The biggest drawback is the lost of flexibility in the
packet structure and the limited payload, which are the reasons
why in the next chapter we introduce BigBangBus, a CT-based
protocol working exclusively with flexible software-triggered re-
transmissions.
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Mean (us) Standard deviation (ns)

Hardware ACK 545,5 22,5

Software ACK 798,6 167,3

Table 6.1: ACKs arrival time

6.4 CONCLUSIONS

Exploiting hardware ACKs, very small packets of up to eight bits
using commodity IEEE 802.15.4 radio transceivers can be dissem-
inated in a WSN with optimal latency and high reliability, in a
one-to-all or source-to-sink scenario.

RedFixHop’s effectiveness was proven at the Dependability Com-
petition of the EWSN, when it took First Place in 2016 [36] and
Second Place in 2017 [20]. It also won Best Demo at the IEEE
International Conference on Sensing, Communication and Net-
working (IEEE SECON 2016) [21].

In the future, to overcome the payload length and software
ACKs limitations, the protocol can be implemented using radios
with a programmable MAC unit [43], wireless microcontrollers,
flexible FPGAs, or SDRs. In these flexible components, the behavior
can normally be tweaked to allow the coding of longer payloads,
the generation of several rounds of hardware ACKs without al-
ternating them with poorly synchronized software ACKs, and the
inclusion of native channel hopping and security (authenticated
encryption) features. Modern wireless microcontrollers (like the
Nordic nRF52 family) already provide flexible peripherals to au-
tomatically trigger retransmissions (of packets of arbitrary pay-
load) without the intervention of the application microcontroller,
avoiding variable delays due to a different number of executed
instructions in different relay nodes.

With no routing overhead, RedFixHop achieves optimal latency
and reliability, even during dynamic and harsh conditions. Un-
conventional use of commodity IEEE 802.15.4 hardware is shown
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to obtain hardware-triggered CT-based flooding, hacking the ACK
behavior.

To summarize, we demonstrate that flooding protocols based
on CT are a promising, reliable and simple solution for self-healing
multi-hop networks working in harsh environments, particularly
for modulations with CT-friendly channel coding, like the Dsss
used in IEEE 802.15.4 [57].



BIGBANGBUS: DECENTRALIZED ULTRA-LOW
LATENCY NETWORK FLOODING

BigBangBus [23], a wireless bus based on flooding, CT, and the
capture effect, is proposed to achieve highly reliable broadcast
communication in a WSN working in harsh environments. It is de-
signed to work in multi-source-to-multi-sink topologies, where
multiple hops are required (Fig. 7.2). Different sources access
the medium without colliding using network-wide predefined
time slots and frequency channels. Frequency-, spatial- and time-
diversity are exploited using redundant retransmissions. With
self-healing characteristics, after the network is started (BigBang),
it runs in a robust and decentralized way, with no master nodes
in charge of the synchronization. Precise guard times are gen-
erated without using the fast (and usually inaccurate) microcon-
troller clock introducing long preambles between successive trans-
missions.

7.1 INTRODUCTION

CT only work if the senders synchronize their packet transmis-
sions with sub-microsecond accuracy (0.5 ys with an IEEE 802.15.4
radio working at 2.4 GHz [26]). In RedFixHop (Chapter 6), the
required synchronization precision is achieved using hardware-
triggered retransmissions (misusing the automatic ACK feature),
instead of conventional software-triggered packet transmissions.
However, commercial radio transceivers limit the efficacy of this
mechanism, restricting the payload and structure of the packets
[19].

To overcome this limitation, BigBangBus, a protocol using flex-
ible software-triggered retransmissions, is proposed. The result-
ing synchronization accuracy is worse than in RedFixHop and its
hardware ACKs, but a number of considerations make it worth it:
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Figure 7.1: Synchronous radio duty-cycling mechanism (BigBangBus)

A. Thanks to the combination of the capture effect with mod-
ulations featuring CT-friendly channel coding, like the Dsss
used in IEEE 802.15.4, the performance is not dramatically
affected by the worse synchronization accuracy of software-
triggered transmissions [56]. This is demonstrated in pro-
tocols like Glossy [26], Splash [15], Sparkle [62] and Disco

[53].

B. To improve reliability in noisy environments, it is possible
to switch to a different channel between packet retransmis-
sions, as shown in Fig. 7.3. This is normally not possible
using hardware ACKs, since the radio transceiver forces the
transmission to take place in the same channel as the one
used for reception.

c. The packet structure and length of the payload can be freely
chosen, removing the stringent limitation of 1 byte of the
IEEE 802.15.4 standard ACKs [32]. Short packets (up to a few
bytes) are still preferred to decrease the resultant clock drift,
since BigBangBus sends several packet repetitions without
performing a resynchronization (Fig. 7.3).

7.2 BIGBANGBUS PROTOCOL

BigBangBus is based on scheduled flooding bursts (Fig. 7.1), each
initiated by a predefined source. It works as follows (Fig. 7.3):

1. Every node is synchronized to turn its radio on at the be-
ginning of the flooding period.

2. The source assigned to this period sends the packet, with
several repetitions, in a predefined channel sequence.
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Figure 7.2: Multi-source-to-multi-sink communication with multiple lev-
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3. All the relays receiving the packet transmit it immediately,
following the same channel sequence, potentially exploiting
the capture effect.

4. When the flooding period has finished, the radios switch
off until the beginning of the next flooding cycle.

In BigBangBus, the time slots are predefined, with no central au-
thority in charge of the scheduling, making it extremely robust
due to its decentralized nature. It can survive situations in which
sources cannot listen each other during a certain amount of time
without stopping the bus activity.

The initialization of the bus (BigBang phase), with the goal
of achieving a network-wide consensus, is performed using the
following protocol:

1. Every node that joins the bus listens for a few (random)
cycles.

2. If a transmission is detected, the node joins the bus and
learns when to start its slot in the flooding period (in case
it is a source). If a transmission is not detected, the node
initializes a new instance of the bus, arbitrarily setting the
temporal starting point of its slot, and autonomously main-
tains this schedule, even if it is the only source in the bus
at the moment. This mechanism is done only once in the
lifetime of the network (or until the node is restarted).

3. Every time a packet is received, the node readjusts its syn-
chronization, based on the information about the flooding
period contained in the packet (packet source and counter
value), eliminating accumulated temporal errors in every
successful reception, and leading to a consensus in the net-
work timing, in case different unstable schedules are gener-
ated during the start-up phase. The schedule is expected to
converge, after start-up, in a few cycles.

In Fig. 7.4, we can see an example of BigBangBus working with
the following configuration:

A. Four source nodes, sending six packet repetitions each, in
three different channels.
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Figure 7.4: Example of a possible BigBangBus network-scheduling

B. Relays sending two packet repetitions after a successful re-
ception.

The end-to-end latency experienced by each source of the net-
work, given no gap is inserted between their slots, is bounded:

tacket X R X' S
Latencyavemge ~ % (7.1)

Latencymaximum = t packet X RxS (7-2)

Being f4crerthe time length of the packet, R the number of rep-
etitions sent by each source and S the number of sources in the
bus.

7.3 LOW-LEVEL OPTIMIZATIONS

BigBangBus is implemented using TelosB motes, each of which
has a TI CC2420 IEEE 802.15.4 radio transceiver and a TI MSP430
microcontroller. This combination is purposely challenging, since
it features little memory and timing resources. Therefore, exten-
sive low-level optimizations are needed. Microcontroller and ra-
dio registers are directly accessed and fine-tuned to achieve opti-
mal performance. Assembly language is needed in critical parts,
like synchronization timers.
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BigBangBus’s distinctive features are:

A. Sub-microsecond high-resolution timers. Since retransmissions
triggered by software are employed, accurate timers are
needed in the microcontroller to reliably exploit the cap-
ture effect. Timers are calibrated with an algorithm that
combines the fast and inaccurate, RC-type oscillator with
the slow, accurate, 32 kHz crystal oscillator, the latter used
as reference. With the TT MSP430 microcontroller used to
test the protocol, with an internal Digitally Controlled Os-
cillator (DCO) of approximately 5 MHz (with strong vari-
ability between different nodes), sub-microsecond accuracy
is achieved. Recalibration is periodically performed during
run-time, since DCO operating frequency strongly depends
on variable factors like temperature and operating voltage.

B. CT-suitable modulation and channel coding. Success of CT and
the capture effect is dramatically affected by the low-level
behavior of the demodulator. DSSS used in 2.4 GHz IEEE
802.15.4 is a key factor [38]. OQPSK with half-sine chip shap-
ing is a non-linear modulation; it can be seen as equiva-
lent to a MSK modulation [46], a form of Continuous-Phase
Frequency-Shift Keying (CPFsK); which in constrast to pure
PSK! (Psk!) modulations, also features FSK properties, bet-
ter equipped to deal with CT, as seen in Chapter 5. In addi-
tion, using longer preamble and Start Frame Delimiter (SFD)
fields generally leads to increased chances of reducing false
frames detected due to noise.

c. Optimal packet structure with extensive Cyclic Redundancy Check
(CRC) coverage. BigBangBus is designed for scenarios where
an extremely high level of interference is expected. In these
unusual and particularly harsh environments, reliable er-
ror detection is a challenging task. BigBangBus uses CRC
techniques with polynomial sizes similar to the size of the
payload, leading to extremely low chances of undetected
errors in the packet. Optimal lossless payload compression
techniques are also exploited.
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D. Power randomization and pseudo-random channel-hopping. Wire-
less channel is expected to change quickly, with interfer-
ence randomly hopping between channels. With pseudo-
random sequences, a higher level of diversity is introduced,
since channels are used in a different order in every rep-
etition of the flooding sequence. In addition, introducing
some degree of randomization in the transmission power
of the nodes, generally decreases collisions due to a high
number of concurrent transmitters, improving scalability.

E. High-priority flows and smart slot skipping. Different priorities
are assigned to the sources, with those of higher priority
being scheduled more often in the flooding burst, achiev-
ing lower latency. Furthermore, to save energy, relays can
decide whether to send in every slot of the sequence or to
sleep in some of them, based on measured parameters, such
as Received Signal Strength Indicator (RssI), Link Quality
Indicator (LQI) and the number of unsuccessful receptions.

7.4 LONGER PREAMBLES

The internal DCO of the MSP430 is inaccurate, requiring com-
plex calibration mechanisms if a time resolution higher than the
one provided by the precise 32 kHz external crystal oscillator is
needed. The time step of the 32 kHz oscillator (30.5 us) is similar
to the time required to send a byte (32 us). It is challenging to
implement a flooding scheme with guard times spanning a few
byte periods, while keeping the tight synchronization required
for CT to work (around o.5 us [26]).

RedFixHop was designed for extremely short packets (1 Byte
payload), so packet losses and collisions due to synchronization
errors were not so costly. Longer packets force the implementa-
tion of better synchronization techniques, since time- and energy-
costs of packet retransmissions are high.

In order to keep the complexity low, flooding and channel-
hopping synchronization mechanisms only use the slow 32 kHz
oscillator. As a novelty, guard times between packet transmis-
sions are generated using the accurate radio transceiver clock, by
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CAt

Preamble

Figure 7.5: Capture effect is triggered if At < (Preamble Duration)

Weak Packet

increasing the length of the preamble [25]. Since receivers do not
need to detect the whole preamble to synchronize, repetitions can
be continuously triggered without calculating inaccurate delays
with the microcontroller clock.

An additional positive effect of using longer preambles is the
enhancement of the capture effect. Since radio transceivers do
not effectively start the packet reception until the SFD is detected,
longer preambles favor the synchronization with the most ener-
getic reception, considering that the preamble is long enough
so that simultaneous transmissions arrive with a relative delay
lower than the total duration of the preamble. The capture effect
applies, and packets can be received with high probability, even
when the strongest transmission arrives later (Fig. 7.5), as long as
it arrives before the reception of the previous preamble finishes .

The preamble is extended from the IEEE 802.15.4 standard
specification, 4 Bytes (128 us), to 10 Bytes (320 us); adding an
accurate guard time of 192ps (more than 6 ticks of the 32 kHz os-
cillator). The cost of improving the synchronization robustness is
the additional time and energy spent in every transmission, but
it greatly pays off due to the decreased number of packet losses
and collisions.

7.5 CONCLUSIONS

BigBangBus's effectiveness was proven at the Dependability Com-
petition of the EWSN, when it took First Place in 2018 [23], demon-
strating the applicability of CT-based protocols in complex scenar-
ios, combining different traffic patterns (point-to-multipoint and
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multipoint-to-point) with a very high level of interference. Pack-
ets with small payloads, of just a few bytes, and real-time multi-
hop communication scenarios, where packet reception acknowl-
edgments are impractical, are optimal for BigBangBus, since the
cost of redundant retransmissions is compensated by the impres-
sive results in terms of latency and reliability.

In general, CT can outperform routing-based schemes thanks to
their simplicity; opening a promising alternative in the, tradition-
ally complex, field of mesh networking, particularly for real-time
traffic and extremely noisy environments.
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In Part ii and Part iii, we established a theoretical and empirical
background, introducing the required tools and results to under-
stand CT in several levels:

A. Analytical. For the simple baseband case, with ideal rectan-
gular pulses, an exact solution for the BER when two con-
current transmitters overlap is obtained (Eq. 3.1). It is used
as the base upon the rest of the discussion is built. It pro-
vides a first important insight: keeping the time displace-
ment lower than the sample period is key for any practical
(low BER) use case. It also explains and predicts the peaks
on the BER that appear at temporal displacement multiples
of the sample period.

B. Simulations. Adding more elements to the system, like pulse
shaping and the beating effect, makes it complex to find
an analytical closed-form expression. A more effective ap-
proach is performing efficient baseband-equivalent simula-
tions to predict the performance. Adjustments in the base-
band model to include the impact of beating are introduced
(Appendix A), and the capture area is obtained for different
modulation schemes. The main result is that, while ampli-
tude and phase distortions can be challenging for coherent-
receivers, simple non-coherent receivers and frequency mod-
ulations work efficiently in combination with CT.

C. Testbeds. Finally, the expected results are validated in real-
work protocols, implemented in commodity hardware, and
obtaining promising results in terms of latency, simplicity
and reliability.

Concurrent transmitters are fundamentally non-coherent. They
do not hold a fixed phase relationship, and do not even have ex-
actly the same carrier frequency. A visual analogy can be made
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with light bulbs. While they are non-coherent sources, the more
bulbs we turn on, the brighter (in average) it gets. If we slowly
begin to modulate the light bulbs (with an OOK scheme), and
we assume they are fast enough, a light detector can decode this
bitstream, given that the bulbs are well synchronized. As we in-
crease the number of bulbs, the energy transmitted increases and
the signal becomes extremely hard to interference by external
agents (like ambient noise). The main source of losses is then the
internal interference due to synchronization errors between the
bulbs, which can be easily controlled by limiting the sampling
frequency, and the amplitude modulation caused by the beating
effect. This analogy can be extended to frequency modulations,
if we think of a scheme in which we use different light colors for
the different symbols. While the performance is not the same as
a single source of light sending with combined energy, the topol-
ogy is very simple, robust, and particularly hard to disturb or
jam.

In Section 8.1, we summarize the results of CT-based protocols
performance for different modulation schemes, stressing the im-
pact of the receiver low-level architecture. In Section 8.2, we dis-
cuss the practicalities of implementing real protocols using CT,
and the impact of the digital clock frequency. Then, we discuss
with more detail the applicability of CT in 2.4 GHz IEEE 802.15.4
and BLE (Section 8.3) . After that, we discuss briefly about the
energy efficiency of CT (Section 8.4). Finally, in Section 8.5, we
discuss future opportunities enabled by CT-based protocols and
CT-friendly communication systems.

8.1 OVERVIEW OF CONCURRENT TRANSMISSIONS PERFOR-
MANCE

CT protocols perfectly match simple, low-cost and low-power non-
coherent receivers, as those typically used in IoT devices to de-
modulate BLE or IEEE 802.15.4 transmissions. It is generally thought
that coherent receivers perform better than their non-coherent
counterpart, and they do in typical AWGN channels. But this is not
always the case. CT, and other effects, such as frequency selective
fading due to phenomenons like multipath, make non-coherent
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receivers superior in multiple practical environments, in addition
to their inherent advantages in terms of complexity, cost and
power consumption. This is particularly true for the relatively
low data-rate links (up to 2Mbps) typically used in a low-power
WSN. CT-based protocols are not a wise option for multimedia
and power-hungry applications (where WiFi is typically used),
with complex high-rate coherent modulations (like Quadrature
Amplitude Modulation (QAM)) [28]; but CT are perfectly suitable
for simple IoT applications, when latency and reliability need to
be optimized, particularly in dense mesh networks and harsh sce-
narios, like industrial environments.

One consequence of using CT is that the network, if tightly
synchronized, becomes immune to external noise and jamming:

if Nyax > 2; then BER — 0 when N — Ny (8.1)

Given that the energy of the N combined transmissions is much
higher than the noise level, Nj :

NE, > Ny (8.2)

This is applicable to communication systems in which the error
inside the capture area is zero, the catch being the energy cost of
all the simultaneous transmissions.

CT is a reliable tool to deploy dependable IoT mesh networks
in extremely noisy and demanding scenarios. The error is mainly
fixed by the internal network interference, and the performance
is defined by the ability of the transceivers to survive the beating
and to keep the tight synchronization. The impact of external
factors is minimized.

In Table 8.1 an overview of result for different communications
systems is presented. The BER column specifies the maximum er-
ror encountered inside the capture area (defined for two concur-
rent transmitters and without noise); only those with zero error
are scalable and have a practical interest.
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MODULATION CAPTURE AREA BER SCALABLE?
Baseband Fig. 5.12 BER ~ 0 Yes, Eq. 5.16
Baseband - BER ~ 0 Yes E P

ig. 5.1 ~ es, Eq. 5.1

with Pulse Shaping & 513 4

Coherent BPSK Fig. 5.14 BER < 0.5 No
Non-Coherent BFSK Fig. 5.15 BER ~0 Yes, Eq. 5.16

Table 8.1: Overview of CT performance for different communication sys-
tems

8.2 IMPLEMENTATION OF CONCURRENT TRANSMISSION PRO-
TOCOLS IN DIGITAL SYSTEMS

Real protocols are constrained by the limited clock accuracy of
wireless transceivers and application microcontrollers. Usually,
CT-based protocols, such as BigBangBus (Chapter 7), achieve syn-
chronization at the instruction level. It means that these protocols
force the number of executed instructions after a packet is re-
ceived to be the same in every concurrent transmitter. The lowest
achievable temporal displacement is, then, roughly determined
by the clock frequency (assuming instructions of one clock cycle).

With the 68-95-99.7 rule for normal distributions, we can ap-
proximate the temporal standard deviation, for software-triggered
retransmissions, as:

1
Zf clock

Which means that 95% of the retransmissions are executed
within a %1 instruction difference.
Combining this result with the Eq. 5.16, we obtain (Fig. 8.1):

~

(8.3)

T 2
Nipax = (S{;lock) (84)
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Figure 8.1: Maximum number of concurrent transmitters depending on
the microcontroller clock frequency

Modern wireless microcontrollers for IoT tend to integrate in
the same chip the application core and the wireless transceiver,
decreasing synchronization inaccuracies due to the existing bot-
tleneck in multi-chip solutions, that traditionally communicate
using protocols such as SPI. Furthermore, many of them feature
configurable peripherals and independent network co-processors,
able to provide flexible automatic retransmissions support with-
out having to explicitly command them with software instruc-
tions, greatly simplifying the application design.

Two of the most widely used protocols for low-power IoT de-
vices are good matches for CT-based protocols: 802.15.4 at 2.4
GHz and BLE, as we discuss in the following section.

83 CONCURRENT TRANSMISSIONS IN IEEE 802.15.4 AND
BLE

The 2.4 GHz physical layer of IEEE 802.15.4 is a standard for
low power wireless networks used in a variety of protocols, like
Zigbee, Thread and 6LoWPAN. The modulation used is OQPSK
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with half-sine pulse shaping in combination with DsSSs and soft-
decision decoding. As we empirically demonstrated in Part iii,
IEEE 802.15.4 radio transceivers are able to survive the interfer-
ence of CT and effectively decode the packets. It seems to con-
tradict our results, since OQPSK normally requires coherent phase
demodulators, but the applicability of CT can be justified using
two different arguments:

A. OQPSK with half-sine pulse shaping is equivalent to MSK,
and thus can be non-coherently detected with a simple FSK
demodulator tuned to a modulation index of 0.5 [66]. The
coherent OQPSK demodulator has an excellent BER perfor-
mance, but a complex design. In order to save cost, size, and
particularly energy consumption, most IoT radios recover
the modulated bitstream performing simple, non-coherent
MsK demodulation. Non-coherent frequency demodulators
are able to effectively cope with CT, as explained in Chapter
5. Furthermore, with the current trend of creating multi-
protocol radio transceivers, the same demodulator can be
used to non-coherently receive other FSK transmissions, like
BLE.

B. DSSS is also used, together with soft-decision decoding, to
increase the robustness of the transmission. It lowers the ef-
fective bitrate from 2 Mbps to 250 kbps. As a side effect, it
eases the synchronization requirements of the CT, since the
effective bit period is increased from o.5 us to 4 ps. There-
fore, the chip sequences help to revert the distortion caused
by the beating effect [38].

For BLE, the reasoning is similar. BLE uses Gaussian Frequency-
Shift Keying (GFSK) with a BT product of 0.5 and a modulation
index of roughly o.5, what becomes close to the MSK used in
IEEE 802.15.4. Therefore, similar non-coherent FSK demodulators,
able to cope with CT, are used in typical low power radio radio
transceivers in IoT applications. In the uncoded, fast data rate
modes (1 Mbps and 2 Mbps) of Bluetooth 5 [12], the synchro-
nization requirements are more demanding than in IEEE 802.15.4,
since we lose the DSSS gain. However, in the coded, long range,
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low data rate modes (500 kbps and 125 kbps) the requirements
are not so demanding, since the effective bit period is increased
(to 2 u and 8 u respectively).

In addition, the Bluetooth mesh networking protocol uses flood-
ing as a simple and robust mechanism to build mesh networks.
However, it is used in an asynchronous way, in which relays ran-
domly send several unsynchronized repetitions in different ad-
vertising channels at random temporal offsets. This approach is
different from the one proposed in our CT-based mechanism. In
Bluetooth mesh, collisions are avoided by minimizing the num-
ber of retransmissions and randomizing the time slots and chan-
nels used by the relays. On the other hand, in CT-based protocols
(RedFixHop and BigBangBus), destructive collisions are avoided
by sending the repetitions in a tightly synchronized way. Anyway,
the arrival of new protocols based on flooding further validates
our approach, since it begins to appear as a real alternative to
classical routing approaches.

84 ENERGY EFFICIENCY OF CONCURRENT TRANSMISSIONS

For the simple case that we use as reference (only two concurrent
transmitters) the envelope of the resultant waveform is a sinu-
soidal (Fig. 8.2), so it can be easily analyzed by considering that
the received energy has a sinusoidal shape [44]. However, when
more than two concurrent transmitters with slightly different fre-
quencies overlap, the sinusoidal approximation is no longer valid,
and the envelope can take more complex shapes (Fig. 8.3 and Fig.

8.4).
In general, we can make the following remarks:

A. When all the concurrent transmissions overlap perfectly in
phase, there is a temporal instant of pure constructive inter-
ference, in which the transmission achieves a very energetic
peak. If we consider all the N individual transmitters arriv-
ing at the receiver with the same energy, Ey:

Eyp Constructive Interference(N Trunsmitters) = NzEb > NE,
(8.5)
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Figure 8.2: Received waveform with the overlap of two concurrent carri-
ers with the same energy and slightly different frequencies:
sinusoidal envelope

During this period, the energy is much stronger than the
energy we would receive by sending with only one trans-
mitter with N times the energy (NEb). This is an interesting
result, since we can achieve short periods of energy higher
than the sum of the energies we are sending, what can be
used in very harsh scenarios to create very energetic bursts.

B. When all the transmissions overlap in purely destructive in-
terference, the transmission completely fades (if all received
with the same energy):

Ep Destructive Inter ference ( N Transmjtters) =0 (8.6)

c. In average, the energy is conserved:

Mean[E,(N Transmitters)] = NE, (8.7)

Since the phase relationship between the independent local os-
cillators of the concurrent transmitters cannot be controlled, dur-
ing a packet reception one can expect a quick succession of high
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and low energetic periods. The length of these periods depends
on the accuracy of the local oscillators. The higher the accuracy,
and thus the lower the dissimilarity between their local frequen-
cies, the longer the resultant beating period will be. Depending
on the relationship between the symbol period and the frequency
errors in the concurrent carriers, the beating period might be big-
ger than the symbol period. This is usually the situation with
accurate crystals: the beating period spans the reception of mul-
tiple symbols.

A suitable modulation, and preferably the right channel equal-
ization and codification techniques, are required to achieve an
optimal CT performance and a good energy efficiency. Gain must
be dynamically adjusted during the packet reception, since the
received energy greatly fluctuates. There exists the potential to
manage the highly energetic cycles, together with controlled beat-
ing periods, to design complex CT-oriented protocols that take
into consideration the alternating periods of constructive and
destructive interference when designing the physical layer, and
choosing adequate symbol rates and crystal tolerances. Further-
more, introducing some degree of transmission energy random-
ization in the concurrent relays can be useful to trigger the ap-
pearance of dominant transmissions in some temporal intervals
and favor the packet reception in particularly harsh areas by in-
creasing the energy diversity.

Anyway, even when there is a lot of room for improvement if
protocols are custom-made to cope with CT, we demonstrate the
applicability CT-based flooding schemes in two physical layers of
current IoT standards, BLE and IEEE 802.15.4, without requiring
any further modifications. This fact demonstrates the simplicity
and efficiency of the mechanism in low-power and low data rate
FSK communication systems, without adding complexity and fur-
ther packet processing that might result in an increased power
consumption, size and cost of the IoT transceivers, what is nor-
mally not an option in the extremely competitive IoT ecosystem.
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CT constitutes itself as a promising mechanism to flood pack-
ets in harsh environments when latency and overhead need to
be minimized, particularly for short packets that can be redun-
dantly repeated without a big energy cost. Extremely robust pro-
tocols based on Time-Division Multiple Access (TDMA) with chan-
nel hopping (as BigBangBus) can be built upon the CT-flooding
primitive, using existing inexpensive and simple IoT transceivers
equipped with non-coherent FSK demodulators, such as those
used for IEEE 802.15.4 and BLE. Current mesh protocols, like Blue-
tooth mesh networking, can be extended to use synchronized
flooding, potentially improving their reliability, latency and scal-
ability; enabling its usage in dependable IoT applications, such as
those found in industrial environments.

There exists the potential to further analyze the effect with SDR
systems, able to over-sample the received baseband in-phase and
quadrature components, giving valuable insights about the dis-
tortion due to the CT. These measurements can be used to val-
idate the analysis of Appendix A. Furthermore, while CT-based
wireless mesh protocols also provide network-wide time synchro-
nization by design [26], the usage of external common references,
like GPS, can expand the possibilities to design more flexible pro-
tocols, with more accurate time and frequency adjustments.

The development of new radio transceivers and physical com-
munication layers, built to effectively cope with CT is also a field
of interest. They should feature a tight built-in retransmission
synchronization mechanism, able to minimize the time misalign-
ment between concurrent relaying nodes. Agile gain adjustment
is also needed to cope with fluctuating received energy levels,
due to the beating effect.

Moreover, security needs to be taken into consideration. A real-
time and agile authenticated encryption/decryption mechanism,
able to run in the tight time between successive packet repeti-
tions, is needed in order to avoid the injection in the network of
malicious packets that would be flooded and propagated. This
potentially enables pernicious denial-of-service attacks to be per-
formed at a low-energy cost [29][30][31].
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Finally, as explained in Section 8.4, bit errors are not expected
to be randomly and independently distributed, since they tend to
appear in bursts during the valley periods of the combined wave-
form. The frequency of appearance of these valleys can be con-
trolled using very accurate oscillators which, together with the
bit period, can be tweaked to control the number of bit transmis-
sions a valley spans. Similarly, the number of bits a peak spans
can be adjusted. If the peak is wide enough, techniques like re-
peating the packets several times (as long as synchronization is
not lost), so that one is received during an energy peak have inter-
est for further research. In addition, burst error-correcting codes
are a good match to recover the errors that may appear during
valleys.



PartV

APPENDIX






BASEBAND-EQUIVALENT MODEL OF
CONCURRENT TRANSMISSIONS

The following steps are proposed to characterize the applicability
of CT in a given communication system:

1. Beginning with the baseband model, usually available in
the literature for common systems, we make the required
adjustments to work with over-sampled signals in order to
perform simulations with a temporal resolution higher than
the symbol period. This is important, since we want to char-
acterize the effect of temporal displacements lower than the
sampling period.

2. We model two concurrent transmitters, sending the same
bitstream, and perform Monte Carlo simulations (with a
large bitstream, to achieve stable values) for different rela-
tive energy levels (SIR) and relative time displacements (At),
including the distortion introduced by the beating effect.
Displaying the results in the region —3 dB < SIR < 3 dB
and 0 < At < 0.5Ts, the capture area is obtained

3. As a rule of thumb, the maximum error in the capture area
is the error that we expect in a dense CT-based network
using the characterized communication system. For CT to be
of practical use, the capture area must be nearly error-free
and the hardware and software used to deploy the network
need to be precise enough to keep the equivalent temporal
displacement of the N concurrent transmitters below half
the symbol period (Ate;(N) < Ts/2).

In addition to the temporal displacement, the effect of the beating
effect must be introduced in the signal received by the demodula-
tor. This effect greatly varies depending on the working principle
of the receiver. The model of the beating effect is presented for
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coherent phase modulations (Section A.1) and for non-coherent
frequency modulations (Section A.2).

A.1 CT-BASEBAND MODEL OF COHERENT PHASE MODULA-
TIONS

For simplicity, we analyze the case of an antipodal coherent phase
modulation with only two symbols (BPSK), but similar analyses
can be performed for higher order constellations. The transmitted
waveforms, y1(t) and y,(t), can be expressed as (neglecting the
temporal displacement):

yi(t) = Arcos(2mfat + (1 —n(t))); n € {0,1} (A.1)

y2(t) = Apcos(2rtfeot + (1 —n(t))); n € {0,1} (A.2)
Assuming A1 > Aj, and particularizing to one of the two possi-

ble transmitted bits (1 = 1), the concurrent transmission, ycr(t),
results (without considering IsI):

yer(tb,n=1)=y(,n=1)+ (L, n =1)
— (A1 — Ag) cos (2mfut) (A3)

+2A; cos (27de;fczt) cos( fa—fo fc2 )

And its baseband equivalent can be modeled as:

Yer Buseband(trn = 1) ~ (Al - AZ) +2A;cos (znfbeatt) (A.4)
fa = fo=~fe (A.5)

fbeut = |fcl 7fC2| (A6)
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Assuming that the beating frequency, fy.q;:, has the following
properties:

* The beating frequency is low enough so that it is not elimi-
nated by the receiving-side matched filter. This is, the beat-
ing distortion is within the transmission bandwidth, what
happens when the beating period, Ty, is smaller than the
symbol period, Ts:

Theat = 1/fbeat > Ts (A7)

¢ The beating frequency is high enough so that a packet re-
ception contains several beating periods:

Tpeat < Tpucket (A.8)

These are realistic assumptions for practical scenarios and typ-
ical radio transceivers with usual frequency error tolerances. For
example, in a standard IEEE 802.15.4 2.4 GHz transceiver with a
crystal of 40 ppm, the expected beating frequency is in the kHz
range:

fbeat <192 kHz (A.9)

Thpeat = 5.2 ys (A.10)

And, since OQPSK at 2 Mbps is used :

Ts = 1 pus K Thent (A.11)

The effective bitrate (after the DSSS decoding) is 250 kbps, so a
packet period, which spans the transmission of multiple bytes, is
much longer than the beating period:

Tpacket > Tbyte =325 > Tpent (A.12)

Going back to our analysis, after the signal is converted to its
baseband equivalent, the bit decision takes place, using the fol-
lowing criteria in the comparator:
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0 0 ycr Baseband(t,n =1) <0 (A.13)

1 Yer Baseband(t/” = 1) >0

What means that, even without external noise, the following
condition must be satisfied:

A1 > 3A; (A.14)

Or, equivalently:

SIR > 104B (A.15)

In AWGN channels, a more conservative threshold was obtained
in Section 4.3 (SIR > 20 dB) to obtain the characteristic waterfall
behavior of BER vsEy /Ny (Fig. 4.6).

In particular, when both concurrent transmitters are received
with the same energy (SIR = 0dB), which is the condition we
impose to enable scalable CT-based protocols, the decision is com-
pletely random, since the signal at the comparator swings around
Zero:

Yer Basebund(t/n =1, SIR = OdB) = 2A1C05(27beeatt) (A-16)

BERconerent BPSK(SIR = OdB) =05 (A.17)

This is an analytical reasoning to discourage the usage of coher-
ent phase demodulator with CT that agrees with the simulation
results of Chapter 4. To further understand the effect of CT in the
demodulator, the resultant constellation diagram after 1,000 ran-
dom bit transmissions, including AWGN noise (E; /Ny = 20dB),
for different SIR levels is displayed in Fig. A.1, Fig. A.2 and Fig.
A.3. From SIR < 10dB, both symbols start to overlap and the
error rate greatly increases, reaching o.5 at o dB.
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05r

Quadrature
(=)

-0.5F

-1 -0.5 0 0.5 1
In-Phase

Figure A.1: Constellation for the reception of two concurrent transmis-
sions with BPSK (SIR = 30 dB, E, /Ny = 20dB)

Since the communication is only possible for SIR > 104B
(preferably SIR > 20dB), the time displacement, At, is not partic-
ularly relevant in this scenario. To enable CT-based protocols, the
receiver needs to dynamically detect the beating envelope zero
crosses, and subsequently switch the decision sign for the zero
and one symbols. This must be perform multiple times within a
packet reception, what can be challenging without complex sig-
nal processing techniques and proper data encoding. Therefore,
non-coherent frequency modulations constitute a much simpler
choice.

A.2 CT-BASEBAND MODEL OF NON-COHERENT FREQUENCY
MODULATIONS

For orthogonal BFSK signals, neglecting the temporal displace-
ment and IS, the waveforms can be expressed as:

yi(t) = Ay cos(2m(fa +n(Afi))t); n € {-1,+1}  (A.18)
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Figure A.2: Constellation for the reception of two concurrent transmis-
sions with BPSK (SIR = 20 dB, E, /Ny = 20 dB)
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Figure A.3: Constellation for the reception of two concurrent transmis-
sions with BPSK (SIR = 10 dB, E; /Ny = 20dB)
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ya(t) = Apcos(2mt(for +n(Af2))t); ne€ {—1,+1}  (A.19)

fcl ~ ch ~ fc (A.20)

Afl ~ Afz ~ Af (A.ZI)

For non-coherent demodulation, a simple envelope detector
comparing the energy in the two orthogonal branches (f. + Af
and f. — Af) is used to model the demodulation process (Fig.
5.1). With two concurrent transmitters, the envelope detected in
every frequency band fluctuates (considering A; > Aj):

0 ifn=-1
Envelope(f.+ Af) =
(A1 — Ap) + 24, ’cos (Zn%t)’ ifn=+1
(A.22)

Ay — Ay) +2A omliit)| ifn=—1
Envelope(f. — Af) = (A1 2) + ZICOS( T2 )‘ if m
0 if n=+1

(A.23)

Different waveforms and envelopes for different SIR levels are
presented in Fig. A.4, Fig. A.5 and Fig. A.6. The average energy
received in every branch of the comparator (assuming no noise,
and an unit reference resistor) is:

Mean[Energy(f. +Af)] = 0 ) ifn=-1
(Ay— Ap)?+ @25 ifn = 41



110 BASEBAND-EQUIVALENT MODEL OF CONCURRENT TRANSMISSIONS

(A.24)

(A1 — Ap)2+ 228 ifn— 1

0 if n=+1
(A.25)

Mean[Energy(f. — Af)] =

In particular, when SIR = 0dB (A1 = Ap):

Mean[Energy(f. + Af,SIR = 0dB)] = 0 ifn=-1
2(A1)? ifn=+1
(A.26)

2(A1)? ifn=-1
0 ifn=+1
(A.27)

As a result, with simple non-coherent FSK detection, the sys-
tem is expected to work even when SIR = 0dB, validating the
simulations results of Chapter 5, and complying with the require-
ments to be of practical use in CT-based networks (zero error in
the capture area).

The important insight is that the beating effect creates an en-
ergy fluctuation in the the branch of the transmitted bit, but it
is not able to introduce energy in the orthogonal branch of the
other bit. No bit inversions can be induced only by the beating
effect itself, as opposed to the case with coherent BPSK demodu-
lation, since the beating mainly distorts the amplitude and phase
of the wave. In practical scenarios, a decreased noise resistant is
observed during the destructive interference intervals. Temporal
misalignments between the concurrent transmissions further af-
fect the performance.

Mean[Energy(f. — Af,SIR = 0dB)] =
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For only two concurrent transmitters and non-coherent BFSK,
we can obtain the analytical expression of the expected BER, as-
suming that both transmissions are received with the same en-

ergy (A1 = Ap):

Ey(t)prsk (A1 = Ag) = 4Ep cos? (Zﬂ’szeati’) (A.28)

For simplicity, we consider no timing errors at the symbol level
(At = 0) and a fairly constant energy during one bit reception
(Tpeat > Ts). Then, we can average the bit error rate during one
beating period by using Eq. 5.10 together with the energy distor-
tion created by the beating envelope:

1 Tpear 1 E,(t
BERCT BESK = Tb t A E exp <—2b1\(]0)> dt (A29)
ea

1 Toeat 2Epy 2 ( fbeat ))
= exp | ———cos” | 27T t dt
ZTbeut /0 P ( NO 2

exp(—Epo/No) /Tbm ( Eyo )
= ex ———cos (27 t dt
ZTbeat 0 p NO ( fbeat )

1
=3 exp(—Epo/No) Iop (—Ep/No)

where I,,(z) is the modified Bessel function of the first kind.

The curve of Fig. A.7 is obtained, what perfectly agrees with
the simulation results from Section 5.2 and Fig. 5.4. For more com-
plex scenarios, with more than two transmitters, different relative
power levels and temporal misalignments, finding an analytical
expression results challenging, and probably even a closed-form
expression for the energy envelope cannot be found. In these sit-
uations, simulation are more convenient and comparatively sim-
pler to design.
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Figure A .4: Signal received with two concurrent transmitters of slightly
different frequencies, including the envelope (SIR = 0 dB)
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Figure A.5: Signal received with two concurrent transmitters of slightly
different frequencies, including the envelope (SIR = 10 dB)
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