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Abstract

Safe and reliable systems are crucial in today’s society. Failures can have severe con-
sequences, ranging from performance degradation over environmental and economic
costs to loss of human lives. The growing number of systems, the rise of cyber-physical
systems and the connectedness of components lead to an ever increasing complexity.

A broad range of approaches and formal models have been proposed to analyse and
improve the reliability of systems. Fault trees are a prominent and widely-used model
in reliability engineering. They model how component failures propagate through
a system and lead to a failure of the overall system. While fault trees are widely
adopted in industry, their static nature discards dynamic behaviour present in modern
systems. Dynamic fault trees (DFTs) are an extension of static fault trees and allow more
modelling flexibility by introducing dynamic gates, spare management, functional
dependencies and failure restrictions.

In this thesis, we investigate dynamic fault trees in detail and consider three main
aspects: (1) the precise semantics of DFTs, (2) the analysis of DFTs by model checking
techniques, and (3) the application of DFTs in the automotive and railway domain.

In the first part we specify the semantics of dynamic fault trees. We present a precise
definition of the semantics for each DFT element in terms of generalized stochastic
Petri nets (GSPNs). We also investigate multiple semantic questions resulting from the
combination of DFT elements. Our resulting framework based on GSPNs subsumes
the major existing DFT semantics and allows to pinpoint their differences.

The second part presents analysis techniques for DFTs. Our analysis is based on
probabilistic model checking and uses Markov automata as the underlying model.
The analysis exploits efficient, off-the-shelf algorithms for model checking and allows
to compute a broad range of measures which go far beyond typical reliability. We
present several (orthogonal) optimisation techniques which exploit symmetries, irrel-
evant failures and independent subtrees to improve the state-space generation times.
Additionally, we develop an approximation algorithm based on partial state-space
exploration which iteratively refines the state space until the desired precision of the
result is reached. All presented approaches are implemented in the open-source model
checker STorM and are evaluated on a DFT benchmark suite. The evaluation shows
that our tool STORM-DFT is state-of-the-art for DFT analysis.

The third part presents the application of DFTs in both (1) the automotive and (2) rail-
way domain. The first case study considers a vehicle guidance system for autonomous
driving. We model several safety concepts and analyse different partitionings of func-
tions on hardware. The resulting models are among the largest DFTs to date. The
second case study considers train routing options in railway station areas in terms of
available infrastructure elements. The DFTs are automatically generated from the given
infrastructure data and train path information. We analyse how switch failures impact
the potential train routes in a station and determine the most critical components.






Zusammenfassung

Sichere und zuverldssige Systeme sind von entscheidender Bedeutung in der heutigen
Zeit. Ausfille konnen schwerwiegende Folgen haben und reichen von Leistungsein-
buflen iiber 6kologische und wirtschaftliche Schaden bis hin zum Verlust von Men-
schenleben. Die wachsende Anzahl von Systemen, die Zunahme von cyber-physischen
Systemen und die breite Vernetzung von Komponenten fithren zu einer immer grofier
werdenden Komplexitat.

Eine Vielzahl von Ansitzen und formalen Modellen ist vorgeschlagen worden, um die
Zuverlissigkeit von Systemen zu analysieren und zu verbessern. Fehlerbdume' sind ein
bekanntes und weit verbreitetes Modell in der Zuverlassigkeitsanalyse. Fehlerbaume
modellieren, wie sich Ausfélle von Komponenten in einem System ausbreiten und zu
einem Ausfall des Gesamtsystems fithren. Wahrend Fehlerbdume in der Industrie weit
verbreitet sind, berticksichtigt ihre statische Natur nicht das dynamische Verhalten,
welches in modernen Systemen vorhanden ist. Dynamische Fehlerbdume (DFTs) sind
eine Erweiterung von statischen Fehlerbdumen und erméoglichen mehr Flexibilitit in
der Modellierung durch die Einfithrung von dynamischen Gattern, Management von
Reserveteilen, funktionalen Abhangigkeiten und Einschrankungen von Ausfallen.

In dieser Arbeit untersuchen wir dynamische Fehlerbaume im Detail und betrachten
drei Hauptaspekte: (1) die prazise Semantik von DFTs, (2) die Analyse von DFTs mit
Hilfe von Model-Checking-Techniken und (3) den Einsatz von DFTs im Automobil-
und Eisenbahnbereich.

Im ersten Teil spezifizieren wir die Semantik von dynamischen Fehlerbaumen. Wir
prasentieren eine prazise Definition der Semantik fiir jedes DFT-Element in Form
von generalisierten stochastischen Petri-Netzen (GSPNs). Auflerdem untersuchen wir
mehrere semantische Fragestellungen, die sich aus der Kombination von verschiedenen
DFT-Elementen ergeben. Unser Modell auf Basis von GSPNs umfasst die wichtigsten
existierenden DFT-Semantiken und erlaubt es, ihre Unterschiede genau zu bestimmen.

Der zweite Teil stellt Analysetechniken fir DFTs vor. Unsere Analyse basiert auf
Model-Checking fiir probabilistische Systeme und verwendet Markov-Automaten
als Basis-Modell. Die Analyse nutzt effiziente Standard-Algorithmen fiir das Model-
Checking und ermdglicht es, eine breite Auswahl von Metriken zu berechnen, die
weit tiber die typischerweise berechnete Zuverlassigkeit hinausgehen. Wir stellen
mehrere (orthogonale) Optimierungen vor, die unter anderem Symmetrien, irrelevante
Ausfille und unabhéngige Teilbaume ausnutzen, um die Generierung des Zustands-
raums zu beschleunigen. Zusétzlich entwickeln wir einen Approximationsalgorithmus,
der nur Teile des Zustandsraums generiert. Der Zustandsraum wird dabei solange
iterativ verfeinert, bis die gewiinschte Genauigkeit des Ergebnisses erreicht ist. Alle
vorgestellten Ansitze werden in dem Open-Source-Tool STorRM implementiert und auf

!Manchmal auch Fehlzustandsbaume genannt.
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einer Sammlung von DFT-Beispielen evaluiert. Die Evaluierung zeigt, dass unser Tool
STORM-DFT der aktuelle Stand der Technik fiir die DFT-Analyse ist.

Im dritten Teil prisentieren wir den Einsatz von DFTs im (1) Automobil- und (2) Ei-
senbahnbereich. Die erste Fallstudie betrachtet ein Fahrzeugfithrungssystem fiir au-
tonomes Fahren. Wir modellieren verschiedene Sicherheitskonzepte und analysieren
verschiedene Zuordnungen von Funktionen auf die Hardware. Die resultierenden Mo-
delle gehoren zu den bisher groiten analysierten DFTs. Die zweite Fallstudie betrachtet
die Zugfithrung in Bahnhofsbereichen unter Beriicksichtigung der verfiigbaren Infra-
strukturelemente. Die DFTs werden automatisch aus den gegebenen Infrastrukturdaten
und Trasseninformationen generiert. Wir analysieren, wie sich Weichenausfille auf
die moglichen Zugrouten in einem Bahnhof auswirken und ermitteln die kritischsten
Komponenten.
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1 Introduction

Reliable systems operating without failure are essential in our society. Failures of
systems can have severe consequences, ranging from performance degradation over
environmental and economic costs to loss of human lives.

Physical systems can fail due to a multitude of reasons such as wear over time,
incorrect operation, inhospitable working environments, cascading effects of smaller
faults, and many more. For instance, the space shuttle Challenger disaster in 1986
was caused by faulty O-ring seals which could not handle the cold conditions present
during the launch [Pre86]. The space shuttle Columbia disaster in 2003 was caused by
damage to the heat shield—resulting from a piece of foam insulating material [Col03].

In 2011, the nuclear accident at the Fukushima nuclear power plant happened even
though the initial safety measures worked as intended [Inv12]. After an earthquake,
the electricity supplies for the nuclear reactors failed, but the backup diesel generators
took over as intended. However, the tsunami caused by the earthquake was higher
than anticipated in the designs. The wave swept over the sea barriers and flooded the
diesel generators located in the basement. As a result, the reactor cooling failed and
lead to a meltdown.

The two fatal crashes of planes from type Boeing 737 MAX in 2018 and 2019 were
caused by malfunctioning of the Maneuvering Characteristics Augmentation Sys-
tem (MCAS) [Fed20a]. In particular, the design contained a single point of failure:
‘Erroneous data from a single AOA [angle-of-attack] sensor activated MCAS and
subsequently caused airplane nose-downtrim of the horizontal stabilizer. [Fed20a]

Apart from catastrophes which make headlines, most failures in daily operations
are non-lethal due to the existing rigorous safety mechanism in place. Nevertheless,
failures can still lead to degraded operations or loss of functionality. For example, in
the German railway system in 2019, 13 % of all delays in long-distance trains were
caused by failures of the trains themselves and 7 % were caused by failures in the
signalling and interlocking [Bun20].

Ensuring reliability in a system is of utmost importance. This can be achieved either
through prevention of faults—if possible—or mitigation once a fault has occurred—for
example by designing fail-safe systems or introducing redundancies. The growing
number of systems, the rise of cyber-physical systems and the connectedness of
components have lead to an ever increasing complexity and thus, also made the task
of designing reliable systems more complex.



fault tree analysis
(FTA)

4 1 Introduction

1.1 Fault Trees

An important step in creating reliable systems is the analysis of the system’s reliability
in the first place. One prominent approach for reliability analysis is fault tree analysis
(FTA) [SVDF*02; RS15; TB17].

1.1.1 Static Fault Trees

Fault trees (FTs) were first introduced in 1961 [Wat61] by H. Watson from Bell Labs
along with A. Mearns to analyse the Minuteman missile system [Eri99]. Shortly after,
Boeing adopted fault trees for their civil aircrafts [Hix68]. To date, fault tree analysis
has been widely adopted in industry and is specified for example in an IEC stand-
ard [IEC61025]. Fault tree analysis is required in several safety-critical domains: for
aircrafts by the Federal Aviation Administration (FAA) [Fed20b], for nuclear power
plants by the Nuclear Regulatory Commission (NRC) [VGRHS81] and in the automotive
domain by the ISO standard 26262 [1S026262].

Fault trees model how failures of (sub-)components propagate through the system
and eventually lead to a system failure. The creation of a fault tree follows a top-
down approach. It starts with the top-level element which represents the failure of the
complete system. The system failure is subdivided into failures of sub-components—
which can then be further subdivided. This hierarchical approach is continued up to
the desired level of detail. The leaves in the resulting tree represent components which
are not further subdivided, so called basic events (BEs). A basic event fails according to
its associated probability distribution.

If a BE fails, the failure is propagated upwards through the fault tree. The inter-
mediate nodes—so called gates—fail themselves if their failure condition is satisfied.
For instance, gates of type AND fail if all their sub-components have failed whereas
gates of type OR fail if at least one of their sub-components has failed. Fault trees thus
represent Boolean functions over the BEs encoding the system’s failure conditions.

Example 1.1 (Fault tree for laptop) Consider the FT in Figure 1.1 modelling
the (simplified) failure behaviour of a laptop. The failure of the laptop is subdivided
into the failures of the operating system (OS), the processors and the power. The
OR-gate models that if either one of the three components fails, the laptop fails.
Each component can be further subdivided. For example, the OS fails if both the
installed OS and the backup—from which the OS could be recovered—fail. This
is modelled with an AND-gate. The backup itself fails, if an internal error in the
backup occurs or if the hard disk fails on which the backup is stored. Both types
of error are basic events and therefore not further subdivided. In our example, the
backup is stored on the same hard disk as the installed OS. As a result, a failure of
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Processors

Backup OS]  [Installed OS CPU1 CPU2 Plug|  [Battery

Backup l Hard disk ‘ l Installed‘

Figure 1.1: (Static) fault tree modelling a simplified laptop

| the hard disk will render both the installed OS and the backup failed.

Analysis techniques | Analysis of fault trees is usually performed by examining the
so-called cut sets: sets of BEs where the failure of all components in a cut set leads
to system failure. Cut sets are most often computed by representing a fault tree as a
binary decision diagram (BDD) [Rau93; CM93]. For a detailed overview of different
analysis techniques for fault trees, see [RS15].

1.1.2 Dynamic Fault Trees

The order in which components fail is irrelevant for the system failure in a fault tree.
Fault trees with AND- and OR-gates are thus often referred to as static fault trees (SFTs).
While SFTs are widely used in practice, they are not equipped to faithfully model more
complex—dynamic—behaviour present in modern systems. For example, the following
three behaviours cannot be adequately modelled with standard (static) fault trees.

Ordered failures | The order in which components fail can be important. If for
example the main component in a redundant system fails, the operation is switched
from this component to a backup component. If both the main component and the
switch are failed, the system fails as the backup component cannot be activated through
the switch. However, if first the main component fails while the switch is still working,



6 1 Introduction

the backup component can be activated as intended. A failure of the switch later
on—after already performing the designed task—therefore has no effect. In summary,
we need the possibility to distinguish between a failure of the main component after
the switch failure—where no switching can take place—and a failure of the main
component before the switch failure—which has no immediate effect.

Spare management | Back-up components for redundant systems can have different
failure probabilities depending on whether they are actively used or not. As soon
as the main component of a redundant system fails, the back-up component is used
and thus, might have an increased failure probability. Additionally, such back-up—or
spare—components might replace one of several components. Think for example of
the spare tire in a car which can replace any of the four tires. Using the spare tire as
replacement for one of the tires also renders it unavailable for the other three.

Functional dependencies | Complex systems often contain functional dependencies
between different components. One example is a power outage which affects several
components which might otherwise not be in relation. Additionally, cyclic depend-
encies where several components depend on each other need to be modelled as well.
Cycles in particular are hard to model in the tree-structure of static fault trees.

Dynamic fault trees | To overcome these limitations, several extensions of static
fault trees have been proposed in the past. One of the most prominent extension is
dynamic fault trees (DFTs). Dynamic fault trees were first proposed by Dugan, Bavuso
and Boyd [DBB90] in 1990 and subsequently developed [Boy91; DBB92]. DFTs extend
classical SFTs by introducing several new types of gates:

« priority-AND (PAND) and sequence enforcer (SEQ) for order-dependent failures,

» SPARE-gate for spare management and activation, and

« functional dependency (FDEP).

The additional types of gates in DFTs increase the expressiveness and allow for more
faithful modelling compared to SFTs. As a result, the analysis results computed on a
DFT model more accurately reflect the reality.

We are using DFTs throughout this thesis as the main model for reliability analysis.

Example 1.2 (Dynamic fault tree for laptop) We extend the (static) fault tree
from Figure 1.1 and present a corresponding dynamic fault tree in Figure 1.2.
While the general structure and the basic events remain the same, we use the
dynamic gates of DFTs for a more faithful modelling. For example, the power
component is modelled with a SPARE-gate now. As long as the power is provided
by the plug, the battery is in a passive mode and has a reduced failure rate.

The failure of the OS can also be modelled in more detail with a priority-AND
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Figure 1.2: Dynamic fault tree modelling a simplified laptop

(PAND). A PAND fails if all its sub-components have failed in order from left
to right. In our case, if the backup fails before the installed system, there is no
possibility to recover the OS and the OS fails. However, if first the installed system
fails, then the OS can still be recovered from the backup and the OS does not fail.
Lastly, both the backup and the installed OS are functionally dependent on the
hard disk. This is modelled with the functional dependency (FDEP). If the hard
disk fails, then both the backup and the installed OS are also rendered failed.

Application areas | Dynamic fault trees have been adopted in industry and are
used in a wide range of application areas including nuclear power plants [RGRK"09;
GLYZ"15b], avionics [DBB92; Mog19], aerospace [SVDF*02; HMPU"19], automotive
engineering [Sch09] and railway systems [RGNS16; RGDP*16].

Analysis techniques | Analysis of dynamic fault trees was originally performed
by translating them into Markovian models [DBB92]. Joanne Bechta Dugan and oth-
ers developed several improvements [GD97; MDCS98] and tools [DVG97] for this
Markovian analysis, culminating in the GALILEO tool [SDC99]. The compositional
approach of [BCS10] also translates DFTs into Markov models and is implemented in
the tool DFTCaLc [ABBG*13]. Other DFT analysis methods are based on Bayesian
networks [MPBO05; BD05a] or Monte Carlo simulation [RGRK*09; RRBS19]. We refer
to [RS15] and [KSYY20] for general overviews of existing DFT analysis techniques.

Remark 1.1 (No repairs) Note that in this thesis, we are focusing on failures
only and are not considering any maintenance actions or repairs.
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1.2 Motivation

In the context of safety-critical systems, analysing the systems and assessing their
reliability is crucial for implementing the necessary safety precautions. Otherwise,
failures of components can have dramatic consequences—see the historic examples
from before. Maybe even more important is the guarantee that the obtained analysis
results are correct and can be trusted. Invalid results lead to a false sense of security
and might even prevent the implementation of additional safety measures.

‘A serious risk created by our growing dependence on modeling tools
is that engineers will make adverse decisions based on computed
results that are not valid. If the cost of such a decision is potentially
large and if there is no sound basis for assessing validity, then it is
uninformed and even unethical for an engineer to accept such results.
(Coppit, Sullivan and Dugan [CSD00])

In our context of dynamic fault trees, invalid results can stem from three main sources:

1. unclear semantics leading to models with unintended behaviour,
2. incorrect or numerically imprecise computation of the analysis results, and
3. inadequate modelling where the DFT does not fully represent the real-life system.

In this thesis, we tackle all three problems and improve on the existing state-of-the-art.

1.2.1 Semantics

Problem | The semantics of static fault trees is clearly defined. The failure of the
top-level event can for example be expressed as a Boolean function. In dynamic fault
trees in contrast, the dynamic nature of the additional gates makes a clear definition of
the semantics more complicated [CSD00]. While each dynamic gate on its own seems
to have a concise definition, the interplay between different gates leads to intricate
issues which are often overlooked and not properly defined in the literature [JGKS16].

One example is the PAND-gate which fails if its sub-elements fail in order from
left to right. However, what is the behaviour if multiple sub-elements fail at the
same time? Another issue is the order in which failures are propagated through the
DFT. In certain cases, different failure propagation orders can lead to different results.
That means whether a DFT element is failed or not depends on the order in which
component failures are propagated through the DFT. We like to emphasize that this is
not an artificial problem as existing tools for DFT analysis use slightly different DFT
semantics. As a result, current tools will return conflicting analysis results for specific
DFTs—even though all internal calculations within each tool are correct.
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Contribution | Our aim is to capture and compare the existing DFT semantics. To
this end, we introduce a thorough semantic of DFTs in terms of generalized stochastic
Petri nets (GSPNs) [MBCD*95]. The behaviour of each DFT element is defined inde-
pendently in terms of a GSPN. Composing the individual GSPNs yields a complete
GSPN representing the behaviour of the overall DFT. We prove the correctness of our
GSPN representation and show that all major existing DFT semantics can be captured
by our GSPN framework. The differences between the semantics can be pinpointed
to using different priorities and different handling of non-determinism in the GSPN.
Additionally, we investigate the complex interplay of DFT gates and present several
semantic intricacies present in DFTs. Our work helps in giving a precise and distinct
meaning to DFT models and thus, helps practitioners be certain about the modelled
behaviour of a system.

1.2.2 Analysis

Problem | The analysis of DFTs should return trustworthy results, ideally exact
results without any errors. Common analysis approaches such as using Bayesian
networks [BD05a; MPB05] or Monte Carlo simulation [RGRK*09; RRBS19] suffer
from numerical imprecisions due to discretization or only provide results with certain
confidence. As DFTs are used in the context of safety-critical systems, such imprecisions
might not be acceptable. A counter measure is to use approaches guaranteeing precise
results. The most prominent approach is probabilistic model checking.

Probabilistic model checking | Model checking [BK08; CHVB18] is an automated
technique which checks whether a given property holds for a given model. The check
is performed by systematically exploring all possible states in the system. Probab-
ilistic model checking [Kwi03; Kat16] extends this approach to probabilistic models
containing uncertainty. In our setting, the models are Markov chains [Nor98; Ste09],
more precisely Markov automata [EHZ10]. Probabilistic model checking is a mature
analysis technique [HHHK" 19; BHKK"21] supported by dedicated tools such as Mop-
EsT [HH14], PRISM [KNP11] or STORM [12].

Contribution | Following the lines of previous approaches [DBB92; BCS10], we
present a DFT analysis based on probabilistic model checking. From a given DFT, a
corresponding Markov automaton is automatically generated and analysed according
to common measures such as the reliability or mean-time-to-failure (MTTF). Using
probabilistic model checking as a back-end guarantees precise analysis results and
therefore prevents incorrect results. While existing works already used the same ap-
proach, we employ several optimisations during the state-space generation to mitigate
the state-space explosion problem. These optimisations include symmetry reduction—a
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technique exploiting symmetric structures in the DFT—and don’t care propagation—a
technique which utilises the fact that during exploration certain components become
irrelevant for the system failure.

Additionally, we present an approximation algorithm based on partial state-space
generation. The approximation builds only parts of the state space and can be applied
iteratively until the desired accuracy of the result is achieved. This algorithm guarantees
lower and upper bounds on the analysis result while offering better scalability for
larger models. We also present a formalisation of DFTs in satisfiability modulo theories
(SMT) [KS16b] which is used as a pre-processing step in the approximation.

We implemented the DFT analysis in the tool STORM-DFT as part of the STorm
model checker [12]. Our evaluation shows that STORM-DFT is state-of-the-art for DFT
analysis.

1.2.3 Applications

Problem | Dynamic fault trees have been used to model (sub-)systems in a wide
range of application areas. We refer to the FFORT benchmark collection [RBNS*19]
for a list of prominent DFT models. All these models however have in common that
their size is rather small: most DFTs have around 20 elements. Larger DFTs have only
been constructed by artificially introducing redundancies [JGKR*17]. More detailed
case studies are therefore required to properly evaluate the benefits and disadvantages
of using DFTs.

Contribution | We apply DFT analysis for two case studies: a vehicle guidance
system in the automotive domain and the infrastructure and corresponding routing
options in railway station areas.

For the vehicle guidance system, we automatically generate a DFT for a given safety
concept and a partitioning of the functionality on a corresponding E/E-architecture.
Our analysis of the resulting DFTs via probabilistic model checking allows for more
complex and insightful analysis queries.

For the railway station area and a given variety of trains and their corresponding
routes in the station area, we are able to automatically derive the physical infrastructure
components necessary for successful operation. We combine these routes with the
fault trees for each infrastructure element in an automated approach and derive a
complete DFT for the station area. Our analysis provides sensitivity measures to obtain
the most critical switches for railway operations.

The DFTs created in both application areas are among the largest DFTs to date. Their
analysis shows the feasibility and in particular scalability of our proposed DFT analysis.
Additionally, our analysis results show that using DFTs instead of SFTs allows to create
models which more accurately reflect reality.
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1.3 Related Work

Throughout the thesis, we provide related works to each relevant aspect in the cor-
responding chapter. In the following, we give a short overview of other extensions of
fault trees and general approaches for reliability analysis.

1.3.1 Other extensions of SFTs

Apart from DFTs, several other extensions of static fault trees have been proposed.

Boolean-logic driven Markov decision processes (BDMPs) | BDMPs [BB03] ex-
tend static fault trees by a so-called trigger mechanism. If the source of a trigger fails,
the target is activated. Activation of a basic event changes the operation mode from
passive to active and can for example increase the failure rate. Basic events in a BDMP
can be modelled by Petri nets to accommodate more complex behaviour. The behaviour
introduced by a trigger is very similar to the activation in a SPARE-gate in DFTs. Later
extensions also incorporated dynamic gates such as the PAND-gate [Bou07]. While
translations exist from BDMPs to DFTs [Bou07] and vice versa [10], the exact rela-
tionship between both formalisms and their expressiveness is still an open question.
Recently, several of our contributions for DFTs have also been adopted for BDMPs,
such as defining the semantics in terms of generalised stochastic Petri nets [KKB20]
and analysis via partial state space generation [13].

Static/Dynamic fault trees (SD fault trees) | SD fault trees [BBHK" 16] support cer-
tain dynamic parts within the static fault tree. Basic events can be modelled by so-called
triggered continuous-time Markov chains which distinguish between two different
modes. Upon failure of a static gate in the fault tree, a trigger can change the mode of
associated basic event and therefore lead to increased failure rates. SD fault trees are a
subclass of BDMPs [BBHK"16]. Compared to DFTs, SD fault trees lack expressiveness
to model ordered failures or spare management. The restricted expressiveness however
allows for efficient analysis similar to common SFT analysis [BBHK"16].

State/event fault trees (SEFTs) | SEFTs [KGF07] combine SFTs with finite state
machines. States in a SEFT describe conditions which hold for some time while
events occur instantaneously. SEFTs subsume both deterministic state machines and
Markov chains and therefore are more expressive than DFTs. SEFTs are analysed by
translation into deterministic and stochastic Petri nets [MC86]. However, efficient
analysis support—as well as tool support—for SEFTs is lacking.
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Pandora fault trees | Pandora fault trees [WP09] extend SFTs by three temporal
gates: priority-AND (PAND), simultaneous-AND (SAND) and priority-OR (POR). Ana-
lysis is performed by using an extension of Boolean logic which also incorporates
temporal laws. The three temporal gates are also present in DFTs and thus, DFTs
subsume Pandora fault trees.

1.3.2 Other approaches for reliability analysis

Besides fault tree analysis, several other approaches are commonly used for reliability
analysis. We refer to [RH03] and [TB17] for a general overview and further details.

Failure mode and effects analysis (FMEA) [IEC60812; Sta03] was one of the first
structured approaches for reliability analysis. For each system component, the different
failure modes and their effect on the system are listed in a table. Further information
such as the probability of occurrence or the severity of a failure can also be recorded.
FMEA is often used as a first step during reliability analysis and the identified failures
form the basis for further models.

The Hazard and operability study (HAZOP) [Kle99] was initially developed in the
chemistry sector and is similar to FMEA. A team identifies deviations from the intended
behaviour by systematically going through a list of guide words—e.g. incorrect, more,
less—and parameters—e.g. flow, temperature.

Reliability block diagrams (RBDs) [IEC61078; TB17] visualize the connections
between different components which are required for successful operation. Each
component is represented by a block. Blocks are either connected in series—if all blocks
must be available for successful operation—or in parallel—when using redundancies.

The Architecture Analysis and Design Language (AADL) [AADL; BCKN*11] is an
industry standard for modelling safety-critical systems. AADL models a systems by
specifying its nominal behaviour, the error behaviour and fault injections describing
how errors influence the nominal behaviour.

1.4 Outline

The thesis is structured in five parts. The main contributions are given in Parts II to IV.
Part I contains this introduction. The necessary preliminaries are given in Chapter 2.
We start by introducing dynamic fault trees. We also define so-called failure traces—
traces of failures in the DFT—which we use to define the behaviour of DFTs. Lastly,
we introduce two models: Markov automata as the underlying model for DFT analysis
and generalised stochastic Petri nets which are used to define the DFT semantics.

Semantics | In Part II we present the semantics for DFTs and in particular take a
detailed look into the semantic intricacies occurring when combining DFT gates. We
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start by giving the precise semantics for each DFT gate in terms of GSPNs in Chapter 3.
Chapter 4 contains a thorough investigation of multiple semantic issues occurring in
DFTs. Besides describing these pitfalls, we also present our solutions to the issues and
compare the proposed solutions to existing semantics.

Analysis | We present the analysis of DFTs via probabilistic model checking in Part III.
The state-space generation including several optimisations is described in Chapter 5.
In Chapter 6, we present an approximation technique based on abstraction refinement.
Chapter 7 describes the implementation of the DFT analysis in the probabilistic model
checker STorM. We evaluate STORM-DFT on a set of DFT models from the FFORT
benchmark suite and compare the performance to existing tools.

Applications | We present two industrial case studies of our DFT analysis toolset
in Part IV. The first case study in Chapter 8 presents DFT models for vehicle guidance
systems in the automotive domain. The second case study in Chapter 9 presents DFT
models for train routings in a railway station area.

We conclude the thesis in Part V and provide an outlook into future work.

How to read the thesis | Readers familiar with DFTs, Markov automata or general-
ised stochastic Petri nets can skip the corresponding sections in the preliminaries as
we are using standard notation. However, it might be good to read Section 2.2.4 as the
concept of DFT traces is not commonly used in this form—even though it should be
intuitive. The details of DFT traces are in particular relevant for Part II.

All three Parts II to IV can be read independent from one another. Both chapters in
Part IV are also independent and can be read without previous knowledge.

Each chapter starts with a list of assumption about the structure of the considered
DFTs. We also mention the corresponding publications the chapter is based upon. At
the end of each chapter, we provide a single-page summary of the major messages
and insights. For a quick overview, we therefore suggest to read the summary of each
chapter and dive into the details as needed.

For convenience and quick reference, we provide an overview of our notation with
links to the corresponding definitions in Appendix E on page 361. Additionally, we
also provide an index in Appendix F on page 365. Boldfaced page numbers in the index
reference the definition of a term. For easier navigation, we also highlight the name of
newly defined terms in the page margin.
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1.5 Personal Contributions

Following the regulations of the RWTH Aachen University, I shortly state my personal
contributions to each of the relevant papers on which this thesis is based upon. I
want to preface this list by stating my personal opinion that research is very much a
team effort which yields the best results through the exchange and discussion of ideas.
Ideas are constantly shaped, discussed, adapted, implemented, evaluated, improved—
and sometimes also discarded. It is therefore hard to quantify the contributions of
each author with respect to research results. Nevertheless, I give my—necessarily
subjective—view on the contributions to each of the relevant papers in chronological
order and according to the best of my recollection.

« M. Volk, S. Junges and J. Katoen. ‘Advancing Dynamic Fault Tree Analysis - Get
Succinct State Spaces Fast and Synthesise Failure Rates’. SAFECOMP. Volume 9922.
Lecture Notes in Computer Science. Springer, 2016, pages 253-265. po1: 10.1007/
978-3-319-45477-1_20
This first paper on DFT analysis was initiated by Sebastian Junges as a continuation
of his previous work [Jun15]. Seeing that the existing DFT analysis tools were not
as fast as expected, the goal was to implement a simple, prototypical translation
from DFTs to CTMCs. When I joined the group, a first, very rough version of a
DFT analysis tool existed!. I significantly improved the implementation in close
collaboration with Sebastian by adding model checking calls, several optimisations
such as modularisation and don’t cares, and improving the overall performance by
extensive fine-tuning in C++. The initial draft of the resulting paper was created by
Sebastian while I performed the evaluation. All three authors extended the draft
and revised the paper.

« M. Volk, S. Junges and J. Katoen. ‘Fast Dynamic Fault Tree Analysis by Model Checking
Techniques’. IEEE Trans. Ind. Informatics 14.1 (2018), pages 370-379. po1: 10.1109/
TII.2017.2710316
Seeing that the optimisations for the DFT analysis were still not enough to mitigate
the state space explosion problem, we thought about approximation techniques. To
the best of my recollection, I came up with the initial idea of using a partial state
space exploration which was significantly refined and improved during fruitful
discussions with Sebastian Junges. I implemented the approach with input from
Sebastian, integrated further improvements such as an adapted modularisation and
also performed the evaluation. Sebastian created the SMT encoding of DFTs. The
initial draft of the paper was mostly written by Sebastian. All three authors revised
and improved the paper and its subsequent revision.

'Thanks to Git versioning the exact state of the implementation can be recalled: https://github.com/
moves-rwth/storm/tree/1faa2c6f9e
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« M. Ghadhab et al. ‘Model-Based Safety Analysis for Vehicle Guidance Systems’. SAFE-
COMP. Volume 10488. Lecture Notes in Computer Science. Springer, 2017, pages 3-
19.por1: 10.1007/978-3-319-66266-4_1
During a collaboration with BMW AG, we aimed to apply the existing DFT analysis
framework on a realistic case study. We developed a translation from function block
diagrams to DFTs. Through frequent meetings, we revised the DFTs according to
the feedback from BMW AG. I implemented the complete tool chain using our DFT
tool as back-end and performed the experiments. Sebastian Junges and I drafted
most parts of the paper. All authors extended and revised the paper.

« M. Ghadhab et al. ‘Safety analysis for vehicle guidance systems with dynamic fault
trees’. Reliab. Eng. Syst. Saf. 186 (2019), pages 37-50. po1: 10.1016/j.ress.2019.
02.005
The journal article is an extension of the previous conference paper. I improved some
of the computation in the tool back-end and performed the detailed evaluation.
Sebastian Junges and I drafted the first version by extending and revising the
conference paper. All authors provided feedback and revised the final version of
the journal paper.

« S.Junges et al. ‘One Net Fits All - A Unifying Semantics of Dynamic Fault Trees Using
GSPNS’. Petri Nets. Volume 10877. Lecture Notes in Computer Science. Springer,
2018, pages 272-293. por: 10.1007/978-3-319-91268-4_14
One issue while developing the DFT analysis tool and comparing to other tools was
the fact that different semantics of DFTs are present in the literature. To alleviate
this issue, we set out to develop a generalised semantics. The use of generalised
stochastic Petri nets was proposed by Sebastian Junges. The templates for the DFT
elements were conceived by both us. A first version of the templates was developed
in a Master thesis under both our supervision. We revised the templates and I
revised the implementation in our tool. All four authors discussed the different
DFT semantics and their representation in the GSPN in great detail. Sebastian and
I took the lead on writing the paper, and all authors revised the paper.

« M. Volk et al. ‘A DFT Modeling Approach for Infrastructure Reliability Analysis of
Railway Station Areas’. FMICS. Volume 11687. Lecture Notes in Computer Science.
Springer, 2019, pages 40-58. por: 10.1007/978-3-030-27008-7_3
This paper is the result of a fruitful collaboration within the RTG ‘UnRAVeL’. The
aim was to apply the existing DFT framework in the railway domain. We had many
interesting and fruitful discussions about railway operations in general and the
applicability of DFTs. Through extensive feedback sessions, Norman Weik and I
developed the general DFT models for the railway station areas. I implemented
the tool-chain based on data pre-processed by Norman and I also performed the
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evaluation. Norman and I took the lead on writing the paper. All authors provided
feedback and revised the paper.

A complete list of my co-authored publications is given in Appendix B.2 on page 347.

Novel contributions | This thesis also contains new content not published before.
Main novel contributions are the correctness proof of the GSPN translation through-
out Chapter 3, the correctness proofs for the state-space generation algorithm and
optimisations in Chapter 5 and a completely new evaluation of the tool STORM-DFT in
Chapter 7.
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2 Preliminaries

We introduce some basic notation in Section 2.1. Fault trees are defined in detail
in Section 2.2, in particular our constraints on DFTs, DFT traces and the state of a
DFT. Note that the precise DFT semantics are given in Part II. We introduce Markov
automata in Section 2.3 and generalised stochastic Petri nets in Section 2.4.

2.1 Basic Notation

Numbers | Let N denote the set of natural numbers without zero and Ny = N U {0}
the set of natural numbers with zero. Further, R denotes the set of real numbers,
Ry = {r € R | r > 0} the set of non-negative real numbers and R.y = Rx¢ \ {0} the
set of positive real numbers. If not further specified, intervals are over the real numbers
and of the form [a,b] C R.

Sets | For a set A, the power set of A is denoted by 24 and the size of A is given by |A|.
For two sets A, B with A N B = 0, we denote the disjoint union of A and Bby AW B.
The Cartesian product of two sets A, B is givenby A X B = {(a,b) | a € A,b € B}.

Sequences | Sequences are concatenations of elements from a set.

Definition 2.1 (Sequence) Let K be a finite set. A (finite) sequence ¢ over K is
given by & = kikz ...k, with k; € K for all 1 < i < n. The set of all sequences over
K is denoted by K*.

We use &; to denote the i-th item of a sequence & and we use k € ¢ as shorthand for
JieN: & =k Weuse & C & to indicate that sequence & = kik; ... ky, is a prefix of
sequence & = kiky ... knmkmi1 ... kn, n > m. The size (or length) of a finite sequence
E=ky...ky,isgiven by |£| = n. The empty sequence is denoted by ¢ and has size || = 0.

Relations | A (binary) relation Risa set R € A X B. If A = B, we call R a relation
on A. In the remainder, we use aRb to indicate that (a,b) € R.

Definition 2.2 (Strict partial order) Let < be a relation on A. Relation < is called
« irreflexive if =(a < a) for all a € A.
« asymmetricifa <b = —(b < a)foralla,b € A, and

sequence

sequences

-prefix
-size

-empty sequence
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-discrete
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o transitiveifa < bAb<c¢c = a<cforallg b, c € A.
Relation < is a strict partial order if it is irreflexive, asymmetric and transitive.

Graphs | A (directed) graph is a tuple G = (V, E) consisting of a set of vertices V and
an edge relation E C V X V. The graph is undirected if for all (v,0") € E also (v’,v) € E
holds. A path in graph G is a sequence of vertices v; ...v, such that v; € V for all
1<i<nand (0j,0j1) € Eforall1 < j < n. We write 0 ..., € G to indicate that
v1...0pisapathinG.

2.1.1 Probability theory

We introduce some concepts from probability theory and base our definitions
on [Tim13]. For a more in-depth introduction, we refer to [Tim13; BK08; Ste09].

Random variable | A random variable is a function which maps outcomes from
an experiment to values. For a random variable X, we use P(X € E) to denote the
probability that the value of X is in a given set E. The range of the random variable is
called the sample space and we distinguish between discrete and continuous ranges,
i.e. discrete and continuous random variables, respectively.

Probability distribution | We use probability distributions to specify the probabilities
for the outcomes of a random variable.
Definition 2.3 (Probability distribution) Let v = (type, parameter*) be a prob-
ability distribution where
« type defines the type of probability distribution, and
« parameter” is a list of parameters describing the shape of the distribution.
We use Q to denote the set of probability distributions.

For easier notation, we introduce the zero distribution w = (zero, €) which always
returns probability 0. Strictly speaking it is therefore not a probability distribution.

2.1.1.1 Discrete probability distribution

Definition 2.4 (Discrete probability distribution) Let S be a countable sample
space. A discrete probability distribution is a function

1+ S — [0,1] with Zp(s) =1.

seS

The set of a discrete probability distributions over S is denoted by Distr(S).
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Let X be a random variable over sample space S described by the discrete probability
distribution p. Then the occurrence of outcome s € S has probability P(X =s) = u(s).

Bernoulli distribution | One example discrete probability distribution is the
Bernoulli distribution [Ber13] with «w = (Bernoulli p) over a binary sample space
S = {0, 1}. The Bernoulli distribution yields outcome 1 with probability p and outcome
0 with probability 1-p,i.e. P(X =1) = pand P(X = 0) = 1—p.

2.1.1.2 Continuous probability distribution

In the continuous case, we use R as the sample space. We assume that the probability of
each individual outcome is zero. Instead, we assign a probability to each interval [a, b].

Definition 2.5 (Probability density function) Let X be a continuous random
variable over sample space R. The probability density function of X is a function

f(x) : R Ry with /_0:0 f(x) dx = 1 such that

b
P(X € [a,b]) = / f(x) dx.

Definition 2.6 (Cumulative distribution function) The cumulative distribution
function for random variable X with probability density function f is given by

Fx) = P(X <x) = / F() dy.

Definition 2.7 (Expected value) The expected value of a random variable X with
probability density function f is given by

E(X) :/_ x - f(x)dx.

e8]

Note that the expected value does not always exist.

Exponential distribution | In this work, we focus on exponential distributions.

Definition 2.8 (Exponential distribution) An exponential distribution v =
(exp, A) with rate A > 0 has the following probability density function f(x) and
cumulative distribution function F(x):

otherwise.

Ae ™™ ifx>0 1—e™ ifx>0
| -]

0 otherwise,

-Bernoulli

probability dens-
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The expected value of an exponential distribution is the reciprocal of its rate:

*© 1
E(X) = / x - e Mdx = T
—00

If it is clear from context that the considered distribution is an exponential distribu-
tion, we use the shorthand w = A. The set of exponential distributions is denoted by
Qexp C Q. In the special case A = 0, we obtain the zero distribution.

We refer to [TB17, Chapter 3] for an overview of other common probability distri-
butions in the context of reliability engineering.

2.2 Fault Trees

We first informally introduce DFTs and in particular the failure behaviour of all gates
in Section 2.2.1. Afterwards, we formally define DFTs in detail in Section 2.2.2 and
introduce the notion of well-formed and conventional DFTs in Section 2.2.3. In Sec-
tion 2.2.4, we introduce failure traces to formalise the behaviour of a DFT in terms of
the failure of elements. Lastly, we define the state of a DFT after a given failure trace
in Section 2.2.5.

2.2.1 Introducing Dynamic Fault Trees

A dynamic fault tree (DFT) is a directed acyclic graph. The type of each node represents
the type of DFT element and the outgoing edges represent the children of an element—
also called inputs. We informally introduce all DFT elements in the following. The
corresponding graphical symbols are provided in Figure 2.1. The precise semantics of
DFTs are discussed in Part II.

Basic events (BEs) | Nodes without children are called basic events (BEs). Each BE
represents a component of the real-life system. We distinguish between two types of
BEs: stochastic events and constant events. A stochastic event (SE) (Figure 2.1a) fails
according to its associated failure distribution. Constant events are either constant
failed (CONST+) (Figure 2.1b) or constant fail-safe (CONST ) (Figure 2.1c).

Static gates | Nodes with children are called gates and divided into static and dynamic
gates. We start with the failure behaviour of static gates.
» The AND-gate (Figure 2.1d) fails if all its children have failed.
« The OR-gate (Figure 2.1e) fails if at least one of its children has failed.
« The voting-gate (VOT}) (Figure 2.1f) with threshold k is a generalisation of both
former gates and fails if at least k of its children have failed.
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Figure 2.1: Overview of DFT elements

Dynamic gates | In dynamic gates, the order of the failures of the children is relevant.

The priority AND-gate (PAND) (Figure 2.1g) fails if all children fail in order from
left to right. If one of the children fails out of order, the PAND becomes fail-safe.
Similarly, the priority OR-gate (POR) (Figure 2.1h) fails if the first child fails
before all other children.

The SPARE-gate (Figure 2.1i) models spare management. Initially, the first child—
the primary child—is claimed by the SPARE and used. The other children are
not actively used and therefore might have a reduced failure probability. If the
first child fails, the next available child—in order from left to right—is claimed.
A child is available for claiming if it is operational and not already in use by
another SPARE. A claimed child is also activated and might have a higher failure
probability than before. The SPARE-gate fails if all claimed children have failed
and no child is available for claiming any more.

The probabilistic dependency (PDEP,) (Figure 2.1j) forwards the failure of the
first child—the trigger—to the other children—the dependent elements—with
probability p. The PDEP, does not fail itself.

The sequence enforcer (SEQ) (Figure 2.1k) ensures the children are failing in order
from left to right. Failures out of order are not possible. The SEQ does not fail.
The mutual exclusion (MUTEX) (Figure 2.11) ensures that only one of its children
fails. More than one child cannot fail. The MUTEX does not fail.
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2.2.2 Dynamic Fault Trees

We formally define DFTs in the following. Our notation is largely based on [Jun15].

Definition 2.9 (Gate types) The set of static gate types is given by
StaticGates = {AND, OR} U {VOT, | k € N}.
The set of dynamic gate types is given by

DynamicGates = {PAND, POR, SPARE, SEQ, MUTEX} U {PDEP,, | p € [0,1]}.

We use VOT to denote the set of all voting gates VOT := {VOTy | k € N}. If neces-
sary, we distinguish between inclusive PAND < and exclusive PAND<.. Similarly, we
distinguish between POR< and POR<. The functional dependency FDEP := PDEP; is a
special case of the probabilistic dependency. PDEP denotes the set of all probabilistic
dependencies PDEP := {PDEP,, | p € [0,1]} and also incorporates FDEP.

Definition 2.10 (DFT element types) The set of DFT gate types is given by
Gates = StaticGates W DynamicGates.

The set of DFT leaf types is given by
Leaves = {CONST+, CONST, SE} .
The set of all DFT element types is given by

Elements = Leaves W Gates.

An event of any type in Leaves is also called a basic event (BE).

We have two types of constant BEs: the constant failed event CONST+ and the
constant fail-safe event CONST .

SE denotes a stochastic event with an arbitrary probability distribution.

Definition 2.11 (Dynamic Fault Tree (DFT)) A Dynamic fault tree (DFT) over
the set of probability distributions Q is a tuple 7 =(V,o, Type, top, ©), where

« V is a finite set of nodes.
« 0:V — V* defines the sequence of (ordered) children of a node.
« Type:V — Elements defines the element type of a node.

« top € V is the top-level event (TLE).
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« O:{v eV | Type(v) = SE} — (Q, Q) is the attachment function mapping an ele-
ment of type SE to two failure distributions. For a SE v with ©(v) = (FDa, FDP),
the first probability distribution FD, represents the failure behaviour while the
SE is actively used and the second probability distribution FD, represents the
failure behaviour in passive mode.

We drop the superscript Q if it is clear from context—or not relevant.

The nodes V are also often called elements of the DFT and the children o(v) of a DFT
node are often called inputs. Using the notation from sequences (cf. Definition 2.1),
o(v); denotes the i-th child of v and v” € o(v) is shorthand for 3i € N : o(v); = v’.

We use p(v) := {0 € V | v € 6(v’)} to denote the parents of a node. We use pX (v) =
{v" € p(v) | Type(v') = K} to restrict the parents to DFT elements of type K.

For a node v € V we also write v € #. For an element type K € Elements we define
the set of all K by K¢ := {v € V | Type(v) = K}. For a node v and an element type K
we say ‘vis a K’ if v € K¢ For a set of element types L C Elements, we analogously
define Ly = {v € V| Type(v) € L} and say ‘visan L’ if v € L.

In general, we often omit the subscript ¥ if the DFT is clear from context.

Basic events | Stochastic events SE can be attached with arbitrary probability distri-
butions. We use SE;,. to denote SE with probability distribution type, i.e.

Type(v) = SEyppe &= v € SEF: O(v) € (Quypes Vype) -

For instance, SE., denotes all stochastic events with exponential failure distributions.
For the two failure distributions, we sometimes explicitly add the DFT element as a

superscript for clarity: ©(v) = (FDZ, FD;’,).

The set of all Leaves is also called the set of basic events (BEs) and is defined as
BE# := {v € V | Type(v) € Leaves}. A node v € BE# is called a basic event (BE).

Graph of a DFT | DFTs induce a graph structure and also a notion of reachability.

Definition 2.12 (Graph of a DFT) Let ¥ = (V, 0, Type, top, ®) be a DFT. The
graph of ¥ is given by G(¥) = (V,E(o)), where the edge relation induced by
o is defined as E(o) = {(v,0") € VXV | v’ € o(v)}. The undirected graph of a DFT
is given by G=(F) = (V,E(0) UE(0)™})

Definition 2.13 (Reachable DFT elements) Let ¥ be a DFT and v € F a DFT
element. The DFT elements reachable from v in the graph G(¥) are given by

reach(¥,v) = {0’ € F | I path vo; ...v,0" in G(F)}.

failure  distribu-

tion
-active
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-inputs

basic events (BEs)
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-graph
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5.35 aaae

(a) Example DFT b) Graph of F

Figure 2.2: Examples of DFT and its graph

The set of DFT elements (downwards) reachable from v in the undirected graph
G~ (¥) is given by

reachExtended(¥,0) = {v' € ¥ | A path v, ...0,0" in GT (F)
such that v; € o(v) and v # v; forall 1 < i < n}.

Subtree of DFT | We use the reachability notion to define subtrees in the DFT.

Definition 2.14 (Subtree) Let ¥ be a DFT and v € ¥ be a DFT element. The
subtree subtree with top element v is given by subtree(7,v) = (V’, o’, Type',v, ®") with
« V’ =reach(F,v) and
« for allv € V' we have ¢’ (v) = o(v), Type' (v) = Type(v) and ©' (v) = O(v).

-extended subtree The extended subtree with top element v is given by subtreeExtended (¥, v) which
is the DFT restricted to V = reachExtended (¥, v).
real subtree We call subtreeExtended(F,v) a real subtree, if the parents of v are not part of the

extended subtree, i.e. reachExtended(F,v) N p(v) =0

In the following, we often identify a subtree by its top element v.

Example 2.1 (Graph and subtree of DFT) We consider the DFT ¥ in Fig-
ure 2.2a. The corresponding graph G(¥) is depicted in Figure 2.2b.
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The elements reachable from T in F are all elements except F and D. The subtree
for T, subtree(¥, T), can therefore be obtained from # by simply removing F and
D. The subtree for E is given by the elements E, A and B and the subtree for G is
given by the elements A, B, C, E and G.

The set of extended reachable elements from T is reachExtended (¥, T) = V& The
extended subtree for T is # and it is a real subtree. The extended subtree for E is
the same as the (unextended) subtree and it also is a real subtree. The extended
subtree for G incorporates T as well, because the path E T reaches T from a child
of G in the undirected graph G= (). As the parent T of the top element G is also
contained in the extended subtree, this tree is not a real subtree.

2.2.3 Constraints on DFTs

We require certain constraints to hold on DFTs. Most of these constraints were intro-
duced in [Jun15, Definition 4.9].

2.2.3.1 Well-formedness constraints

The first constraints ensure that the DFT is well-formed.

DFT Constraint 1 (DFT is acyclic) The graph G(¥) of a DFT ¥ is acyclic.

DFT Constraint 2 (Exactly the BEs have no children) A node v € ¥ has no
children iff v is a BE.

YoeF :0(v) =¢ &< v e BE#«

DFT Constraint 3 (Valid threshold for VOT) For VOT; with n children, it
must hold1 < k < n.

Vo € V : Type(v) = VOT, = 1<k < |o(v)].

DFT Constraint 4 (TLE is neither SEQ nor PDEP) The top-level event top is
neither a SEQ nor a PDEP.

Type(top) ¢ {SEQ, PDEP} .
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DFT Constraint 5 (No parents for SEQ and PDEP) SEQ and PDEP have no
ingoing edges.

Vo € V : Type(v) € {SEQ,PDEP} = p(v) = 0.
DFT Constraint 6 (SEQ and PDEP are at least binary) SEQ and PDEP have
at least two children.

Yo € V : Type(v) € {SEQ,PDEP} = |o(v)| > 2.

DFT Constraints 3 to 6 are not strictly necessary and could be omitted. However,
without these constraints we would need to define the behaviour of the DFT in the
excluded corner cases.

Definition 2.15 (Well-formed DFT) DFT ¥ is well-formed iff DFT Constraints 1
to 6 are satisfied.

Remark 2.1 In this thesis, we assume that all DFTs are well-formed.

In the following, we introduce additional constraints which are often used to make
modelling and analysis of DFTs easier. Moreover, some of the constraints prevent
special cases where the behaviour of the DFT is not clear any more.

2.2.3.2 Restriction to exponential distributions

The first constraint restricts the failure distributions to exponential distributions. Ex-
ponential distributions are easier to handle and are supported by a broad range of
models, e.g. Markov automata (cf. Section 2.3) and generalised stochastic Petri nets
(cf. Section 2.4). Most DFT analysis approaches and existing tools restrict themselves
to exponential distributions, cf. e.g. [DBB92; Rai05; RS15] and also Section 4.3.2.

DFT Constraint 7 (Restriction to exponential distributions) The failure dis-
tributions in DFT F are restricted to exponential distributions, i.e. F Qe The
attachment function © therefore has the form © : {v € SE} — (Qexp, Qexp). For

v € SE we use O(v) = (Aa, Ap) to denote the failure distributions with failure rates

Aq and A,,. The active failure rate is given by 4, and the passive failure rate is given
by A,.
P

The passive failure rate is often given by the dormancy factor d. The dormancy factor
with 0 < d < 1 defines the ratio between passive and active failure rate d = 4»/2,. The
passive failure rate can therefore also be expressed as 1, = d - 4,.
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2.2.3.3 Spare modules

The next constraints ensure that the claiming in a SPARE gate is distinctly defined. We
introduce so-called spare modules consisting of all DFT elements which are claimed
and activated when a SPARE-gate switches to another spare component.

Before we define spare modules, we first define module paths as a helper function.

A module path is a path which does not contain FDEPs or SEQs and does not connect
a SPARE with any of its children—but only with its parents.

Definition 2.16 (Module path) Let ¥ be a DFT. A path vgo; .. . v, in the undirec-
ted graph G= () is as module path if

e v; ¢ PDEP and v; ¢ SEQforall 0 <i < n,
« v; € SPARE = 041 € p(v;) forall 0 < i < n—1,and
« 0, € SPARE = v;_1 € p(v;) forall1 <i<n

A module is uniquely identified by it module representative. A representative for a
module is either a child of a SPARE or the top-level element.

Definition 2.17 (Module representatives) Let ¥ be a DFT. The set of spare mod-
ule representatives for ¥ is given by

SpareModuleReprg = U o(s).
sESPAREs

The set of module representatives is given by

ModuleRepr s = SpareModuleReprs U {top} .

All elements which are connected to a module representative by a module path
belong to the same module. All elements which do not belong to any spare module,
belong to the top module of the top-level element.

Definition 2.18 (Module) Let ¥ be a DFT. The module for spare module repres-
entative r € SpareModuleRepr+ is given by

Module(r) = {v € ¥ | there exists a module path p = vv; ...0,r in G~ (F)}.
The top module for module representative top is given by

Module(top) = {v € F | there exists a module path p = vo; ...v,t0p in G~ (F)}
U {v €V | v ¢ Module(r) forallr € SpareModuIeReprT} .

-module path

-spare module rep-
resentative

‘module  repres-

entative

-module
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Figure 2.3: Modules (boxes) and module representatives (grey)

Given a SPARE s, the primary module is Module(o(s);) of the first child. For the other
children i > 1, Module(o(s);) is called a spare module. Note that not all elements in
the top module necessarily have a module path to top. For example, elements which
are children of PDEPs might not have such a connection.

DFT Constraint 8 (Independence of modules) The modules of a DFT # must
be independent, i.e., disjoint.

Vr,r" € ModuleReprg with r # r" : Module(r) N Module(r") = 0.

The modules must be independent subtrees. This constraint makes claiming and
activation in a SPARE easier, because each module contains exactly one module rep-
resentative. This representative is the child of a SPARE—or the TLE. Thus, claiming a
child of a SPARE uniquely defines the complete module which is claimed. As modules
cannot ‘overlap’, multiple SPAREs claiming the same module is also not possible.

Example 2.2 (Modules) We depict the modules of an example DFT in Figure 2.3.
The module representatives are indicated by a grey background colour and the
modules are given by the dotted boxes.

The module of spare representative B contains only this element Module(B) = {B}.
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The module is a primary module of S; and also a spare module of S;.

The module of representative F is Module(F) = {C, D, E, F, G}. Note that G and E
are also part of the module even though they are not part of the subtree of F. X is
excluded from this module, because SEQs are not part of a module path.

The module of representative A also contains the TLE T which is a module rep-
resentative itself. Thus, the modules of A and T are not independent. Note that
X and U are not part of Module(A), because they are not reachable by a module
path. However, both elements are part of the top module.

DFT Constraint 8 (Independence of modules) is sometimes lifted for the top module
and primary modules. In those cases, primary modules can contain elements of the
top module as well. As both the top module and primary modules are activated from
the beginning, the ‘overlap’ makes no difference with respect to activation. Moreover,
claiming is also not affected, because the TLE cannot be claimed.

The following two constraints ensure that the initial claiming of SPAREs is successful,
i.e. each SPARE can claim its primary module.

DFT Constraint 9 (No constant failed events in primary modules) All
primary modules of SPAREs do not contain CONST+.

Vo € SPARE# : Module(o(v);) N CONST+ = 0.

DFT Constraint 10 (No sharing of primary modules) Primary modules of
SPAREs cannot be shared, i.e. they belong to exactly one SPARE.

Vo € SPARE# : p(0(0v);) = {v}.

The next constraint avoids having to formalize what happens when gates fail due to
outside triggers. This is in particular useful for SPAREs where claiming and activation
of remaining available children would need to be specified.

DFT Constraint 11 (Dependent events of PDEPs are BEs) PDEPs have only
BEs for dependent events. The trigger can be of arbitrary type.

lo(o)]

Vo € PDEP# : /\ Type(c(v);) = BE.
i=2

We ensure that only one constant failed element exists in a DFT. That way, the
propagation of immediate failures can always be traced back to the unique CONST~.
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DFT Constraint 12 (Unique CONST+) There is at most one CONST+ element.
|[CONST+| < 1.

Lastly, we present two constraints for SEQs which allow to pre-compute the DFT
elements which are allowed to fail.

DFT Constraint 13 (Inputs of SEQs are SEs) SEQ has only SEs as inputs.
lo(o)]
Vo € SEQ# : /\ Type(a(v);) = SE.

i=1

DFT Constraint 14 (No dependencies to inputs of SEQ) The children of
SEQs are not dependent events of PDEPs.

lo(s)] lo(f)]
Vs € SEQs : Vf € PDEP# : /\ A o(s)i # a(f);.
i=1  j=2

We conclude by defining conventional DFTs which is the restricted class of DFTs
we usually consider throughout this thesis. Note that the last two constraints are not
part of conventional DFTs.

Definition 2.19 (Conventional DFT) ADFT ¥ is conventionaliff it is well-formed
(cf. Definition 2.15) and additionally satisfies the following constraints:

« DFT Constraint 7 (Restriction to exponential distributions),

« DFT Constraint 8 (Independence of modules),

« DFT Constraint 9 (No constant failed events in primary modules),

« DFT Constraint 10 (No sharing of primary modules),

« DFT Constraint 11 (Dependent events of PDEPs are BEs) and

« DFT Constraint 12 (Unique CONST).

Conventional DFT are restricted enough such that for example claiming in SPAREs
and triggering through PDEPs is intuitively clear. On the other side, conventional DFT
have as few restrictions as possible to allow maximum flexibility when modelling and
to encompass most common DFT semantics from the literature.

2.2.4 DFT Traces

In a DFT, different kinds of events can take place—occurrences of failures, claiming of
spares, activation, etc. The events occurring in a DFT represent its behaviour. In the
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following, we will define the behaviour of a DFT in terms of valid traces over the DFT
events. We start by introducing the possible events in a DFT.

Definition 2.20 (DFT events) Let ¥ be a DFT. We distinguish the following
events in a DFT:

» The failure of DFT node v is denoted by f,. If v € SE fails by itself—and not due
to a dependency—we call this an SE failure and indicate it by f,.

« Event cl} indicates that SPARE s claims its child v € o(s).

« The activation of DFT node v is denoted by T,.

. Event %, indicates that the restriction of SEQ v is violated.

» We use Q, to denote that no event takes place for DFT node .

The set of DFT events in ¥ is given by
Eventsg = {f), 15, @, |v € F} U {clf, | s € SPARE#, 0 € o-(s)} U {4 | s € SEQ#}.
We denote the set of SE failures in F by
Failsse, = {f, | v € SE#}.
The set of no events is given by

oF={@y |veF}.

We often omit the subscript ¥ if the DFT is clear from the context.
The possible behaviour of a DFT is specified by traces over DFT events.

Definition 2.21 (Event traces) Let # be a DFT. An event trace T in ¥ is a sequence
of DFT events
T=ees...e, € Events¢,

such that all events except ‘no event’ @, occur at most once in 7. In other words:
Vej,ej €T,i+ j:e;#ejVe € DFVej€Ds.
The set of event traces in a DFT ¥ is denoted by Events; C Events#".

The most important events in a DFT are the SE failures. Each SE failure represents
the failure of an external component which failed on its own. Traces over SE failures
therefore represent the possible external failures which can occur in a system.

failure

-SE failure

-claiming

-activation

-violation

‘no event

-DFT events

-SE failures

-no events

-event trace
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Figure 2.4: Example DFT for traces

failure trace Definition 2.22 (Failure traces) Let ¥ be a DFT. A failure trace t¢y—also called
an ftrace—in ¥ is an event trace

T = fz,1 fUz . fz,n € Failssgf*

with pairwise distinct SE failures f,, and n < [SE#|.
failure traces The set of failure traces in DFT ¥ is denoted by FailsS’EF c Events;..

For DFTs with continuous probability distributions, the failures in failure traces are
strictly ordered, because no two SEs can fail at the same time.

Remark 2.2 (No simultaneous failures of SEs) Failures of two SEs cannot
happen simultaneously, because the probability of two continuously distributed
stochastic events occurring at the same time is zero, cf. Section 2.1.1.2 and [Ste09].

Example 2.3 (Event and failure traces) Consider the DFT in Figure 2.4. A pos-
sible ftrace in this DFT is

T = fB fC fA € FailS;E.

Trace 77 represents that first SE B fails, then C fails and last, A fails.
A possible event trace for the same DFT is

=17 Tp Te Ta T8 Tc {8 fp ©F @7 fc fE fr f4 @p.
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First, all elements are activated. After the failure of SE B, OR-gate D fails. AND-
gate E does not fail yet, as its child C is still operational. Thus, no event @ occurs.
TLE T also does not fail yet, i.e. @r. After the failure of C, AND-gate F fails and as
aresult, TLE T fails as well. The failure of A then has no impact any more.

We often omit the activation events T, in the following if they are clear from context.

Valid traces | Note that not all possible event traces correspond to valid behaviour
in a DFT. Thus, we define the notion of valid traces in the following. These traces
represent the behaviours in a DFT which are valid according to a DFT semantics. The
definition of valid traces needs several ingredients:

The behaviour is based on the external failures occurring in the system. We
therefore start with a given ftrace 7.

After each SE failure f, in 7y, the failure is propagated through the DFT. This
propagation results in an event trace e; ... e,. When the propagation is finished,
we have obtained a trace f, e; ... e,. Afterwards, the next SE failure in 7¢ is
considered and propagation starts anew.

During the propagation, elements in the DFT are evaluated in some evaluation
order depending on the used DFT semantics.

The evaluation of each DFT element leads to a new event, e.g. the failure of the
element or no event. The result of the evaluation is uniquely specified by the
type of considered DFT element.

After considering all SE failures in 7¢ and performing the necessary propagations,
we obtain a valid DFT trace

S S

!
foer...enfye;...e,

Note that for a given DFT semantics, multiple evaluation orders might be allowed.
Thus, multiple traces might be valid for a given ftrace 7.

In the following, we formalize these concepts. We start with the evaluation.

Evaluation of DFT elements | For a given event trace, the next event happening is
uniquely determined by the DFT element which is evaluated next. Each type of DFT
element gives rise to a specific evaluation.

Definition 2.23 (Evaluation of DFT elements) Let # be a DFT. The evaluation
of DFT element v € V after event trace v € Events™ is given by the function:

Eval : Events™ x V — Events.

We will define the function Eval for each type of DFT element in Chapter 3.

evaluation
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Observed trace order | For some dynamic gates the order in which failures occur is
important. While each trace provides a total order on all occurring events, this can
be too strict. We therefore use an ordering which depends on the behaviour which
can be observed by each DFT element. Each element can only observe the behaviour
of the DFT when it is evaluated. That means for all events occurring between two
evaluations of the same element no order can be established and they are considered
to be simultaneous.

Definition 2.24 (Observed trace order) Let ¥ be aDFT, 7 =¢; ... e, € Events™

-events of DFT ele- be a trace. For each DFT element v € V, we define the events of v as:
ment
{fo, To» @0} ifv ¢ SEQs# U SPARE#
Events® = 4 {fy, To, o, %0} ifv € SEQs

{fo, To» @p} U {Clz, |v" € 0'(0)} if v € SPARE.

Let 7 be a trace and v be a DFT element. Let e,e’ € 7 be events with e, e’ ¢ @«

observed trace or- Trace 7 induces an observed trace order <, for v as follows:
der

V7'e, C T with e, € Events®
ectT AN ¢rT = e ¢

’
e EPNeeT = e« e,
et DN ET = e, €.

Each event e, of v orders the events in those occuring before e, and events after e,

Corollary 2.1 (Observed trace order is a strict partial order) The observed
trace order < is a strict partial order.

Lemma 2.2 (Negation of observed trace order) The negation of the observed
“negation trace order is given as follows:

—|(e<f}e') = ef{e'VeeErVe'eEr.

Proof. By Definition 2.24 we know:

e <

e = e« e NeeTAe et

Correctness of the negation directly follows from negating the right-hand side. m

Using the notion of observed trace orders allows us to capture different notions of
‘simultaneousness’ by modifying the order in which elements are evaluated.
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Figure 2.5: Example DFT for observed trace orders

Example 2.4 (Observed trace order) Consider the DFT in Figure 2.5. We con-
sider the two traces 7, = f4 fg f7 and 7, = f4 @7 fg @7. The observed trace order
for the PAND T induced by the first trace is:

fA 4? fT and fB 4;} fT.

No ordering can be observed between the failures of A and B. From the perspective
of PAND T, both children failed simultaneously and thus, the PAND fails as well.
For the second trace 7, = f4 @7 fp @1 we get the following observed trace order:

fA 4;2 fB.

Here, an ordering between T’s children can be observed as T is evaluated between
the failures of A and B. As a result, A is observed to fail strictly before B. PAND T
does not fail, because its children did not fail in the correct order from left to right.

The details of the evaluation function Eval and the observed trace orders are intro-
duced in Chapter 3 when considering each element type in depth. For now, we will
only introduce the evaluation function in its general form.

Definition 2.25 (Evaluation of DFT elements) Let ¥ beaDFT and r € Events™
be a trace in . We define the evaluation function for v € ¥ as follows:

f, iff, ¢ ¢ A Fail(z,0)
Eval(r,0) = {1, elseif T,¢ T A Act(r,0)

@, otherwise.
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The first case indicates the failure of the gate v if it has not failed before and the
failure condition Fail(z,v) holds. The second case represents the activation of v if it is
not active yet and condition Act(z, v) holds. We use ‘else’ here because both conditions
could be satisfied at the same time. If none of the cases before holds, no event takes
place. The conditions Fail(z, v) and Act(z, v) depend on the type of v and will be defined
later in Chapter 3. For now, we only define the failure of static gates.

Definition 2.26 (Failure of static gates) Let v € StaticGatess be a static gate
with n = |o(v)| the number of its children. The failure conditions of static gates are:

n
AND:  Fail(r,0) &= /\fo), €7

i=1

OR: Fail(r,0) \/fO'(ZJ)i €T

i=1

k
VOT; : Fail(r,0) & 3{in,....ix} C{1,...,n}: Afg(v)ij er.
j=1

The failure condition of an AND-gate is fulfilled iff all children have failed. For an
OR-gate, at least one child must have failed and for a VOT-gate at least k children
must have failed.

Example 2.5 (Evaluation of elements) Consider again the DFT and traces
from Example 2.3 on page 32. The next event after the failure of BE B for OR-gate

D is given by
EvaI(fB,D) = fD.

OR-gate D returns the failure event fp because its second child B is failed. If we
consider the same trace but evaluate AND-gate E instead, no event takes place:

Eval(fg, E) = @g.

Evaluation order | The next event is always uniquely determined by the trace con-
sidered so far and the DFT element to evaluate next. The order in which DFT elements
are evaluated can have severe influences on the induced observed trace order and
therefore on the behaviour of the DFT. The evaluation order is specified by the used
semantics and can differ quite heavily between different DFT semantics from the
literature. A detailed investigation will be provided in Chapter 4. For now it suffices to
characterize the evaluation order.
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Definition 2.27 (Evaluation order) Let ¥ be a DFT. Given a DFT semantics Sem,
the evaluation order is defined by the function evaluation order

NextEval®“™ : Events™ — 2V,

which returns the possible DFT elements to evaluate next for a given DFT trace.

Given an event trace, an evaluation order defines the next event of the DFT. That
means, the evaluation order specified by the semantics defines the exact behaviour of
the DFT, i.e. the events occurring.

Definition 2.28 (Next events) Let ¥ be a DFT. Given a DFT semantics Sem, the
next events after trace r € Events™ are given by: “next events

NextEventS™ : Events™ —s 2Events
NextEvent®¢™ (1) = {e | o € NextEval®™ (1) A Eval(r, 0) = e}.

Note that there might be several possible next events, because the evaluation order
NextEval®*™ can return multiple elements to evaluate next. It is also possible that there
is no possible next event, that is NextEval®*™(z) = 0. In that instance, the propagation
is finished and the next external failure of an SE can be considered.

Traces in a DFT | We now have all the ingredients to define the behaviour of a DFT
for a given DFT semantics. The behaviour of a DFT depends on the external failures of
the components, i.e. on the ftrace of the SEs. Given an ftrace 75 and an evaluation order
NextEval**™—specified by the used semantics Sem—we can determine the possible
traces in the DFT. We start with an empty trace. We propagate by evaluating the
next element given by the evaluation order NextEval**™. The events computed by
NextEvent®¢™ are added to the trace as long as NextEval**™ provides new elements to
evaluate. If no elements need to be evaluated any more, the next external failure from
ftrace 7 is considered and propagation starts anew. The trace is completed, when no
propagation can be performed any more and all external failures have been considered.

Definition 2.29 (DFT traces) Let  be a DFT. We define a recursive helper func-

tion which performs the propagation in a DFT: -propagation

UeeNextEventSem (1) PropagateS®™(r e) if NextEval®®™(z) # 0

Propagate®*™ (1) =
pas ) {{r} otherwise.

We also define the set of event traces which violate a restrictor:

4" ={r € Events™ | 30 € SEQg: 4, € 7} .
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The set of valid traces Traces*¢™(z¢) C Events™ \ 4™ for ftrace 75 € Failsg; according
to semantics Sem is then recursively defined by:

Traces®*™(¢) = Propagate ™ (¢)
Traces®®™ (fy ... 5,1 f,) = Propagatesem (Tracessem (fy ... f-1) ).

We use Traces>¢™ to denote the set of all valid traces w.r.t. semantics Sem:

Traces>*™ = {T € Traces>*™ (t¢) | ¢ € FailsS’E} .

The exclusion of 4™ ensures that only traces which satisfy the restrictors are valid.

Note also that the initial propagation step is necessary to allow for example initial
activation of components.

In the following, we omit the superscript Sem and write Traces if we consider all

possible semantics. From now on, we use 7 € Traces to denote a valid trace 7.

Example 2.6 (DFT traces) We consider again the DFT from Example 2.3 on
page 32 for the example semantics SemEx. NextEval®*™E* returns element v if one
of its children o (v); has failed but v has not been evaluated afterwards. Consider
the ftrace fz. To compute Traces*¢™E* (fy) we start with the empty trace:

SemEx (8)

Traces = Propagate®®™¥(¢) = ¢,

because NextEval®*™ (&) = () as no child has failed yet.
Next, we consider the first external failure:

Traces *™F* (f3) = Propagate>°™E* (fp).

As NextEval**™E*(f3) = {D, E}, we have two possible evaluation orders. We start
with D. From Example 2.5 on page 36, we know Eval(fg, D) = fp and the resulting
trace is r; = fp fp. If we evaluate E instead, we have Eval(fg, E) = ©f and the
resulting trace is 7, = fz @g. In summary, NextEventS¢"EX (fz) = {fp, @} and

Propagate®™E* (fz) = Propagate®*™E* (f3 f,) U Propagate®*™E* (fz oF).

We continue with 7; = f3 f;, and have NextEval®*™F*(7;) = {E, T} . Possible next
events are NextEvent>¢™E* (7)) = {@g, @7} and the corresponding traces are

3 =11 @ = g fp Of
74 =1 Or = fp fp @7.
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In summary, the propagation step for r; = fp fp yields
Propagate®*™*(1,) = Propagate®*™* (13) U Propagate®®™E* ().

We continue with 73 = fg fp @g. Only one elements needs to be evaluated, because
NextEval**™E¥ (z;) = {T}. We obtain trace 75 = 73 @1 = {5 fp @ @r and get

Propagate®®™*(z3) = Propagate®*™E* (z;).

As NextEval*®™E¥ (75) = 0, we are finished with this trace:
— SemEx SemEx
75 = fp fp @ @7 € Propagate (75) C Traces (fp).

In total, we get three possible DFT traces for ftrace fg:
o fgfp @p @1 € TracessemEx(fB)
« f5fp @1 @ € TracesS¢™Ex(fp)
. fgopfp or € TracessemEx(fB).

It is important that the propagation only terminates when no changes occur any
more. Otherwise, a new external failure would be considered before all failures are
fully propagated. Thus, all DFT semantics need to ensure that the evaluation is not
stopped prematurely.

Definition 2.30 (Valid evaluation order) Let ¥ be a DFT and Sem be a DFT se-
mantics. Let g =1, ..., € Failss’E be any ftrace and let

_ 0 1 1 n n Sem
T=e) ...ty fo e ey £, fy el . e € Traces™™ (z¢)

be a corresponding DFT trace. For 0 < i < n we define

i_ 0 0 i i
T=e ...ep fo . M e e, O

as the trace until the i-th external failure. For all ¢’ € Events, we define

i _ 0 0 i i
T, =€ ...ep by ...y e1.. e, € f

n n
" mo m; € fo, - Do, ef o€

mn

Ti

as the trace where in the i-th propagation one additional event e’ is added. We
know that each propagation terminated and therefore

Y0 < i < n: NextEval**™ (%) = 0.
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va(ljid evaluation Semantics Sem defines a valid evaluation order NextEval®¢™ if
order
YVO<i<n:YveV: Eval(ri,v) €@,
i.e. the propagation can only be prolonged with ‘no event’, and
Yo<i<n:Vee@:1, € Traces>*™ (t¢),

i.e. prolonging the propagation still yields valid traces.

for an example semantics SemInov:
fs @k fc fz @r € Traces®™™(z¢).
The evaluation order defined by SemInv is invalid, because
NextEval**™m(f; o) = 0

but
EvaI(fB @E,D) =fp ¢ @.

valid evaluation orders.

2.2.5 State of a DFT

2 Preliminaries

Example 2.7 (Invalid evaluation order) We consider again the DFT from Ex-
ample 2.3 on page 32. Let 7y = f f be the ftrace. We consider the following trace

Remark 2.3 In the remainder, we require that all considered semantics define

During DFT analysis, we are usually not interested in the complete traces but in the
state of the complete DFT after a trace, e.g. which elements have failed.

Definition 2.31 (Failed elements) Let ¥ be a DFT and let r € Traces be a DFT

failed elements trace in 7. The set of failed elements after 7 is given by

Failed(r) ={v € F | f, € }.

failed For a trace 7 € Traces and element v € Failed(7) we say ‘v is failed. Similarly, for

operational an element v € F with v ¢ Failed(r) we say ‘v is operational’.

Monotonicity of failures | In the definition, we use the fact that an element cannot

become operational again once it has failed.
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Lemma 2.3 (Monotonicity of Failures) Let # be a DFT. The monotonicity of fail-
ures is the property that a failed DFT element stays failed forever. More formally,
for all DFT elements v € ¥ and all traces 7 € Traces the following holds:

v € Failed(r) = Vr C 7’ : v € Failed(7")
v ¢ Failed(r) = V7"’ C r:0 ¢ Failed(z”).

Proof. The proof follows directly from Definition 2.31 and Definition 2.21. ]

Similar to failed elements, we can also define active elements.
Definition 2.32 (Active elements) Let ¥ be a DFT and let 7 € Traces be a DFT
trace in #. The set of active elements after 7 is given by
Active(r) = {v € F | Ty€ 7}.
For an element v € Active(r) we say ‘v is active’ and for v ¢ Active(r) we say ‘v is
passive’. As for failed elements, monotonicity of activation holds as well.
For SPAREs, we define the set of claimed elements.

Definition 2.33 (Claimed elements) Let ¥ be a DFT and let r € Traces be a DFT
trace in #. The set of claimed elements of SPARE s after trace 7 is given by

Claimed(7)(s) : {v eF |cl € 1'} )

For v € Claimed(7)(s) we say ‘s has claimed v’ and ‘v is claimed by s’. Similarly, for
an element v € ¥ which is not claimed—and also not failed—we say ‘v is available (for
claiming)’. We refer to Definition 3.12 on page 91 for the details.

Remark 2.4 We assume monotonicity for claiming, i.e. elements previously
claimed by a SPARE stay claimed—even when the SPARE claims a new child.

Lastly, we consider disabled elements which are not allowed to fail.

Definition 2.34 (Disabled elements) Let ¥ be a DFT and let 7 € Traces be a DFT
trace in F. The set of disabled elements after 7 is defined as follows:

Disabled(7) = {v € F | v ¢ Failed(r) A Propagate®™(r f,) C 6’} .

The failure of disabled elements always yields invalid traces. If a disabled element is
a BE, we can therefore prevent occurrences of event % by preventing the disabled BE
from failing in the first place. Note that there can be elements which are not disabled
but can still yield invalid traces.

-monotonicity

active elements

active

passive

claimed elements

disabled elements



Markov
maton

auto-

-states
-initial state
-actions
-probabilistic

transitions

-Markovian trans-
itions

-atomic proposi-
tions

-state labelling

-probabilistic
state
»}v\arkovian state

-hybrid state

42 2 Preliminaries

2.3 Markov Automata

The base model throughout this thesis is a Markov automaton [EHZ10]. Markov
automata combine the non-deterministic and probabilistic behaviour of probabilistic
automata [SL95; Sto02] with continuous time as used in continuous-time Markov
chains [Nor98].

We base our definitions on [Tim13] in the following.

Definition 2.35 (Markov automaton (MA)) A Markov automaton (MA)is a tuple
M = (S, sy, Act, <>, --», AP, L), where

« S is a finite set of states.

. so € S is the initial state.

« Act is a finite set of actions.

« < C 5 X Act X Distr(S) is a probabilistic transition relation.
o --> C SXRyg X Sisa Markovian transition relation.

« AP is a finite set of atomic propositions.

« L:S — 2"P s the state labelling function.

Actions are also sometimes called choices. For probabilistic transition (s, a, p) €—,
a
we write s < p and say that from state s with action « we reach a state s’ € S with

2
probability u(s”). For Markovian transition (s, 4,s") €-->, we write s --> s” and say that
from state s we reach state s” with rate A.
For a state s € S, we denote the probabilistic transitions of s by

PT(s) = {t € {s} X Act X Distr(S) | t e=—}.
Similarly, we denote the Markovian transitions of s by
MT(s) ={t € {s} XxRso XS |t e-->}.

We call a state s probabilistic if PT(s) # 0 and MT(s) = 0. Similarly, a state s is
Markovian if MT(s) # 0 and PT(s) = 0. If both PT(s) # @ and MT(s) # 0 hold, then s
is a hybrid state.

Behaviour of transitions | Both types of transitions in an MA represent different
behaviour. In a probabilistic state, first a non-deterministic choice over all outgoing
probabilistic transitions is made and we obtain a probability distribution. Afterwards,



2.3 Markov Automata 43

Figure 2.6: Example Markov automaton

the next state is selected according to this discrete probability distribution. In a
Markovian state, all outgoing Markovian transitions are competing in a race. Each
Markovian transition (s, A,s’) fires after a delay determined by its rate A which is
governed by an exponential distribution. The transition which fires first, i.e. with the
minimal delay, wins the race and determines the successor state. The minimum of the
delays is again an exponential distribution and is called the exit rate.

Definition 2.36 (Rates in MA) Let M = (S, so, Act, <, -->, AP, L) be an MA and

s,s" € S. The rate between states s and s’ is given by rate
rate(s,s’) = Z A
(s,A,87)€->
The exit rate (or outgoing rate) of state s is given by -exit rate

rate(s) = Z rate(s,s”’).

s"”eS

We require rate(s) < oo forall s € S.
The time spent in a Markovian state is also called the sojourn time and is given by
an exponential distribution governed by the exit rate. Thus, the probability to leave

state s within ¢ time units is given by the function 1 — e~"¢($)'?  After leaving state s,
rate(s,s”)
rate(s) °

the probability to go to state s’ next is given by

Example 2.8 (Markov automaton) We depict an example MA in Figure 2.6.
Markovian transitions are depicted with dashed lines. Probabilistic transitions are
indicated with a black dot in the middle. The part before the black dot represents
the non-deterministic action and the part after the dot represents the probability
distribution over the successor states.
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The MA models the behaviour of students and faculty for lunch time and the two
available options: going to the university cafeteria or the bakery. The initial state

. . iy ips 4
so has two outgoing Markovian transitions. The first transition sy --> s; models
hungry students which go to the university cafeteria (state s;) with rate 4. The

second transition sy ES s; models hungry faculty members which emerge with
rate 1. A hungry faculty member non-deterministically decides between the two
available options represented by the actions ‘cafe’ and ‘bake’. If action ‘cafe’ is
chosen, the faculty member visits the cafeteria (s;) with probability 1. If action
‘bake’ is chosen, there is a probability of 1/10 that the faculty member will be served
very fast (s3). Otherwise, the member will be served with regular speed (s4). The

o g o . g : 40
remaining Markovian transitions model the serving rate in the cafeteria (s, --> s5)

60 30
and the fast (s3 --> s¢) and slow serving rates (s4 --> s7) in the bakery. In each case,
the person can eat afterwards, which is indicated by the atomic property {eat}
which is added to each of the states ss, s and s;.

Maximal progress assumption | Markov automata conform to the maximal progress
assumption [Tim13]: probabilistic transitions are immediate and therefore always taken
before the (delayed) Markovian transitions. As a result, all Markovian transitions are
irrelevant in hybrid states and can be omitted. From now on, we therefore assume that
Markov automata do not contain hybrid states, i.e.

PT(s) #0 = MT(s) =0 foralls € S.

Action-deterministic | Furthermore, we assume that the MA is action-deterministic.
That means, for each state s, all outgoing transitions have a unique action, i.e.

| { € Act | 3u € Distr(S), (s, at, ) € PT(s)} | = 1.

2.3.1 Continuous-time Markov chains

An important subclass of Markov automata are continuous-time Markov chains (CT-
MCs) [Nor98; BHHK03]. CTMCs do not contain non-deterministic choices but only
Markovian transitions.

Definition 2.37 (Continuous-time Markov chain (CTMC)) A continuous-time
Markov chain (CTMC) is a tuple C = (S, so, -->, AP, L), where all tuple entries are
defined as for Markov automata.

In other words, a CTMC is a Markov automaton with Act = @ and <= (.
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2.3.2 CSL properties

Schedulers | As we are working with Markov automata, we need to resolve the
non-determinism when analysing the model. The non-determinism is resolved by
schedulers—often also called policies. We informally introduce the concept of sched-
ulers in the following. For a thorough formalisation, we refer to [Tim13; GHHK" 14;
Neul0]. A path in the MA is a sequence of states, actions and time spent in each state.
A scheduler S determines for each path ending in a state s which action PT(s) to
take next. We denote the set of all schedulers for MA M by Schedulers 5. Different
schedulers can take different actions in a state and therefore lead to different behaviour.
For instance in Example 2.8, a scheduler S; could always take action cafe, i.e. faculty
members always go to the cafeteria. Another scheduler S; could take action cafe with
a certain probability and a third scheduler S; could take action bake if too much time
already progressed before.

Continuous stochastic logic | We formalise the properties—the measures to compute
on our models—in continuous stochastic logic (CSL) [BHHKO03]. CSL is a branching-time
temporal logic based on CTL [EC82; BK08]. We define CSL similar to [BHHKO03] and
extend it slightly in order to also be applicable to Markov automata. For a formal
definition of the properties in the context of Markov automata and an explanation of
the corresponding model checking algorithms, we refer to [GHHK" 14].

Definition 2.38 (Continuous stochastic logic (CSL)) The syntax of continuous
stochastic logic (CSL) is inductively defined as follows:

« a state formula ® is either

— an atomic proposition a € AP,
— the negation —®; of a state formula &, or
— the conjunction ®; A ®; or disjunction ®; V @, of state formulas @, ;.

. a path formula ¢ is of the form ¢ = ®; U/ &, with interval I C R, and state
formulas ®;, ®,.

« a probability property for state s and scheduler S is of the form P (¢) with path
formula ¢.

« an expected-time property for state s and scheduler S is of the form ETS (¢)
where the path formula ¢ has an unbounded interval, i.e. ¢ = ®; UI>®) &,.

States in an MA are identified in CSL by their state formula ®, a Boolean combination
of associated labels.

property

continuous
stochastic
(CSL)

logic

-continuous
stochastic

(CSL)

-state formula

logic

-path formula

-probability prop-
erty

-expected-time
property
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Path formula | A path formula ¢ = ®; Ul @, is satisfied by a path if only states
satisfying the state formula @, are visited until a state satisfying @, is visited. Moreover,
the state satisfying ®; must be visited at a time point ¢ € I within the given interval I.

If ®; = true for a path formula, then arbitrary states can be visited before satisfying
®,. We call this type of path formula a reachability path formula and use the notation
oI ®, = true U' @,. If the interval is of the form I = [0,t], we call the formula a
time-bounded path formula with time bound ¢. If the interval is of the form I = [0, c0),
we call the formula an unbounded path formula and omit the superscript I.

Probability property | Probability property PS (¢) describes the probability that the
path formula ¢ is satisfied for scheduler § starting in state s. We use

PP™(p) =  max  PS(p)

SeSchedulers

to denote the maximal probability over all schedulers. Similarly, P™"(¢) denotes the
minimal probability. We omit the subscript s if we are starting in the initial state s, i.e.

PS(p) =P (¢).

Expected-time property | Expected-time properties have the form ETS (®; U @,)
and describe the expected time when the unbounded path formula ®; U ®; is satisfied
for scheduler S starting in state s. As for probability properties, we distinguish maximal
and minimal expected times. Note that the expected-time property is undefined if the
probability of satisfying the path formula is less than 1, i.e. P (®; U ®,) < 1.
Expected time properties can be computed on the underlying Markov-decision
process (MDP) of a given MA [GHHK"14]. As a result, calculating expected-time
properties is usually faster than computations on the MA, e.g. for probability properties.

Spurious non-determinism | We call the non-determinism in an MA spurious, if
the computed probabilities are the same for different schedulers, i.e.

P™% () = P™™ () for all path formulas ¢.

In other words, taking different actions in a state yields the same outcome. For spurious
non-determinism, we can the superscript S—or min or max—and write P (¢) instead.
As CTMCS are deterministic, the minimal and maximal probabilities always coincide.

2.4 Generalised Stochastic Petri Nets

Petri nets [Reil3] are commonly used to model concurrent systems.



2.4 Generalised Stochastic Petri Nets 47
p1 h p2 2 t2
Oo—F—0O__

Figure 2.7: Example Petri net

Definition 2.39 (Petri Net) A Petri netis a tuple N = (P, T, I, 0, H, m,), where
« P is a finite set of places.
T is a finite set of transitionswith PN T = 0.

« L,O,H: T — (P — N) are the input-, output- and inhibition-multiplicities of
each transition, respectively.

« my € M is the initial marking with M : P — N the set of markings.

A marking M : P — N associates each place with a natural number representing
the number of tokens in this place.
For a transition ¢t € T and place p € P we use the following notation:

« IfI(t)(p) > 0, there exists an input arc from p to t. The input places (or preset) of ¢
are given by *t = {p’ € T | I(t)(p’) > 0}.

« IfO(t)(p) > 0, there exists an output arc from t to p. The output places (or postset)
of t are given by t* := {p’ € T | O(¢)(p’) > 0}.

« IfH(t)(p) > 0, there exists an inhibitor arc from p to t. The inhibition places of ¢
are given by °t := {p’ € T | H(¢t)(p’) > 0}.

Graphical representation | We usually represent Petri nets graphically. Places are
depicted with a circle and transitions are depicted with a filled rectangle. Tokens in

a place—constituting a marking—are indicated by dots in the corresponding circle.

Input arcs are displayed with an arrow from the place to the transition whereas output
arcs are displayed with an arrow from the transition to the place. Inhibitor arcs are
depicted by an arc from the place to the transition with a small circle as arc-head.
Arc-multiplicity greater than one are indicated by a small number near the arc.

Example 2.9 (Petri net) We depict an example Petri net in Figure 2.7. The Petri
net consists of two places p1, p; and two transitions #;, t,. Transition #; has p; as
input place, both p; and p, as output places and p, as inhibition place. Transition
t, has place p; as input and output place. The input-multiplicity of #, is 1 and the
output-multiplicity is 2. The initial marking my is given by mo(p1) = 1, mo(pz) = 0.

Petri net

-places

-transitions

-marking

-token

-input

-output

-inhibitor
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p1 i p2 fa P3
()
O SO, O
@3 @3
t3 p4 t4 ps
| O | O
@1 @2

Figure 2.8: Example GSPN

We are using a stochastic extension of Petri nets called Generalised Stochastic Petri
Nets (GSPN) [MBCD*95] to define the semantics of DFTs in Chapter 3. The following
GSPN definition combines the definitions given in [MBCD*95] and [EHKZ13].

Definition 2.40 (Generalised Stochastic Petri Net (GSPN)) A Generalised
Stochastic Petri Net (GSPN) is a tuple G = (P, T, I, O, H, mo, W, I, D), where

« N=(P,T,1,0,H, my) is a Petri net.

« The transitions T = T; W T; are partitioned into immediate transitions T; and timed
transitions T;.

« W:T — Ry is the weight function mapping transitions to weights.

« II : T — N is the priority function mapping transitions to a priority level
represented by the natural numbers.

« D € 2"t is the partitioning of immediate transitions.

Timed transition have priority zero, i.e. Vt € T; : II(¢t) = 0, whereas immediate
transitions have a non-zero priority, i.e. V¢ € T; : II(¢) > 0.

Graphical representation | In a graphical depiction of GSPNs, we use filled black
bars to depict immediate transitions and white bars with a black border to depict timed
transitions. We display transition weights in orange colour with the prefix w and
transition priorities with the prefix @. We often omit the weight for a transition ¢ if
W (t) = 1. The partitioning is not depicted but given separately.

Example 2.10 (GSPN) We depict an example GSPN G in Figure 2.8. It has three
immediate transitions t1, t,, 4 and one timed transition 5. Transition t, for example
has weight 2 and priority 3. A possible partitioning is D = {{t1}, {t2, ta}}.
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2.4.1 Firing of Transitions

Markings in a GSPN change through the firing of transitions. Only transitions which
are in concession and enabled can fire.

Definition 2.41 (Transitions in concession) A transition ¢ € T has concession
ina marking m € M iff -concession

« Vpet:m(p) >1(t)(p) and
« Vp e°t:m(p) <H(t)(p).

A transition has concession if all its input places contain the required amount of
tokens and all inhibition places do not exceed the token limit. The set of all transitions
which have concession in marking m is denoted by conc(m).

Definition 2.42 (Enabled transitions) The set of enabled transitions in a marking  -enabled
m € M is given by
enabled(m) := conc(m) N {t €T |I(t) = max H(t')} .
t’ econc(m)
A transition is enabled if it has concession and no transition of higher priority has
concession. As aresult, all transitions enabled in a marking have the same priority. Note
that if timed and immediate transitions have concession, only the immediate transitions

are enabled, because by definition, they have a higher priority. This conforms to the
maximal progress assumption.

Enabled transition can fire and yield the next marking.

Definition 2.43 (Firing transitions) In a marking m € M, an enabled transition
t € enabled(m) can fire. Firing transition t in m results in a marking m’ and is  -fire

denoted by m 5 m'. The resulting marking m’ is given as follows:
Vp € P:m’(p) == m(p) +O(t)(p) — I(t)(p).

Example 2.11 (Firing transition) We continue with Example 2.10. We first
check which transitions have concession in my. Transition t; has no concession
as the inhibitor place p, contains a token. Transition t, has concession as both
input places p, and p, contain a token. Similarly, transitions t3 and t, also have
concession. In total, conc(mg) = {t,t3,t4}. Of the three transitions, only #; is
enabled, because it has the highest priority. Thus, enabled(m) = {t,}. Firing ¢,
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consumes a token each of p; and p4, and adds one token to ps:
t 7’ : 7 ’ 7 7
mo — m’ with m’(p1) = m’(p3) = 1,m’ (p2) = m’(ps) = m(ps) = 0.

If multiple transitions are enabled, there is a conflict which transition fires next.

Definition 2.44 (Conflict) A marking m € M contains a conflict if multiple trans-
itions are enabled, i.e. |enabled(m)| > 1.

A conlflict is resolved by first a non-deterministic choice and secondly a probabilistic

choice. For a marking m € M containing a conflict, we determine the enabled partitions:

Denabled(m) = {D € D | D N enabled(m) # 0} .

We first perform a non-deterministic choice over Denapled (1) to determine the partition
which is considered next. Let D € Depapled (M) be the chosen partition. Secondly, for
all transitions in the partition D, we perform a probabilistic choice w.r.t. weights.

Definition 2.45 (Probability of transition firing) Let D € Depapied(m) be the
chosen partition and t € D be a transition. The probability of firing t for marking m
and partition D is given by

w(t)
Dt eDrenabled(m) W (1)

PD(t, m) =

if t € enabled(m) and Pp(t, m) = 0 otherwise.

The probability of a transition is the weight of the transition divided by the total

weight of all enabled transitions in the partition.

in

de
pr

If only timed transitions are enabled in a marking m, the corresponding sojourn time
this marking is exponentially distributed with exit rate };c7,nenabled(m) W (t)-

In summary, conflicts between transitions in different partitions are resolved non-
terministically and conflicts between transitions in the same partition are resolved
obabilistically.

Example 2.12 (Conflict) We consider again the GSPN from Example 2.10 but
assume that both transitions t, and t; have priority 3. Thus, both transitions are
initially enabled, i.e. enabled(mg) = {t,, t4}. We therefore have a conflict in m;.
We resolve this conflict by first considering the partitioning. Both transitions are
in the same partition D = {t;,#4} € D and therefore Depapled(mo) = {D}. As a
result, there is no non-deterministic choice as only one partition is enabled.



2.4 Generalised Stochastic Petri Nets 51

We continue by calculating the probability of firing for both transitions:

2 2 1
Pp (1, =— == Pp (14, ==,
p(t2, mo) 2+1 3 p(ts, mo) 3
In summary, the conflict between ¢, and t4 is resolved probabilistically by firing t,

with probability 2/3 and firing ¢, with probability 1/3.

Definition 2.46 (Firing sequence) Let G be a GSPN. A firing sequence starting
in marking m € M is a (finite) sequence of transitions o = t; ...t, € T* such that

51 ty tn .
m—m;— ... > my,withmy,...,m, € M.
. . . . . ty t)
A marking m’ is reachable from marking m if a firing sequence m — ... — m’

exists. All markings reachable from the initial marking m, form the reachability graph.

Definition 2.47 (Reachability Graph) Given a GSPN G, the reachability graph
RG(G) = (RS(G), E) is a directed graph with

+ RS(G) the set of reachable markings defined recursively by:
- my € RS(G),
—ifmeRS(G)and At e T,m' € M : m-s m’ then m’ € RS(G).

« E C RS(G) X RS(G) the set of edges given by

E:= {(m,m') | FeT:mo m'}.

Markov automaton for GSPN | A GSPN G can be translated into an MA Mg. The
idea of the translation as given in [EHKZ13] is as follows: the state space of Mg is
given by RS(G), the probabilistic transitions in Mg are formed by the immediate
transitions of G and the Markovian transitions are given by the timed transitions.

Properties of GSPN | We consider some properties of GSPNs.

Definition 2.48 (Deadlock) A GSPN G has a deadlock if a marking m is reachable
from which no transitions can fire, i.e. enabled(m) = 0. A GSPN is deadlock-free if
it does not contain a deadlock.

Definition 2.49 (Boundedness) Let k € N and G be a GSPN. A place p € P is
k-bounded if for all reachable markings m € RS(G): m(p) < k. G is k-bounded if
all places p € P are k-bounded. G is bounded if it is k-bounded for some k € N.

While a reachability graph can be infinite in general, it is finite for bounded GSPNs.

-firing sequence

-reachable

-reachability
graph

deadlock

-bounded



Zeno behaviour

-timeless trap

52 2 Preliminaries

Corollary 2.4 (Finite graph) Every bounded GSPN G has a finite reachability
graph RG(G).

Zeno behaviour | GSPNs (and also Markov automata) can experience Zeno behaviour:
an infinite sequence of markings (or states) where only a finite amount of time pro-
gresses. Zeno behaviour is often considered a modelling error and should be avoided.
We characterize Zeno behaviour in GSPNs by the presence of timeless traps [BK02].

Definition 2.50 (Timeless trap) A GSPN G has a timeless trap if there is a mark-
ing m € RS(G) from which starts an arbitrarily long firing sequence m NN my
for all n € N, and all firing sequences m 4005 my. consist only of immediate

transitions: tq,..., % € T;.

A GSPN with a timeless trap experiences Zeno behaviour as a marking is reachable
from which infinitely many immediate transitions fire without any progress of time.
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3 Semantics of DFT Gates

In this chapter, we make the following assumptions. The DFT is well-formed
and satisfies the following additional constraints:

« DFT Constraint 7 (Restriction to exponential distributions)
« DFT Constraint 8 (Independence of modules)

« DFT Constraint 11 (Dependent events of PDEPs are BEs)

« DFT Constraint 13 (Inputs of SEQs are SEs)

« DFT Constraint 14 (No dependencies to inputs of SEQ)

We justify these restrictions throughout this chapter and also discuss ap-
proaches to lift them.

Before we can analyse DFTs, we first have to define the precise semantics of DFTs
in detail. The semantics of DFTs are usually defined by giving the behaviour of each
considered DFT gate, see for example [CSDO00; Rai05; BCS10]. However, this does not
suffice to fully capture and explain all possible behaviours in a DFT. As already stated
by Coppit, Sullivan and Dugan:

‘A key point is that it is inadequate to specify the meanings of indi-
vidual modeling constructs in isolation—whether informally or not.
What is needed is the definition of the meaning of an arbitrary DFT
in which these constructs might interact in subtle ways.” ([(CSD00])

That means in addition to specifying the behaviour of each DFT element, we also have
to define the interplay between different elements in the whole DFT. This interplay can
be specified by the evaluation order. One example is how and in which order failures
are propagated from one DFT element to another.

Moreover, there exist different semantics for DFTs in the literature (see Chapter 4
for a detailed discussion). In some details there is no common understanding, what
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the ‘correct’ behaviour of a DFT should be.

In this part we aim to tackle these semantic issues. We present an approach to
capture the semantics of DFTs based on generalized stochastic Petri nets (GSPNs).
We translate a given DFT into a GSPN. As the semantics of GSPNs are precisely
defined [EHKZ13], the GSPN then gives the formal semantics of the DFT. As a result, we
can give precise semantics to DFTs. Moreover, for different DFT semantics, we provide
slightly different translations into GSPNs. Thus, we can compare the differences—and
similarities—between DFT semantics by comparing the resulting GSPNs.

We start by giving the semantics of each DFT element in this chapter. For each
DFT element we first formalize its behaviour in terms of the evaluation function Eval
over DFT traces and present possible semantic intricacies. Secondly, we present a
GSPN capturing the behaviour of the considered DFT element. We also show the
correctness of the resulting GSPN with respect to the DFT traces. We conclude the
chapter by showing some properties of the resulting GSPN such as boundedness.
The next Chapter 4 then considers the semantics of complete DFTs and discusses the
different semantics presented in the literature.

Both chapters are based on the publication ‘One Net Fits All - A Unifying Semantics
of Dynamic Fault Trees Using GSPNs’ [4] and its extended version [5]. The definition
of the failure behaviours of DFT elements w.r.t. event traces is inspired by [Jun15]. The
approach of translating DFTs to GSPNs was first proposed in [Rai05] and our GSPNs
for several DFT elements closely resemble the ones in [Rai05].

3.1 Translation

The translation from DFTs to GSPNs is performed compositionally. The general idea of
the translation is visualized in Figure 3.1. We start with the given DFT in Figure 3.1a as
input. We independently translate each element of the DFT into a corresponding GSPN
using predefined GSPN templates. Connections between different GSPN template are
handled using interface places. The basic scheme of the translation is visualized in
Figure 3.1b. For each DFT element, an interface place Failed (blue shade) is created.
A token in Failed, represents that DFT element v has failed. Each DFT element is
translated using the corresponding GSPN template (cloud shape). Merging all GSPNs
yields the complete GSPN for the given DFT. The resulting (simplified) GSPN is depicted
in Figure 3.1c. Dashed boxes represent the GSPNs corresponding to different elements.
The presented translation is fully compositional and can be easily adapted and
extended. In our translation, we support different DFT semantics by having different
GSPN templates and using different priorities and partitionings. Moreover, new types
of DFT elements can easily be added by defining the corresponding GSPN template.
In the following, we first introduce the general idea of the GSPN translation which
is based on the concept of GSPN templates. We introduce GSPN templates and explain
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(b) Basic scheme

Figure 3.1: Translation idea from DFT to GSPN

how connections between separate GSPNs are handled. Afterwards, we explain the
behaviour of each type of DFT element in depth and specify their GSPN templates.

3.2 General Idea

The general idea of the GSPN translation is to construct a correspondence between a
given DFT ¥ and the resulting GSPN G« such that the behaviour of the DFT—given as
DFT traces—can be captured by the GSPN—using firing sequences of transitions. The
idea is that for each event in the DFT one—or more—corresponding transitions fire in
the GSPN. The priorities in the GSPN are used to model the evaluation order in the
DFT. The transitions which can fire next are determined by the priorities in the GSPN
and these priorities are specified by the evaluation order in the DFT. If for example
DFT element v is evaluated next in the DFT, the priorities in the GSPN ensure that only
transitions corresponding to the GSPN template of v can fire. Thus, the evaluation
order is reflected in the corresponding GSPN. Moreover, the current state of a DFT, e.g.
failed and claimed elements, is captured in the GSPN by its marking.

3.2.1 Interface places

We introduce so-called interface places in the GSPN which represent the state of the
corresponding DFT. Interface places connect the different DFT elements and are used
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to pass information from one element to the next.

Definition 3.1 (Interface places) Let ¥ = (V, g, Type, top, ©) be a DFT. The set
of interface places for  is given by

I# = {Failed,, Unavail,, Active, | v € ¥} U {Disabled, | v € BE#} .

The interface place Failed, contains the information about the failure of the DFT
element v € 7. A token is in interface place Failed, iff the corresponding DFT element
v € ¥ has failed. We also call Failed, the failure place.

The remaining three types of interface places are needed for specific gates. Unavail,
and Active, are required for SPARE gates with their claiming and activation mechan-
ism. The place Unavail, indicates that the corresponding element is not available for
claiming, i.e. it is either already failed or it is already claimed by a SPARE gate. The
place Active, indicates whether the element is actively used. An element is actively
used if it is either part of the top module or if it belongs to a spare module which is
claimed by a SPARE.

The place Disabled, indicates whether the failure of the corresponding BE is currently
prevented by a restrictor, e.g. a SEQ. A disabled BE cannot fail.

3.2.2 GSPN templates

The translation from a specific DFT element v to a GSPN is based on GSPN templates
templ,y,. (v) for each type of DFT element, e.g. AND, OR, etc. Each template uses the
predefined interface places to establish the connection to its children. Additionally, a
template contains auxiliary places, transitions and arcs.

A template for an element v € ¥ also contains a priority variable 7,. The complete set
of all priority variables is denoted by 7. The transition priorities in the resulting GSPN
are functions over the priority variables, i.e. Il : T — N|[7]. The priority variables
can be instantiated with concrete values from N to obtain the required transition
priorities. Transition priorities specify in which order transitions in the GSPN can
fire. We use them to reflect the evaluation order in the DFT. Instantiating the priority
variables with different values then allows to represent different evaluation orders—i.e.
different semantics—without changing the GSPN templates. More details will be given
in Section 4.4.

Definition 3.2 (GSPN template) A (7-parameterised) GSPN template over inter-
face places 7 isa GSPN 7 = (P, T, 1, O, H, mo, W, 11, D) where

« I CPand
. I1: T — N[7].
An instantiation of GSPN template 7~ with ¢ € N” results in the GSPN 7 [¢c] =
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Failed, fail Failedy
O—i O
A
Failed, Failed,,
O—+—0
Aux act@ﬁv pass@nx
(a) DFT template 77 (b) DFT template 73

Figure 3.2: Example DFT templates

(P,T,1,0,H, mo, W,II', D) with IT'(¢) = I1(¢t)(c) forall t € T.

In the following, for ease of presentation, we will often depict the GSPN templates
instead of giving their textual description.

Example 3.1 (GSPN template) We depict examples of two GSPN templates
in Figure 3.2. The formal definition of the GSPN template in Figure 3.2a is given by
91 = (P,T,1,0,H, my, W,II, D) over interface places I = {Failed,, Failed, } where

« P = {Failed,, Failedy, Aux},

T = {fail},T; = {act},

o I(fail)(Failed,) = 1, etc.,

o mo(Aux) =1,

« W(fail) =1,

o (act) = 7, N(fail) =0,
« D=T,.

In our cases, weights W and partitioning D are usually only specified when the
complete GSPN is constructed.

We still need to describe how to combine several GSPN templates into one GSPN for
the complete DFT. As the interface places 7 occur in all templates, we merge templates
by simply taking the union of places, transitions and arcs.

Definition 3.3 (Merging GSPN templates) For i = 1,2 let GSPN templates 7; =
(P;, Ty, I, Oy, Hy, mo;, W, I, D) over I = Py N P,. The merge of 71 and 7, results in
the template merge(71, 72) = (P, T, I, O, H, mg, W, I1, D) over I with

4 P=P1UP2,

4 T=T1L‘!'JT2,

‘merge
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Failed, fail Failed, Failed,,
O—H—0—+ O
@7ix
A pass
Aux act@ﬂz’

Figure 3.3: Example of merging DFT templates merge (71, 72)

-I:IlLﬂIz, OZOIWOZ, HZHlLﬂHz,

mo1(p) + moa(p), ifpel
« mo(p) = {mo1(p), ifpeP \ T,
moz (p), ifpeP,\ I

. W(t): Wl(t), %ftETl’
Wo(t), ifteT

. H(t): H](t), %ftGTl’
Hz(t), ifte T

. D=D1L+J.D2.

All parts except interface places are disjoint in both input templates. Therefore,
the case distinctions for my, W and II are well-defined. Moreover, because of the
disjointness, the case distinctions are also commutative and associative. Combined
with the fact that (disjoint) union is also commutative and associative, the merge()
operation as a whole is commutative and associative as well.

An n-ary merge of templates is obtained by concatenation of the binary merge. For
a finite set of templates 77, ..., 7, over 7, the n-ary merge is recursively defined as

merge({71,..., Tn}) = merge(7T1, merge(7z, ..., Tn)).

Example 3.2 (Merging GSPN templates) Consider again the two GSPN tem-
plates of Figure 3.2. The result of merging the two templates merge(77, 7z) is
depicted in Figure 3.3. Interface place Failed, is the only place occurring in both
templates and thus, connects both templates in this example.
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After defining the general concepts of GSPN templates, we now define the GSPN
templates for DFT elements.

Definition 3.4 (GSPN template for DFT element) Let ¥ be a DFT and v €
be an DFT element of type Type(v) = t. The GSPN template for DFT element v is a
(7-parameterised) GSPN template templ, (0) over interface places 7.

The GSPN template G# for a DFT F mirrors the behaviour of the DFT. A trace 7 in
¥ is mimicked by a firing sequence in G. Furthermore, the state of a DFT is mimicked
by the marking of G#.

Definition 3.5 (Marking after DFT trace) Let ¥ be a DFT, G# be the correspond-
ing GSPN template and 7 € Traces be a DFT trace.
The marking after trace t is denoted by m(z) € M and inductively defined by:

o« Forr=¢:
m(e) = my.
« For 7 = 7’ e, with e, € Events®:
t 1 t
m(t’) = m; = ... = m, = m(7)

where t; .. .1, is a firing sequence in tempIType(U) (v) and afterwards no trans-

itions oftempIType(U) (v) are enabled in m(z) any more.

An event e, for element v in ¥ is mimicked in G# by firing all possible transitions in
the GSPN template temply,, ) (0) corresponding to v. We know that only one DFT
element is evaluated in 7 at the same time. Thus, we also need to consider only one
GSPN template in G#. The precise firing transitions depend on the event and the type
of DFT element. Details will be given when considering each element type in detail.

The markings in G#—in particular the interface places—capture the state of the 7.

Theorem 3.1 (Failed, interface place) A token is in interface place Failed, iff
the DFT element v € ¥ has failed.

Yo € F : V1 € Traces :
v € Failed(r) & m(r)(Failed,) > 0.

Proof (sketch). We perform an induction over trace 7.

« 7 = ¢ Then v ¢ Failed(¢) for all v € ¥. We ensure by construction that each
Failed, does not contain a token in the initial marking:

m(¢) (Failed,) = 0 for allv € F.

-for DFT element

marking
trace 7

after



62 3 Semantics of DFT Gates

o 7=1"e: We know
v € Failed(r) & f, er.

If f, € 7/, then m(z’)(Failed,) > 0 holds by induction. As we will later see,
tokens in interface places are never removed (cf. Lemma 3.19). It follows

m(z)(Failed,) = m(7’")(Failed,) > 0.

For the remainder, we assume f, ¢ 7’. By induction, we know m(z’)(Failed,) = 0.
We consider the next event after 7’

f, € NextEvent(r’) &= v € NextEval(7’) A Eval(’,0) = 1f,.

— We first consider the case where v is not evaluated, i.e. v ¢ NextEval(7’).
Then f, ¢ NextEvent(z’) and f, ¢ 7’. By construction of the priorities,
not evaluating DFT element v means no transitions in the GSPN template
templ ey (v) can fire in marking m(z’). By construction of the GSPN
templates, no other GSPN template can add new tokens to Failed,. Thus,

v ¢ Failed(r) = m(r)(Failed,) = m(7")(Failed,) = 0.

— It remains to look at the case where v is evaluated, i.e. v € NextEval(z’). By
construction of the priorities, only transitions in temply,,(,) (v) can fire in
marking m(z’). It remains to show the following for each DFT element:

Eval(r',0) =f, & 3ty,...,t, € templyy,p(o) (0) :
m(r) 2 ... % m(r) (3.1)

A m(71)(Failed,) > 0

where f, ¢ " and m(7’) (Failed,) = 0.

We prove Equation (3.1) for each GSPN template individually throughout this
chapter. [ ]

The interface place for active elements behaves similar to the failure place.

Theorem 3.2 (Active, interface place) A token is in interface place Active, iff
the DFT element v € ¥ is active. More formally:

Yo € ¥ : VYVt € Traces :
v € Active(t) &= m(7)(Active,) > 0.
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fail-active

fail—passfve

Figure 3.4: GSPN template for SE.,,

The proof will be provided later in Section 3.6.4 on page 104 where we consider the
GSPN template for activation.

In the rest of the chapter we describe the templates for each element type in detail.
In the following, let ¥ = (V, o, Type, top, ©) be a DFT and t € Traces be a trace in F.
For all gates v € Gates#, we use n = |0(v)| to denote the number of children of v.

3.3 O Basic event

We start by giving the GSPN templates for a basic event. Remember that a BE captures
the failure of a concrete atomic component whose failure is not further subdivided.
A stochastic event SE fails on its own according to some probability distribution. The
failure of a SE v is defined by the occurrence of the corresponding event f, € Events.
In particular, the evaluation of v will never yield the failure event, because the failures
of SEs are already given by the ftrace.

Definition 3.6 (Behaviour of SE) Let v € SE# and 7 € Traces.

To  if To€ 7 A Act(z,0)

@, otherwise.

Eval(r,0) = {

The details of the activation relation Act(z,v) are given later in Definition 3.18.
We give the GSPN template tempISEexp (v) for an SE v with exponential failure

distributions ©(v) = (Aa, Ap). The template is depicted in Figure 3.4. It uses the four

interface places Failed,, Unavail,, Active, and Disabled, and requires no additional
auxiliary places. Initially, all places of the template are empty. However, a token is
placed in Active, if the SE.y, v becomes active—either due to being part of the top
module or due to being used by a SPARE. A token is also placed in Disabled, if v cannot
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fail because of a restrictor.

The GSPN template has two timed transitions fail-active and fail-passive, both with
(parameterised) priority 7,. Transition fail-active represents the failure of the SE.., v
while v is actively used. The active use is ensured through the input arc from Active,
to fail-active. Moreover, the inhibitor arc from Disabled, to fail-active ensures that the
SEcxp can only fail if it is not disabled by some restrictor. The second inhibitor arc
coming from Failed, ensures that a SE.,, cannot fail if it has already failed before.

The timed transition fail-active fires according to an exponential distribution with
rate A,. If the transition fail-active fires, it places the consumed token back in Active,,.
It is a common pattern in all the templates that nearly all input arcs also have a
corresponding output arc which places the consumed token back into the original place.
That way the status of an element—e.g. whether it is active—does not change. Firing
fail-active also places tokens in Failed, and Unavail, indicating that the corresponding
SEexp has failed and is therefore also not available for claiming any more. It is a
common pattern in our templates that if a token is put in Failed,, a token is also put in
Unavail,.

The second timed transition fail-passive represents the failure of SE,;, v while v is
not used. The transition fires according to an exponential distribution with rate 1, and
behaves similar to fail-active. The main difference is that fail-passive has an inhibitor
arc from Active, which enables the transition only if no token is present in Active,, i.e.
v is passive.

Proposition 3.3 (At most one timed transition has concession) At most one
of the timed transitions fail-active and fail-passive has concession at the same time.

VYme M :

fail-active € conc(m) < fail-passive ¢ conc(m).
Proof. Let m € M be an arbitrary marking.

= : Let fail-active € conc(m). Then it must hold I(fail-active) (Active,) = 1 <
m(Active,). However, H(fail-passive) (Active,) = 1 # m(Active,) and there-
fore, fail-passive ¢ conc(m).

&= The other direction is similar. ]

The GSPN template therefore ensures a unique failure mode—active or passive—of the
corresponding SE., in the DFT.

Correctness of GSPN template | We show that the GSPN template captures the
desired behaviour of the SE.,. In particular, firing of a timed transition corresponds
to a failure in the corresponding DFT element, and vice versa. We prove Theorem 3.1
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for templSEexp (0):

Vo € SEexp : V7 € Traces :
v € Failed(r) < m(r)(Failed,) > 0.

Proof. The failure of an SE is already given as part of the ftrace and therefore
no evaluation takes place. We therefore cannot use Equation (3.1) to prove the
statement. Instead, we perform an induction over the length of the trace 7 € Traces,
very similar to the general proof sketch of Theorem 3.1.

« 7=¢ Theno ¢ Failed(r) & f{, ¢ 7. That means, no timed transition of the
GSPN template has fired. Further, m(¢) = m and in particular my(Failed,) = 0.

« 7 =1 e: We make a case distinction:

— If v € Failed(z’), then by induction hypothesis we know:

v € Failed(r") = m(7")(Failed,) > 0 = m(r)(Failed,) > 0.

— If v ¢ Failed(z’), then by induction hypothesis it holds m(z") (Failed,) = 0.

If v ¢ Failed(7), then also e # f, and none of the timed transitions has fired
in the GSPN. Therefore, m(7) (Failed,) = m(z")(Failed,) = 0.

However, if v € Failed(7), then e = f, and DFT element o has just failed
in the last step. That means one of the timed transitions fail-active or
fail-passive has fired. At least one of the transitions is enabled, because
Failed, does not contain a token yet. The failure is also not disabled, because
by Definition 2.34 we have v € Failed(r) = v ¢ Disabled(r). As
later shown in Theorem 3.15 on page 119 it follows v ¢ Disabled(r) —
m(7)(Disabled,) = 0. If Active, contains a token, fail-active is enabled,
otherwise fail-passive is enabled. Firing the transition puts a token in
Failed, and thus, m(7) (Failed,) = 1. [ |

We conclude this section by presenting simplified templates for special cases of BEs.

Cold SE.,, | If the SE.y, cannot fail in standby/passive mode, we call it a cold
SEexp. The corresponding GSPN template is given in Figure 3.5. The template has no
fail-passive transition any more as only failures in active mode are possible. Note that
in principle, an ftrace could contain the failure of a cold SE.,, in passive mode—even
though the cold SE.,,, has a zero probability of failure. However, this specific ftrace
would have a probability of zero and can therefore never occur.

-cold
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Active, Failed,
ail-active
O{ A

@
Disabled, Unavail,

Figure 3.5: GSPN template for cold SE.,

Active, Failed, Active, Failed,

o © O
© O

@7y
Disabled, Unavail, Disabled, Unavail,

(a) Constant failed CONST—+ (b) Constant fail-safe CONST

Figure 3.6: GSPN templates for constant BE

Constant BE | Constant failed and constant fail-safe BE experience the following
failure behaviour.

Definition 3.7 (Failure behaviour of constant BE)

CONST+ :  Fail(r,0)
CONST, : =Fail(z,0).

Note that CONST+ is not failed initially but fails only if it is evaluated for the first
time. This allows more flexibility in failure propagation by respecting the evaluation
order. For example, in case of multiple CONST+, we ensure a strict ordering of the
failures instead of having to cope with simultaneous failures of BEs (cf. [JGKS16]).

The template templconst, (0) for the constant failed BE is given in Figure 3.6a. It
consists of one immediate transition fail. The transition is initially enabled and its
firing places tokens in Failed, and Unavail, indicating the immediate failure of v.

The template templcqyst, (0) for the constant fail-safe BE is given in Figure 3.6b.
The template only contains the interface places but no transitions as the element
cannot fail on its own. The interface places always must be present in a template.
Additionally, even a CONST; might become failed because of an outside trigger from
an FDEP. Note that a CONST is syntactic sugar and can for example be modelled
with PANDs [Jun15], cf. Figure 4.1 on page 134.
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Failed, Unavail,

Failedo‘(u)l Failedo-(v)n

Figure 3.7: GSPN template for AND

Other probability distributions | We restrict ourselves to exponential distributions
here. It is certainly possible to lift this restriction though. For example, Erlang distri-
butions can be modelled using multiple timed transitions in sequence [MBCD*95]. In
general, every phase-type distribution can be modelled by a GSPN [BCB89]. Discrete
probability distributions such as Bernoulli distributions can be modelled by setting
specific weights for immediate transitions. In general, more probability distributions
can be supported in our framework by defining the corresponding GSPN template.

3.4 Static Gates

The failure behaviour of static gates [VGRH81] follows their corresponding Boolean
operators. An AND-gate fails if all its inputs fail, an OR-gate fails if at least one of its
inputs fails and a VOTg-gate fails if at least k of its inputs fail. We defined the precise
failure behaviour of the static gates in Definition 2.26 on page 36 already.

Note that in the following templates the interface place Active, is not depicted.
The GSPN extensions for activation of gates are introduced later in Section 3.6.4 on
page 104.

341 AND gate

The template templ,yp(v) for an AND with n children is given in Figure 3.7. The
GSPN template depicts the two interface places Failed, and Unavail, of the AND-
gate v. Additionally, the interface places Failedy (), ..., Faileds(y), containing the
failure status of the children are present. The GSPN template contains one immediate
transition fail. The immediate transition has the usual construction with output arcs
going to Failed, and Unavail,, and an inhibitor arc to Failed,. The inhibitor arc prevents
the transition from firing multiple times if the tokens are already indicating a failure.
Transition fail has input arcs from and output arcs to all children. That way the
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transition is only in concession iff all children o(v); have a token in their Failed ),
place. The output arcs ensure that the tokens consumed by firing fail are also placed
back in the same place. That way DFT elements which are input to multiple gates can
propagate their failure to all of the gates one after the other.

Correctness of GSPN template | We prove Theorem 3.1 for templp (0):

Yo € AND : V7 € Traces :
v € Failed(r) &= m(r)(Failed,) > 0.

Proof. 1t suffices to show Equation (3.1) on page 62:

Eval(t,0) =f, & 3t;,...,t, € templyy,,() (0) :m(t’) 4, o m(1)
A m(7)(Failed,) > 0.
We prove both cases.

« If Eval(z’,0) = f,, then by definition it holds
n
Fail(z’,0) = /\fg(v)l er.
i=1

By induction we know
fo(0), € T = m(7')(Failedy(y),) > 0.

In marking m(z’), immediate transition fail is in concession, because each input
place Failed,(,), contains a token. Moreover, Failed, cannot contain a token yet,
because m(t’)(Failed,) = 0. The firing sequence in the GSPN template is

m(r') 2% m(o).

Firing transition fail places a token in Failed, and therefore m(r)(Failed,) > 0.

« If Eval(7’,v) # f,, then =Fail(7’, v), because by assumption f, ¢ 7’. Then there is
al < j < nsuchthatf,(,), ¢ r’. By induction hypothesis, m(z’) (Faileds(y),) = 0
and therefore transition fail is not enabled. Due to the monotonicity of failures,
fail was never enabled and no token was ever placed in Failed,. Therefore,
m(7) (Failed,) = 0. [ |

The proof uses the fact that the AND-gate is static, i.e. only the failure of an input but
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Failed, Unavail,
@7ix i @ix

faila<u)1 failg(v)n

Failed; (4, Failed; (),

Figure 3.8: GSPN template for OR

not the order of failures is relevant.

3.4.2 Q OR gate

The template templyg (v) for an OR with n children is depicted in Figure 3.8. The main
difference to the AND-gate is that each input of the OR-gate has its own immediate
transition fail; .. As soon as one of the inputs o(v); is failed, the corresponding

transition fail; ), is in concession and can place a token in Failed,. If another input

fails as well, the inhibitor arc prevents a second transition from firing and only one
token will ever be present in the failure place.

Correctness of GSPN template | We prove Theorem 3.1 for templyg (v):

Vo € OR : V7 € Traces :
v € Failed(r) < m(r)(Failed,) > 0.

Proof (sketch). The proof is similar to the proof for the AND-gate. [ ]

343 (¢ Voting gate (VOT)

The voting gate VOT is a generalization of AND and OR. Both AND and OR can be
expressed using VOT-gates.

Lemma 3.4 An AND-gate can be expressed by a VOT,-gate and an OR-gate can
be expressed by a VOT;-gate.
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Failed, Unavail,

O

Nexty Failedy(y), Nextn Failedy (),

Figure 3.9: GSPN template for VOTy

Proof. The correctness follows from Definition 2.26. For VOT,, we get:
n n
Fail(r,0) = 3 {it,....in} S {L..on} s N\ o), € 7= /\ foto,,-
j=1 j=1

For VOT; we get:

1
Fail(r,0) =3 (i} S {1....n} s N\ ooy, €7= \/  forw, €7
Jj=1 i1€{1,...,n} ]

The template templygr, (v) for a VOT,-gate with n children and threshold k is
depicted in Figure 3.9. The template contains additional places Next, . . ., Next, and
Collect. These auxiliary places are not interface places and only used within a specific
voting gate. Place Collect is one of the few places within the complete GSPN framework
which can contain more than one token. It collects tokens for every failed child. If the
number of tokens—the number of failed children—is at least k, the immediate transition
fail can fire. The threshold k is ensured by the input multiplicity k of fail.

A token for the failure of child o(v); is placed in Collect through transition fail;. The
transition consumes the token from the auxiliary place Next; and therefore ensures
that only one token can be placed in Collect for each failed child. Note that we always
put the token back into Failed,(,),. Without place Next;, transition faili could therefore
fire arbitrary many times.
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Correctness of GSPN template | We prove Theorem 3.1 for templyor, (0):

Vv € VOTy : V7 € Traces :
v € Failed(r) <= m(7)(Failed,) > 0.

Proof. We prove again both cases of Equation (3.1) on page 62:

Eval(r',0) =f, &= 3t,....t € temply,() (0) :m(z) 5 ... 2 m(2)

A m(7)(Failed,) > 0.

« If Eval(7’,0) = f,, then there exist k children which have failed. W.l.o.g. we as-
sume the first k children have failed, i.e. /\le fs(0); € 7. By induction hypothesis,
m(r’)(Faileds(,),) > 0 forall 1 < i < k. We consider each of the first k fail,
transitions. If Next; still contains a token, the transition fail; can fire—because
Failed, (), also contains at least one token. Firing fail; puts an additional token
in Collect. If Next; contains no token, the transition fail, must have fired before
and Collect already contains the corresponding token. The argument holds for
the first k children and therefore Collect must contain at least k tokens. Thus,
transition fail can fire and as a result m(z) (Failed,) > 0.

« If Eval(7’,v) # f,, then there exist at least n—k+1 children which are not
failed yet. W.lo.g. we assume the first k—1 children are failed and the chil-
dren o(v)g, . . ., 0(v), are operational. Following the argumentation from before,
we have at least k—1 tokens in Collect coming from the first k—1 failed chil-
dren. None of the other transitions fail, ..., fail, are in concession, because
m(7’)(Failedy(y),) = 0 for all k < i < n. Therefore m(7’)(Collect) < k — 1 and
fail is not enabled. As a result m(z)(Failed,) = m(z")(Failed,) = 0. [ |

The gate types considered so far—AND, OR, VOT—are static gates where only the
fact is relevant whether an element has failed or not. A fault tree consisting only of
static gates and BEs is a static fault tree (SFT). The remainder of the chapter considers
dynamic gates where also the order of failures is relevant.

3.5 Priority Gates

We start with dynamic extensions of AND- and OR-gates where the failures have to
occur according to a certain priority order. The priority AND gate (PAND) [FAR76]
fails only if the failures of the children occur in order from left to right, i.e. child o(v);
fails before o(v),, and so forth. Similarly, the priority OR gate (POR) [WP09] fails only
if the first child fails first. If one of the children of a priority gate fails out of order, the

SFT



72 3 Semantics of DFT Gates

0.03 £
S
A
® 0.02
2
=
.= 0.01 |
bt
=
=]
0 + + +
0 0.5 1 1.5

X

(b) Reliability w.r.t. failure rate of B

Figure 3.10: Non-coherence for PAND

gate becomes fail-safe and can never fail any more.

Coherence | One important aspect of priority gates is that they are in general

coherence not coherent [CADC18]. Coherence requires two properties to hold [CADC18; TB17,
Chapter 6.2]:

relevance 1. Relevance: All components contribute to the system reliability.

-monotonicity 2. Monotonicity: Improving any component leads to an improved system reliability.

In SFTs, Boolean constructs such as NOT or XOR cause non-coherence [TB17]. Pri-
ority gates can also be non-coherent, because monotonicity is not always satisfied.
Decreasing the reliability of the right-most child makes it more likely that the failure
order of the priority gate is violated and the gate becomes fail-safe. As a result the
system becomes more reliable.

Example 3.3 (Coherence of PAND) We depict one example of non-coherence
in Figure 3.10. Consider the simple DFT consisting of one PAND with two children
in Figure 3.10a. We change the failure rate x of the right child B and compute the
resulting unreliability of PAND P. The results are visualized in Figure 3.10b. The
x-axis depicts the failure rate A2 = x of B and the y-axis gives the unreliability of
P at time ¢ = 0.1. The failure rate of A is fixed to A2 = 1. The plot shows that for
small failure rates, the system behaves coherent: increasing the failure rate of B
also increases the unreliability of the system. However, at approximately x ~ 0.2
the behaviour changes and is not monotonic any more. Increasing the failure rate
of B now decreases the unreliability of the system. The reason is that it becomes
more likely that B fails before A and therefore the PAND becomes fail-safe.
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Figure 3.11: PAND depicting ordering intricacies

When using priority gates, it is thus important to be aware of coherence and carefully
reflect whether non-coherent behaviour is desired. Otherwise, the DFT needs to be
adapted accordingly.

Before defining the precise failure behaviour of priority gates, two questions about
special cases in the failure ordering need attention.

Simultaneous failures | The first question is how simultaneous failures of children
are handled. As an example, consider the DFT given in Figure 3.11 and the ftrace
7¢ = f4 fo f5. We consider the trace 7y = f4 @7 fc @1 f5 fp € Traces(z¢). Here, BE
A fails first and as it is the first child, the ordering requirement of the PAND T is
respected. Next, BE C fails—also in the correct order. Last, BE B fails which leads to
the immediate failure of the OR-gate D. The observed trace order for PAND T is as
follows:
fA 4;1 fC 4;} fB and fC 4;1 fD.

From the perspective of PAND T, both B and D have failed simultaneously, because no
ordering could be observed. The question now is whether this simultaneous failure
satisfies the order of failures from left to right, i.e. should PAND T be failed or fail-safe?

This question was first stated in [CSD00], where it came up in a real-life model
created by an engineer from Lockheed-Martin.

We solve this question by presenting two different types of priority gates: inclusive
and exclusive priority gates. The inclusive priority gate allows simultaneous failures
and considers them to be in order. In contrast, the exclusive priority gate only fails
if failures occur strictly from left to right with no simultaneous failures. We depict
inclusive priority gates with the symbol < and exclusive priority gates with <.

-inclusive

-exclusive
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Causal ordering of failures | The second question is whether the ordering of the
failures of the children is a temporal ordering or whether the ordering must also respect
causality. To better understand this question, we again consider the example DFT
in Figure 3.11. We consider the ftrace 7 = f4 fz. BE A fails first and then B fails,
rendering D to fail. Additionally, the failure of B triggers the failure of C through
the functional dependency F. From a causal point of view, B failed strictly before C,
because without the failure of B, the BE C would not have failed. However, from a
temporal point of view, no time has passed between the failures of B and C, because C
fails immediately after B. Thus, their failure can also be considered simultaneous. The
question is again whether the failures of B and C respect the failure order, i.e. should
PAND T be failed or fail-safe?

We solve this question by using the evaluation order—and the inferred observed
trace order—to decide which failure order should be respected. In our example, several
traces with different observed trace orders are possible:

1, = f4 @r f5 fp fc € Traces(t}) fa «F fp,fa <3 fp, f4 < fc
=1y orfgfporfce Traces(r%) fu 4? g, £ 4;.3 fp, 4;.3 fe, fp 4? fc

7y =fy @7 fg @1 fp @7 fc € Traces(r;) fu 4? fp 4? fp 4? fc
15 = f4 @r fp @7 fc @1 fp € Traces(z;) fa 4;5 fg 4? fc 4;5 fp

Trace 7 encodes only the temporal ordering. In this trace, B, C and D have failed
simultaneously and therefore PAND T fails. In contrast, trace 73 encodes both the
temporal and causal ordering. In 73, BE C fails strictly after B and D and therefore
PAND T becomes fail-safe. The other two traces 74 and 75 yield a total order of the
observed events and both lead to a fail-safe PAND.

In summary, all possible behaviours can be modelled by providing the right evalu-
ation order. We consider the handling of causal orderings in detail in Section 4.4.2 on
page 163 and present valid evaluation orders for different semantics from the literature.

3.5.1 [\ Priority AND (PAND)

The priority AND-gate (PAND) fails if all children fail in order from left to right.

3.5.1.1 Inclusive PAND

We start by introducing PAND., the inclusive PAND-gate, where simultaneously
occurring failures of children satisfy the priority order as well. In other words, the
failure order is respected as long as no child fails strictly before its left sibling.
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Figure 3.12: Example DFT with inclusive PAND <

Definition 3.8 (Failure of PAND<) Let v € PAND. and 7 € Traces.

n n
Fail(r,0) /\fa(v)i ETA /\fU(U)if{fG(U)i—l'
i=1 i=2

The failure condition of PAND< can be separated into two parts: the first part is the
standard failure condition of the AND-gate stating that all children have to fail. The
second part defines the ordered failure of the children. The i-th child o(v); cannot fail
strictly before the left sibling o(v);_; has failed.

The observed trace order <« is induced by the previous evaluations of PAND v. The
failure behaviour of PAND depends not only on the current state of the elements but
also on the previous states whenever v was evaluated. That means we also need to
consider the failure history which yields the dynamic behaviour of the PAND-gate.

Example 3.4 (PAND) Consider the DFT with a PAND < -gate in Figure 3.12. We
consider the ftrace 7y = f4 fg fo. One possible corresponding trace is

' = f4 @7 f3 @r fc fp fE fr € Traces(7¢).

In trace 7’, A fails first and B fails afterwards. Then C fails and immediately the
OR-gates D and E fail as well. Therefore, C, D and E have failed simultaneously.
As the failure order of the PAND< is respected, T fails as well and T € Failed(z’).

The template templyyp_ (0) for an inclusive PAND with n children is given in
Figure 3.13. In addition to the usual interface places, the template also contains the
auxiliary place FailSafe,. A token in FailSafe, indicates that v has become fail-safe due
to a failure violating the failure ordering. A token can be placed in FailSafe, by one of
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FailSafe, Failed, Unavail,

Faileda(v)l Failedo’(v)z Failedo-(v)n

Figure 3.13: GSPN template for PAND <

FailSafer Failedr Unavaily
@7t @7r
fail, faily
@7z @7t
O—— —4-©
Activey fail, Faileds Failedg faily Activep

Figure 3.14: GSPN representing a PAND < with two BEs

the transitions fail, ..., fail,_;. A transition fail; fires if child 0(v);4; has failed but
child o(v); is still operational, i.e. the failures did not happen in the correct order. If
failures of two neighbouring children o(v); and ¢(v);4; occur simultaneously, both
places Failed,(,), and Faileds(y),,, contain a token. In that case, the inhibitor arc of
fail; prevents the transition from firing and the gate is not fail-safe. Transition fail
can fire if all children have failed and no token is in FailSafe,, i.e., the PAND< is not
fail-safe.

Note that the priorities 7, of the GSPN template play a crucial role for the correct
handling of failures. The priorities define the order in which transitions are enabled
and therefore represent the evaluation order in the DFT.

Example 3.5 (Priorities in PAND template) Consider the (simplified) GSPN
in Figure 3.14. The GSPN represents a PAND< T with two BEs A and B as children.
For sake of presentation, both BEs fail with immediate transitions instead of timed
transitions. We have three different priorities 7r, 74 and 7p in the GSPN.



3.5 Priority Gates 77

First, we assume the priority ordering 7z > 74 > 7r. Both transitions fail, and
failg are in concession. Due to the priorities, failg fires first and places a token in
Failedg. Afterwards, transitions fail, and fail, are in concession. Note that fail,
would render T fail-safe. Due to the priorities, transition fail, fires and places
a token in Failedy. As a result, fail; is not in concession any more but fail; is.
Transition fail; fires and indicates the failure of T.

Because of the priorities, we evaluate PAND< T only after both BEs have failed.
Therefore, in this instance, it cannot be detected that Failedg contained a token
before Failed,. At the point of evaluation of PAND< T, both BEs are failed. The
given GSPN priorities represent the trace fp f4 fr.

We now consider a different priority ordering 7y > 7g > 74. Transition failg
again fires first. However, due to the higher priorities, transition fail, fires next and
places a token in FailSafe;. Next, fail, fires and no more transitions are enabled.
In this instance, PAND< T becomes fail-safe instead of failed. The corresponding
trace is fg @7 f4 Or.

Correctness of GSPN template | We prove Theorem 3.1 for templpanp_ (0):

Vo € PAND< : V7 € Traces :
v € Failed(r) < m(r)(Failed,) > 0.

Proof. 1t suffices to show Equation (3.1) on page 62:

Eval(r/,0) =f, &= 3t,....1 € temply,) (0) :m(z) 5 ... 25 m(2)

A m(7)(Failed,) > 0.

We prove both cases.

« If Eval(7’,0) = f,, then by definition it holds

n n
Fail(r, Z)) - /\fa(v)i ETA /\fa(v)if’:fg(y)iil.
i=1 i=2

By induction, m(7)(Failedy(y),) > 0 forall 1 <i < n. Thus, transition fail is in
concession—if Failed, and FailSafe, do not contain a token. Place Failed, does
not contain a token, because m(z’)(Failed,) = 0. If FailSafe, does not contain a
token, firing the transition fail leads to m(r)(Failed,) > 0.

Otherwise, if FailSafe, contains a token, one of the transitions fail,, .. ., fail,_,
must have fired before. W.lo.g. assume fail, fired. The transition can only fire
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if there is a previous marking m’ where templpsyp_(v) was evaluated. As v
was evaluated in m’, there must be a corresponding sub-trace 7"/ C 7 with
v € NextEval(7”") and m(7”’) = m’. Transition fail, can only fire in m’ if

m’ (Failedy(y),) = 0 and m’ (Failedy(y),) > 1.

By induction hypothesis it must therefore hold f5(,), € 7" and f;(,), € 7”7. Asv
is evaluated after 7"/ and eventually f,(,), € 7, the observed trace order contains

fo(0), < fo(o),-

However, this violates the failure behaviour of the PAND<. Thus, —Fail(z,v)
which is a contradiction and therefore FailSafe, cannot contain a token.

If Eval(z,v) # f,, then two cases are possible:

(1) Either there exists at least one 1 < j < n such that f;(,), € 7 or
(2) there exists 2 < j < n such that f;(,), <G f5(0);_;-

We start with the first case (1). W.l.o.g. we assume f;(,), ¢ 7. Then by induction
m(7) (Failed,(y),) = 0 and transition fail is not enabled. Due to the monotonicity
of failures, fail was also never enabled before. Thus, m(7)(Failed,) = 0.

We consider the second case (2). W.lo.g. we assume f(,), <G f;(,),. By definition
of the observed trace order that means there was a previous evaluation of v where
o(v), is failed but o(v); is not. In other words, there exists a sub-trace r’’ C
with v € NextEval(7”") where f;,), ¢ 7 and f;(,), € 7. Then by induction
m(7”")(Faileds(y),) = 0 and m(7”)(Failed,(,),) > 1. Therefore, transition fail,
was enabled in m(7"") and firing fail, placed a token in FailSafe,. Tokens in
FailSafe, are never removed and therefore m(z)(FailSafe,) > 1. As a result,
transition fail is never enabled and m(7)(Failed,) = 0. [

3.5.1.2 Exclusive PAND
-exclusive The exclusive PAND-gate PAND . behaves similar to PAND < but does not allow simul-
taneous failures.

Definition 3.9 (Failure of PAND.) Let v € PAND. and 7 € Traces.

n n—1
Fail(z,0) & /\ fr), ETA /\ fo(0); 4 fo(v)i-

i=1 i=1

The failure behaviour of PAND. consists of the failure behaviour of AND extended
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with the constraint ensuring that each child fails strictly before its right sibling. Note
that the first constraint is implied by the second constraint, because e < ¢/ —
e,e’ € 7. From now on, we use the simplified version for the failure of PAND. v:

n—1

Fail(r,0) /\fc(v)i <G fo (o) -

i=1

All failures in PAND are also failures in PAND..

Lemma 3.5 (PAND. is subset of PAND< w.r.t. failures) Let v € PAND_, v’ €
PAND< and 7 € Traces.

Fail(r,0) = Fail(z,2").

Proof.
n-1
Fail(r,0) = A fo0), < oo
i=1
n n-1
= N\ fowy € A N\ foton <4 focons
i=1 i=1
n n
=S /\f(r(v’)i ETA /\fa(v/)i,l 42 f(r(v’)i
i=1 i=2
n n
= N fowy, €A\ foiw) # foi
i=1 i=2
< Fail(r,v")
The last implication holds because < is a strict partial order. [ ]

The template templpsyp_(v) for an exclusive PAND with n children is depicted in
Figure 3.15. The template for PAND. is specifically tailored to prevent simultaneous
failures and therefore does only share slight resemblance to templp,yp_ (2). The tem-
plate templpsyp_ () contains auxiliary places Xj, ..., X,-1. A token in X; represents
that all failures up to child o(v); happened in the correct order. Transition fail, fires
and places a token in X; if the corresponding child o(v); has failed, child o(v);4; is
still operational and all previous failures also satisfied the order requirement, i.e. X;_4
contains a token as well. The inhibitor arc to the next child o(v);4; disables fail; in case
of simultaneous failures of o(v); and ¢(v);4;. The first transition fail; has no previous
place Xy and the last transition fail, uses the place Failed, as place X,.

Note that the given template is slightly different from the original template in [4].
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X1 X5 Failed, Unavail,
@7y | 1
faily @7y
Failed; (4, Failed; (), Failed(y),

Figure 3.15: GSPN template for PAND.

X1 Xo Failedr Unavaily

fail
fail/}L

O

Activey @7a Faileds Activep @7g Failedg Activec @i Failedc

Figure 3.16: GSPN representing a PAND. with three BEs

In the original template, firing fail, moves the token from X;_; to X; whereas in the
template given here, the token is also kept in place X;_;. Keeping the tokens simplifies
the correctness proof, but is otherwise equivalent to the original template of [4].

In contrast to templpsyp_ (v), no dedicated place FailSafe, is present in this template.
If a failure happens out of order, the inhibitor arc from Failedy(y), disables transition
fail,_,. As a result, the token cannot move further than X;_; and never reaches Failed,.

Example 3.6 (PAND.) Consider the (simplified) GSPN in Figure 3.16. The GSPN
represents a PAND. T with three BEs A, B and C as children. The priority ordering
is 4 > 7ig > 7ic > 7T.

We consider the ftrace f4 fp fc. In the GSPN, first transition fail, fires and places
a token in Failedy. As a result, transition fail, can fire and places a token in Xj.
Next, a token is placed in Failedg, transition fail, fires and places a token in Xj.
The token in X, indicates that the failures of the first two children satisfied the
ordering requirement. Last, a token is placed in Failedc and transition fail; is
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enabled. Firing the transition puts a token in Failedr indicating the failure of
PAND. T.

We also consider the ftrace f4 fc fg which violates the order requirement. In the
GSPN, at first, tokens are placed in Faileds and Xj. Next, a token is put in Failedc
and no further immediate transition is enabled. The failure of B places a token in
Failedp. The transition fail, however is not enabled because of the inhibitor arc
from Failedc and the token in this place. Thus, PAND< T cannot fail any more and
has become fail-safe.

Correctness of GSPN template | We first prove that the auxiliary place X; contains
a token iff the first i children failed in the correct order.

Lemma 3.6 (X; places) Letv € PAND., 7 € Tracesand 1 < i < |o(v)| — 1. Then
the following holds:

i-1

mD(X) >0 & )\ fo0), <G fowy0 A (o €7V oo 4 foonn) -
j=1

Proof. We perform an induction over the length of the trace 7.

« 7 =¢: Then f;(,), ¢ 7 and the right-hand side is false for all 1 < i < |o(v)| - 1.
By definition of the template templp,yp_(9), it also holds m(¢)(X;) = 0 for all i.

o 7=1"e: Let 7" C 7’ be the trace after which v was evaluated last,ie. 7’ = 7"’ e, 7"’
with e, € Events® and 7"/ N Events® = (. We distinguish the following cases for
the constraints on the right-hand side:

— The first constraint is not satisfied.
W.lo.g. we assume it is violated for j = i—1, i.e. f5(q),_, f{f(,(v)i.

We start with the case where either f;(,), , ¢ 7 or f5(,), ¢ 7. Then the
transition fail,_; or fail; was never enabled and thus, m(7)(X;) = 0.

In the following, we assume f; (), , € 7 and f5(,), € 7. W.l.o.g. we assume

the failure of o(v);_, happened after 7", i.e. f5(,,_, € T'".

Then by induction hypothesis m(z”")(Failed, (), ,) = 0 and
m(7)(Faileds(y),_,) > 0 A m(7)(Faileds(,),) > 0.

Thus, transition fail,_; was not enabled in m(z”). However, due to the
inhibitor arc of fail,_,, the firing is also prevented in m(z). As also no eval-
uation of v happened in-between, the transition fail,_; was never enabled



82

3 Semantics of DFT Gates

and no token can be put in X;_;. As a consequence, transition fail; is also
never enabled and m(7)(X;) = 0.

The first constraint is satisfied, but the second one is not.
That means

f0'(0)1'+1 ETA fU(U)i f{fo'(v)iﬂ'

W.lo.g. we assume f;(,),,, € 7””’. Then also f5(,), € 7'/, because otherwise
an ordering could be observed. Following the same reasoning as before,
transition fail; is never enabled and thus, m(7)(X;) = 0.

117

Both constraints are satisfied.

If the constraints were already satisfied for 7"/, it holds m(z”")(X;) > 0 by
induction. Tokens are never removed from X; and therefore m(7)(X;) > 0.

It remains to consider the cases where at least one of the constraints was
not satisfied for 7”’.

» Assume the first constraint is satisfied in r”’. Then the second con-
straint must be violated:

fU(U)iH € T” A fo'(v)i }%//fo'(v)iﬂ .

However, as 0(v);4 is failed and o(v); has not failed before, for trace
7 it also holds f5;(,), f{; f5(0):s,- Thus, the second constraint is also
violated in 7, which is a contradiction.

x Assume the first constraint is violated in 7”’. As the constraint must
be satisfied in 7 it follows {5 (o), 45 f5(0),,,> DUt f5(0); ;nyg(v)m for
some 1 < j < i— 1. That means, the ordering could not be observed
after 7”7 but can be observed in 7. As e, was the last point, where an
evaluation took place, it must hold f5(,), € 7" and f5(,),,, € 7. As
the first constraint must be satisfied in 7, only one child can fail in 7”’.
Furthermore, it must be the last child o(v); which fails in 7”’. That
means, for all children o(v); with j < i the constraints were satisfied
in 7”/. As the children failed before in the correct order, it must hold
by induction m(7)(X;—1) > 0. Failure f,(,), € 7" puts a token in
Failedyy),. Because of the second constraint, it must hold f;(,),,, € 7
and therefore m(r) (Failedy(y),,,) = 0. Thus, transition fail; is enabled
and firing it results in m(7)(X;) > 0. [ |
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Using Lemma 3.6 we prove Theorem 3.1 for templpyp_(0):

Yo € PAND. : V7 € Traces :
v € Failed(r) &< m(r)(Failed,) > 0.

Proof. The following holds because of Definition 3.9 and Lemma 3.6:

n—-1

Fail(r,0) & /\fg(v)l_ < Fr(o)n
i=1

n n—-1
= Nfown €A N oty < focons
i=1 i=1
n-2
= Afcr(v),- < fo0) 1 AMo(0)ny 4 fo(), | Mo, €T
j=1

= m(7)(Xp-1) > 0 A m(7)(Failedy(y),)

It suffices to show Equation (3.1) on page 62:

Eval(r',0) =f, &= 3t,....t € templyp) (0) :m(z) 5 ... 25 m(2)

A m(7)(Failed,) > 0.
We prove both cases.

« If Eval(z,v) = f,, then by definition Fail(z,v) holds. That means, both places

Xn-1 and Failed, (), contain a token. Thus, transition fail, can fire and
m(t)(Failed,) > 0.

« If Eval(r,v) # f,, then Fail(7,v) does not hold. Then either f,,), ¢ 7 holds—
and Failed, (), contains no token—or X,_; contains no token. In both cases,
transition fail, is not enabled. As a result, m(7)(Failed,) = 0. [ |

3.5.2 [\ Priority OR (POR)

The priority OR-gate (POR) fails if the first child fails before all other children. It is
therefore an extension of the OR-gate by incorporating an ordering requirement and
behaves similar to the PAND-gate. As with the PAND, we distinguish inclusive and
exclusive variants of the POR.
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Figure 3.17: Example DFT with inclusive POR<

3.5.2.1 Inclusive POR

The inclusive POR-gate (POR<) allows simultaneous failures of the first child and other
children.

Definition 3.10 (Failure of POR<) Let v € POR< and 7 € Traces.

Fail(1,0) &= f5u), €TA /\ fo(0); f{fg(v)l .
i=2

The failure behaviour of POR< is a combination of the failure behaviour of a standard
OR-gate and the ordering requirement. The OR-gate fails if at least one of the children
fails and the ordering requires that the child which fails first always is the left-most child.
The first part of the failure behaviour can therefore be simplified from \/[_, f5(), € T
to f;(y), € 7. Note that the second part which ensures the correct failure order only
restricts the ordering w.r.t. to the first child. After the first child has failed, the order in
which the other children fail is irrelevant. This is different to the PAND which requires
the correct failure order for all children.

Example 3.7 (POR) Consider the DFT with a POR<-gate in Figure 3.17. We
consider the ftrace ¢ = f5 fo. One possible trace 7 € Traces(zy) is

TZfB fD fT fc.

In 7, B fails first and simultaneously D fails as well. As T is an inclusive POR.,
the simultaneous failure of the first and second child renders the POR< failed. The
subsequent failure of C has no impact since T already failed.
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Failed, Unavail, FailSafe,

fail fail,
@7y @7ty
Failed; (), Faileds (y), Failedy (),

Figure 3.18: GSPN template for POR<

In contrast, consider ftrace 7} = fc f4. A corresponding trace 7’ € Traces(z}) is
v =fc or fa fp 7.
As C fails before the first child, the POR< becomes fail-safe.

The template templpgr_(v) for an inclusive POR with n children is given in Fig-
ure 3.18. The template has a dedicated auxiliary place FailSafe,. A token is placed in
FailSafe, if one of the children o(v)y, .. ., 0(v), fails strictly before the first child and
therefore violates the order requirement. In that case, transition fail; is enabled, since
Failed,; (,), contains a token whereas Failed, (,), does not. Firing fail; places a token in
FailSafe, and disables the transition fail. Transition fail represents the failure of POR<
0. The transition is enabled if the first child is failed, i.e. there is a token in Failed, ),
and the PORc is not fail-safe yet, i.e. there is no token in FailSafe,. Firing fail places a
token in Failed, indicating the failure of the POR<.

Correctness of GSPN template | We prove Theorem 3.1 for templpop_(0):

Vo € POR< : V7 € Traces :
v € Failed(r) <= m(r)(Failed,) > 0.

Proof (sketch). The proof can be constructed similar to the proof for PAND.. =

3.5.2.2 Exclusive POR

The exclusive POR-gate (POR<) prohibits simultaneous failures and requires the first
child to fail strictly before all other children.

-exclusive
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Failed, Unavail,

O

fail

Failed (), Faileds (y), Failed;(y),

Figure 3.19: GSPN template for POR<

Definition 3.11 (Failure of POR.) Let v € POR. and 7 € Traces.

n
Fail(r,0) <= fo(o), € TA N\ (boon € 7V foo), 45 fow),)
i=2
The definition extends the failure behaviour of OR with a constraint similar to the
second constraint of PAND. (cf. Definition 3.9 on page 78). Events are only part of the
observed trace order if they occur in the trace. Thus, we also add the case f; (), ¢ 7.

Note that the second constraint from the failure behaviour of POR< is implied by
the second constraint from POR.:

n

n
N (oo £ 7V fo) <4 foron) = /\ (fcx(v)i # TV fo(u), A fo(u»)

i=2 i=2
— /\ fg(v)i f{fg(v)l.
i=2

The implication again holds because <« is a strict partial order.

The template templpop_(v) for an exclusive POR with n children is given in Fig-
ure 3.19. Similar to the template for PAND, templPOR< (v) does not define a dedicated
FailSafe, place. The template has only one transition fail which represents the failure
of POR.. Transition fail is enabled if the first child is failed, i.e. Failed;(,), contains a
token, and all other children are not failed yet, i.e. Failed,(,), does not contain a token
for i > 1. In that case, fail can fire and places a token in Failed,,.
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Correctness of GSPN template | We prove Theorem 3.1 for templpggp_(0):

Yo € POR. : V7 € Traces :
v € Failed(r) &< m(r)(Failed,) > 0.

Proof. We consider both cases:

« If m(r)(Failed,) > 0, then for some previous marking m transition fail fired and
placed a token in Failed,. Then the following must hold: m(Failed,(,),) > 0 and

m(Failedy(y),) = 0 for i = 2,...,n. Let 7’ C 7 be the corresponding trace for
marking m, i.e. m = m(7’). By induction it follows that f5 (), € 7" and f;(,), € 7’
for i = 2,...,n. The observed trace order is therefore f;(,), < f;(,), for all

children o(v); € 7. Thus, both constraints of Definition 3.11 are satisfied and

Fail(z,v) holds. Thus, f, € 7.

« If m(r)(Failed,) = 0, then transition fail was never enabled in all previous
markings. Either the input arc was never satisfied or one of the inhibitor arcs
was violated.

- The input arc was never satisfied. Then m(7") (Failed,(,),) = 0 for all traces
7" C 1. By induction it follows that f;(,), ¢ 7’ and therefore the first
constraint of Definition 3.11 was never satisfied. Thus, f, ¢ 7.

— The input arc was satisfied at some point. Let 7’ C 7 be the first trace where
v was evaluated and the input arc was satisfied, i.e. m(7’)(Failedy(y),) > 0
and v € NextEval(z’). At the same time, one of the inhibitor arcs must be
violated. Otherwise fail could have fired. W.l.o.g. we assume the inhibitor
arc of the second child was violated, i.e. m(7") (Failedy(y),) > 0. By induc-
tion it follows f5(,), € 7’ but also f5(,), € 7. Moreover, for all previous
evaluations v € NextEval(7”), " C 7/, by assumption it holds f5(,), ¢ 7”.

Thus, f5(y), f;’/ f5(0),- The second constraint of Definition 3.11 can never
be satisfied and £, ¢ 7. [ ]

3.6 Spare Gate

The SPARE gate [DBB90; BCS10] is possibly the most complex of all the DFT gates. It is
usually used to model redundancies in a system. Besides the usual failure propagation,
SPARE gates introduce two new concepts: claiming and activation. We will shortly
introduce both concepts informally before giving precise semantics.

Upon failure of the main component, a SPARE switches to a—previously unused—
spare component and uses it henceforward. This process is called claiming. During
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Power Supply

Power grid Up Diesel generator

AGrld 1 AUPS =1 ADlesel

A}C);rld =1 A[I;TPS =0.1 Aglesel =0

Figure 3.20: Example DFT with SPARE

claiming, the newly used spare component is activated and its failure probability might
increase. If it is not used, a spare component is in passive mode. A passive component

A

might fail with lower probability compared to active use or might not even fail at all.

A spare component can be associated with multiple SPARE gates, i.e. it is shared.
shared spare component can replace a component in any of the associated SPARE

gates. However, claiming is mutual exclusive and only one of the SPARE gates can use
the shared spare. Therefore, a SPARE gate cannot claim a spare component if the spare

co

mponent is already claimed by another SPARE.

Example 3.8 (SPARE) Consider the DFT in Figure 3.20. It models a redundant
power supply PS by using a SPARE gate. In the beginning the power comes from
the power grid Grid. Redundant options are the uninterruptible power supply
UPS and a diesel generator Diesel. We consider the trace

Ps Ps Ps
T =1ps clg,iq T6rid f6ria lyps Tups fups lp}pger Thiesel fDiesel fps-

In the beginning, the SPARE PS is activated, indicated by event Tps. Next, the
SPARE claims its first child, the primary component Grid as indicated by the event
clgfi 4> and activates it. After the failure of Grid, the SPARE switches to the next
component UPS, i.e. event clgi,s happens. Claiming also activates UPS yielding
a higher failure rate AYP = 1 instead of the passive failure rate Agp $ = 0.1 from
before. After the failure of UPS, the diesel generator is switched on in event

lgfesel Note that the diesel generator has a passive failure rate /Ig fesel — (0 and
therefore does not fail while not being in use. Last, after the failure of Diesel, no
spare component is available any more and therefore the SPARE gate fails as well.

In trace 7, all BEs failed while being actively used. However, it is also possible to
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Front wheel Back wheel

[ ] [ ]

Front tire| |Spare tire| [Back tire

Figure 3.21: Example DFT with shared spare component

have a trace

5 Ps Ps
t = Tps clg, .y T6rid fups fria €lp,pger Thiesel fDiesel fps-

In 7/, UPS fails first while being in passive mode. After the failure of Grid, the
second child UPS is not available any more due to failure. Therefore, the third
child Diesel is immediately claimed and activated.

We consider a second example of SPAREs with a shared spare component.

Example 3.9 (Shared spare components) The DFT in Figure 3.21 models a mo-
tor bike Bike which fails if either the front wheel FW or the back wheel BW fails.
Both wheels use a corresponding tire, but can also use the spare tire ST if a failure
occurs. One possible trace of the DFT is

7 = Tgike Trw Tow cliy clby Ter Tor frr clit st f57 faw fike-

First, both SPAREs claim their primary component as indicated by the events clIF:IT/V
for the front wheel and clgy for the back wheel. Both tires are also activated.
Next, a failure of the front tire FT occurs. As a result, the front wheel requires the
spare tire ST and the claiming event clgg and activation Tgr take place. Next, the
back tire BT fails and the back wheel BW requires a new tire as well. However, no
spare component is available any more, because ST is already claimed by FW. As
a result, the SPARE BW fails and therefore the motor bike fails.
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Figure 3.22: Modules (boxes) and module representatives (grey)

3.6.1 Spare modules

Before giving the precise semantics of the SPARE gate, we fix some notation. Let
s € SPARE# be a SPARE gate with n children. The primary child is the first child o(s);
of the SPARE. The other children o(s)s, ..., o(s), are called spare children.

Originally, SPAREs could only have BEs as children [DBB92] and most semantics
kept this restriction. However, in [BCS10] this restriction was first lifted and complete
subtrees were allowed as children of SPAREs. We also allow subtrees and therefore
need the concept of modules as given in Section 2.2.3.3 on page 27. Modules behave
as one entity w.r.t. claiming and activation. Each module has a module representative:
either the child of a SPARE or the top-level element of the DFT. A module contains all
DFT elements connected to the module representative via a path which does not go
through SPAREs, PDEPs or SEQs. Thus, the leafs in a module are either BEs or SPARE
gates.

The primary child of a SPARE is the representative of the primary module and the
spare children are the representatives of the spare modules.
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Example 3.10 (Spare modules) We depict the modules of an example DFT in
Figure 3.22. The modules are highlighted by dotted boxes and the module repres-
entative is indicated by a grey background colour.

The given DFT has seven modules. The top module has five elements including the
representative T and two SPARE gates. A module ends at a SPARE and each child
of a spare gate forms it owns module. For example, SPARE S; has the primary
module with representative B and a spare module consisting of C. Note that the
module with C is also a spare module of S, as it is a shared spare component.
The module with representative O contains BE D but not the FDEP X. FDEP X is
part of the top module. The FDEP also prohibits D and E from being part of the
same module. Instead E forms its own primary module for Ss.

The module with representative F shows that a module does not necessarily form a
subtree but can also include ‘sideways’ elements, such as P and G in this example.
While the ‘sideways’ elements do not necessarily influence the failure of the
module representative, they might trigger FDEPs which forward the failure into
different modules.

3.6.2 Claiming

We start the semantics of SPARE gates by defining the claiming mechanism. In the
DFT traces, claiming is denoted by the event cl} meaning SPARE s claims child v. We
recall that for a trace 7 the set of claimed elements of SPARE s is given by Claimed(7)(s)
(cf. Definition 2.33 on page 41). In the following we use the phrase ‘claiming a child’
to mean claiming the complete module of the child.

When trying to claim, only available children can be claimed.

Definition 3.12 (Available for claiming) Let ¥ = (V, o, Type, top, ©) be a DFT
and let 7 € Traces be a trace in 7. An element v € ¥ is available for claiming after
7 iff it is neither failed nor already claimed by a SPARE.

v € Available(r) &= v ¢ Failed(r) A Vs € SPARE# : v ¢ Claimed(7)(s).

Corollary 3.7 (Unavailable for claiming is monotonic) Let 7,77 € Traces,
" Crandov € F.
Then v ¢ Available(t’) = v ¢ Available(7).

Proof. We know from Lemma 2.3 that failures are monotonic:

v € Failed(r") = v € Failed(7).

-claiming

-available
claiming

for
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Claiming is also monotonic for all s € SPARE:
v € Claimed(7)(s) = v € Claimed(7)(s). n
Thus,

v ¢ Available(r’) <= v € Failed(r") vV 3s € SPARE : v € Claimed(7")(s)
= v € Failed(r) V 3s € SPARE : v € Claimed(7)(s)
<= v ¢ Available(7).

When trying to claim a new child, the spare children are considered in order from
left to right.

Definition 3.13 (Next spare to claim) Let v € SPARE# and 7 € Traces. The next
‘next spare  to spare to claim for v after r is given by

claim

NextSpare(r,v) = min {O'(l))j € Available(r)} .
j

Remark 3.1 (Other claiming orders) It is possible to define a different order of
claiming by adapting NextSpare(z,v) accordingly. Claiming might be resolved by
a uniform distribution or by non-determinism. The latter for example allows to
synthesise optimal claiming strategies [MMGN20].

We can now define the behaviour of SPARE gates.

Definition 3.14 (Evaluation of SPARE) Let ¥ = (V, o, Type, top, ®) be a DFT
and let 7 € Traces.
The evaluation function for v € SPARE« is given as follows:

f, if f, ¢ 7 A Fail(r,0)
Eval(r.0) clg(v)_ else ifclg(v)_ ¢ 7 A Claim(r,0,0(0);)
val(z,0) = i i
To elseif T,¢ v A Act(r,0)
@y otherwise.

Compared to the general definition of the evaluation function in Definition 2.25,
SPARE-gates can return the additional claiming event clz(v)i. The claiming behaviour
of SPARE gates is given by the condition Claim(z,v,v").

Definition 3.15 (Claiming of SPARE) Let v € SPARE#, 7 € Traces, 1 <i < n.
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Claim(r,0v,0(v);) & Claimed(r)(v) C Failed(7) A o(v); = NextSpare(z,v).

In the beginning—for the empty trace—no child is claimed yet. A child o(v); stays
claimed if it was claimed before. Note that also failed children will still remain claimed.
That way, the claiming history can be reconstructed if necessary. If all claimed children
have failed—and in particular the child claimed last—a new spare child needs to be
claimed. The SPARE tries to claim a new child according to the given order from left
to right. In the beginning, the left-most child will be claimed.

Lemma 3.8 (First child will initially be claimed) Let v € SPARE#, 7 € Traces.
The primary child of v will initially be claimed, i.e. Claim(¢, v, 0(v);) holds.

Proof. Tt holds o(v); € Available(¢), because
0(v); ¢ Failed(¢) and Vs € SPARE# : Claimed(¢)(s) =

As 0(v); is the left-most child, which is available, it follows NextSpare(e, v) = o(v);.
By definition
Claimed(¢)(v) = 0 C 0 = Failed(¢).

and therefore Claim(e, v, o(v);) holds. [ ]

A SPARE fails, if the claiming is unsuccessful. In other words, all claimed children
have failed and the remaining children are not available for claiming.

Definition 3.16 (Failure of SPARE) Let v € SPARE and 7 € Traces.

Fail(r,0) &= Claimed(r)(v) C Failed(z) A (c(v) N Available(r)) =

3.6.3 GSPN template

The template templgpape (v) for a SPARE with n children is given in Figure 3.23. The tem-
plate is slightly different from the original template in [4], because transition child-fail
also returns the token to Claimed® (0) . This follows the definition of Claimed(7)(v)
where claimed children are never released. Additionally, auxiliary places Current; are
introduced to ensure the correctness of the changed template.

The template contains the interface places Failed, and Unavail, for the SPARE v
and all its children. Additionally, the auxiliary places Considers(y),, Clalmeda( and
Current; are present for each child. Place Current; is only needed to ensure ' that
transition child-fail only fires once. A token in Considers (), represents that child
o(v); is considered next for claiming. A token in Claimedg( »); Tepresents that the
corresponding child is claimed by v.
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Considery (y), unavail# Considery (y), unavail_' unavail_' Failed,

@, @,
. N v

O{availa(u)l

Unavail, ),

Current; Currenty Currenty,

Failed (y), Failed;( Failed(y),,

)2

Figure 3.23: GSPN template for SPARE

The current state of the SPARE gate is represented by a ‘moving’ token in the
template. Initially, the token is present in Considers(,), which represents that the
primary child is considered for claiming.

Two cases are possible here. If the child is not available for claiming, i.e. a token is
present in Unavails(y),, the transition unavail is enabled. Firing this transition moves
the token to Consider,,), and the second child is considered for claiming next.

If the child is available for claiming, no token is present in Unavail,(,), and trans-
ition claim is enabled. Firing the transition moves the token to Claimeaf;’@)1 which
indicates that child o(v); is claimed now. Additionally, a token is placed in Unavails ),
indicating that the child is not available for claiming by other SPAREs any more.

If a claimed child fails, transition child-fail becomes enabled. Firing the transition
places a token in Consider(y), indicating that the next child needs to be considered
for claiming. The token in Claimed,, is kept as the failed child is still considered
claimed. The token in Current; is consumed to prevent the transition from firing again.

Following these steps, the token moves through all Consider (., places and finally
ends up in the Failed, place. In that case, all children were considered but none of
them are available any more. As a result, the SPARE fails.

Example 3.11 (SPARE template) We consider an example DFT and the corres-
ponding GSPN. The DFT in Figure 3.24 consists of two SPARE gates S and T which
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Figure 3.24: DFT with shared spares

share the two BEs C and D. We consider the DFT trace
= clj cl} fp oIl £4 cl, fp fs.

We depict the (partial) GSPN corresponding to SPARE S in Figure 3.25. The marking
corresponds to the trace prefix cli clng clg. A token is present in Claimedj because
primary A is claimed by S. Additionally, Unavaily contains a token, because A is
now unavailable for the other SPARE T. After the failure of primary B, SPARE T
has claimed the first spare child C. A token is present in Unavailc to indicate that
C is unavailable for SPARE S.

The next event in trace 7 is the failure of A, i.e. a token will be placed in Failed,.
Transition child-fail fires, consumes the token from Current; and places a token in
Considerc. Next, spare child C is considered for claiming. However, as C is already
claimed, it is unavailable as indicated by a token in Unavailc. Therefore transition
unavail fires and moves the token from Considerc to Considerp. Next, the second
spare child D is considered for claiming. As no token is yet present in Unavailp,
transition claim can fire. As a result, the token is moved to Claimedg indicating
that D is now claimed by S. In addition, a token is put into Unavailp such that T
cannot claim it any more.

The Unavail, interface place indicates whether v is available for claiming. An element
is unavailable if it is either failed or already claimed by a SPARE. Due to the second
case we cannot use the Failed, place to indicate unavailability but have to introduce a
separate interface place. However, a failure still renders the element unavailable.
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Considery ~ unavail_ Considerc unavail _ Considerp unavail  Faileds

o5 0 %0
O{availp

Unavaily Unavailc

Claimedg Claimeclé9 Claimedg

Currenty Currenty Currents

Faileds Failedc Failedp

Figure 3.25: GSPN for SPARE S from Figure 3.25

Lemma 3.9 (Failed elements are unavailable for claiming)

Yo € F : Vr € Traces :
m(7)(Failed,) > 0 = m(r)(Unavail,) > 0.

Proof. This follows directly from the later Lemma 3.20 on page 130. [ ]

Claiming also renders the element unavailable.
Lemma 3.10 (Claimed elements are unavailable for claiming)

Yo € F : Vr € Traces :
s € SPARE# : m(7)(Claimed;) > 0 = m(r)(Unavail,) > 0.

Proof. Initially, both Claimed; for all SPAREs s and Unavail, are empty. Transition
claim is the only transition which can add a new token to Claimed;. This transition
also simultaneously adds a token to Unavail,—if no token was present before. Thus,
if there is one SPARE s with m(z)(Claimed;) > 0, then also m(z)(Unavail,) > 0.8

Theorem 3.11 (Unavail, interface place) A token is in interface place
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Unavail, iff the DFT element v € ¥ is not available for claiming. More formally:

Vo € ¥ : Vr € Traces :
v ¢ Available(r) < m(r)(Unavail,) > 0.

Proof. We prove both directions.

« = : If v ¢ Available(7), then by definition either v € Failed(7) or there exists
a SPARE s such that v € Claimed(7)(s). In the first case, from Theorem 3.1 and
Lemma 3.9 we know

v € Failed(r) < m(r)(Failed,) > 0 = m(7)(Unavail,) > 0.
In the second case, from Theorem 3.12 and Lemma 3.10 we know

v € Claimed(7)(s) & m(r)(Claimed]) > 0 = m(r)(Unavail,) > 0.

« &= : We show the contraposition. By Lemma 3.9 and Lemma 3.10 it holds:
m(7)(Unavail,) =0 = m(r)(Failed,) = 0 A Vs € SPARE : m(7)(Claimed) = 0.
With Theorem 3.1 and Theorem 3.12 it follows:

m(7) (Failed,) = 0 A Vs € SPARE : m(7)(Claimed;) =0
< v ¢ Failed(7) A Vs € SPARE : v ¢ Claimed(7)(s)

and thus, 0 € Available(r). [ |

3.6.3.1 Template for arbitrary claiming

We give the template for a SPARE with arbitrary claiming order in Figure 3.26. The main
difference to the SPARE template with claiming from left to right as given in Figure 3.23
is the single place Consider,. Instead of moving the token through all Consider, ),
places one after the other, a token is placed in Consider, whenever a next child should
be claimed. In that case, some of the transitions claim are enabled depending on which
children are available for claiming. After the failure of the claimed child, the token is
put back into Consider, and a new child for claiming can be selected. While the child
is claimed and operational, no token is present in Consider, and therefore no claiming
can take place. If a token is in Consider, but no child is available for claiming any
more, transition unavail can fire and indicates the failure of the SPARE. Note that if the
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Consider, unavail _ Failed,

@y Q

Unavail,

Unavaily (y),

Claimed® Claimed® Claimed®
o o o

(o)1 (v)2 (0)n

Currenty Currenty Currenty,

Failed; (4, Failed;(,), Failed; (),

Figure 3.26: GSPN template for SPARE with arbitrary claiming

last child is claimed, all places Unavails(,), contain a token. However, the transition
unavail is not enabled yet, because the token is not yet in Consider, but in one of the
Claimed;(v)i places.

It is possible that multiple transitions claim are enabled simultaneously. We therefore
use priority variables 77, ..., 7, which are each associated with one claim transition.
The priority variables are used to define which transition should be enabled, i.e. which
child should be claimed next. By setting the priorities, we can specify the desired
claiming order as given by the function NextSpare(z, v).

If we set all priority variables to the same value, the claiming will be resolved either
non-deterministically or by random choice—depending on the specified partitioning,.
We can specify the usual ordering from left to right by using decreasing priorities:

-0

Al =niy=n—1,...,7, =1.

In that instance, only the leftmost transition which has concession is enabled.
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3.6.3.2 Correctness of GSPN template

We have now introduced the necessary concepts to prove the correctness of the GSPN
template for a SPARE. We consider the template for SPAREs with arbitrary claiming
because it is the most general variant and subsumes the claiming from left to right.

We start by proving the correctness of the Claimedy, place.

Theorem 3.12 (Claimed_, place) A token is in place Claimed,, of SPARE v iff
the DFT element v’ € F is claimed by v. More formally:

Yo € SPARE : Vo’ € o(v) : YT € Traces :
v’ € Claimed(r)(v) <= m(r)(Claimed}) > 0.

Proof. We perform an induction over trace 7.

« 7 = ¢: The initial marking of the GSPN template does not contain any tokens
except in Consider,. By definition Claimed(¢)(s) = @ for all s € SPARE. Thus,

o(v); ¢ Claimed(¢)(v) m(g)(Claimedg(v)i) =0.

« 7 =1 e: We distinguish two cases:

— We start with the case e ¢ Events®. That means v ¢ NextEval(z’) and by
definition of the GSPN priorities, no transition in templgpage (v) can fire in

m(z’). Thus, for all p € {Claimed;’, | o' € a(v)} it holds:
m(z)(p) = m(7)(p).
Ase # clz(v)i, it follows by induction hypothesis:
o(v); € Claimed(7)(v) < o(v); € Claimed(7')(v)

R m(r')(Claimedﬁ(v)i) >0 & m(r)(Claimed], ) > 0.

— We consider the case e = Clg(v),-' Then o(v); € Claimed(7)(v). It also means
v € NextEval(7") and only transitions in templgpape (0) can fire in marking
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m(z”). By Definition 3.14, Definition 3.15 and induction hypothesis it holds:

Eval(7’,0) = cl®
=y, €7 A Claim(7’,v,0(v);)
< o(v); ¢ Claimed(z")(v) A Claimed(z”)(v) C Failed(r’)
A o(v); = NextSpare(r’,v)

o(v);

RN m(z’ )(Clalmed“(v) ) =
AVo(v); : (m(f )(Clalmed”(v) ) >0 = m(7')(Failedy(,);) > 0)
A o(v); = NextSpare(r’, ).
If we consider the second conjunct, all claimed children failed. That means,
one of the transitions child-fail can fire and the token is back in Consider,,.
The next child to claim is NextSpare(z’,0) = 0(v);. As Claimed} ,, does

not yet contain a token, transition claim for ¢(v); is enabled. F1r1ng the
transition yields m(z’)(ClalmedU(U) ) > 0.

It remains to show the other direction. We prove it by contraposition:

Eval(’,0) # cy ), =y, € ' V =Claim(7’,0, 0 (v);)

o(v);
If the first conjunct cl[y (o) € 7’ holds, then we know by induction hypothesis
m(z’ )(Clazmedg(u) ) > 0. Thus, as before,

o(v); € Claimed(7)(v) = m(r)(Claimedé’(U)l_) > 0.

We now assume the second conjunct holds and m(r’)(Clalmed”(U) ) =0.

-Claim(7’, v, o(v);)
= Jo(v); : (m(r’)(Claimedg(v)j) >0 A m(7')(Faileds(y),) = 0)
V o(v); # NextSpare(r,v).

If there is a child o(v); which is claimed but not failed, then the token is
still in Clazmedd( o), and not in Consider,. Transition claim has not fired
and

m(r)(Clazmed”(U) ) =m(r )(Clalmed“(u) ) =0.

If all claimed children have failed, then the token is back in Consider,. How-
ever, as NextSpare(z,v) # o(v);, transition claim for o(v); is not enabled.
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Thus, m(r)(Claimed;’(U)i) =0. .

We prove Theorem 3.1 for templgpare (v) With arbitrary claiming:

Yo € SPARE : V7 € Traces :

v € Failed(r) <= m(r)(Failed,) > 0.

Proof. 1t suffices to show Equation (3.1) on page 62:

Eval(r/,0) =f, &= 3t,....1 € temply,,) (@) :m(z) 5 ... 2 m(2)

A m(t)(Failed,) > 0.
By assumption f, ¢ 7’. With Definition 3.16 and induction hypothesis it holds:

Eval(’,0) = f,
&= Claimed(z")(v) C Failed(z") A (c(v) N Available(z")) = 0
L Ao (o), - (m(r’)(Claimedg(v)i) >0 = m(r)(Failedy(y),) > o)

A /\ m(t)(Unavaily(y),) > 0.

1<i<n
We prove both cases:

. If Eval(7’,v) = f,, then all claimed children have failed and the token is moved to
Consider, by one of the transitions child-fail. As all places Unavails,), contain
a token, only transition unavail can fire. As a result, we have m(r)(Failed,) > 0.

« If Eval(z’,v) # f,, then either one claimed child is not yet failed or one child is
still available.

If not all claimed children have failed, there is a place Claimed;’( o), which contains
a token, but the place Failed, (), does not. Then the transition child-fail is not
enabled yet and the token cannot be moved to Consider,. Thus, transition unavail
cannot fire. As it is the only transition which can put a token in Failed,, no token
can be present in Failed,,.

If all claimed children have failed, but not all places Unavail,(,), contain a token,
the ‘moving’ token is present in Consider,. As at least one Unavails (), contains
no token, transition unavail is still not enabled. Thus, m(7)(Failed,) = 0. [ |
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Figure 3.27: DFT containing a spare race

Spare race | The claiming of a spare child is only possible if the newly claimed child
is currently available. An operational child is available according to Definition 3.12
if it has not been claimed before by another SPARE. It is crucial to note here that it
is possible for two or more SPAREs to simultaneously try to claim the same shared

spare race child. We call this a spare race. The question which SPARE is successful in claiming is
again decided by the evaluation order. The SPARE which is evaluated first, can claim
the child.

For a better understanding, we define the SPAREs which are currently claiming.

Definition 3.17 (Currently claiming SPARE gates) Let v € SPARE, 7 € Traces.
currently claim- The currently claiming SPAREs after trace r are given by:
ing
v € CurrentlyClaiming(r) <= Claimed(zr)(v) C Failed(7)
A o(v) N Available(v) # 0.

Example 3.12 (Spare race) We give the example of a spare race for the DFT
depicted in Figure 3.27. Both SPAREs share the spare child F.
We consider the trace

7= cl ol £ fu fo.



3.6 Spare Gate 103

After 7, SPARE S; has claimed the primary child A and SPARE S, has claimed C:
Claimed(7)(S;) = {A} Claimed(7)(S;) = {C}.
The failure of E leads to the failure of both A and C:
Failed(r) = {E,A,C}.

Thus, the primary children of both S; and S, have failed simultaneously and both
SPAREs need to claim a new child, i.e. S;,S; € CurrentlyClaiming (7). However,
only one spare child F is available, i.e. Available(r) = {F}. This spare child is the
next child for both SPAREs:

NextSpare(r, S;) = F NextSpare(z, S;) = F.

The question which SPARE can claim F is determined by the evaluation order
of the DFT semantics SemEx. If both S, S, € NextEval®*™* (), then two next
events are possible:

SemEx _ S S.
NextEvent (r) = {chl, chz} .
As a result, two substantially different traces are possible for the ftrace 7y = fz fp:

= cli‘1 cl? fr fa fc clf:1 fs, or fr fs, @1 € Traces>*™E* (7¢).

1y =l I fp £a fo eI fs, @r fr fs, fr € Traces ™ (zy).

In 71, the TLE T is fail-safe whereas in 7, the PAND has failed.

As seen in the previous example, spare races can lead to quite different DFT traces
and can introduce non-deterministic behaviour. In most modelling scenarios however,
non-determinism is not desired and thus, spare races should be prevented.

Spare races happen when more than one SPARE is claiming at the same time, i.e.
|CurrentlyClaiming(z)| > 1. It is only possible to have multiple currently claiming
SPAREs if children of these SPAREs fail simultaneously. Thus, one solution for spare
races is to restrict the DFT structure in such a way that at most one SPARE gate can
claim at a time. In other words, spare races will not occur if:

V1 € Traces : |CurrentlyClaiming(7)| < 1.

For well-formed DFTs, the following constraints are necessary to ensure that at most
one SPARE is currently claiming:
« DFT Constraint 8 (Independence of modules)
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« DFT Constraint 9 (No constant failed events in primary modules)

+ DFT Constraint 10 (No sharing of primary modules)
The first constraint is already assumed throughout this chapter. The other two con-
straints ensure that the initial claiming of the primary modules is deterministic since
each SPARE gets to claim its first child. Thus, no spare races can occur in the beginning.
Junges proved in his master’s thesis [Jun15, Theorem 4.30] that for all DFTs satisfying
these three constraints at most one SPARE is claiming at all times.

A second solution for spare races is to explicitly forbid that multiple SPAREs are

currently claiming. This can be ensured by defining the evaluation order such that at
most one SPARE is evaluated next. In other words, it must hold:

V7 € Traces :

[NextEval®™(7) N SPARE#| < 1.

We revisit the spare race of Example 3.12 and discuss how spare races are handled
in both solution variants. The first solution of restricting the DFT renders the DFT
in Figure 3.27 invalid. The spare modules of A and B are not independent, because they
both contain E. Thus, the DFT needs to be adapted.

The second solution requires a modified evaluation order. For example, one could
define SemEx’ such that in case of possible spare races, SPARE Sy is always evaluated be-

fore S,. That means NextEvent ¢™F* (1) = {CIIS;} and only trace 7; € Traces *F*’ (zy)

. . 4
is valid any more. Trace 7, ¢ Traces**™E¥(z¢) cannot happen any more.

3.6.4 Activation

Apart from claiming, the SPARE gate has a second unique concept: activation.
Whenever a spare child is claimed, all elements belonging to the same spare module are
activated. Activation changes the failure behaviour of SEs. Active SEs fail according
to their active failure distribution FD,. Similarly, passive SEs which are not in use fail
according to their passive failure distribution FD,,.

Originally, the type of the SPARE gate defined the passive failure rates of its chil-
dren [DVGY7]. Three types of SPARE gate were introduced: cold SPARE, hot SPARE
and warm SPARE. In the cold SPARE (also called csp) only the claimed children can
fail. All unused children are cold SEs and cannot fail. They are modelled by having a
dormancy factor of d = 0. In the hot SPARE (hsp) by contrast it makes no difference for
the failure rate whether the child is active or passive. In other words A, = A, which is
modelled by dormancy factor d = 1. While cold and hot SPARE represent the extremes
of the spectrum, the warm SPARE (wsp) represents the middle. A child of a warm
SPARE can fail in passive mode, but has a lower failure rate compared to active use, i.e.
0 <A, < A,. This is modelled by a dormancy factor 0 < d < 1.
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As seen, all three types of SPARE gates can be modelled by setting the corresponding
dormancy factor. The logical step therefore was to move the passive failure behaviour
from the type of SPARE gate to the SE itself [BCS10]. Instead of having three types of
SPARE gates, we have one general SPARE gate and use the passive failure distribution
of each SE to specify the behaviour while not in use. By letting the SE define which
passive failure rate to use, also semantic issues regarding the passive failure distribution
of shared spares are avoided. In the old setting, it was not clear what happens if shared
spares are for example children of both cold and hot SPAREs (cf. [CSD00]).

Activation is performed per (spare) module. If a new child is claimed, it gets activated.
Not only the child but the complete spare module represented by the spare child is
activated. A DFT element v is activated after r iff either it is part of the top module or
its module is claimed by an active SPARE. We define the activation behaviour for all
elements.

Definition 3.18 (Activation) Let ¥ = (V, o, Type, top, ©) be a DFT, 7 € Traces.
The activation condition for v € ¥ is defined as follows:

« v = top: The condition Act(r,v) always holds.

« v € SpareModuleRepr:

Act(r,0) & T’ € p(v) : 0" € SPARE A0’ € Active(r) Av € Claimed(7)(v").

+ v ¢ ModuleRepr:

Act(r,0) &= Fo’ € ModuleRepr : v € Module(v’) A v" € Active(r).

GSPN template | Activation is integrated in the GSPN framework in two ways: we
extend the existing template for SPAREs to also integrate activation and we add separate
activation templates for each module representative. The activation templates use the
interface place Active, to store the information whether an element v is activated.

We give the template extension for activation in a SPARE gate in Figure 3.28. The
GSPN extension contains the interface places Active,, Actives(y),, . . ., Actives(y), . Note
that the places Clazmedg(u) e Claimedg(u)n represent the places from the original
SPARE template in Figure 3.26 on page 98 and connect the activation extension to the
original template. Whenever SPARE v is active and a child ¢(v); is claimed, places
Active, and Clalmed ) contain a token. The corresponding immediate transition can
fire and places a token in Activey(y), indicating that the child o(v); is activated now.

The top module is activated by placing a token in Active;,. This is handled by
the initialisation template templ, ;. which will be introduced later in Figure 3.42 on
page 125.

activated
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Active,

14
o(0)n

@7y @7y

Actives(y), Actives(y),,

Figure 3.28: GSPN template for activation in SPARE

Activey

@3,

Um

@7y,

Activey, Activey,),

Figure 3.29: GSPN template for activation in modules

We have seen how to activate the module representatives. It is however required
to activate all elements in a module if the module representative has been activated.
This is handled by the activation template templ,,(v) for each v € ModuleRepr as
presented in Figure 3.29. Let {vy,...,0;,0} = Module(v) be the members of the
module for v. Whenever the place Active, of the module representative v contains a
token, all members vy, ..., v,, of the corresponding module are activated through the
intermediate transitions. We use different priority variables 7 , ..., 75 to accurately

reflect the evaluation order for each element v;.

m

The templates for activation presented here significantly differ from the original
ones in [4]. The template extension for SPAREs is the same as before. However, in [4]
there is an activation template for each gate which propagates the activation from
the gate to its children. This approach however does neglect some special cases. We
depict them by the example DFT in Figure 3.30. All elements are part of the top module
and therefore should be activated once the TLE T is activated. However, the original
activation template [4, Fig. 8(a)] only allows ‘downwards’ propagation of activation.
That means only A will be activated from T. B will not be activated because FDEPs
do not propagate activation and D cannot be activated, because it is a parent of A
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Figure 3.30: Example DFT depicting special cases for activation

and not a child. The newly introduced activation template for module representatives
in Figure 3.29 avoids these issues by directly activating all elements in a module. Instead
of propagating the activation through all gates, each member of a module is directly
activated from the module representative.

We conclude this section by showing the correctness of the activation templates, i.e.
proving Theorem 3.2:

Vo e F :Vr € Traces :
v € Active(t) < m(1)(Active,) > 0.
Proof. We perform an induction over 7 similar to the proof for Theorem 3.1:
« 7 =& We know Active(e) = 0 and by construction m(¢)(Active,) =0 Vo € F.

« 7 =1"e: We assume e =T,. Otherwise the statement holds by induction hypo-
thesis. It remains to show:

Act(7’,0) < m(r)(Active,) > 0.

We distinguish the different DFT types:

— v = top: Then Act(r,v) always holds. Using the initialisation template
templ,; from Section 3.9.1, we have m(1)(Active;,) > 0 for all traces
T#E.

init
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— v € SpareModuleRepr: Then

Act(7’,0) & T’ € p(v) : v’ € SPARE
A0’ € Active(r’) A v € Claimed(z')(v)

LH. _, ,
& T’ € p(v) : v’ € SPARE
A m(7’)(Activey) > 0 A m(z')(Claimed?) > 0.

As the parent is a SPARE, we consider the template extension for SPAREs.
We know that both Claimed; and Active, contain a token. Thus, the
corresponding immediate transition can fire and places a token in Active,,.

- v ¢ ModuleRepr: Then

Act(7’,0) & Tov’ € ModuleRepr : v € Module(v”) A 0" € Active(r”)
I.H.
& Jv’ € ModuleRepr : v € Module(v’) A m(z")(Activey) > 0.

We consider templ,,(v”) and know that Active,s contains a token. Thus, all
immediate transitions are in concession. As v € Module(v’) we have v = v;
forone 1 < i < m. Wlo.g. we assume v = v;. Firing the corresponding
transition places a token in Active,,. Thus, m(7)(Active,) > 0. [

3.7 Dependencies

In complex models it is often the case that failures of specific components lead to
failures of other components. In other words, the functionality of components depends
on the correct operation of other components, they are functionally dependent. An
example of functional dependencies is a power supply which powers several servers.
Each server can fail on its own due to malfunctioning hardware components. It is also
possible, that the power supply fails. In that case, all servers would immediately fail—if
no backup power supply is available. The servers are therefore functionally dependent
on the power supply.

In DFTs we use dependencies to model such failure connections between elements.
The first child of a dependency is called the trigger and the other children are called
dependent elements. The failure of the trigger leads to the failure of the dependent
elements. That means the dependent elements fail due to the outside failure of the
trigger and not because of any internal failure of the component itself. We also say
the failure is forwarded to the dependent elements.

The dependency itself only represents a causal connection between components.
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()
G@“ 33

(b) Graph G(¥)

Figure 3.31: Feedback loop with dependencies

Therefore, the dependency itself cannot fail and is not the child of any other element
(cf. DFT Constraint 5 on page 26 (No parents for SEQ and PDEP)).
Moreover, dependencies allow to model feedback loops between components as

shown in Figure 3.31a. The failure of A is forwarded by F; and lets B fail as well.

Similarly, the failure of B leads to a failure of A through F,. We call this behaviour
cyclic dependency.

Definition 3.19 (Cyclic dependencies) Let ¥ be a DFT and F C PDEP# be a
set of dependencies. The dependency edges for F are added to the graph of F
(cf. Definition 2.12 on page 23) by inserting edges from the dependent elements of a
dependency to the trigger:

EYP(F) = {(o(f)io(f) | fe F2<i<|o(fI}.

We call dependencies F € PDEP# cyclic if the graph of # extended with the
dependency edges of F, i.e. (V, E(o) U Edep (F)), contains a cycle. Additionally, F
needs to be minimal, i.e. all proper subsets F’ C F are not cyclic dependencies.

Note that cyclic dependencies still yield an acyclic graph. In the example, A and B are
cyclic dependencies. However, the graph G(¥) (depicted in Figure 3.31b) is acyclic,
because A and B are both children of the FDEPs F; and Fs.

Also note that single dependencies can already form a cyclic dependency if they
forward the failure downwards. An example DFT is given in Figure 4.19 on page 171.

Gates as dependent children | We restrict the dependent children to BEs (cf. DFT
Constraint 11 (Dependent events of PDEPs are BEs)). This restriction could be lifted to
arbitrary gates. However, the behaviour of triggered SPARE gates for example needs to

-cyclic
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(a) FDEP (b) Alternative representation of FDEP

Figure 3.32: Graphical representation of FDEP

be specified in these cases. If a SPARE fails due to a trigger, one of the claimed children
is still operational. It might make sense to release this child again, i.e. to ‘unclaim’ it,
such that another SPARE gate might use it. This however requires the introduction of
new DFT events and might introduce further semantic questions. Other works such
as [BCS10] do not consider a triggered SPARE as failed. As a result, the SPARE can still
claim and activate children even though it is already failed. We agree with Junges et al.
that ‘FDEPs with dependent gates require special treatment’ [JGKS16] and therefore
restrict ourselves to BEs as dependent children. This restriction is also consistent with
other works, cf. e.g. [DBB92; RS15]. The trigger however can be an arbitrary gate.

We distinguish between two types of dependencies. The probabilistic dependency
PDEP,, only forwards the failure with a certain probability p. If the trigger fails, the
failure is forwarded to the dependent children with probability p. With probability
1 — p no forwarding takes place and the dependent children do not fail. The functional
dependency FDEP always forwards the failure. The functional dependency can be
expressed by a PDEP;.

37.1 5 Functional dependency (FDEP)

We start by introducing the more commonly used FDEP [DBB90]. The graphical repres-
entation of an FDEP is given in Figure 3.32. The FDEP gate is depicted in Figure 3.32a.
The trigger A is connected to the input triangle of the FDEP, the dependent child B is
given as usual at the bottom of F. As FDEPs commonly connect parts of the DFT which
might be far apart, the DFT visualisation can quickly become cluttered and hard to
follow. We therefore often employ a simpler representation for binary FDEPs by using
double dashed arrows as shown in Figure 3.32b. The source of the arrow represents
the trigger and the target denotes the dependent child.

We now define the behaviour of the functional dependency. For simplicity we only
consider a binary FDEP with exactly one dependent child.
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Figure 3.33: Forwarding of failures in FDEPs

Definition 3.20 (Evaluation of FDEP) Let v € FDEP# and 7 € Traces.

The evaluation function is given as follows:

Eval(r,0) = fo(0) iffo'(v)z'g T AMy(0), € T Ay(0), ¢ Disabled(7)
@y otherwise.

Upon failure of the first child, the other child fails as well. However, we also have to
consider a special case which can be introduced by restrictors. If the dependent child
is disabled by a restrictor, then it cannot fail. Failure of disabled elements would lead
to invalid traces and is therefore prevented. However, if later on the child becomes

enabled, it will immediately fail due to the dependency. We will consider the details of
this behaviour later in Section 4.2.2 on page 150.

Note that if we had multiple dependent children, it would not be clear which child
should fail first. We therefore restrict FDEPs to the binary case. An FDEP with multiple
dependent children can be translated into multiple binary FDEPs while still capturing
the desired behaviour. The order in which the children should fail can then be specified
by the order in which each FDEP is evaluated.

Example 3.13 (Failure forwarding in FDEPs) Consider the DFT given in Fig-
ure 3.33 and the ftrace 7¢ = f4. There are different possibilities how to forward the
failure of A via the FDEPs. We give some possible traces and the corresponding
observed trace order for T:

1 = fa g fe fr no order observed
r, =fa o7 fpfc @1 fu <7 f5,f4 < fc
3 =f, orfpor fc or fu <} fp <¢ fc

1, =f4 QT fc or fg Or £y 4? fc 4? fg
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Unavail, (), O Failed,
Failedg(u)l @7y

O O Failed (y), O Unavail,

Disableda(v)z

Figure 3.34: GSPN template for FDEP

Trace 71 lets the forwarding happen simultaneously to the failure of A and no order
can be observed. The trace 7; therefore does not capture the causal relationship
between e.g. the failures of A and B. Just by looking at the observed trace it is not
clear, that only A failed on its own, but B and C were triggered by A.

Trace 7, incorporates the causal relationship. From this trace it is clear, that the
failures of B and C causally depend on the failure of A and therefore take place
after the failure of A. Notice that PAND T does not fail in 75, because the children
did not fail in the correct observed order.

In some instances it might even be important to have a total ordering on the
failure of BEs. One reason would be that for a total ordering spare races are not
possible any more, because then only one SPARE can fail at a time. Traces 73 and
74 represent a total order.

In summary, we see that the ordering of FDEP forwarding is not trivial and can
cause significant differences in the failure behaviour of the complete DFT. We will
investigate these issues in detail in Section 4.4.2 on page 163.

GSPN template | The GSPN template for an FDEP is given in Figure 3.34. If the
trigger has failed, i.e. a token is present in Failed,),, the failure can be forwarded to
the child via the immediate transition. The dependent child o(v), can fail if it is not
yet failed and its failure is not disabled. This is ensured by the two inhibitor arcs from
Failed,; (,), and Disabled, y),. If all preconditions are satisfied, the immediate transition
fires and places tokens in Failed,(,), and Unavails(y),. Note that the interface places
Failed, and Unavail, of the FDEP v are isolated because the FDEP itself cannot fail.

Correctness of failure behaviour | We prove the correctness of templyyp(0):

Vo € FDEP : V1 € Traces :
o(v); € Failed(r) <= m(7)(Failed,(y),) > 0.
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Proof. Note that not the failure of the FDEP v itself but of the second child is
considered here. We therefore also have to consider the case where v is not evaluated,
but o(v), still fails, because the BE fails on its own. We already considered this case
before in the correctness proof for SE.y, and showed

o(v); € Failed(r) &= m(r)(Failed,(y),) > 0.

It therefore remains to show a slight variation of Equation (3.1) on page 62:
Eval(7',0) =f5,), & 3t1,...,ty € templepep(0) :m(7”) a, m(1)
A m(7)(Faileds(y),) > 0.

We have

Eval(7’,0) = {50,

& fr(0), € T Ao(o), € T Aoy, & Disabled(z)
(E)I'H' m(7")(Failed,(y),) = 0 A m(7")(Failedy(y),) > 0 A m(z")(Disabled,(y),) = 0.

We start with the case Eval(7’,0) = f;(,),. That means o(v), € Failed(zr). Fur-
thermore, in templygp(v) the immediate transition is enabled, because neither
Failed y), nor Disabled,,), contain a token and Failed (), contains a token. Firing
the transition results in a token in Failed (), and the statement holds.

We consider the case Eval(z’,v) = @,. That means o(v), ¢ Failed(r). By assumption,
o(v); ¢ Failed(7’) and therefore m(7’)(Failedy(,),) = 0. In the GSPN template, the
immediate transition is not enabled, because either Failed(,), does not contain a
token or Disabled (), does contain a token. That means the immediate transition
cannot fire in m(z”) and thus,

m(7)(Failed,(y),) = m(7")(Failedy(y),) = 0. -

3.7.2 5" Probabilistic dependency (PDEP)

We consider the more general PDEP [MPB05] now. The PDEP,, employs a two step
process. First, a coin flip with bias p is performed. With probability p the failure will
be forwarded and we continue with the second step in which all dependent children
fail similar to the FDEP. With probability 1 — p the failure will not be forwarded and
the process stops. In this case, all dependent children keep working and do not fail.
Note that the coin flip is performed once for the complete PDEP and not individually
for each dependent child.
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p p
[B]
(a) PDEP with multiple dependent children (b) Binary PDEP

Figure 3.35: Example translation for binary PDEP

Unavail, ),
@7ty Flip @7+l @7ty
Coin/l () I O o Q Failed; (y),
O coin flip-success Forward
Failed, o), flip-fail Disabledy(y),
—
@7+l

O Failed, O Unavail,

Figure 3.36: GSPN template for PDEP

For simplicity, we again consider only binary PDEPs. We can translate each PDEP
with multiple dependent children into a binary PDEP and FDEPs as shown in Fig-
ure 3.35.

GSPN template | We present the GSPN template for a binary PDEP,, in Figure 3.36.
The template has three auxiliary places Coin, Flip and Forward. Initially, a token is
present in Coin. If the trigger fails, i.e. a token is present in Failed, ), , the immediate
transition coin is enabled. Firing coin moves the token from Coin to Flip which ensures
that the coin flip can only be performed once. If a token is in Flip, both transitions
flip-success and flip-fail are in concession. Both immediate transitions have a unique
priority 7, + 1 which is not occurring elsewhere and are part of the same partitioning.
As a result, both transitions will be enabled at the same time and the conflict will be
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resolved by random choice. The weights w = p (for flip-success) and w = 1 — p (for
flip-fail) ensure that each transition fires with the correct probability. Firing transition
flip-fail removes the token from Flip and no further action is possible. Firing transition
flip-success moves the token to place Forward. The remaining (right) part of the GSPN
template equates to the GSPN template for the FDEP. Placing a token in Forward
therefore ensures that the failure is forwarded to all dependent children.

We can easily see that PDEP; behaves as FDEP, because in this instance transition
flip-fail can never fire and the token from Failed, ), is always duplicated in Forward.

3.8 Restrictors

The last type of element in DFTs are restrictors which forbid certain sequences of
failures. We indicate sequences which violate the ordering requirement by event 4. A
restrictor disables and enables the occurrence of certain failures. Disabled elements
are not allowed to fail, because their failure would lead to invalid traces. Disabled
elements might be enabled after the failure of other components and can fail then.

3.8.1 | 7> | Sequence enforcer (SEQ)

The most commonly used restrictor is the sequence enforcer (SEQ) [DBB92]. A SEQ
ensures that failures of its children can only occur in order from left to right. This
ordering requirement is very similar to the failure condition of a PAND. However, their
behaviour is quite different. In a SEQ, children cannot fail out of order. In a PAND in
contrast, children can fail out of order, but the PAND becomes fail-safe.

Analogously to PAND we have the question of simultaneous failures for SEQ. We
therefore again distinguish between inclusive and exclusive variants of SEQ. In an
inclusive SEQ., failures occurring simultaneously are considered as valid. In an ex-
clusive SEQ., all failures have to be strictly ordered and simultaneous failures are not
allowed.

Definition 3.21 (Evaluation of SEQ) Let ¥ = (V, g, Type, top, ©) be a DFT and

7 € Traces. The evaluation function for v € SEQg is given as follows:

4 if%, & T A Viol(r,0)

@, otherwise,

Eval(r,0) = {

where the violation condition is defined as follows:

restrictor

-inclusive

-exclusive
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Figure 3.37: Example DFT with SEQ«

» Forv € SEQ.:

n
Viol(z,0) &= = /\ (foop, € 7 = (fo(on, € TA fotw, 5 For )
i=2

= \/ (oo, < fooys V (fote)s & 7 A forw), € 7))
i=2

« Forov € SEQ.:

n
Viol(r,0) &= =\ (fow €7 = (o0 4 foro)
=2

n-1
=V ((fon € A fotons 2 foten ) V (oo €7 A oo, € 7))
i=1

The order of a SEQ. is violated if a child fails before its left sibling. That means
either the left sibling fails strictly after the child or not at all. Similarly, the order of
a SEQ. is violated if the child fails and either the left sibling does not fail at all or at

least it does not fail before the child.
SEQs limit the valid traces in a DFT because they remove certain orders of failures.

Example 3.14 (Sequence enforcer) We depict a DFT containing a SEQ. in Fig-
ure 3.37. Two possible traces are:

71 = f4 @s {5 @s fc @s fr
7, = fp 95 fa fc fr
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Only the first trace is valid, i.e. 7; € Traces(f4 fg f¢). Trace 7, ¢ Traces(fp f4 fc)
contains 4s and is therefore invalid.

We look at 7; in detail. In the beginning, only A can fail because it is the leftmost
child. Child B and C are disabled and cannot fail, because A has not failed yet.
After the failure of A, child B becomes enabled and can fail. C is still disabled.
Only after the failure of B is C enabled and can fail.

We have given the general definition for disabled elements in Definition 2.34 on
page 41. Due to DFT Constraint 13 (Inputs of SEQs are SEs) and DFT Constraint 14
(No dependencies to inputs of SEQ), we can give a more concrete definition for the
disabled elements of SEQs. If there is a child left of o(v); which is not yet failed, child
o(v); is disabled. A failure of o(v); can only occur if it is not disabled, i.e. the children
0(0)1,...,0(v);—1 have already failed.

Lemma 3.13 (Disabled elements for SEQ) Let ¥ = (V, g, Type, top, ©) be a DFT
and let 7 € Traces.
The disabled elements for SEQ< and SEQ. are given as:

v € Disabled(r) < v ¢ Failed(t) Ads € SEQ#: 31 < j <i < |o(s)]:
v =0(s); Ao(s); ¢ Failed(7).

Proof. We start with the direction * &= . The only interesting case is the trace 7 f,,.
By assumption, there is a child o(s); left of v which is not failed in 7 and therefore
fo(s); ¢ Tty We also know f, = f,(s), € 7f,. That means there exists 1 < k < i such
that

fo‘(s)k ¢rf, A f(,(s)k+1 € rf,

We consider the propagation step after 7 f,,. Let 7’ be the trace after which SEQ s
is evaluated next, i.e. s € NextEval®*™(z’) and 7 f, C 7. Due to DFT Constraint 13
(Inputs of SEQs are SEs) and DFT Constraint 14 (No dependencies to inputs of SEQ),
no child of s can fail in-between 7 f, and /. We therefore know

fois €7 = fo(s) €7

and it holds

forsye &7 Mooy, €7
Thus, the second part of Viol(7’, s) holds—for both inclusive and exclusive SEQ—and
therefore Eval(z’,s) = %s. In summary, we have

Propagate®®™ (7 f,) C 4”.

-SEQ
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and by Definition 2.34 it holds v € Disabled(z).
We show the direction * = ’ by contraposition. We assume

v € Failed(7)VVs € SEQF: V1 < j <i<|o(s)|:v=0(s); = o(s); € Failed(7).

If v € Failed(r), then by Definition 2.34 it directly follows v ¢ Disabled(v).
For the remainder we assume v ¢ Failed(7). We consider the failure of v and
Propagate*™(r f,). Let 7’ again be the trace after which SEQ s is evaluated. As
7 € Traces is a valid trace, Viol(z, s) did not hold before and in particular it holds

n

N\ (oo €7 = (fotos < fotsr)) -
k=2

We know that all children left of v were already failed in 7. Thus, f5(s), <ST/ fo(s),
for all j < i and in particular:

fos) € T Moty 4 fo(s),

Again, because of DFT Constraint 13 (Inputs of SEQs are SEs) and DFT Constraint 14
(No dependencies to inputs of SEQ) no child of s fails in-between 7 f, and 7’. That
means, f;(5), ¢ 7’ forallk > i. In summary, Viol(7’, s) does not hold, Eval(7’, s) = @
and thus, v ¢ Disabled(7). [ |

We can see that the variant of SEQ—inclusive or exclusive—is not important for the
calculation of the disabled elements in Lemma 3.13.

Corollary 3.14 (SEQ< and SEQ. coincide under certain constraints) If both
DFT Constraint 13 (Inputs of SEQs are SEs) and DFT Constraint 14 (No dependencies
to inputs of SEQ) hold, then both variants SEQ. and SEQ. coincide.

In the following, we do not distinguish between SEQ. and SEQ. any more, because
they coincide for the given DFT restrictions.

GSPN template | We present the GSPN template for a SEQ with n children in Fig-
ure 3.38. The template makes use of the interface place Disabled, for each BE v. Tokens
in Disabled, indicate that v is disabled and can currently not fail.

The tokens in Disabled, are removed if v becomes enabled. Thus, the places Disabled,
are the only interface places in the GSPN framework where tokens are removed instead
of added. Initially, place Disabled, contains as many tokens as v has parents of type
SEQ. In other words,

m(¢) (Disabled,) = |p°t2(v)|.

The template also contains auxiliary places Current; for each child. A token in



3.8 Restrictors 119

Failed, Unavail,

O O

Currenty Current; Currenty Currenty,
next L @, nexty O} next,
Disabled, (y), Disabled(y), Disabled,(y),

O
Failed (o), Failed (y), o Failed (y),,

Figure 3.38: GSPN template for SEQ

Current; indicates that child o(v); can currently fail according to the order enforced
by SEQ. Initially, a token is present in Current, and the immediate transition next; is
enabled. Firing next; moves the token from Current, to Current; indicating that the
first child can now fail. This is ensured by removing a token from Disabled,),. If the
considered SEQ is the only restrictor for the first child, Disabled,,), does not contain
any tokens any more. As a result, the first child can now fail. Otherwise, there are
multiple restrictors governing the failure of ¢(v); and all of them need to allow the
failure of o(v);.

If a token is in Current; and the corresponding child has failed, i.e. Failed(,), contains
a token, then the next child can be enabled. Transition next;,; fires and moves the token
from Current; to Current;,;. Additionally, a token is removed from Disabledy,),,,. For
the last child o(v), the token in Current, is consumed and not moved further.

Correctness of failure behaviour | We prove the correctness of templggq (v) by
showing that the interface places Disabled, capture the desired behaviour.

Theorem 3.15 (Disabled,, interface place) A token is in interface place
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Disabled, iff v € BE# is disabled. More formally:

Yo € BE# : V7 € Traces :
v € Disabled(r) &= m(r)(Disabled,) > 0.

Proof. We know from Lemma 3.13:

v € Disabled(r) & v ¢ Failed(1)ATs e SEQ¢:J1 < j<i<n:
v =0(s); Ao(s); ¢ Failed(7).

If v is not a child of any SEQ, then v ¢ Disabled(r). It also holds:
m(¢)(Disabled(v)) = |pt%(v)| = 0.

Tokens are never added to Disabled, by any transition. Thus, m(z)(Disabled,) = 0.
For the other case, we assume that v is a child of a SEQ s, i.e. v = o(s);. We consider
both cases:

« v ¢ Disabled(7): Then for all SEQs all children left of v have failed. We exemplary
consider SEQ s. We know forall 1 < j < i:

o(s); € Failed(r) = m(z)(Failed,s),) > 0.

Thus, first transition next; fires and moves the token to Current;. Afterwards,
transition next, fires, because Failed, (), contains a token. The token moves
to Current,. Following this argumentation, the token eventually moves to
Currentj_,. Firing transition next; then removes a token from Disabledys), .
The same reasoning holds for the other SEQs which are parents of v.

Initially,
m(¢)(Disabled(v)) = |p°t%(0)| = k.

All k SEQs remove one token from Disabled, and thus, m(7)(Disabled(v)) = 0.

v € Disabled(7): Then there exists a child left of v which is not yet failed. W.lo.g.
we assume o (s); is the leftmost child which is not failed. As all previous children
have failed, we know from the previous argument that the token in the GSPN
template has moved to Current;. We know:

o(s); ¢ Failed(r) = m(7)(Failed,(s);) = 0.

Thus, transition next;,; is not enabled and the token cannot move to Current;,;.
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Figure 3.39: SEQ with arbitrary gates as children

As a result, transition next; was never enabled. Initially,
m(¢)(Disabled,) = |p>t2(v)| > 1.
As at least the token from s was not removed from Disabled,s),, it follows

m(7)(Disabled,) > 0. ™

3.8.1.1 Gates in SEQs

Up until now we only considered BEs as children of SEQ. That way we can perform a
preprocessing to determine which BEs are disabled in the beginning. Moreover, for
each disabled BE we can compute the BEs which have to fail in order to enable this BE.

If we lift DFT Constraint 13 (Inputs of SEQs are SEs) we allow arbitrary gates as
children of SEQs. As a result, there might be several possibilities how a disabled BE is
enabled.

Example 3.15 (SEQ with gates) We depict a SEQ. with arbitrary gates as chil-
dren in Figure 3.39. The SEQ< has a VOT, gate V as second child. V is only allowed
to fail if A has failed before. A valid trace in this DFT is

T=14 DSeq fp DSeq fc fv DSeq-

The failure of one of the children of V does not yet lead to the failure of V. Thus,
one of B, C and D can fail without violating the order requirement of the SEQ.
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Another valid trace therefore is

7= fp ®Seq fa ®Seq fc fy ®Seqo

An invalid trace is

v’ = fp @seq fe fv 45eqs

because here, V fails before A.

It might seem counter-intuitive at first that parts of a subtree can fail even though

the failure of the complete subtree is prohibited. This behaviour however allows to
model more advanced concepts, for example mutual exclusion (cf. Section 3.8.2).

It remains to answer the question how to handle restrictors over arbitrary gates in

general. There are three possible approaches:

1. Actively prevent failures. This approach is used in the presented GSPN template.

All disabled DFT elements are computed in a preprocessing step, for example
by a static analysis of the DFT. In the GSPN template, place Disabled, together
with inhibitor arcs is used to prevent the timed transition fail from firing—and
the immediate transition for PDEP. An element is enabled if the set of elements
preventing its failure have failed before. This set of elements can be precomputed
as well. However, for arbitrary gates or when allowing dependencies to children
of restrictors, computing all sequences which disable and enable an element can
become quite complex and is not tractable for larger systems.

. Passively prevent failures. This approach lets the failures happen and only

afterwards checks whether the corresponding trace is valid. If the trace is invalid,
we backtrack to the maximal prefix of the trace which was valid. This approach
applies a post-processing step and is conceptually simpler to implement than the
preprocessing approach. For example, our implementation for DFT analysis uses
this approach (cf. Section 5.2.2.2 on page 192). However, for GSPNs, backtracking
requires a roll-back to a previous marking which corresponds to a valid trace.
This is quite complex to model in a Petri net.

. Ignore failures. This approach allows disabled BEs to still fail and therefore also

produces invalid traces. While performing an analysis later on, such invalid
traces have to be ignored. One way for example is to use conditional probabilities
which only consider all valid traces. This approach therefore requires analysis
algorithms tailored to handle invalid traces.

Note that in this approach, children which are dependent events of a dependency
are not handled correctly. According to Definition 3.20 failures of dependent
children can be ‘delayed’ until the child is enabled. However, if failures are just
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ignored, the child will always fail directly after the triggering through the PDEP
and therefore never ‘delay’ the failure. We will investigate this issue further
in Section 4.2.2 on page 150.

Due to the significantly high implementation effort, we adhere to DFT Constraint 13
(Inputs of SEQs are SEs) and DFT Constraint 14 (No dependencies to inputs of SEQ)
in our GSPN framework. Most common examples from the literature—for example
all DFTs from FFORT [RBNS*19]—can still be modelled with these restrictions. One
exception is mutual exclusion which cannot be handled. We introduce an extra GSPN
template for mutual exclusion in the following.

3.8.2 Mutual exclusion (MUTEX)

Mutual exclusion [BCS10] ensures that only one of a set of DFT elements can fail. It is
commonly used to model for example components which can be stuck. A valve can be
stuck either open or closed, but not in both positions.

We introduce the mutual exclusion gate MUTEX. A MUTEX only allows the failure
of one of its children, but not more.

Definition 3.22 (Evaluation of MUTEX) Let ¥ = (V, o, Type, top, ©) be a DFT

and 7 € Traces. The evaluation function for v € MUTEX# is given as follows:

4y if %, ¢ T A Viol(1,0)

@, otherwise.

Eval(z,0) = {

where the violation condition is given by:

Viol(r,0) &= Fi# j {5, € T A 50, €.
If one child of a MUTEX has failed, all other children are disabled.

Lemma 3.16 (Disabled elements for MUTEX) Let ¥ = (V, o, Type, top, ©) be a
DFT and let 7 € Traces.
The disabled elements for MUTEX are given as:

v € Disabled(r) < v ¢ Failed(zr) Ads € MUTEX#: 30" € o(s) :
v € o(s) Ao’ € Failed(7).

The MUTEX is syntactic sugar and can be modelled with a SEQ. The construction
for a binary MUTEX is given in Figure 3.40. The first child of the SEQ is a constant
fail-safe BE. It ensures that the second child of the SEQ—an AND—is never allowed to
fail. As a result, only one of the children A and B of the AND can fail. If for example A
fails, B cannot fail any more, and vice versa.

-MUTEX
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(a) MUTEX (b) SEQ modelling MUTEX

Figure 3.40: SEQ modelling a mutual exclusion MUTEX

GSPN template | We give a dedicated GSPN template for a MUTEX with n children
in Figure 3.41. In the beginning, the auxiliary place Mutex contains a token. If one of
the children o(v); fails, the corresponding immediate transition is enabled. Firing the
transition consumes the token in Mutex and places tokens in all places Disabled; (v),
for the other children j # i. These children are therefore disabled. As the single token
in Mutex is consumed, only one of the transitions can fire.

3.9 Complete translation from DFT to GSPN

We have shown the translation for each type of DFT element. It remains to show how
a complete translation from a DFT to a GSPN works and to show its correctness.

3.9.1 Initialisation template

One last template we need is the initialisation template which performs the correct
inijtialisation of the GSPN according to the DFT structure. The initialisation template
templ, ;; is depicted in Figure 3.42. Initially, a token is present in auxiliary place
Init. Firing transition activate starts the activation. The transition places a token in
Active;q, the Active place of the top-level element. From there on, all elements in the
top module are activated through the activation template (cf. Figure 3.29 on page 106).
While activation tokens could already be included while building the GSPN, using the
initialisation template offers a general approach independent of the DFT and it does not
require any preprocessing. Moreover, failures on demand, i.e. through activation, can
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Failed,

O

Unavail,

O

Failed, (4), Failed, (),

Figure 3.41: GSPN template for MUTEX

activate

i (DO Acens

i
@7Tinit

Figure 3.42: GSPN template for initialisation

be concisely modelled within this framework. The order of such failures is determined
by the priority variables given to the activation transitions.

3.9.2 Complete GSPN template
We are finally able to define the complete translation of a DFT into a GSPN.

Definition 3.23 (GSPN template for DFT) Let 7 = (V, o, Type, top, ®) be a DFT.
The GSPN template G for DFT F over interface places I and priority variables 7 is  -for DFT
defined by:

G+ = merge(T)

where the set of templates T is given by

T = {tempIType(U) (v) |ve ?_} U {templact(v) | o e ModuleRepr} U {templinit} .

The correctness of the GSPN template follows from the results shown throughout
this chapter and is based on the interface places.
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Theorem 3.17 (Correctness of DFT to GSPN translation) Let ¥ be a DFT
and G the corresponding GSPN template.
The interface places of GSPN G« capture the state of DFT . For all traces 7 €
Traces it holds:

« Forallv € F:

v € Failed(r) & m(r)(Failed,) > 0
v € Active(t) < m(r)(Active,) > 0
v ¢ Available(t) < m(r)(Unavail,) > 0.

« For allv € SPARE and all v’ € o(0):
v’ € Claimed(r)(v) <= m(r)(Claimedy) > 0.
« For all € BE#:

v € Disabled(r) <= m(r)(Disabled,) > 0.

Proof. Correctness of the interface places follows from the corresponding theorems:

Failed: Theorem 3.1 on page 61 and the proofs for each DFT element throughout
this chapter,

Active: Theorem 3.2 on page 62,
Unavail: Theorem 3.11 on page 96,
Claimed: Theorem 3.12 on page 99,

Disabled: Theorem 3.15 on page 119. [

Example 3.16 (DFT to GSPN translation) We present the translation of the
DFT in Figure 3.43a into a GSPN template. Each of the four DFT elements A, B, X
and Z is translated into their respective GSPN templates. We exemplary depict the
resulting GSPN template templyg (X) for OR X in Figure 3.43b. Combining the
four GSPN templates with the activation template(s) and the initialisation template
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Failedx Unavailyx
@7, | @7,
fail fail,
Failedy Failedp
(a) Example DFT (repeated from Figure 3.1a) (b) GSPN template for OR X

Figure 3.43: Example translation from DFT to GSPN

yields the complete GSPN template:

Gy = merge(templPANDS (Z), templyr (X), templgp (A), templge (B),
templ, . (2), templimt).

The complete GSPN template is depicted in Figure 3.44. Each box represents one
template. To avoid overlapping, we omit the boxes of the activation templates.
The resulting GSPN can be simplified by removing irrelevant places and transitions.
For example, the places Disableds and Disabledp are irrelevant as the DFT does
not contain any restrictors. Similarly, all Unavail places can be removed because
no SPARE gates are present in the DFT. Furthermore, both BEs will be activated
in the beginning, because they are part of the top module. That means, we can
directly place the tokens in the corresponding Active places instead of firing the
immediate transitions in the beginning. As a result, the complete activation and
initialisation templates can be omitted. In the end, we obtain the simplified GSPN
template as depicted in Figure 3.45. Note that even further simplification is possible,
cf. Figure 3.1c on page 57.

Before analysing a complete GSPN template G, the priority variables 7 need to be
instantiated and the partitioning © needs to be defined. Depending on these choices,
the immediate transitions in the GSPN can be fired in very different orders. These
different orders represent the different evaluation orders for the DFT.
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Disabledy © AUnavailA B Unavailg

fail-passtve fail-passtve

Figure 3.44: Complete GSPN template for DFT



3.10 Properties of resulting GSPNs 129

Figure 3.45: Simplified GSPN template

Tool support | The presented translation from a DFT into a GSPN is implemented
in the probabilistic model checker STorm [2] and publicly available online'. Given a
DFT, STorMm performs the compositional translation and obtains the complete GSPN.
During the translation, simplifications are performed by omitting unnecessary places
and transitions. Examples for such simplifications were given in Example 3.16. If for
example no SEQs are present, all places Disabled, can be omitted from the resulting
GSPN. The obtained GSPN can be exported and used as input for dedicated GSPN
analysis tools such as GREATSPN [ABBD*16]. Alternatively, the GSPN can be be
translated into the JANI language [BDHH"17] which is a common input format for
probabilistic model checkers.

3.10 Properties of resulting GSPNs

We conclude this chapter by giving some helpful properties of the generated
GSPNs. Let G# = (P, T,I,0,H, my, W,1I, D) be the GSPN obtained from the DFT
F = (V, 0, Type, top, ©).

thttps://www.stormchecker.org/publications/gspn-semantics-for-dfts
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We start by showing that the size of the resulting GSPN is linear in the size of the ori-
ginal DFT. We denote the maximal number of children in F by 0y,4x = max,c |0 (v)|.

Lemma 3.18 (Size of GSPN) GSPN G has at most 9 - |V| - 6,4« places, 2 - |BE#|
timed transitions and 6 - |V| - o,u4 immediate transitions.

Proof (sketch). We give the precise number of places, transitions and arcs for each
GSPN template and use this to bound the size of the GSPN. The complete proof is
given in Appendix C.1.1 on page 349. [ ]

Next, we show that tokens in interface places are never removed—except for Disabled.
That allows us to use the interface places to specify the current state of the DFT.
Additionally, it shows that monotonicity of failures is preserved in the GSPN.

Lemma 3.19 (Tokens stay in interface places) In GSPN Gy, for all interface
places p € I \ {Disabled, | v € BE#}, the tokens placed in p are never removed:

VmeM:m(p) >0 = m'(p) >0,
where m’ is a marking reachable from m.

Proof (sketch). For each GSPN template we give a set of places P’, where each
transition ¢ € T which removes a token from p € P’ also puts a token back in p
again:
I(1)(p) =1 = O(1)(p) = 1.

We then have P’ 2 I \ {Disabled, | v € BE#}. The complete proof is given in Ap-
pendix C.1.2 on page 350. [ ]
Each transition which puts a token in Failed, also puts a token in Unavail,.
Lemma 3.20 (Unavail, mimics Failed,) For all reachable marking m and all
DFT element v € ¥ it holds:

m(Failed,) > 0 = m(Unavail,) > 0.

Proof. From Lemma 3.19 we know that tokens in Failed, are never removed. We
therefore only consider the transitions ¢ with I(¢) (Failed,) = 0, where the number of
tokens can increase. By construction, we have in each template for such transitions:

O(t)(Failed,) =1 = O(t)(Unavail,) = 1. n

Lemma 3.21 (Transitions fire at most once) Each transition fires at most once.
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Proof (sketch). For each GSPN template we define a mapping M(¢) = p where
place p € P prevents multiple firings of t € T by an inhibitor arc. Additionally,
tokens in p are never removed. For some GSPN templates we have to give specific
arguments like tokens moving through the system. The complete proof is given
in Appendix C.1.3 on page 352. [ ]

| Corollary 3.22 (No timeless trap) Gy contains no timeless trap.

Proof. By Lemma 3.21 each transition in G is fired at most once. Therefore the
reachability graph RG(Gy) is cycle-free and no infinite firing sequence is possible.m

Let Collectyay = maxyevor, |0(v)| and let Disabledy,q = max,epe [pSEQ(v)].

Lemma 3.23 (GSPNs are bounded) The GSPN G is bounded by
max {2, Collect,nqyx, Disablednqy } .

All places P\ ({Unavail, | v € ¥} U {Collect | v € VOT} U {Disabled, | v € BE})
are 1-bounded.

Proof (sketch). We consider each GSPN template in detail and show the boundedness
for each place. Most 1-bounded places have inhibitor arcs which prevent adding
multiple tokens. The complete proof is given in Appendix C.1.4 on page 353. ®

In the next chapter we investigate the behaviour of complete DFTs and present
several semantic intricacies observable from our GSPN framework. We also look at
different semantics from the literature and compare them using the GSPN framework.
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=» We defined the behaviour of each DFT element as their output action for a
given input trace. The order in which elements are evaluated and observed
is specified by the evaluation order. Different orders can lead to significantly
different behaviours of the DFT.

=» We presented a compositional framework to translate a DFT into a GSPN
using GSPN templates for each DFT element type.

=» We proved the correspondence between traces in the DFT and firing se-
quences in the GSPN as well as states in the DFT and markings in the GSPN.
The evaluation order in the DFT corresponds to priorities in the GSPN.

=>» The resulting GSPN is bounded, contains no timeless traps and each trans-
ition fires at most once.

=» Semantics for priority gates PAND and POR needs to solve two questions:

- Are simultaneous failures allowed? This is solved by inclusive and
exclusive gates.

— Does the priority order need to respect causal ordering as well? This
is solved by adhering to the observed trace order induced by the
evaluation order.

=» SPARE-gates combine two mechanisms: claiming and activation. Claiming
ensures exclusive use of a spare element. Activation changes the mode of a
component from passive to active behaviour.

=¥ Spare races are possible whenever multiple SPAREs try to claim the same
shared spare child. Spare races can be prevented by syntactic restrictions
on the DFT.

=» Dependency PDEP forwards failure of triggering element to dependent BEs.

=» Restrictor SEQ disallows certain sequences of failures. SEQ also has inclus-
ive and exclusive variants.

=» Complex structures under SEQs require involved pre-computation of dis-
abled elements and a backtracking approach is more promising.
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4 Semantic Issues in DFTs

The DFT is well-formed and satisfies the following additional constraints:

« DFT Constraint 8 (Independence of modules)

« DFT Constraint 11 (Dependent events of PDEPs are BEs)

We have defined the semantics for each DFT element in isolation in the previ-
ous Chapter 3. This specification is not enough though. To fully define and understand
the behaviour of a complete DFT, the interactions between different DFT elements
must also be thoroughly examined. In this chapter, we investigate a broad range of
semantic intricacies and show that there are common pitfalls and misconceptions when
it comes to the details of DFTs.

We start by evaluating the expressiveness of priority gates. Additionally, we show
that the commonly used representations of FDEPs—as OR-gates—and SEQs—as cold
SPAREs—are incorrect in general. Both FDEP and SEQ allow unique behaviours which
cannot be mimicked by other gates. Combining DFT elements in a DFT can lead to
interesting scenarios with complex semantic questions. We present two examples of
such behaviour: nested SPARE-gates and the combination of SEQs and FDEPs.

The major contribution in this chapter is a detailed examination of existing (state-
based) DFT semantics from the literature. We compare six semantics in full detail:
supported elements, imposed restrictions on the modelled DFT, tool support, etc. For
all semantics, we investigate the handling of three semantic issues: failure propagation,
failure forwarding through dependencies and possible non-determinism. We show that
our GSPN framework captures all other DFT semantics by instantiating the priority
variables and setting the partitioning accordingly. The GSPN framework therefore
provides a clear model to compare DFT semantics and pinpoint their subtle differences.

4.1 Expressiveness of gates

We first investigate the expressiveness of the DFT elements as defined in the previ-
ous Chapter 3. We already saw in Lemma 3.4 on page 69 that AND and OR can be
expressed by VOT. The PDEP,, models an FDEP for p = 1, cf. Section 3.7 on page 108.
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Figure 4.1: Expressing CONST, by PAND< [Jun15, Figure 3.6a]

As seen in Figure 3.40 on page 124, the MUTEX can be expressed using SEQ and
AND. Moreover, a CONST can be modelled by ensuring that a priority gate is always
fail-safe. A possible construction using PAND. and CONST+ is depicted in Figure 4.1.

4.1.1 Expressiveness of Priority Gates

We start by shortly considering the expressiveness of priority gates. The relevant
insights were already developed before in [Jun15, Section 3.3.4.6] and [JGKS16] and
we recapture them here for completeness. Note that the following equivalences do not
hold for all possible evaluation orders, but only for bottom-up evaluation orders. A
bottom-up order ensures that gates in the DFT are evaluated from bottom to top. That
means, in each propagation step, each gate is only evaluated after all its children have
been evaluated before. The restriction to bottom-up orders is not limiting, as we will
argue in Section 4.4.1 that it is the ‘natural’ order for DFTs. We only consider binary
gates here as more children can be represented by a cascade of priority gates [JGKR*17].

Simultaneous failures | The simultaneous failure of events is sometimes explicitly
expressed by a dedicated gate. The simultaneous AND gate (SAND) fails only if all its
inputs fail at the same time. The SAND is syntactic sugar and the binary SAND can be
expressed by two inclusive PAND < as shown in Figure 4.2. PAND < X; ensures that the
child A fails before or simultaneous with B, i.e. f5 Tl fa. Similarly, PAND < X, ensures
that B fails before or simultaneous with A, i.e. f4 TZ fg. As only the simultaneous
failure of A and B renders both PAND < failed, the AND-gate SAND encodes the failure
condition of an SAND. A possible trace is

T = @sAND Qx, @x, fa £ fx, fx, fsanp.
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Figure 4.2: Expressing SAND by PAND< [Jun15, Figure 3.23a]

The following trace leads to wrong behaviour as it does not follow a bottom-up order:

T = @sanD @x, @x, fa @x, @x, f fx, @x, @sanp.

PAND X, is evaluated before its child B and thus, the PAND becomes fail-safe. As a
result, the TLE SAND does not fail even though the trace order observed by SAND
satisfies the simultaneous failures.

Expressing priority gates | Both priority gates PAND < and POR< can be expressed
by the other, respectively.

Figure 4.3a shows how to express a PAND by a POR. The AND X; ensures that both
children have failed and the POR X, ensures that child A fails before B. In summary,
AND-gate PAND ensures both failure condition of a PAND. Note that if the used POR
is an inclusive POR, then the encoded PAND is an inclusive PAND<. Similarly, using
POR. defines a PAND_, because simultaneous failures do not render X, failed.

Figure 4.3b shows how to express an inclusive POR< by an inclusive PAND<. The OR-
gate X ensures that a failure of the first input A leads to a simultaneous failure of both
inputs of POR<. In that case, PAND<-gate POR. is failed. Note that a simultaneous
failure of B and A also renders POR< failed. If B fails strictly before A, i.e. fg 4)7( fa,
only the second input X of POR. is failed and thus, gate POR< becomes fail-safe.
Incorrect evaluation orders can render this construction invalid as well:

T = @por. B @por. fx fa fror. -

The observed trace order is fg <1§OR< f4 but the TLE still fails.

In contrast to the construction for a PAND it is not possible to express an exclusive

-express by POR

-express by PAND
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(a) Expressing PAND by POR (b) Expressing POR< by PAND<

Figure 4.3: Expressing PAND and POR by each other [Jun15, Figures 3.23b and 3.23c]

POR< by an exclusive PAND . [Jun15]. It was also shown in [Jun15, Section 3.3.4.6] that
the exclusive POR< can express the SAND. Thus, POR. can express all other priority
gates POR<—via POR. and SAND—and PAND. and PAND . —both via the construc-
tion in Figure 4.3a. Thus, when using DFTs—and bottom-up evaluation orders—it
suffices to support POR. as the remaining priority gates are syntactic sugar.

4.1.2 Expressiveness of FDEP

One common misconception in DFT analysis is that an FDEP is syntactic sugar and
can be replaced by an OR.

‘If there is no dependence loop in the system caused by FDEP gates,
each FDEP gate is equivalent with an OR gate with two input events:
one is the dependent event itself whereas the other one is the trigger
event. ([GS18])

This equivalence is assumed throughout the DFT literature, see [SVDF*02; MRL10;
RS15; ZZLL11] for examples. We will show in the following though that the equivalence
of FDEP and OR is only true in very restricted DFTs.

The common translation rule for FDEPs is depicted in Figure 4.4. We start with
the FDEP in Figure 4.4a which triggers the failure of BE B if the subtree A has failed.
The failure of B can have two reasons: either it fails on its own or it is triggered by
the failure of A. We therefore can also model the two possibilities by an OR-gate as
depicted in Figure 4.4b. The OR-gate B;,;q corresponds to BE B in the original DFT, i.e.
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FDEP

e

(a) FDEP (b) OR

Figure 4.4: Translation from FDEP to OR

all gates which used B as input now use B;,4; instead. The OR fails if either B fails on
its own or the subtree A fails. This translation rule was formalized in [JGKR*17, Rewrite
Rule 24] and proven correct given some context restrictions and specific evaluation
orders. In the following we show scenarios where the translation from FDEP to OR is
not correct.

Violating DFT constraints | Replacing the FDEP by an OR can violate some of the
DFT constraints given in Section 2.2.3 on page 25. For example, simply replacing cyclic
dependencies (cf. Definition 3.19 on page 109) by OR leads to a cyclic DFT which is not
well-formed any more. One workaround is to translate an SFT with cyclic dependencies
into multiple SFTs without FDEPs [XDMO09]. However, this approach does not work in
the presence of dynamic gates. Another approach is a careful examination and manual
replacement of the dependencies. However, this approach is hard to automate and
might not work in all cases.

Also remember that dependencies are excluded from module paths (cf. Definition 2.16
on page 27). As a result, FDEPs can connect DFT elements which are in different
modules. Replacing an FDEP by an OR connects the DFT elements by a module
path, because the path can now go through the OR. As a result, elements which were
previously in different modules are in the same module after the translation. Thus, DFT
Constraint 8 (Independence of modules) might be violated after the translation. An
example for this issue is given in Figure 4.5. In the original DFT given in Figure 4.5a, A
and B belong to different modules. After the translation—given in Figure 4.5b—A and
B are now part of the same module and for example claiming is not clearly defined
any more.

Changed activation behaviour | The issue with merged modules due to the FDEP
translation also has another effect: activation. Consider again Figure 4.5. In the original
DFT, B cannot fail in the beginning, because it is not active yet. In the translated DFT
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g

=2 AB=2 =2 AB=2
=2 Ap =0 =2 Ap =0

(a) Original DFT (b) DFT after FDEP translation

Figure 4.5: Translation from FDEP to OR under a SPARE

however, B is connected to the primary child and activated in the beginning. Thus, it
can already fail. The translation therefore can also change the activation behaviour.

Evaluation orders | The evaluation order defined by the semantics can also lead to
different behaviours in the translated DFT compared to the original one.

Example 4.1 (FDEP translation under PAND) We consider the DFTs with a
PAND< as TLE in Figure 4.6. We use the ftrace 7¢ = f3 for both the original and
the translated DFT. We assume a semantics where FDEPs are always evaluated
after all other gates.

In the original DFT in Figure 4.6a, the trace is

71 = fg @pand fa @Pand-

In 71, the PAND < is evaluated before the FDEP and therefore Pand becomes fail-safe

due to the observed trace order fg 4;1“ d f4.

In the translated DFT given in Figure 4.6b, the possible traces are:

7y = g 4, ;s fPand

73 = fB @pand fAm,al @pand
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(a) Original DFT (b) DFT after FDEP translation

Figure 4.6: Translation from FDEP to OR under a PAND<

Trace 73 corresponds to trace 7; in the original DFT. However, trace 7, is also valid
and here the PAND fails.

The FDEP translation is only correct if the semantics does not evaluate FDEP differ-
ently than other gates. In particular, evaluation orders which evaluate FDEPs before
or after all other gates yield different results on the translated DFT compared to the
original one. We rigorously examine the role of FDEP forwarding in Section 4.4.2.

FDEPs and SEQs | If the FDEP triggers a BE under a SEQ, the failure of the BE might
be ‘delayed’, because the BE is not allowed to fail yet. This behaviour is unique to
FDEPs and gets lost after translation into an OR. We will investigate the role of FDEPs
and SEQs in detail in Section 4.2.2.

FDEPs triggering gates | We shortly consider the behaviour where DFT Con-
straint 11 (Dependent events of PDEPs are BEs) is lifted, i.e. dependent elements can
be gates.

Example 4.2 (FDEP triggering SPARE) In the example DFT in Figure 4.7a the
failure of C triggers the failure of the complete SPARE S through an FDEP. The
corresponding DFT after the translation is depicted in Figure 4.7b. We consider
the ftrace 7¢ = fc f4. A corresponding trace in the original DFT is

71 ="Ts Tc el Ta fe fs £4 @s.
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(a) Original DFT (b) DFT after FDEP translation

Figure 4.7: Translation from FDEP triggering a gate to OR

A trace in the translated DFT is

T3 = 100 15 Tc €5 Ta fe £5,,, £a 13 T5.

In the original DFT, the complete SPARE S fails and therefore cannot claim and
activate children any more. However, in the translated DFT, the SPARE S itself
is not failed. That means, S can still claim and activate children even though the
trigger C is failed.

We assume that a gate which is triggered by an FDEP fails and therefore does not
perform any actions any more. In the translated DFT however, gates are not failed
but only the corresponding OR-gate which captures both failure types—internal by
the gate itself and external by the FDEP. As a result, the gate still works as before. A
SPARE for example can still perform claiming and activation. In case of shared spares,
a failed SPARE can still claim shared children and therefore render them unavailable
for other SPAREs. As a result, other SPAREs might fail earlier then in the original DFT.

DFT restrictions for correctness | In summary, the translation from FDEP to OR
is correct only in a very restricted setting. We extend the restriction of [JGKR*17,
Rewrite Rule 24] and provide conditions for the correctness of the translation.

Proposition 4.1 (Conditions for correctness of FDEP to OR translation)
The FDEP to OR translation in Figure 4.4 on page 137 is correct, provided the
following conditions hold:
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1. Both trigger and dependent event of the FDEP are part of the top module and
not part of a spare module.

2. Cyclic dependencies are absent.
3. DFT Constraint 11 (Dependent events of PDEPs are BEs) holds.
4. DFT Constraint 14 (No dependencies to inputs of SEQ) holds.

5. The DFT semantics defines an evaluation order which does not handle FDEPs
differently than other gates.

These restrictions are for example satisfied for a sub-class of DFTs called Priority
Dynamic Fault Trees which only contain static gates, FDEPs and PANDs. It was shown
in [MRLB10] that replacing FDEP by OR is correct in this subclass.

Ignoring the handling of FDEPs, because they are just ‘syntactic sugar’, is in general
incorrect and leads to either wrong and inconsistent semantics or severely restricts
the expressiveness of DFTs.

4.1.3 Expressiveness of SEQ

Another common misconception is that a SEQ is syntactic sugar.

‘A fourth gate called “Sequence Enforcing” gate [...] can be emulated
using a cold spare gate. ([BCS10])

This misconception is again stated throughout the DFT literature, see [MPBV*06; RS15;
GLYZ*15a; Kab17] for examples. Similar to the FDEP, we will again show that the
translation from SEQ to cold SPARE is only true in a limited amount of scenarios. All
issues—apart from the last one (triggering in SEQ)—were already identified in [Jun15,
Section 3.3.4.8] and [JGKS16]. Some of the issues were also stated in [GS18].

The common translation rule for SEQs is depicted in Figure 4.8. We start with a SEQ
with multiple SEs as given in Figure 4.8a. The translation replaces the SEQ with a cold
SPARE as depicted in Figure 4.8b. The cold SPARE sets the passive failure rates of all
children to zero. That means they can only fail if they are activated. In the beginning,
BE A will be active and therefore can fail. The other children B and C are passive and
therefore cannot fail. After the failure of A, BE B becomes active and can fail from
now on. The failure restriction of the SEQ is imitated by the cold SPARE.

Example 4.3 (SEQ translation) We consider possible traces for both DFTs
in Figure 4.8 and start with the ftrace 7y = f4 fz fc. A corresponding valid
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Csp
M=a M=b =c M=a B=p 15=¢

M=0 28=0 A5 =0

(a) SEQ (b) Cold SPARE

Figure 4.8: Translation from SEQ to cold SPARE

trace in the original DFT is
tseQ = Ta TB Tc fa @seq 5 @seq fc @seq-
A similar valid trace in the translated DFT is
tesp = Tesp oy Ta fa clg™ 16 £5 ¢l ¢ fc fosp.

A difference between both DFTs can be seen when looking at an invalid trace. We
consider the ftrace 7} = f5 f4. The corresponding trace in the original DFT is

tsgo = Ta T8 Tc £B %5eq fa,

which is an invalid trace. A similar trace in the translated DFT would be

Cs
T = e by (o -

However, the BE B cannot fail in T'CSP, because B is not active and has a passive

failure rate of A = 0. Therefore, the ftrace 7; could never happen in the translated

DFT as it has a zero probability of occurring.

Overlapping modules | We show the first issue by example of the simple DFT in
Figure 4.9. After the translation, the SEQ is replaced by a SPARE, cf. Figure 4.9b. Due
to the AND-gate, both BEs are connected via a module path (cf. Definition 2.16 on
page 27). Both BEs therefore belong to the same module even though they are both
spare representatives. Thus, DFT Constraint 8 (Independence of modules) is violated.
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(a) Original DFT (b) DFT after SEQ translation

Figure 4.9: Module issues for translation from SEQ to cold SPARE

That means replacing SEQs by cold SPAREs will in general yield DFTs which are not
conventional.

We could stop here already and state that the SEQ translation is incorrect, because it
yields unsupported DFTs. However, there are approaches to circumvent this problem
of overlapping modules. In the following, we show that even when ignoring DFT
Constraint 8 (Independence of modules), multiple additional issues are present which
render the translation incorrect in most cases.

Example 4.4 (SEQ translation) We use the example SEQ translation in Fig-
ure 4.10 as a running example. The original DFT is depicted in Figure 4.10a and
consists of a SPARE and a SEQ. One of the children is an AND-gate. All four BEs
have a dormancy factor of 0.5. The DFT after the translation is given in Figure 4.10b
and consists of two SPARE gates.

SEQ and SPARE | The first issue occurs, when children of the SEQ are also part of a
spare module. In our example, this applies to BE B for example. In the original DFT,
B has a passive failure rate of 1 which is smaller than the active failure rate of 2. In
particular, it means that B can also fail in passive mode. However, the translation of
the SEQ into a cold SPARE requires all children to be cold BEs. Thus, B cannot fail in
passive mode any more. The ftrace 7¢ = fp is valid in the original DFT but not in the
translated DFT and therefore the translation is not correct in this instance.

SEQ over gates | In the example, we allowed gates as children of SEQs, i.e. DFT
Constraint 13 (Inputs of SEQs are SEs) is lifted. The construction in Example 4.4 is
similar to the construction for a MUTEX (cf. Figure 3.40 on page 124). The ftrace 7} = fc
is valid in the original DFT, because the AND-gate still stays operational. However,

7; is not possible in the translated DFT, because BE C cannot fail in passive mode. In
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(a) Original DFT (b) DFT after SEQ translation

Figure 4.10: Issues for translation from SEQ to cold SPARE

general, gates under SEQs cannot be modelled with cold SPAREs and in particular the
MUTEX-gate cannot be expressed.

Multiple SEQs | Another problem with replacing SEQs by SPAREs is that claiming is
present in SPAREs. In the translated DFT of Figure 4.10b, BE B is the primary module
of SPARE Csp and therefore is claimed in the beginning:

S, C.
T= TSpare TCsp ClApare Ta ClBSP 1B

After the failure of A, Spare cannot claim B, because it is already claimed by Csp. For
ftrace 7{/ = f4, the corresponding trace in the translated DFT is

S C S
T = TSpare TCsp ClApare Ta CIBSIJ Tsfa CIAI:;W Tana Tc Tbo-

However, in the original DFT, BE B can be claimed:

Spare Spare
v = Tspare ;P Ta 4 1V 7.

The same effect can also be observed for multiple SEQs which have the same child.
After the translation, the cold SPAREs share this child, but only one of them can claim
it. Again, this leads to incorrect behaviour.
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Triggering in SEQ | Lastly, we consider the case where an FDEP triggers a BE under
a SEQ, i.e. DFT Constraint 14 (No dependencies to inputs of SEQ) is lifted. Here, the
behaviour between the original DFT and the translated one differs again. BEs which
are disabled due to a SEQ cannot fail and therefore can also not be triggered by an
FDEP. In contrast, even cold BEs—which cannot fail on their own—can still be triggered
by an FDEP and therefore fail. Additionally, SEQs can also ‘delay’ the failure due to an
FDEP as will be later seen in Section 4.2.2. This behaviour can not be mimicked with a
cold SPARE as well and was already an issue for the FDEP translation.

DFT restrictions for correctness | In total, the translation from a SEQ into a cold
SPARE is only correct in a limited amount of scenarios.

Proposition 4.2 (Conditions for correctness of SEQ translation) The SEQ to
cold SPARE translation in Figure 4.8 on page 142 is correct, provided the following
conditions hold:

1. DFT Constraint 8 (Independence of modules) must be ignored. A semantically
sound workaround must be used to allow overlapping spare modules.

2. All children of the SEQ cannot be part of any spare module.
3. DFT Constraint 13 (Inputs of SEQs are SEs) must hold.

4. DFT Constraint 14 (No dependencies to inputs of SEQ) must hold.

5. Each BE can only be child of at most one SEQ.

Once again, SEQs need to be considered and supported, because in most cases they
cannot be expressed by other gates.

4.2 Advanced behaviour in DFTs

4.2.1 Nested SPAREs

Originally, SPAREs could only have BEs as children [DBB92]. Lifting this restriction

results in having arbitrary subtrees as children [BCS10] which allows for more mod-

elling flexibility, but also introduces new semantics questions. In particular, the case

where a SPARE-gate is a child of another SPARE is important to consider. We call

these cases nested SPAREs. We recapture semantic questions here which were first  -nested SPAREs
considered in [Jun15] and [JGKS16].
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[Wheels, | [SpareWheell ] [Wheels, ] lSpareWheelz ]

Figure 4.11: Example of nested SPAREs

Example 4.5 (Nested SPAREs) Consider the DFT in Figure 4.11 which models
a car trip. The trip starts in the first Car;. If one of the wheels of the first car fails,
the car can still be used by using SpareWheel,. If for example the motor fails in
the first car, we have to abandon the car and switch to the second spare Car;. The
second Car; has the same structure as the first car and for example also comes
with a spare wheel.

It is in particular interesting to look at the behaviour of the nested SPARE Tires,.
The question is how claiming, activation and failure work for the nested SPARE. We
start with the trace prefix

Tri Ti
T= TTrip CIC::,[; TCarl TMoton TTiresl Cl‘/l;;zi‘zllsl TWheelsl-
In 7, first Trip is activated and claims its first child Car;. The claiming activates
the module corresponding to Car,. In particular, Tires; is activated, and claims and

activates Wheels;. The spare child Car; is not yet claimed and therefore passive. In
particular, the SPARE Tires; is also passive.

The first question is whether passive SPAREs can claim? Following [Jun15], we
distinguish two possibilities. If a SPARE can claim children independent of its activation
status, we call this early claiming. In contrast, if the claiming takes only place if the
SPARE is active, we call this late claiming.
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We define both claiming behaviours based on the condition Claim(z, v, 0(v);) given
in Definition 3.15 on page 92.

Definition 4.1 (Early/Late claiming of SPARE) Let v € SPARE#, 7 € Traces,

1<i< ol

The early claiming of a SPARE is given by: -early claiming
EarlyClaim(z, v, 0(v);) &= Claim(z,0, 0(v);).

The late claiming of a SPARE is given by: late claiming

LateClaim(z,0,0(v);) < Claim(z,0,0(v);) A v € Active(r).

Late claiming additionally requires that the SPARE is active. Both claiming beha-
viours lead to different DFT traces.

Example 4.6 (Early and late claiming) We continue with Example 4.5 and con-
sider the ftrace 7¢ = fiypeers,-

We start with early claiming. According to this definition, the passive SPARE
Tires, already claims it primary module in the beginning. The corresponding trace
is:

_ Trip Tires; Tires; Tires;
Tec = TTrip ClCan Tcar, TMotor, TTires; ClWhee151 TWheels, ClWheelsz fwheels, ClSpareWheelz .

In this trace, the unused Tires; already claims Wheels,. However, W heels; is not
activated as Tires, is not active yet, cf. Definition 3.18 on page 105. After the
failure of Wheels,, the SPARE claims the next child SpareW heel, even though
Tires, is not active.

For late claiming, passive components do not claim their components yet. The
corresponding trace is:

Tlec = TTrip dg;lr[l) TCarl TMotorl TTire51 Clj‘,;;;leesellsl TWheelsl QTires, fWheelsz OTires,-
In trace 7., Tires; has not claimed any child in the beginning. Even when its first
child Wheel, fails, SPARE Tires, does not perform any claiming, because it is still
not activated.

Similar to the claiming behaviour, the failure behaviour can also depend on the
activation status of the SPARE. We again distinguish two behaviours for the question
whether passive SPAREs can fail? If a SPARE fails regardless of its activation status, we
call this early failing. If the failure only occurs for active SPAREs, we call it late failing.

We define both failure behaviours based on the condition Fail(z,v) of Definition 3.16
on page 93.
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Definition 4.2 (Early/Late failing of SPARE) Let v € SPARE and 7 € Traces.
-early failing The early failing of a SPARE is given by:

EarlyFail(z,0) < Fail(z,v).
‘late failing The late failing of a SPARE is given by:
LateFail(r,0) <= Fail(r,v) A v € Active(r).
Late failing again requires that the SPARE is active.

Example 4.7 (Early and late failing) We continue with Example 4.6 and con-
sider the ftrace T; = fwheels, fb‘pareWheelf
We start with early failing and early claiming. The corresponding trace is:

Tec/ef = Tec fSpareWheelz fTiresz fCarz-

Here, the failure of SpareW heel, directly leads to the failures of Tires, and Car;.
Similarly, the trace for early failing and late claiming is given as follows:

Tic/ef = Tic fSpareWheelz fTiresz fCar2~

Here, the failures of Tires, and SpareW heel, directly lead to the failure of the
SPARE Tires,. Note that the SPARE fails even though it never claimed any child.
In contrast, the trace for late failing and late claiming looks as follows:

Tlc/1f = Tc fSpareWheelz OTires, -

In 7;¢/;5, the SPARE Tires, does not fail yet, because it is passive. When it becomes
active, it immediately fails, because both children failed before.
We also give the trace for late failing and early claiming:

Tec/lf = Tec fSpareWheelZ @Tires, -

In this case, the SPARE does not fail even though claiming was not successful.

Note that our definition of early/late failing is conceptually slightly different com-
pared to the original definition [Jun15]. Originally, early/late failing answers the
question, when an unsuccessful claiming—and therefore the failure of the SPARE—is
detected. For late claiming, it is detected that the claiming will be unsuccessful either
when performing the actual claiming—corresponding to late failing—or already before
claiming when the child becomes unavailable—corresponding to early failing.

In the original definition, early claiming with late failing was not possible, because
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activate Consider; unavailﬂ Failed,
@7y
e O

Sleep (@

Unavaily (), Unavaily

claim
child-fail

Current; Currenty Currenty,

Failed, (4), Faileds (o), Faileds (o),

Figure 4.12: GSPN template for SPARE with late claiming (orange) and late failing (red)

5

‘under early claiming it is clear when a SPARE fails, as it can claim whenever it wants
[JGKS16].

Given our definitions for Claim(z, v, 0(v);) and Fail(z, v), it is still possible that a
SPARE stays operational as long it is not activated—even though the claiming was
already unsuccessful.

The four different variants introduce specific behaviours with respect to causality.
In early claiming with early failing, the SPARE only fails if one of its children also
immediately failed before. In both variants of late failing, a SPARE can fail due to
activation. In late claiming with early failing, a SPARE can fail because other SPAREs
claimed shared spares. All three latter variants can also introduce spare races—even
for independent sub-modules. For the complete details on nested SPAREs, we refer
to [Jun15].

GSPN template | The four SPARE variants can all be represented by a GSPN template.
The template for a SPARE with arbitrary claiming order (cf. Figure 3.26 on page 98)
corresponds to early claiming and early failing. We extend this template to ensure late
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claiming and late failing. The resulting GSPN template is depicted in Figure 4.12.

The extension for late claiming is highlighted in orange colour. We introduce a
transition activate which ensures that a token is only placed in Consider, if the SPARE
is active, i.e. Active, contains a token.

The extension for late failing is highlighted in red colour and is just one additional
arc from Active, to unavail. The additional arc ensures that the SPARE can only fail if
it is active. By using—or not using—these extensions we can represent all four SPARE
variants in our GSPN framework.

Discussion | In our opinion, two of the four nested SPARE variants are the most
realistic: early claiming with early failing and late claiming with late failing. The first
variant always directly claims and fails regardless of its activation status. The second
variant only performs an action—claiming or failing—if it is active. In the variant
early claiming with late failing, claiming can be unsuccessful, but the SPARE still stays
operational. In the variant late claiming with early failing, no claiming takes places,
but still the failure of the SPARE can be detected without even trying to claim. This was
also called a ‘kind of look ahead feature’ [JGKS16]. We think that the two latter variants
are only interesting in very specific scenarios. In general, a consistent behaviour of
claiming and failure with respect to activation is preferable.

4.2.2 Restrictors and Dependencies

We shortly investigate some intricacies arising from combining restrictors with de-
pendencies. Namely, we look at FDEPs which trigger children of SEQs.

We start by giving a general motivation why FDEPs and SEQs are necessary in some
modelling scenarios.

Example 4.8 (Floodgate and water damage) Consider the DFT in Figure 4.13a
which models possible water damage. The TLE is a generator which fails if for
example water damage occurs. Water damage can only occur if the floodgate—
which prevents the water from reaching the generator—has failed before. We use
a SEQ to ensure that water damage can only occur after the floodgate has failed.
Water damage can occur on its own—through heavy rain for example. Another
possibility is if a storm surge happens, which also leads to water damage. We
model this with an FDEP, because a storm surge also triggers the failure of other
parts of the system.

We consider the trace

1= fStormSurge fWat‘erDamage %Seq-
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Generator

Floodgate| |WaterDamage| |StormSurge Floodgate| |WaterDamage| |StormSurge
(

b) PAND and FDEP (c) SEQ and OR

Figure 4.13: DFTs modelling water damage

This trace is invalid, because the floodgate is still operational in 7; and prevents
the water damage through the storm surge. We explicitly prevented such failures
in Definition 3.20 on page 111 by requiring that disabled elements cannot be
triggered.

In the following, we consider the ftrace
f = fStormSurge fFloodgate~
The following corresponding trace is valid:

T2 = fStormSurge ®WaterDamage fFloodgate ®Seq fWaterDamage ®Seq fGenerator-

In 7, again a storm surge happens, but the water damage does not occur yet
due to the still functioning floodgate. When the floodgate fails, the storm surge
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Figure 4.14: Handling of simultaneous failures in SEQ

immediately leads to the water damage and therefore the failure of the generator.
In the example, the triggering of water damage through the FDEP is ‘delayed’
through the SEQ. This behaviour cannot be modelled by using a PAND for example.
We show this in the DFT of Figure 4.13b which uses a PAND. For the same ftrace
7¢ as before we get the following trace

73 = fStormSurge fWaterDamage ®Damage fFloodgate ®Damage~

An occurrence of the storm surge while the flood gate is still operational leads
to a fail-safe state of the PAND. If the floodgate fails afterwards, the PAND stays
fail-safe and damage still does not occur meaning the generator will not fail. In
contrast, in the SEQ, the failure of the floodgates allows the occurrence of water
damage and thus, the generator fails.

If delayed failure propagation should not occur, we can replace the FDEP with an
OR-gate as depicted in Figure 4.13c. Here, the ftrace 7¢ leads to the trace

Ty = fStarmSurge fDamage eSeq fFloodgate,

which is invalid. That means, for this DFT, a storm surge cannot occur—or is at
least not considered—as long as the floodgate is operational.

In summary, using FDEPs and SEQs together allows to model scenarios which
cannot be modelled by other DFT elements.

Allowing FDEPs to trigger children of SEQs also requires the distinction between
inclusive and exclusive SEQ.

Example 4.9 (Inclusive and exclusive SEQ) We show the difference between
inclusive and exclusive SEQ for the example DFT in Figure 4.14.
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We consider the ftrace 7¢ = fg. A possible trace for SEQ. is:
1 =fpfs DSeq fe DSeq-

The failures of A and B are observed to be simultaneous and therefore the trace is
valid. For SEQ_, a similar trace would be invalid:

T2 = fB fA Lf’Seq-

We also consider the ftrace ’l’; = f, fg. Possible traces for SEQ_. are:

73 =1y DSeq fp fc eSeq
7y =1fa @seq fp DSeq fe DSeq-

While the same traces would both be valid for SEQ., only 74 is valid for SEQ..
We can see that the definition of disabled elements in Lemma 3.13 on page 117 is
not correct for these examples. BE B would be disabled in the beginning, even
though its failure leads to the valid trace 7; for SEQ<. In 73 and 74, C is not disabled
any more after the failure of B. However, for a semantics which always evaluates
FDEPs before SEQs, only 73 would be considered. In this case, all following traces
are invalid and therefore C should be disabled according to Definition 2.34 on
page 41. In summary, when allowing dependencies to inputs of SEQs, the simple
pre-computation of disabled elements as done in Lemma 3.13 on page 117 is not
correct and more involved computations are necessary.

The problems in the previous example stem from simultaneous failures. Simultan-
eous failures cannot only come from FDEPs, but can also be achieved for example
by common cause failures of OR-gates. Thus, both constraints for Lemma 3.13 are
necessary to ensure correctness.

In summary, children of SEQs which are gates or can be triggered by FDEPs require
a more involved computation of disabled elements. This computation might not be
feasible as a pre-computation step, because the disabled elements for a large number
of different traces need to be considered. In particular, for each possible failure, all
trace suffixes need to be considered to determine whether valid traces are possible.
As this approach does not scale well, other approaches such as backtracking are more
promising and should be used for handling restrictors.

4.3 DFT Semantics from the literature

In the rest of this chapter, we investigate several DFT semantics from the literature.
We consider the most prominent and commonly used state-based DFT semantics.
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Table 4.1: Overview of considered DFT semantics

Semantics ‘Formalisation Tool support Underlying model
Galileo [CSD00] GALILEO CTMC

CR-GSPN [Rai05] DFT2GSPN  GSPN/CTMC
DFTCalc [BCS10] DFTCaALc I/O-IMC

Storm [6] STORM MA

IOSA [MBD20] FIG I0SA

GSPN framework | [4] SToRM GSPN/MA

We compare them on a multitude of aspects: supported elements, constraints on the
modelled DFTs, tool support, etc. We also compare the precise semantics in detail, in
particular their behaviour on three semantic intricacies presented in Section 4.4. Five
of the semantics were already compared in [4], semantics IOSA [MBD20] is added here.

4.3.1 Considered DFT semantics

We introduce the DFT semantics which we consider in the following. Note that we
only consider DFT semantics here which are state-based, i.e. they use some form
of automaton as underlying model. An overview of the considered semantics is
given in Table 4.1. Column ‘Formalisation’ indicates the main paper which defines
the corresponding DFT semantics. If not otherwise specified, all details of the DFT
semantics are extracted from these papers.

Galileo | DFTs were first introduced by Dugan, Bavuso and Boyd [DBB90; DBB92]
and the behaviour of each DFT element was informally described. As also noted by the
original authors [CSD00], this specification was not precise enough in several regards
and raised semantic questions. They therefore presented a precise formalisation of DFTs
in [CSD00]. Additional specification details were also given in [CS98] and [MCSD99].
The specification is provided in the formal specification notation Z [Spi89] and based
on so-called failure automata. The underlying model for the DFT is a continuous-time
Markov chain (CTMC).

Tool support for DFT analysis was initially added to the HARP tool [DTSG86]. The
DIFTREE software package [DVG97] provided dedicated analysis methods for static and
dynamic subtrees and also offered a graphical user interface. The GALILEO tool [SDC99]
was the successor of DIFTREE and is probably the reference implementation for DFT
analysis. However, it is discontinued by now and not available any more.

We identify the original DFT semantics by the name of its tool Galileo.
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CR-GSPN | Chronologically, the next DFT semantics was presented by Raiteri [Rai05].
The semantics is given as a model-to-model transformation from DFTs to GSPNs using
graph transformation rules. The approach is very similar to our GSPN framework
presented in Chapter 3. The idea is the same: each DFT element is successively
translated into a GSPN. The underlying model is thus a GSPN which itself is again
translated into a CTMC.

The translation from DFT to GSPN is implemented in the converter DFT2GSPN.
The DFT is drawn in the DRAWNET tool [FGIM*02] and converted to a GSPN which
is supplied to the GREATSPN tool' [ABBD*16]. GREATSPN then performs the GSPN
analysis. It is not clear whether DFT2GSPN was publicly available at some point, but
it is not available any more.

We identify this semantics by CR-GSPN (Codetta-Raiteri-GSPN) to avoid confusion
with our GSPN framework.

IOIMC | The compositional DFT semantics by Boudali, Crouzen and Stoelinga
[BCS10] was developed to lift some of the restrictions of the original Galileo se-
mantics. The new semantics is based on input/output interactive Markov chains (I/O-
IMC) [BCS10] which are a combination of interactive Markov chains (IMCs) [Her02]
and input/output automata (I/O-automata) [LT87]. I/O-IMCs allow for parallel compos-
ition via synchronization on input and output actions and support non-determinism.
As a result, the resulting model can be a continuous-time Markov decision process
(CTMDP) [Ber05]. In practice however, the resulting model most often is a CTMC,
because the non-determinism is spurious.

Tool support was first given in the tool CORAL [BCS07] and later implemented in
the dedicated DFT analysis tool DFTCaLc? [ABBG*13].

We identify this semantics by its tool DFTCalc.

Storm | We provide our DFT semantics in [6] which is based on the Galileo semantics
but with less restrictions. One difference is also that the semantics is based on Markov
automata (MA) and therefore allows non-determinism.

The DFT analysis is implemented in the probabilistic model checker Storm® [2].
Details on the implementation will be provided later in Chapter 7.

We denote this semantics by its tool Storm.

IOSA | Another compositional semantics was recently presented by Monti, Budde and
D’Argenio [MBD20]. It is based on input/output stochastic automata (IOSA) [DM18]
which combine continuous probability jumps present in stochastic automata [DK05]

lhttps://github.com/greatspn/SOURCES
Zhttps://fmt.ewi.utwente.nl/tools/dftcalc/
3https://www.stormchecker.org/
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with discrete event synchronization. IOSA allows for compositional modelling and
supports arbitrary continuous probability distributions. One main property of the
DFT semantics is that it leads to weakly deterministic models [MBD20] and therefore
only spurious non-determinism is present. The focus of the semantics presented
in [MBD20] is on repairable DFTs, but we only consider the non-repairable fragment
in the following.

Tool support is provided by a toolchain [BBMD*20] using the rare event simulator
FIG [Bud20]. Note that discrete event simulation as implemented in FIG can be applied,
because the resulting models are weakly deterministic.

We identify this semantics by its underlying model IOSA.

GSPN framework | The last semantics is the GSPN framework introduced in [4]
and presented in Chapter 3. Strictly speaking, it is not a unique semantics, because it
tries to subsume the existing semantics. Similar to CR-GSPN, the GSPN framework is
based on GSPNs but the underlying model is a Markov automaton instead of a CTMC
following the approach in [EHKZ13]. Using Markov automata allows to incorporate
non-determinism and therefore offers greater modelling flexibility.

Tool support is provided in STorm* [2] which translates a DFT into a GSPN. The
resulting GSPN can either be analysed by dedicated analysis tools such as GREAT-
SPN [ABBD"16] or can be translated into the JANI language [BDHH"17] and used as
input for a variety of probabilistic model checkers.

4.3.2 Supported DFT elements

We start the comparison between the six DFT semantics by investigating their sup-
ported DFT elements. For each DFT element type we check whether the element is
supported, which possible variants are supported and whether certain constraints
restricting the modelling capabilities must hold.

A summary of the results is given in Table 4.2. We explain the details for each DFT
element in the following.

BE | All six semantics support SEs with exponential failure distributions.

Discrete probability distributions such as Bernoulli distributions are supported by
Galileo, Storm and the GSPN framework. Galileo however only supports discrete
probability distributions for static subtrees [DVG97]. Storm supports such distributions
by modelling them with a PDEP, and a CONST+ element which immediately triggers
the PDEP,.

Some of the semantics also support other probability distributions and therefore
lift DFT Constraint 7 (Restriction to exponential distributions). Galileo also supports

4https://www.stormchecker.org/publications/gspn-semantics-for-dfts
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Table 4.2: Supported elements in six DFT semantics

‘Galileo CR-GSPN DFTCalc Storm IOSA GSPN fr.

exponential v v v v v v
BE Bernoulli 2% X X w2 X v
other Weibull X ph-ty. X  cont. (ph-ty.)}
PAND type < < < < <t <<
POR type X X X < X < <
inputs BE BE® gate  gate BE®  gate
sharing 4 X v 4 v 4
SPARE  claiming Ir Ir Ir Ir arb. arb.
nested claim X X late  early X both
nested fail early early both
FDEP trigger gate gate gate  gate (gate) gate
dependent BE gate gate BE (gate)’ BE
PDEP  support X X X v X v
SEQ type < < (<)® < X <
inputs gate BE (gate)® gate X BES
MUTEX support (2% X v 4 X 4

Uonly in static subtrees  ?via PDEP  ®not implemented  *w.r.t. to time
> only one spare child and no cold SE  ° no dependencies to inputs
7via OR  ®via cold SPARE (incorrect)  °via SEQ and AND

Weibull distributions [MDCS98]. DFTCalc and the GSPN framework support arbitrary
phase-type distributions as they can be modelled by CTMCs. However, support for
phase-type distributions is not yet implemented in the GSPN framework. IOSA is the
most flexible and allows arbitrary continuous probability distributions as it is based on
stochastic automata.

Static gates | All six semantics support the static gates AND, OR and VOT,. We
therefore omit these gates from Table 4.2.

Priority gates | The PAND gate is supported by all semantics. Most of the semantics
use the inclusive variant PAND<. Note that in DFTCalc, all failures are strictly ordered
and no simultaneous failures can occur. Thus, DFTCalc uses the exclusive variant
PAND.. The GSPN framework is the only semantics which supports both variants of
PAND. Note that for CR-GSPN, the entry in [4, Table 1] is incorrect. The PAND in
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CR-GSPN is inclusive as can be deduced from [Rai05, Fig. 7(b)].

IOSA handles PAND in a unique way: the ordering requirement only considers
a timed ordering and not a causal one. The I/O stochastic automaton for a PAND
synchronises with all timed transitions to recognize that time has passed. In our
concept with an observed trace order, we could mimic the JOSA behaviour by evaluating
PANDs only after all other elements have already been evaluated.

The POR gate is only supported by Storm and the GSPN framework.

SPARE gate | The SPARE-gate yields the most differences between the six semantics.
We start by looking at the supported type of inputs for a SPARE. The original semantics
Galileo as well as CR-GSPN and IOSA only allow BEs as children of a SPARE. CR-
GSPN even further restricts the inputs and only allows exactly one spare child which
additionally cannot be a cold SE. IOSA does not allow any spare child to also be a
child of an FDEP. That way, simultaneous failures of multiple spare children and the
occurrence of a spare race can be prevented. The DFTCalc semantics was the first
semantics to allow gates—and therefore complete subtrees—as inputs for a SPARE. Both
Storm and the GSPN framework follow these steps and also allow gates as inputs. The
three semantics require that DFT Constraint 8 (Independence of modules) is satisfied.
In the DFTCalc paper [BCS10] this is referred to as ‘activation independence’. Note
that in contrast to the entry in [4, Table 2], the primary child of a SPARE cannot be
shared for DFTCalc: “The first nondummy input of a SPARE gate (i.e., its primary)
cannot be an input to another SPARE gate, i.e., primary components cannot be shared’
[BCS10]

Sharing spare children between different SPARE gates is one of the main benefits of
using SPAREs. All semantics except CR-GSPN allow sharing. CR-GSPN therefore only
supports a very limited fraction of the usual functionality of SPARE gates.

All six semantics support claiming in order from left to right. JOSA and the GSPN
framework also allow arbitrary claiming orders and therefore offer more modelling
flexibility. IOSA however requires the claiming strategy to be deterministic whereas
the GSPN framework also allows randomized and non-deterministic claiming strategies.

For the three semantics which support arbitrary subtrees as SPARE inputs, we
investigate the handling of nested SPAREs. DFTCalc uses late claiming which only
happens after activation of the SPARE. In contrast, it uses early failing, i.e. inactive
SPAREs can fail even though they cannot claim yet. Storm uses early claiming and
early failing, i.e. the activation status of a SPARE has no influence and passive SPAREs
behave the same as active ones. The GSPN framework supports both variants—early
and late—for both claiming and failing.

Dependencies | All six semantics support FDEPs. IOSA does not have native support
for FDEPs, but instead models them via OR-gates. As seen in Section 4.1.2, this
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translation is in general incorrect. In this specific instance it is correct though, because
in JOSA, dependencies cannot trigger spare children and no SEQ is present. Note that
due to translating FDEP into OR, cyclic dependencies cannot be modelled in IOSA.

All six semantics allow gates as the trigger of an FDEP. Galileo, Storm and the GSPN
framework require the dependent children to be BEs, i.e. DFT Constraint 11 (Dependent
events of PDEPs are BEs) must hold. As seen, IOSA uses OR-gates and therefore allows
gates as dependent children. CR-GSPN and DFTCalc explicitly allow gates as children.
These three semantics handle the failure of a dependent gate by letting the FDEP
output a failure signal to the parents of the dependent gate instead of letting the gate
itself output the signal. Thus, the gate itself is technically not yet failed. In all three
semantics, the issue with triggered SPAREs as presented in Example 4.2 on page 139
persists. A dependent SPARE gate can still claim and activate children even though it
should be failed due to the FDEP. We therefore think that the behaviour of an FDEP in
CR-GSPN, DFTCalc and IOSA is incorrect for gates as children.

CR-GSPN is the only semantics where an FDEP itself can also fail. In CR-GSPN, an
FDEP fails when the trigger fails.

Only Storm and the GSPN framework support the more general PDEP,.

Restrictors | Lastly, we consider the support for SEQ. IOSA does not support any
restrictor at all. DFTCalc shortly mentions that a SEQ can be modelled by a cold
SPARE. However, as already discussed in Section 4.1.3, this translation is in general
not correct. The translation is incorrect for DFTCalc as well, because none of the
problems indicated in Section 4.1.3 are prevented. For the remaining four semantics
we consider the supported SEQ variant. CR-GSPN supports the exclusive variant SEQ..
Storm and the GSPN framework both support the inclusive variant SEQ.. For Galileo,
the question of handling simultaneous failures in a SEQ was posed in [CS98], but
it was not indicated how it was resolved. Looking at the corresponding slides’, we
think the supported variant should be an inclusive SEQ.. As with the FDEP, CR-GSPN
is the only semantics where an SEQ itself can fail. In CR-GSPN, an SEQ fails when
the right-most child fails. In other words, the failure behaviour of a SEQ can also be
represented by an AND.

CR-GSPN and GSPN framework only support BEs as children of SEQ. For CR-GSPN,
it is not clear from [Rai05, Fig. 7(c)] whether a spare child can also be a child of a
SEQ. The GSPN framework does not allow children of a SEQ to also be the child of
a dependency, i.e. DFT Constraint 14 (No dependencies to inputs of SEQ) must hold.
Galileo and Storm support gates—and therefore arbitrary subtrees—as children of SEQs.

The MUTEX is supported in Galileo by a translation to SEQ and AND as presented
in Figure 3.40 on page 124. In DFTCalc, Storm and the GSPN framework, MUTEX is
natively supported whereas CR-GSPN and IOSA do not support MUTEX.

Shttp://www.coppit.org/papers/formal_spec_for_tools.pdf, slide 18
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Figure 4.15: Example for failure propagation

4.4 Semantic issues

In the previous Chapter 3 we investigated the behaviour of each DFT element in
detail. It is however not sufficient to consider each gate in isolation. Instead, the
interplay between different elements in a complete DFT plays a crucial rule and has
to be examined as well. Examples of this interplay were already seen in Sections 4.1
and 4.2. In the following, we present three semantic issues which are introduced
through combining DFT elements in a complete DFT. We will present the different
ways how to handle failure propagation, failure forwarding through FDEPs and the
possible occurrence of non-determinism. For each of the six semantics we investigate
how these semantic issues are handled and recapture the results of [4].

Seven semantic issues for DFTs were already identified in [CSD00]. Among them
are cyclic dependencies of FDEPs, cascades of FDEPs, spare races or BEs which are
children of cold and hot SPAREs. All of these issues are addressed and handled in our
GSPN framework. In particular, we will show in Section 4.4.2 how issues related to
dependencies (cf. [CSD00, Issues #2, #5, #6, #7]) are handled in our GSPN framework.

4.4.1 Failure propagation

failure propaga- ~ We start by investigating the different ways how failures can be propagated in a DFT.
tion Some examples of these differences were already shown before. We will use the
example DFT ¥ in Figure 4.15a in the following. This DFT was previously intro-
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duced in Figure 3.1a on page 57. The corresponding (simplified) GSPN G« is given
in Figure 4.15b. The GSPN was previously presented in Figure 3.1c.

We consider the ftrace 7y = fz where BE B has failed. This is indicated by the
red colour for B in Figure 4.15a. In the corresponding GSPN, this corresponds to the
marking m; = m(fp) where place Failedg contains a token, i.e. m; (Failedg) = 1.

The question now is: in which order are failures propagated through the DFT? In
the example DFT 7, either OR X or PAND< Z can be evaluated next. This can also
be clearly seen in the corresponding GSPN G« . In marking m;, both transitions ¢,
and t3 are in concession, i.e. f3, t3 € conc(my). The choice which of these transitions
can fire is determined by the priority variables 7Zx (for t,) and 77 (for t3). The enabled
transitions correspond to the element(s) in the DFT which should be evaluated next.
In total, we distinguish three cases:

x > 7z t, € enabled(m;) NextEval®*™ (f5) = {X}
fx < 7z t3 € enabled(m,) NextEval®™(f3) = {Z}
Tx = Tz ty, t3 € enabled(m;) NextEval®®™ (fz) = {X, Z} .

If for example 7Zx > 7z, then only transition ¢, is enabled. Firing the transition places
a token in Failedy indicating the failure of X. This corresponds to a semantics Sem;
which first evaluates OR X and yields event fx. For the second semantics Sem,, PAND
Z is evaluated first. For the third semantics Sems, both orders are still possible and
will be considered. The resulting traces are as follows:

n =fpfxfy
7, =g @7 fx @7.
Trace 71 corresponds to Sem; where X is evaluated next. Trace 7, corresponds to Sem,
where Z is evaluated first. For Sems, both traces are considered. In summary, we have:
Traces>*™ (fz) = {r1}
Traces>*™ (fp) = {1}
Traces ™ (fg) = {11, 7} .

For Semy, the DFT is always failed after fz whereas for Sems; it is always fail-safe. Thus,
the choice of evaluation order has drastic consequences on the overall state of the DFT.

Failure propagation in semantics | We evaluate how failure propagation is handled
by the six considered semantics from the literature.

CR-GSPN, DFTCalc and IOSA consider all possible propagation orders. That means,
each element could be evaluated next independent of the given trace. In the GSPN
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framework that means all priority variables have the same value. In our example, we
have 7z = 7x. In principle, this leads to non-determinism in the model because all
possibilities must be considered and there is no preference for one possibility over
the other. We investigate the handling of possible non-determinism in Section 4.4.3.
Note that for the given example DFT, IOSA would still yield a unique state of the
DFT. The PAND of IOSA only becomes fail-safe if the right child fails strictly—w.r.t.
the time—before the left one. In this example, both B and X fail simultaneously w.r.t.
the time and therefore Z always fails. This is modelled in the GSPN framework by
evaluating PANDs last, i.e. PANDs get the lowest possible priority. In our example that
means 7z < 7x. As X is always evaluated before Z, only trace ; is valid for IOSA.

The failure propagation for both Galileo and Storm can be thought of as similar to
a fix-point computation. Failures are propagated through the DFT until no element
changes its state any more. Galileo ensures that no element changes after its evaluation
by imposing a fixed evaluation order depending on the type of gate. The order first
evaluates SPAREs, then PANDs and evaluates SEQs last [MCSD99]. Note that this fixed
order is only correct, because for example SPAREs only have BEs as inputs and therefore
cannot change due to evaluations of other gates, such as PANDs. The evaluation order
of static gates is not stated in [MCSD99], but we assume it is interleaved with PANDs.
We model this fixed order in the GSPN framework by giving all SPAREs a higher
priority than PANDs and static gates which in turn have a higher priority than SEQs.

Due to DFT Constraint 1 (DFT is acyclic), the computation of a ‘fix-point’ can also be
performed by evaluating each element only once in a bottom-up manner. The crucial
point here is that each DFT element is only evaluated after all of its children have been
evaluated. That way, the state of the children cannot change after the gate is evaluated.
This approach is used in Storm. We mimic this behaviour in the GSPN framework by
ensuring that the priority of an element is always lower than the priority of all its
children. In our example GSPN that means 77 < 7x and transition t, always fires first.

The GSPN framework can capture all other five semantics by instantiating the priority
variables accordingly.

Discussion | Failures instantaneously propagate through a DFT. For a priority gate,
the order of these propagations should therefore not be relevant regarding its failure
behaviour. We therefore think that trace 7, in the example DFT—which leads to a
fail-safe PAND—is not desirable. In principle, it is certainly good to consider all possible
behaviours of a DFT. However, in case of the failure propagation, we think that traces
such as 7, have no real-world equivalent and therefore should not be considered. In
particular, we think the failure status of gates should only depend on the ftrace of
the BEs and not on the order of propagation in the DFT. We therefore think that the
bottom-up propagation most accurately reflects the desired behaviour as it resembles
the computation of a fix-point. Additionally, bottom-up propagation always yields a
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Figure 4.16: Example for forwarding in dependencies

unique DFT state. This is similar to static fault trees in which the evaluation order is
irrelevant as all orders lead to the same result.

4.4.2 Forwarding in dependencies

We already discussed the propagation of failures through a DFT. A similar case is the
forwarding of failures through an FDEP. We know that in very limited cases FDEPs
can be replaced by ORs (cf. Proposition 4.1 on page 140). One could therefore argue
that in principle, failure forwarding should behave the same as failure propagation. As
we will see, that is not true for all of the considered semantics.

An example DFT ¥, for failure forwarding is given in Figure 4.16a. The DFT contains
an inclusive PAND< Z and a dependency F which forwards the failure of B to A. The
corresponding GSPN Gy, is depicted in Figure 4.16b. We consider ftrace 7; = fz where
B failed. In the GSPN, this corresponds to marking m, = m(fz) where place Failedp
contains a token.

The question now is: in which order are failures forwarded by dependencies com-
pared to failure propagation? Similar to the previous example, we again have two
possibilities. In G, both transitions #; and t3 are in concession and could fire. In the
DFT ¥, this corresponds to the question whether Z or F are evaluated next. Once
again, the choice depends on the semantics and the given priority variables:

Tz > 7p t; € enabled(m;) NextEval®*™ (fz) = {Z}
7z < TTF t3 € enabled(m,) NextEval®*™2(fz) = {F}

-

ity = 7ip t1, t3 € enabled(m;) NextEval®®™ (fz) = {Z, F}.

-failure forward-
ing
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Choosing Z to be evaluated next leads to trace
7, =fp @z {4 @z,
and choosing F instead leads to trace
7, =15 fa 2.

Similar to failure propagation, the choice of evaluation order for dependencies can
lead to completely different DFT states, e.g. failed or fail-safe PAND< in our example.

Failure forwarding in semantics | Most of the considered semantics handle failure
forwarding caused by dependencies similar to failure propagation. CR-GSPN and
DFTCalc allow arbitrary orders and FDEPs can be evaluated interleaved with all other
DFT elements. IOSA replaces FDEPs by ORs and therefore the same considerations as
for failure propagation apply.

For Galileo the handling of dependencies needs to ensure that the failure of dependent
elements is considered to be simultaneous to the failure of the trigger. This can be
achieved by always evaluating FDEPs first [MCSD99], i.e. FDEPs get the highest priority
in the corresponding GSPN.

Storm places focus on the failure of BEs. After the failure of a BE, the failure is
propagated through the DFT before considering the next failure of a BE. That way,
it is always ensured that the propagation is finished before the next failure of a BE
is considered. For internal failures, only one SE can fail at a time (cf. Remark 2.2 on
page 32). However, in case of FDEPs, dependent elements could fail simultaneously
which would for example lead to a spare race. Moreover, dependent elements could
fail before the previous propagation step was finished. Storm prevents these scenarios
by evaluating FDEPs last, i.e. after all other DFT elements were already evaluated. In
the GSPN, this behaviour corresponds to giving FDEPs the lowest priority.

The GSPN framework allows to specify the required evaluation orders by instantiating
the priority variables accordingly. It therefore captures the other five semantics.

Discussion | Most of the considered semantics agree that dependencies should not
be handled differently than other DFT elements. Failure forwarding therefore behaves
the same as failure propagation. The exception is Storm which considers failure
forwarding after the failure propagation. As a result, the translation from FDEPs to
ORs—if possible—changes the evaluation order and therefore also the results for Storm.
One can think of the ‘late’ evaluation of FDEPs as modelling an (unobservable) delay
within the failure forwarding. The usual gates model ‘virtual’ failure propagation,
because the gate itself is not physically present in the real system. Instead, a gate
only represents an abstract subsystem by grouping several physical components—
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Figure 4.17: Example DFT 73 for non-determinism (in spare races)

the BEs—together. In contrast, failure forwarding leads to the failure of a BE, i.e. a
physical component which exists in the real system. One could therefore argue that
this failure forwarding comes with an (unobservable) delay. Note that there exist fault
tree extensions allowing explicit modelling of delayed failure propagation [Glu07;
KGFo07].

We think that in most cases, FDEPs should not behave differently than other gates
and therefore should be evaluated either before or interleaved with other gates. Per-
forming failure forwarding after failure propagation should only be used if one wants to
explicitly model a difference between these two behaviours, e.g. for modelling ‘delays’
in failure forwarding. In any case, it is important to explicitly communicate the chosen
behaviour to the user.

4.4.3 Non-determinism

We have seen that in some semantics multiple traces are valid for a given ftrace.
Moreover, for scenarios such as spare races, several traces might also be possible. We
consider the handling of such non-determinism in the following.

An example for a spare race is given by the DFT 73 in Figure 4.17. The corresponding
GSPN Gy, is depicted in Figure 4.18. Note that we simplified the GSPN by removing
some places and transitions which are not necessary in the given scenarios.

In the following, we consider the ftrace r;’ = fy where BE X has failed. In %3, both

-non-determinism
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Figure 4.18: GSPN G, for non-determinism
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FDEPs F; and F, can forward the failure to the BEs A and B. As a result, both SPAREs
S; and Sz need to claim a new spare child. The only available spare child is the shared
spare C and we have a spare race. This behaviour can also be observed in G;,. The
corresponding marking is ms = m(fx). The failure of X is indicated by a token in
Failedx. As a result, the transitions tr, and tr, of both FDEPs are in concession in ms.
In all considered semantics, the priority variables of both FDEPs are equal: 7ip, = 7F,.
Therefore, both transitions are enabled and could fire, i.e. there is a conflict in ms. In
summary we have

tF,, tr, € enabled(ms) NextEval®*™(fy) = {F;, F»}.

The question is now, how are conflicts between multiple evaluation orders resolved?

We distinguish two possibilities depending on the partitioning of the GSPN trans-
itions. If both transitions are in separate partitions—i.e. D,D’ € D, D # D’ and tp, € D,
tr, € D’—then non-deterministically either tp, or tp, is chosen. If both transitions
are in the same partitioning—i.e. tg,, tr, € D € D—then transition t, is chosen with
probability Pp(tF,, ms) and transition tz, with probability Pp (t,, ms3).

We assume that FDEP F; was chosen first. Depending on the order of failure
propagation and failure forwarding we get the following traces:

1) = fx fa ¥ fp fs, @7
1) = fx f4 fp el fs, @7

7y = fx fa fp 2 5, @2

Note that in a semantics which performs failure forwarding last, only trace ;" can
occur. In the semantics with interleaved failure forwarding, all three traces are possible.

We see that 7, and 73 both contain a conflict after the failures of A and B. The conflict
here is between the two SPAREs and therefore constitutes a spare race. In the GSPN,
the failures of A and B through transitions tr, and tf, yield tokens in Faileds and
Failedg. Afterwards, both transitions child-fail can fire and the two places Considerc
of both S; and S, contain a token. As a result, the two transitions claim of both SPAREs
S; and S; are in conflict. This conflict represents the spare race for spare child C. The
one SPARE which ‘wins’ the spare race lets its transition claim fire first. This places a
token in Unavailc and—through the inhibitor arc—disables the other claim transition.
This conflict between the two SPAREs can be resolved either non-deterministically or
probabilistically.

Non-determinism in semantics | The semantics Galileo and CR-GSPN resolve all
conflicts probabilistically and do not use any non-determinism. In the corresponding
GSPN, all transitions are part of the same partition, i.e. D = {T;}. In Galileo for example,



168 4 Semantic Issues in DFTs

non-determinism can occur for spare races. The non-determinism is resolved by a
uniform distribution over the possible choices, called ‘sparing scale factor’ [CSD00].

The semantics DFTCalc, Storm and IOSA all support non-determinism. DFTCalc and
IOSA can contain non-determinism for all transitions. That means, in the corresponding
GSPN, each transition forms its own partition, i.e. D = {{t} | t € T;}. The resulting
models for IOSA however are always weakly deterministic [MBD20] and all non-
determinism is spurious. Note that the proof in [MBD20] excludes SPARE-gates,
because the authors could not (yet) show the correctness for DFTs with SPAREs.

Storm allows non-determinism, but restricts its occurrence to FDEPs. Nevertheless,
we can assume that each transition is its own partition. Failure forwarding through
FDEPs happens only after the failure propagation is finished. At this point, all FDEPs
which are triggered can be determined. The choice which FDEP fires first is then
resolved non-deterministically. As shown in [Jun15, Theorem 4.30], the restrictions
DFT Constraint 8 (Independence of modules), DFT Constraint 9 (No constant failed
events in primary modules) and DFT Constraint 10 (No sharing of primary modules)
ensure that at most one SPARE is claiming at a time and therefore no spare races can
take place in Storm.

The GSPN framework allows all variants of non-deterministic and probabilistic choice
by setting the partitioning—and weights—accordingly. In particular, it allows to capture
the other five semantics by setting the partitioning accordingly.

Discussion | We think that non-determinism in general should be supported in a
DFT semantics and agree with the motivation by Boudali, Crouzen and Stoelinga:

‘If the nondeterminism was not intended, then its presence (which
is easily detected) indicates that an error occurred during the model
specification. Nondeterminism could also be an inherent characteristic
of the system being analyzed, and therefore, should be explicitly
modeled.” ([BCS10])

Without non-determinism, situations such as possible spare races are hidden within
the model and no feedback is provided to the user. In contrast, using non-determinism
explicitly indicates situations in which multiple evaluation orders are possible. Further
investigation of the non-determinism can then show whether the non-determinism is
spurious or can indeed lead to different results.

4.5 Summary of DFT semantics

We summarize the findings of the previous Sections 4.3 and 4.4 on the six considered
DFT semantics. For an overview of the supported DFT elements, we refer once again
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Table 4.3: Differences between DFT semantics

Semantics ‘ Failure propagation  Forwarding depend. Non-determinism

Galileo SPARE—~>PAND—>SEQ first only probabilistically
CR-GSPN | arbitrary interleaved only probabilistically
DFTCalc |arbitrary interleaved everywhere

Storm bottom-up last only due to FDEPs
IOSA arbitrary interleaved weakly deterministic
GSPN fr. | user definded user defined user defined

to Table 4.2 on page 157. The handling of the three semantic issues from Section 4.4 is
summarised in Table 4.3. We give a concise representation of the semantic differences
in terms of our GSPN framework in Table 4.4. For each semantics, we define the
constraints on the priority variables 7 and the partitioning D. The priority variables
define the evaluation order and therefore the handling of failure propagation and
failure forwarding. The partitioning defines the handling of non-determinism.

Discussion | We discuss the advantages and disadvantages of the considered DFT
semantics. Considering the supported DFT elements, Storm clearly offers the most
modelling flexibility as it supports for example POR and PDEP. The GSPN framework
also supports all considered DFT elements and even allows to define the variant of
priority gates and SPARE to use. The only drawback of GSPN framework is that it
restricts the children of SEQs to BEs. Of the remaining semantics, DFTCalc is the only
one which allows gates under SPAREs. This greatly increases the modelling flexibility
and we deem it necessary to have a meaningful DFT semantics. One major issue with
DFTCalc is that SEQ is not correctly supported. The other three semantics Galileo,
CR-GSPN and IOSA only support BEs under SPAREs which is a severe modelling
restriction. CR-GSPN even further restricts the SPARE to only one spare child and no
sharing. IOSA does not allow any dependencies to SPARE inputs and also does not
support restrictions. The DFTs are therefore rather restricted. The major advantage of
IOSA is that it supports general continuous distributions for SEs.

While offering different traces for a given ftrace is certainly helpful, allowing all
possible traces might over-approximate the behaviour of a system too much. For
failure propagation and failure forwarding, we think not all possible traces are relevant.
Instead, a bottom-up propagation which reflects the intuitive ‘flow’ through the system
is most likely the desired behaviour. This behaviour is given by Galileo and Storm.

Failure propagation and failure forwarding should be handled similar by a semantics.
Thus, Storm displays an atypical behaviour as it evaluates dependencies last.

In general, supporting non-determinism is crucial to allow modelling flexibility.
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Table 4.4: GSPN differences between DFT semantics

Semantics Priority variables Partitioning

7,> 7%y  Voe FDEP# Vo' € SPARES
7, > 7y Vo€ SPARES VY € PAND#
Galileo Ty > Ty Vo € PAND#, Vo' € SEQ# {T;}
7Ty > Ty Yo € SPARE#, Vo' € StaticGatesy
i, > Ty Vv € StaticGatess, Vo' € PAND#

CR-GSPN | o=y Vo0’ €F {T;}
DFTCalc |Fo =Ty Yo,u' €F {{t} |t e T}
ity < ﬁg(v)i Vou ¢ PDEP# V1 < i < |o(0)] _
Storm 7, <7y Vo€ PDEPsYo ¢ PDEP {eh e T
Ty = Tty Yo,v’ ¢ PAND4# _
1054 7, <7y Vo€ PAND# V0 ¢ PAND# Hehlee Ty
GSPN framework | user defined user defined

Ty < Tp(v); Yo € StaticGatess V1 < i < |o(0)]

Vo ¢ StaticGatesg U PDEP#,

V1<i<|o(v)l {{t} 1t e T}
Ty < 7?6(2,)1 Vv € PDEP#

Ty 2 Ty(v); Vv € PDEP# V2 <i < |o(v)]

NewGSPN o < To(o);

Non-deterministic behaviour should not be hidden, but provides valuable insights into
the modelled system. DFTCalc, Storm and IOSA are the most useful in this regard.
The ideal semantics therefore supports as much elements as Storm and the GSPN
framework, allows non-determinism and uses bottom-up computations for failure
propagation and failure forwarding. Storm is the closest semantics to these require-
ments but still lacks the optimal failure forwarding. We therefore propose a new
semantics NewGSPN which captures all the desired properties in the following.

4.5.1 New GSPN semantics

We define NewGSPN in terms of the GSPN framework. All elements supported by the
GSPN framework are also supported by NewGSPN. The new semantics should support
non-determinism. In the GSPN framework, all transitions form their own partition:

D={{t}|teT}.
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Figure 4.19: Example of downwards FDEP

The failure propagation should be performed in a bottom-up manner. That means the
priority of all children should be higher than the gate itself:

Ty < g0y, Y0 € F,V1 <i < |o(v)].

That way, it is ensured that all inputs are evaluated before the gate. For static gates the
order of failures is not important. We can therefore lift this restriction and allow that a
static gate and its inputs have the same priority:

Ty < Tp(v); Vo € StaticGatesg V1 < i < |o(v)].

Failure forwarding should behave similar to failure propagation. It is therefore natural
to impose the same constraints on the priority variables of dependencies. The trigger
should always be evaluated before the dependency which should in turn be evaluated
before the dependent children:

7_1')0(1))1 <7, < ﬁg(u)i You € PDEP# V2 < i < |o(v)].

The complete definition of NewGSPN is given in the last rows of Table 4.4.

Downward dependencies | Note that the constraints for NewGSPN cannot be satis-
fied for all DFTs. An example of a problematic DFT is given in Figure 4.19. Following
the definition of NewGSPN, we get the following constraints on the priority variables:

s < 7y, 7" <7nr, #r <ar and 7p < 7.

Then 75 < /g must hold which is not satisfiable.
The given DFT contains a downwards dependency. Even though the DFT is acyclic, it -downwards
contains a causal cycle. A failure of B is propagated to T and then forwarded to B again.
For NewGSPN, we have to exclude such scenarios with downwards dependencies.
However, this does not restrict the modelling capabilities very much. On the contrary,
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downward dependencies can lead to a paradox. We consider the ftrace 7y = f4 for
the example DFT. We assume that the exclusive POR. T only considers temporal
orders and not causal orders—similar to IOSA. A possible trace is 7 = f, f1 fg @r. First,
POR. T fails, because A is failed and B is not. The failure of T leads to the failure of
B through FDEP F. Afterwards, we consider T again. Now, A and B are both failed
simultaneously—from a temporal perspective. Thus, POR. would be fail-safe as the
exclusive failure order is violated. However, if POR< has not failed, the dependency
could not have been triggered in the first place. Downwards dependencies can therefore
lead to paradoxical behaviours and it is therefore advisable to exclude them.

NewGSPN is currently only supported in the GSPN framework and no dedicated
tool support is available. Thus, Storm probably mimics the semantics for DFT analysis
the best at the moment.

4.5.2 Other semantics

Apart from the six semantics considered so far, there exist several other DFT semantics.
We give a short overview of other DFT semantics in the following. For a thorough
summary, we refer to [RS15; JGKS16].

Petrinets | Similar to the translation into GSPNs in [Rai05], there is also a translation
of a DFT into a stochastic well-formed net (SWN) [BC04]. The semantics introduces a
new element, called ‘replicator’, which models redundant subtrees in the DFT.

Transition systems | In [RB15], DFTs are translated into guarded transition systems.
The translation is compositional and each DFT gate is translated into a guarded trans-
ition system. Not all elements are natively supported though, FDEPs are modelled
via ORs and SEQs as either PANDs or SPAREs. This modelling can however lead to
incorrect behaviour, cf. Sections 4.1.2 and 4.1.3.

Bayesian networks | A commonly used approach is to convert a DFT into a Bayesian
network (BN) [JN07]. Each DFT element is represented by a random variable in the BN.
The random variables corresponding to DFT gates are conditionally dependent on the
random variables of the children. There exist translations from DFTs into discrete-time
Bayesian networks [BD05b] and continuous-time Bayesian networks [BD06] as well
as dynamic Bayesian networks [MPBV*06]. In the first and third approach, time is
discretised which leads to inaccuracies but also better analysis performance.

Algebraic encoding | Static fault trees can easily be translated into Boolean algebra.
The Boolean algebra can be extended with temporal operators, e.g. ‘before’ or ‘sim-
ultaneous’. A DFT element is then represented by a random variables modelling its
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time of failure. Using temporal operators, dynamic gates such as PAND and SPARE
can be encoded in the algebra. Several works used this approach to encode DFTs in
an algebra [Mer10; MRL14; EAHT19]. A similar approach uses a sequence algebra to
encode DFTs [Raull].

Trace-based | Lastly, the DFT definition in [Jun15] is based on DFT traces. The failure
behaviour of each DFT gate is defined over the traces of component failures. The trace
semantics was introduced in order to prove the correctness of the rewrite rules given
in [Jun15; JGKR*17]. Our definitions of the DFT gates in Chapter 3 are inspired by this
trace semantics.
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=» Several DFT elements are syntactic sugar:

— CONST, can be modelled with PAND<.

— VOT-gate subsumes the other static gates AND and OR.

— FDEP can be represented by PDEP;.

— MUTEX can be modelled by SEQ with CONST; and AND as children.

=» PAND can be expressed by POR and vice versa. POR. can express all
other priority gates. However, there exist evaluation orders where these
constructions are not correct.

=» Contrary to common opinion, FDEPs can be translated into ORs only in a
very restricted amount of scenarios. In general, the translation is incorrect.
FDEPs enlarge expressiveness of DFTs.

¢

The translation from SEQs into cold SPAREs is also incorrect for most DFTs.

=» Nested SPAREs give rise to different claiming variants—early (always) or
late (only on activation)—and failing variants (early or late).

¢

FDEPs triggering the inputs of SEQs can yield ‘delayed’ failure propagation.

=» Existing DFT semantics all support slightly different variants of DFT ele-
ments and can significantly differ in the imposed restrictions on DFTs. An
extensive summary is given in Table 4.2 on page 157.

=» DFT semantics differ in the handling of failure propagation and failure for-
warding, and the support for non-determinism. An overview of the semantic
choices for all considered semantics is given in Table 4.3 on page 169.

=» The presented GSPN framework unifies all considered DFT semantics. The
framework can capture each semantics by instantiating the GSPN priority
variables accordingly and setting the partitioning in the GSPN. The precise
definitions for each DFT semantics are given in Table 4.4 on page 170.
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Part III

Analysis
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5 State Space Generation

We make the following assumptions in this chapter. The DFT is conventional.
Additionally, we only consider the inclusive variants PAND ., POR< and SEQ..
We also only consider binary PDEPs with exactly one dependent child.

After investigating the semantics of dynamic fault trees in detail in Part II, we turn to
the analysis of DFTs in the following. Fault tree analysis (FTA) uses the (dynamic) fault
tree of a real-life system as a model to assess the safety and reliability of the system.
The analysis answers questions such as ‘how large is the probability that the system
has failed within a certain time period?’ or ‘what is the mean time until a system
failure occurs?’. More complex analyses are also possible, for example determining the
criticality of single components within the overall system or quantifying how likely
the system fails when already degraded.

Our analysis follows in the footsteps of the original approach [DBB92] which uses
Markov models as the underlying model of DFTs and lead to the GALILEO tool [SDC99].
Using Markov models offers large expressiveness and great flexibility when modelling
a system. Additionally, we can exploit a broad range of state-of-the-art algorithms and
tools to analyse our systems [HHHK"19; BHKK"21]. The same reasons were already
given in the seminal work by Dugan, Bavuso and Boyd:

‘Markov models are an alternative that is flexible enough to model
nearly any such dynamic system. Tools and techniques exist for
solving even very large Markov models. However, the construction of
a Markov model for any but the simplest system is tedious and error
prone’ ([DBB92])

The drawback expressed in the last sentence mostly applies to approaches where a
Markov model is created by hand. We will show in this chapter that a fully automatic
translation of DFTs into Markov automata is not only possible but very straight-forward
in its idea. While this naive, straight-forward approach already provides the desired
results, the generated Markov models can grow quite large. It is thus important to try
to keep the state space as small as possible in order to allow for efficient analysis. To
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this end, we will present several optimisation techniques tailored to DFTs which can
lead to drastic state space reductions.

This chapter is based on the publications ‘Advancing Dynamic Fault Tree Analysis -
Get Succinct State Spaces Fast and Synthesise Failure Rates’ [1] and ‘Fast Dynamic
Fault Tree Analysis by Model Checking Techniques’ [6].

5.1 Existing analysis approaches

There exist lots of different analysis approaches for DFTs. An overview of DFT se-
mantics and corresponding analysis approaches was given in Sections 4.3 and 4.5.2.
We summarise the main approaches for DFT analysis in the following. For thorough
reviews, we refer to [RS15] and [KSYY20].

State-space representation | The semantics considered in Section 4.3 are all based
on state spaces, e.g. Markov chains or GSPNs. The tools summarised in Section 4.3.1 use
these state spaces for analysis via model-checking techniques or alternative Markov
analysis techniques. Examples are the tools GALILEO for semantics Galileo [SDC99]
and DFTCaLc for DFTCalc [ABBG*13].

A similar approach is done by the tool DRPFTproc [BC04] which translates a DFT
into a stochastic well-formed net (SWN)—an extension of Petri nets—and uses existing
analysis methods for SWNss.

In [ZMFW09], a DFT is converted into a Petri net and then analysed by simulating
runs through the Petri net. The accuracy of the approach depends on the number of
runs which are considered. In addition, the used DFT semantics is not clear, because
for example, the authors state that the ‘Priority-AND gate (PAND) is a special case of
SEQ’ [ZMFW09] which is not correct, cf. Section 3.8.1.

The compositional approach in [AHMS16] translates each DFT element into a prob-
abilistic automaton (PA). Parallel composition of the PAs yields a Markov decision
process (MDP) which is analysed by the probabilistic model checker PRISM [KNP11].
MDPs are a discrete-time model though and therefore this approach cannot faithfully
model the passage of time between component failures.

Bayesian networks | For the approaches which translate the DFT into some type of
Bayesian network (BN) (cf. Section 4.5.2), dedicated solvers for BNs can be used. Note
that the translation into discrete-time BNs [BD05a] or dynamic Bayesian networks
(DBNs) [MPB05] needs to discretise time and therefore introduces inaccuracies. Tool
support was for example given by RApyBAN which implements the DFT analysis on
DBNs by inference [MPBR08]. However, the tool is not available any more.
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Decision diagrams | A prominent approach to solve static fault trees is by using
binary decision diagrams (BDD) [Rau93; CM93]. Several extensions of BDDs have been
proposed to incorporate the dynamic behaviour of DFTs. In [Raul1], the behaviour
of DFTs is encoded as sequences of failures—very similar to our DFT traces. These
sequences can be represented in so-called sequence decision diagrams (SDDs) and used
for analysis. Similar approaches include translation into sequential binary decision
diagrams (SBDDs) [ XTD12] or conditional binary decision diagrams (CBDDs) [ZXW20].
In all approaches, the analysis is performed by calculating the probability of all failure
sequences encoded in the corresponding BDD. To the best of our knowledge, no tool
is publicly available for these approaches. Another approach uses multiple-valued
decision diagrams (MDDs) as the underlying representation [Mo14]. In this work, the
behaviour under dynamic gates still needs to be modelled by Markov chains. After
separate analysis of the dynamic subtrees, a single MDD is created to model the
complete system and is subsequently used for analysis.

Minimal cut sequences | Some approaches try to extend minimal cut sets [RS15;
TB17] which are heavily used for static fault tree analysis to dynamic fault trees. A
common example are minimal cut sequences [TD04; LXZL*07]. However, as already
stated by Junges et al.: ‘Minimal cut sequences are insufficient to characterise the
failure behaviour of a DFT. [JGKS16]

Simulation | There are also approaches based on simulation which do not build a
state space but sample the DFT traces instead. Simulation is therefore also applicable
to large and complex systems which might be too big for other approaches. The
downside is that simulation does not yield exact results, but can only estimate the
result with a certain confidence. This can be problematic for safety-critical systems
which need strong safety guarantees. The standard simulation approach is to use Monte
Carlo simulation for DFT analysis [RGRK"09]. However, as the modelled systems are
supposed to be as reliable as possible, the occurrence of failures can be very unlikely,
i.e. they are rare events. As a result, a large number of simulation runs is necessary to
obtain accurate estimations. One approach to tackle this problem is to use rare event
simulation [RRBS19; BBMD™*20] which requires less simulation runs.

Tool support for simulation is provided in DRSIM [RGRK*09] and DFTSim [BNS09],
rare event simulation is implemented in DFTRES [BRS20]. The RAATSS tool [MCCD™*14]
translates DFTs into so-called adaptive transition systems and performs analysis via
discrete event simulation in MATLAB.

Other tools | Lastly, the DIFTREE tool [MDCS98] combines various solution
techniques—Markov chain analysis, BDDs, Monte Carlo simulation—into one frame-
work. Commercial tools for fault tree analysis are also available. Prominent examples
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——— generate —— @ T
MA

analyse
prob. model —
checking

—> Unreliability— convert ——P (¢! Failed) Result

Measure CSL property

Figure 5.1: Overview of workflow for DFT analysis

are FAULTTREE+! and WinDcHILL FTA? which both support (some) dynamic gates.

5.2 Markov chain generation

Our state-space generation follows the same idea as the approach for GALILEO presented
in [MCSD99]. In contrast to CTMCs as used in GALILEO, we employ Markov automata
as the underlying model, because it allows to incorporate non-determinism.

Overview of workflow | The general overview of the analysis workflow is depicted
in Figure 5.1. We start with a DFT and a measure as input. From the DFT, we generate
a Markov automaton. The details of the generation will be given in this section. The
measure we are interested in is expressed as an property in continuous stochastic
logic (CSL) [BHHKO03]. The conversion will be explained in Section 5.3. Finally, the
Markov model and the CSL property are used as input for the analysis. The analysis
uses existing, state-of-the-art algorithms for probabilistic model checking [GHHK" 14;
BHKK*21] and returns the desired result.

Generation idea | We start by describing the generation of the Markov automaton.
Each state of the DFT corresponds to a state in the Markov automaton. Failures of
BEs in the DFT are represented by Markovian transitions in the MA. The choice which
dependency in the DFT triggers next is translated to a non-deterministic choice in
the MA with probabilistic transitions. The failure of the top-level event of the DFT is

'https://www.isograph.com/software/reliability-workbench/
Zhttps://www.ptc.com/en/technologies/plm/quality-management
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indicated by the labelling in the MA. These labels can later be used when formalizing
the properties to check.

5.2.1 Mapping of states

We first define the state of a DFT. We use the definitions in Section 2.2.5 on page 40.

Definition 5.1 (State of DFT) Let ¥ be a DFT and 7 € Traces be a trace.
The state of the DFT after trace 7 is denoted by state(r) and is given by

state : Traces — >< {F° 0% FS“} x >< {F°}u {Clg/ |0 € o(v)} )

0€V\SPARES 0ESPARE

Each DFT element v can either be operational (O°), failed (F°) or fail-safe (FS°). Each
SPARE additionally stores which child v’ it currently claims (CI,). More formally,
the state state(7), of each DFT element v after trace 7 is given by:

« Forov € V\ SPARE#:

F? if o € Failed(7),
state(r), = {FS” ifo ¢ Failed(7’) forall r C 7/,
0? otherwise.

+ For v € SPARE#:

F?  if o € Failed(7),
Cl%,  otherwise,

state(r), = {

where 0" = argmax, ¢ () {i | i = cI% } is the child which was claimed last by o.

The tuple state(7) suffices to uniquely identify the state of a DFT. All other information
such as the active elements Active(r) can be deduced from this tuple. Note that a SPARE
can never be operational without having claimed a child, because Storm uses early
claiming and early failing for nested SPAREs.

Fail-safe element | An element v is fail-safe (FS°) if it can never fail any more for
any trace suffixes. However, in practice, we do not want to consider all possible futures
and need a more explicit definition to determine whether an element is fail-safe or not.
For example, a PAND < becomes fail-safe if its failure condition (cf. Definition 3.8 on
page 75) can never be satisfied any more.
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Definition 5.2 (Fail-safe element) A PAND< or POR v is fail-safe after trace t
in a DFT ¥, i.e. state(r), = FSY, if the following condition holds:

Jo(v);-1,0(v); € o(v) : state(r) = 07 A state(1) 5(y), = F°.

o(v)i-1

All gates are fail-safe if enough of their children are fail-safe such that the failure
condition cannot be satisfied any more. More formally, state(r), = FS” for gate v
and trace 7 if the following condition holds:

« Forv € AND U PAND.:

30’ € o(v) : state(r), = FS”.

« Forov € OR: ,
Vo' € o(v) : state(r), = FS.

« Forouv € POR<:

state(7) 5(,), = FS7'7.
« For v € VOTy with n = |o(v)|:
n—k+1 ‘
A{iy, ... inkr1} € {1,...,0n}: /\ state(r)g(v)ij — Fse@i;
j=1

« All other elements—BE, SPARE, PDEP and SEQ—are never fail-safe.

Example 5.1 (DFT state) We use the DFT ¥ in Figure 5.2 as a running example
for the state-space generation. Initially, all elements in the DFT are operational
and SPARE S has claimed its primary child C. The corresponding trace is

=17 TpTs Te TR Tr Ta T5 ¢l Te.
The corresponding state of the DFT is:
state(7) = (04, 0B, 0€, 0P, OF, OF, CIZ, 07, OF, OF).

After the failure of B and the subsequent (successful) triggering of C through
PDEP 7 F, we get the trace

T =15 @ @p fc clf) Tp.
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=5 AB =7 =4 =61)=0

Figure 5.2: Example DFT #

The corresponding state of the DFT is:
state(r) = (0, F%,F¢, 0P, OF, Fs”, CI3, 0", F¥, OF).

PAND P has become fail-safe, because its second child B is failed but the first child
E is not. SPARE S has claimed the spare child D. Note that we use F' to indicate
that the PDEP, ; forwarded the failure.

SEQ and PDEP can never fail. We abuse the original notation and let the ‘failure’
of these elements encode additional information. For SEQ v, we use F? to mean that
the restrictor was violated. This way, we can easily check the state of a SEQ to see
whether the current trace is invalid. Similarly, we use F” for PDEP v to mean that the
PDEP performed a coin flip—irrespective of whether the failure was forwarded or not.
This way the state of a PDEP changes after a coin-flip and we avoid multiple coin-flips.

5.2.2 State space exploration

We can translate each trace € Traces in a DFT into a corresponding state state(r)
in the Markov automaton. A naive approach therefore would translate a DFT into
an MA by creating states for each trace. However, this approach certainly leads to a
severe state-space explosion, because we create a state after each evaluation of a DFT
element. That means for the failure of each BE we most likely have several subsequent
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Figure 5.3: Example DFT for bottom-up evaluation order

evaluations and therefore several new states. Thus, this naive approach is not practical.

A better solution is to exploit the idea that the failure propagation leads to a unique
state in the end. In other words, elements can be evaluated in different orders, but the
end result will always be the same. Note that this is not true for all possible evaluation
orders (cf. Section 4.4.1), but is true for our semantics Storm which evaluates elements
in a bottom-up order.

Example 5.2 (Bottom-up evaluation) We consider the DFT given in Figure 5.3
and the ftrace 7y = f3.
The corresponding traces for a bottom-up evaluation order—as done in Storm—are:

7 = f fp fp fo fr € Traces™ ™™ (z¢)
1y = f5 fp fo fp fr € Traces® ™ (z¢)

13 = £ fo fp fp fr € Traces® ™ (z¢)
The end result is the same for all three traces:

state(r;) = state(rz) = state(zz) = (04, F2, O, F°, F¥, FO, FT).

We perform a bottom-up propagation which ignores dependencies. If a BE fails, this
failure is propagated through all gates—except dependencies—such that a gate is only
evaluated after all its children have been evaluated before. We reflect this propagation
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(without considering dependencies) by modifying the original propagation function
given in Definition 2.29 on page 37.

Definition 5.3 (Propagation without dependencies) The next event(s) to
evaluate—while ignoring dependencies—are denoted by

NextEvalDep(7) = NextEval*™(r) \ PDEP.

The propagation without dependencies in a DFT is recursively defined as:

UseNextevaiDep(r) PropDep(z Eval(z,v)) if NextEvalDep(z) # 0

PropD =
ropDep(7) {{r} otherwise.

As the DFT is acyclic (cf. DFT Constraint 1 (DFT is acyclic)) and we do not consider
dependencies in this propagation—which could introduce cyclic dependencies—there
cannot exist any cycle in the propagation. In a bottom-up propagation, if we evaluate
a gate, its state cannot change after its evaluation any more, because the state of the
children can also not change later on. As a result, the bottom-up propagation—without
dependencies—always yields a unique state.

Theorem 5.1 (Bottom-up propagation yields unique state) Let ¥ be a DFT
and 7; = 7¢’ f, be an ftrace. Let 7 € Traces*”(z;’) be the corresponding trace
prefix. Then the propagation without dependencies after f, yields a unique state:

For all 7, 7, € PropDep(7 f) : state(r;) = state(rz).

Proof. We prove the statement using the GSPN translation from Chapter 3 on
page 55. Let 7ppep be the highest priority of a dependency. We start from the
marking m = m(7) in the GSPN G# which corresponds to trace 7 in the DFT. We
need to show that all firing sequences starting in m and only using transitions ¢
with priority I1(¢) > Zppep will end in a unique marking:

tl n tl m
. 1 1 2 2 P
For all firing sequences m — ... — mf and m — ... — m}’ itis m} = mJ".

We use two observations for the correctness proof.

1. Firing a transition ¢ in a GSPN template cannot enable transitions with higher
priority than IT(#). Transitions within a GSPN template have the same priority.
Transitions of a template can also be enabled if interface places of the children
contain tokens. However, following the definition of the priority variables
for Storm (cf. Table 4.4 on page 170), children of a gate always have higher

-propagation
without depend-
encies
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priority than the gate itself, i.e. 7, < 75 (y),. The only exception to this rule
are PDEP-gates which are explicitly excluded here. Thus, no transitions with
higher priority can be enabled.

2. Templates with the same priority are independent of each other, i.e. the order
in which transitions of different templates fire is irrelevant. In other words,
transitions t; and ¢, of different templates can fire in arbitrary order without
changing the resulting marking in the end:

1 ty [2) , h ’ . ’
m— mp — My andm—>m1 —>m2W1thmg=m2.

Following again the definition of the priority variables, templates with the
same priority cannot be children or parents of each other. Thus, firing a trans-
ition in one template does not affect the other template at all. Additionally,
firing a transition can also not enable transitions in a parent template, because
these transition have a lower priority.

In summary, all firing sequences during the failure propagation have the form:

1 2 kq 1 Ky 1 kn
tx ’ tl 1 tl tl t2 t2 tn th
m—-m-—-m —...—m—...—m... ... — My,
———— |
m(e}) 1(zy) 11(zn)
1,2 ki 41 ka 1 k
tltl"'tl t2"'t2 R S
—— ~——
m(s)) m(z}) 1(t)

where I () > I (t3) > --- > II(t}). This follows from the first observation.
k

Following the second observation, the firing order of transitions to t,' can be
arbitrary for all i but always yields the same marking m;. Thus, the marking in the
end is always the same for all firing sequences. [ ]

Using the fact that the bottom-up propagation always yields a unique state, we can
improve the naive state-space generation. Instead of creating a new state after each
evaluation step, we only create new states after the complete propagation PropDep(7)
is finished. That way, we omit intermediate states and drastically reduce the resulting
state space. Each state in the MA therefore represents the state of the DFT after the
failure propagation is completely finished. Each propagation step starts with the
failure of exactly one BE and propagates the failure of this BE. Because we ignore
dependencies in this propagation step, the BE is also the only BE which can fail during
the propagation. That means the result after a propagation is uniquely determined by
the BE which fails in the beginning. For each state in the MA, we consider all possible
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BE failures and create corresponding transitions for each such failure. The successor
state for a transition is then given by the state after propagating the failure of this BE.
Following this approach yields the Markov automaton for a DFT.

Definition 5.4 (Markov automaton for DFT) Let # be a DFT.
The Markov automaton for DFT F is given by Mg = (S, so, Act, <>, -->, AP, L) with:  Markov  auto-

maton for DFT
S C {state(r) | r € Traces},

so = state(PropDep(¢)),
Act = {v € PDEP#},

<—C S X Act X Distr(S) is defined according to the rule:

v € PDEP, state(r), = O° state(7),(y), = Fo(@n state(7) 5(y), = 07 (@)

state(7) < U

with distribution u given by

p(state(PropDep(T fo‘(v)z)))

p
p(state(PropDep(r @,))) =1 —

p
-->C S X R, X S is defined according to the rule:

v € SE state(r), = OY —NextDep(r)

A
state(r) --> state(PropDep(r f,))
with
1= AL ifv € Active(r)
/1; otherwise,

and

NextDep(r) = Jv € PDEP : state(r), = O” A state(r) 5(,), = Fo(@n

A state(7) = Q@)

a ()2
AP = {Failed, | v € F} U {Failed},

{Failed} if state(r) top = Ftop

L(state(r)) = {Failed, | state(r), = F°} U )
0 otherwise
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We start the state-space generation in the initial state sy resulting from the first
propagation PropDep(¢). This propagation ensures that all SPAREs have claimed their
primary child and activation of the elements was performed. From there on, we explore
successor states in two ways: by failure forwarding of dependencies or SE failures.

1. Dependencies: If a dependency can fire in a state, we first consider this depend-
ency. A dependency can fire if NextDep(7) is true, i.e. there is an operational de-
pendency (state(r), = O) whose trigger is failed (state(7) 5(,), = Fo(@)1) but the
dependent child is still operational (state(7) ;(,), = 7)) For each dependency
v which can fire, we add a probabilistic transition with an action corresponding
to the dependency. The transition goes from the current state state(r) to state s’
where the dependent element o(v); has failed, i.e. s’ = state(PropDep(7 f5(»),)).
If the considered dependency is an FDEP, the probability distribution y goes to s’
with probability 1. Otherwise—for a PDEP,—the probability to go to s’ is p and
with probability 1 — p we go to a successor state s’ where the dependent element
is not failed, i.e. s” = state(PropDep(r @,)). If multiple dependencies can fire
in state state(r), we introduce multiple actions which yield non-determinism.

2. SE failures: If no dependency can fire, we consider all possible SE failures. Each
SE v which is operational introduces a Markovian transition according to its active
or passive failure rate which goes to successor state s’ = state(PropDep(7 f,)).

o(v

Lastly, we label each state state(r) with those DFT elements which are failed in this
state. We introduce a special atomic proposition Failed to indicate the failure of the
TLE. Note that it often suffices to restrict the labelling to Failed as failures of the other
DFT elements are not relevant.

Example 5.3 (MA for DFT) We continue with Example 5.1 and again consider
the DFT ¥ restated in Figure 5.4a. The corresponding MA Mg is (partially)
depicted in Figure 5.4b.

We start with the initial state s, where all elements are operational. The initial
state corresponds to the trace

70 ="TrTp 1s Te TR TrTa T5 ¢l Tc,

i.e. sp = state(ry). In 59, no dependency can fire and we therefore consider all SE
failures. There are three SEs which can fail: A, B and C. D cannot fail, because it
is a cold BE. The failure of A yields the successor state s; which is reached with a
Markovian transition and rate A2 = 5. The failures of B and C yield states s, and
s3, respectively.

We consider state s; in detail. The state corresponds to trace

1, = 7o g @ @p.
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=5 AB =7 =4 =61)=0

(a) Example DFT ¥ (restated from Figure 5.2 on page 183)

o4 0f o€ oP oFf
%°\oP cI$ of of OF
— 4

5 —
“ > 7))

=a

FA OB OC OD C;}; OA FB OC OD OE OA OB FC OD OE
S“<0P IS o of oR> S2:<Fs” IS o of oR> S3:<0P I, of of 0R>

7(B),” “4(©) F 5047 TdB), 6D
7/10 3/10
OA FB FC OD OE OA FB OC OD OE
S4:<FS” cI3, of FF 0R> 55:<FS" s of FF 0R>
5(4),/ T~6(D) 51 6
FA FB FC OD FE OA FB FC FD OE
56:<FS” CI3, of FF 0R> S7Z<FS” FS FT FF FR>
T
6 (D) ! S(AN,
FA FB FC FD FE )
{Ssi<FS1J FS T FF OR {Failed}
(b) MA Mg

Figure 5.4: Example for state-space generation
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In state s, = state(z,), PAND P is fail-safe and also B, the trigger of PDEP ; F, is
failed. That means, we first consider this dependency before handling SE failures.
The dependency introduces a new outgoing probabilistic transition from s, with
action F. With probability 0.7 the PDEP, ; successfully forwards the failure and
yields state s, where the dependent child C is failed. This corresponds to trace

S
74 = 13 fe el Tp.

With probability 0.3 the failure forwarding of PDEP, 7 F is not successful and C
stays operational. This yields state s; where only F is marked as failed to indicate
that the PDEP, ; was already evaluated. Marking the dependency as failed is
important, because otherwise the successor state would be s; again. We would
obtain a self-loop and the coin-flip could be performed until it is successful.

We continue with state s, where both B and C are failed and SPARE S has claimed
its spare child D. That means, either A or D can fail in this state. The failure of D
yields state s7. It is important to notice here that SPARE S is failed in s; but A is
not. As a result, SEQ R is violated and this is indicated by setting R to failed. State
s7 is therefore invalid as it corresponds to the invalid trace

T7 = T4 fD fS fT eR-
The other successor state s is valid and corresponds to trace
7 = 74 £4 fr @p @R.

From there, only SE D can fail and yields state ss where all elements—except P
and R—are failed. The corresponding trace is

78 = T fD fs fT QR.

In particular, the TLE T is failed in ss and we therefore label this state with Failed.

Each state in the MA is created from its predecessor by letting one BE fail—either
on its own or through a dependency—and propagating this failure. We can see this for
example in the complete trace for state sg of Example 5.3:

75 =17 Tp s TE TR Tr Ta 15 cI2 Tc 5 @5 @p fc 1) Tp fa fr @p @r fp fs fr @k .
—_————~ S —

So S2 S4 S6 S8

Each state in the MA can therefore be uniquely identified by the corresponding se-
quence of BE failures. In the following, we will often use a more compact representation
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by restricting the traces to the BE failures. For trace 73, the compact trace would be:
Té = fB fc fA f[).

Note that this trace exactly corresponds to the sequence of transitions required to
reach state sg in Figure 5.4b. Comparing 73 and 75, we can also see that instead of
creating 22 individual states for each evaluation step, we only need five states: one for
the initialization and four for the subsequent BE failures.

5.2.2.1 Properties of resulting MA

We give some properties of the resulting MA M for an arbitrary DFT ¥ .

First of all, the state-space generation terminates.

| Lemma 5.2 Let ¥ be a DFT. The MA M according to Definition 5.4 is finite.

Proof (sketch). We have seen that each state s in Mg corresponds to a compact
trace 7’ consisting only of BE failures. The number of BEs in ¥ is finite. Thus, the
number of BE traces is finite and the number of states is also finite. [ ]

The resulting MA contains no loops.

| Lemma 5.3 (MA for DFT is acyclic) Let ¥ be a DFT. The MA M is acyclic.

Proof. Let ks =|{v € ¥ | s, = 0%} | be the number of operational elements in state

A
s € M. For each Markovian transition s --> s” in Mg, we have ks > kg, because
at least the SE corresponding to the failure rate A has failed. For each probabilistic

transition s & u and successor state s” with u(s’) > 0, we also have ks > kg,
because at least the corresponding PDEP F, is set to failed F°. Therefore, for all
transitions in the MA, the number of operational elements in a successor state is
strictly smaller than the number in the original state. Thus, no cycles are possible,
because otherwise the number of operational elements would not decrease. [

Corollary 5.4 (MA for DFT contains no Zeno behaviour) The MA Mg for a
DFT ¥ contains no Zeno behaviour.

Proof. This directly follows from Lemma 5.2 and Lemma 5.3. [ ]

Last, the state space of the MA can in principle be very large. The number of states
is in the order of n"™ where n = |BE#| is the number of BEs [ADHO03].

| Lemma 5.5 (Size of MA for DFT) Let M4 be the MA for DFT ¥ . The state-space
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size of M is in the worst case factorial in the number of BEs and PDEPs of 7:
S| < (IBE#| +2 - [PDEP# + 1),
where n! is the factorial of n.

Proof (sketch). The state space of M is generated by considering all possible traces
of BE failures and PDEP evaluations. The bound follows from the fact that there
are n! different permutations on n elements. The complete complexity estimation is
given in Appendix C.2.1 on page 354. u

5.2.2.2 Handling of SEQ

One way to reduce the state space a little bit is by better handling of SEQs. As an
example, consider state s; from Example 5.3. This state is invalid, because SEQ R is
violated here—indicated by FX. Invalid states correspond to invalid traces and therefore
should not be part of the resulting state space. We therefore remove invalid states and
as a result, also do not need to explore such states further.

We adapt the rules for the transitions in Definition 5.4 accordingly.

Definition 5.5 (Adapted transition rules for SEQ) Let ¥ be a DFT.
We extend the rule for probabilistic transitions as follows:

Vr € SEQg : state(PropDep(z fy(5),)), = O"

state(r) < J7;
We extend the rule for Markovian transitions similarly:

Vr € SEQg : state(PropDep(z f,)) = O"

state(r) 4 state(PropDep(7 f,))

We also need to extend the relation NextDep(7) to account for the fact that failure
forwarding in dependencies might be enabled but is prohibited by SEQs:

NextDep(r) = Jv € PDEP : ... A Vr € SEQg : state(PropDep(r f(,(v)z))r =0".

Example 5.4 (Adapted MA for SEQ) We consider the MA from Example 5.3
depicted in Figure 5.4b. With the adapted transition rules for SEQ, state s; is never
created. The premise of the transition rule is violated, because state(z;)z = FX.
Additionally, state s3 has no outgoing Markovian transition with rate 6. BE D is
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not allowed to fail in s3 as SEQ R would be violated.

5.2.2.3 Non-determinism in FDEPs

Our state-space generation approach of Storm localises all non-determinism in the
handling of dependencies. Non-determinism only occurs in the MA if failure forward-
ing is possible in multiple dependencies at the same time. In particular, spare races
cannot occur, because they are always resolved beforehand by the choice which PDEP
triggers first. As stated before in Section 4.4.3, only one SPARE is claiming at all times
in Storm (cf. [Jun15, Theorem 4.30]).

Example 5.5 (MA for DFT) We consider the example DFT #; in Figure 5.5a
which was already presented in Section 4.4.3. The DFT models a possible spare
race due to the failure of X which triggers both A and B through dependencies F;
and F,, respectively. The corresponding MA is depicted in Figure 5.5b.

The initial state of the MA is state s, where X is already failed. From there on,
both FDEPs F; and F, can be triggered. This is encoded in the MA by having two
outgoing non-deterministic choices with actions F; and F,, respectively. If for
example FDEP F; triggers first, we go to state s; where SPARE S; has claimed the
spare child C. From there on, FDEP F, is considered next and we end up in state
s3. In state s3, SPARE S, has no available child for claiming and therefore fails. As
a result, the top-level PAND Z becomes fail-safe. In contrast, taking FDEP F; first
in state s leads to states sz, s4 and sq, subsequently. In state sq, the TLE Z is failed.
Note that the possible spare race between S; and S; over which SPARE claims
the spare child C is resolved by moving this choice already to the FDEPs. Taking
either F; or F, therefore determines which SPARE claims first.

5.3 Measures

We perform fault tree analysis using standard model checking techniques [BKO08;
CHVB18]. If the resulting model contains non-determinism, we obtain a Markov auto-
maton which is analysed by probabilistic model checking [GHHK" 14]. If the resulting
model is deterministic, we built a CTMC instead. CTMCs allow to use more efficient
model checking techniques tailored to this model type [BHHK03; BHHH"13]. Develop-
ing model-checking algorithms for continuous-time models and implementing them
for maximal performance are an active field of research [BHHK15; BHH19; HHHK" 19;
BHKK"21]. We therefore do not go into the details of how the model checking is
performed. We provide a model -MA or CTMC—and a property—the measure to
compute—as input and the algorithm automatically computes the corresponding result.
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(a) Example DFT ¥ (restated from Figure 4.17 on page 165)
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(b) MA My,

Figure 5.5: Example for non-determinism in MA
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5.3.1 Common measures

We use continuous stochastic logic (CSL) (cf. Section 2.3.1) to formalise the measures
we are interested in for our DFT analysis.

Labels | We mainly use the label Failed to identify states where the TLE has failed, i.e.
the complete DFT has failed. The corresponding state formula is ® = Failed. It is also
possible to identify states where certain component failures have or have not occurred.
This can for example be used to distinguish states where the primary component A of
a SPARE has failed, but the spare component S is still operational. We identify such
states with the state formula ® = Faileds A —Faileds.

Measures | In DFT analysis, we are mostly interested in two measures: the reliability
of a system and the mean-time-to-failure (MTTF).

Definition 5.6 (Reliability) The unreliability of DFT element v within ¢ time units
is described by the CSL property:

Unreliability! = P(¢=7 Failed,).
The reliability is given as the opposite of the unreliability:
Reliability! = 1 — Unreliability’.

Definition 5.7 (Mean-time-to-failure (MTTF)) Mean-time-to-failure (MTTF) of
DFT element v is described by the CSL property:

MTTF, = ET(¢ Failed,) = /

t>0

. P(o“’” Failedz,) dt.

We omit the subscript v to denote the TLE top, e.g. Unreliability’ = Unreliabilityiop.

If the resulting model is an MA, we compute minimal and maximal values for the
measures. In the presence of non-deterministic behaviour, we are often interested
in the worst-case behaviour. For unreliability, we therefore compute the maximal
unreliability and similarly, we compute the minimal MTTF.

Both measures can be extended to arbitrary state formulas instead of Failed,.
Moreover, we usually compute these measures starting from initial state sy where all
components are operational. It is also possible to compute both measures from states
where some components have already failed.

In general, using model checking offers great flexibility regarding fault tree ana-
lysis. We can check every property expressible in CSL without any modifications
in the analysis algorithms. Further examples of more complex measures are given

unreliability

reliability

mean-time-to-
failure (MTTF)
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in Section 8.4.1.

5.3.2 Criticality of components

Common measure of interest for static fault trees are importance measures for com-
ponents, i.e. ‘how much impact has the failure of a component on the overall system
reliability?’ [DR01; TB17]. Probably the most used importance measure is the import-
ance index by Birnbaum [Bir68].

Definition 5.8 (Birnbaum importance index) The Birnbaum importance index
for DFT element v in DFT F at time ¢ is given as

. aUnreIiabilityiop
“ dUnreliability!

The importance index describes the change in the overall system unreliability when
changing the component unreliability. A high index—close to one—characterises
highly critical components whereas a value near zero indicates that a failure of the
corresponding component very rarely leads to a decrease in the system reliability.

For Markov models, an approximative computation of I’ is possible [OD03].

Definition 5.9 (Approximation of Birnbaum importance index) The Birn-
baum importance index can be approximated by

~ P (0=’ (Failed A Failed,))  P(0=' (Failed A —Failed,))

o =X P(0<* Failed,) P(0=! —Failed,) ’

where the factor
Unreliability’

X= """
Unreliability,,
determines the fraction of the unreliability of element v in the system and in isolation

viso- The computation in isolation removes all restrictors, dependencies and parents
of v and can therefore lead to a different result than the computation in the system.

5.4 Optimisations

We already have all necessary ingredients to perform fault tree analysis. However, the
state space of the generated MAs can explode very fast, because we need to consider
all possible ftraces. Even medium sized DFTs with 20 BEs® can already lead to an MA

3e.g. the multiprocessor computing system (MCS) [MPBV*06] in variant mcs/cmt2_1_2_dp_x.dft
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Figure 5.6: Overview of complete workflow for DFT analysis

with over 10 million states. The runtime of the analysis algorithms heavily depends
on the number of states in the resulting MA. Thus, it is crucial to keep the resulting
state space as small as possible. We therefore need to significantly improve the naive
approach in order to allow the analysis of larger DFTs.

In the following, we present several optimisations which are crucial for an efficient
state-space generation. While the size of the MA can still be factorial in the number of
BEs in the worst-case (cf. Lemma 5.5), our optimisations drastically reduce the resulting
state space in practice. The analysis of DFTs is speeded up several orders of magnitude
by employing the following optimisations. These improvements further allow to tackle
DFTs which are otherwise not feasible. The actual performance improvements in
practice will be evaluated in detail in Section 7.2.3.

Workflow with optimisations | We adapt the original workflow depicted in Fig-
ure 5.1 and incorporate several optimisations. The adapted workflow is depicted
in Figure 5.6. During state-space generation we exploit several properties of the DFT.
First, we ignore the failure of elements which become irrelevant during the exploration,
i.e. we don’t care about them any more. The details will be given in Section 5.4.1. We
also exploit symmetries present in the DFT by applying symmetry reduction. The
corresponding details will be given in Section 5.4.2. Depending on the given measure,
we can split the DFT into several modules and analyse them independently, cf. Sec-
tion 5.4.3. Additionally, we apply static analysis for dependencies to check whether the
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non-determinism stemming from these dependencies is spurious. We can resolve spuri-
ous non-determinism by fixing an order for the choices, cf. Section 5.4.4. Lastly, we
simplify DFTs before the state-space generation by rewriting them in a preprocessing
step, cf. Section 5.4.5.

Stop exploration | A simple optimisation is to stop exploration as soon as the TLE
is failed. A state where the TLE is failed is called a failed state. Similarly, if the TLE
is fail-safe in a state, we call it a fail-safe state. The common measures presented
in Section 5.3.1 only consider path formulas until reaching a failed state. That means,
the behaviour after reaching a failed state is irrelevant in our analysis. During state-
space generation, we therefore do not further explore failed or fail-safe states. This
can already reduce the state space quite significantly. Additionally, we also do not
generate invalid states, cf. Section 5.2.2.2.

5.4.1 Don’t Care

Our first optimisation is the introduction of another state for each DFT element o:
don’t care (DC), denoted by —“. An element is DC if its exact status—operational, failed
or fail-safe—is irrelevant for our analysis purposes.

One example for the benefit of using don’t cares is an OR-gate with multiple children.
If one of the children fails, the OR-gate fails as well and its failure is propagated upwards.
At this point, the failure of any of the other operational children does not change
the state of the OR-gate any more—because it already failed. Thus, we ‘don’t care’
about these other children any more, because their failure does not change anything.
All these children are set to DC and we also do not investigate their failures, i.e. the
corresponding transitions are not added to the MA. Note that elements can only be
set to DC if their failure indeed does not change anything in the complete DFT. For
example, elements with multiple parents can only be DC if all of their parents are
either failed or fail-safe.

A second effect of using DC is the possible merge of several MA states. We again
explain this advantage on the example of the OR-gate. If the OR-gate fails, we set all
children—including the child which just failed—to DC. That way, all children have the
same status. As a result, the failure of any of the children leads to the same state: the
OR-gate is failed and all children are DC. Previously, we would have had one state for
the failure of each child. The failure of the first child would lead to a state where only
this child and the OR are failed and all other children are operational. In contrast, the
failure of the last child would lead to a different state where the last child and the OR
are failed. However, in both states all future behaviour would be the same, because
the only relevant information is that the OR-gate has failed. By using don’t cares we
can therefore merge states with the same future behaviour into one unique state. This
again can drastically reduce the state space.
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We formalise the requirements for a don’t care element in the following.

Definition 5.10 (Don’t care element) A DFT element v # top is don’t care after
trace 7 in a DFT 7, i.e. state(7), = -, if the following conditions hold:

« Forv € ¥ \ (BE# U SPARE# U PDEP# U SEQg):

Yo' € p(v) : state(r), # O°.

» For v € SPARE#:

Vo' € p(v) : state(r),, # O°
AVY' € o(v) : (state(r), # OY V p(v”) N SPARE# = {0v}).

« Forv € BE#

Yo' € p(v) : (state(r), # O° V (0" € PDEPF A v = a(v'),)).

« Forov € PDEP#:
state(7) 5 (y), # 0@,

« Forov € SEQ#:
Vo' € o(v) : state(r), # O°.

In general, a DFT element is don’t care if all its parents are not operational any
more, ie. they are either failed, fail-safe or don’t care. For SPAREs, additionally,
issues with claiming of shared spares have to be prevented. A SPARE whose failure is
irrelevant might still influence the overall behaviour by claiming a shared spare later
on—which is then unavailable for other SPAREs. Thus, a SPARE can only be set to DC
if all its operational children are not shared. Dependencies and restrictors also need
special consideration for don’t cares. If a dependent element of a dependency is not
operational any more, triggering it will not lead to any change. Thus, the corresponding
dependency can be set to DC in this case. Moreover, a dependent element—which
can only be a BE—can become DC even though its corresponding dependency is still
operational. If a dependent element is DC it does not matter whether it fails later,
even if it is triggered by a PDEP. Lastly, a SEQ is don’t care if all its children are
not operational any more. In this case, its failure restriction was already successfully
checked for all children before.

Don’t cares are already supported by Definition 5.4 on page 187 without any modi-
fication. If an element v is don’t care in a state s, the outgoing transition corresponding
to the failure of v is not created. Note that this does not change the analysis results,
but yields a smaller state space.

don’t care
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We show the correctness of using don’t cares in the following. We restrict ourselves
to CTMCs here and use the notion of weak bisimulation [BK08; BKHWO05]. We do
not consider Markov automata as several different notions of weak bisimulation exist,
cf. [Tim13; EHZ10]. As the non-determinism occurs only in very restricted instances
for DFTs, the results should easily translate to MAs as well.

Theorem 5.6 (Correctness of DC) Let # be a DFT (without dependencies), C#
be the corresponding CTMC and CQC be the CTMC when using DC.

Then C# and C;L).C yield the same results for all measures w.r.t. the TLE, e.g. unre-
liability or MTTF. In fact, C# and C(?C satisfy the same CSL properties (without
the ‘next’ operator) when only using the label Failed.

Proof. We show that the CTMCs C# and Cgc are weakly bisimilar. As weak bisim-
ulation coincides with equivalence for CSL (without ‘next’ operator) [BKHWO05],
both CTMCs satisfy the same CSL properties w.r.t. to the label Failed of the TLE.
It remains to show that both CTMCs are indeed weakly bisimilar. Follow-
ing [BKHWO5, Definition 30], states s, s’ € S are weakly bisimilar according to
equivalence relation R C S X S, denoted (s,s’) € R if it holds:

1. L(s) = L(s") and

2. for each equivalence class D in S/R with s ¢ D it holds:

Z rate(s, $) = Z rate(s’, 3).

seD $eD

Let statePC (1) be the state obtained from state(r) by applying don’t cares. Let
R= {(state(r), state(z’) | statePC(7) = stateDC(r’))} be an equivalence relation
on C¢ which merges states which are equivalent according to DC.

We show that R is a weak bisimulation. Obviously, state?(z) top = state(7),, for
all traces 7, because the TLE is never DC. As Failed corresponding to top is the only
labelling, it holds:

L(state(r)) = L(stateP€ (1)) = L(state“(¢")) = L(state(r)),

and the first condition holds.

Let f4 be an arbitrary SE failure which can happen in state(), i.e. state(z) , = O*.
If statePC (1) , = O4, then also state(r’) = O” and A can also fail in state(z’). That
means the rate for A is present in both states. If however, stateDC(T) A= -4 then
A might already be failed in state(z’). In this case however, the failure of A in
state(7) cannot make a difference—otherwise it would not be DC—and therefore
statePC (7 f) = statePC (7). Thus, (state(z, f4), state(r)) € R. The successor state
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Figure 5.7: Example for Don’t Care in state-space generation

state(7 f4) is therefore in the same equivalence class as state(r) and not considered
in the second condition for the weak bisimulation. Thus, the second condition holds
as well and R is a weak bisimulation. The CTMC Cgc is the weak bisimulation
quotient of Cg. [ ]

Example 5.6 (Don’t Care propagation) We show the benefit of using don’t
cares for the example DFT 73 in Figure 5.7a.

First, we consider the failure of A, i.e. ftrace f4. The resulting state—without
application of don’t cares—is as follows:

state(fy) = (F*, 0B, 0, F”, 0F, OF, OT).

BE A can be marked don’t care, because its only parent D is already failed. The
resulting state is

state(fy)” = (-*, 08, 0C, FP, 0F, OF, OT).

Next, we consider the failure of B in the initial state, i.e. ftrace fz. The resulting
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state—without don’t cares—is as follows:
state(fz) = (04, F?, 0, FP, 0, OF, O7).

Again, BE A can be marked don’t care, because its only parent D is already failed.
Note that A is don’t care even though it has not failed itself. That also means we
do not need to consider the failure of A for successor states. BE B cannot be don’t
care yet, because it has a second parent E which is still operational. The state with

don’t cares is:
state(f)” = (-, F2, 0C, FP, oF, OF, O7).

Lastly, we consider the failure of C in the initial state, i.e. ftrace fc, which yields:
state(fz) = (04, OB, F¢, 0P, Fs”, OF, O7).

Here, PAND P has become fail-safe. As a result, its first child D can be set to don’t
care, because the PAND can never fail. BE A can again be set to DC as well and
the resulting state is:

state(fe)’ = (-4, 0B, F€, P, Fs”, OF, OT).

Using don’t cares we obtain the complete state space Mg; as depicted in Figure 5.7b.
The MA consists of only 5 states and 8 transitions. In contrast, the state space
without don’t cares is twice as large and has 11 states and 16 transitions.

Related work | Using some sort of don’t care is a very natural idea for state-space
reduction and was already used in other works.

Our definition of don’t care is nearly identical to the trimming employed for Boolean-
logic driven Markov decision processes (BDMPs) [BB03]. BDMPs are an extension of
static fault trees and for example also support PAND-gates and a trigger which activates
passive components—similar to activation in SPAREs. BDMPs employ a mechanism
called trimming which ignores the failure of trimmed components—much like our
don’t cares. An element can be trimmed, if all its parents are failed and it has no
outgoing trigger to an operational element [BB03, Section 4.2.3]. The definition of
trimming is therefore very similar to our Definition 5.10. The main difference is that
trimming does not handle fail-safe states—which could also be trimmed. Additionally,
our approach also handles PDEP and SEQ, which are not present in BDMPs.

Yevkin presented an elimination of irrelevant states [Yev16] which conforms to our
don’t cares. The approach however only works for children of OR- and PAND-gates
and is not generalised to all DFT elements.
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5.4.2 Symmetries

Safety-critical systems most often contain redundancies. In the corresponding DFTs this
manifests as identical—or at least very similar—subtrees. Our next optimisation exploits
these identical structures during state-space generation by performing symmetry
reduction [CEJS98] within the DFT.

Example 5.7 (Symmetries in DFT) We use the DFT %, in Figure 5.8 as an ex-
ample. BEs A; and A} are symmetric. They are both under the same AND-gate
and because the gate is static, their ordering does not matter. Furthermore, both
BEs have the same failure rate. Both BEs are therefore isomorphic.

The complete subtrees for PANDs P; and P; are also symmetric. The first child C;
of P; is symmetric to the first child C, of P, and similarly, B; is symmetric to B,.

We give the formal definition for symmetric DFT elements.

Definition 5.11 (Symmetries in DFT) Let # be a DFT and s1,s; € . Let S; =
subtree(¥, s1) and S, = subtree(¥, s;) be subtrees in ¥ with top elements s; and
sz, respectively.

The subtrees S; and S; are symmetric subtrees if there is a bijective function symy! :
Vs, — Vs, from the elements of S; to S, such that the following holds:

1

-symmetric
subtrees
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1. Both top elements are symmetric and share the same static parent(s):
symgl (s1) = sz A p(s1) = p(sz) C StaticGatesy.
Additionally, for symmetrico € S; and v’ € Sy, i.e. symié (v) = ¢’, it must hold:
2. Symmetric elements have the same type:
Type(v) = Type(v').
3. Symmetric SEs have equal failure rates:
0,0' € SEexp = AQ =23 AA) =27

4. Children of symmetric static gates are symmetric themselves or are the same:

0,0’ € StaticGatesq = Vo € o(0) : 30’ € 0(0') : (sym;; 6)=0' Vo= v) .
5. Children of symmetric dynamic gates are symmetric themselves—or the

same—and must respect the ordering:

lo(v)]
0,0" € DynamicGates; = /\ (sym;(a(v)i) =0o(0"); Vo(v); = a(v')i) )

i=1
6. Parents of symmetric elements are symmetric themselves or are the same:
Vo € p(o) : 30" € p(o) : (sym;(a) 5 Vo= v) .

Note that for VOT the equality of the threshold k for symmetric gates is ensured
because k is part of the gate type Type(v). Similarly, equality of probability p for
PDEP, is ensured through the gate type as well.

. . Lo . -1
We denote the inverse function of the symmetric bijection with symg? = (symg])

Example 5.8 (Symmetry relation) The DFT %, of Example 5.7 contains three
symmetries:

1. The subtrees of A; and A} are symmetric:

symg,i (A;) = Al
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2. The subtrees of A; and A} are symmetric:

symﬁz (Az) = A

3. The subtrees of P; and P, are symmetric:

stg (Py) = Py, symg (B1) = By, symg(cl) =C,,
symp (A1) = Az symp(A}) = Ay,

Az ; ; Ay Py,
The symmetry sym 4, can be inferred from the symmetries sym Al and sym Py

symﬁz (A) = A A symg (A)) = Ay A symg (A]) = A, = sym(Ay) = A,.

During state-space generation we exploit the symmetries. In a state of the MA, we
can swap the status of all DFT elements in a subtree with their symmetric counterpart.

Definition 5.12 (Symmetric state) Let ¥ be a DFT and let S; and S, be symmetric
subtrees of F with top elements s; and s;, respectively. Let 7 € Traces be a trace in

F.

The symmetric state of state(r) is obtained by swapping the status of symmetric  -symmetric state
elements:

state(7), ifo ¢S US,,
symg, (state(r),) = state(f)symzé(v) ifoes,
state(r)symsz(u) ifoes,.
S1

For DFT element o, let v’ be its symmetric element, i.e. o’ = symg! (v). The swapped

status s,y = state(r)symsl (0) for status s, = state(7), is defined as follows:
s2

F if sy = F°,
oY if s, = O,

sy = 1 FSY if s, = FS,
= if s, = -9,
ClY,), ifse=Clo, .

The status of symmetric elements can be swapped. For example, if the original
element v is operational and the symmetric element ¢’ is failed, swapping the status
makes o failed and o” operational. For SPAREs, if the i-th child is claimed, swapping
lets the symmetric SPARE claims its i-th child.

5
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Example 5.9 (Symmetric state) We continue with DFT % from Example 5.7.
The initial state is given by

so = state(e) = (041, 04, 0P, 0%, 0", 042, 042, 0P, 0%, 0™z, OT).
Failure of BE A; yields the state

s1 = state(fa,) = (FA,0%, 08, 0%, 0, 0%, 042, 0Pz, 0%, 02, OT).
Failure of BE A; yields a different state

s = state(fs,) = (O, 04,081, 0%, 0P, F2, 042, 0Bz, 0%, OF:, OT).

However, because of the symmetries symg (Az) = Ay, we can swap the status of

both subtrees and also obtain state s;. Thus, symg (s7) = s1 and the ftraces f4, and
fa, yield symmetric states.

Similarly, the following state is obtained after ftrace fp, fa, fa; fa;:

s = state(f, £, £, £a;) = (O, F44, FP, 0%, FS", F4, F4, 0P, F, OF: FsT).
Using the same symmetries as before, we obtain the symmetric state

S; = state(fB2 fA1 fA; fA;) — <FA1, FA;: OBI, FCZ, OPI, OAZ, FA;’ FBZ, OCZ, FSIQ, FST>

We can also exploit the symmetries between A; and A’, and obtain

Sé/ — state(fgz fA1 fA; fAz) — <FA1, FA;, OBI, FCZ, OPI, FAz, OA;, FBZ, OCZ, FSI}“, FS[>

During state-space generation, we can merge symmetric states and therefore reduce
the resulting state space. Note that don’t cares and symmetries complement each other
and using both optimisations leads to even further state-space reductions. The DFT
of Example 5.9 for example yields 11 states when using both symmetries and don’t
cares compared to 26 states when only using don’t cares.

One crucial advantage of our definition of symmetries is that symmetric subtrees
can ‘overlap’. Symmetric elements can have the same children or parents and do not
need to be completely independent. One example are shared spares which are children
of multiple SPAREs. Our approach exploits the symmetric structure often present in
redundancies modelled by SPAREs even though the SPAREs are still connected by
shared spares. As a result, we allow for more and larger symmetries in DFTs which in
turn yield smaller state spaces.
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(a) Example DFT %5
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Figure 5.9: Example for symmetries with shared spares
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Example 5.10 (Symmetries in shared spares) We depict DFT #5 with shared
spares in Figure 5.9a. Both SPAREs S; and S, are symmetric:

Symﬁi(Sl) =5 sym§; (A1) = A, sym§; (B1) = B,

Shared spare C is the third child of both S; and S;. Therefore the conditions
of Definition 5.11 hold, because both symmetric elements have the same child.
The (partial) state space of the resulting MA M is given in Figure 5.9b. From the
initial state sy, the failure of A; leads to state s; with failure rate 2. Similarly, the
failure of the symmetric BE A, first leads to state

si = state(fa,) = (O™, 0%, 0%, CI} F*2, 0%, CI32, OT).

Applying the symmetries swaps status Ot and F*2. Additionally, the status of the
SPARE gates is also swapped: CIS1 and CIS2 are switched to CIS1 and Clsz Note
that swasppmg changes the clalmed child for ‘both SPARES. The resultmg state is sq,
ie. sym 1(sl) = s; which is already present. The Markovian transition from s, to
sp is therefore extended with the failure rate 2 of BE A, and in total has a rate of 4.
The complete MA has 14 states which is significantly less than the 23 states without
symmetry reduction.

Related work | Symmetry reduction is a common technique in model checking
to alleviate the state-space explosion problem [CEJS98]. Symmetries have also been
(partially) exploited for DFTs already. DFTCalc for example recognizes identical in-
dependent subtrees in the DFT and builds the corresponding I/O-IMC only once and
reuses this result [BCS10].

The approach in [BC04] is closest to our symmetry reduction. They extend DFTs
with a replicator event which is used to compactly represent identical subtrees and
can also handle shared spares. This compact representation is used in their underlying
model, stochastic well-formed nets (SWNs). The symmetry inherent in the replicator
event is exploited during analysis. ‘[TThe analysis is based on the translation into a
SWN that exploits the high level of symmetry [...] by directly generating the CTMC in
alumped form. [BC04] The authors provide an example analysis of a highly redundant
system (based on [ZZDS01]) which yields a state-space size of 35 states [BC04]. Our
approach yields a state-space size of 10 states for the same DFT and therefore further
improves on existing state-space reduction techniques.

In model checking, state-space reduction techniques can be applied after the model
is built to minimise models. One such technique is bisimulation minimisation [BK08].
Applying bisimulation on the MA also exploits—among others—the symmetric struc-
tures present in the model. However, this minimisation can only be performed after
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the model has been generated. It therefore only helps in reducing the time required for
computing the measures but not the time for initially building the model. In contrast,
our symmetry reduction is applied during state-space generation and therefore avoids
building a larger (intermediate) state space.

5.4.3 Modularisation

Modularisation is a commonly used technique in fault tree analysis [GD97; AS98; BC04].
The idea is to analyse independent parts of the DFT separately and combine these
results into the final result. These independent parts of a DFT are often called modules.
To avoid confusion with the spare module, we refer to them as independent subtrees in
the following.

Definition 5.13 (Independent subtree) Let  be a DFT and v € ¥ be a DFT
element. A child o’ € o(v) of v is the top element of an independent subtree of v if
subtreeExtended (7, v’) is a real subtree, cf. Definition 2.14 on page 24.

If the subtree for element v’ is a real subtree, v’ is the root of this subtree. That
means, there can be no shared element with subtrees of the other children of parent v.
We call an independent subtree a dynamic subtree if it contains at least one dynamic
gate. Otherwise, it is a static subtree.

Example 5.11 (Independent subtrees) We consider DFT ¥ in Figure 5.10. TLE
T has two independent subtrees: U and X. This can also be easily seen in the
visualisation, because both subtrees (indicated by the boxes) do not overlap. OR U
does not have independent subtrees, because the extended subtrees of K and L are
the same due to their common child M. In other words, both subtrees ‘overlap’.

Independent subtrees can be computed in linear time [DR96]. Assume we need to
compute a probability property such as the unreliability P(0=" Failedy,) for a com-
plete DFT with static TLE top. Instead of analysing the complete DFT, we calcu-
late the result for each independent subtree with top element o(top); separately, i.e.
P(OS’ Failedg(mp)i). We combine the sub-results and calculate the overall result:

« If top is an AND, we compute:

lo(top) |
P(0=! Failed) = 1_[ P (0= Failedy(1op); )-

i=1

-independent sub-
tree
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Figure 5.10: Example DFT ¢

« If top is an OR, we compute:

o (top)
P(0% Failed) =1~ [ | (1-P(0*' Faileds(up),)) -

i=1

As we only need to generate the state spaces for the smaller subtrees—and not the
complete MA—the analysis time significantly decreases. This approach can also be
applied recursively, if independent (static) subtrees again contain further subtrees.

Example 5.12 (Indepedent subtrees) We continue with Example 5.11 and com-

pute the reliability of the DFT within 1 time unit. We compute the unreliability
for both subtrees:

Unreliability;, = 0.398, Unreliability}, = 0.972.
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The overall probability is the product of both sub-results:
Unreliability' = 0.398 - 0.972 = 0.387.

For both subtrees we generate MAs with 11 states and 7 states, respectively. This
is a significantly smaller state space than the 71 states without modularisation.

Note that modularisation is not easily applicable to an expected-time property, be-
cause expectations would need to be combined in this case. One possible approach is
to use the algorithm of [BH02] which computes the mean value of the maximum of
phase-type distributed random variables, i.e. the MTTF for an AND-gate. Instead, we
use an adapted version of modularisation for MTTF.

Adapted modularisation for expected-time properties | We assume in the fol-
lowing, that the DFT does not exhibit non-determinism and the resulting model is a
CTMC. The idea of adapted modularisation is that we generate the state space for both
subtrees in parallel and combine them in the end. We first generate the CTMCs for
each independent subtree. Then, our procedure uses a dedicated algorithm to create
the parallel construction of the CTMCs, which is given by the Cartesian product. If
the TLE top is an AND, we label a state in the Cartesian product with Failed if this
state has the labels Failed 1), for each subtree. For an OR, we label a state if the
label Faileds (1op), of at least one subtree is present. Note that the construction of the
Cartesian product does not need to create outgoing transitions for Failed states as we
stop exploration there.

This algorithm can be improved by first reducing the single CTMCs by means of
bisimulation minimisation [BK08; BHHK03] and applying the composition afterwards—
akin to [HK00]. The algorithm can be executed recursively as well which further
improves the state-space generation for subtrees. For isomorphic subtrees, the CTMCs
are amenable to a form of symmetry reduction called counting abstraction [GS92]: it
saves how many subtrees are in the same CTMC state.

In most cases, adapted modularisation provides only small improvements on the
runtime of DFT analysis, because we still need to generate a quite large state space in
the end. In contrast, if modularisation is applicable—i.e. we have a probability property
and independent subtrees—it can decrease the analysis time by orders of magnitude. A
thorough evaluation is provided in Section 7.2.3.

Related work | Most other works [GD97; BC04], simply replace each dynamic in-
dependent subtree with a BE whose failure probability corresponds to the failure
probability of the subtree. The resulting tree is then a static fault tree which can be
analysed with standard techniques for SFT analysis [RS15], for example with binary
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decision diagrams (BDDs) [Rau93]. Recently, [KASP*20] presented a recursive modu-
larisation where independent static subtrees are evaluated via an algebraic approach.
Dynamic subtrees following an exponential distribution are converted into Petri nets
in a translation which is very similar to our work in Chapter 3. Subtrees with other
types of distributions are solved via Monte Carlo simulation.

The adapted modularisation is similar to the underlying approach of DFTCalc [BCS10].
While DFTCalc applies parallel composition for each two DFT elements, we restrict
ourselves to composition of complete subtrees. That way, we exploit the independence
of the subtrees and profit from fast (direct) state-space generation for each subtree.

5.4.4 Static analysis for dependencies

In probabilistic model checking, the analysis of Markov automata is more complex and
therefore more time-consuming than the analysis of CTMCs [HHHK"19; BHKK"21].
This is in particular true for time-bounded properties such as reliability. The culprit
for the computational effort is the presence of non-determinism in MAs. It is there-
fore desirable to obtain a CTMC instead of an MA after the translation from a DFT.
In our setting, the source of non-determinism is located in the handling of PDEPs.
Whenever multiple PDEPs can fire simultaneously, we obtain a non-deterministic
choice, cf. Section 5.2.2.3.

In some instances, we are able to remove PDEPs and replace them by OR-gates,
cf. Section 4.1.2. In all other instances, we can apply a pre-processing step to check
whether non-deterministic behaviour is actually possible. For example, in case of static
gates, the order in which children fail is irrelevant. That means, if multiple PDEPs are
triggered simultaneously, the order in which they forward the failure to children of
static gates is irrelevant. On the other hand, if a dependent event of an PDEP is child
of a priority gate or a SPARE, the order of failure forwarding is crucial, because it can
decide between failed and fail-safe, or lead to different resolutions of spare races.

We perform a static analysis on the DFT to determine which dependencies are in
conflict, i.e. the order in which they fire eventually leads to different states in the DFT.
PDEPs which are not in conflict can fire in a fixed order during state-space generation.
As a result, we get only one choice in a state—the next PDEP according to the fixed
order—instead of all possible choices.

Example 5.13 (Conflicts for dependencies) We give an exemplary depiction
of FDEP conflicts for DFT 7 in Figure 5.11. The FDEPs F; and Fy are in conflict,
because they both trigger a child of a SPARE. Thus, they both trigger a spare race
between S; and S, and we need to examine both possible orders for F; and F;.

In contrast, FDEPs F; and F; are not in conflict as they both trigger BEs which are
in a static subtree. Thus, we fix an order and always evaluate F; before F,.
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Figure 5.11: Example DFT %7

Eliminating spurious non-determinism | The static analysis is conservative and
might mark PDEPs as being in conflict even though they are actually not. Thus, the
resulting state space might still contain spurious non-determinism. However, we
remove such non-determinism by applying a state elimination approach inspired
by [Daw04]. We explain the idea by means of an example.

Example 5.14 (State elimination for non-determinism) We depict the state
elimination for non-determinism in Figure 5.12. We start with the MA M in Fig-
ure 5.12a. All three states s;, s3 and s4 have only one outgoing choice. We can
therefore eliminate each state by directly routing each ingoing transition to the
successor states of this state. For example, state s; has one ingoing transition from
s; with action F; and probability 1. The outgoing transition with action F, goes to
state s5 with probability 3/4 and to state sg with probability /4. We eliminate state
s; by adding a direct transition from s; with action F; to state s5 with probability
1-1/4 and to state s¢ with probability 1-3/4. Similarly, states s3 and s4 are eliminated
as well. The resulting MA M, is depicted in Figure 5.12b.

In M;, we have two possible actions F; and F,. However, both actions have
identical outcomes. Thus, we merge them into one action. Next, we eliminate the
remaining state s;—which now has one outgoing transition. The probabilities of
the outgoing probabilistic transition are multiplied with the rate of the ingoing
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(b) MA My, after eliminating sz, s3 and s4 (c) CTMC (s after eliminating s;

Figure 5.12: State elimination for non-determinism

Markovian transition. From state sy we reach state s5 with rate 4 - 3/4 and we reach
state s5 with rate 4 - 1/4. The resulting CTMC C; is depicted in Figure 5.12c. Note
that we obtain a CTMC, because all non-determinism was eliminated.

Note that eliminating states needs careful handling of the labels. Depending on the
property, labels of the eliminated states might either be removed as well or be added
to the successor or predecessor states.

Using state elimination, we remove certain non-deterministic actions and simplify
the resulting state space. If all non-determinism is spurious, we obtain a CTMC after
state elimination. As a result, we can apply more efficient model-checking algorithms.

Related work | Our static analysis of dependency conflicts is related to confluence
reduction for MAs [TPS13]. Confluent transitions connect bisimilar states and are
always prioritised over the other outgoing transitions. Confluence reduction therefore
fixes certain actions and thus, reduces the resulting state space. Our approach as well
as confluence reduction are related to partial-order reduction for non-probabilistic
systems [BK08].
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(a) Original DFT 7-'1R (b) DFT (FZR after rewrite step (c) Final DFT TZ’R

Figure 5.13: Example application of rewrite rules

5.4.5 Rewriting

The last optimisation is applied even before the state-space generation takes place. A
DFT can be simplified before the analysis by transforming the underlying graph of the
DFT according to rewrite rules [Jun15; JGKR*17]. We explain the approach by means
of an example.

Example 5.15 (Application of rewrite rules) The simplification of a DFT by re-
writing is depicted in Figure 5.13. We start with the original DFT %X in Figure 5.13a.
The highlighted part of the DFT matches the structure of one of the rewrite rules.
The corresponding rule handles subsumption of OR-gates by AND-gates [JGKR*17,
Rewrite rule 8]. In the given case, the first input C is the only relevant input to
AND A, because the failure of C also renders the second input—OR-gate B—failed.
We apply the rewrite rule by replacing the matched part with the result of the
rewrite rule. The resulting DFT F,} is depicted in Figure 5.13b. In X, the second
input of the AND-gate is removed as it is irrelevant.

Following this approach, we apply other rewrite rules which eliminate static
gates with single inputs—AND-gate A—and elements which have no connection
to the TLE—OR-gate B. The final DFT 7} is given in Figure 5.13c. Obviously, the
resulting DFT is structurally simpler than the original one and also contains two
less elements.
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M= B= AC =2+ A

(a) Original DFT ﬂR (b) Final DFT ?'SR

Figure 5.14: Merging of BEs

Junges developed 29 rewrite rules for simplification of DFTs [Jun15]. The rewrite
rules handle a broad spectrum of DFT structures:
« structural identities, e.g. commutativity of static gates, removal of gates with a
single successor or no predecessor, or left-flattening of gates,
« standard axioms from Boolean algebra, e.g. subsumption of OR by AND,
« handling of constant elements CONST+ and CONST,
« special cases for VOTy-gate, e.g. translating VOT; and VOT,, into OR and AND,
respectively,
» handling of PANDs, e.g. flattening or simplifying conflicting PANDs,
« handling of FDEPs, e.g. translation into OR or removal of superfluous FDEPs,
« non-structural rules, e.g. removing BEs with no path to the TLE or merging BEs.
We shortly present the merging of BEs as this is one of the most used rewrite rules
and yields significantly simpler DFTs.

Merging BEs | In our analysis, we are mostly interested in the reliability or MTTF of
the TLE. Similar to don’t care, it is for example irrelevant which BE under a OR-gate
has failed. We can therefore simplify a DFT by merging multiple BEs into a single
BE. An example is given in Figure 5.14. The two BEs in Figure 5.14a have exponential
failure distributions with rates A; and A,, respectively. The failure distribution of an
OR-gate is the minimum over its inputs and therefore it is exponentially distributed as
well. Thus, we can replace both BEs be a single BE C in Figure 5.14b. This new BE C
has a failure rate which is the sum of the original failure rates, i.e. Aac = A1+ As.

Restrictions | Note that some of the rewrite rules can only be applied in certain
contexts, for example translating an FDEP into an OR, cf. Proposition 4.1 on page 140.
The definitions of the rewrite rules take these context restrictions into account.

Note also that the rewrite framework is not confluent. That means, the order in
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which rewrite rules are applied heavily influences the resulting DFT and in particular
the size of the DFT. A good heuristic is necessary to generate DFTs which are as small
as possible [JGKR"17].

Experimental evaluation | Simplifying the DFT beforehand can significantly im-
prove the scalability of the analysis approach. The experimental evaluation presented
in [JGKR*17] indicates that rewriting heavily improves the performance of the DFT
analysis. For example, originally 68% of the 183 DFT examples in [JGKR"17] were
solved within 2 hours. After simplification through rewriting, 95% of the DFTs could
be analysed. In addition, the total time needed for analysis was halved from 41 hours
to 18 hours. In conclusion, simplifying DFTs by rewriting allows to analyse DFT which
were out of reach before. Moreover, it leads to speed-ups and memory savings of up to
two orders of magnitude [JGKR*17].

Correctness | The correctness of the rewrite rules was first proven by hand in [Jun15].
We later formally verified the rewrite rules using higher-order-logic (HOL) theorem
proving [7]. The proofs are based on existing formalisations of DFTs [EAHT19] in
the HOL4 theorem prover [SN08]. Using HOL4 allowed us to construct rigorous,
mechanically checkable proofs for the correctness of the rewrite rules. Note that 7
rules handling FDEPs and SPAREs were not verified as these gates are not yet formalised
in HOL4. Additionally, the correctness of the rewrite rules depends on a bottom-up
evaluation order. This is not a problem though as Storm uses this evaluation order.

Summary | Rewriting is a helpful pre-processing step for DFT analysis. It allows
the users the greatest flexibility when creating DFTs without impacting the analysis
performance. In particular, no manual adaptation for better performance is necessary.
The rewriting step fully automatically translates the given DFT into a structure which
is best suited for analysis.
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=» DFT analysis is performed by translating a DFT into a corresponding Markov
automaton (MA).

=» States in the MA are given by the status—operational, failed, fail-safe—of
each DFT element and the claiming status of the SPAREs.

=¥ Successor states in the MA are created by letting a BE fail—either on its own
or through dependencies—and propagating this failure upwards in the DFT.

=» The decision which dependency forwards a failure first is encoded as a
non-deterministic choice in the MA.

=¥ Standard techniques from probabilistic model checking are employed to
analyse the resulting MA. Common measures such as reliability and mean-
time-to-failure (MTTF) as well as more intricate and complex measures are
directly supported by the existing model checking algorithms.

=» Several optimisation techniques are applied to reduce the state-space size
and allow for faster analysis.

=» Elements are marked as ‘don’t care’ in a state if their failure does not
influence the overall system anymore. Using don’t cares avoids exploring
irrelevant failures and can drastically reduce the state space.

=» Symmetry reduction exploits redundancies in DFTs. Symmetric subtrees
allow to consider the failure of a symmetric element instead of the original
element and thus, lump symmetric states during state-space generation.

=¥ State elimination is used to remove spurious non-determinism in the result-
ing state space.

=» DFT rewriting can greatly simplify the structure of the DFT before analysis.
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6 Partial State-Space Generation

In this chapter, we make the same assumptions as in Chapter 5. The DFT is
conventional. We use the inclusive variants PAND., POR< and SEQ., and
use binary PDEPs.

The state-space generation presented in Chapter 5 already provides a good approach
for DFT analysis. In particular, due to the optimisations detailed in Section 5.4, the
presented approach can analyse most example DFTs from the literature, cf. Section 7.2.
The analysis however becomes challenging for increasing numbers of BEs and if most
of the optimisations can not be applied, e.g. no symmetries and no independent subtrees
for modularisation are present. In these cases, the number of states which need to be
generated can be very large. This phenomenon is called state-space explosion and is
stated as ‘the’ problem of Markov-based analysis [BD05a; ZMFW09; XTD12; EHAT18;
RRBS19]. In fact, most other approaches motivate the need for new analysis methods,
because the ‘state space becomes too large for calculation with Markov models when
the number of gate inputs increases’ [RGRK*09].

We present an approach based on partial state-space generation which aims to
mitigate the state-space explosion. By building only the most relevant fragment of the
state space, we obtain a good approximation of the actual result. The iterative nature
of the refinement algorithms allows to approximate the exact value up to the desired
precision. Moreover, the user is in control of the trade-off between computation
time and precision of the result. The main advantage of this approach is that it
computes sound bounds, i.e. the exact result always lies within the computed over- and
under-approximation. This property is crucial in order to guarantee that the complete
behaviour of the system is correctly assessed. The sound bounds are in contrast to
other approximation methods that can give no formal guarantees about the closeness
of the result. For example, simulation [RGRK"09; RRBS19; BBMD*20] only yields
confidence intervals and the discretisation in Bayesian networks [BD05b; MPBV™*06]
also introduces inaccuracies. We argue that especially for safety-critical systems, hard
formal guarantees on the correctness of the computed results are essential.

This chapter is based on the publication ‘Fast Dynamic Fault Tree Analysis by Model
Checking Techniques’ [6].
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Figure 6.1: Overview of workflow for approximation in DFT analysis

6.1 Approximation in DFT analysis

The general idea of the approximation approach is depicted in Figure 6.1. We compute
for example the unreliability of the system. Starting from a DFT, we generate a partial
state space by stopping exploration at some point, i.e. no further BE failures are
considered. The partial state space is extended to an MA for the upper bound-on the
unreliability—by assuming that all omitted BEs have failed. Similarly, the MA for the
lower bound is obtained by assuming all unexplored BEs will never fail. We analyse
both MAs for the given CSL property and obtain two values: an upper bound u of the
unreliability for one MA and a lower bound [ for the other MA. The actual unreliability
value will always lie within the interval [I, u]. If the interval is already precise enough,
i.e. u — I < ¢ for some given precision ¢, we stop the approximation and output the
interval. If the interval is still too imprecise, we refine the state space by exploring
more states and start a new iteration.

The algorithm for the approximation is given in Algorithm 1. Depending on the
property to check—either unreliability or MTTF—we initialise the bounds differently
(Line 6). Then we perform the iterative approximation as long as the difference u — I
between the upper and lower bound is greater than the given error bound ¢ (Line 14).
In each iteration, we extend the existing state space S by further exploring states from
the queue Q (Line 9). Using the refined state space, we build the MAs for the upper
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Algorithm 1 Approximation algorithm

1: function ANALYSEAPPROXIMATION(DFT ¥, Property prop, Error bound ¢)

2 S0 > Initialise state space
3 so < INITSTATE(F) > Set initial state
4 Q « {so} > Initialise exploration queue
5: l<0

6 if prop is MTTF then u « oo > Initialise bounds
7 else u 1

8 repeat

9: S, Q « EXPLORESTATESPACE(S, Q) > (Partially) explore
10: lower « BUILDLOWER(S, Q, prop) > Build MAs
11 upper «— BUILDUPPER(S, Q, prop)
12: I « ANALYSE(lower, prop) > Analyse MAs
13: u < ANALYSE(upper, prop)
14: untilu -/ <e¢
15: return [/, u]

and lower bounds (Lines 10 to 11) and analyse both MAs by model checking (Lines 12
to 13) to obtain refined bounds.

We describe the key ingredients of the approximation algorithm in the following.
We start by describing the partial state-space generation in Section 6.1.1, then explain
the extension and analysis for both unreliability and MTTF in Section 6.1.2 and finally
present three exploration heuristics in Section 6.1.3.

6.1.1 Partial state-space generation

The algorithm for the partial state-space generation is given in Algorithm 2. The
function gets the current state space S and an exploration queue Q as input. The
algorithm iteratively explores states from the queue Q and adds the newly generated
states to S and Q. We stop exploration if either the exploration queue Q is empty—
and we have fully explored the state space—or the heuristic stops the exploration,
i.e. STOPEXPLORE(Q) is true, cf. Line 2. We denote all states which still need to be
explored—and are still in the queue Q—as skipped states in the following. The function
returns the partial state space S and the skipped states Q. The skipped states can be
used as input for a new iteration if required.

Note that we obtain the complete state space as presented in Section 5.2.2 if the
heuristic never stops the exploration, i.e. STOPEXPLORE(Q) always returns false.
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Algorithm 2 Partial state-space generation

1: function EXPLORESTATESPACE(S, Q)

2 while Q # 0 A =StorPExPLORE(Q) do

3 s « ror(Q) > Get next state from queue
4 for b € BE# where b can fail in s do

5: s’ « PROPAGATE(s, b) > Get successor state
6 if s’ is invalid then continue

7 if s’ ¢ S then

8 S—SuU{s} > Add new state
9: if s is not failed then
10: Q«—QU{s}

11: return S, Q

Example 6.1 (Partial state space) We use the DFT ¥ in Figure 6.2 as a running
example. The partial state space for # after one iteration is depicted in Figure 6.3.
The skipped states are indicated by grey background colour whereas failed states
are indicated by red colour. The iteration only explores the initial state s, and adds
three new states s;, s, and s3. State s, can already be recognised as failed and is
therefore not marked as skipped.

6.1.2 Computing approximation

From the partial state space, we generate MAs for the lower and upper bound. Depend-
ing on the property—unreliability or MTTF—slightly different MAs are constructed.

6.1.2.1 Extended MA for unreliability

The lower bound on the unreliability corresponds to the best case in the DFT. We
model the best case by setting all skipped states to fail-safe and adding self-loops. As a
result, only the currently explored failed states will contribute to the unreliability. For
all skipped states, we assume that all future failures will never lead to system failure.
Obviously, further exploration of skipped states can only lead to worse results as we
might encounter failed states now.

The upper bound on the unreliability correspond to the worst case. We model the
worst case by setting all skipped states to failed. Further exploration of skipped states
can only lead to better results in this case, because we might encounter states which
are not yet failed.
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Figure 6.2: Example DFT ¥ for approximation

Example 6.2 (Extended MA for unreliability) We extend the partial state
space of Figure 6.3 for an unreliability property. The resulting MAs for the lower
and upper bound are depicted in Figure 6.4.

6.1.2.2 Extended MA for MTTF

Unfortunately, we cannot use the same extended MAs for MTTF. The reason is that
for the lower bound, all skipped states are made absorbing. Thus, the expected time
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Figure 6.3: Partial state space for #
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Figure 6.4: Extended MAs for unreliability

to reach a failed state from a skipped state is not defined. We can only compute the
MTTF if all paths from the initial state eventually reach a failed state. That means the
given DFT must eventually fail.

Remark 6.1 (Assumption for MTTF approximation) We assume for the
MTTF approximation that the TLE always fails if all BEs failed—except those
that cannot fail due to SEQs.

This assumption is only a mild restriction as most realistic systems should exhibit
this property. We provide an approach to automatically and efficiently check this
assumption in Section 6.2.

The idea behind the extended MAs for MTTF are as for unreliability: we model the
worst-case and best-case scenarios in the DFT. Both cases depended on the BEs which
are still operational in a state.

Definition 6.1 (Operational BEs) Let state(r) be a state for DFT . The opera-
tional BEs for state(r) are given as

OperationalBEs(state(r)) = {v € BE# | state(r), = O°}.

Lower bound | The lower bound on the MTTF is given by the worst case behaviour
of the DFT. The worst case happens if the next failure of an operational BE leads
to complete system failure. This can be thought of as having an OR-gate over the
remaining operational BEs. We model this in our MA by adding a transition from each
skipped state to a unique failed state sp. The outgoing rate 4] _ for a skipped state s is
given by the sum of the failure rates of all operational BEs:

A= D A2,

low a
veOperationalBEs(s)
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Figure 6.5: MA for lower bound

Note that the rate A  can be refined by using the passive failure rate A} for inactive
elements v instead of the active rate. Furthermore, the rate of disabled elements—due
to a SEQ—can be ignored as their failure would always yield an invalid state. It is
important to note that skipped states should not have outgoing probabilistic transitions,
because otherwise the lower bound would not be sound any more. We therefore always
explore states where dependencies can trigger.

Example 6.3 (Lower bound MA for MTTF) We extend the partial state space
of Figure 6.3 for MTTF. The resulting MA for the lower bound is depicted in Fig-
ure 6.5. We consider for example skipped state s;. In state s;, three BEs are still
operational: A, C and D. The corresponding failure rate for skipped state s; is
therefore given by

B =228+ P =14444=0.

low

Upper bound | The upper bound on the MTTF is given by the best case behaviour
of the DFT. In the best case, the DFT only fails after all remaining operational BEs
have failed—it must be failed then due to Remark 6.1. This can be thought of as having
an AND-gate over the remaining operational BEs. Unfortunately, the maximum of
exponential distributions is not an exponential distribution any more. One possible
approach therefore is to generate the complete state space corresponding to the AND-
gate. However, this construction is not practicable due to the large number of states,
cf. Lemma 5.5 on page 191. Instead, we add a transition from the skipped state to
the unique failed state where the transition rate is the reciprocal of the MTTF of the
AND-gate. In other words, we need to compute the expected time of the maximum
over the failure distributions of the operational BEs.
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Lemma 6.1 (Expected time of maximum of exponential distributions) Let
D be a set of exponential distributions and let A denote the multi-set!of rates of
distributions in D. We denote the multi-sets of A with cardinality i by

[A"'={BCA||B|=i}.

-maximum of ex- The expected time of the maximum of exponential distributions D is given by
onential distribu-
fions ' '
ﬁ > 5
E(max(D)) = E(max(A)) = » (-1)"*"- ( )
Be[A] ZAEB A
Proof (sketch). The proof is given in Appendix C.3.1 on page 355. [ ]

In the extended MA, we set the outgoing transition rate Ay, for a skipped state s as:

1
Aop = m, where A = {/1; |ve OperationaIBEs(s)} .

Note that we can refine the bound by using the active failure rate for elements which
are actively used.

In practice, computing the exact value for E(max(A)) is still expensive and we
therefore use an upper bound for faster computation. The goal is to find a good trade-
off between the computation time of the upper bound for E( max(A)) and the tightness
of the approximation. For example, truncating the sum by solely considering singleton
sets yields an easy to compute upper bound:

() < 3 )“l( ! ): L
(ma Zl Be%,.zma %a

Example 6.4 (Upper bound MA for MTTF) We again consider the partial
state space of Figure 6.3 . The extended MA for the upper bound is depicted
in Figure 6.6. We consider skipped state s; where the BEs A, C and D are still
operational. The corresponding expected time over the three corresponding failure
rates is given by

1 1 1 1 1 1 1 167
E(max({1,4,2})) ==+ -+ - - - - + -0
1 4 2 1+4 1+2 442 1+4+2 140

1A multi-set is similar to a set but allows multiple entries of the same element.
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Figure 6.6: MA for upper bound

The outgoing transition rate is therefore Ay}, = 120. Note that the approximation
which solely considers the singleton sets would give an expected time of % = %

which is considerably larger than the exact value.

6.1.3 Exploration heuristics

The quality of the approximation, i.e. how fast we obtain a good error bound for the
exact result, is mainly determined by the explored states. We employ an exploration
heuristic which has two tasks:
« determining the state exploration order, i.e. which state is taken next from the
queue Q in Algorithm 2 on page 222, and
« setting the stopping criteria for the exploration, cf. SToPExPLORE(Q) in Line 2 of
Algorithm 2 on page 222.
We present three exploration heuristics in the following.

Depth | The bounded depth heuristic explores states up to k consecutive BE failures
in iteration k. It is inspired by standards like the ISO 26262 [ISO26262] which requires
analysis for two-point failures. The approximation analysis can either stop after a
given depth and return sound bounds, or the approach increases the depth until a
satisfactory error bound is achieved.

Probability | The probability heuristic orders the unexplored states in decreasing
order by the probability to reach the state from the initial state. We therefore focus on
the most likely failures which carry the most probability mass. During exploration,
we continuously update the probability to reach a state if a new ingoing transition
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is added. We stop the current exploration if either the number of newly explored
states is sufficiently large or no state has a probability higher than a given threshold.
Afterwards, we perform the analysis and—if necessary—restart the exploration with a
smaller probability threshold.

Bound difference | The last heuristic bound difference incorporates the knowledge
about the previously computed bounds. As a side effect from the model checking,
we do not only obtain bounds for the initial state but in fact for each state. We can
therefore use the difference between the upper and lower bound for each state as a
guiding principle. The idea is that states with a large difference between the bounds
profit from further exploration as the bounds will get tighter. On the other hand, if a
state has already tight bounds, further exploration will not yield much improvement.
For each unexplored state s with bounds [/, u] and probability ps to reach this state,
we set the priority of this state to ps - (u — ). The exploration therefore focuses on
states which have a large bound difference but also a high probability to reach this
state. Note that the priorities of the states will be updated after each iteration, because
we obtain new bounds through the model checking.

6.1.4 Related work

In general, our approximation method is a form of abstraction refinement [CGL%4;
CGJL*00]. However, in addition to building an abstraction which over-approximates
the behaviour of a system, we also simultaneously construct an under-approximation.

The closest approach to our work is the approximation algorithm for DFTs presented
in [Yev16]. The approach basically coincides with our approximation of the unreliability
when using the depth heuristic. The approach in [Yev16] explores states up to a certain
number of consecutive failures. For each skipped state s, the probability of being in
this state is multiplied by a factor P; which captures the probability of reaching a failed
state from s. For Ps; = 0, the result is an under-approximation corresponding to our
lower bound and for Ps = 1, the result corresponds to our upper bound. To obtain
a better estimation, the factor Ps can be approximated by analysing an SFT for each
state s. This SFT is obtained from the original DFT by eliminating all BEs which are
failed in s, changing dynamic gates to AND-gates and considering repeated events as
not repeated. As SFT analysis is significantly faster than DFT analysis, the probability
can be quickly estimated. However, as already noted by Yevkin: ‘there is no guarantee
that the truncation method gives upper or lower bound estimation because of the
simplifications’ [Yev16]. In contrast, the main advantage of our method is that the
computed bounds are sound. It is worth mentioning that Yevkin also notes that ‘it
is enough to calculate the results for truncation orders T = 2 and T = 3’ [Yev16] in
order to obtain sufficiently accurate results, i.e. a depth of two or three consecutive BE
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failures is enough. Once again, our sound approach automatically decides whether the
current depth is accurate enough and otherwise explores more consecutive failures.

Approaches based on partial state-space exploration also exist for probabilistic
models such as CTMCs [Hav95], Markov decision processes (MDPs) [BCCF*14] and
continuous-time Markov decision processes (CTMDPs) [ABHK18]. All approaches
iteratively explore parts of the state state space. The first approach [Hav95] uses
different heuristics to choose which states to explore next, e.g. breadth-first search or
so called maximum “gravity”. The breadth-first search corresponds to our heuristic
depth. The latter two approaches [BCCF*14; ABHK18] use simulation to establish runs
in the Markov process. The partial state space is then formed by all states visited during
the simulation. The construction is therefore very similar to our approach using the
probability heuristic. In all three approaches, unexplored states are made absorbing.
Over- and under-approximations of the exact result can be computed by marking
these states as either goal states or not, While the existing approaches only support
computing the unreliability, we also provide dedicated handling for MTTF. Another
difference is that the latter two approaches analyse Markov processes and require
dedicated handling for strongly connected components (SCCs) which are absorbing,
i.e. can never be left. As the Markov automaton resulting from a DFT is acyclic, such
handling is not necessary in our approach.

6.2 SMT encoding of DFT

For the approximation of MTTF, we need to ensure that the TLE eventually fails,
cf. Remark 6.1 on page 224. A user might know from domain-specific knowledge that
this assumption holds. However, it is preferable to have an automatic check. In the
following, we present such a check which is based on a formal encoding of the DFT in
satisfiability modulo theories (SMT) [KS16b]. More precisely, we encode the DFT into a
fragment of linear integer arithmetic called difference logic [CAMNO04]. The encoding
can be efficiently checked for satisfiability using SMT solvers such as Z3 [MB08].

Idea of SMT encoding | The idea of the SMT encoding is to represent an ftrace by
the time of failure of each SE. Then the events resulting from the propagation after an
SE failure have the same time of failure as the SE. Each satisfying variable encoding in
our SMT encoding therefore represents a valid DFT trace.

Our SMT encoding of a DFT is similar to existing translations into temporal exten-
sions of Boolean algebra [Mer10; EAHT19]. However, instead of the concrete times of
failures, we only consider the order in which elements have failed.

Definition 6.2 (Variables in SMT encoding) Let ¥ be a DFT. For each element
v € ¥ we introduce a variable x, with domain dom(x,) = [0, |BE| + 1] € N,. For
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N
B

Figure 6.7: Example DFT ¥ for SMT encoding

each SPARE s € SPARE# and each of its children v € o(s) we introduce a variable
¢$ with domain dom(c}) = [0, |BE| + 1] € N,.

A value x, € [1,|BE|] means that DFT element v failed at the same time as the x,-th
BE. Value x, = 0 means that element v was initially failed and value x, = |[BE| + 1
encodes that element v never fails. Note that we extend the original encoding of [6]
and also allow x, = 0 to support CONST+. For claiming, the value ¢} indicates the
time point when SPARE s claims child v. As before, ¢ = |[BE| + 1 means that the child

is never claimed by s.
The SMT variables have a direct correspondence to the events in DFT traces.

Definition 6.3 (Variable assignment for DFT trace) Let ¥ be a DFT and let
-variable assign- e =1,...f, € FailsS’ET be an ftrace. The (partial) variable assignment VarAssign(z¢)
ment for z¢ is given by:
xy, =i for all v; € 7¢.

_ 50 1 n Storm
Lett=¢; . ful e €m, fo, ..., el ... em, € Traces (7¢) be a trace of 7.

The Variable a551gnment VarASSIgn(rf) for 7 is given by:

i ifdl<i<n:f,ee ...e,

Xy = '
¢ IBE| +1 otherwise

sl if31<i<n:cleel.. e,

“ |IBE|+1 otherwise.
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Example 6.5 (Variable assignment in SMT encoding) Let # be the DFT in
Figure 6.7 and let 7¢ = fp fc f4 be an ftrace. The order of failures in the ftrace are
represented by the following variable assignment VarAssign(z¢):

xB:L xc=2, xA:3

The trace for r¢is 7 = clfg s clg fc fs @1 £4 @r. This trace is represented by the
following variable assignment:

S _ _ S _
cg =0, xg =1, cc=1,

Xc =2, Xs = 2, x4 =3, xT = 4.

The remainder of the encoding describes the failure behaviour of each DFT gate,
very similar to the definitions in Chapter 3. We use n = |o(v)| to denote the number
of children of a gate.

Definition 6.4 (SMT encoding of DFT gates) DFT gates are encoded as follows:

AND : Xy, = max {xy | 0" € o(v)}
OR: Xy = min{xy | v’ € 0(v)}
PANDS . Xy = Xo(v)n if /\?:_11. Xo(v); < Xo(0)is1
IBE| +1 otherwise
POR< : — JXolon if \icp X5(0), = Xo(o);
B ¢ |BE| +1 otherwise
n-1
SEQS : /\xU(U)i = Xo(0)in

i=1

The VOT-gate can be encoded as a combination of AND and OR.

The encoding of the SPARE also needs to encode the claiming with variables cj.

Definition 6.5 (SMT encoding of SPARE) Let s € SPARE# be a SPARE. For a
child v of s we denote all other SPAREs which can claim v by

SPAREother? = (p(v) N SPARE#) \ {s}.
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The following constraints encode a SPARE:

Co(sy, =0 (6.1)
(s < Xa(s)y = Xs = Xg(s), (6.2)
n—1
/\ cnsr(s),- < Xo(s); ¢1'S+1 (xo(s)i) (6.3)
i=1

s _ . s

Co(s) = 1 if Xg(s); > T A /\s'eSPAREother;’(S“ Cos); ¢
yi () = (1) elseifi+1<n (6.4)

xg =1t otherwise.

Initially, the first child is claimed, cf. Equation (6.1). Equation (6.2) states that if the
last child o(s),, of a SPARE was claimed before it failed, the SPARE fails if this last
child fails. For all other children, Equation (6.3) states that if the child was claimed
before it failed, then the SPARE tries to claim the next child exactly at the time when
the currently claimed child fails. The helper function ¢; (¢) encodes that SPARE s tries
to claim the i-th child at time ¢. The definition is given in Equation (6.4). The first case
encodes that if the i-th child is not failed at time ¢ and it is also not claimed by any
other SPARE at this time, then it will be claimed (cf7 () = t). Otherwise, the SPARE
tries to claim the next child (7 , (t)). If there is no next child, the SPARE fails at this
time point (x5 = t).

g S’
Note that the condition /\S’ESP AREother”® Co(s);

compared to the original work [6, Equation (7)]. There, we required that the child is
never claimed by another SPARE, i.e. cf; () = IBE| + 1. This is not correct however?,

S
i+1

> t in Equation (6.4) is different

because it still allows the case where the child is not claimed yet, because it will be
claimed by another SPARE in the future. We fixed this issue by not allowing any
‘delayed’ claiming. As a side effect, exclusive claiming is now ensured, because a
SPARE can only claim a child, if it is available at time ¢. As a result, the following
constraint—which was present in [6, Equation (8)] and ensured exclusive claiming—is
not needed any more:

¢, <|BE|+1 = /\ ¢; =|BE[+1].
s€SPARE veo(s) s’ eSPAREother?

We can however still include the constraint for better performance of the SMT solver.
Similarly, we can explicitly add the constraint that children can only be claimed if they

2Thanks to Alexander Bork who found and fixed this issue.
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are operational:

/\ /\ (cf) <|BE|+1 = c;(s)i < xa(s)i)
S€SPARE veo(s)

This is also already implicitly encoded in Equation (6.4). Note also that the first child
can always be claimed (cf. Equation (6.1)), because it cannot be failed in the beginning,
cf. DFT Constraint 9 (No constant failed events in primary modules).

Activation of elements—which is necessary for cold BEs—can be encoded by intro-
ducing auxiliary variables «, with domain dom(«a,) = [0, |BE| + 1] € Ny. Variable «,
encodes the time point when element v is activated.

We encode the FDEP behaviour by distinguishing between Markovian failures—
where SEs fail on their own—and non-Markovian failures—triggered through an FDEP.

Definition 6.6 (SMT encoding of FDEP) Let f € FDEP# be a dependency. The
Boolean variables {M; | i € [0, |BE|]} encode whether the state visited after i steps
is Markovian. The following constraints must hold:

M, = /\ Xp <0 = /\ Xo(f), < i (6.5)
veF fEeFDEP#AT(f)1=0
-M; = \/ Xo(f), =1i+1 (6.6)
fEFDEPS
M = N\ (=it = \/ Xo(fy < i 6.7)
beSEs FEFDEPFAG(f)2=b
M, = /\ (xp=i+1 = bnotcoldini+1) (6.8)
bESErF

A state is Markovian iff all dependent events whose trigger have failed are also
failed, cf. Equation (6.5). In other words, all FDEPs which can trigger, have been
considered. In a non-Markovian state, the next SE which fails must be a dependent
event, cf. Equation (6.6). Moreover, a dependent event can only fail in a non-Markovian
state, if the corresponding trigger is already failed, cf. Equation (6.7). Note that in the
original encoding [6, Equation (10)], only Equation (6.7) is present but not Equation (6.5).
However, the latter constraint is necessary because otherwise the premise x; =i + 1
of Equation (6.7) could always be set to false. Finally, Equation (6.8) expresses that
for Markovian states, the failure rate of the next failing SE b must be positive—and b
cannot be in cold standby. Formally, we encode this using the activation variable a;.

Note that we do not support PDEP, in the SMT encoding. Supporting PDEP,,
requires to allow dependent events not to be triggered—because the coin-flip was
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unsuccessful. That means that in some non-Markovian states, no BE fails—but only the
PDEP,, is evaluated—and we obtain ‘gaps’ in our sequence of BE failures. Moreover,
we have to ensure that an unsuccessful PDEP does not trigger its dependent event
at a later time point. As PDEPs are rarely used in our examples, we omit them here.
Depending on the intended behaviour, one can either replace them by an FDEP in the
SMT encoding or remove them.

We have finally all ingredients to define the SMT encoding of a DFT.

Definition 6.7 (SMT encoding of DFT) Let ¥ be a DFT. The SMT encoding of
is given by formula ¢ which is the conjunction of the previous SMT constraints
for each DFT element v € F, cf. Definitions 6.4 to 6.6.

Theorem 6.2 (Correctness of DFT encoding) Let ¥ be a DFT and ¢ be the
corresponding SMT encoding. Then ¢# encodes the complete behaviour of the
DFT ¥ w.r.t. semantics Storm. More formally,

7 € Traces”™(F) <= VarAssign(r) is a satisfying assignment for ¢

Proof (sketch). The correctness of the constraints for each gate follows by con-
struction as explained before. Moreover, the constraints closely follow the failure
conditions of the gates as given in Chapter 3, cf. e.g. Definition 3.8 on page 75.

Following Theorem 5.1 on page 185 we know that the propagation in Storm always
yields a unique state. Thus, a variable assignment VarAssign(zy) for an ftrace z¢
always induces a unique variable assignment VarAssign(z) for the corresponding
trace T € Traces”™""(F). [ ]

It remains to encode the sequence of SE failures. In our setting, we are only interested
in maximal failure sequences. In other words, we want to find a sequence 7y € Failss’E
such that any extension of z¢ yields an invalid ftrace, i.e. either all SEs are already
failed or any additional SE failure violates a SEQ.

We use the Boolean variables {y, | v € SE#} to encode whether SE v is part of the
sequence 7. Further, we use formula ¢ to encode our desired behaviour, e.g. whether
the TLE should fail.

Definition 6.8 (Complete SMT encoding) Let # be a DFT and ¢« the corres-
ponding SMT encoding. Let i be a formula encoding the desired behaviour of the
DFT element(s). Then CIDZ/r is the complete SMT encoding for ¥ and ¢ given by the
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conjunction of the following constraints:

xp=0 (6.9)

beCONST+

/\ = [1<x <l A /\ Xp % Xp (6.10)
beSE# b ere\{b}

A gy = xp = |BE|+1] = ¢rAy (6.11)
bESE«f

N v = (i =lrl+1 = -p5) (6.12)
beBE#

First, we ensure that CONST fail in the beginning, cf. Equation (6.9). Equation (6.10)
ensures that 7¢ constitutes a totally ordered gap-less sequence. Note that the cardinality
|7¢| can be encoded by a linear arithmetic formula over the variables y,.. Equation (6.11)
ensures that if only the SEs in 7¢ fail—and all other SEs never fail—then the desired
behaviour ¢ occurs in the DFT encoded by ¢#. Finally, Equation (6.12) ensures that a
failure of one of the SEs not in 7¢ would always yield invalid behaviour.

Theorem 6.3 (Correctness of SMT encoding) Let & be a DFT and let
) & x1p = |BE| + 1 be the formula encoding that the TLE does not fail. Then

—@j holds for all assignments <= ¥ eventually fails for semantics Storm.

Proof (sketch). We prove the equivalent statement

<I>f; is satisfied for an assignment

&= F does not fail for a maximal trace 7 € Traces” """ (F).

We assume that ¥ does not fail for maximal trace 7, i.e. f;,, ¢ 7. With Theorem 6.2
and Definition 6.3 we then know that x;, = [BE| + 1. Thus, ¥ is satisfied and

therefore @Z is satisfied.

We assume that qu(}//t is satisfied for an assignment. From Theorem 6.2 and Defin-
ition 6.3 we know that this variable assignment corresponds to a trace 7 by con-
struction, i.e. the assignment is VarAssign(z). As dD‘//T is satisfied, ¥ is satisfied in

particular, i.e. x5 = |BE| + 1. That is also reflected in the corresponding trace 7, i.e.
fip ¢ 7, and the DFT does not fail for .
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SMT encoding for MTTF assumption | For our partial state-space generation, we
have to check whether there is an ftrace such that the TLE does not fail, i.e.

Y & x1p=|BE[+1.

If there exists a satisfying assignment for the variables such that all constraints of Defin-
ition 6.8 are satisfied, then the TLE does not fail in at least one sequence. As a result,
Remark 6.1 on page 224 is not correct and we cannot apply the approximation approach
for MTTF. We can use the satisfying variable assignments—which encodes the violating
sequence—to see whether this behaviour is indeed intended for the modelled system.
If however the constraints are unsatisfiable, then we can perform the approximation.
In our experiments, we used the SMT solver Z3 [MB08] and were able to automatic-
ally ensure that Remark 6.1 holds for all DFT examples considered in Section 7.2.

SMT encoding for better bounds | The SMT encoding allows for other applications
as well. One promising approach is to compute minimal and maximal ftraces. The
minimal ftrace has the fewest number of SE failures s.t. the DFT is failed:

ming = min {|z¢| | top € Failed(z¢)}.
Tr€Failsgy

The maximal ftrace has the largest number of SE failures s.t. the DFT is still not failed:

maxy = max {|z¢| | top ¢ Failed(z¢)}.
T EFailsg

We encode that the TLE fails after exactly i SEs have failed by setting ) &= x,p = i.
The minimal ftrace length ming is given by the minimal i such that the complete SMT
encoding is satisfied. The maximal ftrace length max# is given by the maximal i such
that the encoding with y &= x,, =i + 1 is satisfied.

We can use ming and max¢ to improve the extended MAs for MTTF, cf. Sec-
tion 6.1.2.2. In particular, we do not consider all operational SEs for the upper bound
but only max#+ 1 consecutive SE failures, because the TLE is always failed afterwards.

A further improvement would be to dynamically compute the bounds ming# and
maxg for each skipped state on the fly. We can encode each failed element v by
setting the corresponding SMT variable x,. Computing the bounds then yields tighter
approximations for each skipped state and therefore better bounds overall.

SMT encoding for dependency conflicts | Instead of performing a static analysis
to check for dependency conflicts, cf. Section 5.4.4, we can use the SMT encoding. We
check whether there a two dependencies f, f* € FDEP# whose dependent events can
be triggered in arbitrary order. In other words, the trigger of the first dependency fails



6.2 SMT encoding of DFT 237

before or simultaneous to the trigger of the second one, but the dependent event of
the first dependency fails after the trigger of the second one fails:

Xo(f) = Xo(f)1 NXa(f)y = Xo(f 0 N Xa(f)r < Xo(f)e N Xo(f ) < Xo(f),-

The last two terms ensure that the dependent events do not fail on their own before the
trigger events. If the constraint is unsatisfiable for two dependencies, they are not in
conflict and we can fix an order during state-space exploration instead of introducing
a non-deterministic choice.

SMT encoding for minimal cut sequences | The SMT encoding can also be used
to enumerate all failure sequences of a given length. This can for example be used to
compute all minimal cut sequences. Note though that minimal cut sequences are not
adequate for DFT analysis [JGKS16].
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=¥ Partial state-space generation allows for faster DFT analysis by only gener-
ating the most relevant parts of the state space.

=» From the partial state space, Markov automata for the lower and upper
bound (of the exact result) are created and analysed by model checking.

=» The approximation returns sound bounds for the exact result which can be
iteratively refined by exploring more states.

=¥ Different heuristics for state exploration can be employed such as only
exploring a limited number of consecutive failures or prioritisation by the
tightness of current bounds.

=» The behaviour of DFTs can be translated into an SMT encoding. The en-
coding is used in a pre-processing step to automatically check whether the
system eventually fails.

=» The SMT encoding also provides benefits in other context such as improving
the MTTF computation or finding dependency conflicts.
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7 Implementation and Evaluation

We make the same assumptions as in Chapters 5 and 6. The DFT is conventional
and we use the inclusive variants PAND., POR< and SEQ..

We implemented both the state-space generation of Chapter 5 and the approximation
approach of Chapter 6 in the probabilistic model checker STorm [2; 12]. We present the
details of our implementation and accompanying tools in the following. Afterwards,
we evaluate the implementation along with all optimisations on the DFT benchmark
collection FFORT [RBNS*19]. Moreover, we compare our implementation STORM-DFT
with the existing tools DFTCarc [ABBG*13] and DFTRES [BRS20], and show that
STORM-DFT is state-of-the-art for DFT analysis.

7.1 Implementation

7.1.1 Storm-dft

Our DFT analysis is implemented in the probabilistic model checker Storm! [2; 12].
STORM-DFT as part of STORM is open source, written in C++and available online?.
STorM comes with a command-line interface and runs natively on Linux and macOS,
but can also run on Windows via our Docker containers?’.

Storm | STorwMm is a modern, modular and efficient model checker for the analysis of
systems with inherent uncertainties, i.e. Markov chains or Markov decision processes in
both discrete-time and continuous-time variants. In particular, STorm supports CTMCs
and Markov automata. The modular architecture of STorm allows to exchange solvers—
e.g. for matrix-vector multiplications, solving linear equation systems, etc.—and thus,
offers great flexibility and the easy inclusion of state-of-the-art libraries. STOrM is
developed since 2012 and encompasses over 170 000 lines of C++ code by now. It has

lhttps://ww.stormchecker.org/
Zhttps://github.com/moves-rwth/storm/
3https://hub.docker.com/r/movesrwth/storm
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Figure 7.1: Architecture of STORM-DFT

reached maturity and is one of the leading probabilistic model checkers as indicated
by its performance in the QComp competition? [HHHK*19; BHKK*21].

We use STORM in our DFT analysis as back-end for the analysis of CTMCs and MAs
and take advantage of its efficient model checking algorithms as well as its broad
spectrum of features.

Architecture of STORM-DFT | STORM-DFT is implemented as a library and corres-
ponding binary (storm-dft) within STorm. The general architecture of STORM-DFT
is depicted in Figure 7.1. The main data structure is the DFT and its corresponding
DFT elements. Each DFT element implements functions which determine how failures,
don’t care and fail-safe are propagated. New elements can therefore be added without
much implementation effort.

STorRM-DFT takes a DFT in two input formats:

« the GaLiLo format® [SDC99] introduced by the tool of the same name, and
« our own JSON input format which offers greater flexibility and saves additional in-
formation such as positioning information—useful for graphical representations—
or the used variants of priority gates.
SToRM-DFT also provides an Exporter to generate the JSON format from a DFT.

The GSPN Builder generates a GSPN corresponding to the DFT according to the
translation in Chapter 3. The resulting GSPN can be exported and used in dedicated
GSPN analysis tools such as GREATSPN [ABBD*16]. STORM-DFT supports SMT Analysis
on the DFT as presented in Section 6.2. The resulting SMT formulas can be analysed

*https://qcomp.org/
See https://dftbenchmarks.utwente.nl/galileo.html for details
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by dedicated SMT solvers such as Z3 [MB08] which is already integrated into STORM.
We use the SMT analysis for example as a pre-processing step to determine which
dependencies have no conflict and can therefore be evaluated in a fixed order.

Before performing the actual analysis, we first have to ensure that the DFT is
supported. We use the Transformator to ensure that the resulting DFT contains a
unique CONST+ and only uses binary dependencies. Afterwards, we build the state
space for the DFT with the Explicit Builder. This builder iteratively calls the Next
State Generator to explore a new state for the state space. The Next State Generator
lets a BE fail and performs the necessary failure propagation to obtain a new state.
During this process, all enabled optimisations such as don’t care and symmetries are
applied. If the complete state space is explored—or a sufficient part when using the
approximation—an MA or CTMC is built—depending on whether non-determinism is
present in the model or not. If the resulting model is an MA but only contains spurious
non-determinism, we use the Eliminator to obtain a CTMC, cf. Section 5.4.4. Last,
we use STORM to apply Model Checking on the resulting model and user-provided
Property. The modular approach of STorM also means that all future improvements
within STORM are directly supported in STORM-DFT as well. The result of the analysis
is provided as Output—or a new iteration with the Explicit Builder is started in case of
the approximation.

Technical details | The complete implementation of STORM-DFT encompasses more
than 11 000 lines of code in C++. All approaches were implemented with a focus on fast
computations and the code is therefore heavily optimised—which unfortunately can
impact readability. One example for optimisation is the priority queue. The exploration
heuristics need to access the next state with the highest priority. However, existing
priority queues resulted in too much overhead due to constant resorting. Thus, we
implemented our own version of a priority queue based on buckets. As a result, the
number of states which can be processed per second increased quite heavily.

Another important point is the usability of STORM-DFT. One aspect for example
is that DFT elements can not be set to don’t care if they are relevant for the given
property, e.g. the property analyses elements other than the TLE. We automatically
extract the relevant elements from the given properties and exclude them from certain
optimisations.

Parametric rates | The complete implementation of STORM-DFT makes heavy use of
C++ templates. This allows to use different number types for the underlying rates and
probabilities. In most cases, we are computing with floating-point numbers. However,
STORM-DFT also allows to use symbolic parameters instead. That way, we can leave
open some rates which are possibly not known and determine the MTTF in terms
of these parameters. Another possibility is to set a given bound for the resulting



242 7 Implementation and Evaluation

== s =

Figure 7.2: Screenshot of DFT GUI

MTTF and synthesise failure rates which ensure this bound. Thus, we can determine
how reliable system components need to be in order to guarantee the given safety
thresholds. Parameters therefore allow new analysis techniques for the DFT and offer
new insights into a given system. We presented an analysis approach for parametric
DFTs in [1]. For more details on parameter synthesis in general we refer to [9].

7.1.2 DFT GUI

We also created a Web-GUI for DFTs which is available online®. A screenshot of
the GUI is given in Figure 7.2. The GUI is based on the JavaScript graph library
CyToscaPE.Js [FLHD*16] and provides an easy-to-use interface for creating DFTs via
drag-and-drop. Redundancies can easily be integrated by copying complete subtrees.
Further, the layout algorithms provided by CyToscaPE.Js and the possibility to (tempor-
arily) hide subtrees help retain an overview even for large DFTs. DFTs can be imported
and exported in our JSON format which can then be used as input for STORM-DFT.

7.1.3 Python bindings

STORM-DFT provides a clear workflow: the user inputs a DFT together with a list of
properties and STORM-DFT computes the desired results. However, in certain scenarios,
more flexibility is needed. Thus, we provide Python bindings for STORM-DFT in our

®https://moves-rwth.github.io/dft-gui/
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Python library STtormpy’. Using STormpY allows for rapid prototyping and easy
extension of the existing workflow to custom needs. We also developed a (prototypical)
Python library for DFT analysis based on STormPY. This library implements for example
most of the rewrite rules for simplification of DFTs, cf. Section 5.4.5. Additionally, it
implements the criticality computation of DFT elements, cf. Section 5.3.2. Lastly, the
library supports the export of DFTs into the GariLeo format and as TikZ pictures®.

7.2 Evaluation

7.2.1 Set-up

We evaluate our DFT analysis tool STORM-DFT on a broad range of DFTs from the
literature and compare with existing tools.

FFORT benchmarks | We use the FFORT benchmark collection’ [RBNS*19] for
evaluation. FFORT contains static, dynamic and also repairable fault trees. Each fault
tree from the literature can be present in several variants. Some DFTs have scaled-
up variants which were created for example by adding redundancies [JGKR"17]. We
already evaluated an earlier version of STORM-DFT on these scaled DFTs, cf. [1; 6].

We take all fault trees from FFORT except repairable DFTs, because they are not
the focus of this evaluation. In total, we have 22 different fault trees in 174 variants.
As properties, we compute both unreliability and MTTF. For unreliability, we use the
time bound(s) specified in FFORT and use a default time bound of 1 if none is given.
In total, we consider 369 benchmarks.

Configurations of STORM-DFT | We use different configurations of STORM-DFT

in order to asses the influence of the optimisations and approximation heuristics.
Concretely, we are using:

+ STORM-DFT (PLAIN): the baseline of the state-space generation approach without
any optimisations.

« STORM-DFT (DC): extends STORM-DFT (PLAIN) using don’t care, cf. Section 5.4.1.

« STORM-DFT (SYMRED): extends STORM-DFT (DC) additionally employing sym-

metry reduction, cf. Section 5.4.2. This is also the default configuration of STorRM-

DFT and STORM-DFT refers to STORM-DFT (SYMRED) in the following.

« STORM-DFT (MoOD): STORM-DFT (SYMRED) with modularisation, cf. Section 5.4.3.

Additionally, we are also evaluating the approximation approach based on partial

state-space generation, cf. Section 6.1. We are using STORM-DFT (SYMRED) as base,

"https://moves-rwth.github.io/stormpy/
81n fact, all DFTs within this work were designed using the DFT GUI and automatically exported to TikZ.
“https://dftbenchmarks.utwente.nl/ffort.php
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i.e. don’t care and symmetry reduction are also enabled for the approximation. If not
stated differently, we are using an error bound of ¢ = 10~* as termination criterion for
the approximation. We use the three exploration heuristics presented in Section 6.1.3:

« STORM-APPROX (DEPTH): STORM-DFT with the depth heuristic.

« STORM-APPROX (PROB): STORM-DFT with the probability heuristic.

+ STORM-APPROX (BOUND): STORM-DFT with the bound difference heuristic.

Existing tools | We compare with two existing tools: DFTCarc and DFTRES.

DFTCarc!® [ABBG*13] is also based on state-space generation, but employs a
compositional approach [BCS10]. DFTCaLc allows to use different libraries and tools
as back-end. We use DFTRES as back-end for DFTCALC in our evaluation as it allows
to compute exact values. Moreover, DFTCALC uses STORM as back-end for the model
checking. Note that in particular, we do not use CADP [GLMS13]. However, previous
work of us already compared DFTCaALc using CADP to STORM-DFT, cf. [1; 6] The
evaluation showed that STORM-DFT ‘is faster on all benchmarks, and only 11 out of
158 benchmarks could not be analyzed within an hour, whereas DFTCalc could not
solve 26 benchmarks’ [6].

DFTRES! [BRS20] is a rare-event simulator for DFTs, in particular for repairable
DFTs. Due to the simulation approach, DFTRES only provides results with a certain
confidence. We use a relative error of 107 in our evaluation. As both other tools are
single-threaded, we only use one thread for DFTRES as well. In principle, DFTRES
also supports parallelisation which would improve its performance.

Machine info | We run all configurations and tools on a Linux machine with Intel
Xeon Platinum 8160 processor with 2.1 GHz. We restrict each benchmark run to 16 GB
of memory, a time limit of 1h and 4 cores. Though all tools run single-threaded, we
allow multiple cores as DFTRES is implemented in Java which can use multiple cores.

Artefact | We provide an artefact'? with the tools, examples and log files. Additional
details on the benchmarks and the exact tool configurations are given in Appendix D.

7.2.2 Comparison with existing tools

We start by comparing our implementation STORM-DFT with the existing tools DFT-
Carc and DFTRES. We give the computation times of the different tools and different
configurations of STORM-DFT in Figure 7.3. The quantile plots depicts how many bench-
marks (on the x-axis) could each be solved within the given time (in log-scale on the

Ohttps://fmt.ewi.utwente.nl/tools/dftcalc/
Uhttps://github.com/utwente- fmt/DFTRES
2https://doi.org/10.5281/zenodo.7834056
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Figure 7.3: Comparison of computation times for all tools and configurations

y-axis). A point (x, y) in the plots means that the x fastest benchmarks could be solved
within at most y seconds each. Note that all lines end before the total number of 369
benchmarks, because not all benchmarks could be solved within the given limits.

Computation times | We first compare the default configuration of STORM-DFT (red
line)—corresponding to STORM-DFT (SYMRED)—to DFTCALc (blue) and DFTRES (green).
We clearly see that STORM-DFT outperforms both competitors. Due to the fast start-up
time of STORM-DFT, it can solve 164 benchmarks within 1s each whereas DFTCALc
only solves 11 benchmarks within 1s and DFTRES one. In fact, STORM-DFT solves
more benchmarks within 1 s than both DFTCALc and DFTRES in the time limit of 1 h.
The high number of quasi instantly solved benchmarks also indicates that at least a
third of the considered benchmarks are no challenge for STORM-DFT.

Comparing DFTCaLc and DFTRES, we see that DFTCaLc performs better for smaller
benchmarks whereas DFTRES performs better for larger benchmarks and overall solves
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Table 7.1: Number of solved benchmarks for different tools and configurations

Tool #Solved # TO # MO #n.s. #Err
STORM-DFT 280 26 43 14 6
DFTCaLc 124 2 191 0 52
DFTRES 150 144 16 11 48
STORM-DFT (PLAIN) 120 0 231 14 4
STORM-DFT (DC) 193 22 136 14 4
STORM-DFT (SYMRED) 280 26 43 14 6
STORM-DFT (MoOD) 243 4 0 87 35
STORM-APPROX (DEPTH) 282 45 14 14 4
STORM-APPROX (PROB) 304 38 6 14 7
STORM-APPROX (BOUND) 304 38 6 14 7

more benchmarks. This is most likely due to the simulation approach of DFTRES which
needs to compute a large number of simulation runs even for smaller examples. On the
other hand, simulation avoids building the complete state space which is an advantage
for larger DFTs. This can also be seen in the slope of the lines for the three tools. The
slope of DFTRES is not as steep as the one for DFTCaLc and also slightly less steep
than the one for STorM-DFT. Therefore, DFTRES will most likely perform better when
increasing the time limit—but will only provide estimates of the exact result.

Solved benchmarks | We give the exact numbers of solved benchmarks in Table 7.1.
For each tool, we give the number of solved benchmarks, the number of benchmarks
which timed out (TO) within 1 h, the number of benchmarks which ran out of memory
(MO) and required more than 16 GB, the number of benchmarks which are not suppor-
ted (n.s.) and the number of benchmarks which returned any kind of error (Err).

We see that STORM-DFT solved roughly more than twice as many benchmarks than
DFTCaLc and DFTRES. STORM-DFT could not solve 25 % of the 369 benchmarks, most
of them due to TO or MO. 14 benchmarks are not supported, because they violate DFT
Constraint 8 (Independence of modules).

DFTCALc could solve one third of the benchmarks. Most of the unsuccessful bench-
marks required too much memory. 52 benchmarks returned an error, but this could
also be due to non-supported features of DFTCaLc.

DFTRES could solve 40 % of the benchmarks. Most of the unsuccessful benchmarks
ran into a TO and a similar number of benchmarks as for DFTCaLc encountered an
error. This is not surprising as DFTCALc uses DFTRES as back-end.
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Detailed comparison of computation times | We give an in-depth comparison
between STORM-DFT and the other two tools in Figure 7.4. Each scatter plot depicts the
computation times both tools need for each benchmark. The time for STORM-DFT is
given on the x-axis (in log-scale), the time for the other tool is given on the y-axis (also
in log scale). Each point (x, y) therefore represents one benchmark that STORM-DFT
could solve in x seconds and the other tool in y seconds. For better comparison, we
added three diagonal lines. Every point above the straight diagonal line means that
STORM-DFT is faster than the other tool. Every point above the first dashed diagonal
line means that STORM-DFT is one order of magnitude faster than its competitor and
every point above the second diagonal lines represents a faster computation by two
orders of magnitude. We also indicate TO, MO and Err. Note that Err in this case
combines both n.s. and Err. Dots of the same colour and shape represent different
variants of the same fault tree model. Filled dots indicate the property unreliability
and empty dots indicate property MTTF. We distinguish between the six fault trees
with the most variants (FTPP, HECS, RC, SF, SMS and VGS) and all other faults trees.

Comparison with DFTCALc | We start by comparing STORM-DFT with DFTCALC in
Figure 7.4a. We see that nearly all DFTs could be analysed faster by STorM-DFT than by
DFTCaLc. In particular, a large number of benchmarks could be solved by SToRM-DFT
which ran into MO—or Err—for DFTCaLc. Interestingly, STORM-DFT required anything
from under a second up to one hour for the benchmarks which DFTCaLc could not
solve. This indicates that STORM-DFT benefits from the optimisations designed to
keep the state space as small as possible whereas DFTCALc runs into a MO. Note
that all benchmarks which DFTCALc could solve, also STORM-DFT solved. The only
exception are most of the FTPP benchmarks, which are not supported by STORM-DFT
due to violating DFT Constraint 8 (Independence of modules). In total, STORM-DFT is
at least one order of magnitude faster than DFTCALc for most benchmarks and in a
lot of instances even more than two orders of magnitude faster. These results are also
consistent with previous comparisons, cf. [1; 6].

Comparison with DFTRES | We compare STORM-DFT with DFTRES in Figure 7.4b.
Remember that DFTRES only provides estimates of the result with a relative error
of 10™* whereas STORM-DFT provides accurate results—up to floating point precision.
Even though STORM-DFT needs to generate the complete state space for a DFT, it is
significantly faster than DFTRES on nearly all benchmarks. The notable exception are
the fault trees for RC where DFTRES always needs roughly the same time—60 s to com-
pute MTTF and 10 min for unreliability—even for larger variants. On most instances
though, STORM-DFT is more than two orders of magnitude faster than DFTRES.

In summary, STORM-DFT is state-of-the-art for DFT analysis and performs signific-
antly better than its competitors.
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7.2.3 Optimisations

The good performance of STORM-DFT for DFT analysis stems from the use of several
optimisation techniques. We investigate the effect of each optimisation in the following.

7.2.3.1 No optimisations

We start by looking at STORM-DFT (PLAIN) which uses no optimisations. From Figure 7.3
on page 245, we see that this configuration of STORM-DFT is certainly the worst. But
even then, it is on par with DFTCaLc. From Table 7.1 on page 246, we see that STORM-
DFT (PLAIN) solves one third of the benchmarks while the rest almost exclusively run
into the memory limit. The state-space explosion problem is very visible here and
prevents analysis of larger DFTs.

7.2.3.2 Don’t care

The first optimisation we look at is the don’t care (DC) optimisation, cf. Section 5.4.1,
which is enabled in STorM-DFT (DC). Using DC boosts the performance of the DFT
analysis quite significantly, cf. Figure 7.3 on page 245. From Table 7.1 on page 246, we
see that 73 additional benchmarks can be analysed with DC compared to STORM-DFT
(pLAIN). In particular, the number of benchmarks which run into MO is nearly halved.

A detailed comparison between using and not using don’t cares is given in Figure 7.5.
As before, everything above the straight diagonal line indicates that STorm-DFT (DC)
performs better than STORM-DFT (PLAIN). We first look at the computation times of
both configurations in Figure 7.5a. For computation times under 1, no configuration
is clearly better. This stems from the fact that the propagation of DC through the DFT
while reducing the state-space size also adds additional overhead. However, for slightly
larger DFTs this overhead pays off. All DFTs which STORM-DFT (PLAIN) could solve
within the time limit are now solved within 10 s using DC. Additionally, a significant
portion of previously unsuccessful benchmarks can be solved as well.

The better performance is directly related to the smaller state space which STorRm-
DFT (DC) builds. This can be in Figure 7.5b where we compare the number of states of
the resulting Markov chains. Note that the state spaces for both properties unreliability
and MTTF are the same and thus, only the filled dots for unreliability are visible. As
expected, STORM-DFT (DC) never produces larger state spaces than STORM-DFT (PLAIN).
In fact, for a large portion of the benchmarks, using DC yields state spaces which are
more than two orders of magnitude smaller. The advantage of DC is clearly visible for
the SF benchmark. While STORM-DFT (PLAIN) yields Markov chains which increase by
one order of magnitude between the different variants, STorM-DFT (DC) yields nearly
identical state-space sizes of roughly 100 states.

In summary, using don’t cares is crucial to keep the state space small and thereby
also decrease computation time.
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7.2.3.3 Symmetry reduction

Next, we evaluate the influence of symmetry reduction, cf. Section 5.4.2, which is
enabled in STORM-DFT (SYMRED). Note that STORM-DFT (SYMRED) also uses don’t cares.

Exploiting symmetries again improves the performance of the DFT analysis com-
pared to the previous configuration. This is visible in Figure 7.3 on page 245 where
STORM-DFT represents STORM-DFT (SYMRED). Note in particular that the slope of the
graph for STORM-DFT is more flat than the one for STorm-pFT (DC). This indicates
that the symmetry reduction works well for more complex DFTs. From Table 7.1 on
page 246, we see that 87 benchmarks can be solved more using symmetries compared
to STorM-DFT (DC). In particular, the number of benchmarks which run into the
memory limit is reduced by two thirds. Note however, that the structure of the larger
benchmarks highly benefits STORM-DFT (SYMRED). Most larger variants are scaled up
by adding redundancies which are perfect for symmetry reduction.

A detailed evaluation of the symmetry reduction is presented in Figure 7.6. We
compare STORM-DFT (SYMRED) which exploits symmetries with STorm-DFT (DC). A
comparison of the computation times for both configurations is shown in Figure 7.6a.
For smaller DFTs with an analysis time under 10 s, the overhead introduced by comput-
ing the symmetries is greater than its benefit in some instances. However, for larger
DFTs, the computation time with symmetry reduction is always lower compared to
STorM-DFT (DC). In particular, the scaled variants of HECS, RC and SF can be solved
significantly faster—or even solved at all—when using symmetries.

The corresponding state-space sizes are depicted in Figure 7.6b. We see that for
growing state-space sizes, the benefit of symmetry reduction increases as well and can
lead to one order of magnitude fewer states. Also note that we are able to generate and
analyse state-space sizes of nearly 10 million states within the time limit of 1 h. Most
of the smaller benchmarks do not contain any symmetries which can be exploited.
However, this is not a problem, as most of them have 100 states or less anyway. Note
in particular that apart from a few instances, all ‘other’ benchmarks—which do not
belong to one of the six larger families of benchmarks—yield Markov chains with less
than 100 states. This indicates that the FFORT benchmark collection mostly contains
small DFTs—or at least DFTs resulting in small state spaces. Thus, it would certainly be
helpful for tool development if larger—industry-sized—DFTs would be added. To this
end, we present large DFTs resulting from two industrial case studies in Chapters 8
and 9.

In summary, exploiting symmetries—if present—leads to smaller state spaces and
brings DFTs into reach which could not be analysed before.
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7.2.3.4 Modularisation

Last, we look at modularisation, cf. Section 5.4.3, which is enabled in STORM-DFT (MOD).
Note that STORM-DFT (MoD) also uses both don’t cares and symmetry reduction.

As already stated in Section 5.4.3, modularisation works best for a probability property
as we only need to create the Markov automata for each independent subtree. For an
expected-time property in contrast, we still still have to build the complete state space
by constructing the Cartesian product of the independent subtrees. We can glimpse the
difference between the two types of properties in Figure 7.3 on page 245. For the first
220 benchmarks, STorM-DFT (MoD) performs best and analyses each of the benchmarks
within 1s at most. After that though, only a handful more of benchmarks are solved
and the performance in the end is worse than without modularisation, cf. STORM-DFT.

This can also be seen in the number of solved benchmarks as given in Table 7.1
on page 246. In contrast to STORM-DFT (SYMRED), 37 benchmarks less can be solved
while using modularisation. Interestingly, this is not due to TO or MO, but mostly
due to missing support. The issue here is that the Cartesian product is currently only
implemented for CTMCs but not for MAs. Moreover, bisimulation minimisation for
MAs with a sparse matrix representation is also not supported yet. For RC, most of
the 68 benchmarks result in MAs which can therefore not be analysed for MTTF. The
Err stem mostly from RC as well. While computing the unreliability, STorM itself
warns that the underlying model checking might produce inaccurate results due to
numerical issues. While the resulting values coincide with the results from the other
configurations, we still mark them as errors here, because without such comparison we
could not trust these values. Putting aside these two issues, we see that modularisation
solves all benchmarks except four. Thus, it is very promising to further extend the
support of modularisation—also for MAs.

We compare the configurations with and without modularisation in Figure 7.7. From
the timings in Figure 7.7a, we first see that only the RC benchmarks could not be
handled—as explained before. Apart from that, a large portion of the benchmarks
could be solved within 1s. We clearly see that modularisation is very fast—if applicable.
There are some examples—namely VGS—which do not have independent subtrees and
therefore do not profit from modularisation.

We depict the state-space sizes in Figure 7.7b. As modularisation produces multiple
DFTs, we give the maximum number of states over all subtrees for STORM-DFT (MoOD).
In the plot, the scaled variants of different DFT examples are clearly visible. For
HECS, RC and SF, most variants have the same maximal number of states when using
modularisation. For a large number of benchmarks, less than 100 states need to be
generated for each subtree. Even if larger state spaces need to be build, STORM-DFT
(Mob) requires one order of magnitude less states than STORM-DFT (SYMRED). From the
plot, we also see the different approaches for unreliability and MTTF. The unreliability
can be computed on each subtree and only small state spaces are generated. In contrast,
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the computation of MTTF still needs to create one large CTMC by building the Cartesian
product of all smaller CTMCs. Nevertheless, the resulting CTMC is often several times
smaller than the state space without modularisation, because we apply bisimulation
minimisation [BK08] on the smaller CTMCs before performing the composition.

In summary, modularisation—if applicable—requires only a fraction of the state space
compared to the complete DFT and can compute the unreliability within seconds.

7.2.4 Other models

We shortly take a look at other DFTs not contained in the FFORT benchmark collection.

‘Hard’ examples for state-space-based analysis | The fictitious example in [BD05b]
is meant to be a hard problem for Markov chain-based analysis approaches:

“The sole purpose of this example is to illustrate the problem en-
countered in solving the DFT by generating the MC [...]. [T]he pres-
ence of two cascaded PANDs (one of which is the top gate) and the
relatively large number of basic components make the corresponding
Markov chain of this tree drastically large and practically impossible
to solve without resorting to simplifying assumptions and/or approx-
imations (such as state truncation). ([BD05b])

We solved this model in 0.013 s with a state space of only 514 states. The exact unreliab-
ility is 2.016 X 10™1% whereas the original (approximated) result was 1.9x 1071° [BD05b].

For the highly-coupled DFT in [GLYZ"15a], the authors stated that ‘it is very dif-
ficult to obtain the occurrence probability of the top event by the Markov method’
[GLYZ"15a]. We obtained a result within 0.01 s with a state space of 234 states. Note
that the unreliability values given in [GLYZ"15a] for smaller time bounds are three
times higher than the values computed by STorRM-DFT. For larger time bounds, the
values of both approaches get closer.

Nuclear power plant | An emergency power supply of a nuclear power plant was
modelled as a Boolean-logic driven Markov decision process (BDMP) and presented as a
challenge in [Boul7]. We translated the BDMP into a DFT as presented in [10]. The
resulting DFT consists of 200 elements and leads to a Markov automaton with 1.5
million states. The MA cannot be checked with STorm within 1 h. However, we know
by construction that there are no dependency conflicts. We therefore automatically
fixed an order for the dependencies and then STORM-DFT analysed the DFT in 14 s and
built a CTMC of only 16 386 states.
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Other examples | We computed unreliability values for the DFT in [YY08] in 0.025s.
Interestingly, our results agree with the results of GALiLEO—which are given in the
paper—but not with the values of the proposed approach and a Monte Carlo simulation.
The two examples in [ADHO03] could be analysed within less than 0.015 s. For the
second example, our computed unreliability is smaller.
The spare system and the power converter from [ZZDS01] could be analysed within
0.002 s and 0.045 s, respectively. We obtained the same values as the original approach.
In summary, other DFTs from the literature do not pose a challenge for STORM-DFT.

7.2.5 Approximation

We evaluate the approximation approach presented in Section 6.1 and in particular the
three different exploration heuristics introduced in Section 6.1.3.

Overview of results | We consider again the quantile plot in Figure 7.3 on page 245.
We see that all three approximation approaches perform better than the exact method
STorRM-DFT. Heuristic STORM-APPROX (PROB) performs best for the first 200 benchmarks
and is even on par with the modularisation. While the performance of STorM-APPROX
(DEPTH) is similar to STORM-APPROX (BOoUND) for the fastest 220 benchmarks, STORM-
APPROX (BOUND) performs better for the larger benchmarks. For the largest benchmarks,
no difference can be observed between STORM-APPROX (PROB) and STORM-APPROX
(Boun). This also indicates that the additional information of the computed bounds—
as used in STORM-APPROX (BouND)—does not significantly change the state-space
exploration. The same can be seen from Table 7.1 on page 246, where no difference
between both heuristics STORM-APPROX (PROB) and STORM-APPROX (BOUND) is visible.
In contrast to the original approach STORM-DFT (SYMRED), 24 additional benchmarks
can be solved with the approximation approach. In particular, the approximation
prevents several MO but has more TO. That means that running the approximation
approach for a longer time limit might yield results, because the resulting state space
is still manageable. Also note that the approximation provides intermediate bounds
for the exact result. That means even the unsolved benchmarks in our examples still
provided bounds for the result—though not precise enough.

Detailed comparison of computation times | We give a detailed comparison
between STORM-APPROX (PROB) and STORM-DFT in Figure 7.8. We chose the probability
heuristic, because it performed better than the depth heuristic. Moreover, there was no
clear difference to the bound difference heuristic on the larger DFTs and STORM-APPROX
(ProB) performed better on the smaller DFTs.

We depict the computation times of STORM-APPROX (PROB) and STORM-DFT in Fig-
ure 7.8a. For some benchmarks, the exact approach performs better. This is mostly in
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cases where nearly the complete state space needs to be explored by the approxima-
tion. In these instances, the overhead from building MAs in each iteration and model
checking them is too large. Additionally, nearly all such instances compute the MTTF.
That means the bounds do not converge fast enough to the exact result for MTTF
and tighter upper and lower bounds are needed. A possible improvement is to use
additional knowledge from the SMT encoding, cf. Section 6.2, or to use knowledge of
the structure of the DFT during the partial state-space generation, e.g. in the heuristic
which states to expand.

Overall, the approximation performs better than the exact approach. For some
instances, the approximation requires one or more orders of magnitude less time. In
particular, several benchmarks which ran into TO or MO before, can now be solved.

We depict the resulting state-space sizes in Figure 7.8b. As expected, the approx-
imation always provides smaller or equal state spaces. In most instances, the partial
state space is not significantly smaller than the complete state space, but nonetheless,
every state-space reduction yields lower computation times. For some benchmarks, the
approximation yields up to 10 times smaller state spaces, e.g. HECS, RC or SF. HECS in
particular profits from the partial state-space generation as the required precision can
in most cases be computed with a state space of less than 100 states. This also indicates
that large parts of the HECS DFTs have nearly no influence on the system unreliability.

Detailed look at RC example | We take a detailed look into the behaviour of the
approximation for an exemplary DFT. We use RC benchmark variant rc.2-4.hc with
error bound 107° for presentation purpose here, but the insights also hold in general.

We depict the relative error of the bounds over time in Figure 7.9. Note that both
axes are in log-scale. For each of the three heuristics, we depict the errors of the
upper and lower bound, where the lower bound is depicted in lighter shade. Each dot
represents the result after one iteration.

The results for property MTTF are given in Figure 7.9a. We see that the relative error
of the lower bound is several orders of magnitude lower than the error of the upper
bound. This indicates that the worst-case scenario—as assumed for the lower bound—is
closer to the actual result than the best-case scenario—as assumed for the upper bound.
The lower bound satisfies a given error bound significantly earlier that the upper bound
and the remainder of the computation time is then spend on tightening the upper
bound. Thus, it is advisable to further improve the computation of the upper bound
in order to increase performance of the approximation approach. As stated before, a
possible improvement is to use the SMT encoding, cf. Section 6.2.

The results for property unreliability are depicted in Figure 7.9b. Here, the differ-
ence between upper and lower bounds is not as large as for MTTF. As a result, the
computation time is significantly less than for MTTF.

For both properties, we see that STorM-aPPROX (DEPTH) performs worse than
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the other two heuristics. Using only the number of consecutive failures as guiding
principle is therefore not the best approximation approach. This is in particular
interesting as other approximation approaches such as [Yev16] are based on limiting
the number of BE failures. STorRM-APPROX (PROB) and STORM-APPROX (BOUND) are
nearly indistinguishable. This indicates that the additional knowledge from the bounds
in STORM-APPROX (BOUND) does not contribute much to the exploration priorities.

One advantage of the approximation is that it provides reasonable estimates of the
exact result in a very short time already. After 10s, the relative error for MTTF is
below 10~ for the upper bound and even below 107> for the lower bound. Similarly,
the relative error for the unreliability is below 10~2 for both bounds after only 0.1s.
However, tightening the bounds becomes computationally more expensive for smaller
error bounds. For example, computing the lower bound with an error of 107> takes
under 7's. However, pushing this error bound to 10~ takes additional 13 s.

Comparison with exact approach | Lastly, we exemplary compare the behaviour of
the approximation to the exact approach in Figure 7.10. We compare the computation
of MTTF on two different benchmarks: RC benchmark variant rc.2-4.hc from before
(in Figure 7.10a) and the largest VGS variant vgs-8 (in Figure 7.10b). For each of the
three heuristics, we give the number of states and the computation time required to
compute a certain error bound. We depict the relative error bound of the upper bound
on the (logarithmic) x-axis. Note that the direction is reversed and the error bound
decreases to the right. On the y-axis, we give the percentages of the number of states
and computation time (in lighter shade) in comparison to the exact approach. For
example, a point (x, y) for the computation time represents that for a relative error of
x, the approximation requires y% of the total computation time of the exact approach.

As before, we see that STORM-APPROX (DEPTH) performs worse than the other
heuristics. The heuristic requires more computation time than the exact approach
even for reasonable error bounds. The main reason is that this heuristic explores far
more states for the same error bound than the other two heuristics. Thus, performing
approximation based on the number of BE failures does not perform well.

We see the strength of the approximation for the other two heuristics: fewer states
than for the exact approach need to be explored to obtain tight bounds. For RC, it
suffices to build 50 % of the complete state space to obtain bounds with an error of
less than 107>, For VGS, half of the complete state space gives an error bound of 1072,
Note that we are considering the upper bound of the MTTF here, i.e. the worst-case
behaviour of the approximation. Results for unreliability for example will be better.

One major problem with the approximation is the additional overhead introduced by
building two MAs and model checking them in each iteration. The effect can be seen
for VGS, where the computation time exceeds the computation of the exact approach
(520 s) already for an error of 1. The overhead could be reduced by performing fewer
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iterations, i.e. exploring more states in one iteration. This requires careful evaluation
however, because we would like to use as few iterations as possible to obtain a result
very close to the desired error bound. On the other hand, if the error bound is not yet
reached, an additional—then longer—iteration requires far more computation time.

In summary, the approximation outperforms the exact approach for large DFTs and
reasonable error bounds, e.g. 10, The approximation still leaves room for improve-
ments which could boost the performance even further, e.g. tighter bounds for the
upper bounds—especially for MTTF—or decreasing the computational overhead by
performing fewer iterations.
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=» The DFT analysis and the approximation is implemented as STORM-DFT
in the probabilistic model checker STORM. STORM-DFT is open-source and
available at stormchecker.org.

=» Alongside the command line interface of STORM-DFT, there also exists a
graphical web-editor for DFTs and Python bindings for STORM-DFT.

=» The evaluation shows that STORM-DFT is state-of-the-art for state-space-
based DFT analysis.

=» STORM-DFT performs significantly better than the existing tools DFTCALc
and DFTRES: it can analyse more DFTs from the FFORT benchmark collec-
tion and is faster overall.

=» All optimisations—don’t cares, symmetry reduction and modularisation—
yield significant performance improvements for the DFT analysis.

=» Don’t care optimisation is crucial to keep the state spaces smaller and
significantly improves the performance of the DFT analysis.

=» Symmetry reduction can reduce the resulting state space and thereby the
analysis time if symmetries are present.

=» Modularisation can compute the unreliability within seconds if independent
subtrees are present. Computation of MTTF via modularisation could still
be improved.

=» The approximation approach based on partial state-space generation out-
performs the exact approach. Its main benefits are obtaining good error
bounds already within the first couple of seconds and exploring less states.
For very tight error bounds however, nearly the complete state space needs
to be explored.

=» Exploration heuristics probability and bound difference perform similarly
for the approximation while heuristic depth is significantly worse.

=» The approximation leaves room for future improvements, e.g. tighter upper
bounds.


https://www.stormchecker.org/
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8 Vehicle Guidance System

The DFT is conventional and uses inclusive variants PAND<, POR< and SEQ..

In the third part of this work, we apply our DFT analysis tool to two case studies.
We begin with a case study from the automotive domain: a vehicle guidance system.

The content of this chapter was presented in ‘Safety analysis for vehicle guidance
systems with dynamic fault trees’ [8] and the previous conference paper ‘Model-Based
Safety Analysis for Vehicle Guidance Systems’ [3]. Large parts of this chapter are taken
verbatim from our publication [8].

8.1 Introduction

Motivation | Cars are nowadays equipped with functions, often realised in software,
to e.g. improve driving comfort and driving assistance (with a tendency towards
autonomous driving). These functions impose high demands on the required functional
safety. ISO 26262 [[SO26262] is the basic norm for developing safety-critical functions
in the automotive setting. It enables car manufacturers to develop safety-critical
devices—in the sense that malfunctioning can harm persons—according to an agreed
technical state-of-the-art. The safety-criticality is technically measured in terms of
the so-called Automotive Safety Integrity Level (ASIL). This level takes into account  Automotive Safety
driving situations, failure occurrence, the possible resulting physical harm, and the éztse,%;'ty Level
controllability of the malfunctioning by the driver. The result is classified from QM (no
special safety measures required) over ASIL A, B and C up to the most stringent level
ASIL D. To meet the functional safety requirements, it is crucial to execute the software
functions with a sufficiently low probability of undetected dangerous hardware failures.
We consider the design-phase safety analysis of the vehicle guidance system, a key
functional block of a vehicle with a high safety integrity level ASIL D, i.e. allowing not
more than 1078 residual hardware failures per hour. The key points of our approach are:
1. manually constructing dynamic fault trees from industrial system descriptions
and combining them—in an automated manner—with hardware failure models
for several partitionings of functions on hardware, and
2. analysing the resulting overall DFTs by means of probabilistic model checking.
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Figure 8.1: Overview of the model-based safety approach

A model-based approach | We summarise the approach in Figure 8.1. The details
are discussed in Section 8.3. The failure behaviour of the functional architecture, given
as a functional block diagram (FBD), is expressed as a two-level DFT. The upper level
of the DFT (green colour) models a system failure in terms of block failures B; while
the lower level (blue colour) models the causes of block failures B;. The construction
of the DFTs is presented in Section 8.3.1. The use of fault trees is natural: they are a
well-known model in reliability engineering and thus, no familiarity with additional
formalisms is required. Fault trees for hardware components are typically provided
by manufacturers. Failures in function blocks can also easily be described by fault
trees. The use of DFTs rather than static fault trees allows to model warm and cold
redundancies, spare components, and state-dependent faults.

Each functional block is assigned to a hardware platform according to the given E/E
architecture and used hardware, cf. Section 8.3.2.2.

The failure behaviour of the hardware platforms are modelled by DFTs H; (red colour).
Depending on the partitioning, the communication goes via different fallible buses that
are also modelled by DFTs Bus; (red colour). The details are given in Section 8.3.2.1.

From the partitioning—and the DFTs of the hardware and the functional level—an
overall DFT is constructed in a fully automated manner, cf. Section 8.3.2.3. The overall
DFT consists of three layers: (1) system layer, (2) block layer, and (3) hardware layer.

Analysis | We exploit probabilistic model checking (PMC) to analyse the DFT of the
overall vehicle guidance system. PMC can be used as a black-box algorithm—no
expertise in PMC is needed to understand its outcomes—and supports various metrics
that go beyond reliability and MTTF, cf. Section 5.3. While they are all expressible
by a combination of PMC queries, the number of queries is prohibitively large for
some measures relevant for the safety analysis of highly automated cars. Thus, we
develop dedicated algorithms to compute these measures within the probabilistic model
checker STorM [12], by reusing building blocks for standard PMC queries. In contrast
to simulation and statistical model checking [LDB10; AP18], where results are obtained
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with a given statistical confidence, PMC provides hard guarantees that the safety
objectives are met. These guarantees are important as ISO 26262 requires that ‘metrics
are verifiable and precise enough to differentiate between different architectures’
[[SO26262, 5:8.2].

Whereas most ISO 26262-based analyses focus on single and dual-point failures,
PMC naturally supports the analysis of multi-point failures of the vehicle guidance
system’s DFT. Consideration of multi-point failures is highly relevant, as ‘it is necessary
to consider multiple-point failures of a higher order than two in the analysis when
the technical safety concept is based on redundant safety mechanisms’ [ISO26262,
5:9.4.3.2]. To limit the computation time, we use the approximative computation of
STorM-DFT (cf. Chapter 6): instead of a precise value, we compute sound upper and
lower bounds for the measures.

Contributions | The main contribution of this case study is two-fold: we report on
the usage of dynamic fault trees for safety analysis in a potential automotive setting.
While standard fault tree analysis is part of the ISO 26262, the usage of DFTs in this
field is new. We show how the additional features offered by DFTs help to create
faithful models of the considered scenarios. These models are then used to analyse the
given scenarios. To increase the applicability of DFTs as a method for probabilistic
safety assessment in an industrial setting, we give concrete building blocks to work
with, e.g. redundancy and faults covered by fallible safety mechanisms.

A clear benefit of the usage of DFTs is that all these methods are integrated in existing
off-the-shelf analysis tools which provide sound error bounds. The usage of DFTs
reduces the amount of domain-specific knowledge in the analysis, and thus, supports a
more model-oriented approach. In this case study, we use the model-oriented approach
to investigate the effect of different hardware partitioning on a range of metrics. The
generated DFTs are as far as we know the largest real-life ones in the literature—larger
trees have only been artificially created for scalability purposes [JGKR*17].

Remark 8.1 This work has been carried out in cooperation with BMW AG. The
proposed concepts and architectures are exemplary for real-life systems. No
implication on actual safety concepts or E/E architectures implemented by BMW
AG can be derived from these examples. The same remark applies on any quantity
(failure rates, obtained metrics, etc.) presented in this chapter.

8.2 Vehicle guidance

The most challenging safety topic in the automotive industry is currently the driving
automation, where the driving responsibility is moving partly or even entirely from the
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Figure 8.2: Different functional block diagrams for vehicle guidance

driver to the embedded vehicle intelligence. Rising liability questions make it crucial
to develop functional safety concepts adequately to the intended automation level and
to provide evidence regarding the availability and the reliability of these concepts.

8.2.1 Scenario

As a real-life case study from the automotive domain, we consider the functional
block diagram (FBD) in Figure 8.2a representing the skeletal structure of automated
driving. Data collected from different sensors s;—cameras, radars, ultrasonic, etc.—are
synthesised and fused to generate a model of the current driving situation in the
Environment Perception (EP) functional block. This model is used by the Trajectory
Planning (TP) functional block to build a driving path with respect to the current driving
situation and the intended trip. The Actuator Management (AM) functional block
ensures the control of the different actuators a;—powertrain, brakes, etc.—following
the calculated driving path. Thus, the blocks in the FBD fulfil tasks: the tasks are
realised by (potentially redundant) functional blocks, connected by lines to depict
dataflow. We like to stress that these diagrams are not reliability block diagrams [TB17]
in which the system is operational as long as a path through operational blocks exist.

8.2.2 Modelling safety concepts
8.2.2.1 Technical safety concepts

Based on the criticality of the vehicle guidance function—especially when the driver
is out-of-the-loop—the highest level ASIL D applies to the safety goal of following a
safe trajectory. According to the automation level, the vehicle guidance function must
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be designed as fail-operational, i.e. the system should safely continue to operate for a
certain time after a failure of one of its components. Different design patterns have been
developed and implemented in safety-critical systems with fail-operational behaviour
and high safety levels, cf. e.g. [ASK09]. The variety of possibilities is illustrated by the
following three concepts:

SC1 - Triple Modular Redundancy (TMR) (Figure 8.2b): The nominal function for
vehicle guidance is replicated into three paths each fulfilling ASIL B. A Voter, fulfilling
ASIL D, ensures that any single incorrect path is eliminated.

SC2 - Nominal path and safety path (Figure 8.2c): Consists of two different paths,
a nominal path (n-Path) and a safety path (s-Path) in hot-standby mode. The n-Path
provides a full extent trajectory—including comfort functions not necessary for safe
operation—with ASIL QM and the s-Path a reduced extent trajectory but with highest
safety integrity level ASIL D. The reduced extent safety trajectory is generated from
a reduced s-EP (safety Environment Perception) and reduced s-TP (safety Trajectory
Planning). The Trajectory Checking and Selection (TCS) verifies whether the trajectory
calculated by the n-Path is within the safe range calculated by the s-Path or not. In the
case of failure, the s-Path takes over the control and the safe trajectory with reduced
extent is followed by the AM. In this case, the system is considered to be degraded.

SC3 - Main path and fallback path (Figure 8.2d): Similar to SC2 although the main
path (m-Path) is now developed according to ASIL D in order to detect its own hardware
failures and signalise them to the Switch. The Switch then commutates the control
of the AM to a fallback path (fb-Path), operated in cold-standby, with ASIL D. Upon
activation of the fb-Path, the system is considered to be degraded.

8.2.2.2 Partitioning on E/E architecture

The next design step consists of extending the nominal E/E architecture for vehicle
guidance and partitioning the blocks of every safety concept on its elements. The
nominal E/E architecture is represented in Figure 8.3a. The vehicle guidance function
is implemented on an ADAS-platform (Advanced Driver Assistance System) which is
connected to all sensors. A number of dedicated ECUs (Electronic Control Unit) control
the actuators. On an I-ECU (Integration ECU), additional, non-dedicated actuation
functions can be implemented. Naturally, implementing all blocks from the safety
concepts on the ADAS in Architecture A defeats the purpose of the redundant paths.

E/E architectures for safety concepts | Figure 8.3 gives further illustrative examples
for E/E architectures for the different safety concepts.

For SC1, Architecture B (Figure 8.3b) allows an implementation of the three redund-
ant paths on separate ADAS-cores. The Voter is then implemented on the I-ECU.
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(a) E/E architecture A (b) E/E architecture B (c) E/E architecture C

Figure 8.3: Different E/E architectures

For SC2, the following two implementations both yield ASIL D for the safety path,
each with TCS and AM on the I-ECU:

1. Executing the nominal path on one ADAS and redundant execution of the s-Path
on two ADAS-cores in lock-step mode, using Architecture B.

2. Encoded execution [GKSF16] of the s-Path on a single ADAS+-core in Architec-
ture C (Figure 8.3c), where the + refers to the additional hardware resources to
run an encoded s-Path.

For SC3, the E/E architecture could be realised on Architecture C, where the m-Path
is implemented on ADAS; and the fb-Path on ADAS;.
Alternatives are considered in our experiments in Section 8.5.

8.2.2.3 Hardware platforms and faults

We assume that all hardware platforms can completely recover from transient faults
(e.g. by restarting the affected path), so that only transient faults directly leading to a
system failure are of importance. Transient faults quickly vanish. Thus, the probability
of an additional transient fault occurring is small. We assume that this probability is
negligible and during a transient fault no other faults occur, cf. [ISO26262]. It can be
understood as modelling only single transient faults.

8.2.3 Measures

The safety goal for the considered systems is to avoid wrong vehicle guidance, i.e. fol-
lowing unsafe trajectories. As the system is designed to be fail-operational, the system
should be able to maintain its core functionality for a certain time, e.g. 10 seconds—even
in the presence of faults. The safety goal is violated, if e.g. two out of three TMR paths
or both the n-Path and the s-Path fail. The goal is also violated if e.g. a failure of the
n-Path is not detected. The safety goal is classified as ASIL D. We stress that safe faults
do not need to be considered.
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Several measures allow insights in the safety-performance of the different safety
concepts: System reliability refers to the probability that the system safely operates
during the considered operational lifetime. To obtain the average failure-probability
per hour, the unreliability of the system is scaled with the lifetime. Besides the reli-
ability, the mean-time-to-failure (MTTF) is a standard measure of interest. We also
consider degraded states in which some faults already occurred in the system. If the
system is in a degraded state, it still safely operates but provides reduced functionality.
The following measures focusing on degraded states reflect insights also relevant for
customer satisfaction:

1. the probability that the system provides the full functionality at time ¢,

2. the fraction of system failures occurring without being in a degraded state before,

3. the expected time to failure upon entering a degraded state,

4. the criticality of a degraded state in terms of the probability that the system fails
within e.g. a typical drive cycle of one hour (cf. [ISO26262, 5:9.4]) while being
degraded already, and

5. the effect on the overall system reliability when imposing limits on the time a
system remains operational in a degraded state.

It is important to consider the robustness or sensitivity of all measures w.r.t. changes
in the failure rates. Furthermore, it is beneficial for a proper analysis to consider the
system under (hypothesised) combinations of events.

8.3 Creating the dynamic fault trees

This section describes in detail our approach as depicted in Figure 8.1 on page 268. In
particular, we discuss how to systematically create a DFT consisting of three layers. The
top-level event is assumed to represent a safety-critical failure of the vehicle-guidance
system. From top to bottom, the layers are:

1. the system layer describes how the top-level event occurs due to failing function
blocks (e.g. EP or TP). Thus, the layer’s basic events describe the failure of a
function block.

2. the block layer describes how a function block can fail, taking into account the
possibility of failing computation, or wrong inputs. Thus, the layer’s basic events
describe failures of the E/E-architecture. In particular, either failures of the
hardware platform on which the function block is executed, or the failure of
buses that realise the communication between function blocks.

3. the hardware layer describes how the hardware platforms can fail, based on
failures of hardware components, which are considered as basic events.

The system- and block layer depend on the functional architecture of the system, in
particular on the structure and information captured in a (given) functional block dia-
gram. The fault trees for the hardware are typically constructed by the manufacturers.

-system layer

-block layer

-hardware layer
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By Bs

Figure 8.4: Toy-example function block diagram

The connections between the block layer and the hardware layer are inferred from the
E/E-architecture and the hardware partitioning.

8.3.1 From function block diagram to the system- and block layer

We discuss the creation of the system- and block layer of the fault tree, based on a
functional architecture and a function block diagram for this architecture.

Definition 8.1 (Block diagram) A block diagram D = (Blc, I>) is a finite directed
graph. The vertices Blc are a set of blocks, the edges > are called channels.

Given a channel (B,B’) € >, we call B the source and B’ the target. The input
and output channels of block B are denoted by ing = {e € > | e € Blc X {B}} and
outg = {e € > | e € {B} X Blc}, respectively. The block diagram may contain cycles,
cf. Figure 8.6b.

Within the scope of this case study, we advocate the structured manual creation of
the system- and block layer. A further discussion is given in Section 8.6.2. Below, we
discuss the creation of both layers.

Example 8.1 (Function block diagram) The function block diagram in Fig-
ure 8.4 is formally given by Blc = {By, By, B3}, and > = {(By, B3), (B2, Bs) }.

Remark 8.2 Typically, fault trees are created top-down. We deviate from this
scheme to ease the presentation, and show the potential for automation.

8.3.1.1 Creation of the block layer

For the systematic construction of the block layer, we assume that the possible causes
of a block to fail are described by an appropriate block fault tree. The causes include
faulty input channels.

Creating fault trees for each block | In a first step, we create a fault tree ¥ for
each block B € Blc in the block diagram. To reflect the interaction within both the
design pattern and the influence from the assigned hardware later on, we annotate
each block fault tree 75 with relevant information:
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(a) Block FT - General (b) Block FT - Voter (c) Block FT - Switch

Figure 8.5: Block fault trees

« For each input channel of B, we define a BE for faulty input.

« For each output channel ¢ of B, we define an element in FB which causes B’s
output on c to be faulty. Later, we propagate the faulty output to the block fault
trees for the target block along the channel c.

+ We define a BE for the failure of the hardware platform that executes B.

Definition 8.2 (Block fault tree) A block fault tree for block B is a tuple
(75, 18,08, YB), where

« FBis a fault tree,

« I8 :ing — BEgs denotes input faults,

« 0B :outg — FB denotes output failures, and

.« YBe BE#s denotes the hardware fault BE.

A fault tree for a block B with two input channels (¢, ¢z) and one output channel (c3)
is given in Figure 8.5a. The block fails if either the hardware fails, due to some internal
fault, or due to faulty input. Typically, the hardware failure (formally, Y2 = hw) is
connected to the hardware fault tree, see Section 8.3.2.1. The internal fault can be used
to support sub-blocks or for additional fallible events. Faulty input means the failure
of any of the inputs (formally, IZ(c;) = in 1, I®(c;) = in 2). The output is faulty, if the

block fails (formally, OB(c3) = block). Adaptions of the standard scheme are possible:

« For the voter block, as in triple modular redundancy SC1: We assume that the
voter fails if two out of three inputs are faulty. Thus, we obtain a block fault tree
as depicted in Figure 8.5b, with three inputs. The block fails if two out of three
inputs fail, as reflected by a VOT,-gate.

« For the switch as in SC3: The switching mechanism may fail. This only leads to

block fault tree
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(a) Toy block diagram and connected block FT  (b) Feedback loop and connected block FT

Figure 8.6: Connecting block fault trees

a failure when the path has to be switched though. This behaviour is reflected
by the DFT in Figure 8.5c: the switch fails if it either uses the wrong path or if
all input is wrong. The path is wrong if the switching mechanism fails before
the primary input in 1 fails, i.e. it can no longer switch to an operational path,
as reflected by a PAND-gate.
Block fault trees can easily be extended to several hardware failures, to input/output
faults of several types, etc.

Connecting block fault trees | The goal of this step is to connect the inputs and
outputs of the block fault trees as specified by the relation t>. The connected block fault
-connected block  tree consists of the disjoint union of all block fault trees. Additionally, for each channel
fault tree ¢ = (B, B’) in the block diagram, we connect the output failure O3 (c) with the input
fault I¥ (c). The connection is realised by means of an FDEP with trigger O?(c) and
dependent event I (c). As we only consider the block layer, there is no dedicated TLE.

Example 8.2 (Connected block fault tree) We consider the toy example of Ex-
ample 8.1. We illustrate the corresponding connected block fault tree in Figure 8.6a.
For each block, we use a standard block as in Figure 8.5a. We assume a faulty
input to the incoming channels of B if the respective source block fails, e.g. input
in 2 is failed if block B, failed.

A major benefit of FDEPs is that they allow to faithfully model feedback loops,
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(a) System layer FT for SC2 (b) System layer FT for SC3

Figure 8.7: Task-based construction of the system layer

cf. Section 3.7. We illustrate the support for feedback loops in Figure 8.6b: For three
blocks as shown on top, the three DFTs are connected via FDEPs. If, e.g. B; fails, the
failure is propagated to the input of By, etc.

8.3.1.2 Creation of the system layer

The goal of this step is to express the occurrence of a safety-critical failure as a fault tree
over the failure of the blocks. Towards this goal, we process top-down. A task-based
partitioning of the DFT is helpful. The fault tree is assumed to fail if any of the tasks
can no longer be executed. We model this with an OR-gate as top-level event. The
tasks fail if no block can realise the task anymore, modelled with AND-gates. We
do not need to consider error propagation through the blocks at this point, as this is
already handled by the connections—via FDEPs—in the connected blocks fault tree.

We depict the system layer fault tree for SC2 in Figure 8.7a: the system fails, if either
the planning, the selection, or the actuator management fails. Planning fails if both
the nominal and the safety path fail.

To model cold/warm redundancy, we replace AND by the more general SPARE-gate.
We illustrate this for SC3 in Figure 8.7b. Recall that the fb-Path is in cold standby. EP
and TP in the fallback-path only operate as soon as they are required, i.e. as soon as the
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Figure 8.8: Putting the system layer (green) and the block layer (blue) together

nominal path fails. This behaviour is captured by using a SPARE instead of an AND.

Example 8.3 (System- and block FT) We continue Example 8.2. Assume that
the blocks B; and B, execute the same task with B, in hot standby—modelled by
an AND—and Bs executes another task. The resulting DFT is depicted in Figure 8.8.
Green colour indicates the system layer and blue colour the block layer.

8.3.2 Adding the hardware layer to the system- and block layers

In this section, we discuss how to combine the system- and block layer fault tree
with the hardware layer. We assume an E/E-architecture, a hardware assignment and
additional input fault trees for all hardware components. Below, we first discuss the
additional inputs and then consider how to combine them to a complete fault tree.

8.3.2.1 Fault trees for hardware platforms and buses

We assume that the (D)FTs to model hardware failures are provided by the manufactur-
ers, and we do not make any assumptions about the structure of these fault trees. We
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l transient] [ permanent

Figure 8.9: Hardware fault tree

briefly illustrate how to integrate coverage and both transient and permanent faults in
DFTs, analogous to [ISO26262, 10:B]. We would like to stress the dynamic nature of
coverage by fallible safety mechanisms. This is in contrast to e.g. the coverage specified
in [DVG97], where the safety mechanism for covered faults is always successful.

Consider the DFT depicted in Figure 8.9. A failure results from either a transient or
permanent error. Each type has its own corresponding safety mechanism. We consider
the transient error here, the permanent error is modelled similarly. A transient error
occurs if either the transient fault is not covered by the safety mechanism, or the fault
is covered but the safety mechanism has failed before. We model the latter by a SEQ?.
It can neither be modelled faithfully by an SFT nor a PAND—though for other analysis
purposes using a PAND might be more adequate. A PAND would model that a covered
error is never propagated if the covered fault occurs before.

8.3.2.2 Hardware assignment and E/E architecture

We briefly discuss the assumptions about the hardware assignment and the E/E archi-
tecture. We formalise the concepts as follows.

Definition 8.3 (E/E-architecture) An E/E-architecture is a tuple (H, Bus) of a set
H of hardware platforms, and a set Bus of buses. Each bus is a transitive relation
over hardware platforms, i.e. Bus ¢ 2H*H,

Often, buses are equivalence relations, i.e. they connect a set of platforms to each

1SEQs also appear in the ISO 26262 [1SO26262, 10-B.3], where they are indicated by the boxed L.
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other, as e.g. in FlexRay [ISO17458] or CAN [ISO11898]. We assume that all hardware
platforms p € H contain an internal bus internal, = {(p,p)} € Bus. Consequently,
function blocks on the same hardware platform can always communicate.

Example 8.4 (E/E architecture) We formalise the E/E-architecture B from Fig-
ure 8.3b on page 272. The hardware platforms H are:

{s1,...,8n, ADAS;, ADAS,, ADAS;,I-ECU, ECUj, . ..,ECUy, ay, . . ., ar},
and Bus is given as
{ECU-actuatory, . . ., ECU-actuatory, CAN-BUS} U {internalp | p € H},
with
« ECU-actuator, = {(I-ECU, ay) , (ay, I'-ECU) },

« ECU-actuator; = {(ECUj, a;), (a;, ECU;)}, and
« CAN-BUS = (H \ {aq,...,ar}) x (H\ {ao,...,ar}).

Definition 8.4 (Hardware assignment) Given ablock diagram D = (Blc, >>) and
E/E-architecture (H, Bus), a hardware assignment is a function h : © — H U Bus
such that h(Blc) € H and h(>>) € Bus U H.

More precisely, hardware assignments map internal channels to hardware platforms,
and all other channels to buses. A hardware assignment is consistent, if the source and
target of each channel are connected by a bus. Thus, the assignment is consistent if

(B,B’) € > = 3C € Bus with (h(B),h(B’)) € C.

A hardware assignment trivially supports mapping several function blocks to the
same hardware. In this case, we assume that a failure of a function block does not
affect other function blocks on the same hardware. If necessary, dependent failures of
function blocks can be modelled explicitly in the DFT using FDEPs. We require that
any function block runs on at most one hardware platform. If the same function should
be implemented on several hardware platforms, we require an explicit duplication in
the function block diagram.

Remark 8.3 We do not consider whether a hardware assignment is feasible, i.e.
whether the hardware platforms provide the (computational) resources to realise
the functions.

Block-based assignments | Typically, we are only given an assignment from blocks
to hardware platforms; the channel assignment then follows from the E/E architecture.
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That is, we assume that any channel between two blocks assigned to the same hardware
platform is realised by the internal bus. For channels that connect blocks which are
assigned to different platforms, we select the unique bus (e.g. the CAN-bus) that
connects these two platforms. If there is no unique bus, then manual intervention is
required to specify the proper bus.

Example 8.5 (Hardware assignment) Consider the block diagram of Ex-
ample 8.2 on page 276, and the E/E-architecture as in Example 8.4. The mapping
of the blocks h(B;) = ECUj, h(B;) = h(Bs) = ADAS; induces a unique mapping
of the channels according to the scheme described above:

h((B1,Bs)) = CAN-BUS and h((Bg, B3)) = internalapas, -

8.3.2.3 Constructing a complete fault tree

To obtain a complete DFT of the vehicle guidance system, we take the disjoint union of
the DFT ¥ for the system and block layer, and the hardware DFTs {F, | y € H U Bus}.
The DFT F contains annotations Y? for each block B. For each B € Blc, an FDEP
from the top-level event of F(p) to the dependent event Y? is added. The FDEP
ensures that a failure of the hardware platform causes the function blocks executed on
that hardware to fail. To ensure that the hardware FTs are correctly activated if the
corresponding function blocks are activated, we replace selected FDEPs with OR-gates,
cf. Section 4.1.2. Furthermore, for each channel ¢ = (B, B’) € 1>, an FDEP from the
top-level element of F () to the dependent event 1% (c) is added. The FDEP ensures
that if the bus fails, the input of the target block fails as well.

Example 8.6 (Complete FT) We connect the fault tree for the system and block
layer from Example 8.3 on page 278 with hardware FTs, cf. Figure 8.9. The connec-
tion is based on the hardware assignment in Example 8.5. The relevant fragment
of the complete DFT is depicted in Figure 8.10. Green colour indicates the system
layer, blue colour the block FT and red colour the hardware FT.

8.4 Analysing the dynamic fault trees

Our aim is to analyse the complete fault trees constructed as in Section 8.3 with
respect to the eight measures described in Section 8.2.3. Our analysis uses STORM-DFT
with all its optimisations, cf. Chapter 5. The full tool-chain follows the approach
previously depicted in Figure 5.6 on page 197. First, the DFT is simplified via rewriting,
cf. Section 5.4.5, and converted into a CTMC. Second, the safety measure is translated
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Figure 8.10: Fragment of a complete fault tree for a toy example

into a model-checking query as detailed in Section 8.4.1. Finally, the result for the
query on the CTMC is computed based on traditional probabilistic model checking
extended with some optimisations as detailed in Section 8.4.2.

Non-determinism | Note that when using the default translation, the resulting
model is a Markov automaton. The non-determinism stems from the cyclic dependencies
in the DFT. However, in our setting, the order of FDEP failures does not influence the
obtained analysis result. Therefore, we fix a failure order for dependent events and
restrict ourselves to CTMCs.

Transient faults | Transient faults are considered during the state-space generation.
Recall from Section 8.2.2.3, that if a transient fault occurs, either the system fails
directly, or the fault disappears and the system returns to its previous state. During the
state-space generation, transient faults are considered in each state similar to regular
BE faults. However, the corresponding transition is only added to the CTMC if the TLE
has failed in the target state of the transition. Otherwise, the failure of this specific BE
is ignored—similar to how invalid states for SEQs are handled, cf. Section 5.2.2.2.
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Table 8.1: Model-checking queries

Measure ‘ Model-checking queries
£ Reliability 1 —P(0=' Failed)
g <lifeti :
3 AFH o - P(o=1etme Fgiled)
L MTTF ET (¢ Failed)

FFA 1 —P(0=! (Failed v Degraded))
g FwWD P(—Degraded US' (~Degraded A Failed))
;cg%' MTDF YseDegraded (P(—DegradedU s) - ET (¢ Failed))
go MDR argminseDegmded (1 - Ps (oSt Failed))
A FLOD | Xcpegraded (P(—Degraded U="s) - P (o=drveeyele Fgiled))
SILFO 1 - (FWD + FLOD)

8.4.1 Converting measures

We convert the safety measures introduced in Section 8.2.3 into model-checking queries
composed of standard CSL properties (cf. Section 2.3.2). The model-checking queries
for each of the eight safety measures is given in Table 8.1.

As before, the label Failed denotes states where the top-level event in the DFT has
failed. Similarly, Degraded denotes states where only reduced functionality is available.

The first three model-checking queries consider the safety-performance of the com-
plete system. For reliability and mean-time-to-failure (MTTF), we use the standard
properties already defined in Section 5.3.1. The average failure-probability per hour
(AFH) is obtained similar to the reliability by using the lifetime of the system as time
bound and afterwards normalising by the lifetime.

The second set of queries describes the influence of degradation in the system.

1. Full Function Availability (FFA) describes the time-bounded probability that
the system provides full functionality, i.e. it is neither failed nor degraded. It
is described as the complement of the time-bounded reachability of a failed or
degraded state.

2. Failure Without Degradation (FWD) describes the time-bounded probability that
the system fails without being degraded first. It is the time-bounded probability
of reaching a failed state without reaching a degraded state.

3. Mean Time from Degradation to Failure (MTDF) describes the expected time
from the moment of degradation to system failure. It is obtained by taking the
expected time of failure for each degraded state and scaling it with the probability
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to reach this state while not being degraded before.

4. Minimal Degraded Reliability (MDR) describes the criticality of degraded states
by giving the worst-case failure probability when using the system in a degraded
state. For all degraded states, the time-bounded reachability of a TLE failure is
computed. The MDR is the minimum over the complement of this result for all
degraded states.

5. System Integrity under Limited Fail-Operation (SILFO) considers the system-
wide impact of limiting the degraded operation time. SILFO is split into two parts
considering failures without degradation (FWD) and failures with degradation
(FLOD). Failure under Limited Operation in Degradation (FLOD) describes the
probability of failure when imposing a time limit for using a degraded system.
For all degraded states the time-bounded reachability probability of a failed state
is computed within the restricted time-bound given by a drive cycle. This value
is scaled by the time-bounded probability of reaching a degraded state without
degradation before.

For sensitivity analysis, we perform several model-checking queries on CTMCs of
DFTs with different failure rates.

8.4.2 Analysis via model checking

The first five measures are computed with a single model-checking query each. Fur-
thermore, it is possible to compute (time-bounded) reachability probabilities starting in
a state s for all states s € S simultaneously. Thus, MDR can be obtained by computing
P, (07 Failed) for all degraded states s in a single query and afterwards computing the
minimum over the complement of all results.

However, the computation of MTDF and SILFO requires the computation of (time-
bounded) until probabilities reaching a degraded state s for all degraded states s € S
independently. A naive implementation would require a model-checking query for
each degraded state, increasing the computation time drastically. Using similar ideas as
in [KKNP01], we implemented an improved algorithm computing (time-bounded) until
probabilities for all states simultaneously. The improved algorithm works as follows.

Improved algorithm for multiple target states | The standard approach for until
probabilities is a ‘backwards’ computation of the probabilities starting from the target
states we want to reach. The result is a vector of the (time-bounded) probabilities
to reach a target state from each state. The idea here now is to perform a ‘forwards’
computation of the probabilities starting from the initial state. The result is a vector
of (time-bounded) probabilities to reach each target state from the initial state. Note
that this algorithm applies a transformation which makes all target states absorbing,
i.e. they only have self-loops. That means in particular that target states reachable
via other target states will be reached with lower—or zero—probability now and the
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obtained probability is not correct for these target states. In our scenario however, we
are only interested in the first occurrence of a degraded state and therefore can make
each degraded state absorbing without affecting the results.

The improved algorithm performs a model-checking query only once for all degraded
states at the same time. Thus, the computation of MTDF can be reduced to performing
one model-checking query for P(—DegradedU s), one query for ET (¢ Failed) and
combining the results afterwards. The computation of SILFO can be performed sim-
ilarly by combining the results of the three model-checking queries—for FWD, for
P(—Degraded U=' s) and for P, (¢=driveeyele Fgijled).

Evidence | To flexibly support the analysis of degrades states, we use the concept of
evidence. Evidence is given as a set of BEs considered as already failed and all possible
ftraces of these BEs are examined. Following the traces from the initial state yields a
set S’ of states describing the system status based on the given evidence. Computing a
model-checking query using evidence gives results starting in each state s € S’. The
same behaviour can also be directly modelled in the DFT by introducing a CONST+ and
adding FDEPs from the CONST+ to each BE in the evidence. However, this approach
requires modifying the DFT for each new set of evidence. When the complete state
space has been built before, it is beneficial to reuse it for analysing the degraded system.

8.5 Experiments

We show the applicability of the proposed methodology on systems and concepts
similar to those from Section 8.2.2. The generated (anonymised) DFTs are available
online? and also part of the FFORT benchmark collection [RBNS*19] under the name
Vehicle Guidance System (VGS).

8.5.1 Set-up

All experiments were executed on a 2.9 GHz Intel Core i5 with 8 GB of memory and
a time limit of 1h. We consider the three safety concepts SC1, SC2 and SC3. For
each safety concept, we construct a system- and block layer fault tree as described in
Section 8.3.1. All scenarios include four sensors, of which at least two are required for
safe operation, and four actuators, which are all required for safe operation.

8.5.1.1 Different partitioning schemes

We discuss several partitioning schemes for the safety concepts, which we refer to as
scenarios. Each scenario is defined by the safety concept, the used architecture with

Zhttps://www.stormchecker.org/publications/dfts-for-vehicle-guidance-systems

evidence
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Table 8.2: Scenarios

Scenario | Safety concept Architecture = Adaptions  Sensors Actuators

I SC1 B — 2/4 4/4
I SC2 B — 2/4 4/4
III SC2 C ADAS+ 2/4 4/4
v SC3 C — 2/4 4/4
\Y% SC2 A — 2/4 4/4
VI SC2 B removed I-ECU  2/4 4/4
VII SC2 B 5 ADAS, 2 BUS 2/8 717
VIII SC2 B 8 ADAS, 2 BUS 2/8 7/7

possible adaptions, the hardware assignment, and the fraction of sensors and actuators
which have to be operational. An overview of the considered scenarios is given in
Table 8.2. We consider E/E-architectures A, B and C from Figure 8.3 on page 272,
and vary the architectures, by e.g. considering a redundant bus or introducing more
ADAS platforms. Additionally, we consider partitions which do not use the I-ECU, and
instead assign functions to the ADAS,. Furthermore, we scale the number of sensors
and actuators and the required number of sensors for safe operation.

8.5.1.2 Failure rates

For presentation purposes we assume the following failure rates, which do not ne-
cessarily reflect reality and especially do not reflect any system from BMW AG. We
assume that function blocks, e.g. EP, are free of systematic (internal) faults. Sensors,
actuators, and (I-)ECUs have failure rates of 1077 /. In the ADAS hardware platforms
transient faults occur with rate 1074 1/h and permanent faults occur with rate 107> 1/h.
All faults can be detected by a safety mechanism which itself fails with rate 10~ 1/h.
The safety mechanism for ASIL D covers 99 % of the faults, the safety mechanism for
ASIL B covers 90 %, and the one for ASIL QM covers 60 % of the faults. For the ADAS+
platform, the failure rates increase by a factor 10 and the safety mechanism covers
99.9 % of all faults.

8.5.1.3 Tool-support

The complete workflow consisting of both the generation of the DFTs as well as their
analysis, are supported by a Python tool-chain. Given a safety concept as a function
block diagram and the FT for each block, the tool-chain first automatically generates a
FT where dependencies are inserted according to the data flow in the safety concept.
Given an E/E architecture with a partitioning and hardware FTs, and the system- and
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Table 8.3: Model characteristics

Scenario DFT CIMC
#BE #Dynamic #Elements| #States #Transitions % Degraded
I 76 25 233 5377 42753 —
I 70 23 211 5953 50049 19%
I 57 19 168 1153 7681 17 %
v 57 21 170 385 1985 12 %
\Y% 58 19 185 193 897 0%
VI 65 21 199 1201 8241 20 %
VII 96 30 266 109369 1148785 19%
VIII 114 36 305 5179105 84454945 11%

block layer FT generated before, the complete FT is automatically constructed. This
generation of the complete FT is performed in milliseconds. Finally, the analysis of the
complete FT is performed fully automatically as well.

We describe the failure rates in the hardware FTs symbolically, i.e. as parameters.
Thus, changes in coverage or failure rates require only a different instantiation of the
parameters, instead of reconstructing the FT.

8.5.2 Evaluation

In the following we consider the scenarios of Table 8.2. The characteristics of the
corresponding DFTs and CTMCs can be found in Table 8.3. The first column identifies
the scenario. The following three columns give the number of BEs, dynamic gates and
the total number of elements in the DFT. The last three columns describe the CTMC
obtained after generating the state space and applying reduction techniques. The
columns contain the number of states and transitions, and the percentage of degraded
states in the CTMC.

The analysis results for the measures from Section 8.4.1 are given in Table 8.4. Notice
that SC1 does not contain degraded states and in scenario V the system fails before
reaching a degradation. We use a lifetime of 10 000 h and a drive cycle of 1 h [IS026262,
5:9.4]. The times (in seconds) for generating the CTMC from the DFT and computing
each measure on the CTMC are given in Table 8.5.

Figure 8.11 illustrates the obtained measures for a variety of concepts and archi-
tectures. In Figure 8.11a, the failure probability, i.e. the unreliability, over a lifetime
of 50 000 h is given for the scenarios I-IV. Figure 8.11b depicts the AFH. Figure 8.11c
compares the sensitivity of the failure probability for scenarios III and IV. For the
sensitivity analysis we change the ASIL levels of the hardware FTs, i.e. change the
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Table 8.4: Obtained measures for different scenarios with operational lifetime of
10000 h and drive cycle of 1h (x€ indicates complement 1—x)

System Degradation
rel® AFH MTTF | FFA° FWD MTDF MDR FLOD SILFO¢

I 1.6E-6 1.6E—6 8.6E4 - — - — - —

I |1.0E-2 1.0E-6 3.4E5 |5.2E-2 1.0E-2 2.3E5 2.9E—1 4.3E-8 1.0E-2
nr |1.2E-2 1.2E-6 1.1E5 |5.2E-2 1.1E-2 2.1E4 7.4E-1 2.7E-7 1.1E-2
IV |1.0E-2 1.0E-6 3.1E5 |1.6E-2 1.0E-2 1.6E5 2.1E-1 6.5E-9 1.0E-2
V |6.0E-2 6.0E-6 6.9E4 |6.0E-2 6.0E-2 0 0 0 6.0E—2
VI |1.1E-2 1.1E-6 3.4E5 |5.3E-2 1.1E-2 2.3E5 2.1E-1 4.7E-8 1.1E-2
vll |1.7E-2 1.7E-6 2.8E5 |5.8E-2 1.7E-2 1.7E5 3.7E—1 7.2E-8 1.7E-2
VII [1.7E-2 1.7E—-6 2.7E5 |9.8E-2 1.6E-2 2.0E5 4.3E-1 1.4E-7 1.6E-2

Scen.

coverage of the safety mechanism. In both scenarios the straight lines are obtained by
the baseline failure rates and coverages for the hardware components as given in Sec-
tion 8.5.1.2. The dashed (dotted) lines are obtained assuming an increased (decreased)
coverage according to an increased (decreased) ASIL level, respectively. The graph in
Figure 8.11d displays the SILFO for the safety concepts with degraded states.

Results for the approximation are given in Figure 8.12. Figure 8.12a illustrates the
lower and upper bound for the failure probability in scenario VIII w.r.t. the computation
time. Figure 8.12b depicts the approximation error over the computation time for the
largest scenarios. Computing an approximate reliability allowing a 1 % relative error
on scenario VIII requires only 206 410 states and could be computed within 12s.

8.6 Discussion

8.6.1 Analysis of results

We evaluate the obtained results w.r.t. the assumed failure rates. The evaluation is not
intended as a recommendation for a specific partitioning scheme, but they illustrate the
possibility to perform design space exploration efficiently. In the following we exem-
plarily evaluate the results of scenarios I-IV. The variety of measures computed allows
some insights in the effect of different safety concepts and the role of degradation.
The AFH and MTTF indicate that system reliability of scenarios Il and IV are superior
compared to III and I. The differences between II and IV are marginal, and III is better
than I. These claims can also be deduced from Figure 8.11a and Figure 8.11b. The
similarity between I and III stems from the fact that in both cases the system fails if
two paths fail, i.e. two out of three in the TMR of I, or normal and safety path in III.
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Table 8.5: Timings (in seconds)
I I I v \% VI viI vl

CTMC generation | 0.52 0.51 0.08 0.05 0.02 0.10 12.02 2043.78
reliability® 0.03 0.03 0.00 0.00 0.00 0.00 1.00 82.84
AFH 0.03 0.04 0.01 0.00 0.00 0.01 0.93 157.94
MTTF 0.01 0.01 0.00 0.00 0.00 0.00 0.18 26.43

FFAC — 0.02 0.01 0.00 0.00 0.00 0.54 64.41

FWD - 0.02 0.00 0.00 0.00 0.00 1.46 61.79
MTDF - 0.48 0.10 0.02 0.02 0.10 10.78 826.73
MDR - 0.49 0.09 0.02 0.03 0.09 11.02 829.27
FLOD - 1.08 0.20 0.05 0.04 0.21 28.49 2945381
SILFO¢ — 1.10 0.20 0.05 0.04 0.21 29.95 3007.60

It is interesting to see that the encoding in ADAS+ for III only marginally improves
the reliability, because the better fault coverage of the encoding is outweighed by
the higher load on the hardware. In scenario II, all three paths—one normal and two
redundant safety paths—have to fail before the complete system fails. In scenario
IV, the fallback path has a reduced hardware load as long as the primary path is still
operational, leading to a smaller failure rate for this path.

However, from the sensitivity analysis in Figure 8.11c, we can deduce that the lessons
are only valid w.r.t. the assumed failure rates. In particular, for scenario IV increasing
the safety coverage only has a marginal effect on the failure probability. Thus, the
benefit of increasing fault coverage in platforms depends on the chosen architecture.

Scenarios II and IV differ in their failure behaviour of degraded states as seen in
Figure 8.11d. When limiting the driving time in the degraded state to one hour, scenario
II offers a better reliability than IV whereas in the overall reliability the difference is
marginal. The FLOD is orders of magnitude smaller than FWD in all scenarios. Thus,
the duration of the drive cycle is insignificant for SILFO.

The results in 8.12 show that we can obtain tight approximation results for the
standard measures within seconds, even for the largest scenarios. This is in line with
the conclusions of Section 7.2.5.

8.6.2 General methodology

We discuss our methodology based on generating DFTs for function block diagrams
and hardware assignments.
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Figure 8.12: Approximation results

Direct translation to CTMCs | A direct translation from the system description
to CTMCs is arguably more flexible, and allows to keep any overhead to a minimum.
However, even a naive translation is necessarily complex and error-prone, and the
resulting CTMCs are typically too large to be comprehensible. It is hard to give the
modeller feedback on the meaning of the constructed CTMC. Fault trees, in contrast, are
comparably small, and contain more structure. Additionally, state-space generations
have to be implemented with performance in mind, which makes the direct translation
likely to be error prone.

Moreover, an additional benefit of using the DFT formalism is due to the presence of
tool-support. The state-space generation only had to be slightly adapted—to incorporate
transient faults—which is significantly easier than the construction of an efficient state-
space generation from scratch.

Automation of fault tree generation | Manual creation of the system- and block
layer of the fault tree has some advantages, noteworthy are:

« The semantics of the function block diagram do not need to be formalised. In par-
ticular, function block diagrams contain implicit assumptions, e.g. assumptions
about different failure behaviour of voters, or channels with different meanings.
Manual creation can adapt for these subtle differences.

+ Constructing the FT is an important step in the development-process of safety-
critical systems [[SO26262].
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Due to the structure, as discussed in Section 8.3, our prototype made several default
suggestions, e.g. for block FTs, that greatly reduce the required manual effort.

The generation of the complete fault tree given the system and block layers is fully
automated. The automation is essential for the proposed methodology, as this allows a
push-button comparison of the various possible variants of hardware assignments.

Using dynamic fault trees | Using DFTs as the underlying model has several advant-
ages. Fault trees are a well-known concept in reliability engineering. Their hierarchical
structure allows for a faithful model of the different layers in the considered scenarios.
Using DFTs instead of static fault trees provides more expressiveness. For example,
most of the proposed measures for degraded states cannot be computed on static fault
trees. The proposed fault trees contain several features only present in DFTs, includ-
ing the gates PAND (for switches), SPARE (for cold redundancy) and SEQ_(in safety
mechanisms). FDEPs are heavily used, in particular to simplify the representation of
feedback loops. Thus, most features of DFTs are present in the generated fault trees
and DFTs seem a suitable formalism to assess the failure behaviour.

Analysis methods | Figure 8.11b indicates that the average failure-probability per
hour (AFH) varies for different operation life times. This observation justifies the
analysis w.r.t. different measures and time horizons. Table 8.3 indicates that reduction
techniques successfully alleviate the state-space problem. The generated state space
remains small even for hundreds of elements. The size of the state space depends
largely on the scenario. Naturally, latent faults increase the state space, but then the
effectiveness of the approximation increases as shown in Figure 8.12. Using CTMCs
as an underlying model allows to check a wide variety of measures out-of-the-box.
Table 8.5 indicates that most of the measures can be computed within seconds even on
the largest models. The more complex measures as MTDF and SILFO require a tailored
implementation to avoid performing model-checking queries for each degraded state.
However, the tailored implementation was able to reuse the existing building blocks of
the model checker STorM. The approximation algorithm computes tight results for the
reliability and MTTF within seconds. Thus, the approximation scales well for large
scenarios with millions of states which can be analysed quickly by only building the
most relevant fraction of the state space.

8.6.3 Related work

Earlier work [MS09] considers an automotive case study where functional blocks are
translated to static fault trees without treating the partitioning on hardware archi-
tectures. [KL18] has a similar setting but focuses more on causal explanations and
less on analysis performance of large-scale models. The evaluation of various options
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from the design space by a translation to fault trees, and applying fault tree analysis
has also been considered for air traffic control [GCMT*16]. The effect of different
topologies of a FlexRay bus has been assessed using FTA in [LCWC12] and identified
the need for modelling dynamic aspects. The analysis of architecture decisions under
safety aspects has been considered in e.g. [RBFA*14] using a dedicated description
language and an analytical evaluation. Safety analysis for component-based systems
has been considered in [GKP05], using state-event fault trees. Qualitative FTA has
been used in [AOMM13] for ISO 26262 compliant evaluation of hardware. Different
hardware partitionings are constructed and analysed using an Architecture Description
Language (ADL) in [WRTP*13]. ADL-based dependability analysis has been investig-
ated for several languages, e.g. AADL [BCKN"11], UML [LL11], Arcade [BCHK"08],
and HiP-HOPS [CJLP*08]. These approaches typically have a steeper learning curve
than the use of DFTs. The powerful MOBIUS analysis tool [CGKR*09] has been ex-
tended with dynamic reliability blocks [KS16a]. Model checking for safety analysis
has been proposed by, e.g. [BCLM"15] which focuses on AltaRica, and does not cover
probabilistic aspects.
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=» A vehicle guidance system is analysed through a model-based approach
using DFTs.

=*» The system functions—given as a functional block diagram—are translated
into a DFT representing the system failure in terms of function block failures.
Each function block is automatically translated into a block DFT.

=» The given mapping of function blocks onto the hardware architecture is
automatically translated into connections between the block DFTs and
hardware DFTs.

=» The complete DFT models the overall system failure in terms of hardware
failures, communication bus failures, internal failures, etc.

=» The main benefit is the flexibility where new partitionings—of function
blocks on hardware—and architectural changes can easily and automatically
be integrated.

=¥ The obtained fault trees are among the largest DFTs to date. DFTs with up
to 100 BEs are analysed within minutes.

=» The DFTs are not only analysed w.r.t. to common measures such as reliability
and MTTF but also w.r.t. more complex measures taking degradation of
components into account. Using probabilistic model checking allows to
check a wide and varied range of measures out-of-the-box.



295

9 Railway Station Areas

The DFT is conventional and uses inclusive variants PAND<, POR< and SEQ..

Our second case study stems from railway engineering. We consider infrastructure
elements in railway station areas—e.g. switches, signals, etc.—and the effect of their
failures on the routability of trains in the station area.

The content of this chapter was first presented in our publication ‘A DFT Modeling
Approach for Infrastructure Reliability Analysis of Railway Station Areas’ [11]. Large
parts of this chapter are taken verbatim from this publication.

9.1 Introduction

Strategic decisions in infrastructure design and asset management of railway networks
are extremely critical as renewal cycles can easily span several decades and decisions
tend to shape the network layout for decades. This is why a quantitative a-priori
analysis of infrastructure reliability and performance is highly important.

Formal methods have found widespread application in verification of hard- and
software standards in safety-critical applications such as interlockings [BCLP*15;
CLSQ*17; Fan13; FMGF10; ITLR18] or train communications [BBC18; BCPV17; HJU05;
PQ09]. The need for formal system analysis has recently been emphasized in the rail-
specific CENELEC norms [EN50126; EN50128; EN50129; EN50159]. To date, formal
method applications are mostly delimited to verifying specifications of individual
components by original equipment manufacturers (OEMs), while on the network level
heuristic or manual approaches continue to dominate [L]18].

We present an infrastructure reliability model based on dynamic fault trees for the
performance analysis and verification of railway station areas. The system description
is based on train paths projected in the interlocking system, which are the fundamental
element for train routing and operation in railway systems. Train path functionality is
conditioned on the operability of tracks as well as field elements such as switches or
signals, which are typically specified in interlocking tables, cf. e.g. [FMGF10]. Quality
parameters of these systems or subsystems thereof are reported to the infrastructure
manager by OEMs and can also often be deduced from network records.
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Figure 9.1: Overview of the DFT-based analysis approach for railway stations

Overview of approach | An overview of our fully automatic approach is depicted
in Figure 9.1. From the given station infrastructure data, we derive the possible train
routes in the railway station and the field elements, i.e. the physical infrastructure
elements, such as switches, signals and track occupation detection systems. Similar to
the approach for the vehicle guidance system—cf. Figure 8.1 on page 268—we build a
two-level DFT. The station FT represents the possible train routes for each type of train.
For each field element, we create a dedicated component FT representing the different
failure types which can occur. We place special emphasis on field elements because
they are known to be responsible for the majority of infrastructure failures in station
and junction areas [BGDW18]. All fault trees are combined into one complete DFT
which is analysed via STORM-DFT. In our analysis, we use new performance metrics for
asset management. The results can be used to gain a deeper understanding on the long
term effects of strategic decisions in infrastructure design and maintenance planning.

Chapter structure | We shortly discuss the principles of railway operation proced-
ures in Section 9.2. Section 9.3 presents our DFT-based modelling approach for railway
networks on the system level. In Section 9.4, we discuss new performance metrics
for quantitative analysis of the state of the infrastructure. The metrics become access-
ible through probabilistic model checking on the DFT model. We demonstrate the
functionality and the capabilities of our approach in application scenarios for three
German railway stations in Section 9.5. In Section 9.6, we review the current state of
reliability analysis for railway networks and previous applications of formal methods.

9.2 Fundamentals of railway operations
Train operations in railway networks are based on interlocking systems, a combination

of technical systems that prohibit conflicting movements of trains. In order to set a
train route and to grant movement authority to a train, preconditions on the state of
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Figure 9.2: Railway station with exit route. The central station area (middle) is con-
nected to three adjacent railway lines: two double-track lines (right) and a
three-track line segment (left). Field elements included in the interlocking
system such as axle counters, switches and signals are marked.

tracks and field elements have to be met, which are typically stored in interlocking
control tables [FMGF10; WN18]. The wayside infrastructure consists of the permanent
way including tracks, switches and crossings, and field elements required by the
signalling and train control system such as signals and axle counters or track circuits
to detect train movements. For radio-based train control systems, track-bound balises
transmitting position indication and movement authority are required as well. In this
work, we focus on elements in signal-based fixed-block train control, which remains
the standard for train operations in stations (see Figure 9.2 for an example).

Similar to [WN18] and the verification of interlocking systems (cf. [Fan13]), our
analysis is based on train routes. Train routes denote paths on the infrastructure which
are delimited by signals governing station entry and exit. As no additional driving
indication is given to train drivers en route in standard operations, the entire route
has to be cleared and set for the train before the movement authority—by means of
signals—is given. As a result, train routes can be seen as the fundamental routing
elements in station areas and will be the base of our model.

9.3 DFT model for railway station reliability analysis

9.3.1 DFT model for railway station

The fault tree for the railway station area focuses on the possible train routing options.
Different train types are associated with route sets, sets of possible train routes within
the station area. Train routes in a route set are prioritised. The train route with the
highest priority is the standard route. A train route consists of up to two train paths:
a train path leading from the station entry to a halt in the station area, and similarly

train route

-standard route
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[switch 1 branch| slip switch 2 right main

Figure 9.3: Railway station fault tree

[switch 1 main]

a train path leading to the station exit. For trains starting or ending in the station,
only one train path is present. A train path is specified in the interlocking system and
determines, for example, the required state of switches and signals along the path.
The DFT model for a railway station is given in Figure 9.3. A station is considered
failed if no routing is possible any more for at least one train type. The routing for a
train type is impossible if all train routes in the corresponding route set are unavailable.
A train route is unavailable if at least one of the train paths tp is unavailable. A train
path can be used in multiple train routes. Lastly, a train path tp is unavailable if at least
one element (e.g. signal, crossing, etc.) along the path has failed. For switches and slip
switches, the correct track of the component has to be unavailable. If, for example, a
train path requires the main track of a switch and only the branch track is unavailable,
then the train path is still available. Field elements can be used in multiple train paths.

9.3.2 DFT models for infrastructure components

In the following, we present DFT models for all relevant wayside infrastructure ele-
ments in the station area. A special focus lies on switches which are most important
for routing, and are modelled with the greatest detail.
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Figure 9.4: Switch fault tree

9.3.2.1 Switches

Switches allow routing on either the main track or the branching track depending on
the current state of the blades. When changing the routing, the actuation and the
control of the motor have to work in order to move the blades. Moreover, the locking
mechanism has to work as well, to ensure that the blades are safely locked in their
final position and do not move underneath a train. One important aspect of the switch
is that a failure in one of the tracks might still allow routing on the other track. For
example, if the actuation fails to move the blades, but they are still safely lockable in
their present position, the current route can still be used.

The DFT modelling the different failure types of a switch is depicted in Figure 9.4.

We consider the status of the main track and the branch track separately. Both of the
corresponding OR-gates (switch main and switch branch) might have connections to
other parts of the DFT.

For the modelling of the failure modes, we rely on the detailed categorisation
of switch failures provided in [BGDW18]—for the UK network—where 5 technical
categories have been identified:

« Actuation (A): failures in the track switching process (blade movement, lock
actuation),

« Control/power (C): failures in control or power supply of switch subsystems,

« Detection (D): failure to detect/transmit the position of switch rails/locks,

+ Locking (L): failure to lock the switch blades, and

« Permanent way (P): mechanical failures of rails, stretcher bars, slide chairs, etc.

Failures to detect the current switch position/locking (D) will render the entire switch

switch
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Figure 9.5: Slip switch fault tree (without BEs)

unusable. Failures of the permanent way (P) can be both position specific—blade rail,
guiding rail failures—or global—ballast, crossing failures. Locking (L), Control (C) and
Actuation (A) failures originate in the context of blade movements and typically only
affect one of the two switch routing options. For instance, switch main is unavailable
if branch stuck occurred, i.e. if the blades cannot be moved from their current (locked)
position ‘branch’ to the ‘main’ position. We use a MUTEX to ensure that the switch
can only be stuck in one position and not in both positions at the same time.

9.3.2.2 Slip switches

Slip switches allow up to four different routing options from two ingoing to two
outgoing tracks. Intuitively, slip switches can be seen as a combination of two switches
that each move the blades in two tracks. One motor sets the position of the blades on
the two ingoing tracks—the right and left track. The other motor sets the position of
the blades on the two outgoing tracks. Depending on the joint position of the blades, a
train arriving on any ingoing track can be routed to the corresponding outgoing main
or branch track. Not all routing options need to be technically realised in a slip switch.

The DFT model for a slip switch is depicted in Figure 9.5. It has four top-level
elements—right/left X main/branch—which all might have connections to other DFT
parts. Again, we distinguish between stuck branches and total failures. As the slip
switch consists of two switches, if one of them has completely failed—switch 1 fail or
switch 2 fail—all four routing options become unavailable and the slip switch has failed.
However, if the blades for one switch are stuck, only two tracks become unavailable.
These cases are represented by the four OR-gates with stuck. As before, two MUTEX
ensure that the blades can only be stuck in one position.
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Figure 9.6: Fault trees for further components

For better visualisation, we omitted the BEs in the slip switch DFT, but they are
similar as for the single switch DFT. For example, OR-gate switch 1 right stuck has
four BEs for actuation, control, locking and permanent way failures.

9.3.2.3 Crossings

Crossings allow overlapping of two tracks without switching the tracks as in a slip
switch. Without the presence of electromechanical components such as the motor or
switch blades, the failure causes reduce to permanent way failures. The corresponding
fault tree is depicted in Figure 9.6a.

9.3.2.4 Further components

As we focus on train routability in our DFT model, sub-FTs for switches have the
richest topology. Further components such as signals or track clearance detection can
be modelled as atomic components without detailed failure behaviour for routability.
If desired, these components can of course be modelled in greater detail using all
available gate types in DFTs. An overview of the fault trees for further components is
given in Figure 9.6.

Track clearance detection | Track clearance detection reports whether the current
track segment is occupied by a train. In Germany, axle counters are predominantly
used for track clearance detection. Failures for axle counters (Figure 9.6b) can be
subdivided into permanent failures of the component and transient failures, where a
train axle was not detected and functionality is quickly restored by a reset [Kal17].

Signals | Signals failures (Figure 9.6c) are often confused with other system malfunc-
tions connected with the interlocking system that prohibit the signal being switched
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Table 9.1: Failure rates and parameters for switches
Aa [1/n] Ac [1/n] Ap [Y/n] AL [1/n] Ap [1/n] nT.p
498x107% 226x107% 232x107% 1.28x107% 1.46x107* 0.11

to green. We consider intrinsic failures of the signal as a field element here. With the
establishment of highly reliable LED technology they are typically not caused by the
lamps, but by wayside electronics of the signal [Kal17].

Track segments | Track segments (Figure 9.6d) only experience failures due to wear
from the trains running on the tracks. Failure rates for short track segments in stations,
which are travelled at low speed, are typically small, cf. Section 9.3.3.

9.3.3 Failure rates
9.3.3.1 Switches and crossings

For the switch and crossing failure rates we rely on the extensive data from the UK
Railway Network provided in [BGDW18]. For switches, we assume electromechanical
actuation systems (Type HW/W63), which are the most widespread designs both in the
UK and in the German railway network. Failure rates for the different failure causes
are based on the data for mean time to failure requiring intervention (MTTFRI) in
[BGDW18, Table 4].

Type (L), (C) and (A) failures in switches originate in the context of blade move-
ments, only. As [Jal11] shows, almost 80 % of switch failure causes are due to blade
obstruction—snow/ice or ballast—and insufficient lubrication of slide chairs. As these
failures are more likely to occur when moving the switch blades to the position used
less frequently, it could be argued for load dependent failure rates at this point. How-
ever, as no consistent information on the effects of load could be found in the literature,
an even spread over the two branches has been assumed.

Permanent way (P) failures can yield both a complete failure of the switch in case
elements used by all tracks are affected—crossings, ballast—or depend on the branch—
guiding rails, blades. The share of permanent way failures that renders the entire
switch unusable, regardless of the blade position, is denoted by nrp. We estimate nr p
based on the share of ballast, crossing, fishplate and sleeper failures in the UK failure
cause data for switches provided in [Jal11, Table 1].

The failure rates and parameters are summarised in Table 9.1. Failure rates A4, A¢,
Ap, AL and Ap correspond to failure causes (A), (C), (D), (L) and (P), respectively. Data
for crossings and slip switches rely on the same parameters. For crossings, only type (P)
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Table 9.2: Failure rates [1/d] for track segments, signals, axle counters and track circuits.

Track Segments Signals  Track Circuits Axle Counters
Failure Failure Failure Reset request Failure
44%x107* (perkm) 2.9x107* 55%x 1074 28%x107*  1.1x107*

failures have to be considered. For slip switches type (A), (C), (D) and (L) failures apply
to both switching motors, independently.

9.3.3.2 Further components

The failure rates for further components are given in Table 9.2. Track segments,
track clearance detection and signals do not have degraded modes bearing on train
routability. We therefore use aggregated values. For track segments and signals, failure
rates consistent to the switch failure rates for the UK network can be estimated based
on the number of reported failures and the approximate number of elements in the
UK network!. The number of track circuits and axle counters in the UK could not be
found. We therefore use failure data from [RGNS16] and [Kal17, Table 6].

9.4 Quality metrics for railway station areas

In the following, we present the metrics we compute in the context of railway sta-
tion areas. The corresponding model-checking queries are formalised in continuous
stochastic logic (CSL) (cf. Section 2.3.2) and given in Table 9.3.

General metrics | The standard metrics unreliability and mean-time-to-failure
(MTTF) are computed as usual, cf. Section 5.3.1. Analysing the unreliability of the
routing options is performed by computing the time-bounded reachability probability
of the failure of a route or a train path.

Re-routing probability | The TLE represents the complete failure of at least one
route set. To assess the probability that at least one train must be re-routed, we change
the DFT model. The DFT is changed by only considering the standard route for each
route set and removing all alternative train routes. The unreliability in the changed
DFT corresponds to the re-routing probability. Another possibility—without the need
to modify the DFT—is to calculate the reachability probability for the disjunction of
failures of the standard routes.

Ihttps://dataportal.orr.gov.uk/
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Table 9.3: Model-checking queries

Measure Model-checking query
Unreliability P(0=! Failed)
MTTF ET (¢ Failed)
Unreliability for route i P(0=! Failedyoute i)
Unreliability for train path i P(0=! Failedy, ;)
Re-routing probability P(0=" (V standard route i Failedioute i)
Criticality of element v E
Unrel. after component o failed | Y5 pitea,cr(s) P(—Failed, U s) - P (0! Failed)
MTTF after component o failed | ¥cs raited,er(s) P(—Failed, U s) - ET (¢ Failed)

Criticality of infrastructure elements | One important metric in the station area
model is the criticality of infrastructure elements, i.e. the influence of failures of a
specific field element on the overall unreliability. We use the Birnbaum importance
index [Bir68] to asses the criticality of components, cf. Section 5.3.2. Computing I’ for
each element v gives insight into which element failures have the most impact on the
routing in the station area.

Reliability until next maintenance | If an element has failed, it is important to
know how fast the element should be repaired or replaced. We can compute the
unreliability after component failure for a component v by looking at all states where
v has already failed. Each state s should be the first instance where v has failed, i.e. v
is operational in all predecessors of s. We compute the unreliability in each state s
and multiply it with the probability to reach s in the first place. The time bound for
the unreliability is chosen as a typical maintenance interval. In a similar fashion, the
MTTF after component failure can be computed. Both computations use the improved
algorithm from [8] which avoids performing the model checking query for each state
and uses only two queries instead, cf. Section 8.4.2.

9.5 Application scenarios

9.5.1 Test cases

As application scenarios for our DFT-based station reliability model we consider three
railway stations in the German state North Rhine Westphalia: Aachen Hbf, Mén-
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chengladbach Hbf and Herzogenrath Bf. Aachen Hbf and Ménchengladbach Hbf
are major stations with multiple starting and ending train lines, and 9 and 10 tracks,
respectively—7 and 9 platform tracks, respectively. Herzogenrath is a considerably
smaller medium size station with 4 platform tracks—3 in use—and a small freight yard.

In the following analysis, we focus on switches; track segments, axle counters and
signals are not considered. While including the other elements is perfectly viable from
a computational point of view, we focus on switches for three reasons:

1. Switches possess the most interesting routability properties as they exhibit
various degraded modes which still allow the use in some train routes, depending
on whether the branching or the main track of the switch is used.

2. Switch failures have been shown to be one of the most important factors in
delay build-up [BGDW18]. As a result, more reliable switch designs have been
discussed both by research [Col15] and OEMs, e.g. [Mor16]. There now exist
multiple switch layouts to choose from, such that switches are interesting from
an asset management and investment point of view as well. Failure rates of
track segments, by contrast, can only be optimized to some extent by shortening
inspection intervals, for instance.

3. Signal and axle counter failures tend to yield milder disruptions as fallback levels
such as visual driving mode exist [WN18]. In addition, about 70 % of axle counter
failures are detection errors only requiring a reset once track clearance has
been confirmed [Kal17, Table 6]. Hence, the majority of axle counter failures are
transient failures that can be resolved by train dispatchers.

9.5.2 Input data

For the input data we rely on infrastructure and train data for the German railway
network, as specified in the XML-ISS and XML-KSS standards [BG03], data exchange
formats for railway infrastructure and train data currently used by German infrastruc-
ture manager DB Netz AG. The format is related to the RarLML standard [NHSK04], to
which our method could be adapted with minor modifications. As discussed before,
the requirements of train routes with respect to the state of field elements are typically
specified in control tables to which access is highly restrictive. We therefore follow a
similar approach as the one recently discussed in [LJ18] and construct control tables
from the infrastructure data. This approach can only provide an approximation to
the actual situation specified in the interlocking control tables—which tend to vary
between countries and even locally as a result of the exact track topology. However,
it provides comparable data input, such that the approach is transferable to actual
interlocking data.
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Table 9.4: Considered scenarios

Scenario Railway
Id Station Variant Max fail | #Route sets #Routes #Train paths #Components
1 std 00 61 61 62 53
p Aachen i 4 23 115 41 54
3 std 00 11 11 15 22
4 Herzog. alt5 4 19 15 24
5 alt 5 6 9 19 15 24
6 , std 0 26 26 32 40
7 Meladb- g 4 11 43 25 41

9.5.3 Results and discussion

In our analysis, we use STORM-DFT with all optimisations, cf. Chapter 5. In particular,
we simplify the generated DFT models using rewriting, cf. Section 5.4.5. The complete
workflow as presented in Figure 9.1 on page 296 is fully automatized. We run STORM-
DFT on an HP BL685C G7 restricted to 16 GB RAM and use a single 2.0 GHz core. The
generated DFT models are available on our website?.

Scenarios | The considered scenarios are given in Table 9.4. Each scenarios is identi-
fied by a unique id. For each of the three stations, we evaluate two different variants
for the route sets: either a route set consists of only the standard route (std) or a route
set contains the 5 most feasible routes according to priorities in the input data (alt 5).
The fourth column in Table 9.4 indicates the maximal length of explored subsequent
BE failures, i.e. we use the depth exploration heuristic, cf. Section 6.1.3. In our setting,
it is reasonable to only consider a fixed number of subsequent failures as repairs or
replacements would be performed after multiple failures. The last four columns in the
table give the number of route sets, routes, train paths and components in the station.

The model characteristics for the considered scenarios are given in Table 9.5. The id
in the first column references the scenario from Table 9.4. For the resulting DFT, we
give the number of BEs, static gates and dynamic gates. The next two columns give
the number of states and transitions in the resulting CTMCs. The last column states
the time (in seconds) needed to build the CTMC.

Results | We analyse the resulting CTMCs according to the model checking queries
specified in Section 9.4. The time bound is 90 days—a typical maintenance interval.

Zhttp://www.stormchecker.org/publications/dfts-for-railway-stations
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Table 9.5: Model characteristics

1d DFT CTMC
#BE #Static #Dynamic| #States #Transitions Build time [s]

1 (544 459 54 2049 13313 0.11
2 536 451 53 11371990 45946651 2006.16
31194 137 19 257 1281 0.04
4214 153 21 275073 1109037 12.33
51214 153 21 17592280 106375167 1110.48
6 | 480 325 48 8193 61441 27.79
7 1490 325 49 6224521 24798158 645.51

Table 9.6: Analysis results (MTTF in [d], computation times in [s])

1d General metrics | Unreliab. route Criticality MTTF after fail
Unrel. MTTF Time |Result Avg. time | Result Avg. time | Result Avg. time

11099 16.39 0.01| 0.246 0.05 0.025 7.86 0.00 0.58

2 10.895 46.71 10.75]| 0.758 1.31 0.569 63.86 1.31 75.84

310826 51.54 0.00| 0.172 1.41 0.196 1.78 0.00 0.95

410715 70.09 0.39| 0.273 0.03 0.312 0.36 1.89 0.28

510.711 7241 17.78| 0.274 0.43 0.214 4.40 2.24 2.43

60991 19.02 0.02| 0.203 0.20 0.037 5.95 0.00 0.33

7 | 0.842 55.77 6.09| 0.650 0.90 0.673 73.54 1.22 41.39

The results are presented in Table 9.6. The first column references the id. The next
three columns give results for unreliability and the MTTF (in days), and the time (in
seconds) needed to compute both metrics. The remainder presents the results for more
intricate metrics: the unreliability of each route, the criticality of each switch and the
MTTF after a switch failed. For all three metrics, we give one exemplary result and
the average analysis time (in seconds). Note that we gain upper and lower bounds
for all results on the partially explored models—because of limiting the number of
subsequent failures—and present the worst-case results here.

Analysis results for all switches in Ménchengladbach Hbf (scenario 7) are depicted
in Figure 9.7. The criticality results Zﬁ are given in Figure 9.7a and the MTTF after
the switch failed are given in Figure 9.7b. Each coloured dot represents a switch and
its analysis result where red indicates a higher and yellow a lower value. Grey dots
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Figure 9.7: Analysis of switches in Monchengladbach Hbf for scenario 7

indicate switches which are not amongst the 5 train routes with highest priority for

any train type.

Discussion | All models experience high unreliability within a 3-months period.
Allowing multiple alternative paths instead of a standard path increases the reliability
of the stations and the MTTF nearly triples for Aachen and Ménchengladbach.
When considering alternative paths, the state-space growth and therefore the build-
ing times become the main limiting factor, cf. Table 9.5. The time needed for model
checking remains negligible even for the largest models though. For Herzogenrath
we increased the maximal failure sequence from 4 to 6. While the state space greatly
increases, the results only slightly change. Thus, it is reasonable to limit the number
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of considered subsequent failures and still get insightful results.

The criticality results in Figure 9.7a show that the switches on the ingoing and
outgoing tracks are the most critical. Unavailable switches in these positions render
large parts of the station area unavailable. It is also possible to see that the two yellow
switches to the top right are not critical. This might indicate that most routes we
considered are not using those tracks. The MTTF after switch failures in Figure 9.7b
yield a similar result with subtle differences such as more distinct differences between
the switches in the bottom right corner.

9.6 Related work

For a broad methodological overview on formal methods for railway software develop-
ment, see [Bjo03]. The suitability of formal methods and tools for railway signalling
and control applications with respect to the safety integrity level (SIL)—4 being the
highest, 0 the lowest—has been reviewed in [Fan13]. In station areas, solid state inter-
locking programs (e.g. [ITLR18]) and railway signalling data (e.g. [IR16]) have been
formally verified. In view of the migration of ‘old’ signal-based train control sys-
tems to new radio-based infrastructure such as ERTMS/ETCS (European Rail Traffic
Management System / European Train Control System), verification of train control
specifications—especially with respect to train radio communications—has received
new attention recently. [CRT09] verifies consistency of ETCS requirements in a hy-
brid system setting including train dynamics using a combination of temporal logic
with regular expressions. In [PQ09], ETCS is viewed as a hybrid system controller
and controllability, safety, liveness and reactivity of ETCS in view of perturbations
in train dynamics are investigated using deductive verification. [HJUO05] presents a
statechart extension and its transformation to discrete event simulation-based analysis
of reliability in this context to verify compliance with QoS standards for train radio
communication. [BCPV17] focuses on failure modelling of ERTMS/ETCS Level 3, an
entirely radio-based control system standard. Stochastic Petri nets are used to provide
a quantitative assessment of the effects of communication losses. In [BBC18], a Level
3 moving block signalling scenario is modelled and analysed with UPPAAL SMC.

Quality and safety requirements for electrotechnical systems in railway signalling
applications have been specified in the CENELEC standards EN 50128 [EN50128], EN
50129 [EN50129] and EN 50159 [EN50159] EN 50128 recommends the use of formal
methods even for software applications at SIL 1 and 2. The related EN 50126-1 stand-
ard [EN50126] provides guidelines for risk and asset management, also emphasizing
the qualities of formal modelling approaches in this context.

To date, the use of formal methods in railway asset management remains limited
and often focuses on specific elements or subsystems only. [Jal11] and [Kas17] discuss
failure modes of tracks and switches and develop Failure Mode and Effect Analysis
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(FMEA) schemes for asset management based on application scenarios from the British
and Swedish railway networks. Markovian models for degradation modelling of rails
and track foundations have been discussed in [PA13] and extended to a Petri net-based
approach in [APR14].

Another class of models mentioned in EN 50126 are fault trees. Henry [Hen96]
uses static fault trees to model train protection systems in a metro transit system.
The railway power supply system and the effects of different maintenance strategies
have been analysed using SFTs in [CHMO07]. The model is solved using binary decision
diagrams. [GKSL*14] discusses a DFT model for the investigation of general railway
failure scenarios and maintenance strategies. Integrating new dynamic gates allows
modelling of functional dependencies and spare parts typical for repair processes.
Probabilistic model checking based on a Markov chain representation of the fault tree
is applied to solve the model. An extension is provided in [RGNS16], where DFTs are
used to optimise maintenance strategies for insulating joints, which are essential for
train detection based on track circuits. A first step to transfer the use of fault trees to
performability analysis of entire stations has been recently undertaken in [WN18],
where the main focus is on the modelling of fallback levels in case of infrastructure
disruptions.
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=» DFT-based model for the infrastructure in railway station areas.

=¥ The focus is an field elements such as signals, axle counters and in particular
switches, and the effect of their failures on the routability of trains in the
station area.

=¥ For a given railway area and its infrastructure data, the approach automat-
ically extracts the relevant train paths for the train routing and constructs a
corresponding DFT. This DFT is connected with dedicated DFTs for each
infrastructure component along a train path.

=» The complete DFT is analysed according to standard metrics such as reli-
ability and MTTF, but also with respect to more complex metrics such as
re-routing probabilities, criticality of components or MTTF after component
failure.

=» The evaluation shows that this approach for example can pinpoint the
switches most critical for train operations in a railway station.
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10 Conclusion and Outlook

10.1 Conclusion and Discussion

We set out to improve the existing state-of-the-art for dynamic fault trees with respect
to three topics in particular (cf. Section 1.2): semantics, analysis and applications. We
shortly summarise and discuss our contributions for each part. Concise summaries
can also be found at the end of each chapter.

Semantics | We developed a generalised semantics for DFTs which captures the
major semantics existing in the literature. Our formalisation via GSPNs (cf. Chapter 3)
is convenient for comparison as differences between semantics can be characterized by
the different priorities and different handling of non-determinism. Our investigation
showed that in large parts, the semantics for each DFT gate are universally agreed
upon. Minor differences are for example the treatment of simultaneous failures in

priority gates which can be handled by introducing inclusive and exclusive variants.

The main difference between semantics is the way in which failures propagate through
a DFT—with respect to both time and causality. The proposed DFT semantics NewGSPN
(cf. Section 4.5.1) captures the intuitively expected behaviour of failure propagation
best. Furthermore, the provided generalised GSPN semantics provides a good basis for
discussing DFT semantics and eventually agreeing on one standard'.

In addition, the detailed investigation and enumeration of semantic intricacies for

DFTs in Sections 4.1 and 4.2 provides a helpful guidance when working with DFTs.

Being aware of these intricacies helps in creating better DFT models and also developing
correct algorithms for DFT analysis. In particular, the common misconceptions that
FDEPs can be replaced by ORs and SEQs by cold SPAREs were proven as incorrect in
general. Note that the list of semantic questions is not exhaustive as new questions
will certainly arise when combining DFT gates in uncommon ways.

Analysis | The analysis of DFTs is efficiently possible yielding accurate results by
using probabilistic model checking. The crucial part however is to apply as many
reduction techniques as possible during the state-space generation. We presented and
implemented multiple optimisation techniques (cf. Section 5.4) such as using don’t

1 Although this might be a long process, cf. https://xkcd.com/927/

10
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cares, exploiting symmetries, modularisation, detection of spurious non-determinism
and graph rewriting. Combining these orthogonal optimisation techniques is crucial to
significantly improve the analysis performance. The evaluation in Section 7.2 showed
that our tool STORM-DFT is state-of-the-art for DFT analysis.

In case all the optimisations do not lead to the desired performance improvement,
the approximation approach via partial state-space generation (cf. Chapter 6) is a
good alternative. The iterative nature of the approach allows to analyse DFTs in an
interactive fashion where the user can dictate which states to explore next and when to
stop. In particular for large DFTs, the partial state-space generation allows to mitigate
the state-space explosion problem and yields precise enough results in reasonable time.

Lastly, we want to highlight that the good performance of STormM-DFT—and even
more so of its basis STORM—stems from countless hours of implementing ideas and
algorithms, running tests and evaluating the performance, improving and revising
existing code and algorithms, and supporting users and answering their questions.
STORM-DFT is publicly available at www.stormchecker.org and ready to be used for
DFT analysis.

Applications | We presented two case studies using DFT models. The vehicle guid-
ance system in Chapter 8 makes use of all types of DFT gates and the resulting DFTs
are among the largest to date. The models for railway station areas in Chapter 9
are mostly static with the additional MUTEX-gates modelling dynamic behaviour. In
both case studies, we utilise the hierarchical nature of fault trees by automatically
generating different levels in the DFTs. Using fault trees allowed us to individually
and independently model components which allows for great flexibility. New types of
components can easily be integrated and existing ones can be adapted or exchanged
without much effort. Another benefit of using DFTs is its graphical representation
which allows to discuss the model without much previous knowledge. The different
levels in a DFT further allow a customized view on the DFT, either on a high-level or
focused on specific components.

The measures we analysed in both case studies showed the broad range of questions
which can be answered via probabilistic model checking. Examples are calculating
the criticality of switches in the railway station or estimating how long the vehicle
guidance system can still be safely operated in degraded operation mode.

The evaluations also showed that our analysis techniques can be successfully applied
to large DFT models within reasonable time. Further improvements on the performance
are however still necessary to allow analysis of more complex systems.

10.2 Future work

We conclude this thesis by listing ideas and possible directions for future work.
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10.2.1 Repairs in DFT

We excluded the modelling of repairs in this thesis (cf. Remark 1.1 on page 7). In most
real-word systems however, repairs and maintenance actions are crucial to ensure
continuously safe and reliable operation. Including repairs in fault trees is in principle
a simple operation: BEs are additionally equipped with a repair rate which turns a
failed BE operational again. While this simple approach works for SFTs, it quickly
becomes very complex for DFTs.

Semantics | We already saw in Chapter 4 how many intricate semantic issues are
present for non-repairable DFTs. Incorporating repairs leads to an even larger number
of new questions such as:

« Does the dependent event of an FDEP get repaired if the trigger is repaired?
+ Does the order of repairs influence the failure behaviour of priority gates?

+ Can elements under a SEQ be repaired in any order?

« How are spare races resolved or avoided if a shared spare is repaired?

As a result, existing semantics for repairable DFTs [BC04; BCS10; MCCD*14; MBD20;
BRS20] differ even more than non-repairable ones and no consensus can be seen.

Incorporating repairs in DFTs therefore requires a thorough investigation of the
semantics. A first step could be to extend the DFT traces by an additional repair event
and to define the behaviour of each gate on such traces. A second step would then be
a thorough investigation of semantic issues when combining DFT gates. As seen from
the short extract of question before, this step will require a significant amount of work.

Analysis | Incorporating repairs also poses new challenges for the DFT analysis.
While the resulting Markov automata are acyclic for non-repairable DFTs, they become
cyclic when allowing repairs. This does neither pose a problem for the state-space
generation nor the model checking, but some of the optimisations must be adapted. In
particular, don’t cares cannot be exploited any more as the state of an element stays
relevant even if its parents are failed. In an OR-gate for instance, all children must
be repaired to render the OR operational again. Even if an OR is failed, we therefore
must still track how many children are failed and don’t cares cannot be used.

Support for repairs in DFTs therefore also requires the development of new state-
space reduction techniques. On the plus side however, several techniques such as
symmetries and modularisation can be used without large modification. The approxim-
ation via partial state-space generation should be applicable in its current form as well.
The main modification is that the exploration cannot stop for failed states, because the
system could still be repaired afterwards.

10
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10.2.2 Extensions of DFT

DFTs are only one extension of SFTs. A possible direction of future work could be a
combination of and inspiration by different SFT extensions.

Decoupling activation and claiming | A Boolean-logic driven Markov decision pro-
cess (BDMP) [BB03] for example is very similar to a DFT. One interesting feature of
BDMPs is that they perform activation via triggers, similar to how FDEPs propagate
failures. Inspired from the activation behaviour in BDMPs, one could introduce an
‘activation dependency’ in DFTs which forwards the activation from an input element
to an output element. This also allows to decouple the two behaviours present in
SPARE-gates: activation and claiming. In addition to an activation dependency, a
‘claiming gate’ would be introduced which performs the claiming operation. The
SPARE-gate is then a combination of both gates. The advantage of this approach is
that activation can be performed without a SPARE and especially DFT Constraint 8
(Independence of modules) can be lifted. As a side-effect, the expressiveness of BDMPs
compared to this new variant of DFTs could be determined conclusively.

Delayed failure propagation | Inspired by timed failure propagation graph mod-
els [AKMOO09] and state/event fault trees (SEFTs) [KGF07], failure propagation with
delays can be another extension of DFTs. Supporting delays allows to incorporate
the timing behaviour of some events. One example is the occurrence of a fire which
renders multiple components failed. This can presently be modelled with an FDEP.
It would be more realistic however to add a deterministic delay to this FDEP as the
fire does not immediately render the components failed. An advantage of having a
‘delayed FDEP’ would be that the difference between timed and causal order would be
explicitly specified within a DFT. Thus, the order requirement for priority gates could
be modelled more precisely.

10.2.3 Improved analysis

While the DFT analysis via STORM-DFT is already in a good shape with several optim-
isations present, additional improvements are always beneficial.

BDD support | One improvement would be a faster analysis for largely static fault
trees, i.e. DFTs where only a small part is actually dynamic—similar to static/dynamic
fault trees (SD fault trees) [BBHK" 16]. Analysing static subtrees via model checking is
not efficient and dedicated methods should be used instead. A common approach is
the use of binary decision diagrams (BDDs) [Rau93]. Future work could implement
a BDD-based analysis approach in STorRM-DFT for improved performance on static
(sub-)trees.
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Compositional analysis | The state-space generation approaches of STOoRM-DFT and
DFTCaLc [ABBG*13] are orthogonal. STORM-DFT generates the complete state space
in one process whereas DFTCaLc follows a compositional approach [BCS10]: small
input/output interactive Markov chains (I/O-IMC) for individual gates are composed
and subsequently simplified before continuing the composition with other gates. While
the composition introduces a large overhead for small- to medium-sized DFTs, it seems
to offer benefits for large DFTs. A possible idea for future work is the combination
of both approaches. First, Markov automata for small- to medium-sized DFTs are
generated using STORM-DFT. Afterwards, all resulting MAs are simplified and composed
by following the approach of DFTCALc. For the composition to work, one either
needs to convert an MA into an I/O-IMC or the composition needs to directly work
on MAs. Note that this composition does not depend on independent subtrees—
as required for modularisation—but is applicable in general. Thus, the composition
could prove beneficial for highly coupled DFTs, such as the vehicle guidance systems
from Chapter 8.

10
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C Proofs

C.1 Proofs in Chapter 3

C.1.1 Proof of Lemma 3.18

We have to show Lemma 3.18 on page 130:

GSPN G# has at most 9 |V| - oymax places, 2- |BE#| timed transitions and 6 - |V | - 0pax
immediate transitions.

Proof. We give the precise sizes for each GSPN template in Table C.1 where n = 0,,,4x.
We give the number of interface places, the number of auxiliary places, the number
of transitions—timed and immediate—and the number of arcs for each type of
template. Note that the complete GSPN template for each DFT element consists of
the specific template for the element type and the activation template.

The number of interface places is bounded by |Z#| < 4 - |V|, because each DFT
element v € ¥ has at most four corresponding interface places Failed,, Unavail,,
Active, and Disabled,. The number of auxiliary places is bounded by 3 - opax - |V|
with two additional places for the initialisation template. Thus, the total number of
places is bounded by

[Pl <4-|V|+3 - 0max - |V]+2
=(4+3 Omax) - |V|+1
<9 Omax - |V|

or CONST elements are present, the number is exactly 2 - |BE#|. The number of
immediate transitions is bounded by

The number of timed transitions is bounded by |T;| < 2 - |BE#|. If no CONST+

IT:| < 4 Gmax - ISPAREF] + (2 - Omax +2) - [V \ SPARE#] + 2
< (4' Omax +2) - |V|
<6 Omax - |V|
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Table C.1: Sizes for GSPN templates

C Proofs

Template type # Interf. pl. # Aux. pl. # Transitions # Arcs
SEexp 4 0 2 timed 11
CONST+ 4 0 1 timed 4
CONST . 4 0 0 0
AND 3 0 1 immed. 2n+3
OR 3 0 n immed. 5n
VOTg 3 2n+1 n+1immed. 4n+4
PAND< 3 1 n immed. 6n
PAND. 3 n—1 nimmed. 7(n—1)+5
POR< 3 1 nimmed. 4(n-1)+6
POR. 3 0 1 immed. n+4
SPARE 3 3n 3n immed. 14n+2
SPARE (arb. claim.) 3 2n+1 2n+1immed. 12n+3
FDEP 3 0 n—1immed. 6(n—1)
PDEP,, 3 3 n+2immed. 6(n—-1)+7
SEQ 3 n+1 nimmed. 5(n-1)+3
MUTEX 3 1 n immed. n® +2n
templ, 0 1 1 immed. 2
Activation in modules 0 0 n immed. 4n
Activation in SPARE 0 0 n immed. 6n

The number of arcs is bounded by

(02ax + 2+ Omax) - IMUTEXZ] + (20 - 0max +2) - |V \ MUTEX#| + 2

<(0tax

+2 Omax) - IMUTEX#| + (20 - Opax +4) - [V \ MUTEX#|
<(02ax - IMUTEX# + (20 - Oax +4) - |V].

If no MUTEX is present in the DFT, the number of arcs is also linear in the number
of DFT elements. Even if MUTEX are present, we can usually assume 0,5 < 20.8

C.1.2 Proof of Lemma 3.19

We have to show Lemma 3.19 on page 130:
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In GSPN Gy, for all interface places p € I \ {Disabled, | v € BE#}, the tokens
placed in p are never removed:

VmeM:m(p) >0 = m'(p) >0,
where m’ is a marking reachable from m.

Proof. Let m € M be a marking and t € enabled(m) be a transition. Further let
p € {Failed,, Active,, Unavail, | v € ¥} = I \ {Disabled, | v € BE#} be a place. We

need to show that for all markings m’ with m = m’ it holds:
mp) 21 = m(p) 21

We define the set of places P’ where each token which is removed from p € P’ by a
transition ¢ € T is also put back to p by :

I(t)(p) =1 = O(1)(p) = 1.
We give P’ for all templates:
« In templyg, (0), it holds P” = P\ {Nexty, ..., Next,, Collect}.

+ In templgppge (), it holds P’ = P\ {Consider,, .. ., Consider,}. For a SPARE with
arbitrary claiming only place Consider, is excluded.

e In tempIPDEPP (v), it holds P’ = P\ {Coin, Flip}.
« In templggq (v), it holds
P = {Failedg(v)l, ey Failedg(u)n}
=P\ ({Currento, ..., Current, } U {Disableda(u)l, e, Disableda(z,)n}) .
+ In temply,1ex (0), it holds P’ = P\ {Mutex}.

+ In templ, ;. it holds P’ = P\ {Init}.

« For all other DFT types and the activation templates, we have P’ = P.

In summary, for all gates we have
P’ D {Failed,, Active,, Unavail, | v € F} .

and thus, the claim holds. ]
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C.1.3 Proof of Lemma 3.21

We have to show Lemma 3.21 on page 130:

I Each transition fires at most once.

Proof. We define a mapping M : T — P where p = M(t) denotes a place which
both:

« prevents firing ¢ multiple times; formally, O(¢)(p) > 0 and H(¢t)(p) > 0, and

« tokens placed in p are never removed; formally for all t € T and m 5o
m(p) >0 = m’(p) > 0.

Then, if ¢ fires, it places a token in p and as H(¢)(p) > 0 an immediate refiring of ¢
is prohibited. Furthermore, as tokens are not removed from p, the transition can
never fire a second time.

It remains to give the mapping M for each GSPN template in the following:

For any transition ¢t € templSEexp(U) U templconst, (0) U templyp (o) U
templog (0) U templpop_(v) we set M(t) = Failed,.

For any transition t € templpayp_ (v) Utemplpop_(0) we set the mapping M(t) €
{FailSafev, Failed,,}.

For any transition t € templpayp_(v) we set M(t) € {X,, ..., Xy, Failed, }.
For any transition ¢ € templgpep(v) we set M(t) € {Failedyy),, . . ., Failedy(y), }-

For any transition ¢ in the activation templates, we set the mapping M(¢) €
{Active(,(z,)l, ..., Activeg(y),,, Activev}.

In templyor, (v) we set M(fail) = Failed,. Firing one of the other transitions
fail,, ..., fail, consumes the token in the corresponding place Next; and thus,
each transition is disabled afterwards.

In templgpape(v) the token in Considery(,), either directly moves to
Considers (y),,, (or to Failed, in the end) or to Clalmed” . In both cases, claim
and unavail are disabled afterwards. If a token is in Clalmed ° . and transition
child-fail fires, the token from Current; is consumed and chlld fall is disabled
afterwards. A similar argument holds for the SPARE with arbitrary claiming.

In tempIPDEPp (v) transition coin consumes the token in Coin and cannot fire
afterwards. Similarly, transitions flip-success and flip-fail consume the token in
Coin and are disabled afterwards. Furthermore, both transitions are only enabled
through the firing of coin which can fire only once. Thus, both transitions
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are only enabled once as well. For the remaining transitions, we set M(t) €
{Failedg(y)z, ..., Failed;(y), }

« In templseq (v) the transitions nexty, . . ., next, can only fire from left to right
moving the token from Currenty to Current,. Each transition next; removes the
token from Current;_; and places it in Current;. Therefore, next; is disabled.

+ In temply,7ex (0), firing of a transition consumes the token in Mutex. As a result,
all transitions are disabled afterwards.

» In templ,,;, transition init removes the token from Init and afterwards this trans-
ition is disabled. [ ]

C.1.4 Proof of Lemma 3.23
We have to show Lemma 3.23 on page 131:
The GSPN G« is bounded by

max {2, Collect,qx, Disabledqy } .

All places P\ ({Unavail, | v € F} U {Collect | v € VOT} U {Disabled, | v € BE})
are 1-bounded.

Proof. All places except Unavail,, Collect and Disabled, are 1-bounded. Let p €
M(t) (for some t) where M is as in the proof for Lemma 3.21. A new token is only
placed in p if there was no token before. This is ensured by the inhibitor arcs as
previously explained. We consider all templates in detail:

« In each of templse (v), templeongr, (v), templyyp(v),  templog (o),
templpanp. (), templpop_(0), templpop (v) and templyrex(v) at most
one transition can be fired and places a token in p € M(t). Thus all places
p # Unavail, are 1-bounded.

« In templyqr, (v) place Collect can contain up to |o(v)| many tokens—one for
each fail,. All other places can contain only one token.

« Intemplpsnp_ (0) the transitions only fire from left to right, while adding tokens
in Xj to X, and finally placing it in Failed, if there was none before.

+ In templgpape (v) the token moves from left to right through the auxiliary places
Considers (y),. Because of the places Current;, transitions child-fail can fire only
once and at most one token can be placed in Consider,(,),. The single moving
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token ends up in Failed,. There is no inhibitor arc for Failed, but due to the
moving token, only one token is placed in Failed,. Furthermore, a token is placed
in Unavails (y), only if there was none before. However, if first a token is placed
in Unavaily(y), in the SPARE template, a second token can be added if o(v);
fails—in the corresponding template—and tokens are added to Failed,(,), and
Unavail,(y),. Thus, Unavail, is 2-bounded. The boundedness of the SPARE with
arbitrary claiming follows similar arguments.

« In the activation templates a token can only be placed in
Actives (o), - - -, Actives (), and Active, if there was none before.

+ In templgpgp(v) all transitions can only place a token in
Failedy (y),, . . ., Faileds(y), if there was none before.

In templppep(v) the token moves from Coin over Flip to Forward. Thus, each of
the three places contains at most one token. All other places follow the reasoning

of templepep (0).

In templseq(v) the token moves through the places Current;. A place
Disabled,(,), can initially contain a token for each parent SEQ. Thus, each
Disabled, is bounded by |pSE?(0)].

+ Intempl,; the first transition puts a token in Activer. As no Active place initially
contains a token, the place contains at most one token. ]

C.2 Proofs in Chapter 5

C.2.1 Proof of Lemma 5.5
We have to show Lemma 5.5 on page 191:

Let Mg be the MA for DFT #. The state-space size of M is in the worst case
factorial in the number of BEs and PDEPs of ¥

|S| < (|IBE#| +2 - |[PDEP#| + 1),
where n! is the factorial of n.

Proof. The state space of Mg is generated by considering all possible traces of BE
failures and evaluations of PDEPs. We divide the state space into ‘levels’ corres-
ponding to the number of BEs and PDEPs which have failed already. In level zero,
we only have the initial state where no BE is failed. In level one, one BE has failed
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or one PDEP was evaluated. We have |BE#] states corresponding to BE failures in
this level. Additionally, PDEPs could have been evaluated in this level as well. For
each PDEP we get two additional states: one for the successful coin flip and one
for the unsuccessful one. In total, we get n = |BE#| + 2 - |[PDEP#] states. From each
state in level one, one of the remaining BEs or PDEPs can fail. We therefore have at
most (n — 1) - n states in level two. Continuing this construction, the total number
of states is bounded by

|S|S1+n+n(n—1)+n(n—1)(n—2)+~~-+n!=Z ','.
4 =)

We can estimate this bound as follows:

,Z:O:(nri!i)'_ Z(n_l)v Z_<”' (n+1)=(n+1).

The state space size is therefore factorial in the number of BEs and PDEPs, i.e.
|S| € O ((|[BEFU PDEP#|)!). [ ]

C.3 Proofs in Chapter 6

C.3.1 Proof of Lemma 6.1

We have to show Lemma 6.1 on page 226:

Let D be a set of exponential distributions and let A denote the multi-set!of rates of
distributions in D. We denote the multi-sets of A with cardinality i by

[Al'={BCA||B|=i}.
The expected time of the maximum of exponential distributions D is given by

A

i+ !
E(max(D)) = E(max(A)) = Z( D™ (BE%JI.ZAGBA).

Proof. We use the following short-hand:

XB:Z/L

AeB

-maximum of ex-
ponential distribu-
tions
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We rewrite our proof obligation as follows:

1Al
E(max(A)) = Z( 1y ( Z ) Z( 1)|B|+1

Be[A] BCA
B#0

We perform an induction over the cardinality of A.
+ |A| = 1: Then A = {A} and the expected time is

:X_= Z( 1)\B|+1

1% BC{A}
B#0

NN

« |A| = n: We can decompose the expected time for n rates by considering the
expected times after the first event happened:

(max(A) = — + Z max(A\ {A}).

/1€A

The formula can easily be seen by looking at the CTMC state space for an
AND-gate over rates A.

We can apply the induction hypothesis because A \ {A} has cardinality n — 1.

1 A
A Jea A
1 A 1
- 4 AR (_1)|B|+1 -
Xa 33X BQAZ\{A} Xp

B#0

This can be rewritten by using the insight that each multi-set B € A\ {1} appears
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exactly for those rates A which are not contained in B.

XLA+ZXA Z (-1 )|B|+l

dea N\ BEaving

B£0
i_,_i. Z Z,l (- 1)|B|+1
X X BCA  A¢B
0<|B|<|A]
1 1 1
= —- Xp — Xp + —1)IBH. —
<t Z(AA;)() 5
¢B
0<|B|<|A|
1 1 1
=—+—- (Xa - Xp) - (-1)/P* . —
Xn  Xa g\ Xz
0<|B|<|A|
L.t Z(XA_XB)'(—1)|B|+1'_
Xn Xa |\ £ XB
B0
1 1 X,
BN + = Z( 1)|B|+1 2A Z( 1)\B|+1
A A\ Bea BCA
B#0 B#0
=_ + Z( 1)\B|+1 _ Z( 1)|B|+1
BCA BCA
B#0 B#0
= Z(_1)|B|+1 + — 1= Z( 1)|B|+1
BCA XB BCA
B#0 B#0
— Z(_1)|B|+l . i
BCA Xp

B#0
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This successfully shows the proof obligation. The last step uses the equation

1- Z(—l)'B|+1 =1+ Z(—l)lBl =0.

BCA BCA
B#0 B#0

This can be seen by using the fact that the number of subsets of a given cardinality
is captured by the binomial numbers:

PNEILE Iﬁ( 1)1.( ) 1+'2A':( 1),_(|A|)

BCA
B+0

The last step follows from the fact that the alternating sum of binomial coefficients
is zero. u
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D Additional information for evaluation

Artefact | The tools, example files and log files used in the evaluation are available in
an artefact on Zenodo®.

FFORT | We use the git repository of FFORT? with commit f568269. We consider

the following benchmarks (369 in total):
« AHRS: 2 variants (13 benchmarks)
« CAS: 2 variants (4 benchmarks)
« CSD: 1 variant (2 benchmarks)
« DPHS: 1 variant (2 benchmarks)
« EMA: 1 variant (4 benchmarks)
« FTPP: 8 variants (16 benchmarks)
« HECS: 18 variants (37 benchmarks)
« HEMPS: 1 variant (2 benchmarks)
« MAS: 2 variants (4 benchmarks)
« MCS: 1 variant (7 benchmarks)
« MPS: 1 variant (2 benchmarks)
« NPPW: 1 variant (6 benchmarks)
« OGPF: 1 variant (2 benchmarks)
« PCBA: 1 variant (2 benchmarks)
« PCS: 1 variant (2 benchmarks)
« PT: 1 variant (2 benchmarks)
« RC: 68 variants (136 benchmarks)
« SF: 39 variants (78 benchmarks)
o SMS: 12 variants (24 benchmarks)
o ST: 3 variants (6 benchmarks)
« VGS: 8 variants (16 benchmarks)
« WQDN: 1 variant (2 benchmarks)

Tools | We use STORM-DFT in version 1.6.3 (with commit c12c035). DFTCaLc with
commit 529c7fb uses DFTRES as back-end and STorm for model checking. We

lhttps://doi.org/10.5281/zenodo.7834056
Zhttps://dftbenchmarks.utwente.nl/public/ffort.git


https://doi.org/10.5281/zenodo.7834056
https://dftbenchmarks.utwente.nl/public/ffort.git
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use DFTRES with commit e5895c9. For each tool and configuration we give the
configuration arguments:
« STORM-DFT (PLAIN): --disabledc -nosymred
« STORM-DFT (DC): -nosymred
« STORM-DFT (SYMRED): default arguments
« STORM-DFT (MoD): --modularisation
« STORM-APPROX (DEPTH):
-approx 1e-4 --approximationheuristic depth
« STORM-APPROX (PROB):
-approx 1le-4 --approximationheuristic probability
+ STORM-APPROX (BounD):
-approx 1le-4 --approximationheuristic bounddifference
« DFTCaALcC: --exact --storm
« DFTRES: --relErr 1e-4 -p 1
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T GSPN template 58

DFT Traces
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Events; Set of event traces in DFT ¥ 31
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Events’ Events of DFT element v 34

Failss’ET Set of failure traces in DFT ¥ 32

NextEval®¢™ Next elements to evaluate 37
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Traces™ (zy) Valid traces for ftrace 7¢ according to semantics Sem 38
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Set of basic events 23
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Enabled transitions in marking m 49

Generalized Stochastic Petri Net (GSPN) 48
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Weight function 48
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C
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S
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Contiuous-time Markov chain (CTMC) 44
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Probabilistic transitions 42
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Sequence 17
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NextSpare(z,v) Next spare child to claim for SPARE v after trace 92
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active elements 41, 181
acyclic 25,191
AND 20, 67
arc
inhibitor 47, 64
input 47, 64
output 47
Automotive Safety Integrity Level (ASIL)
267
available for claiming 21,41
B
basic event see BE
basic events (BEs) 23
BE 20, 22, 23, 63
cold 65, 104, 188, 233
constant fail-safe 20, 22, 66, 123
constant failed 20, 22, 66
SE see stochastic event
binary decision diagram (BDD) 5
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318
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D
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degradation 271
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conflict 212, 236, 241
conflicts 255
cyclic 109, 137, 141, 159, 282
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downwards 109, 171
forwarding 108
functional dependency see FDEP, 110
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110
trigger 21, 108
DFT 22
children 20, 22
conventional 30, 143, 177, 219, 239,
267, 295
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repairs 156
state 40, 57, 126, 180, 181
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DFT semantics 153
failure forwarding 133, 163
failure propagation 133, 160
non-determinism 133, 165
disabled elements 41, 225
MUTEX 123
SEQ 117
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Bernoulli 67, 156
Erlang 67
exponential 26, 43, 63
phase-type 67,157
Weibull 157
Zero 20
don’t care 10, 198, 199, 216, 240, 241, 243,
249
dynamic fault tree (DFT) 5, 6, 20
dynamic gate types 22
E
evaluation 33
evaluation order 37,57, 58, 138, 161
bottom-up 134, 162, 171, 217
event
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no event 31
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expected time
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symmetric state 205
symmetric subtrees 203

symmetry reduction 9, 203, 219, 243, 251
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top module 124
top-level element 4
trace 56
evaluation see evaluation
event trace 31
failure trace 32,37
failure traces 32
next events 37
propagation 37,185
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valid traces 33, 38
valid traces for semantics 38
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transient fault 272, 282, 291
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