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ABSTRACT. Phishing attacks have been a relevant and ongoing threat for several
decades, resulting in monetary loss for private users and serving as a first step
in attacks on larger organizations. Despite decades of research into automated
detection, education, and design interventions to prevent phishing attacks,
current solutions fall short of providing adequate and general protection to users
and businesses against the evolving threat. In particular, we identify research
gaps for anti-phishing learning games, which currently lack personalization and
mainly offer rather simple game mechanics, the user interface (UI) design of
email clients, which do not highlight information that is relevant to phishing
email detection, and automated phishing website classification, where the focus
is on detection after the attack was executed, instead of aiming to disrupt
attacks before they reach potential victims. This thesis addresses these gaps and
showcases the effectiveness of human-centered and technical phishing-prevention
techniques based on a categorization of phishing URLs and a kill chain model,
thus contributing to a multi-layered defense strategy where each layer addresses
different attacks.

Our main contributions in the research area of anti-phishing education are the
evaluation of baseline detection capabilities for a new categorization of phishing
URLs, as well as the comparative evaluation of four new learning games in
two user studies. The result of these user studies motivate, which categories
of URLs to focus on to optimize future educational interventions, and give
insights into the effect of different game mechanics and personalization on the
classification capabilities of users who played the learning games. We further
demonstrate, that accurately reflecting the diversity of phishing attacks and
measuring service familiarity in user studies is essential to ensure representative
results.

In the area of design interventions, we evaluate the effect of using Reverse
Domain Name (RDN) notation for URLs and changing the UT of email clients on
the classification performance of untrained users. Both studies reveal advantages
of the proposed changes over the baseline and motivate further studies of the
interventions’ effect on awareness outside of a lab setting.

For automated phishing detection, we evaluate the detection of phishing
websites on certificate transparency (CT) logs, which are publicly available stores
of certificates. We show, how data cleaning and class imbalance during training,
and the inclusion of additional certificate information in the classification task
can have an effect on classification performance, resulting in classifiers that
approach acceptable levels of false positives to be practical in the real world.

In all, our results exemplify the advantages and disadvantages of several
broader approaches to phishing prevention, and demonstrate how combining
these approaches can provide a more comprehensive defense than each of its
parts taken by itself.






ZUSAMMENFASSUNG. Phishing Angriffe stellen schon seit langer Zeit ein Risiko
fir NutzerInnen und Unternehmen dar, da sie zu finanziellen Verlusten fiithren
und als erster Schritt in komplexen Angriffen dienen kénnen. Trotz jahrzehnte-
langer Forschung in den Bereichen der automatisierten Erkennung, Bildung, und
Design Interventionen um Phishing zu verhindern, existieren derzeit noch keine
adaquaten und generellen Losungen um NutzerInnen und Unternehmen vor der
sich kontinuierlich entwickelnden Bedrohung zu schiitzen. Diese Doktorarbeit
identifiziert Forschungsliicken im Bereich von Anti-Phishing Lernspielen, welche
derzeit keine Personalisierung anbieten und gréfitenteils auf relativ einfachen
Spielmechanismen basieren, den Bedienoberflichen (Uls) von Email Client
Anwendungen, in denen keine fiir Phishing relevanten Informationen hervorge-
hoben werden, und der automatisierten Klassifizierung von Phishing Webseiten,
welche sich derzeit auf die Erkennung von Angriffen fokussieren nachdem diese
bereits gestartet wurden, statt Angriffe zu verhindern bevor sie ein potentielles
Opfer erreichen kénnen. Diese Arbeit befasst sich mit den Forschungsliicken und
prasentiert die Effektivitdt von didaktischen und automatischen Praventions-
mafinahmen basierend auf einer Kategorisierung von Phishing URLs sowie eines
Killchain Models, und steuert so zu einer mehrschichtigen Verteidigungsstrategie
bei in der jede Schicht gegen verschiedene Angriffe vorgeht.

Der Hauptbeitrag im Forschungsbereich der Anti-Phishing Bildung sind die
Evaluation von Referenzwerten der Erkennungsfahigkeit von NutzerInnen fiir
eine neue Kategorisierung von Phishing URLs, sowie eine vergleichende Evalua-
tion von vier neuen Anti-Phishing Lernspielen, welche in zwei Studien erhoben
werden. Die Ergebnisse der Studien kénnen angewandt werden um zu bestim-
men, welche URL Kategorien in neuen Interventionen fokussiert werden sollten
um deren Effizienz zu maximieren, und schaffen neue Erkenntnisse beziiglich der
Auswirkung von Personalisierung und verschiedenen Spielmechanismen auf die
Klassifizierungsfahigkeit von NutzerInnen in Lernspielen. Auflerdem demonstri-
eren sie, dass das Einbinden von diversen Angriffen und des Bekanntheitsgrades
von Diensten in Studien notwendig ist um representative Ergebnisse zu liefern.

Im Bereich der Design Interventionen werden die Auswirkung von Reverse
Domain Name (RDN) Notation fiir URLs und von Anderungen im UI fiir
Email Client Anwendungen auf die Klassifizierungsfdhigkeit von untrainierten
Nutzerlnnen getestet. Beide Studien offenbaren Vorteile der vorgeschlagenen
Anderungen iiber die Ausgangssituation, und motivieren weitere Studien um
die Effektivitat der Interventionen in realistischeren Szenarien zu ermitteln.

Fiir automatisierte Phishing Erkennung wird die Erkennung auf Certificate
Transparency (CT) Aufzeichnungen evaluiert, bei denen es sich um 6ffentlich
zugdnglichen Quellen von Zertifikaten handelt. Diese Arbeit evaluiert die
Auswirkung von verschiedenen Filterungstechniken und Class Imbalance fiir
Trainingsdaten, sowie der Einbindung von zusétzlichen Informationen aus
Zertifikaten im Klassifizierungsschritt, was insgesamt zu Klassifikatoren fiihrt,
welche in der echten Welt Einsatz finden kénnen.

Insgesamt veranschaulicht die Doktorarbeit, wie die Vor- und Nachteile von
verschiedenen allgemeineren Ansétzen zur Phishingpravention zusammenspielen,
und demonstriert wie die Kombination dieser Ansétze einen umfassenderen
Schutz bieten kann als jegliches Einzelteil fiir sich.
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Chapter

Introduction

Phishing attacks are “a scalable act of deception whereby impersonation is used to
elicit an exploitable action from a victim” (modified from |[Lasl4]). Their active
focus on the human element, coupled with an aptitute for evolving alongside current
technology, have cemented phishing attacks as a consistent threat, even with a history
of attacks and defenses dating back several decades.

The APWG reports on the number of phishing attacks per quarter of the year,
where they found an all-time high in the third quarter of 2022 with over one million
unique observed attacks [APW22]. Similarly, AV vendor Kaspersky reports the
number of emails that included malicious attachments as almost 150,000,000 across
all of their users in 2021, and blocked more than 250,000,000 phishing links, more
than 300,000 of which were sent via messenger apps [Kas22|. These numbers translate
into actual consequences for general users of the Internet, as can for example be seen
in the annual threat report by the FBI, who reported more than 300,000 victims in
the year 2021, resulting in almost 45,000,000 USD of loss (more than 2 billion USD
if counting business email compromise and other related attacks) [Inv21]. Phishing
attacks are also encountered in different contexts, as is demonstrated by Verizon’s
data breach investigation report, where the human element was present in more
than 80% of attacks, and phishing attacks were among the most popular attack
vectors [Ver23|. These findings imply, that phishing attacks, in particular those that
are highly targeted, are a powerful tool of attackers to gain a first foothold in an
organization.

In this thesis, we argue that the great diversity of phishing attacks is one of the
problems why phishing detection is a complex task. Phishing attacks can come
in a variety of different configurations, with different delivery methods, goals, and
levels of sophistication by attackers. This makes it complicated to provide general
protections against phishing attacks, without compromising on the freedom provided
by the current ecosystem surrounding the Internet.

The current state of phishing prevention in practice is mainly based on blocklists,
which are for example integrated into popular browsers. These blocklists ensure
an extremely low rate of false alarms, as only known phishing websites are added
and entries can be removed after the malicious website was taken down or cleaned,
but are also reactive in nature. This leads to a short timespan in which users are
unprotected, which can be abused by attackers. As a consequence, previous research
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has found that phishing attacks typically only have a very short lifespan of several
hours or days (see Chapter |3| for more details), where attackers attempt to defraud
as many victims as possible in the short timespan that is available to them.

To improve upon reactive blocklists, several research directions have been proposed
and explored. One prominent example is automated phishing detection, which aims
to detect attacks without requiring human intervention and in real-time by applying
machine learning or heuristic techniques. However, current methods seem to be
unable to fulfill the requirements to be integrated more widely in the real world. In
particular, they seem to struggle to offer a high level of protection while guaranteeing
low numbers of false alarms in real-world settings. They might consequently be
avoided by vendors of anti-phishing products who fear users losing trust in their
products or even legal consequences, for example when erroneously flagging a popular
legitimate website [She+09]. It is also somewhat unclear how the detection approaches
can be integrated into the greater phishing prevention workflow, as it is unlikely
that users without technical inclination would, for example, install a browser add-on
that includes an automated URL classifier. Instead, centralized approaches based
on blocklists seem to currently be the preferred method of anti-phishing product
vendors.

A second, complementary approach to phishing prevention is user education. User
actions are always a vital part of phishing attacks (see the definition in Chapter [2)),
and preventing users from taking that action therefore disrupts the attack completely.
In particular, game-based anti-phishing education has emerged as a scalable and
motivational resource, with promising results in previous studies. Existing games,
however, mostly incorporate binary classification mechanisms, which do not provide
details on the decision processes of players and leaves room for random guessing
to advance in the games. Furthermore, user studies that evaluate anti-phishing
learning games have largely ignored the effect of familiarity with the services that
appear as examples in the games and tests, which might lead to potential biases and
complicates reproduction studies.

Next to the active approach of education, design interventions that aim to highlight
or change the displayed information to increase awareness or improve detection rates
have been studied as well. A recent overview paper on educational interventions
found this area to be promising in providing more general methods to phishing
prevention, but also with less focus from the research community compared to the
active educational approaches [Fra+21]. Existing examples of design interventions
include the highlighting of relevant information in the URL bar in browsers to
emphasize where the URL leads, as well as highlighting information in email clients
to make users focus on sender information.

Other approaches to prevent phishing attacks, such as strong authentication, are
not widely deployed or understood, or offer fallback methods that can be abused
in phishing attacks. As such, the combination of technical and human-centered
interventions is currently necessary to combat the risk of phishing attacks.

In this thesis, we approach the complex problem of phishing prevention from
different perspectives, and evaluate four defenses which can be deployed independently:
an automated detection approach using TLS certificates, the usage of anti-phishing
learning games as educational interventions, as well as two design interventions
focusing on URL notation and email clients. Each defensive approach operates at
different steps of the phishing attack process, thus providing different protections
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and focusing on different attacks. The result is a layered defense that offers a more
comprehensive protection than any of the four approaches taken by itself. We first
define impostor URLs as a subset of phishing URLs that include a reference to a
target and are of particular interest in this thesis, as they offer more context than
random URLs or URLs that do not include a reference to a target. Then, we present
a categorization of impostor URLs based on the general structure of URLs, which we
use as a basis to evaluate which preventive measures thwart which types of attacks.
The first interventions we evaluate are anti-phishing learning games that make use
of more complex game mechanics compared to previous games and incorporate
personalization options. Next, two design interventions are presented and evaluated,
based on URL notation and email clients, that do not require user education and
instead aim to highlight or rearrange information to nudge users towards more secure
behavior. Finally, we present TLS certificates as a source for automated and manual
detection of phishing websites, and evaluate machine learning classifiers that offer
the potential for early and centralized detection of phishing websites based on their
certificates.

1.1. Contributions

In this thesis, we present and evaluate several preventive measures against phishing
attacks, which include technical and human-centered approaches. We introduce
the main contributions of the thesis in this section, followed by an outline in the
next section. Details on the contributions for collaborative work are available in

Appendix

Impostor URLs

Our first contribution is a categorization of phishing URLs based on the concept
of impostor URLs, which are a subset of phishing URLs that include a reference
to a target, thus offering more context for automated detection and education. It
extends previous work that studies URL reading capabilities by consolidating cate-
gories from different studies directly with the structure of URLs and unambiguously
matching URLSs to their respective categories. The proposed categorization therefore
offers a more detailed look at phishing URLs overall, since it includes more atomic
sub-categories. The baseline detection capabilities of untrained users for benign
and phishing URLs from different categories were evaluated in a study where 45
participants classified URLs as either benign or phishing. The study shows, that
users perform worst when classifying URLs that start similarly to the benign target
URL (i.e., when reading the URLs from left to right they are similar or identical at
first), where they perform comparable to random guessing. Parts of this work are
submitted for publication.

Education

Our next contribution is the analysis of anti-phishing learning games and their
game mechanics and learning contents. Here, we find that existing games mostly
include a binary decision as their main game mechanic, which could be extended to
provide additional benefits, such as better feedback during gameplay. Furthermore,



1. Introduction

existing games do not include personalization options, which might restrict how well
the learned skills and knowledge translate into the real world and everyday life of
players. To address these research gaps, we present four new game prototypes, to
directly compare the effect of more complex game mechanics, as well as the effect of
personalization and how users interact with URLs of services they are not familiar
with during gameplay. The results of a user study with 182 participants indicate,
that the usage of more complex game mechanics or personalization did not result in
immediate improvements over the baseline, but do offer additional insights into the
players decision processes. A retention study with 82 participants performed three
months after the post-test further indicates, that knowledge was retained, as the
classification performance remained significantly higher compared to the pre-test. In
part, this work has been published in [5; 7; |10] and [11].

Design Interventions

The third contribution of this thesis is the analysis of two design interventions as
a complementary approach to user education. Here, we propose Reverse Domain
Name (RDN) notation as an alternative to the current URL notation, since RDN
notation has the potential advantage of moving important information for phishing
detection to the beginning of the URL, thus better representing the apparent parsing
process of users found in the previous study. The usage of RDN notation to improve
the readability of URLs has, to our knowledge, not been tested previously, and
complements previous work on the effect of URL highlighting techniques. A user
study that was performed to compare RDN to normal notation with 47 participants
indicates, that a category of URLs that was previously not detected well indeed
improves significantly using the new notation, and that the time taken to classify
URLs was significantly lower for the new notation, thus potentially making the
classification task less taxing in the real world where security is typically not the
main concern. Parts of this work are submitted for publication.

For the second study of design interventions, we present and compare four User
Interfaces (Uls) for email clients that were created to highlight different information on
the sender of emails, thus potentially supporting users in an email classification task.
The Uls extend previous research on the effect of email UI changes on classification
performance, and potentially awareness, by comparing more atomic changes, and
presenting completely new highlighting options. We furthermore evaluate the Uls
for six clearly defined categories of phishing and benign emails, which correspond
to different attack and benign usage scenarios representing advanced attacks and
situations that users are likely to encounter in their everyday online activities. A
user study with 74 participants reveals significant improvements for newly proposed
Uls, but with significant differences between the Uls as well, indicating a potential
trade-off between better classification results for phishing or benign emails. The
time taken to classify emails also decreased substantially, and might indicate that
users mainly focused on the UI changes for classification, ignoring other indicators.
This did, however, not result in worse classification results. We further find, that
the simulated scenarios representing spear-phishing and lateral phishing represent a
serious threat, as the classification performance for these categories was at best close
to random guessing for the baseline UI, even in the lab-study setting.
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Service Familiarity

All user studies in this thesis also include a questionnaire that asks for familiarity
with the services which appear in the classification tasks, to correct for the effect of
unknown services. While differences between known and unknown services have been
hypothesized in the past (see, e.g., |[Gop+21; SUM17; WLR16]), previous studies
seem to be inconclusive about the effect and do not correct for potential differences.
We confirm significant differences between unknown and known services in all user
studies presented in this thesis, leading us to remove the responses for unknown
services as a source of unwanted bias. In this way, our results validate and extend
previous work which does not correct for these differences. Based on the observed
differences, we furthermore recommend that future studies should correct for service
familiarity in classification tasks whenever possible.

Automated Detection

The next contribution of this thesis is concerned with the automated detection
of phishing websites as a complementary approach to both education and design
interventions. The automated detection technique presented in this thesis is based
on the TLS certificates of phishing websites, and focuses on the classification of
certificates in certificate transparency (CT) logs. These logs are public stores of
certificates which potentially enable the detection of phishing websites before the
attack is executed, thus reducing the amount of time that victims are susceptible
to attacks compared to traditional prevention methods, while still enabling the
centralized detection and verification of phishing websites. The evaluation presented
in this thesis extends previous work on detecting the certificates of phishing websites
in CT logs by employing different classifiers and performing all evaluations on real-
world CT log data. To this end, we present a classification pipeline for CT logs,
which can be used to train and evaluate automated classifiers on CT log data. Based
on an analysis and comparison of the certificates of benign and phishing websites, we
test the effect of including different features extracted from certificates, in addition to
the effect of different training data filtering techniques and class imbalance. We find,
that training data cleaning and introducing class imbalance both have a positive
effect on accuracy when focusing on extremely low false alarm rates in the order of
1075 to 1075, Finally, we find that classifiers that only receive information about
domain names in the certificate perform equally well to those that achieve additional
input. In part, this work has been published in [1] and [3].

Datasets

Finally, several datasets were genereated for the studies and analyses presented in
this thesis, which we make publicly available. In particular, we provide the datasets
of phishing and impostor URLs presented in Chapter [4, as well as the certificates of
phishing websites used in the evaluation in Chapter [10| [DD23]. Furthermore, the
results of the user studies to compare anti-phishing learning games from Chapter [6]
as well as phishing URL categories and RDN notation from Chapter [7| are made
available [RD23; Dru23]. We hope, that providing these datasets makes it possible
to replicate or confirm our results, and enables future research into improving or
extending the anti-phishing defenses presented in this thesis.
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Overall, we evaluate anti-phishing methods based on different principles that can
be employed independently, but also complement each other in their capabilities and
shortcomings, thus highlighting the multi-layered approach that is currently used to
reduce the risk of phishing attacks.

1.2. QOutline

The remainder of this thesis is split into four main parts: Foundations, Human
Factors, Certificates of Phishing Websites, and the Conclusion. The foundations
include preliminaries, related work, as well as a categorization of impostor domains,
which introduce definitions and notation that is required for the following chapters
and should therefore be read first. The following parts on human factors in phishing
attacks and certificates of phishing websites can be read out of order, though we
recommend adhering to the proposed order for the intended reading experience.

Chapter [2| starts with the preliminaries in the Foundations part, where we provide
a definition of phishing, an overview of the attacks that are of most relevance in this
thesis, and a model of the phishing attack process. The preliminaries also include
definitions of the URL structure and related terminology used throughout the thesis,
as well as an overview of the methods of statistical testing we utilize in our user
studies. Additionally, it introduces the main concepts of email security and education,
and provides an overview of TLS certificates and their contents.

The preliminaries are followed by related work in Chapter [3] where we present an
overview of phishing attacks with an intuition on why the prevention of phishing
attacks in general is a complex task. We then focus on the current state of phishing
prevention and highlight the particular research gaps addressed in the thesis.

Chapter (4| continues with an overview and analysis of a dataset of phishing URLs
collected from various threat intelligence sources, which is used to argue about
the content of educational interventions and to train automated classifiers in later
chapters. Here, we also define the concept of impostor URLs, which are a subset
of phishing URLs that include a reference to a target, thus offering more context
for the human-centered and automated prevention techniques presented in following
chapters. In addition, we present a simple rule-based classifier to extract impostor
domains from our existing dataset, which we then analyze in more detail.

Chapter [5| concludes the foundations part by proposing a new categorization of
impostor URLs based on the general structure of URLs. The categorization is
evaluated in a user study, where a comparison of the classification accuracies of
different subsets of URLs that correspond to different URL categories provides a
baseline on the classification abilities of untrained users, and motivates the focus
chosen in the educational interventions presented in the following chapters of this
thesis.

The second part of the thesis is about the human factor in phishing attack. Here,
Chapter [6] starts with game-based anti-phishing education, where we compare four
different learning games in a user study to evaluate the effect of game mechanics
and personalization on classification results. To this end, the chapter begins with a
comparison of existing learning games, from which we derive requirements for the new
prototypes which are presented and analyzed in the remainder of the chapter. The
subsequent analysis of the games in a user study with 182 participants confirms, that
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all games were successful in improving the players’ URL classification performances,
but also reveals that not all URL categories were detected equally well even after
playing either one of the games.

To complement the results of the learning games, the study presented in Chapter
therefore focuses on URL categories that were not detected well even after playing
the games. To this end, we present RDN notation as an alternative URL syntax,
which places relevant information for phishing detection closer to the beginning of
the URL. We then present the setup and results of a user study with 47 participants
to evaluate the differences between RDN and normal URL notation for different URL
categories.

A similar design intervention that does not require active user education is the
research focus of Chapter 8| Here, we present a study on the effect of four proposed
UI changes in email clients on the detection accuracy in an email classification task
with 74 participants. Since the chapter focuses on emails instead of URLs, it does
not make use of URL categories, and instead presents a categorization of different
email phishing attacks. After introducing the newly proposed Uls and email attack
scenarios, we present the setup and results of a user study with 74 participants where
the proposed Uls are compared.

The final research topic presented in this thesis is concerned with the TLS certifi-
cates of phishing websites. Here, we begin in Chapter [J] with a detailed analysis of
the certificates of phishing websites in two different scenarios. The first scenario rep-
resents an automated detection engine or classifier that classifies certificates as either
benign or phishing based only on the information available in the certificates (e.g.,
domain names or organization of the subject), while the second scenario represents a
classification with more context information, for example when a user is presented
with a certificate and has to decide, if the certificate belongs to a given target, which
the user is familiar with.

Based on the findings of the certificate comparison, we take a closer look at the
classification of certificates in Chapter The chapter first presents a detection
pipeline for classifying certificates on CT logs, followed by two evaluations: the first
to test the pipeline capabilities and provide a baseline, and the second evaluation to
answer several specific research questions in order to improve classification capabilities.

Finally, the last part concludes the thesis with Chapter
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Chapter

Preliminaries

While phishing attacks, the focus of this thesis, are a common type of online attack
and therefore relatively well known, they still include several lesser known aspects
that are necessary to understand the remainder of this thesis. Therefore, this
chapter presents several details and definitions for phishing attacks and additional
foundational topics that are of relevance for this thesis in particular. We first present
an introduction to phishing attacks in general, including a kill chain model and two
specific attack scenarios, followed by the URL syntax and an overview of statistical
testing used throughout the thesis, a short introduction to educational concepts used
mainly in Chapter [0} basic knowledge on email security required for Chapter [§ and
an overview of TLS certificates for Part
Parts of this chapter were adapted from [3} 4] and [5].

2.1. Phishing Attacks

Phishing can be defined as “a scalable act of deception whereby impersonation is
used to elicit an exploitable action from a victim” (modified from |[Las14]). This
definition includes several key concepts that are relevant for the methods of phishing
detection presented in this thesis. First, phishing is an act of deception, which
means it is an attack that is performed with malicious intentions. Here, the usage of
impersonation is a key aspect, which implies the existence of a third entity that is
not necessarily involved in the attack, but whose credibility is abused by the attacker.
Impersonation can be used either of a known or public entity (e.g., a popular banking
service, online shop, or company), or an unknown or even fictional entity (e.g., a
copyright lawyer). Finally, the goal of the attack is to elicit an action from a user,
often to make them enter their credentials in a fake website or execute malware. As
such, user action is always an important part of phishing attacks, and we do not
consider attacks as phishing that do not require any user action. Phishing attacks
can take different forms, including the typical example of a phishing email containing
a link to a fake website where account credentials are harvested, but also include
attacks using different communication media (e.g., SMS, phone, or social media),
or that do not make use of websites (e.g., by distributing malware directly in email
attachments).

The actors that always appear in a phishing attack according to the above definition
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are the attacker (also sometimes called phisher) and victim, as well as the entity that
is impersonated, which we call the target (of impersonation). Since attacks rarely
take case in a vacuum, there are often more actors that can influence the success of
an attack, including but not limited to AV vendors and other creators of blocklists,
browser- and email-client vendors, social media platforms, email or cellular service
providers, as well as domain registrars and website hosting providers.

We also use the term user throughout this thesis to refer to general users of
the Internet, who can for example be potential victims or the target audience for
education or design interventions. While we do not further restrict the term user, we
typically assume a degree of autonomy, which might include the ability to read and
understand educational material, or the possession of online accounts that might be
compromised in phishing attacks.

The above definition and overview already imply some of the problems in defeating
phishing attacks in general: there is a wide diversity of attacks, and even specific
attacks can be realized in a multitude of different ways (e.g., hosting a website using
compromised infrastructure, a hosting provider, or attacker-owned infrastructure).
Similarly, interpreting what constitutes impersonation is a complex problem, a
solution to which has thus far eluded the research community (i.e., there are currently
no automated classifiers that solve the problem completely).

In the next subsections, we first present a process model for phishing attacks, to
provide further details on phishing attacks in general and context to the detection
approaches presented in the following chapters in particular, followed by a short
overview of the specific attacks that are of importance to this thesis.

2.1.1. Phishing Attack Process Based on Kill Chain Model

Using a kill chain model to visualize the phishing process offers several advantages.
In particular, splitting the attack into several distinct steps, with different goals and
requirements, makes it possible to consider these steps separately. Since each step in
the model is assumed to be mandatory for a successful attack, defenders can use the
model to consider strategies to disrupt the chain, thus creating effective protection
methods.

The aim in creating the kill chain model presented in the following was to make
it as general as possible, without removing any steps that are usually required in a
successful attack. While related work on the phishing process exists (see Chapter
for more details), we did not find an agreed upon process definition, nor any papers
explicitly aiming to create one (see Section [3.1.1)). This is also true for the non-
academic models of the phishing process, which share similar problems in that they
are either too specific or miss steps we assume to be important in the context of this
thesis. As such, we present a new process model that aims to remedy these problems
and fit the required context.

The proposed phishing kill chain consists of five steps:

1. Information gathering: Collection of information on the victim (e.g., method
of contact, additional context for spear phishing, ...) and target (e.g., cloning
website, understanding login process, ...)

2. Attack preparation: Setting up the require infrastructure (e.g., setting up a
server and website, requesting TLS certificates, ...)

12
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3. Attack delivery: Executing the attack by delivering the payload to the victim
(e.g., sending emails or SMS)

4. User action: Action of the user that is necessary to complete the attacker’s
goals (e.g., clicking on a link and entering credentials, executing malware, ...)

5. Exploitation: Making use of the results of the action of the user (e.g., stealing
account, selling credentials, deleting data on victim machine, ...)

Interestingly, it has been our experience over the last few years, that defenses
focus on only few of the steps in the kill chain, in particular preventing the attack
delivery and user action, with some work on authentication to reduce the impacts
of an attack in step (5). Less work can be found in preventing the earlier steps,
even though there is potential (e.g., email address separation to prevent information
gathering, see [4]). We also note, that different perspectives on the model can lead
to different approaches, e.g., browsers that save a history of visited websites could
potentially warn users that visited a phishing website retroactively to lessen the
effect of compromise. In this thesis, we mainly focus on steps (2) and (4), aiming to
either detect attacks before they are executed, or on empowering users and thereby
preventing the user action.

Different steps, depending on the specifics of the attack, can produce different
artifacts that are available for analysis. In particular, creating a website, sending
out emails with URLSs, and requesting certificates are actions that create artifacts of
interest to this thesis (URLSs, emails, and TLS certificates). We next take a closer
look at the two corresponding attack scenarios: website-based phishing and email
phishing.

2.1.2. Website-based Phishing Attacks

In this type of attack, the attacker clones the website of a target and sends a link to
a user of the target, the victim. In particular, we do not restrict the delivery method
to email, other methods might also be possible. The victim then clicks on the link,
opens the attacker’s website, and interacts with the phishing website as if it was
the website of the target. This interaction typically includes entering the victim’s
username, password, or other private information into the fake website, thus enabling
the attacker to impersonate the user to the target or other entities in the future. In
this thesis, we are not concerned about specifics of the attack (e.g., circumvention of
two-factor authentication, website cloning techniques, etc.), as long as a fake website
is involved. Due to the usage of websites, typical artifacts of this attack are an URL
(i.e., the link that was sent to the victim), as well as all artifacts that were created
for the website, including the domain name (e.g., WHOIS [Dai04] information), TLS
certificates, and other resources (e.g., html documents, or phishing kits). We focus
on this type of attack in the educational games of Chapter [6] the design intervention
presented in Chapter [7] as well as the certificate analyses in Part

2.1.3. Email phishing

In this scenario, we consider phishing attacks that utilize emails as delivery method.
Emails can, for example, be used in attacks to deliver malware directly as an
attachment, or to send a link to a phishing website, as explained above. In these
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attacks, the emails are artifacts that can be analyzed in more detail. Here, the sender
identities and all checked security mechanisms are of interest, in addition to the
content of the email.

We further divide email phishing into the scenarios of mass phishing in contrast to
spear phishing. Both scenarios are included in our analysis of email Uls in Chapter

Mass Phishing

Mass phishing, in the context of this thesis, describes phishing where the attacker is
not aware of the specific recipients of the email as bait. Instead, attacks are prepared
using a generic email, for example impersonating a commonly used or well known
service, and sending the email to a large number of participants. Though attacks
might be targeted, they are also automated, and the attacker typically does not
interact with the potential victims directly. This category includes the most basic
type of phishing, where attackers send emails to a large amount of possible victims to
make them enter their credentials on a fake website or open a malicious attachment.

Spear Phishing

In spear phishing, the attacker tailors the messages to the recipient, thus increasing
the chance of success by presenting a more believable email fitting the context
expected by the recipient. Here, attackers often make use of public information,
for example the email addresses used to initially contact the victims. Furthermore,
attacks might consist of several stages, or warm-up phases where the attackers do not
include any malicious information to build a first rapport with the victim and make
it less likely that the actual attack email will be filtered by the victim’s email service
provider. Consequently, these attacks typically include less cues that can be used to
easily recognize the attack. There are several types of attacks that can follow this
pattern, including attacks where attackers, pretending to be interested in job offers,
send malware infected files to human resources divisions [Mall6]. For the analysis
in Chapter [8| we are also interested in lateral phishing (see, e.g., [Ho+19]). In this
specific type of spear phishing attack, compromised accounts are used to attack
additional victims, typically in the same organizational context as the compromised
account. This makes the detection of attacks even more complicated, as attackers
are able to remove several common cues of phishing emails which are based on the
sender address.

2.2. URL Structure and Domain Names

In this thesis, there is a focus on website phishing attacks, where URLs play an
important role. As such, an understanding of the URL structure and a definition of
several terms is necessary for most of the thesis.

We base the terminology on the living standard by the Whatwﬂ (see Figure
for an overview). URLs (technically “valid URL strings”, we use the term URL for
simplicity) start with a scheme, also sometimes called protocol. In this thesis, we
mostly use the https scheme, which stands for Hypertext Transfer Protocol Secure
and indicates a http connection over TLS. Other popular schemes include http and

"https://url.spec.whatwg.org/, accessed 2022-12-22
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2.2. URL Structure and Domain Names

scheme:// http-credentials@ host /path ?query #fragment

/ VRN

username:password FQDN IP address

subdomain.RD

e2LD.eTLD

Figure 2.1.: Overview of URL structure and notation.

ftp. Note, that while all URLs technically have to start with a scheme, browsers
often include functionality to guess the scheme if it is not included in a given URL,
for example when users only enter a domain name. The scheme is followed by a colon,
and usually two slashes (e.g., https://), which we also collectively refer to as the
scheme, as the distinction is not relevant in this context. The scheme is optionally
followed by credentials (we also call them http credentials to add context), consisting
of a username and optional password separated by a colon, and followed by an @
symbol which is the main indicator that credentials are included in the URL. The
next part of the URL is the host specification, which is typically either an IP address
or a domain name. The domain name typically consists of several labels, which are
separated by dots. We use the term Fully Qualified Domain Name (FQDN) to refer
to all labels that make up the host’s domain name. Due to the underlying hierarchy
of the DNS, domain names should be resolved from right to left, with the right-most
label called Top Level Domain (TLD). Typically, domain names are requested from
registrars, which are responsible for specific TLDs. In some cases, the domain name
is not registered under the TLD directly, and instead under a previously defined
combination of labels (e.g., co.uk). In these cases, we refer to the fixed labels as
effective TLD (eTLD), as they serve a similar purpose to TLDs but are technically
not the same due to the larger number of labels. The eTLD and TLD are equal if
the eTLD consists of only one label. The first label to the left of the eTLD, which
can typically be chosen freely when registering a domain, is called effective second
level domain (e2LD). We also define the registrable domain (RD) as the combination
of e2LD and eTLD as one of the most important parts of the URL for phishing
detection, as it conceptually defines the destination of the URL, i.e., where the URL
leads. Since domain names are parsed from right to left, it is possible for domain
owners to add labels to the left of a domain in their control. We call all labels to
the left of the RD, which can typically be chosen freely, subdomains. Note, that
our definition of subdomains does not include the RD, and might therefore differ
slightly from other common definitions. The host ends with the first slash, after
which follows an optional path, then query and fragments. Similar to the FQDN, a
path can have several components, which are divided by slashes /, and is typically
conceptualized as a file path on the host. The query starts with a question mark
7, and typically consists of key value pairs that serve as additional parameters in
evoking the resource at the given path. Finally, fragments are separated from the
query by a hash symbol # and often serve the purpose of defining a specific location
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on the website referenced by path and query. Since the distinction between path,
query, and fragment is often not necessary in this thesis, we refer to them collectively
as full path, even if one or several components are missing (e.g., a URL with only a
path but no query or fragments still has a full path consisting only of the path). Note,
that due to the restriction on symbols in different components of the URL (e.g., the
path can not contain a question mark as it would denote the beginning of the query),
it is possible to encode characters using what we call URL encoding (also sometimes
called percent encoding). This encoding makes use of the percent sign % followed
by a hexadecimal value to define the encoded characters, and while it is typically
only used in the full path, it can also be used to, for example, encode an FQDN.
A second technique to encode characters in URLs which focuses on domain names
are Internationalized Domain Names (IDN) using a representation called punycode,
which was created to allow for non-ASCII characters in the FQDN. While there are
several attacks that focus on IDN (see, e.g., [ES18; Hu+21]), these are not discussed
in the context of this thesis.

We refer to services, where it is possible to host content (e.g., websites) on the
owners infrastructure as hosting services. The websites hosted on these providers
often share their RD, which we also refer to as the apex domain of the hosting
provider to emphasize, that it belongs to the provider.

Finally, we refer to the website that is returned for a domain name without
specifying a path component as the homepage for that domain.

2.3. Statistical Testing and Classification Metrics

The typical process for the studies presented in this thesis is to formulate research
questions (RQs) or research objectivese (ROs), which in turn define groups or
categories that can be compared to each other. We use the term groups for between-
subject comparisons (e.g., comparing two groups that played different learning games)
and categories for repeated-measure (also called within-subject) comparisons (e.g.,
when comparing pre- to post- test after playing a learning game). To find out, whether
the groups or categories differ, we typically first report and compare the means of
the metric that is to be compared, followed by null-hypothesis significance testing
(NHST, also sometimes “null-hypothesis statistical testing”) to test for significance
of these differences. While a comprehensive explanation of all methods of NHST we
use in this thesis is out of scope for this work, we still present an overview of the
general processes, methods, notation and convention in this section.

We often report the sample sizes (Notation: N), as well as mean differences
(Notation: MD) and standard deviations (Notation: SD) for comparisons and
descriptive statistics (see Table for an overview of the used notation). In all cases,
we attempt to perform parametric tests if possible (e.g., all preconditions are met),
and only default to non-parametric tests when parametric testing is not possible.
For direct comparisons of two groups (independent) or categories (paired), we make
use of Student’s t-tests (Notation: t), testing for normality using a Shapiro-Wilk test
and using Cohen’s d (Notation: d) for effect sizes. If a deviation from normality is
detected or other preconditions are not met, Wilcoxon signed-rank tests (Notation:
W) are used for repeated measures, with the rank biserial correlation (Notation: r)
for effect sizes. No non-parametric comparisons of two groups were performed in this
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Table 2.1.: Notation for statistical tests

Variable Meaning

Sample size

Mean

Mean difference

Standard deviation

Significance level

Significance value of statistical test

Test statistics for Student’s t-test

Test statistics for Wilcoxon signed-rank test
Test statistics for ANOVA

Test statistics for Friedman’s test
Greenhouse-Geisser estimate

Effect size by Cohen

Rank-biserial correlation coefficient

Partial 12 estimates of effect size for ANOVA
Effect size by Kendall for Friedman’s test

S8 M3AmITT R nEES
)

thesis.

For more complex comparisons, we use different types of ANOVA (Notation: F),
using partial n? as effect sizes (Notation: ng). Here, Mauchly’s test of sphericity is
used, and we apply Greenhouse-Geisser corrections for degrees of freedom if necessary
(we use e to report these corrections). If the ANOVA confirms significant differences,
we perform post-hoc tests using Holm’s corrections and again report effect sizes using
Cohen’s d. For the non-parametric variant of the ANOVA, we use a Friedman’s
test (Notation: x?2) in Chapter [8| with Kendall's W (Notation: W) as effect size and
Conover’s post-hoc tests using Holm’s corrections. While the notation for Kendall’s
W and Wilcoxon signed-rank tests is the same, it is always clear from context whether
we refer to the test or effect size.

For all testing, we use a = .05 as cut-off value for significance. Note, that we do
not always report on assumption checks (e.g., Shapiro-Wilk test) if their outcomes are
clear from the context to improve readability, so non-reporting of any checks indicates
that they were not violated. All statistical testing in this thesis was performed using
JaspP]

When comparing classification performances in either human and automated
classification tasks, we use the phishing class as positive class and legitimate websites
as negative class. We often use the number of False Positives (FPs) and True Positives
(TPs) for comparisons, which denote the number of legitimate websites classified as
phishing, and the number of phishing websites classified correctly. False negatives
(FNs) and true negatives (TNs) describe the number of phishing websites classified
as legitimate and correctly classified legitimate websites, respectively. We further
make use of the False Positive Rate (FPR), which is defined as the number of FPs
divided by the sum of FPs and TNs: FPR = FPZ%’ precision = recall

_TP _
b b TP+FP>
—_ T TP+T :
= TPIFN’ and accuracy as TPIFPITNIFN " Note, that we sometimes use accuracy

*https://jasp-stats.org/ online, accessed 2023-01-09
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when refering to a subset of the sample consisting only of one class, e.g., only phishing
URLs. In this case, the definition still holds, but both TN and FP are zero. We also
use the term performance scores to refer to the accuracy of classifications in the user
studies.

Note, that our institution did not have an ethics committee that could have
approved the studies performed in this thesis at the time the studies were conducted.
Instead, the studies were designed similarly to existing studies with ethical approval.
In particular, we were open about the context and goals of the studies, and provided
additional information as well as a contact email address for participants in case
they had questions or concerns after the study. The studies also comply with data
protection policies as discussed with the data protection officer of our institution, by
limiting the collection of identifiable information and replacing identifiable information
like names and email addresses of participants with unique random tokens before
the analysis.

2.4. Education

The human factor, and user education in particular, are key aspects of the research
discussed in this thesis, with anti-phishing education making up the major topic
of Chapter [6] In the following, we therefore define several terms related to user
education, and shortly present a framework that we used to categorize learning
objectives for existing and newly proposed games.

There is currently no unified definition of the differences between awareness,
education, and training in the security context [ALK14]. In this thesis, we use
awareness to describe the state of mind that is necessary to detect attacks, i.e. a user
who is not aware does not look for an attack in the first place. This stands in contrast
to knowledge and skills, which correspond to the knowledge, respectively skills, that
are necessary to accurately detect an attack when looking for it. As an example, a
user who is not aware of phishing attacks at all is unlikely to look for cues of phishing
emails, and thus likely to fall victim to the attack. Even with awareness of the attack,
if users lack the knowledge or skills to differentiate legitimate from phishing emails,
they will not be able to detect attacks either. While this example implies, that both
awareness and knowledge are necessary in the context of anti-phishing education, we
argue that awareness cannot be accurately measured in lab studies, which are the
only studies performed in this thesis. It is, however, likely that teaching knowledge
and skills also has an effect on the awareness, for example by introducing new cues
of potential attacks to the learners (see, e.g., [Cuc+19; Kum+08; SL20]).

We further use education to describe interventions that aim to increase the aware-
ness, or teach the knowledge and skills required to detect an attack. This definition
also includes training, which is education that involves any kind of hands-on practice.
We are particularly interested in game-based education, which is education that
makes use of games. We use the term learning game to refer to games that have an
educational context, in particular to describe the games in Chapter [6] Similarly, the
term serious game can also be used to describe games that have a goal outside of an
entertainment context. One of the games presented in this thesis offers personaliza-
tion as an option, which we describe informally as changing the game depending on
the player (more rigurous definitions exist, e.g., [SS16]).
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Figure 2.2.: Overview of parties involved in typical email transfer.

A key concept used for the games presented in this thesis is Bloom’s Revised
Taxonomy (BRT), a framework aiming to classify the learning objectives of edu-
cational interventions [Kra02|. The framework defines two dimensions, knowledge
and cognitive process, which together represent the learning objectives. We are
mainly interested in the cognitive process dimension, which defines six categories:
(1) Remember, (2) Understand, (3) Apply, (4) Analyze, (5) Evaluate, and (6) Create.
The knowledge dimension consists of four levels: (1) Factual, (2) Conceptual, (3)
Procedural and (4) Metacognitive Knowledge. A general assumption of the BRT
is, that higher-order processes implicitly require processes of lower dimensionality
to be solved by learners. As such, a focus on higher dimensions is hypothesized to
require a better understanding, or at least define a threshold which has to be reached
to translate the skills into the real world effetively (see, e.g., [WW13]). We make
use of the BRT in Chapter [0} in the analysis of existing games and the resulting
requirements for the new prototypes.

2.5. Email Security

This section includes a short overview of the email delivery process using the Simple
Mail Transfer Protocol (SMTP) [Kle08|, and how sender identities can be verified
using various security mechanisms. Note, that the process and mechanisms are
presented using several simplifications to focus only on the information that is
relevant to this thesis. More information on all methods can be found in the
corresponding standard documents.

While emails are typically sent by a sender to a recipient, these are not the only
parties involved in the sending process (see, e.g., |Cro09] for details). In the example
depicted in Figure the sender first sends the email to a Message Submission
Agent (MSA), which in turn first submits it to a Message Transfer Agent (MTA)
that sits at the border of the Local Area Network (LAN) of the sending server. This
sending border MTA (sending server), then passes the message on to a receiving
border MTA (receiving server), which might in turn forward it to intermediate MTAs
in its local network until it reaches a Message Delivery Agent (MDA), from which the
message can be downloaded by the recipient, for example using the Internet Message
Access Protocol (IMAP) or Post Office Protocol (POP).

A simplified exchange of the SMTP between a sending server (C for client) and
receiving server (S for server) can be seen in Listing [2.1] (adapted from [Kle0§|). The
client first identifies itself using the EHLO or HELO command, and initiates the sending
of an email by specifying the sender in the MAIL FROM command. Next, it specifies
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S: 220 foo.com Simple Mail Transfer Service Ready
C: EHLO bar.com

S: 250-foo.com greets bar.com

C: MAIL FROM:<Smith@bar.com>

S: 250 OK

C: RCPT TO:<Jones@foo.com>

S: 250 OK

C: DATA

S: 354 Start mail input; end with <CRLF>.<CRLF>
C: From: "Jones" <Jones@foo.com>

C: More content...

G

S: 250 OK

C: QUIT

S

: 221 foo.com Service closing transmission channel

Listing 2.1: SMTP example adapted from [Kle08| with highlighted sender identities
and SMTP commands.

the recipient of the message using RCPT TO, followed by the content of the email
after the DATA keyword. In this example, the message starts with the From: header,
which consists of a display name and an email address. In analogy to analog mail,
we call the first part of the protocol the envelope, as it is only relevant for message
delivery, and the DATA part between lines 10 and 12 in the example the message.
The message typically starts with several headers, usually including the From:, To:,
Subject: and Date: headers.

As can be seen, the sending mail server provides several identities to the receiving
mail server in the example below: an EHLO identity, the MAIL FROM identity, and
the message From: identity. As a distinction between EHLO and MAIL FROM identities
is typically not required in this thesis, we refer to them collectively as envelope
From identity. Email clients typically display the message From: identity, either
using the display name, email address, or both. In SMTP, none of the identities
are verified, making sender spoofing possible when senders simply claim a different
existing identity (e.g., setting the message From: header to the name and email
address of a popular commercial website).

To prevent sender spoofing, several mechanisms can be implemented by the
receiving server to verify, that the sending server is authorized to use its claimed
identity (see Figure . Common security methods are DKIM, SPF and DMARC,
all of which make use of DNS records to attest the sender’s identity. DomainKeys
Identified Mail (DKIM) makes it possible for sending servers to sign outgoing emails
using a signature scheme where the public key is published via DNS [CHK11]. DKIM
allows specifying which parts of the message are signed (i.e., only specific headers),
and adds a new header to the message that includes the signature, as well as the
domain where the public key can be retrieved (d= in line 7 in Figure [2.3). The
receiving server or recipient can then retrieve the public key using DNS, and verify
the signature, thus confirming that the message was indeed sent by the domain
claimed in the DKIM header. Note, that the domain used for verification has to
match neither the envelope nor the message From identities. Sender Policy Framework
(SPF) allows sending servers to specify which IP addresses should be allowed to
send messages on their behalf [Kit14]. Here, the receiving server queries a DNS
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SPF 1. Priority 1: EHLO/HELO bar.com
SPF 2. Priority 2: MAIL FROM:<Smith@bar.com>
3: RCPT TO:<Jones@foo.com>

DMARC Alignment 4: From: Smith Bar <Smith@bar.com>
5: To: Jones Foo <Jones@foo.com>
6: Subject: Saying Hello

7: DKIM-Signature: d=bar.com;

8: h=From:To;

9: bh= ...

10: Authentication-Results:

11:  bar.com;

12: dmarc=pass ... Message

DKIM d= check

Figure 2.3.: Overview of security mechanisms in emails.

record from the domain which is claimed in the EHLO/HELO or MAIL FROM domain
sent by a sending server, and retrieves a list of IP addresses that are allowed to
send emails in the name of this domain. The receiving server can then confirm, that
the sending server it is currently communicating with is included in the list, thus
verifying that the message was sent using an authorized sending server. As such,
SPF can verify the domains appearing in the envelope sender identities, but does not
offer any protections for the message From header either. To this end, Domain-based
Message Authentication, Reporting, and Conformance (DMARC) introduces the
notion of identifier alignment, which refers to the state when at least one domain
name verified by SPF or DKIM matches the domain appearing in the email address
of the message From: header [KZ15]. To make the outcomes of these verification
methods available to the recipient (in particular SPF, which cannot be confirmed
by the recipient), the Authentication-Results header can be added to the email as
a part of the message [Kucl9|. This header starts with an identifier of the server
that performed the checks, followed by method=outcome pairs that describe which
verification methods were performed and what the outcome of the methods was (e.g.,
spf=pass for a successful SPF verification).

Apart from verifying the sending server, it is also possible to verify the sender
directly. Here, S/MIME and PGP are popular options that allow senders to digitally
sign their messages directly, thus providing proof of their identity without relying
on the receiving server to perform any checks. Secure/Multipurpose Internet Mail
Extensions (S/MIME) allows the usage of X.509 certificates to bind a public key to
an email address [Ram04]. As with the certificates used in TLS (see Section [2.6)), a
hierarchy of CAs can be used to verify a given certificate. By embedding the certificate
and signature in the email message, the sender’s identity can thus be verified by the
recipient directly. Similarly, PGP (or OpenPGP) offers end-to-end encryption and
signatures of message content using a separate public key infrastructure [Cal+07]. It
is not based on a hierarchy of CAs and instead relies on users to perform the initial
verification of public key to email address themselves. Once trust is established,
the recipient can verify that a message was authored by the sender by verifying
signatures included in the message using knowledge about the sender’s public key.
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2.6. Certificates

Https allows web servers to authenticate themselves to users based on X.509 certifi-
cates using TLS [Res00]. Such certificates are issued by Certification Authorities
(CAs) and bind the public key of a web server to the identity of the web server. We
use the terms certificate and TLS certificate interchangibly to refer to the certificates
presented by websites using TLS in this thesis. Table illustrates how the identity
of the web server and its issuing CA are represented in an X.509 certificate and which
other fields included in a certificate are of interest in the context of this thesis. Other
fields that commonly appear in certificates include, for example, information about
the subject’s public key and the issuer’s signature, as well as a serial number that
must be unique per issuer. Note, that the web server’s domain name is included in
the certificate either in the subject CN field or as an entry in the SAN extension field.

The CAs used on the web today are ordered in a hierarchy, where CAs on higher
levels issue certificates for CAs on lower levels, and the CAs at the lowest level issue
leaf certificates for the individual web servers. The certificates of the CAs at the
highest level, the root CAs’ certificates, are shipped in web browsers and are thus
readily available on the client side. The (simplified) verification process of a certificate
starts, when a client connects to the web server with https, at which point the web
server presents a chain of certificates to the client. The client can then validate the
certificates in the chain, starting with checking that the last certificate in the chain
was issued by one of the pre-established root CAs and thus obtaining a trusted public
key to check the next certificate in the chain. While certificates certainly help in
validating public keys, the mere fact that a website is able to present a valid chain of
certificates is not a guarantee that the website itself is trustworthy as CAs may follow
different policies while issuing certificates. Thus, it is possible that a request for a
certificate, e.g., for an intentionally misleading domain name, is indeed signed by a
CA if the policy used by the CA to validate the identity of the requester does not
include a corresponding check. Indeed, the currently most popular CA Let’s Encrypt
explicitly state that it only performs validation of domain ownership, arguing that
it is not responsible to filter out potentially malicious domains. We further find, that
it is not the only CA that has issued certificates to phishing websites in Chapter 9]

2.6.1. Types of Validation

There are several levels of vetting a CA can perform before signing a certificate for a
subject, that can also influence the amount of information included in the certificate.
These validation types represent different levels of trust or effort by the CAs and
are briefly introduced in the following. We use the CA/Browser Forum’s (CAB)
guidelines as reference for the different validation levels [Forl9).

According to these guidelines, all CAs have to ensure certain qualities regardless
of the type of validation, that include basic employee vetting as well as logging and
auditing requirements. The CAs also have to ensure that all information that is
included in a certificate was verified, taking reasonable steps to ensure correctness.
In the context of phishing, it is worth mentioning that CAs are required to maintain
a database of “high-risk” names, that are at risk for phishing or other fraudulent

3https://letsencrypt.org/2015/10/29/phishing-and-malware.html| online, accessed 2023-01-
25
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Table 2.2.: Certificate fields and shortnames used in this thesis.

Field

Subject: Common Name (CN)
Organization (0)
Organizational Unit (OU)
Locality (L)

Country of Residence (C)
Business Category

Issuer: Common Name (CN)
Organization (0)
Country of Residence (C)

Validity: Valid From
Valid To

Extensions: Subject Alternative Name (SAN)
Certificate Policies

usage. This database has to be checked for each certificate that is issued, and if
a high-risk name is found, additional scrutiny on the part of the CA is expected
to make sure that the certificate is issued to a valid entity. There are, however,
no specific requirements on how “high-risk” names are to be handled in the CAB
documents.

Domain Validation

Domain Validation (DV) is the most basic form of validation. Here, the CA only
checks that the certificate signing request is valid and that the subject has control
over the domain in question (indicated in the CN or SAN field of the certificate). This
might include a challenge, e.g., setting a specific DNS entry or uploading a file with
some predefined content. Since no further review is required to validate control over
a domain, this process can be automated, e.g., as is the case with the CA Let’s

Encrypﬂ

Organization Validation

Certificates where the CA has asserted the validity of the subject’s organization
identity are called Organization Validated (OV) certificates. In the CAB docu-
ments [Forl9|, this requires more rigorous validation of the subject, beyond simple
control of the domain. Verification of the organization identity means, that the
issuing CA has to verify name and address of the organization entity, e.g., via
consulting the government agency in the jurisdiction of the organization, or a site
visit. Additionally, the CA has to verify the authenticity of the certificate applicant,
e.g., via a reliable method of communication.

As a result of the organization validation, the CA is able to add organization
information (i.e., the 0, OU, C, L fields) to the certificate. They might also include the

“https://letsencrypt.org/ online, accessed 2023-01-25
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CAB policy ID for OV certificates (2.23.140.1.2.2) in the Certificate Policies
field of the certificate, and must then include the subject field 0 as well as location
information (i.e., country and state or province).

Extended Validation

The most thorough validation level is called Extended Validation (EV) and is used
to validate the legal entity that controls a website [Forl8]. Preventing phishing is
explicitly mentioned as a secondary purpose, a consequence of the more reliable
information included in the certificate. The main difference to OV certificates is, that
the process for issuing EV certificates is defined in much more detail and adds some
additional requirements. In theory, a CA could therefore issue a non-EV certificate
using the EV validation processes.

The guidelines also introduce additional constraints to EV certificates, including
the prohibition of wildcard certificates. CAs will also have to look out for high risk
certificates, that include websites with the risk of fraud (e.g., websites with an IDN
that looks similar to an existing business). An EV certificate must include several
fields:

e The subject organization name.
o The subject business category (e.g., private organization or government entity).
e The subject jurisdiction of incorporation or registration.

o The subject registration number (identifying the subject in the registration
agency at the jurisdiction of the subject).

e An EV policy identifier that confirms the CA’s compliance to the CAB EV
documents. This can be specific to each CA.

All steps of the issuance process have to be documented and reviewed before granting
the certificate request, all discrepancies have to be resolved.

A client, for example a browser, checking the validity of an EV certificate, has to
check for the corresponding policies in the certificate and confirm, that the issuing
CA is valid and known to adhere to the EV guidelines.

While EV certificates were supposed to increase the trust of visitors in the owners
of a website and phishing prevention was mentioned as a secondary goal, they have
somewhat fallen out of favor in recent years, as most popular browsers no longer
display any additional information for websites with an EV certiﬁcateﬂ This design
decision seems to be based on the fact, that users did not notice the absence of the
EV indicators (e.g., when visiting a phishing website), thus making them less useful
for their designed purposeﬁ

Shttps://groups.google.com/g/firefox-dev/c/6wAg_PpnlY4/m/ygvO1NyEAgAJ| online, accessed
2023-01-25

Shttps://chromium.googlesource.com/chromium/src/+/HEAD/docs/security/ev-to-page-inf
o.md online, accessed 2023-01-25
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2.6.2. Certificate Transparency

Certificate Transparency (CT) is a project designed to lessen the impact of mis-
issuance of certificates [LLK13|. CAs have a high level of trust in the hierarchy
explained above, and trusting a root certificate implicitly trusts all subsidiary CAs
as well, which can lead to a large number of entities that have the capability of
issuing trusted certificates. This trust turned out to not always be well founded in
the past, due to, for example, the compromise of CA private keys, or mistakenly
issued certificates. As such, the goal of CT is to make the issuance of certificates
more transparent by publishing all issued certificates publicly, thus making it possible
to monitor for illicitly issued certificates.

To this end, certificates are published in CT logs, which can be monitored to detect
problematic certificates. To encourage CAs and domain owners to publish certificates
in CT logs, popular browsers today require the inclusion of the certificates in one or
several logs for them to be considered Validm Since the logs are public, append-only,
and have some guarantees of being tamper-proof, they can be used to monitor the
ecosystem of TLS certificates at a given point in time, or be monitored continually
for newly added certificates of websites that are about to be published. We make
use of CT logs as a source of early information on phishing websites, since domains
using https and therefore a TLS certificate are likely to be included in the logs.

"e.g., https://support.apple.com/en-us/HT205280 and https://chromium.github.io/ct-pol
icy/ct_policy.html online, accessed 2021-01-06
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Chapter

Related Work

The research area concerned with phishing attacks is well established, with a large
number of publications on different detection and prevention approaches, analyses of
phishing attack artifacts, and studies aiming to understand the human factor. In this
chapter, we provide an overview of the topics that are of relevance to this work, thus
setting the context for the thesis, with a particular focus on research gaps. We start
with analyses about phishing attacks in general, with a focus on the phishing process
and artifacts produced in website based phishing attacks. Next, we present work
that aims to understand the human factor of phishing attacks. In Section we
continue with phishing attack prevention and detection approaches, with a particular
focus on anti-phishing education and automated detection using the certificates of
phishing websites.

The part about anti-phishing learning games in Section as well as Section[3.2.5]
about the automated detection based on certificates were previously published and
adapted from [1] and [5].

3.1. Phishing Attack Analyses

Phishing attacks have been studied for several decades, resulting in papers that
document the changes in attacker behavior and techniques over time. In this section,
we attempt to give an overview of the state of the art on phishing attack analyses by
presenting related work on the technical details, process and artifacts of phishing
attacks, thus providing a foundation for our work and a comparison to the kill chain
model presented in Chapter [2l Subsequently, we present related work that focuses
on the human factor in phishing attacks, including the URL parsing capabilities of
potential victims in website phishing attacks.

3.1.1. Taxonomy, Process and Life Cycle

The definition of phishing attacks, as well as the general attack process described
in Chapter |2 deliberately omit specifics regarding the attack, in particular about
the delivery method, payload, and goal of the attacker. Here, several taxonomies of
phishing attacks exist that attempt to provide comprehensive overviews on specific
or general attacks. For example, Aleroud et al. determine seven different delivery
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methods, including the typical phishing email, but also instant messaging, social
networks, mobile devices, and VOIP |AZ17]. They further differentiate different
attack techniques by, for example, distinguishing general email or website phishing
attacks from spear-phishing. There are also several attempts to create a general
model for phishing attacks, for example by Alkhalil et al., who define a process of
four steps which differs from our process model mainly in that it does not include
the user action as a distinct step |Alk+21]. Similar process models are provided
by other authors as well, in that the attack is split into three to four main phases
(the first two steps are sometimes combined), including reconnaissance and setup,
followed by attack delivery and exploitation (e.g., [Abr+21; |[MX22]). We used these
process definitions as a foundation for our own model (see Section , but added
the user action as an additional step, as it more closely matches our definition of
phishing attacks, and showcases the importance of user education in preventing
attacks. These taxonomies also highlight the diversity of the phishing ecosystem, and
show that even when focusing on popular methods (e.g., email or website phishing)
and providing adequate preventive measures, attackers have been able to circumvent
these measures in different ways. As such, while we aim to provide robust indicators
for currently common phishing attacks in this thesis, we do not cover all possible
attacks, nor do we claim to provide general protection measures that will remain
relevant even in the future.

An interesting result of previous work regarding the life cycle of phishing attacks
is the duration of attacks, which can be measured using different methodologies and
events, but generally describes the time frame in which a phishing website is available
and poses a potential danger to users. Here, Oest et al. found an average attack
duration of 21 hours in 2020 based on the time difference between the first and last
victim of the phishing website, while it took an average of 8 hours for the website
to appear in a blocklist |[Oes+20a]. These results indicate a change from previous
research, where Han et al. found a duration of approximately 8 days in 2016 using
honeypot servers to gain detailed insights into attacker behaviors [HKB16|, and a
duration of around 3 days reported by Moore et al. in 2009 based on the difference
between the inclusion of a website on a blocklist to its takedown [MCS09|. In general,
while these short time spans indicate fast responses to newly created phishing
websites, they also motivate the usage of automated and timely interventions against
phishing attacks, as even short delays in a response can leave users unprotected.
More recently, we measured the duration of attacks and complete phishing campaigns
using timing information extracted from the metadata (e.g., certificates), and content
(e.g., images) of phishing websites [2]. We found, that almost 28% of certificates
were requested within 24 hours of a website appearing on a blocklist, though the
average time-to-blocklist was much higher which can most likely be attributed to
compromised or benign infrastructure. The analysis of phishing campaigns indicates,
that patterns exist in the domain names of some phishing websites which could be
used to detect newly created websites belonging to a known campaign for an average
of 12 days after the first attack was observed. These results motivate the usage of
automated detection approaches, including the approach presented in Chapter
where potential phishing websites might be detected and verified based on similar
previously seen attacks.

Attackers have been found to employ several strategies in the past that makes
the detection of phishing websites more complicated. Apart from diversifying the
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attacks, for example based on hosting infrastructure, they have also been found to
employ website cloaking, a technique that aims to prevent security researchers and
automated detection tools from reaching the malicious phishing website. Cloaking is
usually performed depending on information such as the IP address, user agent, or
JavaScript capabilities of the client, and is employed to present a different, benign
view to potential anti-phishing bots or researchers (see, e.g., [Zha+21; |Oes+19;
Oes+18]). In an analysis of these common cloaking techniques, Oest et al. found
that the evasion was effective, in that it significantly decreased the likelihood of
websites being taken down or included in blocklists [Oes+19|. Interestingly, these
evasion strategies might also be used to prevent phishing attacks, as was shown by
Zhang et al., who mutate http requests to make them look like anti-phishing bots,
thus triggering the cloaking mechanism of the website and removing any malicious
content [Zha+22]. The techniques discussed in this thesis aim to avoid the effect
of website cloaking, as they either focus on user action, where cloaking is usually
not employed or results in removing malicious content, or work on URLs or domain
names directly.

3.1.2. Phishing URLs and Domain Names

The majority of approaches presented in this thesis focus on phishing URLs or domain
names, which have been analyzed in the past. Due to the large amount of papers on
URL-based automated phishing detection, there are several descriptions of phishing
URL datasets based on the features that can be extracted from URLs. We present
an overview of these analyses in the following, and take a closer look at phishing
URL categorizations based on different manipulation techniques in Section
Common lexical features in URL classification tasks include the length, number
of occurrences of several characters (e.g., dots, or slashes), inclusion of pre-defined
keywords, and whether the host is an IP address [Das+19]. For example, Jeeva
et al. compare the occurrence of features in benign and phishing URLs on a
comparatively small dataset of 1400 URLs and find that they differ significantly,
making a rule-based detection approach feasible [JR16]. More recently, Sdnchez-
Paniagua et al. compare phishing URLs to legitimate homepages and login URLs,
and find that the two legitimate collections differ in their distribution of features,
leading to drops in performance when classifying login URLs using classifiers trained
on homepage URLs [Sdn+22]. These findings indicate, that choices concerning
the datasets can lead to significant differences in feature occurrences, making the
decision about representative collection sources an important first step in analysis
and classification tasks. We therefore aim to choose samples that are representative
for the corresponding settings throughout this thesis, and use common features to
describe our dataset of phishing URLs in Chapter [4| to note potential biases.
Previous research has also looked at the occurrence of a target name in phishing
URLs. Here, McGrath et al. found that target names appeared in more than 50% of
PhishTank URLs, and more than 75% of URLs collected from MarkMonitor in 2007
and 2008 [MGO8|. For PhishTank, they report a larger number of URLs with the
name in the full path than FQDN, typically by including the complete RD instead of
only the e2LLD. Oest et al. define four categories of deceptive URLs, differentiating
between the target or a misleading keyword appearing in the path, subdomain, or
RD [Oes+18]. They found, that most of their URLs collected from the first two
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quarters of 2017 did not fit any of the categories (61.65%), followed by RD (21.41%),
path (10.57%) and subdomain (6.27%). This indicates a change in trend from Garera
et al. in 2007, who based their data on URLs collected from Google Safe Browsing
(GSB) and found inclusion of the target in the path, particularly while using IP
addresses as host, to be the most popular (50.63%), followed by inclusion in the
FQDN (46.46%), and only a small minority (2.92%) of URLs with no reference to
the target at all [Gar+07]. These results are related to our definition and extraction
process of impostor URLs in Chapter [4) which also include a reference to a target.

Another point of diversity in the phishing ecosystem is the infrastructure used to
host malicious websites. Here, different methods are available for attackers, including
self-hosted, compromised, or public, and even free, web hosting infrastructure. To
differentiate between the different types of infrastructure, several different automated
approaches have been developed in the past. Le Page et al. designed a classifier
to distinguish between maliciously created and compromised infrastructure based
on features extracted from the domain and meta data including whether it was
archived in the past, domain rank and DNS |Le +19|. Using the classifier to analyze
phishing attacks over a period of three years starting from 2016, they found that the
majority of 73% of websites were compromised, with the remainder being created by
attackers. Similar studies were performed with different classifiers and datasets, for
example by Maroofi et al., who focused on publicly available feature and datasets and
found a larger amount of maliciously created domain names of 58% in their manual
labeling process [Mar+20]. De Silva et al. further include a category for public
hosting, resulting in three labels, and analyze malicious domains in general. They
find that public hosting makes up a large amount of malicious domains (46.5%), with
the remainder being more often compromised (65.5%) than registered by attackers
(34.4%) |De +21]. Taken together, these studies indicate that the creation of ground-
truth labeling of compromised domain names is a complex task, and that the results
can greatly vary based on these labels. We attempt to avoid this problem by
introducing impostor domains in Chapter |4 which are easier to label based on only
the information in the domain name, and additionally more accurately reflect the
challenges we attempt to solve in this thesis.

3.1.3. The Human Factor in Phishing Attacks

Due to the active role of the victim in phishing attacks, researchers have previously
set out to better understand why users are susceptible to phishing attacks, and which
factors influence this susceptibility. In previous studies, several hypothesis have been
tested, that aim to provide a basis to understand and ultimately prevent phishing
susceptibility. Here, Dhamija et al. presented a user study in 2006, where their
participants classified 20 websites as either phishing or legitimate [DTHO06]. They
found, that few users actually made use of robust indicators in the browser, like the
URL in the URL bar, instead they put more focus on website content. Similarly,
Downs et al. conducted a role-playing study with 232 participants, who were not
primed on phishing and asked to interact with five emails and four URLs, followed
by a short quiz about general security-related knowledge and a questionnaire about
perceived consequences of phishing attacks [DHCO7]. Their results indicate, that
higher degrees of security-related knowledge were correlated with better scores when
detecting phishing emails and URLs, while perceived consequences did not predict
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the outcome. These results motivate the application of anti-phishing education,
which aims to introduce and explain robust indicators that users can focus on to
detect phishing websites, thus providing the necessary knowledge.

Other studies also include psychological aspects of phishing attacks, e.g., using the
principles of persuasion by Cialdini [Cia06]. As an example, Oliveira et al. studied
the differences of susceptibility between younger and older participants and found
that older people were generally more likely to click on links in phishing emails, and
that different persuasion techniques had different click-rates for the different age
groups [Oli+17]. A model of the decision process in email-based phishing attacks
is provided by Wash, who interviewed 21 IT experts about their experiences when
detecting phishing emails, and identified a three-stages process of sensemaking,
suspicion, and decision that was applied by the majority of experts [Was20]. Wash
identified the transition between the first and second stages as of particular importance
when detecting phishing attacks, and identified nine cues that triggered this shift in
the experts. The study therefore provides a model for awareness as noticing cues
when making sense of an email that trigger a shift to suspicion.

Simulated phishing attacks can give insights into how well users detect phishing
attacks in a more realistic context in practice (i.e., by requiring awareness, similar
to a real attack). Here, Williams et al., present an analysis of phishing emails
impersonating fictional organizations according to different principles of persuasion
sent to more than 60,000 participants, and found that click rates varied between
6% and 35% and was higher for emails that induced a sense of urgency or made
an appeal to authority [WHJ18]. Note, that the usage of fictional organizations as
targets might have influenced the study. A closer look at spear-phishing is performed
by Burns et al., who first define different targeting levels, and then tested different
interventions in a user study with 260 participants [BJC19]. They found, that their
highly targeted attacks had an initial hit rate of 70%, which decreased in a second
round, in particular for users who received training highlighting their individual
loss. This research emphasizes the importance of awareness as a first step to detect
phishing attacks in the real world. Since we did not test the interventions presented
in this thesis in the real world, for example by using a simulated phishing attack,
the effect of the proposed interventions on awareness is open for future work.

A further concern about the human factor we address in the studies presented in
this thesis is the difference between known and unknown services in classification
tests. It stands to reason, that participants behave differently for services they
are not familiar with, leading to differences between study and real life (e.g., users
would likely simply ignore or instantly delete emails about services they are not
familiar with) as well as to differences between the services they know or do not
know in user studies (e.g., users are more likely to recognize the benign URLs of
services they use). Here, several previous studies have analyzed the effect of service
familiarity on the classification outcome, with varying results. Gopavaram et al.,
found that familiarity had an effect on classification accuracy for legitimate websites,
but not for phishing [Gop+21]. Similarly, Wang et al., found that familiarity had a
significant effect on classification confidence, leading to overconfidence, but not on
accuracy |WLR16|. We found the differences between known and unknown services
to be significant in all of the studies presented in this thesis. As such, ignoring or
failing to report on the familiarity of services in classification tasks might make the
reproduction of previous studies more complex, as services appearing in the test are
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typically selected for a certain population (e.g., the Bank of America is relatively
unknown in Europe). We furthermore found in a related study, that players of
learning games interact differently with URLs of services they are not familiar with,
indicating potential differences during the general interaction with interventions as
well (see Chapter @ As such, we include a questionnaire on service familiarity in
all of our studies, and attempt to correct for unknown services when evaluating the
results of the classification tests where possible.

3.1.4. URL Categories and User Classification Results

Categories of phishing URLs can be created with different goals in mind, for example
a focus on detection, evasion, or education. Previous work has defined different URL
categories based on the manipulation techniques that were applied, or whether and
where the target appears in the URL (see, e.g., [Rey+20; |Oes+18; Rob+19]). We
collect and combine these methods in an attempt to provide a more comprehensive
categorization in Chapter

Previous work has also set out to study how different categories of URLs differ in
their detection rates by users. A general study of URL reading capabilities by Albakry
et al. compared URLs of four categories, and finds that participants often assume the
URL leads to any recognizable entity that is referred to in the URL |[AVW20|. The
work by Reynolds et al. defines 13 different categories of phishing URLs, though some
of them overlap or are not clearly defined, and tested differences between them in a
user study with 94 participants [Rey+20]. They found significant differences, with
long subdomain URLs being the most difficult to detect, while participants had high
accuracies classifying typosquatting URLs. Taking a closer look at subcategories of
typosquatting, Spaulding et al. define 7 categories based on omission, swap, replace,
and insert operations, and tested how the category effects classification accuracy
in a user study with 34 participants classifying 200 URLs [SUM17]. They found,
that character-omission typos and random substitutions were particularly difficult
to detect accurately in their study. However, they also note that these results were
likely influenced by the participants’ familiarity with the modified domain name,
which they did not correct for. The study presented in Chapter [5| of this thesis aims
to reproduce and extend the results above by evaluating a new categorization of
phishing URLs in a user study where service familiarity is measured and corrected
for.

Taking a more detailed look at a specific manipulation technique, Roberts et al.
analyzed different subcategories for phishing URLs that change the TLD in a user
study with 249 participants [Rob+]. They compared generic TLDs with country-code
and common TLDs and found, that generic TLDs which were chosen to semantically
fit the target decreased the detection accuracy for target embedding URLSs compared
to country-code or common TLDs. In a second step, they found that users were
unable to differentiate domain names using a gTLD that was controlled by the target
from randomly chosen different gTLDs. These results indicate, that phishing URLs
with generic TLDs that semantically fit the context should potentially be regarded
separately from common TLDs when categorizing phishing URLs. Note, that we
did not make this distinction in this thesis, however, in order to avoid having to
automatically decide when a gTLD fits the context for randomly generated URLs.

An additional category of URL manipulation are IDN homograph attacks, where
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characters in the URL are replaced by visually similar or even identical characters
using IDN. Here, Thao et al., analyzed how the degree of visual similarity between the
original and replaced character affects classification performance in a user study with
2,067 participants, and found that, somewhat unsurprisingly, performance decreases
with increasing visual similarity [Tha+19]. We do not include IDN homograph
attacks in this thesis, as support for IDN domains has been restricted by several
popular browsers (see, e.g., [Hu+21]), and their occurrence in phishing attacks seems
to be low (see Chapter [4)).

3.2. Phishing Prevention

The previous section defined several of the technical details, which translate into the
challenges that phishing prevention techniques have to address. In this section, we
take a closer look at those prevention techniques, starting with a general overview of
promising approaches. Next, we present past research on anti-phishing education, and
provide a first comparison to the learning games presented in Chapter [6] Afterwards,
we include related work for the proposed changes in URL syntax in Chapter
and email Uls in Chapter 8| Finally, automated phishing detection techniques are
compared in more detail, with a focus on the current state of detection using TLS
certificates.

3.2.1. General Approaches

The larger research area that is concerned with phishing prevention in general can
be split into smaller areas based on the type of attack that is prevented and the
prevention mechanism itself. Preventive measures can focus on the automated or
reactive detection of phishing attacks, preventing the user action, or even preventing
the abuse of stolen credentials.

Possibly the most commonly employed preventive measure against phishing web-
sites are blocklists. Examples of blocklists are Google Safe Browsing (GSB)EL which is
integrated into several popular browsers, or PhishTankE], a community-curated repos-
itory of phishing URLs. While blocklists offer low false-positive rates, an important
requirement for any real-world detection system, their reactive nature also comes
with several shortcomings. Here, Oest et al. found that the duration between attack
execution and inclusion in a blocklist currently leaves a window of opportunity of up
to several hours, where victims are unprotected [Oes+20b|. The existence of this
window of opportunity has been known for a relatively long time, as demonstrated
by previous studies [She+09]. Research has therefore turned towards alternative
methods that can be used to provide immediate protection methods, particularly in
the form of automated detection (see Section [3.2.4)).

One approach to prevent phishing is the usage of scoped credentials in authenti-
cation, as is for example the case with FIDOij (previously called U2F). Here, the
origin of a given website is relayed to an authenticator device, which then selects
credentials corresponding to this origin, thus preventing the user from entering their
credentials on an unrelated website. While the idea is promising and has the potential

'https://developers.google.com/safe-browsing/v4| online, accessed 2023-01-24
’https://www.phishtank.com/ online, accessed 2023-01-24
3https://fidoalliance.org/fido2/ online, accessed 2023-01-24
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of preventing a large amount of attacks, U2F is currently not widely available (see,
e.g., [Alq+20]), nor well understood by users (see, e.g., [Las+21; Lya+20]). It is
also unclear how to handle fallback methods (see, e.g., [Kun+21}; Lya+20]), which
can reduce or completely remove the benefits of strong authentication in practice.
Wiefling et al., analyzed how risk-based authentication (RBA) can be used to prevent
the abuse of stolen credentials [WDL21|. They found that RBA can be successful in
preventing credential abuse in phishing attacks, but success rates depend strongly
on the features used by the system.

Less common are approaches focusing on other steps of the kill chain. Here, we
proposed email address separation as a measure to prevent attackers from gaining
the information needed to attack victims (i.e., prevents attack in the first step of the
kill chain) [4]. The proposed scheme requires users to make use of different email
addresses for different services, which makes leakage of addresses associated with
higher value accounts less likely, thus reducing the chance of a phishing attack being
sent to the correct address.

As a complementary approach to the above, awareness and education training can
have a positive effect, which we discuss in more detail in the next section.

3.2.2. Anti-Phishing Education

In the security domain, phishing attacks are uniquely qualified for educational
research, as they include a user action to be successful per definition. Preventing this
user action by teaching the necessary knowledge and raising awareness is therefore
the goal of many different approaches and interventions, which we present shortly in
this section.

An overview of educational material is provided by Franz et al., who identified
64 publications in a literature review and distributed them into the four categories
education, training, awareness-raising, and design |[Fra+21]. They find a lack of
interventions that require no or little effort by users but are still effective in increasing
the classification accuracy of their users. The fact that friction between users’ intended
action and security is created by current approaches has also been explicitly criticized
in the past. For example, Sasse argues that usable security should focus on the
users’ goals, and reduce friction towards that goal when implementing security
measures [Saslb|. Similarly, Cranor presents a framework that can be applied
to understand the success and failure of humans in security-critical tasks, but
notes that the ultimate goal should be to remove the possibility of failure wherever
possible|Cra08]. We attempt to work towards that goal by supplying relevant
information to users without impeding their primary tasks or making decisions for
them with the interventions presented in Chapters |7| and

Still, as long as technical measures are insufficient at removing phishing attacks
completely, education can serve as an important part in a holistic prevention strategy,
as it has been shown to be effective in improving the phishing detection capabilities of
users in lab studies as well as simulated attacks. Notable examples for anti-phishing
education include the study by Kumaraguru et al., who tested an embedded email
training method called PhishGuru with more than 500 participants [Kum+09]. In
their field study with a simulated phishing attack, participants that received training
performed significantly better than the control group, and the improvement remained
after roughly one month even without retraining. Similarly, Silic et al. compared
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gamified training to non-gamified training in a field study with 488 participants,
and found that gamification significantly improved detection rates compared to
both normal training and the control group [SL20]. Both studies demonstrate, that
education can improve users’ stance towards phishing attacks in practice.

Of particular interest to this thesis are educational approaches using game-based
learning to improve learning and foster motivation and engagement. Games provide
consequence-free environments where learners can experiment and make mistakes,
and thus, games allow for graceful failure and active learning [PHK15]. Different
topics for anti-phishing learning games are possible, each with potential advantages,
as researchers struggle to address the evolving threat. Here, URL classification is a
common topic for the games [11], as URLs can not be chosen freely by a phisher and
are thus a robust proof of a website’s origin, are generally available for phishing attacks
that use websites, and are further a common element users encounter when using
the Internet. Anti-phishing Phil is an early example of an anti-phishing game, that
teaches conceptual and procedural knowledge, followed by levels where players have
to classify URLs into benign and phishing URLs [She407]. The game was evaluated
using a pre- and post-test setup, where 20 websites (ten benign and ten phishing) had
to be classified and the confidence about each classification had to be rated. Sheng
et al. compared the game to other types of existing educational materials and found,
that participants had higher scores and confidences after playing the game. No Phish
is a second notable approach to game-based anti-phishing education [Can+15|, which
requires binary classification (phishing or benign) similar to other games. However it
also includes a different type of level where users are instructed to select the RD of
URLs, which requires a different cognitive process and makes guessing more difficult.
In Chapter [6] we present a more in-depth analysis of related work on game-based
anti-phishing education, and derive design goals for new prototypes to extend this
idea by testing the effect of more complex game mechanics, as well as personalization.

3.2.3. Design Interventions

Since education has been shown to have a positive effect on phishing detection, but
has not yet yielded a solution to the phishing problem in general, a different but
related field of research focuses on supporting the user to make better decisions,
and raise awareness by changing the design of client software. Here, deciding which
information is presented to users in websites or emails, and how the information is
presented has been shown to have significant effects on classification performance.
Active warnings have been proposed and studied in the past to deter users from
visiting unsafe websites. For example, Felt et al. tested alternative browser designs
to warn about unsafe SSL. connections, and found that an opinionated design that
strongly suggests a safe action prevented more users from visiting the unsafe website
than any of the other warnings that focused on explaining the threat and associated
consequences [Fel+15]. Deterring users in general has, however, been criticized, as it
does not make a system more usable, and enforces a technical opinion by preventing
users from achieving their primary goals [Sasl5]. Furthermore, the effect of active
warnings has been shown to diminish over time due to warning fatigue [And+15|.
Instead, design interventions that highlight important information and nudge users
into secure behavior might provide an acceptable compromise for real-world systems.
One such example is the URL and how it is presented in the browser, where
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previous studies have mainly focused on highlighting relevant parts of the domain
(i.e., the RD). Lin et al. found as early as 2011, that highlighting by itself is not
effective, since more than half of the participants did not focus on information in
the URL bar even with highlighting, and most users did not understand the URL
when explicitly told to look at it [Lin+11]. Similarly, Thompson et al. tested the
effect of several browser Ul alterations on a single phishing website, and found
that none of the methods, including URL highlighting and only showing the RD,
significantly improved the detection accuracy of users [Tho+19]. In a user study with
411 participants who classified 16 website screenshots twice, Volkamer et al. found,
that instructing users to look at the URL bar significantly increased their accuracies,
and that pruning the URL to only show the RD resulted in better performances
than URL highlighting in this case [VRG16|. In Chapter |7, we propose and evaluate
URL rewriting as an alternative highlighting method, that might offer advantages
when users look at the URL bar.

As for email Uls, several studies have set out to design alternative client Uls.
Nicholson et al., investigated the effect of “nudges”, which include the highlighting
of sender name and address on phishing classification outcomes [NCB17]. They
found that sender highlighting in particular was successful, in that it significantly
improved the detection of phishing emails without introducing a significant bias
towards legitimate emails. In Chapter we extend this study by introducing
additional information, a different focus for sender highlighting, as well as a set of
well-defined categories of phishing emails corresponding to different attack scenarios.
Highlighting information about encryption and digital signatures is more common
(see, e.g., [TL20]), and similar to browser warnings about security indicators. While
we include the highlighting of security information in Chapter |8 our focus is not on
the inclusion or state of these mechanisms, but on how their statements about the
validity of an email’s sender influence the participants in their classification task. An
interesting approach by Dwyer et al. highlights the path the email took until arriving
in the recipients inbox by highlighting the geographical locations of servers on the
path on a map [DD10]. While they found that 82% of 100 randomly sampled phishing
and spam emails might have been detected due to suspicious paths, they did not
evaluate the Ul in a user study. A different study by Volkamer et al. integrated URL
highlighting technique into emails, and found that it had a significant positive effect
on classifications of emails with links [Vol4-17]. This technique does, however, not
prevent phishing attacks that make use of benign (e.g., hosting) services for attacks,
nor does it help in attacks that do not use website phishing. As such, we present an
additional complementary approach in Chapter [8] where we discuss different options
to highlight the sender of an email and the information used to validate this sender.

3.2.4. Automated Phishing Detection

To improve upon the reactive nature of blocklists, researchers have been working
on automated methods to detect phishing attacks. These generally aim to classify
URLs, emails, or websites actively as soon as they are seen, thus removing the
window of opportunity of blocklists. An overview of automated phishing detection is
provided by Das et al., who defined several constraints for automated detection in the
security domain, reviewed literature on phishing URL, website, and email detection,
and analyzed the used features, datasets, and learning methods |[Das+19|. They
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found, that few studies address their proposed constraints, in particular regarding
the applicability of proposed detection methods regarding low FPRs, real-time
capabilities, and active attackers in the real world.

A notable example for large-scale URL classification is the study by Whittaker
et al., who evaluate a classifier based on URL and website feature and trained on
a comprehensive dataset of millions of URLs, which was integrated into GSB to
automatically update the blocklist [WRN10|. Their experiment demonstrates, that
classification at scale is generally possible but does result in FPs and cannot prevent
all attacks as even automation still leaves a window of opportunity for attackers.
Other approaches include features about the hosting infrastructure of websites, as
is the case with Kim et al., who combine features from the URL with its domain
name, resolving IP address, and name server [Kim+22]. They show, that their
network-based inference approach using the proposed combination of features makes
the classifier less susceptible to evasion techniques that change parts of the phishing
URL to make them seem benign.

Compared to URL detection, the detection of phishing emails profits from the
context provided by the email content and sender information, in addition to the
inclusion of URLs or attachments. To this end, natural language processing techniques
can be applied, as shown by a recent survey by Salloum et al. [Sal+22]. Ho et
al. propose a classifier to detect lateral phishing, an attack where compromised
email accounts are used to attack additional victims, thus lending the sent email
credibility [Ho+19|. Their proposed classifier uses features based on the recipients
and sender history, inclusion of pre-defined keywords, as well as URLSs included in
the email, and achieved a recall of 87.3% while retaining a low FPR of 3.6 - 1075,
While we do not focus on automated email detection in this thesis, the above results
indicate the diversity of attacks in this area, and how even sophisticated systems
trained on large datasets struggle to provide comprehensive protections at low FPRs.

In all, while many automated phishing detection approaches were presented and
evaluated, few seem to be deployed in practice, which might be due to differences
between the evaluation and real-world settings.

3.2.5. Phishing Detection Using Certificates

In the following, we take a closer look at automated detection approaches that make
use of information from the certificates of the website. For example, Mohammad et
al. [IMTM14] include the usage of https, as well as information about the certificate’s
issuer in their feature set. The corresponding dataset has also been made public and
been used in several additional studies.

Compared to the classification of URLs, it is likely that certificates offer less
information. Even though there are several additional fields in certificates, we found
that they are often very similar or identical for certificates issued by the same issuer
(see Chapter @ Still, the domain names embedded in certificates remain as a
promising factor for phishing detection. However, the domains in certificates include
much less information than a complete URL, as they do not include path information,
and sometimes even do not include all subdomains when wildcard certificates are used.
Even more problematic is the case of phishing websites hosted on compromised or
benign hosting infrastructure, where the certificate was not requested with malicious
intent. As such, we analyze the impact of focusing on a subset of domain names,
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which were likely created with malicious intentions, on the classification performance
in Chapter

Still, several approaches that focus only on information from certificates for phishing
detection exist. In 2015, Dong et al. [Don+15] proposed a number of certificate
features of phishing websites, including the existence, length, and relationship of
different fields in certificates. They compared a number of classifiers, trained on
certificates collected directly from known phishing and benign websites between
late 2012 and 2015, and found that random forest (RF) classifiers achieved the
highest precision. To our knowledge, the first proof of concept for using CT logs
as basis for phishing website classification is the Phishing Catchelﬂ available at a
GitHub repository. As for peer-reviewed research, Scheitle et al. [Sch+18a] noted
in 2018 that the CT logs might offer a new perspective for phishing detection. In a
preliminary look at the logs utilizing regular expressions, they found a large number
of certificates (more than 125,000) that likely impersonated a small number of popular
services, but did not include an in-depth analysis. Torroledo et al. [TCB18§| trained a
phishing classifier on certificates only, aiming to detect differences in the legitimacy
of phishing and non-phishing certificates. Using a highly imbalanced dataset, they
achieved a precision of around 90%, which we were not able to reproduce or verify
in our experiments. Fasllija et al. [FEP19| trained a classifier on domain names
extracted from full URLs, arguing that it would be able to perform classification
on CT logs as well. However, they did not perform such an evaluation. Recently,
Sakurai et al. [Sak+20] proposed a classifier that is specifically created for the task
of CT log classification. The classifier is based on regular expressions extracted from
known phishing websites, and achieved promising results on certificates collected
from Censys{ﬂ However, the static logic based on regular expressions is neither able
to detect new phishing campaigns with unknown domain name patterns, nor is it
suitable for detecting spear-phishing campaigns, which do not create large amounts
of similar domain names in the first place.

A fundamentally different approach was presented by Lin et al., who present
a classification pipeline that first detects prominent logos on a given website and
compares them to a set of possible target logos |Lin+21|. The authors demonstrate
how it can be used to classify certificates in CT logs where it achieves a high precision
of 93.63%, but also that manual verification of positives was necessary, as more
than half of the true positives identified by the authors did not appear in their
ground truth labeling. While the visual approach has the advantage of providing
additional context compared to using only information from the certificate, it also
comes with several drawbacks, as it requires access to the phishing website to be
effective, thus making it susceptible to cloaking techniques or websites that require
a path component to display the phishing website, and requires more download
bandwidth and processing power compared to looking at only certificates.

In Chapter we present a pipeline which makes it possible to evaluate new and
existing classifiers on actual CT log data, including the possibility of classifying
certificates as soon as they are added to the logs. We also evaluate a number of
feature-based and deep learning classifiers that only make use of information included
in the TLS certificate as an alternative to the existing approaches. Finally, we present

“https://github.com/x0rz/phishing_catcher online, accessed 2023-01-25
Shttps://censys.io/ online, accessed 2023-01-25
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evidence that a focus on particular sets of certificates in the training phase can have
an impact on the classification performance of the classifiers.
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Chapter

Phishing and Impostor URLSs

As a comparatively robust factor to detect phishing websites, URLs take up a central
role in many of the following chapters. This chapter presents our dataset of phishing
URLSs (DS-Phish), which was used as a foundation for the topics taught in the games
presented in Chapter [6] as well as the classification task explained in Chapter We
present the collection process and an analysis of the URLs in the dataset, including
different obfuscation techniques in addition to the general structure of phishing URLs.
Next, we compare the phishing URLs to a sample of benign URLs collected from
popular websites to highlight similarities, but also common differences between the
two classes. Finally, we focus on a subset of the phishing URLs with the impostor
property, which describes URLs that include a reference to a benign target in the
URL, thus adding some measure of misdirection to the URL itself, and extract a
second dataset of impostor domain names (DS-Impostor).

Contributions: The main contributions of this chapter are the creation and analysis
of the DS-Phish dataset, as well as the definition and rule-based classification of
impostor URLs. The DS-Phish dataset of phishing URLs was created based on two
methodologies, one of which, resulting in 3,069,231 URLSs, was created in collaboration
with Arthur Drichel and Justus von Brandt and has been previously published in [1].
The analysis of phishing URLs and comparison to benign URLs is a new contribution
of this thesis. For impostor URLs, the definition and baseline classification of
impostor domains were joint work with Tobias Johnen and formalized in his master
thesis [Joh22|. Both definition and the source code for the rule-based classification
were slightly adapted for this thesis. The analysis of impostor domain names resulting
from the rule-based classification of the DS-Phish dataset is a new contribution of
this thesis.

4.1. A Short Analysis of Phishing URLs

We begin by presenting details on our dataset of phishing URLs to provide an
overview of potential biases in the dataset, and compare the phishing URLs to a
set of benign login URLs, with a focus on highlighting the similarities between the
two classes. To this end, this section presents general details about phishing URLs,
including their structure and estimates about the underlying hosting infrastructure,
followed by a similar analysis and comparison for the benign URLs.
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Table 4.1.: Comparison of phishing and benign URL features

Phishing Benign (Login) Benign (Random)

Length (M) 66.26 60.01 58.46
Subdomains 49.45% 68.18% 62.06%
Full path components 87.90% 99.53% 98.29%
Port 0.28% 1.35% 0.01%
IP address 2.24% 0.11% < 0.01%
Https 52.68% 96.39% 95.73%
Http credentials < 0.01% 0.00% < 0.01%
URL encoding < 0.01% 0.00% < 0.01%
IDN 0.13% < 0.01% < 0.01%
Subdomain labels (M) 0.82 0.69 0.62

4.1.1. Phishing URLs

To create the DS-Phish dataset of phishing URLs used in this thesis, we continuously
downloaded phishing URLs from the three threat intelligence feeds PhishTankF_-],
OpenPhishﬂ and PhishStatsF_T] over a period of several years. In detail, we created
a dataset of 3,515,858 URLs, by combining 446,627 URLs collected daily from
PhishTank between December 2018 and March 2021, with 3,069,231 URLs collected
hourly from the sources OpenPhish, PhishTank, and PhishStats from March 2021 to
October 2022. After normalizing the URLs by converting all letters to their lowercase
equivalent and removing exact duplicates, the DS-Phish dataset includes 1,520,114
URLs.

We begin the analysis of phishing URLs with a general look at the URL structure
of the URLs in the dataset. To this end, we parsed all URLs using the Python
urllib moduld’] and extracted eTLD and RD based on the public suffix lisf’} An
overview of analysis results is depicted in Table

We first take a look at the length of the URL, which is for example often used
as a feature in phishing detection classifiers. In our dataset, the mean length is
66.26(SD = 86.91), with a median of 47, however we observe a long tail of longer
URLs up to several thousand characters, while 1,334,708 URLs (87.80%) consist of
no more than 100 characters (see Figure [4.1)).

As for the URLS’ composition, 751,647 (49.45%) have subdomains, 1,335,589
(87.86%) paths, 209,882 (13.81%) queries, and 9,860 (0.65%) fragments, with 1,336,239
(87.90%) having at least one full path component (i.e., either path, query, or fragment,
see Section for details). Only 4,308 URLSs (0.28%) include a port specification.
As for the usage of IP addresses as host, a technique that can be used to hide the
destination of a URL, 34,101 (2.24%) phishing URLs make use of the technique. In
summary, this indicates, that path components are very common, as is the usage of
at least one subdomain, while only few URLs include a port specification or an IP

"https://www.phishtank.com/ online, accessed 2023-01-24

’https://openphish.com/ online, accessed 2023-01-24

Shttps://phishstats.info/ online, accessed 2023-01-24
‘https://docs.python.org/3/1library/urllib.parse.html online, accessed 2023-01-25
Shttps://publicsuffix.org/list/|online, accessed 2023-01-25
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address as host.

Next, we take a closer look at the different parts of the URLs, beginning with the
scheme. Here, the APWG has reported a rising trend of websites using https instead
of http, increasing from about 30% in 2017 to more than 80% in 2021 [APW21],
which we confirm by checking the scheme of the URLs in the dataset directly. The
most commonly used scheme in the dataset is https (800,857 URLs, 52.68%), followed
closely by http (719,253 URLs, 47.32%), and the only remaining four URLs using ftp.
Since the protocol specification in the URL does not directly indicate, whether or
not the website supports https (in fact, many URLs with an http scheme do support
https, as can for example be seen in Chapter @, this already confirms, that https is
becoming more relevant for phishing URLs.

Following along with the syntactical structure of URLs, we next take a look at
two additional obfuscation techniques. While it is possible to use http credentials in
URLSs, this technique is used by only 116 (less than .01%) examples in our dataset.
Of the URLSs that include http credentials, 15 define username and password, the
remaining only a username. A second technique that could be used by attackers to
obfuscate where a URL leads is URL encoding. While its usage is relatively common
in the path components of the URL, we did not find a large amount of URLs that use
it in the host: Comparing the URL encoded host to the decoded one only results in
differences for 68 URLs. Similarly, we counted URLs that include non-ascii characters
or the punycode indicator xn-- in their domain name, and found that only 1,922
URLs (0.13%) make use of IDN as a potential obfuscation technique. These results
already indicate that advanced techniques, such as http credentials or URL encoding
in the host to obfuscate URLs, are not a common occurrence.

Next, we take a look at the hosts of phishing URLs, where we are particularly
interested in the RD and subdomains. The most common RDs in the phishing dataset
are those of hosting providers (see Table . However, the ten most common RDs
do not only include web hosting apex domains, but also one domain that generated
a large amount of unique threat intelligence feed entries (e.g., due to using different
subdomains for different victims or campaigns), while one RD also belongs to a
link shortening service. Of the 506,620 unique RDs in the phishing dataset, 246,494
(48.65%) appear in at least two URLs, with 260,126 (51.35%) appearing only once.
The twenty most common RDs cover 125,664 URLs (8.27% of all phishing URLs in
the dataset). In all, we note that the analysis of RDs reveals, that many phishing
websites in our dataset are not hosted on attacker-owned infrastructure. Almost 10%
of URLs share the same 10 RDs, even though more than half of the RDs appear in
only a single URL.

Finally, determining the number of domain labels in subdomains by simply counting
the number of dots reveals the distribution seen in Figure Interestingly, the
distribution of the number of labels has a long tail, as while most URLs (768,467
URLs, 50.55%) have no, or between 1 and 3 labels in the subdomain (728,432 URLSs,
47.02%), one URL even includes 39 labels.

In all, our dataset is dominated by URLs using https, with most URLs being
complex in that they include subdomain and path components. Both, and the usage
of subdomains in particular, can be an effective technique to confuse potential victims
about the destination of the URL (as we see in Chapter [5)). While the usage of
advanced techniques like URL encoding or http credentials is uncommon, URLs
with these techniques do appear in the dataset. Finally, we note that the analysis of
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Table 4.2.: The ten most common RDs in the phishing URL dataset

Registrable Domain  Assumed Type  Occurrences

000webhostapp.com Hosting 36633
weebly.com Hosting 19852
tmweb.ru Hosting 7418
swtest.ru Hosting 6746
qwo231sdx.club Unknown 6319
google.com Hosting 6168
fleek.co Hosting 5774
co.vu Hosting 4691
justns.ru Hosting 4083
bit.ly Link Shortening 3558

RDs already reveals, that many phishing websites in our dataset are not hosted on
attacker-owned infrastructure. The usage of hosting services, next to compromised
infrastructure, makes the detection of phishing websites a complex task, as it hinders
the usage of blocklists or even known-benign lists, and poses problems to automated
detection based on website and domain meta information (e.g., the URL, WHOIS
information, or information extracted from a certificate).

4.1.2. Comparison to Benign URLs

While the analysis of phishing URLs on its own already gives insights into the
structure, composition, and even underlying infrastructure of phishing URLs, a
comparison to benign URLs can further highlight similarities and differences which
should be avoided or might be used in automated detection or user education. In
this subsection, we therefore endeavor to provide such a comparison by collecting
two sample datasets consisting of (1) a dataset with a particular focus on benign
login URLs (as URLs which ask for username and password are often replicated by
and therefore similar to typical phishing websites), and (2) random benign URLs.
Note, that the goal of this section is not to create representative samples of benign
URLS, as this would be a more complex task (see Section , but rather to create a
baseline for comparison, with a particular focus on similarities between benign and
phishing URLs, thus highlighting the complexity of the phishing classification task.

To create the datasets of benign URLSs, we downloaded the Tran(xﬁ list of popular
websites on October 10, 2022, and processed the top 250,000 domain names by adding
the prefix https:// to all domain names. We then crawled the websites using Python
request parsed the returned html code using the package beautifulsoup and
extracted all href attributes from <a> tags to obtain more diverse URLs compared
to simply using the homepages of the crawled websites. The href attribute can
contain relative URL&F_;], which start with a slash and describe a location relative to
the document root (e.g., /login/), which we resolve by appending relative URLs

Shttps://tranco-1list.eu/ online, accessed 2022-12-15
"https://requests.readthedocs.io/en/latest/ online, accessed 2022-12-15
Shttps://pypi.org/project/beautifulsoup4/, online, accessed 2022-12-15
https://url.spec.whatwg.org/ online, accessed 2022-12-22
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Figure 4.1.: Histogram of URL lengths of phishing URLs up to 10,000 characters in
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Figure 4.2.: Histogram of number of subdomain labels for phishing URLs.
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Table 4.3.: The ten most common RDs in the benign login URL dataset

Registrable Domain  Occurrences

vigilafrica.com 1235
google.com 338
admissionlogin.in 282
voxmedia.com 282
medium.com 211
facebook.com 157
force.com 154
amazon.com 151
travelandleisure.com 149
loginradius.com 141

to the current base URL. After resolving all relative URLs, we removed duplicates,
resulting in a set of 13,796,620 URLs, which we assume to be mostly benign due
to being directly reachable from popular websites. From these we first extracted
login-related URLs, as we assume them to be the most likely to be targeted in
phishing attacks, by selecting URLs that include the keywords login or signin (i.e.,
by matching against the regular expressions log.?in and sign.?in). This results
in 67,155 (0.49%) login related URLs. We also created a second benign dataset of
similar size to the set of phishing URLs by randomly sampling 1.5 million URLs
from the remaining URLs. Both benign datasets were sanitized by only including
URLSs starting with the http or https schemes (this was necessary as the collection
process led to several strings that could not be parsed as URLs at all).

Repeating the previous analysis of phishing URLSs for the new datasets, we find
commonalities but also several differences (see Table . First, for the login-
related URLs, the length of the URLSs is similar to those of phishing URLSs, with a
mean of 60.01 (SD=57.39) and a median of 46 (see Figure for a comparison of
the cumulative distribution of lengths between benign and phishing URLs). Here,
90.04% of URLs consisted of 100 or less characters. Another similarity is the general
composition, since 45,784 (68.18%) URLs had subdomains, 66,661 (99.26%) paths,
20,541 URLs (30.59%) included queries, and 2,467 (3.67%) fragments, with 66,841
(99.53%) including at least one component in the full path. Again, only few URLs
specified a port (908, 1.35%), or had an IP address as host (75, 0.11%).

As for schemes, this dataset consists almost exclusively of https URLs (64,731,
96.39%) with only 2,424 (3.61%) http URLSs (other protocols were filtered in the
normalization step). This is likely due to the decision to use https as the scheme
when crawling the websites, but might also be influenced by the fact that more
popular websites are more likely to employ https. In contrast to the examples of
obfuscation in phishing URLs, however, we did not encounter http credentials at all
in the benign login URLs, nor any URL encoded hosts. Taking a closer look at the
host, we first note that the ten most common RDs (see Table already indicate a
potential bias in our dataset, due to the inclusion of several lesser known services
that may have simply generated many URLs in the collection step.

Of the 40,952 RDs, 9,176 (22.41%) appear in at least two URLs, resulting in 31,776
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Figure 4.3.: Cumulative distribution of URL lengths for phishing, benign login, and
random benign URLs.

(77.59%) RDs that only appear once, indicating more diversity than the phishing
dataset. The opposite holds for the number of domain labels, which is restricted
to three or less: 21,371 (31.82%) had no subdomains, and the majority exactly one
(45,074 URLs, 67.12%).

While the dataset of random benign URLs is comparable to both previous sets,
it does show somewhat different properties compared to the login-related URLs,
as it includes 9 URLs with http credentials (though we note that some might be
email addresses that were incorrectly parsed as URLs), and 12 URLs with URL
encoding in the host. Length and composition are both similar to the other benign
dataset, however some differences appear in the host. Here, of 168,365 unique RDs,
the majority of 114,611 (68.07%) appear in at least two URLs, leaving the remaining
53,754 (31.93%) to appear only once. The ten most common RDs also changed, as
can be seen in Table As for subdomains, while most URLs again had only one
subdomain label (925,809), with only few up to four labels, we note that we did
observe several URLs with more subdomain labels in the complete benign dataset,
just not in this random selection.

To summarize, we found that neither phishing nor benign URLSs in our datasets
make extensive use of http credentials, URL encoding in the host, or IDN. The
composition of URLs is mostly similar between phishing and benign URLs, but
phishing URLs have a more varied distribution of subdomain label counts, and are
slightly longer on average than URLs from either of the sample benign data sets.
Finally, we note that neither the usage of IP addresses or the specification of ports,
nor using http over https automatically indicates a phishing websites, as URLs with
these attributes appear in both datasets.

4.2. Impostor URLs

In this section, we concentrate on a subset of phishing URLs that is of particular
interst to the topics discussed in this thesis. We call these URLs impostor URLs,
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Table 4.4.: The ten most common RDs in the benign random URL dataset

Registrable Domain ~ Occurrences

twitter.com 11773
facebook.com 10662
youtube.com 8259
instagram.com 6522
linkedin.com 4526
vigilafrica.com 3875
worldairlinenews.com 3612
google.com 3090
otziv-otziv.ru 1811
lasdocas.cl 1753

as they impersonate a different website by include a reference to their target, even
though they do not lead to this target website. In the following, we define this class
of phishing URLs and present notes on their construction, followed by a closer look
at impostor domains and their detection.

4.2.1. Definitions

Intuitively, we define impostor URLs as Phishing URLs, that include a reference to a
target name, or domain, while leading to a different domain. Similarly to the case of
the whole URL, we define impostor domains as FQDNs with this impostor property.
There are two main aspects to this definition: first, we are only interested in phishing
URLSs, in contrast to benign URLs which include a reference to a known entity. Second,
the URLs have to reference a target, which is the main aspect that separates impostor
phishing URLs from non-impostor phishing URLs, as the latter do not include such
a misdirection. Note, that this definition includes a semantic aspect: the inclusion of
the target with an intend to mislead can not be captured using syntactic analysis alone
(e.g., the URL https://login-now.awazonaws. com is hosted using amazonaws, thus
including the brand name amazon, which is not necessarily the target of the phishing
attack, or https://some-website.co.uk/wordpress/wp-content?page=10
includes wordpress in the path, which is unlikely to be the target). As such, the
classification of impostor domains depends on context, and while it can in fact be
relatively easy to manually classify most impostor domains (provided one is familiar
with the target), the automated detection, lacking this context, is a complex task.
Note, that the definition of impostor domains does not include all purposely
misleading phishing URLs, as we do not include generic keywords as a target. As
such, a phishing URL like https://account-login.com/information/ does not
fit the definition, even though the usage of login related keywords might also invoke
misconceptions about the purpose of the URL in potential victims. As a second
note, benign URLSs, which are never impostor URLs by definition, can also include
references to known entities. Obviously, companies often include their own name in
the URL (paypal.com includes paypal), but it is also common to encounter URLs
that include a different entity, for example when redirecting or referencing (e.g.,
https://paypal.my-shop.de might be a redirection to PayPal by a legitimate
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shop).

4.2.2. Rule-based Impostor URL and Domain Detection

While it is not trivial to detect impostor URLs due to the dependence on context,
we attempt to define several rules that, when applied to a set of known phishing
URLs, are likely to return only impostor URLs. To this end, we first split the set of
impostor URLs into different categories based on the manipulation technique which
was applied to the original target name or target domain name when the URL was
constructed. Here, the URLs can be differentiated by whether the target domain
appears completely (full domain embedding) or only partly (e.g., when combining
the target name with a keyword for combosquatting or including the target name in
a subdomain for subdomain posing), and whether it appears with or without changes
(e.g., characters can be replaced, inserted, removed or swapped for typosquatting).

In the following, we present a number of rules that we utilized with the aim of
separating impostor URLs from other phishing URLs. We applied these techniques
to domain names, and make use of the resulting set of impostor domains in a
general analysis of the employed manipulation techniques, and later in the certificate
classification task described in Chapter

4.2.3. Process of Rule-based Domain Classification

Due to the focus on domain names from certificates in Part of this thesis, we
create a dataset consisting only of impostor domains, i.e. FQDNs with an impostor
property. To analyze these domains and create impostor classifiers, we first created
a rule-based baseline classifier to label the existing dataset of FQDNs (extracted
from the dataset of URLs described above). The rule-based classifier is based on
simple principles to detect URLs that are similar to known entities. The source code
and rule-generation process were adapted from [Joh22]. Note, that the goal of this
labeling process is not to generate a perfect ground truth, as this would be a very
complex process, due to both false positives and false negatives resulting from the
problems explained above, but rather to create a first baseline that we use to argue
about the structure of impostor URLs and domains.

In order to detect impostor URLs, two main considerations are necessary: Collecting
known benign entities (i.e., targets), and matching them to the set of potential
impostor domains. In this thesis, the benign entities are collected similarly to
previous work on phishing URL detection, where potential targets are selected based
on domain rankings (see, e.g., [Rob+19| for examples). We therefore utilize a list
of the top one million domain names according to the Tranco list as benign targets.
While the whole list is used to filter out known benign domains, we do not perform
a search for impostor domains using all benign domain names. This is mainly due to
two reasons: performance constraints, as the filtering process takes longer the more
benign domains are searched for, and false positives, since the more domains and
names, and therefore keywords to match are added, the more FPs will be generated.
In the analysis below, we therefore restrict the filtering process to 5,000 benign
domains when looking for impostor domains. Note, that this restriction seems to be
less severe than it may seem, as an analysis of the number of found impostor domains
reveals a trend of diminishing returns when adding less popular targets. We discuss
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this and other limitations of our approach in more detail in Section below.
We match phishing URLs to different rules to detect different types of impostor
domains (we assume a target with the RD target.com for the following examples):

1. RD embedding: the complete target RD, followed by either a ‘.’ or ‘-’; is
included in the impostor domain. Example: target.com.phishing.ml.

2. e2LLD embedding: the target e2LLD is included in the impostor FQDN, but their
RDs are not equal. This includes combosquatting, as well as URLs where the
TLD was replaced, and the target e2LD appears in a subdomain. Examples:
target-online.com, target.ml, target.login-phishing.co.uk.

3. Strict typosquatting: here we use the Damerau-Levenshtein distance [Dam64]
to detect deliberate misspellings (i.e., typosquatting domains) on the complete
phishing and benign e2L.LDs. The strict rule only matches impostor domains
that have an e2LD with a Damerau-Levenshtein distance of one (i.e., there was
only one manipulation) to the target e2LD. Example: terget.ml.

4. Relaxed typosquatting: includes combinations of typosquatting with e2L.D
embedding, i.e., includes domains that include the target e2LLD with an edit
distance of one in their FQDN. Example: terget-online.com.

We further restrict the search for relaxed typosquatting, the most resource- intensive
operation, to targets that appeared at least 10 times using the other methods, as
determined in a preliminary run. From these we further filter seven domains that
had more than 100 relaxed typo hits, but were determined to be mostly false positive
by a manual review of the most common targets using the relaxed typosquatting rule
(e.g., the benign e2L.D ‘t-online’, which matches all URLSs including ‘-online’).

4.2.4. Impostor Domain Dataset

We utilize the baseline classifier on our DS-Phish dataset of phising URLs described
above, which contains 804,664 unique FQDNs. Applying the rule-based classifier
for the Top 5,000 domains in the Tranco list as target domains, after filtering the
phishing URLs by extracting their RDs and filtering them against all known-benign
RDs on the list to remove known false positives, results in 54,422 impostor domains
(6.76%, see Table in Appendix for examples for each rule). We call the
resulting dataset of impostor domains DS-Impostor. In the following, we describe
the rules used to generate the dataset and its resulting FQDNs in more detail.
First, taking a closer look at the distribution of the rules which match the phishing
domains reveals, that e2LD embedding is the most common method (35,313 FQDNs,
64.89%), followed by RD-embedding (9,435 FQDNSs, 17.34%), relaxed typosquatting
(8,764 FQDNs, 16.10%), and strict typosquatting as the least common method with
910 FQDNs (1.67%). As the e2LD rule matches different categories of phishing
URLs, we investigate further, and find that 625 were TLD replacements (most of
these seem to be FPs due to benign hosting providers which use several TLDs that
were not present in our benign filter list), 16,978 where the target e2LD is included
in the subdomain, and the remaining impostor domains (17,710) are combosquatting
domains where the target e2LD is included together with additional keywords in the
phishing e2LLD. The most commonly targeted benign domains are shown in Tables

50



4.2. Impostor URLs

Table 4.5.: The ten most common targets of impostor domains

RD Embedding Strict Typo e2LLD Embedding
Target N | Target N ‘ Target N
olx.pl 1459 | steamcommunity.com 153 | amazon.com 5624
amazon.co.jp 1433 | amazon.com 104 | facebook.com 5253
rakuten.co.jp 1033 | instagram.com 69 | whatsapp.com 4882
apple.com 662 | facebook.com 68 | paypal.com 3161
facebook.com 613 | paypal.com 43 | rakuten.co.jp 1633
icloud.com 395 | opensea.io 38 | wellsfargo.com 1069
blogspot.com 355 | mercari.com 36 | instagram.com 1064
allegro.pl 299 | geocities.com 35 | microsoft.com 1012
paypal.com 297 | rakuten.co.jp 30 | donmai.us 988
irs.gov 172 | netflix.com 29 | netflix.com 856

Table 4.6.: The ten most common targets for the relaxed typosquatting rule

Target Count
amazon.com 2743
whatsapp.com 1117
rakuten.co.jp 921
pochta.ru 688
paypal.com 670
mercari.com 257
facebook.com 250
docomo.ne.jp 238
instagram.com 232
telekom.de 198

and Note, that the target domain is ambiguous for rules that focus on the e2LLD
when two or more benign domains differ only in their eTLD. In these cases, the first
matching domain is utilized in the analysis, e.g., telekom.de is the first telekom
provider (e2LD is extracted) that was found, other benign RDs that differ only in
the eTLD (e.g., telekom.hu) match as well.

Next, we take a closer look at strict typo domains, and analyze which characters
were used for these domains. This gives insights into whether attackers prefer
particular sets of characters, for example look-alike characters when replacing letters,
or vowels for the deletion manipulation. As can be seen in Table there seem
to indeed be some biases towards characters sets. For character replacements, the
most common choices include look-alike characters (e.g., (i,1), (0, 0)). For insertions,
the hyphen was most popular, which makes sense as it can be used in composite
target names (e.g., steam-community.com). We counted the number of consonants
and vowels that were inserted or deleted, and found some differences: in both cases,
consonants were more likely to be used, with 222 consonants and 100 vowels used for
insertions and 78 consonants and 44 vowels for deletions. Finally, only few domains
were created by swapping two characters, where the most common occurrence is
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Table 4.7.: Characters used in typosquatting domains

Replacements Insertions Deletions

Characters N ‘ Characters N ‘ Characters N
i-1 46 - 35 s 23
a-e 36 1 33 a 16
g-n 35 i 33 1 12
0-o 24 n 25 h 10
m-n 21 s 21 o) 10
a-o 11 o 21 e 8
o-u 10 C 20 i 8
1l-y 8 e 19 m 6
c-o 7 r 17 n 4
a-u 7 a 16 t 4

again a look-alike operation (f,t) with 5 occurrences, followed by (a,z), (i,t), and (e,n)
with only three occurrences each.

4.3. Discussion

In this chapter, we defined and described a set of phishing URLSs, and compared it
to a set of benign URLs. While the phishing URLs often included some complexity
in the form of subdomain or path components, and were more likely to make use of
obfuscation techniques, there were no discerning characteristics that immediately
separate benign from phishing URLs. Taking a closer look at impostor URLs and
domains, we created a dataset based on rule-based classification, and analyzed
common manipulation techniques by attackers. Here, inclusion of the target e2LLD or
RD in the phishing domain were the most common techniques in our dataset. The
less common typosquatting domains were analyzed for manipulation techniques as
well, where we found that look-alike substitutions were the most common.

In the following, we discuss limitations of these results, followed by an interpretation
of how they impact the following chapters of this thesis, and how they might transfer
to the broader research area of phishing prevention.

4.3.1. Limitations

In the analysis of phishing URLs, we created a dataset based on several popular threat
intelligence sources. While the collection of URLSs took place over several months, it
is still likely that the dataset is not representative of all phishing websites globally.
It is furthermore possible, that URLs were edited before they were submitted to the
intelligence feeds, for example by removing http credentials, or path components.
We therefore note, that the analysis is only valid for the subset of URLs that are
represented in this dataset.

Similarly, the benign dataset of URLs is not representative, as it only includes
URLs extracted from links on the homepages of popular websites. We argue, that
the decision to use popular websites as a substitute for benign websites in general
was sufficient to achieve the goal of this chapter, which was to showcase similarities
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and differences between phishing and benign URLs and introduce impostor URLs.
Still, we recommend using datasets for both phishing and benign samples in real-
world applications (e.g., an automated phishing URL detection tool) that are as
close to the actual application scenario as possible, thus improving the validity of
computed metrics on the training data or classification tests. Note, that the creation
of representative datasets of benign URLs is a complex task, as it might dependent
on the context (e.g., organization or private), region, and user group.

It is further possible, that some phishing campaigns and benign websites were over-
or underrepresented, since we did not apply processes to remove duplicate campaigns.
While we did remove duplicate URLs (and domain names in the impostor domain
analysis), it is still possible that some campaigns or single benign websites resulted in
large numbers of distinct but similar URLSs, that may have introduced a bias in our
analysis. Analyzing the most common RDs in the URL datasets seems to confirm
that this might have taken place, since they make up significant parts of the overall
number of URLs. Still, the majority of RDs in both benign login and phishing URLs
were only used in one URL, which we argue indicates sufficient variety in the datasets
to generalize the implications mentioned below.

As for impostor URLs and the analysis of impostor domains, one limitation is the
usage of a rule-based classifier without complete manual verification of the results. It
is likely, that the final dataset of impostor domains includes false positives, and that
the remaining non-impostor domains still include false negatives. False negatives
remain due to the decision to include only a subset of possible targets (to avoid false
positives), in addition to the restriction for typosquatting domains to have an edit
distance of at most one, which does not include all manipulations. It is therefore
possible that typosquatting is more common than we found in our analysis. In
Chapter we use the dataset of impostor domains in a classification task, and find
that several classifiers were able to detect impostor domains including more than
one typo as well.

4.3.2. Implications

The analysis of phishing URLs revealed several trends that can further our under-
standing of phishing URLs. For one, most phishing URLs utilize complexity, by
including subdomain or path components. It is likely that this complexity is intended
to mislead users, as the additional parts offer more opportunity for misdirections.
Next, the usage of obfuscation techniques like URL encoding, http credentials or
even IP addresses seems to be unpopular, as they only appeared in a small fraction
of URLs. As such, we do not focus on advanced techniques in the games used for
user education (see Chapter @, though we do include some examples in several of
the user studies presented in this thesis to test, how users handle unusual techniques.
In the comparison to benign URLSs, the main difference between the two sets, apart
from obfuscation techniques, was the larger numbers of subdomain labels for phishing
websites. While this might simplify the automated detection of phishing URLs in
some cases, our analysis in the next chapter also indicates that users struggle with
these URLs when the target domain appears at the beginning of the subdomain. We
therefore explore an alternative URL notation that aims to make this type of attack
less effective in Chapter [7] Furthermore, the usage of long or numerous subdomains in
benign domain names is likely more common depending on different usage scenarios,
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which are not covered by our sample benign datasets. Other differences between the
two datasets were less pronounced, and while even small differences might be used in
automated phishing URL detection, they are unlikely to be helpful in educational
contexts, and again depend on the benign datasets being representative.

The analysis of RDs of phishing websites revealed, that phishing websites often
make use of benign hosting infrastructure. In these cases, the attackers typically lose
some control over the RD of the phishing URL, but gain several advantages due to the
ease of setting up the website, in addition to the positive domain reputation that is
associated with services that also serve benign websites. Previous work also indicates
that the usage of compromised infrastructure to host phishing websites is a common
occurrence, with estimates ranging from 63.5% to 78% of all phishing websites |Le
#19; |De +21]. Both cases make the automated detection of phishing websites a
complex problem, as there is currently no feasible way to determine whether a
previously benign website was compromised and is now used in a phishing attack.
We therefore focus on impostor domains in the classification task in Chapter
and analyze several different methods to reduce the success of using non-impostor
domains in Part [T, thus providing a multi-layered defense against phishing.

The definition of impostor URLs constitutes one of the threads that recurs through-
out this thesis, as it is the basis for several analyses in following chapters. Still,
impostor domains made up only 6.76% of all FQDNs in the URL dataset, which is
lower than all estimates on attacker-owned domains discussed in related work (see
Chapter [3)). This is unsurprising, as we defined impostor domain as only a subset of
domains that were registered by attackers, and the rule-based classification approach
is furthermore unlikely to have labeled all impostor domains correctly. Consequently,
the amount of domains available for classification tasks based on only impostor
domains is reduced compared to the inclusion of all phishing domains (see, e.g.,
Chapter [10| for the effect of focusing on impostor domains in classification tasks).

In our analysis of impostor domains, we found that embeddings of e2LLD and RD
occurred most often in our dataset, followed by relaxed typosquatting, and only
comparatively few strict typosquatting domains. We still include all categories in our
educational efforts and the automated detection task in later chapters. Taking a closer
look at typosquatting domains, we found that substitutions with look-alike characters
were more common than random replacements, while inclusion of the hyphen was the
most popular choice when adding characters. The choices for omissions and character
swaps were less obvious. While it might be possible to normalize typosquatting URLs
by performing replacements for look-alike character, thus including domains with an
edit distance of two or more in the rule-based classification, the diversity of characters
used by attackers, in addition to the potential of including additional false positives,
might complicate this approach. Instead, we refer to [Joh22] and Chapter where
the usage of Deep Learning (DL) classifiers was shown to somewhat transfer to more
complex typo domains, as a promising future direction in impostor domain detection.

In all, we defined a class of phishing URLs that include a reference to a specific target
(impostor URLs), and presented the creation of a dataset of impostor domains based
on this definition. A short analysis revealed clear biases in the dataset, concerning
targets, manipulation techniques, and even on a character level. The insights from
this chapter appear throughout the thesis, including in the URL categorization
presented in the next chapter, and Chapter where the DS-Impostor dataset is
used as training data to detect phishing domains in the wild.
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Chapter

Categorization of Impostor URLs

Throughout this thesis, a number of different URL categorizations are used for
different analyses and studies. We have already seen in the previous chapter, that
the impostor property can be realized by different means (i.e., different manipulation
techniques). In this chapter, we refine this observation by categorizing impostor
URLs based on the URL structure. We also provide the results of a study that focuses
on differences in detection difficulty between the presented categories in isolation (as
opposed to presenting the URLs as part of, for example, a website screenshot showing
an URL bar), thus providing a baseline for the following chapters. We therefore first
present a detailed categorization of phishing URLs, and an in-depth analysis of the
categories based on a user study, followed by a discussion.

Contributions: The main contributions of this chapter are a categorization of
impostor URLs and a user study that tests the URL classification capabilities of
untrained users. The categorization is based on the general structure of URLs and
consolidates URL categories from previous work, resulting in a more fine-grained
categorization that removes several ambiguities and implied assumptions of previous
work. It is adapted from a categorization which was created in collaboration with
Jakob Drees and was later formalized in his master thesis [Dre22]. Compared to
the master thesis, the categories presented in this thesis were mainly renamed and
rearranged according to three main properties of impostor URLs. The user study to
test the classification complexities of different URL categories gives insights into the
classification capabilities of untrained users and extends previous work by including
URLs from a broader set of URL categories, which focus on more atomic changes,
and by considering the effect of familiarity with the services included in the URLs.
While the study was designed together with and conducted exclusively by Jakob
Drees for his master thesis [Dre22|, the evaluation was adapted and newly performed
in this thesis. In particular, while the main research questions of the study were only
slightly modified, we exclude the URLs of unknown services from the evaluation in
this thesis and change the hypothesis testing methodology accordingly.

5.1. Detailed Categorization of Impostor URLs

Intuitively, we propose categorizing URLs based on three properties: the inclusion
and position of a target name in the URL, whether or how the name was manipulated,
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Table 5.1.: Impostor URL e2LLD modification categories and sub-categories

Category Sub Example
Combosquatting Keyword before secure-target.com
Keyword after target-secure.com
Typosquatting Add random tarqget.com
Duplicate letter taarget.com
Replace random targzt.com
Replace similar tarqget.com
Remove consonant taget.com
Remove vowel targt.com
Swap adjacent taregt.com
IDN target.com

Table 5.2.: Impostor URL target placement categories and sub-categories

Category Sub Example

Http Credentials target.com@random. com

Subdomain Posing First target.com.long.subdomain.random. com
Subdomain Posing Middle long.sub.target.com.domain.random.com
Subdomain Posing Last long.subdomain.target.com.random. com
Subdomain Posing Only target.com.random. com

RD target.com

Path Posing random. com/target

Query Posing random.com?target=1

and how the registrable domain (RD) was constructed. The categorization focuses on
phishing URLs that include a reference to a target, and aims to provide a basis for an
estimation on how well users detect a given phishing URL based on the manipulation
techniques it employs. It therefore extends previous work by removing ambiguities
and implicit assumptions about phishing URLs, and further specifying categories
where the estimations of detection rates of different URLs in the same category
might otherwise vary largely. Section already included several references to this
categorization in the selection of rules for impostor domain detection, which we will
now formalize to offer a structured approach to all following analyses.

A complete overview with examples of the three properties making up the URL
categorization is shown in Tables and [b.3] Since the focus is on impostor
URLSs, which are a subset of phishing URLs, the categorization does not include
benign URLs. We still include differences between different benign URLs in the
analyses presented in this thesis, and discuss the categorization of benign URLs in
more detail in Section

The categorization was created by consolidating related work on categories of
phishing URLs with the structure of URLs presented in Section[2.2] In detail, we used
the categories proposed by Reynolds et al. as basis (see Table in Appendix
for details on these categories), who offer the most complete categorization to our
knowledge |Rey+20]. They differentiate typosquatting, two types of subdomain
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Table 5.3.: Impostor URL RD base categories and sub-categories

Category Sub Example
Generic secure-account.com
Random tmpovpe3sa.com

URL Encoding With dot target.com.70%65%33%73%61%2¢e%63%6£%6d
Without dot target.com’2e%70%65%33%73%61%2e%63%6£%6d
IP Address 5.155.13.79

Modified TLD target.website

posing depending on the length of the subdomain, usage of IP addresses as host,
Internationalized Domain Name (IDN) homographs, placing a target in http creden-
tials, random URLs without a reference to a target, combosquatting, the usage of
ambiguous delimiters, using an unfamiliar Top Level Domain (TLD), using URL
encoding, query and fragment posing, and path posing. While the categories by
Reynolds already include the different placements and modifications of our proposed
categorization, they cannot be combined, thus leading to ambiguities, e.g., when
a URL includes the target in a subdomain and also employs URL encoding and
typosquatting. The categorization furthermore includes implicit assumptions about
some of the categories, e.g., that the target always appears first in subdomain posing,
which might lead to significant differences in classification performance if violated.
Similarly, Reynolds et al. do not differentiate different types of typosquatting. Our
categorization was therefore created by removing ambiguities from the categories by
Reynolds et al. by aligning them with the three properties (placement, modification,
and RD bases), and introducing new sub-categories where we assumed this to be
necessary to remove large deviations in classification performance for a single category
(e.g., for the subdomain placement). We further incorporated additional details on
typosquatting techniques (see, e.g., [SUM17; Szu+14]) and clarified the resulting
categories to remove ambiguities. Next, our analysis of impostor URLs in Chapter
revealed, that attackers often combine manipulation methods (as demonstrated by
the relaxed typosquatting rule in Section , and we therefore added this possibility
to the categorization. Finally, we attempted to remove overhead resulting from
duplicated manipulation techniques by splitting the categories according to the three
properties explained below.

The resulting categorization defines three properties for impostor URLs: (1) e2LD
modifications (see Table , which can be applied to the e2LLD of the target to
either directly create new RDs or obfuscate the impostor URL by not including the
exact target RD, (2) target placements (see Table , which define placements for
the reference to the target in the impostor URL based on the general structure of
URLs, and (3) RD bases (see Table [5.3), which define different strategies to create
RDs that can be applied when the reference to the target is not included in the RD
of the impostor URL. Impostor URLs can then be categorized based on the three
properties by determining whether and which RD modification, target placement,
and RD base were applied.

The e2LD modifications category is further divided into typosquatting, combosquat-
ting, where a keyword is added before or after the e2LLD of the target, and IDN
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homographs, where characters in the target’s e2LLD are replaced by lookalike IDN
characters. Similar to previous work (e.g., [SUM17; |Szu+14]), we define typosquat-
ting domains based on the Damerau-Levenshtein distance between the target’s e2LLD
and the reference to the target in the URL. This distance corresponds to the min-
imal number of operations (adding, removing, or replacing one character, or one
transposition of adjacent characters) required to change the target e2LLD into the
included reference |[Dam64]|. Based on the hypothesis that impostor URLs that use
similar-looking characters when adding or replacing characters are more complicated
to detect for users, we further subdivide typosquatting into subcategories depending
on whether the operations are performed using look-alike or random characters. We
additionally include subcategories for removing vowels or consonants, as consonants
have been attributed a greater importance for reading tasks in different contexts
by previous work [NANOQ§|. For combosquatting, we differentiate two subcategories
based on whether the keyword is inserted before or after the target e2L.D.

The target placements consist of http credentials, subdomain posing, RD, or path
posing where the target RD or e2LD is included as http credentials, in a subdomain,
the RD, or a path component, respectively. Path posing can be further divided
depending on whether the target is included in the path, query, or fragment of the
full path, however we only differentiate path- and query posing in this thesis, as
previous studies found little differences between inclusion of the target in the query
or fragment [Rey+20].

For the RD bases, we differentiate IP addresses, where the host consists of an IP
address, random identities, where the e2LD consists of completely random characters,
generic identities, where the e2LD consists of generic keywords, URL encoded hosts,
where the RD is rewritten using URL encoding, and TLD modifications, where only
the TLD is changed. To ensure that URLs can be categorized without ambiguities,
the URL encoding category has precedence over the other categories, as it is possible
to obfuscate any host using this method. Similarly, the TLD modifications category
is only applicable when the target is placed in the RD (i.e., otherwise one of the
other RD bases already covers modified TLDs).

Note, that URLs with a target placement outside the RD always require an RD
base to ensure, that URLs can be uniquely mapped to a corresponding category.
Otherwise, URLs that, for example, include the target in the subdomain do not
specify how the RD of the URL should be constructed. This led to ambiguities
in previous work (e.g., [Rey+20]), where the target reference could for example be
included in the subdomain and the RD obfuscated with URL encoding or an unusual
TLD, leading to several possible categories for a single URL.

We refer to URLs that do not include a reference to a target as random URLs,
as they appear without context compared to impostor URLs. Note, that we focus
on URLs where a reference to the target name or domain appears only once in this
thesis. While it is possible that different categories are combined when the target is
included multiple times, we did not test how such a combination of techniques would
influence the classification performance of users.

As the focus of the categorization is on phishing domains, we do not generally make
a distinction between different categories of benign URLs. While it might, for example,
be possible to differentiate benign URLS based on perceived complexity, which includes
its length or the existence of subdomains and path or query components, we usually
generalize the benign URL class in this thesis.
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The next section describes a user study that was performed to create a baseline
in classification performances for the different categories, and whether the chosen
categories actually lead to observable differences in classification performances, or
whether it is possible to combine categories in analyses for simplicity.

5.2. User Study Setup

The user study to test the categorization follows a simple URL quiz format, where 45
participants classified 99 URLs in an online survey. The main research objective of
the survey is to evaluate, whether there are differences in classification performance
between the different categories and subcategories, thus resulting in a baseline for
educational content, while also testing whether differentiating the sub-categories is
necessary in practice (e.g., in URL tests in user studies). In particular, we were
interested in differences between:

e URLs with known and unknown services as target
« different RD base classes
e URLs with or without path and query components

o different subdomain subcategories, with a focus on the position of the target
domain in the subdomain

« using the target domain in http credentials and the beginning of the subdomain
« different typosquatting subcategories
« different manipulations where the target reference is placed in the RD

The user study therefore extends related work by including the effect of service
familiarity on classification outcomes, in particular in relation to typosquatting URLs
where service familiarity likely had a large effect in a previous study [SUM17|. It
furthermore explicitly tests for differences between RD bases, which have to our
knowledge not been considered in isolation in previous studies. Finally, the study
aims to reveal differences in the classification accuracy of different URL categories,
with a focus on the complexity of the URL (e.g., whether the URL has a path or
query) as well as the position of the reference to the target in the URL (e.g., at the
beginning or end of a subdomain).

5.2.1. Participants

The participants for the study were recruited via two methods: (1) an online survey
exchange platformEI was utilized to recruit participants and (2) additional participants
were recruited by inviting family members and friends of the supervisor of the study
(see |[Dre22| for details). We discuss the possible effect of this participant recruiting
choice in the discussion below. As the study was conducted in German, all participants
had to satisfy a sufficient level of language proficiency to participate. The choice to
use German as a language was made as it was (1) the native language of the survey

"https://surveyswap.io| online, accessed 2023-01-25
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supervisor, thus making recruitment easier and (2) in the hope that it increases
the likelihood that participants were familiar with the services used in the selected
URLs, as they were based on German top websites (the next section explains the
URL selection in more detail).

Note that no personal data was collected from or about the participants, including
demographics or recruitment method. While this greatly simplifies the data protection
aspect of the study, it also makes it impossible to report on potential biases due to
the sample not being representative. We note, however, that the sample is likely to
be skewed towards students, due to the recruitment methods.

In all, 48 participants took part in the survey, however not all of them classified
all URLs. As it is possible to infer most of the research questions even for smaller
numbers of classified URLS, we only removed 3 participants who classified less than
10 URLs overall. Of the remaining 45 participants, 37 completed the survey by
classifying all 99 URLs.

5.2.2. Apparatus and Materials

The study was conducted as an online study consisting of an online questionnaire cre-
ated and provided via the LIMEﬁ survey software. Apart from a general introduction
of the survey and phishing attacks in the beginning (see Figure in Appendix
for screenshots), the survey consists of two main parts:

e Familiarity of service questionnaire: As it has been previously found, that
familiarity with a service can have a significant impact on the classification
performance (see Section , we asked participants for their familiarity with
the services used in the study as either unknown, or known (see Figure
in Appendix [A.2). This questionnaire was included to (1) confirm results of
previous studies where familiarity had an effect on the classification, and (2) to
be able to correct for this difference and remove potential biases if necessary.

o URL test: The URL test includes a test of 99 URLs (40 benign, 59 malicious).
Fach URL was presented on a new page in the survey, together with a screen-
shot of the corresponding website (without an URL bar) and the two answer
possibilities legitimate or phishing (see Figure in Appendix. The URLs
were selected to provide answers to the research questions presented above,
with a focus on analyzing the proposed categorization. All participants were
presented with the same URLs, but in randomized order.

Participants were directed to the survey via a link (either from the survey swap
platform or directly), were presented with the general introduction first, followed by
the familiarity questionnaire and the URL test, after which they received feedback on
the number of legitimate and phishing URLs they classified correctly (see Figure
in Appendix . In all, the survey was estimated to take about 15 minutes to
complete.

*https://www.limesurvey.org/| online, accessed 2023-01-25
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URL Selection

The benign and phishing URLs in the URL test were generated from the benign RDs
of the 30 most visited non-adult websites in Germany according to Semrushﬂ All
URLSs use the https scheme.

Phishing URLs were generated according to rule-based manipulation techniques,
which correspond to the (sub-)categories defined above. Due to the large amount
of possible URL categories, we restrict the study presented in this paper to a
subset of all possible categories. First, we evaluate the three properties (placement,
modification, and RD bases) separately, by including URLs that only differ in one
of the properties in the test. Next, we did not test IDN or IP addresses, as they
were already evaluated in previous work [Tha+19; Rey+20]. Applying the remaining
manipulation techniques to a benign RD results in a pool of different, randomly
generated URLs per (sub-)category, depending on the target and the specifics in
applying the rule (e.g., usage of different random or generic strings). The URLs for
the test were then selected uniformly at random from these pools, using a distribution
that balances the trade-off between including too many URLs on the one hand, thus
potentially leading to fatigue and deterring participants, and including sufficiently
many URLs to make meaningful statements about differences between categories (as
opposed to differences between single URLs) on the other hand. In detail, we selected
8 URLs to test differences between the RD base categories directly by selecting 2
URLSs of the subdomain-only category for each of the tested base classes (generic,
random, and URL encoding with or without dot), thus enabling a direct comparison.
To test for differences between target placements in path or query, 4 URLs were
selected with a random RD, two each for both placements. Next, we selected 6 URLs
to test for differences between the subdomain posing sub-categories by selecting 1
URL for each position (first, middle, end) for random and URL encoded RDs. To
test for differences between placements in http credentials and subdomains, we next
selected 2 URLs with the target placed in http credentials for each of the random
and URL encoded bases. Due to the high variance of different URLs applying the
same typosquatting techniques in previous studies [SUM17|, we selected 4 URLSs
for each of the seven sub-categories, resulting in an additional 28 URLs. Finally,
to compare typosquatting to other RD modification categories, 9 additional URLs
were selected, 3 for each sub-category of combosquatting (keyword before or after
the target e2LD) and 3 for TLD modification where the target e2LD is identical to
the impostor e2LD.

For benign URLs, all RDs were extended by the common ‘www.’ prefix and either
presented without any additional complexity, or with a randomly generated query
component. We selected 40 benign URLs in all, 28 with query and 12 without, as
a trade-off between keeping the overall number of URLs as low as possible, and
achieving a balanced distribution of phishing and benign URLs.

The final selection of URLs and their categories, as well as their mean performance

scores, can be found in Tables and in Appendix

3https://de.semrush.com/blog/top-der-meistbesuchten-webseiten/ online, accessed 2023-01-
25
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Table 5.4.: Differences between levels of familiarity in URL category study

N Mean SD

Unknown 39 0.701 0.167
Known 45 0.805 0.126

5.3. User Study Results

In the following, we present the evaluation of the research questions, which is based
on the classification outcomes of the URLs in the URL test. The performance scores
reported in the following are computed as relative scores, i.e. the number of correctly
classified URLs divided by the number of all URLs, and measured using an interval
scale. We use a significance level a = .05.

5.3.1. Service Familiarity

We begin the analysis with the effect of service familiarity on classification perfor-
mance. To this end, we label each URL as either known or unknown for a given
participant by extracting the service that is used in the URL (i.e., the target for
phishing URLSs, and the actual benign service for benign URLSs) and looking up the
answer of the familiarity of service questionnaire for this service. If the participant
was familiar with the service included in the URL (i.e., if they rated the service as
known), we label the URL as known as well, otherwise we label it unknown. As can
be seen in Table despite the inclusion of website screenshots to provide context
to the participants, unknown services were generally detected with less accuracy
than known services. The mean performance difference between URLs of known
and unknown services is .104, and is also present when dividing the URLs based on
their categories (i.e., the difference does not arise due to more complicated categories
including more URLSs of unknown services). A paired samples t-test confirms these
differences with a large effect size: As a deviation from normality was detected
(Shapiro-Wilk test, p < .001), a two-tailed Wilcoxon signed-rank test was performed,
leading us to accept the hypothesis that there are significant differences between
unknown and known services: W = 140, z = —3.489,p < .001,r = .641.

As such, we decided to remove the answers to the URL quiz for all URLS of services
that participants were not familiar with (i.e., they selected unknown for the service in
the survey). This is possible in this case, as we did not find the exclusion of URLSs of
unknown services to significantly reduce the number of valid samples for the analyses
below, while completely removing the effect of this potential bias on the evaluation
outcomes. We provide more arguments for this decision in Section below.

5.3.2. Different RD Bases

For the three tested RD base categories where the target is not placed in the RD
(generic, random, URL encoding), the study includes an exemplary comparison for
all three classes directly using the subdomain-only placement.

As shown in Table the generic class leads to higher accuracies than the random
and URL encoding classes in a direct comparison, however with large standard
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Table 5.5.: Differences between the three RD bases for subdomain-only URLs

N Mean SD

Generic 41  0.622 0.430
Random 39 0.513 0.4%80
URL Encoding 42 0.442 0.431

Table 5.6.: Differences between URL encoding and random RD bases for shared
modifiers

URL Encoding Random
Modifier N Mean SD N Mean SD

Http credentials 41 0.695 0.401 42 0.619 0.466
Subdomain-first 38 0.711 0.460 18 0.556 0.511
Subdomain-middle 37 1.000 0.000 39 0.974 0.160
Subdomain-end 43 0.977 0.152 38 1.000 0.000
Subdomain-only 42 0442 0.431 39 0.513 0.480

deviations for all three classes. Consequently, a repeated-measures ANOVA (N=37)
with the three base classes as categories is inconclusive: F(2,72) = 2.767,p =
.070, 7712) = .071. Comparing the five common placement categories of the random and
URL encoding base classes (see Table does not reveal notable differences either.

Since there are no significant differences between the RD bases, and the mean
differences are relatively small with large standard deviations, we do not differentiate
between RD bases in the following analyses.

5.3.3. Relevance of Path and Query

The next research question regarding the categorization of URLs is whether par-
ticipants had different classification performances for URLs that include a path
or query. For benign URLs, the study contains URLs that do not include any
path or query components, and URLs that only have a query but no path (e.g.,
https://www.example.com?query=1). The large mean differences between plain
URLs and URLs with query (M D = .252, see Table indicate significant differ-
ences between the two categories, which are confirmed by a paired samples two-tailed
t-test. As a deviation from normality was detected (Shapiro-Wilk test, p < .001), a
Wilcoxon signed-rank test was performed: W = 734.000, z = 4.801, p < .001,r = .882.

While the first study did not include URLs to test the difference between URLs
with a query but no path, and URLs that do include a path (indicated by whether
the host is succeeded by a question mark or forward slash), the follow-up study
described in Chapter [7] does. Here, we found only minimal mean differences between
the two categories (MD=.002), which were not significant. As such, we note the
differences between benign URLs that do have a path or query component and those
that do not, but do not generally divide them further into subcategories.

Next, this study explicitly includes phishing URLs using the random RD base to

63


https://www.example.com?query=1

5. Categorization of Impostor URLs

Table 5.7.: Differences between benign URLs with and without query

Valid Mean SD

Plain 45 0.962 0.066
Query 45 0.710 0.343

Table 5.8.: Differences between subdomain subcategories

Valid Mean SD

Subdomain-first 40 0.625 0.463
Subdomain-middle 42 0.988 0.077
Subdomain-end 43 0.977 0.152
Subdomain-only 43  0.520 0.363

test, whether there are differences between path and query posing here, however the
results again indicate no significant differences (M D = .012, p = 1 for a Wilcoxon
signed-rank test, as a deviation from normality was detected).

Taking a look at the effect of including a path component in phishing URLs in
general, i.e., the difference between phishing URLs without any path component and
those with a path or query, we again did not find the existing differences (M D = .009)
to be significant according to a paired-samples t-test.

5.3.4. Subdomain Posing

The fourth research objective is to analyze, whether the position of the target domain
in the subdomain when using subdomain posing makes a difference. In particular,
subdomain URLSs can be split into four categories: (1) long subdomain with the
target domain appearing first, (2) long subdomain with the target domain appearing
in the middle, (3) long subdomain with the target domain appearing right before the
actual RD, and (4) target domain is the only subdomain.

The results of the user study seem to suggest, that the position does have an effect
on classification performance, as URLs with the target appearing first or as the only
subdomain were detected less well than those with the target domain in the middle or
end of the subdomains (MD> .352, see Table [5.8)). These differences are confirmed as
significant by a repeated-measures ANOVA with the four subcategories as repeated-
measures factor (N=39, degrees of freedom were corrected using Greenhouse-Geisser
e = .563): F(1.689,64.190) = 32.517,p < .001, 771% = .461. Post-hoc tests using
Holm’s correction indeed confirm significant differences between the above mentioned
sub-categories, with large effect sizes (d > 1.167). While the mean differences between
categories (1) and (4) are still relatively large (MD=.105), they are not significant
according to the post-hoc tests (p = .109), nor are differences between (2) and (4).

To summarize, subdomain posing was significantly more complicated to detect in
our study when the target domain makes up the left-most part of the FQDN. We
therefore combine the subdomain-first and subdomain-only subcategories (subdomain-
first) as well as the subdomain-middle and subdomain-end categories (subdomain-end)
in our following analyses in this chapter.
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Table 5.9.: Differences between Http credentials and subdomains

Valid Mean SD

Subdomain-end 44  0.972 0.155
Subdomain-first 44  0.532 0.359
Http credentials 43 0.672 0.364

5.3.5. Http Credentials and Subdomain Posing

While we did not encounter large amounts of URLs utilizing http credentials in our
previous analysis (see Section [4.1.1]), determining whether they make a difference in
classification performance is still useful for our categorization. As such, the third
research objective is to determine, whether there are differences between using http
credentials to include the target in the URL compared to using subdomains, since
both techniques insert the target at the beginning of the URL.

The study confirms, that http credentials were easier to detect than subdomain
posing where the target is at the beginning of the subdomain (see Table . This
difference (MD=.140) is significant in a paired samples two-tailed student’s t-test
(t(41) = 2.581,p = .014,d = .398) with a moderate effect size.

We therefore differentiate http credentials from the other categories in our overall
comparison below, but did not include them in the anti-phishing learning games
described in Chapter [6] due to their low prevalence in the collected phishing URL
dataset.

5.3.6. Typosquatting

This research objective is about differences between the subcategories of typosquatting
URLs. The in-depth categorization defines seven different subcategories, with the goal
of offering a complete view on which attributes might have an effect on classification
performance. The subcategories include differences between different operations (e.g.,
replacing or adding a character), random and targeted operations (e.g., replacing
a character with a different random character, or replacing with a visually similar
character), and differences between vowels and consonants (e.g., removing a vowel or
a consonant from the target name).

As can be seen in Table[5.10] the mean differences for all typosquatting categories in
this study fall into a range of .130, which is the difference between remove consonant
and replace similar. Null-hypothesis testing confirms significant differences between
some of the subcategories, as the RM-ANOVA (N=40) over the seven subcategories
indicates significant differences (e = .752, F'(4.511,175.926) = 3.119,p = .013,7712, =
.074). Post-hoc tests using Holm’s correction are only significant for the comparison
of replace similar and remove consonant (p = .033,d = .687).

Our results therefore stand in contrast to the findings of the previous study
by Spaulding et al., who found that replacing similar characters and character
omissions both resulted in the lowest accuracies [SUM17]. Additionally, classification
performances for the typosquatting URLSs in the tests in Chapter [6] were generally
lower compared to this study. We discuss these differences in more detail in the
discussion in Section
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Table 5.10.: Differences between typosquatting techniques

N Mean SD

Add random 43 0.853 0.264
Duplicate letter 42 0.907 0.230
Replace random 44 0.941 0.180
Remove consonant 45 0.841 0.219

Remove vowel 43  0.895 0.257
Replace similar 43  0.971 0.098
Swap adjacent 42 0.905 0.162

Table 5.11.: Differences between the three RD placement categories

N Mean SD

Combosquatting 43 0.756 0.286
TLD change 39 0774 0.292
Typosquatting 45 0.882 0.164

5.3.7. Registrable Domain

Having found only minor differences between the different typosquatting subcategories,
we merge them into one and focus on the three different categories for impostor
URLs where the target is placed in the RD next. Here, the research objective is
to analyze the different methods that focus on the RD of the URL for significant
differences: combosquatting, modified TLD, and typosquatting.

Looking at the classification means (see Table [5.11]), we find similar values for
modified TLD and combosquatting, which are both lower than the detection rate
for typosquatting URLs, and in particular even lower than the least-well detected
typosquatting sub-category remove consonant. A repeated-measures ANOVA (N =
39) with the three categories as factors confirms significant differences between
them: F(2,76) = 7.763,p < .001,771% = .170. The post-hoc tests using Holm’s
correction confirm the expected differences: typosquatting domains were detected
significantly better than both combosquatting (p = .003,d = .640), and modified
TLD (p = .003,d = .624) URLs, with no significant differences between the two less
well detected categories (p = .929,d = .017).

5.3.8. Additional Results

In addition to the main study results presented above, we also followed a number of
minor questions about specific categories and the study in general.

We found no significant differences between using URL encoding to encode the
last dot of the subdomain or not when using the URL encoding category, even
though the two URLs with encoded dots were detected with lower accuracy (two-
tailed Wilcoxon signed-rank test due to a deviation from normality, W = 54,z =
1.177,p = .232,r = .385). Interestingly, adding a keyword before the target in
combosquatting attacks seems to be significantly easier to detect than adding it after
the target (two-tailed Wilcoxon signed-rank test due to a deviation from normality,
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Table 5.12.: Differences in performance scores between simplified URL categories

N  Mean (SD)

Benign  Path 45 0.710 (0.343)

Plain 45 0.962 (0.066)

Phishing Http credentials 43 0.672 (0.364)

Path 43 0.948 (0.215)

RD 43 0.757 (0.269)

Subdomain-end 44 0.972 (0.155)

Subdomain-first 44 0.532 (0.359)

Typosquatting 45 0.882 (0.164)
|RoBases 7| |[eaDModficaons :
| IP Random Generic URL Enc TLD : : Combo Typo IDN |
_— V""" e e = __

Combined + / /
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Figure 5.1.: Mapping of URL categories to simplifications. Colors indicate categories
that were detected well (blue), not well (red) or not tested (gray).

W = 31.000,z = 2.575,p = 0.10,r = .674).

Finally, we perform an overall comparison between the merged categories where we
found no or only minor differences above, resulting in eight categories (see Figure
for the merging process and Table for resulting mean performance scores): (1)
plain benign, (2) benign with query, (3) phishing using http credentials, (4) phishing
with the target in a full path component, (5) phishing with the unmodified target e2LLD
in the RD (i.e, combosquatting and modified TLD), (6) phishing using subdomain
posing where the target does not appear first, (7) phishing using subdomain posing
where the target does appear first, and (8) phishing using typosquatting. A repeated-
measures ANOVA (N = 40) comparing the resulting simplified categories reveals
significant differences: Greenhouse-Geisser corrections (e = .403) were applied to the
degrees of freedom, F'(2.824,110.114) = 17.381,p < .001,1712) = .308. Post-hoc tests
using Holm’s correction confirm several differences splitting the phishing categories
into those that were detected well (path posing, subdomain-end, and typosquatting)
and those where participants had troubles (http credentials, RD, and subdomain-
first), as well as the two benign categories (URLs with path were more complicated
to classify than those without).
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Figure 5.2.: Differences between the mean performances of simplified URL categories.

In particular, it seems that any type of complexity affected the classification
performance for benign URLs. For phishing URLs, a general trend seems to indicate
that users mostly focus on the start of the URL, as categories with the target in the
beginning were generally detected worse. An exception is the typosquatting category,
which was detected well in this study, but resulted in different performance when
compared to related work and the study presented in Chapter [6] For an overview of
the simplified categories in comparison, see Figure [5.2

5.4. Discussion

The goal of this chapter was to define a categorization for phishing URLs, with a focus
on impostor URLs. A user study performed to assess the proposed categorization
confirmed, that there are significant differences between different categories of URLs,
thus motivating a particular focus on URLs that are harder to detect in user
education. In the following, we discuss potential shortcomings of the study, followed
by an overview of its implications.

5.4.1. Limitations

There are several threats to the validity of the user study based on the sample.
First, the sample size is relatively small and unlikely to be representative. While the
repeated-measures design makes a comparison between different categories possible
without the need of large sample sizes, it is still possible that the results of the found
differences only generalize to a specific user group. Some of the participants were
also recruited by the supervisor of the study directly, thus potentially introducing
a bias. However, this is unlikely to have had a significant effect on the differences
between categories, due to the usage of repeated measures in the analysis, and the
fact that there was no priming that may have led to an unconscious bias towards
any category, as the aim was to test the categorization in general. We further note,
that a follow-up study (see Chapter [7)) that made use of a subset of the URLs from
this study resulted in similar results for all categories, and that the previous study
by Reynolds et al. results in similar differences between the URL categories that are
similar in their study [Rey-+20].

The categorization itself, even though it was carefully created to capture as many
general different phishing URLs as possible, is also not complete. For example,
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the categorization generally does not include URLs where a target is referenced
more than once. Moreover, the user study did not include URLs where a modified
target (e.g., similar to typosquatting) appears in a subdomain or in combination with
combosquatting. These cases correspond to the relaxed typosquatting rule presented
in Section which matched 16.09% of all impostor domains. While we argue, that
this combination of rules is likely to make the URLs easier to detect than using either
one of the compounding rules, this effect might be studied in more detail in the
future. Furthermore, we found that typosquatting URLs had a much higher success
rate in a different user study (see Chapter @, which might indicate the existence of
additional, currently hidden variables that influence the classification performance
and are not captured by the current categorization. This would additionally explain
the differences to the study by Spaulding et al. [SUM17|, who also observed lower
accuracies overall, and a different order when ranking the resulting performance
scores for the sub-categories. One hypothesis that may be tested in future work is the
effect of font choice on classification performance, as it is one of the factors that might
influence typosquatting domains in particular. As such, while the categorization
might stand as a starting point and general reference, it is not complete and unable
to explain the effects of all manipulation techniques on classification accuracy.

After finding significant differences between the URLs including known and un-
known services, we decided to remove all URLs of unknown services from the analyses.
While this likely lessened the influence of familiarity with a service on the classifica-
tion performance, it is possible that this decision introduced different biases. For
example, it is possible that the decision favors users who are more knowledgeable
about computer science education, as they are more likely to be familiar with the
services used in the study, and might also have a higher performance overall due to
this knowledge. However, we argue that this bias is less severe than the inclusion of
unknown services, due to the repeated measures design of the study.

As the focus of the study was on categories of phishing URLs, the results for
benign URLs are less comprehensive. At this point, the study did not include benign
URLs with subdomains other than www, nor URLs with a path. While we did not
find differences between path and query URLs in the study presented in Chapter
we did find significant differences when using less common subdomains in Chapter [6}
We also note, that the benign URLs used in the test were randomly generated and
thus often did not result in the actual login URL of a given service. This might have
influenced users of the service in question, who might be familiar with the exact
login URL and noticed differences, which led them to classify the URLs as phishing.
However, we did not find indications of this being the case in our analysis, as the
complexity of the URL seems to be the main factor when predicting classification
outcomes. Furthermore, it is likely that collecting a representative dataset of benign
URLs, which could then be used for a benign categorization, is a complex task, as it
requires accurately simulating or capturing the browsing behaviors or users. Still,
creating such a dataset and categorization, and using it in user education might be
an interesting approach for future work.

Finally, we note that the tests might not be a good basis for making decisions
on simplifications for categories, as they are not proof that there are no differences
between similar categories (i.e., absence of evidence is not proof of absence). The
simplifications used throughout the study and discussed below might therefore be
improved in the future, even though we still make use of them to simplify the analyses
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in the following chapters.

5.4.2. Implications and Generalizations

The study results presented in this chapter indicate a pattern in how users parse
URL, where they focus mostly the left-most part of any given benign or phishing
URL. These results might be used to improve educational resources by focusing
on the specific URL categories that were not classified with high accuracies, or by
teaching a more robust URL reading process in general. We focus on several of the
problematic categories in the approaches presented in the next part of this thesis.

Due to the large number of possible subcategories and modifier combinations, the
categories used in tests and analyses in later chapters use several simplifications.
One of the most common simplifications for phishing URLs in this thesis is to focus
only on the placement of the target. This results in the categories http credentials,
subdomain, RD, and path, as well as a category for random URLs without a reference
to a target. This is the basis for the categorization taught in the games, with
only slight modifications (i.e., no http credentials, but adding IP addresses as a
separate category, see Chapter [0] for details on this decision, and Table in
Appendix for details on how the categories of this chapter are presented in
the games). It is based on the assumption, that the categories that are merged for
these approximations are sufficiently similar that grouping makes sense, which we
confirmed for the URLs used in the study of anti-phishing educational games in
Chapter [0 as well as those studied in this chapter.

This means ignoring RD base categories, where we typically use random or generic
bases in the games, differences between path, query, and fragment, which did not differ
significantly in this study, as well as differences between subdomain subcategories,
where we typically only use URLs where the target appears first in later chapters.
For differences between e2LLD modifications, typosquatting was easier to detect in
this test, however we did not confirm this for the study in Chapter [6] where the
category was the most complicated to detect.

Next, our results indicate significant differences between URLs of unknown and
known services, where URLs of unknown services were classified with worse perfor-
mances. This opens a number of questions regarding the validity of test scores of
phishing susceptibility tests in general if services in the test are unknown, as they
might no longer accurately reflect the participants’ abilities to detect phishing URLs.
We therefore generally recommend including a survey for service familiarity when
testing phishing classification ability, that at least differentiates used or known from
unknown services.

For user studies with URL tests in general, the results of this study implicate that
some care has to be taken when selecting URLs for the tests. While not all categories
and sub-categories differ significantly, researchers that aim to cover a wide range of
possible phishing and benign URLs in classification tests might consider including
URLs from all categories, e.g., several different typo manipulations and subdomain
posing where the target does and does not appear first. Even for smaller tests, we
recommend including several categories of benign URLs, as plain URLs were easier
to detect here, and phishing URLs where the target does or does not appear first, as
this appeared to be the best indicator for detection performance in this study.

In all, we found that the position of the target seems to be a strong indicator
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of the expected classification performance for impostor URLs, as categories with
the target appearing first were generally harder to detect in the study than others.
While there were some differences between subcategories targeting similar parts of
the URL or using similar manipulation techniques, we note that it seems sensible to
use simplified categorizations to reduce the overhead of comparisons and analyses. As
such, simplifications are used in the analyses of the following chapters. The observed
differences in performance scores between the categories imply, that URL classification
tests, for example to determine the effectiveness of educational interventions, should
include a diverse set of URLs that cover a large variety of categories to ensure
that the results of the study cover a wide range of possible phishing attacks. On
the other hand, differences to previous studies for similar URL categories might
indicate additional hidden variables which determine the outcome of a given URL in
a classification task, and which might be explored in more detail in the future.
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Chapter

Game-based Anti-Phishing Education

The first approach to phishing prevention discussed in this thesis is user education.
In the scope of this thesis, we look at anti-phishing learning games as an educational
intervention aiming at providing a motivational and safe environment to learn and
train phishing classification.

In this chapter, we are concerned with the question, how learning games can
be utilized to impart knowledge about phishing URLs. To this end, we analyzed
the content of several learning games and derived directions for the design of new
learning games, which were then implemented and evaluated. The results of the
evaluation give insights into the effect of anti-phishing learning games as educational
interventions on the URL classification performance in an ideal setting.

Parts of this chapter were previously published in and adapted from [5; |7; [10]
and [11].

Contributions: The main contributions of this chapter are the analysis of existing
learning games, and the design, implementation, and evaluation of four new anti-
phishing learning game prototypes. The analysis of existing learning games was
performed in collaboration with René Ropke and Klemens Kohler, and was previously
published in [11]. Designing and developing the learning games, as well as the design
and evaluation of the user studies to test them, was joint work with René Ropke and
previously published in [5; 7] and [10]. The evaluation of study results was adapted
from the previously published versions by removing responses where participants were
unfamiliar with the service of the classification tasks, as well as testing for differences
between different categories of benign URLs, and is therefore a new contribution of
this thesis adapted from the collaborative work with René Ropke.

6.1. Systematic Literature Review and Research Objectives

To understand the state of the art of anti-phishing learning games, and derive research
directions for new prototypes, we conducted an analysis of existing games and their
publications (see [11] for additional details). The analysis includes aspects from
several different perspectives, ranging from learning content to game mechanics.
Based on these findings, we identified several goals for designing and evaluating new
game prototypes, which were partly implemented by the prototypes presented and
evaluated in the next section.

75



6. Game-based Anti-Phishing Education

6.1.1. Review Methodology

The analysis of existing games is based on a systematic literature review of pub-
lished papers on game-based anti-phishing education performed in 2020. To this
end, the digital libraries ACM Digital Libraryﬂ Google Scholaﬂ and TEEE Xploreﬁ
were queried using the keyword phishing in combination with one of the key-
words educational game, serious game, learning game, game based learning,
or competence developing game. After removing duplicates and publications that
are not written in English, this resulted in 282 publications, which were then further
reduced by examining the titles and abstracts for relevance. In all, the final dataset of
relevant publications on game-based anti-phishing education (called Publications on
Games or POG dataset for short) contains 54 entries (see Table in Appendix[A.3)).

In the following, we present an overview of the analysis of the POG dataset, first
for game mechanics based on Bloom’s Revised Taxonomy (BRT) (see Section [2.4),
followed by an in-depth analysis of the games’ content for all games freely available
for play.

6.1.2. Learning Goals and Game Mechanics

First, we analyzed the skills required to progress in the game based on the BRT.
This is based on the assumption, that the knowledge transfer from a game to reality
requires a certain level of alignment between the tasks or mechanics in the game and
the task that is to be performed in the real world. In the case of phishing detection,
this task is usually a classification task, which is based on some previously defined
criteria. For example, to classify a given URL, the user would have to apply a URL
parsing technique, and use the results to determine where the URL leads. They
would then have to judge, whether this location is legitimate. Due to the complexity
of this classification task, a level on the cognitive axis of the BRT of at least apply is
preferable, as it has been hypothesized that this is the first activity that results in a
“significant impact to the external environment of the acting person” [WW13], thus
ensuring that the learned skills translate into a different, real-world environment.

A manual analysis of the publications in the POG, by applying the BRT to the
described game mechanics that are required to advance in the games and comparing
them to skills required in the real world to detect phishing attacks revealed, that
most games focus on lower levels of the BRT, both in the conceptual as well as
the cognitive axes. In particular, no game with a focus on anti-phishing education
required evaluating or creating knowledge, thus posing the question whether these
teaching goals might be helpful in conveying the content more effectively.

6.1.3. Game Content

The results of the previous section show that many games require factual and
conceptual remembering and understanding for in-game advancement. In this section,
we add an additional dimension to this analysis by examining the specific topics the
games present and teach during a typical playing session. This reveals which subjects
are popular or missing in current anti-phishing games, the level of detail with which

"https://dl.acm.org/| online, accessed 2023-01-25
*https://scholar.google.com/| online, accessed 2023-01-25
%https://ieeexplore.ieee.org/ online, accessed 2023-01-25
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they are presented and whether specific topics are missing even if a broader subject
is included in the game. To this end, this section takes a closer look at the content
of available digital learning games and presents an analysis of their content based on
a number of subjects and topics. We analyzed the 9 available games in the POG
data set (cf. Table in Appendix , and also extended our collection by 4
reference games without academic publications that were found using the Google
search engineﬁ and represent games about phishing emails, URLs, and websites as
offered by several companies (9 + 4 = 13 games, see Table .

After playing the games, we found that they can be broadly categorized by their
main subject, which was URLs and websites for 4 games, Emails for 4 games, and
Other/Various for 5 games (see Table . The games in the Other/Various category
do not focus on phishing, and instead include learning content about phishing as
well as several other topics of online security.

In the next step, we defined more specific topics for each subject, again based on
the actual content of the games, while also including topics based on the advanced
phishing attack techniques described in Chapter f] We argue that covering a larger
number of specific topics results in a more complete knowledge of a subject, making
it less likely that users fall victim to a class of phishing attacks.

For URLs, we defined topics based on (1) the structure of URLSs, (2) manipulation
techniques, and (3) Others. The manipulation techniques (2) are based on the
modification categories from Chapter [5], and include advanced techniques like abusing
Internationalized Domain Names (IDNs, see, e.g., [ES18]). For (3), we particularly
looked at a selection of URLSs that users are likely to encounter in their daily browsing
or in specific phishing attacks, namely redirections, and link-shortening.

For emails, we looked for (a) specific traits, (b) sender spoofing, and (c) email
attachments. Specific traits (a), e.g., the lack of a personalized greeting, spelling
mistakes, or urgent requests, are a common topic in games, even though they can
sometimes be easily avoided by attackers. There are also several types of sender
spoofing (b), with differences in the display-name and sender address |[Res0§|. For
email attachments, most games with emails as subject included at least examples of
how malware can be attached to phishing emails. We also looked for information
on the email structure, e.g., on the existence of email headers or on different sender
identities, which can often be used to detect anomalies in emails [HW18], but was
not explained in any of the analyzed games.

Next, we include an analysis on advanced topics in Table which includes
services that host user-generated content (e.g., DropboxEI), usage of hex-digits to
obfuscate IP addresses in URLs, as well as usage of pop-ups in phishing attacks
(which could, for example, be used in picture-in-picture attacks [Jac+07]).

Lastly, we looked at various auxiliary topics, including different message delivery
methods (e.g., SMS, social media), advanced protection strategies (e.g., Multi-Factor
Authentication (MFA)), and common traits of the body of phishing websites.

The games were processed as follows: We first downloaded and set up all available
digital games. In this step, we only looked at games that were generally available
online, requiring no payment or membership. We then analyzed the games from a
player’s perspective while keeping note of the subjects and specific topics appearing

“https://www.google.com/| online, accessed 2023-01-25
Shttps://www.dropbox.com/, last accessed on 2020-04-27
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in the game. The games were rated for each specific topic according to four classes: 0
- does not appear, 1 - does appear in game elements or examples, 2 - mentioned but not
fully explained, 3 - fully explained. These distinctions are based on the assumption
that detailed explanations (class 3) are more likely to convey an understanding of
the actual detection or protection strategy, while shallow descriptions (class 2) can
be confusing and might lead to misunderstandings (e.g., [She+07]).

Still, we argue that these aforementioned instances of classes (2) or (3) are more
likely to be actively considered by players than information that may be hidden in
examples or game elements (class 1). An example for the different classes would
be: (1) showing an email with a potentially malicious attachment in an example
without any further explanation, (2) the instruction to examine email attachments
carefully for malicious content without further explanations what to look for, (3) an
explanation of how email attachments can be abused to attack users, including an
explanation of different file endings and their corresponding attack surfaces.

Note that we always focused on phishing when presented with a choice in the games
during our analysis. We do not claim to have encountered all examples or exhausted
all possible selections, successes, and failures, though we did try to cover all content
that is related to phishing, or, if the focus of the game is phishing, completed at least
one gaming session.

Table 6.1.: Overview of analysis results regarding anti-phishing learning game content
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2 Hex IP addresses, ? Hosting service abuse, ¢ Pop-ups

“https://codecanyon.net/item/anti-phishing-awareness-game/20935555,
last accessed on 2020-04-16
Yhttps://www.opendns.com/phishing-quiz/, last accessed on 2020-04-16
‘https://www.sophos.com/en-us/lp/games/play-spot-the-phish.aspx?cmp=35375, last accessed on
2020-04-16
“https://phishingquiz. withgoogle.com/, last accessed on 2020-04-16
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Results

In all; we were able to obtain 13 games, which includes the 4 reference games that
were found using a search engine and 9 games from the POG data set (cf. Table
in Appendix .

Our main finding (see Table is, that few games include detailed explanations
of conceptual knowledge. There are only two games (NoPhish and Anti-Phishing
Phil, both of which focus on URLs), which provide in-depth explanations on how to
determine the RD of a URL. NoPhish goes a step further and includes explanations
for the complete structure of URLs, however, it is only available in German. Anti-
Phishing Phil also includes detailed explanations on how to locate the RD, however,
it misses some details compared to NoPhish, including information on subdomains
and the separation of different domain labels.

For games in the Other/Various category, it is interesting to note, that they tend
to have a more developed story (ATMSG, Cybercraft, and GHOST), while other
games have no or only few story elements, with a focus on education and exercises.
Apart from that, games in this category typically do not offer detailed explanations
about phishing or anti-phishing protection strategies.

The remaining games typically cover a specific subject (e.g., URLs), and present an
example for classification followed by revealing the correct answer and an explanation
on how to detect the malicious parts. Note, that none of these games ask the user
for the reasons for their classification decisions. As such, users that guess or use a
sub-optimal detection strategy might still be rewarded with positive results, which
might lead to misconceptions or confusion.

In general, we did not find any games that offer detailed conceptual knowledge
about emails; none of the games explain email headers or how to verify email
authenticity. Though sender spoofing is a common theme, the only way to really
verify an email’s authenticity as presented by the analyzed games is to contact the
help desk or IT support, which is usually not a viable option for private end-users.
The lack of detailed explanations might be due to the game creators’ perception
of the email structure being more complicated, email sender From: spoofing being
uncommon, or email headers being less reliable in identifying phishing emails than
other indicators. As for attachments, seven games include information on malware in
attachments or links in emails. Two games also address other message types beyond
email (e.g., instant messaging).

An additional finding is the lack of advanced phishing techniques in available
games. None of the games include information on IDN or percent-encoding in URLs,
and only two include hosting service abuse. This might be due to the low expected
occurrence of this type of attacks in phishing, or due to the fact that the emergence
of advanced techniques are comparatively recent developments. Note that users,
depending on their locality, might be confronted with techniques such as IDN in
their benign browsing activities as well.

On the other hand, six games include examples of benign websites with uncommon
characteristics. Examples here include the use of www3 as subdomain instead of
www or information on unexpected domain names (e.g., dropboxmail.com instead of
dropbox.com). We argue that including these examples can potentially demonstrate
to users, that benign websites might also exhibit uncommon behavior, thus reducing
false positives in their decisions. Many games also include hints on additional
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protection strategies, like using a search engine to determine the authenticity of a
website (3 games) or hovering over a link to display the actual destination (3 games).
Using MFA was recommended less often, only one game mentioned it as a method
to protect against phishing.

6.1.4. Requirements for New Prototypes

To summarize, our analysis of existing game-based anti-phishing education inter-
ventions revealed, that the focus of the games is often spread over several topics.
The games furthermore mainly cover the lower dimensions of BRT, indicating that
remembering and understanding factual and conceptual knowledge are the main
skills required to advance in the games. We therefore identified a research gap in
developing anti-phishing games that focus on higher cognitive processes. To this end,
the new game prototypes presented in the following sections, as well as an additional
game about email-based phishing attacks [8], explicitly require higher-order cognitive
processes (analyze and create) to advance in the games.

As we previously found (see Section [5.3), that familiarity with a service can affect
the classification performance, we were also interested in whether this fact was
incorporated in any of the games. As we did not find games making this distinction,
however, we added a personalization option to one of the prototypes to test, whether
differences in familiarity also affect the gameplay.

As for the content of the games, we found that when phishing is covered in more
detail, the games either focus on phishing websites and URLS, or on phishing emails
as a typical delivery method, and seldomly both. The only games offering in-depth
explanations were about phishing URLs, teaching the structure of URLs in detail
and how this knowledge can be applied to detect URLs of phishing websites. We
decided to use URLs as the subject for the game prototypes as well, as the URL is
a robust indicator that appears in all website-based phishing attacks. Few games,
however, include advanced techniques, such as the usage of hosting services to host
a malicious website, or using URL encoding. We decided to follow the example of
previous games and focus on conveying basic knowledge about URLs first, i.e., the
URL structure and manipulation techniques, in our prototypes. The main reasons
for this choice are that the advanced attacks rarely appear in our dataset of phishing
URLs, thus making them currently less relevant for detecting phishing URLs. Second,
we still include an unusual attack (using URL encoding) in the evaluation of the new
prototypes, even though URL encoding does not occur in the games. In this way,
we can provide some evidence on whether knowledge can be transferred to concepts
that were not explicitly taught in the games, and would thus offer some protection
against previously unknown types of attacks.

In all, we created four game prototypes: three games that only differ in a single
aspect to directly compare complex and binary decisions as game mechanics, as
well as the effect of personalization, and one game that requires players to create
URLs to advance in the game. The next section describes the prototypes in more
detail, followed by the user study that was conducted to test their effectiveness and
differences between their mechanics.
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6.2. Game Prototypes

In order to answer the questions that were posed by the analysis of existing games,
we developed four learning game prototypes. We started by creating two games with
new game mechanics, called All sorts of Phish and A phisher’s bag of tm’ck’sﬁ All
sorts of Phish requires players to classify a given URL into several different buckets
(benign, 5 different malicious categories) instead of a binary classification. The game
A phisher’s bag of tricks offers a more constructive approach which involves the
application of manipulation techniques to create malicious URLs. As such, we refer
to the first game as the analysis game and the second game as the creation game (see
Figure for screenshots). For evaluating a baseline, existing games were either not
available as open source or were not available in the language spoken in our country
of origin, or were not implemented as browser games for desktop devices. Thus, they
were not adaptable to be compared to our prototypes in a coherent setup in our
study. We therefore implemented our own baseline, which is an almost exact clone of
the analysis game, differing only in the main game mechanic, which is changed to a
binary decision scheme. We refer to the baseline game as the decision game. Finally,
we also created a version of the analysis game that includes personalization options,
which we call the personalized game (see [9; [L0] and [12] for more information on
the personalized game). Personalization is realized by offering players of the game a
choice of services before the game starts, where they can select the services they are
familiar with. The game automatically creates URLs based on this choice, but is
otherwise identical to the analysis game. Note, that the personalized game explicitly
includes both known and unknown services, to facilitate the analysis of differences
between known and unknown services during gameplay.

6.2.1. Learning Goals

Throughout each of the four games, players learn about the structure of URLs and the
method of URL parsing, i.e. reading a URL and identifying the different components
and their purpose. Players are then introduced to a set of manipulation techniques
showcasing how benign URLs can be manipulated to become malicious URLs that
still look trustworthy.

While the overall learning goal is for end-users to check the URL and classify it as
either benign or phishing before clicking on it or before submitting sensitive data on a
website, more fine-grained learning goals are defined for the four games and matched
with the cognitive process categories in the BRT (see Section . Table in
Appendix provides a complete overview of all learning goals and the mapping
to each game. The learning goals of the games overlap when it comes to factual
and conceptual knowledge in the lower-order cognitive processes, i.e. remember and
understand in BRT. However, the goals explicitly differ for higher-order cognitive
processes: In the analysis game and its derivatives, the learning goals address the
cognitive processes of analyze and evaluate, while the goals in the creation game are
focused on apply and create. The learning goals of the decision game, personalized
game, and the analysis game are identical.

Since we used BRT as a design aid for game development, the current proto-
types focus only on knowledge about phishing, and do not incorporate situational

5Both games are available at https://erbse.elearn.rwth-aachen.de/en/
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(between 0 and 255) separated by dots.

You should be especially careful with
such URLs, as you don't know which
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(a) Example tutorial section in the analysis  (b) First level of the analysis game. Players
game. Players can hover over the URL have to classify given URLs, which are
to reveal additional information. hidden behind coins.

https://amazon.com-evil.ml

(¢) Example tutorial section in the creation  (d) Level of the creation game. Players create
game. Players can hover over the URL malicious URLs by combining URL parts
to reveal additional information. via drag-and-drop.

Figure 6.1.: Screenshots from the creation and analysis games.

awareness (further discussed in Section . Therefore, the games are limited to
URL-based phishing and might not make up a comprehensive phishing education
without additional information.

6.2.2. Game Content

All four games consist of tutorials to impart knowledge, followed by levels that
challenge the players’ understanding of the topic. In the tutorials, each part of the
URL structure is introduced together with illustrative phishing URLs, that contain
suspicious keywords in the corresponding part of the URL. The games teach the
general structure of URLSs, with a focus on the three main URL parts subdomains,
RD, and path. After playing the game, players should therefore be able to identify the
RD, analyze it for occurring manipulation techniques, and base their classification
decision on the outcome of this process. We used a simplified URL categorization in
the games (see Figure for the merging process and Table in Appendix
for an exact mapping from the detailed categories to the simplified categories used
in each of the games), so as not to confuse players with overly detailed descriptions
of the different (sub-) categories. This results in the following categories: No-Phish
(for benign URLSs), IP, Random, Subdomain, RD, and Path, which are introduced
successively as players advance in the game. We furthermore added URLs with URL
encoded RDs in the user studies, to test how users react to URL categories which
were not part of the games. The resulting categories are similar to the simplified
categorization presented in Table in Section but we differentiate phishing
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Figure 6.2.: Mapping of URL categories to simplifications used for the games. Colors
indicate categories that were detected well (blue), not well (red) or not
tested (gray).

URLs with IP addresses or URL encoding as RD bases, since they only appear in one
or none of the games, and merge all benign URLs, as well as all RD placements, into
one category to simplify the comparison. Furthermore, preliminary testing showed
that the creation game in particular takes a long time to complete and thus, not all
categories were included in all games (see Table for a mapping of categories to
games). The resulting content for the games still covers the URL categories that
were not detected well in the previous study from Chapter |5 since both games focus
on determining the RD in the presence of subdomains, thus teaching users to avoid
impostor URLs of the subdomain-first and RD categories. An exception is the http
credentials category, which was not included in the games to reduce the time required
to play the games, and since http credentials were not common in our analysis of
impostor and benign URLs in Chapter 4. We describe the creation process for URLs
in the games, as well as which URL categories were used to test the games in the
URL classification tests in more detail in Section [6.3}

6.2.3. Game Design

The objective of the analysis game and its derivatives is for players to classify
multiple URLs by sorting them into the different URL categories. While the tutorials
successively introduce the URL categories defined below (Section , levels allow
players to practice their knowledge. A level in the analysis game is time-bound
(using 60-seconds timer) and challenges players to beat an adaptable score in order to
advance in the game. The adaptable timer and score allow for difficulty adaptation,
which is not yet exploited in the scope of the study presented in the following. In the
level, players are presented with multiple URLs (depicted as draggable coins which
flip when clicked to reveal a URL) and a set of different buckets, each representing a
specific URL category. The game offers a bucket for benign URLs labeled No-Phish as
well as one bucket for each already introduced phishing URL category (e.g., Random,
and IP address in the first level, depicted in Figure . An additional bucket

83



6. Game-based Anti-Phishing Education

labeled No idea is available, allowing players to discard URLs they are not able
to classify confidently. Players can sort URLs into categories by dragging coins or
URLs into buckets. When a coin is dropped into a bucket, players receive immediate
feedback about the classification result via a colored aura over the bucket and their
scores are updated, i.e., increased for correct decisions and decreased for incorrect
decisions (discarding URLs does not change the score). The level is finished when
the timer runs out. Next, feedback is presented by a review of exemplary correct and
incorrect decisions the players made during the level. For each incorrect decision,
feedback regarding the correct URL category is given. The levels and tutorials of
the personalized game are identical to the analysis game, and the decision game
is structured equivalently, but instead of providing multiple buckets for different
phishing URL categories, only one bucket labeled Phishing is available.

In contrast, the objective of the creation game is for players to apply manipulation
techniques to a given benign URL to create their own malicious URLs. A level
in the creation game consists of two to three different tasks called presets. Each
preset poses a challenge for players to create a malicious but syntactically valid URL
(e.g., ‘https://ebay.com-signin.ml’ for a subdomain posing URL) based on the
full URL, RD, or name of a given target (e.g., the RD ‘ebay.com’). Players are given
a set of URL parts, e.g., single characters like “.” or “/” but also strings like “. com
or “signin”. To complete a given task, players have to drag different URL parts
into an initially empty URL bar while making sure, that the created URL follows a
valid structure. In addition to the pre-defined URL parts, players can create custom
URL parts or even complete URLs using a text input field and the Generate button.
When the created URL is ready for submission, players have to click on the button
labeled Verify. Then, a set of automated checks is performed, that test whether the
URL is syntactically correct and fits the requirements of the task, and players receive
feedback on the successful and failed checks in a pop-up window. If any check fails,
players have to revise their created URL and resubmit it. Compared to the analysis
game, levels are not time-bound and players have unlimited attempts. For further
details regarding the game design of the two games, we refer to [6].

The target audience for all games are general users of the Internet. We did not
add any requirements to the games that restrict the target audience, except for the
ability to read and understand the explanations and tasks. This makes the games
less suitable for young players or players with disabilities, which might be improved
in the future by considering accessibility options for the games. While the games are
currently only available in English and German, additional languages can easily be
added if required.

The new game prototypes were created to test, whether the more complex game
mechanics lead to better performance when classifying URLs compared to existing
games using a binary decision scheme. This binary decision scheme does not allow
for fine-grained assessment and feedback, and has a higher probability of guessing
correctly. The aim of the more fine-grained assessment is to reduce the probability
of guessing, as the number of possible solutions is higher, while also making the
analysis of players’ in-game data more powerful, as it is possible to better interpret
choices regarding the categories of URLs. Furthermore, the URL parsing that is
expected in the analysis game reflects a structured approach, which has been shown
to be beneficial in identifying where a URL leads [Rey+20] and might facilitate
the detection of phishing URLs. The design of the creation game is based on the

”
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Table 6.2.: Explanation of URL categories and coverage in Analysis, decision and
personalized (A), All (All) or None (None) of the Games

Category™ Explanation Games
Benign URLs with unaltered registrable domains All
IP address Host is TP address, target in path A
Path Random domain, target appears in path All
Random Domain and path are random, no target appears A
RD Misleading part included in registrable domain All
Subdomain Target appears as a subdomain All
URL encoding Parts of domain are URL encoded None

*URLs of all categories appear in pre- and post-tests.

observation, that none of the existing games allowed for the creation of phishing URLs
by manipulating benign URLs (see Section . Although users are not supposed to
construct malicious URLs in a real-world scenario, the knowledge on manipulation
techniques and the URL structure could be useful in recognizing malicious URLs.
Furthermore, the user’s active role in the learning process may lead to a deeper
understanding compared to the other propose approaches.

To reduce the cognitive load per level and avoid fatigue by overly lengthy expla-
nations, the explanation of URL structure was split into smaller parts, which can
be introduced independently in different levels of the games. In the following, we
present the URL creation and selection process which we used to create URLs from
different categories that are presented in the game and user study.

6.3. URL Selection

Similar to the study presented in Chapter [5) we make use of a URL categorization to
analyze the study results presented in the following. As noted in Section above,
we differentiate a total of seven categories of URLSs, consisting of one benign and
six malicious categories (see Table [6.2). This categorization enables a more detailed
analysis of the results of the URL classification test compared to a simple comparison
of benign and phishing URLs, as differences between the categories might indicate
classes of URLSs that are inherently more complicated to detect for users in our study,
even after playing one of the games. We can also use the categories in Table to
enable a fairer comparison of the games, as not all categories appear in all games.
Compared to the detailed categorization from Chapter |5 using simplified categories
simplifies the analysis, and shifts the focus of the evaluation to reflect the structure
of URLSs, which was also used as a guide in the tutorials of the games.

Note, that not all sub-categories of the URL categories in Table are presented
and taught in the games, to avoid confusion and reduce the amount of time that is
required (see Section. For example, while the creation game includes a detailed
explanation of how to determine the RD in general, it only includes examples of
combosquatting and URLs where the TLD was replaced. The pre- and post-tests, on
the other hand, require users to classify URLs from all categories (see Section .

The games, as well as the URL classification tests used in our study, require example
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Figure 6.3.: Selection process for benign target names and login URLs.

URLs, which were selected from a pool of benign and phishing URLs that was created
as follows. The pool was constructed with the goal to create a representative set of
phishing and benign URLs. To this end, websites that were popular in Germany
were collected, classified by the type of service they offer to ensure that commonly
phished industry sectors are present, and then used to generate the pool of benign
and phishing URLs (see Figure for an overview of the process for benign URLs).

In detail, we started by constructing a set of relevant domain names by selecting
services of various types (e.g., shopping). To this end, the 50 most popular websites
in our country of origin were selected (according to Alexaﬂ as this distinction was
not available in the Trancﬂ list). Through manual review, we removed 20 websites
as they were either adult websites or websites whose landing page was not displayed
in German or English. The commonly used names of the remaining websites were
extracted (e.g., name google for RD google.com) and the targets categorized by the
type of service they offer. These types of service were then compared to the 5 most
commonly targeted industries according to the APWG [APW21] and the 10 most
commonly phished targets in PhishTank (as determined from more than 250,000
entries). Service types that were included among common phishing targets but not
the Alexa list were added by choosing the highest-ranking websites from the Tranco
list which fit the type of service and our country of origin. In all, this resulted in 38
target names and their corresponding RDs, which we expect to have been relatively
well known in our country of origin at the time. The target information was further
extended by a login URL that points to a login form, as determined by manually
visiting the website of each service.

The targets were then used to generate the URLs that appear in the four games as
well as the tests in the user study. We automatically generated a pool of benign URLSs
and one pool each for the categories of malicious URLs (e.g., ebay-service.com
- RD, pvyqbh4dbmj.com/qgxfcvpacj - Random) from the set of target names and
RDs. This automatic generation was based on simple rule-based modifications of
the input URL, and also resulted in Benign URLs that are recognizable by their
benign RD but might not actually exist in the real world. We then selected a set of

"https://wuw.alexa.com/topsites/countries|online, accessed 2021-02-16
Shttps://tranco-list.eu/ online, accessed 2021-02-16
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URLs for the pre- and post-tests (see Section and removed these URLs from
the pools. Note, that we only selected actually existing benign login URLs for the
classification tests, so as to avoid confusing participants who know the exact login
URLs of websites they use. The analysis, decision, and personalized games randomly
select examples from the remaining URLs and present them to players of the games
for classification. Since the creation game only requires benign reference domain
names, we use the RDs of the targets there.

To assess differences between URL categories, we created a URL classification test
which is used in the pre-, post-, and retention-tests. The test consists of a binary
classification task, with URLs selected based on the categories described above. One
additional constraint is added, as only URLSs of actually existing login pages were
selected from the benign URLs. The URLs for the pre-, post-, and retention-tests were
selected uniformly at random from the pool of available URLs for each URL category
(see Tables and in Appendix . The pre-test consists of 13 malicious
URLs, which were selected by choosing example URLs from all categories, while also
ensuring that broader categories also include URLs from a representative range. For
example, URLs from the RD category included combosquatting, changed-TLD and
typosquatting, with different possible manipulations of characters for typosquatting
(e.g., replacing or adding a character). The 7 benign URLs were selected by first
choosing URLs of differing complexities (i.e., existence of subdomain or path) and
then randomly selecting URLs to obtain 20 pre-test URLs in total. Ten additional
URLs (3 benign and 7 malicious) are included in the post-test to test for learning
bias and were chosen at random to get to a total of 30 URLs (20 malicious and 10
benign). This procedure was repeated for the retention test, which also extends
the 20 URLs of the pre-test by 3 randomly chosen benign and 7 randomly chosen
malicious URLs, resulting 20 malicious and 10 benign URLs in total. While the
content of the URL classification test was equal for all participants, the order of items
in the questionnaire was randomized between participants to reduce the influence of
potential learning bias of the test items. We decided to only include URLs in the test,
not complete website screenshots, as the games focus on URLSs, and previous studies
have shown, that users sometimes completely ignore this information when classifying
websites (see, e.g., |[AAC15]). We discuss potential problems of this approach in

Section

6.4. User Study Setup

In order to gain insights into the effectiveness of the games and the different game
mechanics, a user study was conducted which is presented in the following. The
study uses a four-group (four games), three-phase (pre-test, post-test, retention-test)
design with A/B testing, a type of between-group design with four experimental
groups and no control group. The four games (see Section serve as independent
variables, with the test performances in pre-, post-, and retention-test as dependent
variables.

6.4.1. Research Questions

Based on the identified research gap, we developed the new game prototypes and
designed a user study to evaluate them using the following research questions:
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e« RQ-1: Do the games have a positive influence on the participants’ performance
in classifying URLs?

e RQ-2: Do participants perform better in classifying URLs of services they know
or use?

e RQ-3: Are there differences in the participants’ performances between the four
games? Are there advantages to using the newly proposed game mechanics?

e RQ-4: Are there performance differences in classifying different URL categories?
¢ RQ-5: Is knowledge retained three months after playing the games?

For the evaluation of our four games and the particular aspects regarding familiarity
of services and possible differences between selected URL categories, we designed
a user study with four groups of participants, where each group played one game.
The objectives of our research are to evaluate the games in a pre-/post/retention-
test study setup focused on URL classification knowledge. We aim to compare the
learning outcomes of all games by comparing the players’ performances before and
after playing either game. We further analyze the effect of familiarity of services on
classification performance. Finally, we compare the initial state, improvements and
in-game behavior for classifying different URL categories.

6.4.2. Participants

The study was conducted in two parts, with 88 participants in November 2020 who
played the analysis (N4 = 40) and creation (N¢ = 48) games, and 94 participants in
May 2021 who played the decision (Np = 45) and personalized (Np = 49) games.
Recruiting was done online by posting information about the study in different social
network groups of universities as well as distributing it via university mailing lists.
Recruitment was focused on people with a general interest in playfully learning about
IT security, regular online activities and little to no prior knowledge in I'T security and
Computer Science. Since the study required active participation for 60-70 minutes, a
financial incentive of 15€ (approximately 18 USD) was offered to each participant.
Among the participants, 111 identified as female (60.99%) and 71 as male (39.01%).
The majority of participants was between 20-29 years old (76.37%). Due to the
methods of recruiting, the majority of participants were students, with a high number
of participants reporting their highest degree to be either a Bachelor’s degree or high
school diploma (82.42%). The remaining participants had mainly either completed
their studies with a Master’s degree (10.99%) or completed vocational training
(2.74%). Besides the 182 participants, an additional eight participants were excluded
for various reasons: one participant was excluded due to an unrealistic completion
time, and seven participants had to be excluded due to technical problems during
the online survey.

The retention tests were conducted over a period of two weeks three months after the
original session. As the participants were already payed for the first part, we offered an
additional incentive in the form of a lottery, offering a chance at winning four times 10€
for each of the two parts. We still experienced a dropout of 54.95% percent, leading
to a response rate of only 82 participants (N4 = 17, No = 25, Np = 21, Np = 19).
The process used to retain participants for the retention study is likely to have led to
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a selection bias, where only participants that were originally interested in the games
(and thus more likely to remember the topics) took part. We discuss this problem in
more detail in Section

6.4.3. Apparatus and Materials

The first session of the study was conducted as a remote, online lab study using a
video conferencing software and a web browser, with the retention test only consisting
of an online survey. For all test phases, an online survey containing the following
questionnaires and tests was used:

o URL classification test: This test measures the performance in classifying a set
of URLs (see Section . For each URL, participants had to decide whether
it was benign or phishing. It was utilized in the pre- and post-tests, as well as
the retention test, with the aim of answering RQ-1 to RQ-5. A list of the used

URLSs can be found in Tables and in Appendix

o Recognition of Services: This questionnaire contains a list of services that were
targets in the URLs of the URL classification test. Participants were asked
whether they use the service, do not use but know the service or do not know
the service (in response to RQ-3). It was used in the post-test to cover services
of pre- and post-test URLs, as well as the retention test to update the list
with services that only appeared there (see Table in Appendix for the
complete list of services).

e Demographics: This questionnaire contains questions regarding gender, age
and educational background. It was included in the post-test (see Table
in Appendix and was used to report on potential biases among the
participants.

6.4.4. Procedure

The first phase of the study began with a briefing phase, where the procedure of the
study as well as the requirements for participation were explained. To give more
contextual information and establish a shared understanding, a definition of phishing
including an example was presented. The decision of which game was to be played
by which participant was done uniformly at random by the survey system when each
participant started the pre-test phase. Participants were redirected to the game from
the survey platform, and did not know that different games were tested in the survey,
nor to which group they were randomly assigned. After all participants finished the
post-test, the instructors explained the purpose of the study and answered questions
of participants in a debriefing before closing the session.

As no supervision was necessary for the retention test, the participants were sent
the URL to the retention survey three months after the post-test and were asked to
complete it in their own time.

6.5. User Study Results

Based on our research questions described in Section we conducted a series
of analyses and tests. For each test, we consider four groups depending on which
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game the participants played: the creation game group, the analysis game group, the
decision game group, and the personalized game group. As in the previous study (see
Chapter , the performance scores are computed as relative scores and measured
using an interval scale. We use a significance level o = .05. The indices pre, post, and
ret are used to distinguish pre-, post-, and retention-tests respectively and hyphenated
suffixes in the indices are used to distinguish post and retention-test scores on the
URLSs also used in the pre-test (e.g., post-pre) or newly added URLs (e.g., post-new).
Furthermore, indices A (for analysis), C (for creation), D (for decision), and P (for
personalized) are used to indicate the respective game group. Due to the large
dropout for the retention test, we split the analysis into two parts, beginning with
the comparison of pre- and post-test results, with a higher number of participants,
followed by the retention test, with only those participants that remained for all
three tests.

We first check for a potential learning bias by comparing the performance means
in the post-test (see Table . Instead of a higher mean performance for URLs also
used in the pre-test (M post-pre), the mean performance for new URLs in the post-test
(M post-new) is higher. As such, we argue that the effect of learning bias is negligible.
We therefore compare only those URLs that were part of both pre- and post-test for
RQ-1, where we look at general improvements, while including all post-test URLs in
subsequent sections.

We answer the first four research questions using the pre- and post-test results,
as there is more data available due to the higher number of participants, and only
include the results of the retention test in the last research question.

6.5.1. Immediate Effectiveness of Games

The first RQ described in Section focuses only on the general effectiveness of the
games. For RQ-1 we derive the following hypothesis: The participants’ performance
in classifying URLs increased after playing either one of the games. As shown in
Table the mean performance score did indeed improve in the post-test for all four
games. To test for significance of these improvements, a one-tailed Student’s t-test
was performed for each game, comparing the results of the classification task on
pre-test URLs between pre- and post-test. A non-parametric Wilcoxon signed-ranked
test was performed if a deviation from normality was detected (Shapiro-Wilk test,
cut-off value av < 0.05, marked with an asterisk). The results (see Table indicate,
that the participants’ performances increased significantly for all four games. There
are, however, differences in effect sizes and mean differences, which are larger for the

Table 6.3.: Results of t-tests comparing relative scores in pre- and post-test for all
three games

Game Test statistic p-value effect size

Creation t(47) = —3.459 p < .001 d=—0.499
Analysis t(39) = —6.404 p<.001 d=-1.013
Decision™ W = 24.500 p<.001 r=-0.946

Personalized* W = 128.000 p<.001 r=-0.717

*Deviation from normality detected.
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Table 6.4.: Means (and standard deviations) for performance in pre- and post-test
including means on partial URL sets

Game N Mpye (5D)  Mposipre (SD)  Mopost (SD) M posinew (SD)
Creation 48 0.702 (0.122)  0.755 (0.122)  0.782 (0.129)  0.835 (0.173)
Analysis 40 0.695 (0.098)  0.828 (0.115)  0.840 (0.095)  0.865 (0.121)
Decision 45 0.701 (0.097)  0.818 (0.091)  0.831 (0.097)  0.858 (0.137)
Personalized 49 0.726 (0.114)  0.811 (0.110)  0.823 (0.104)  0.847 (0.128)

Table 6.5.: Performance scores (and standard deviations) per service familiarity

Game Used Known Unknown

Pre-test 0.694 (0.186) 0.721 (0.177) 0.576 (0.252)
Creation 0.809 (0.167) 0.790 (0.140) 0.702 (0.239)
Analysis 0.835 (0.148) 0.831 (0.133) 0.720 (0.277)
Decision 0.858 (0.135) 0.807 (0.140) 0.702 (0.235)
Personalized 0.841 (0.118) 0.817 (0.144) 0.686 (0.247)

analysis, decision, and personalized games than for the creation game.

6.5.2. Differences Between Used, Known and Unknown Services

For the difference between used, known and unknown services (RQ-2), we test the
following hypothesis: The participants’ performance in classifying URLs of services
they use or know is better than for services they do not know.

Differences During Testing

Descriptive results seem to indicate significantly higher performance scores for
used and known services (see Table [6.5]). To test for significance in performance
scores, we performed a factorial repeated-measure ANOVA, with the tests (pre,
post) and service familiarity (unknown, known, used) as factors and the games as
between-subject factor. Note, that some participants did not select any services
as unknown or known, thus reducing the number of valid entries to N = 153. As
Mauchly’s test for sphericity was significant for levels of familiarity (p < .001),
degrees of freedom were corrected using Greenhouse-Geisser estimates (e = .850).
The results of the ANOVA confirm, that familiarity had a significant effect on
the performance (F(1.701,253.386) = 38.677,p < .001,72 = .206). Post-hoc tests
using Holm’s correction confirm significant differences between unknown and known
or used services: unknown and known (p < .001,d = —.648), unknown and used
(p < .001,d = —.645), but not for known and used (p = .970,d = .003). None of the
interactions (familiarity x game, familiarity x test, familiarity X test x game) were
significant (p >= .052). Overall, familiarity with a service had a significant effect on
the participants’ performance in pre- and post-tests, with significant differences for
unknown URLs compared to known and used URLs. As such, we remove unknown
URLs from the following analyses where possible to reduce the potential effect of
this bias.
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Table 6.6.: In-game mean (SD).

Familiarity N Correct Incorrect Not classified Time (sec)
Used 49 0.680 (0.170) 0.186 (0.108) 0.133 (0.117) 4.13 (1.39)
Known 49 0.665 (0.180) 0.192 (0.142) 0.143 (0.115) 4.1 (1.69)
Unknown 49 0.597 (0.221) 0.250 (0.187) 0.154 (0.187) 4.27 (1.62)

Differences During Gameplay

We also present an overview of differences between the levels of familiarity during
gameplay, as this information can be extracted from the log data of the personalized
game. Python scripts were used to parse the in-game log data and extract different
event sequences (e.g., opening a coin, then dragging the URL into a bucket), including
timing information as well as the outcomes of classification events. For each aspect
regarded in the following, mean values are first computed per player and then
analyzed, e.g., as the average of all players.

We start by taking a look at the sorting outcomes for URLs of different levels
of familiarity (see Table [6.6). We can observe clear differences in the relative
classification outcomes of players, with URLs of unknown services being classified
with the least accuracy with a mean difference of .068 to known and .083 to used
services.

Next, we determine whether URLs of unknown services are discarded or ignored
more often and whether there are time differences for the levels of familiarity. Indeed,
it seems that even though the differences are small (mean difference > .012), URLSs
of unknown services were either actively skipped or opened but not classified more
often than those of known or used services. Similar results can be observed for the
timing data, where players seem to take longer for URLs of unknown services (mean
difference > .14 seconds).

In all, the detailed analysis that is available in the personalized game seems to
indicate similar results to the tests, in that URLs of unknown services are classified
with less accuracy and discarded more often within the game than URLs with services
of the other familiarity levels.

6.5.3. Differences Between the Four Games

To address RQ-3, we test the following hypothesis: The participants’ performance
in classifying URLs in the post-test differs between the four games. Mean values
in Table seem to suggest, that players of the creation game performed worse in
the post-test than players of the analysis game and its derivatives, who performed
similarly well. To test the hypothesis, we compared the performance scores in the
post-test of URLs in URL categories that were part of all four games (i.e., excluding
IP addresses, URL encoding and random URLs, see Table . An ANCOVA was
performed, with the games as between group factor, performance in the post-test as
dependent variable, and performance in the pre-test as covariate. Levene’s test for
equality of variances is not significant (F(3,178) = 0.917,p = 0.434). The ANCOVA
does not return significant results for the four games as between-subject factor
(F(3,177) = 1.278,p = 0.284,771% = .021), only for the pre-test score as covariate
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Table 6.7.: Mean pre- and post-test relative scores for all URL categories differentiated
in the tests

Category Pre Postc  Posty Postp Postp
Benign 0.728 0.779 0.853 0.882 0.798
1P 0.830 0.875 0.950 1.000 0.980
Path 0.948 0.938 1.000 1.000 0.978
Random 0.874 0.667 1.000 0.978 1.000
RD 0.602 0.738 0.770 0.723 0.765

Subdomain 0.712 0.880 0.871 0.870  0.893
URL encoding 0.909 0.915 0.912 0.898 0.948

(F(1,177) = 50.397,p < 0.001, 771% = .222). We therefore retain the null hypothesis,
that the differences in post-test performances between the games are not significant.
Of particular note is the fact, that the more complex sorting mechanism included in
the analysis game did not result in significant differences to the decision game in our
study.

6.5.4. Differences Between URL Categories

For RQ-4, we take a look at URL categories, guided by the hypothesis: There are
differences in the participants’ performance in classifying different URL categories.

Simplified Categories

Table shows the average scores for the URL categories in the pre-test, as well as
the post-test (including post-only URLs) by game. These statistics seem to suggest,
that similar to the study in Chapter [5 although there are general improvements
after playing the games, some categories are less well classified (e.g., RD, Subdomain)
while others are generally recognized well (e.g., Path, IP). To test for significant
differences in performance scores, two repeated-measure ANOVA using the URL
categories as repeated-measures factor were performed: the first for URL categories
in the pre-test (see Figure , and the second for URL categories in the post-test
with the game as between-group factor (see Figure . For both tests, Mauchly’s
test for sphericity was significant (p < 0.001), and degrees of freedom were cor-
rected using Greenhouse-Geisser estimates (€pre = 0.804, €post = 0.881). The first
ANOVA (N = 160) returns significant results, indicating that there are already
differences in participant’s performance for different URL categories in the pre-test
(F(4.827,767.465) = 29.337,p < .001,72 = .156). Post-hoc tests using Holm’s
correction confirm several significant differences, mainly including the generally
well-detected Path and URL encoding URLs, as well as the RD category, which had
very low average detection rates.

Similarly, the second ANOVA (N = 172) confirms that differences are still present
in the post-test (F'(5.283,887.616) = 28.762,p < .001,77}2, = .146). Post-hoc tests
(Holm, averaged over four games) again include significant differences for Path, IP,
Random, and URL encoding (high detection rates), as well as RD (low detection
rates) URLs. Random URLSs were well detected only in the games they were presented
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Figure 6.4.: Performance scores in the pre-test over different URL categories.
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Figure 6.5.: Performance scores in the post-test over different URL categories.

in, but were still detected significantly better than most categories when averaged
over the four games, while the remaining Benign and Subdomain categories were
detected with neither particularly high nor low performances. In conclusion, results
indicate that some URL categories (e.g., RD) were significantly more complicated to
detect in our tests than others (e.g., Path), in both pre- and post-test.

Subdomains of Benign URLs

Since the URL test for the games includes benign URLs with different subdomains,
which might have an effect on their perceived complexity and thus performance
scores, this subsection present a short analysis of possible subcategories for these
benign URLs. The tests include three different subdomain constructions: (1) plain
URLs without subdomains (2) URLs with only the common www as subdomain and
(3) URLs with a different subdomain (e.g., login). Here, descriptive statistics (see
Table seem to imply differences for URLs that use uncommon subdomains, which
we again confirm in two repeated-measures ANOVA, one for the pre-test and one for
the post-test with the games as between-subject factor. The test for sphericity is
significant for the first ANOVA (N = 42), so we apply Greenhouse-Geisser corrections
with € = .807. The results indicate significant differences between the sub-categories
of benign subdomains: F(1.613,66.148) = 14.770,p < .001,7712, = .265). Post-hoc
tests using Holm’s correction confirm the expected differences between plain and
other (p < .001,d = 1.003), as well as www and other (p < .001,d = .766), but not
plain and www (p = .223,d = .237). Note, that the number of participants is lower
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Table 6.8.: Differences between benign subdomain categories

N Mean SD

Pre Plain 42 0.905 0.297
www 182 0.811 0.203
Other 182 0.558 0.361
Post Plain 160 0.938 0.223
www 182 0.866 0.203
Other 182 0.670 0.381

in this test, as it includes a subcategory with only one URL in the pre-test, which
was not well known.

While all three categories see mean improvements in the post-test, the other
category still stands out as it is detected less well than the other two. For the post-
test ANOVA (N = 160), degrees of freedom were corrected with € = .796, resulting
in F(1.592,248.390) = 45.748,p < .001,772 = .227. Here, post-hoc tests again
confirm significant differences between plain and other URLs (p < .001,d = .903),
as well as www and other (p < .001,d = .714), but not the remaining comparison
(p =.059,d = .189).

As such, we confirm that there are significant differences between the different
usages of subdomains in benign URLs in our classification tests.

6.5.5. Analysis of Knowledge Retention

In response to RQ-5, we assessed the participant’s retention three months after
playing the games.

Differences between the three Tests

As can be seen in Table the mean differences are higher in post- and retention-
tests compared to the pre-test, with the post-test score being the highest. To test for
significance of these differences, we performed a repeated-measures ANOVA using
the relative scores of the three tests as repeated-measures factor and the games
as between-group factor. The test was performed on the set of URLs that were
originally present in the pre-test, to avoid biases that might arise due to different
difficulties of the additionally added URLs. The ANOVA confirms that there are
differences between the three tests: F'(2,156) = 40.737,p < .001,7712, = .343. Post-
hoc tests using Holm’s correction reveal differences between all three tests: Both
post-test (p < .001,d = 1.106) and retention-test (p < .001,d = .812) performances
were significantly higher than pre-test scores, and post-test performance was still
significantly higher than in the retention-test (p = .022,d = .294). The interaction
test X game is not significant (p = .292, 77% =.045).

Differences between URL categories

Taking a closer look at the different URL categories in the retention-test (see
Table Figure [6.6)), we again observe the pattern found previously, where the
categories with the target in the path (i.e., Path, IP) were significantly easier to
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Table 6.9.: Comparison of Test Outcomes for Participants in Retention Test

Pre Postg Postp Postp, Postp Retnc Retnp Retna Retnp

Valid 82 25 21 17 19 25 21 17 19
Mean 0.696 0.765 0.844 0.864 0830 0.760 0.794 0.820 0.793
SD 0.126 0.116 0.095 0.095 0.125 0.125 0.124 0.079  0.125

Table 6.10.: Mean relative scores for all URL categories in the retention test for the
four different games

Category Retnc Retnp Retnp Retnp
Benign 0.747 0.847 0.846 0.770
P 0.920 0.882 0.905  1.000
Path 0.960 1.000 0.952 0.941
Random 0.820 0.941 0976 0.921
RD 0.651 0.694 0.679  0.709

Subdomain 0.813 0.848 0.683  0.835
URL encoding 0.880 0.853  0.905  0.972

detect than those with information in the subdomain or RD. This difference remains
significant, as confirmed by a repeated-measures ANOVA for the URL categories
with the games as between-subject factor: eq = .837, F/(5.021,381.607) = 15.433,p <
.001, 173 =.169). It is noteworthy, that the performances for the subdomain category
in the decision game were noticeably lower than for the other games, even though
there were few differences between the games otherwise. These differences are not
significant, however, according to post-hoc tests using Holm’s corrections.

6.6. Discussion

In the previous section, we presented the results of our user study to answer the
research questions described in Section We found, that (RQ-1) performances
improved significantly after playing either one of the games, (RQ-2) players were
significantly better in classifying URLs of services they are familiar with, (RQ-3)
there are no differences in performance between the four games, (RQ-4) there are
significant differences in classification performances for different URL categories,
(RQ-5) knowledge was retained for a duration of three months. In the following, we
discuss the setup and results of our study.

6.6.1. Limitations

For our setup, a general look at the participants of our study reveals a deviation from
the general population. Even though we did not recruit participants of a specific age
group or occupation, the advertisements for the study were mainly distributed in
online social groups for students. As a result, our test population consists mainly
of students and does not represent the general population, which might lead to
problems in generalizing our findings. In particular, it is possible that these younger

96



6.6. Discussion

1.0
I
S0.9
n
/
508 Game
g e Analysis
“q:J 0.7 Creation
a s Decision

+ Personalized
0.6
Benign IP Path Random RD Subdomain URL Encoding
URL Category

Figure 6.6.: Performance scores in the retention-test over different URL categories.

people have different states of minds concerning online risks (see, e.g., [Oli+17]), or
have more experience in reading URLs than the general population. However, we
argue that the results might be generalized to the population of students between
20-30 years old, which could be substantiated by additional user studies providing
supporting evidence. Note, that we did not study the effect of gender and other
demographics on the participants’ classification performance in detail, as this was not
the goal of this study. For gender in particular, we tested its effect on the ANCOVA
in the comparison of the four games (RQ-3) to eliminate potential biases, and did
not find a significant difference between female and male participants. All other
statistical tests performed in this study are based on repeated measures. To support
further generalization, we suggest replicating the study on a more representative
group of participants.

Even though we performed a remote online study, where participants utilized
their own, familiar devices, our study design was a lab study, and did not test, how
participants would respond to actual phishing attacks in a more realistic setting.
The focus of the games is to impart the knowledge required to detect phishing URLs,
and the study shows how well this knowledge can be applied in an optimal setting
where participants were fully aware of the task. In particular, we do not claim that
the games raise situational awareness and help avoiding phishing attacks in a more
realistic setting, since they do not convey the knowledge and awareness of how and
when phishers lure potential victims into disclosing personal information. While we
did find, that performance scores were retained over a period of three months, we
did not test how well the knowledge translates to awareness against actual attacks in
the real world. Here, a simulated phishing attack could provide further insights. We
also note, that our study was performed during the time of the COVID-19 pandemic,
which might have had an impact on participants’ state of mind. We did not test
for the effect of the pandemic on the participants, and assume that it did not have
a more significant effect on our results than other possible limiting but unknown
factors.

In the URL tests of our user study, we asked participants to classify URLs, not
screenshots of websites. This is due to the fact, that it has previously been shown
that users do not usually look at the URL bar, even in phishing classification tasks
(see, e.g., [AAC15]). As the focus of the games is knowledge about URLSs in general
and phishing URLs in particular, and how this knowledge can be utilized to detect
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phishing websites, we decided to only include URLs in the tests. Furthermore,
knowledge about URLs can be applied in several different contexts, as users can
analyze URLs before clicking on them, or use the knowledge about domain names to
better understand browser URL highlighting, the sender domain in emails, or TLS
certificates [3]. As such, we argue that the chosen URL classification task maps the
requirements of our study more precisely than a website classification task. It might,
however also possibly amplify the effect of unknown services, as screenshots would
offer more context information. However, we argue that the crafted URLs always
include a reference to the original target name, and additional information in the
website would therefore not have made a significant difference. The only exception
are random URLs, which do not include recognizable target names, but were also not
included in the evaluation of RQ-2 and RQ-3. We furthermore found the same effect
regarding service familiarity in the previous study presented in Chapter [5] which
showed screenshots along with URLS, thus demonstrating that the results seem to
generalize to different study setups.

Next, we note that the tests also include more malicious URLs than benign URLs,
which does not realistically reflect the real world situation and might have led to
bias in our results. Still, we argue that the improved results for benign URLs (see
Table in all four games indicate, that players were not choosing Phishing more
often, and did instead utilize their understanding of URLs to classify URLs more
effectively. In addition, we also observed higher confidences in the post-test (see [5]
for details), which might indicate that participants also felt like they were now able
to apply their knowledge more effectively, thus deciding more confidently.

Finally, the URLs that were presented in the tests were constructed based on
popular websites in Germany, either using the login URLs directly or by applying
rule-based modification for phishing URLs, which might not have resulted in a
representative set of URLs. For phishing URLs, the selected URLs do not include all
sub-categories defined in Chapter [5] Even when we did not find significant differences
between sub-categories in the previous study, this might reduce the external validity
of the results. Similarly, the benign URLs represent actual login URLs, but this is
not the only type of URL that users are likely to encounter in their daily browsing.
As such, it is possible that the improvements seen in the post- and retention-tests
do not translate directly into classification capabilities in the real world when users
mainly encounter different types of URLs.

6.6.2. Implications

As described in Section we found significant increases in performance scores from
pre- to post-test in all four games (RQ-1). Taking a closer look at the differences
between the four games (RQ-3), we found that none of the performances for either
game significantly deviated from the others, even though the post-test scores for
players of the creation game were overall lower than those of other games. It is
noteworthy, that participants who played the creation game usually took more time
and asked more questions during the study, as some of them had problems advancing
through the game. One possible explanation for the differences is that the requirement
to create URLs by themselves posed a higher difficulty and complexity, which resulted
in confusion for players who did not really understand the learning content. This
might indicate, that the creation mechanic is less suited for self-learning and should
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Figure 6.7.: Relative sorting outcomes for URL categories in the analysis game.

be avoided in such contexts. We note, however, that the creation game differs from
the analysis (and therefore decision and personalized) game in the included URL
categories, the tutorials and the levels. As such, the results of this comparison
are less significant than the direct comparison between the analysis, decision, and
personalized games.

While we did not find significant differences between the analysis game and the
decision game, we still argue that the analysis game offers several advantages. In
particular, when performing an analysis of in-game data for both games, the analysis
game is able to offer more insights into players decision processes. This is due to
the fact, that players’ mistakes when URLs are sorted into buckets of different URL
categories, instead of making a binary decision, offer a better understanding of
players’ misconceptions. Figure shows the sorting outcomes (i.e. the percentage
of URLs sorted into different buckets per URL category, where the outcome not
classified includes all discarded or opened but not classified URLs) of the analysis
game. Even though general trends are visible in the decision game as well, the choices
and confusions of players are more evident in the analysis game. In particular, we
note that many players had difficulties with path URLs, often classifying them as
random URLs. This trend is not visible in the decision game, as it does not make
this distinction, and indicates that players focus mainly on the domain name for
classification, while mostly ignoring path information. Furthermore, the analysis
game is better suited to understand misconceptions in the basic parsing abilities of
URLs. This can, for example, be seen in the case of URLs in the subdomain category,
which were often confused with RD URLs. Since the more complex mechanic also
did not lead to drops in performance, we recommend its use if more information on
the decision process of players is required in games, as might for example be the case
in adaptive games.

For RQ-2, we looked at differences between known and unknown services in the
URL tests, and found significant performance differences in all games. We note,
however, that there were generally less URLs with services that participants did not
know than those they did know (3.26 unknown on average), with a few players even
knowing all of the services, which might have introduced a bias in the comparison.
Similarly to the previous study in Chapter [5 we therefore removed unknown URLs
from the remaining analyses to avoid this bias. Using log-data analysis of the
personalized game, we confirmed similar differences between levels of familiarity
during gameplay as well. Together, these results might implicate, that educational
material should aim to cover the context that users experience in their day-to-day
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lives as closely as possible. We argue, that it is likely that information, examples, and
recommendations that fit the context (e.g., the setup of a specific institution) can be
better understood and incorporated by users than information that is more general or
even for a completely different context. More thorough analyses of personalization in
educational interventions, in particular for anti-phishing education, might therefore
be a promising approach for future work.

When focusing on different categories of URLs, we found that there are significant
differences for performance scores in both pre- and post-test (RQ-4), as well as the
retention test (RQ-5). This is consistent with prior work, that showed significant dif-
ferences in test scores in the context of anti-phishing learning games as well [Can+15;
Rey+20]. Of particular note are the high scores in URLs that include malicious
keywords in the path, especially after playing the analysis, decision, or personalized
games. This seems to indicate, that the distinction between domain name and path
is relatively easy to grasp for players of the games, and that phishers might have to
create benign-looking domain names to lure educated users. As for subdomains, we
saw a significant increase in performance, but participants still seemed to have more
trouble recognizing them compared to the Path category. The most troubling results
are for URLs that manipulate the RD, as these were often detected less accurately,
even in the lab setting of our study. This raises the question, whether users can be
relied upon to detect these categories of phishing URLs at all, as the URLs cannot be
simplified by URL highlighting or looking at domain names in a certificate. We argue
that this drawback might be generalized to other educational games and resources
as well, since determining the exact RD was a substantial part of all four games, by
including conceptual and procedural knowledge in addition to the potential to test
this knowledge in the levels. Lastly, URL categories that were not part of the game
did not improve to the same extend as included categories, which might imply that
knowledge was not transferred and retraining might therefore be necessary for newly
emerging categories of phishing URLs. Comparing our results with those in the study
in Chapter |5 NoPhish [Kun+16| or the study by Reynolds et al. [Rey+20|, pre-test
results already differ for our URL categories. These differences might indicate that
there is a different measure of difficulty of a phishing URL that is not necessarily
connected to the categories used in this paper, or might be due to differences in
the study setup. Note, that the number of URLSs per category is low in our setup,
which might amplify this kind of hidden bias. For more reliable results we would
recommend to include more URLs per category in the tests, which might on the
other hand increase the average study duration and hence the chance for fatigue
among participants.

The closer look at categories of benign URLs, with a focus on different subdomains,
revealed that users had more troubles classifying URLs with uncommon subdomains.
Note, that the benign login URLs were collected by visiting real websites, so the
differences might indicate, that users would benefit if benign services were to use
plain subdomains for their login process.

For RQ-5, we evaluated differences between the three test phases with a focus on
performance in the retention test. While the performances seemed to have declined
overall, they remained above the baseline of the pre-test, thus demonstrating that
knowledge was retained over the period of time. In particular, performance scores for
phishing URLs with the target in the path remained high for all games, while URLs
with subdomain posing or the target in the RD dropped further (.187 difference for
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subdomain in decision game, .087 for RD in creation game). Of particular note is the
lower score in the subdomain category for the decision game, which might indicate
that the more complex game mechanics in the other games might have led to better
retention for this category. This effect should, however, be confirmed with a larger
sample size in the future.

In all, we found that the games presented in this chapter were effective, in that
the classification performance of players improved for all four games. While some
categories were detected particularly well, performances were varied across different
URL categories, where manipulation techniques targeting the RD or subdomains led
to lower accuracy than those targeting the path. Future work might test, whether
different tutorial content or levels can improve the accuracy for these categories.
Testing the participants again after three months demonstrated, that participants
retained their knowledge at least partly, as they still performed significantly better
than in the pre-test, even though their performances had already degraded compared
to the post-test.

While we do not claim that the results, in particular regarding the shortcomings
of the games, translate to educational interventions in general, we argue that some
trends are likely to generalize. For example, it is unlikely that educational approaches
will be successful in teaching knowledge about URLSs to an extend that all URLs in
our tests would achieve the high scores of path URLs. Even then, we did not test
how the knowledge of URLs transfers to awareness, i.e. whether the players are able
to apply this knowledge in the correct situations. Finally, it is not clear whether
knowledge about URLs alone is able to prevent all possible attacks, for example in
malware phishing attacks, or when content is hosted on benign infrastructure. As
such, while education is currently an important building block in a holistic defense
against phishing attacks, it is unlikely to prevent all attacks on its own. In the next
chapters, we therefore aim to augment and supplement the benefits of education with
other approaches, that can be used in tandem to improve detection rates overall.
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Chapter

Reverse Domain Name Notation

The previous chapter presented an overview of the successes and limitations of
anti-phishing education based on the example of four anti-phishing learning games.
While the overall performances increased after playing the games, and knowledge
was retained after three months, there were significant differences in classification
performances for different URL categories. One of the categories of URLs that was
not detected with high accuracy even after playing the games was the subdomain
category. This finding is also supported by the study on URL categories in Chapter
where we found that phishing URLs were harder to detect when a reference to the
target appears at the beginning of the URL.

In this chapter, we test whether this problem with subdomains can be alleviated
by using a different notation for URLs: Reverse Domain Name (RDN) notation. To
this end, we first present RDN notation, followed by a user study that was performed
to compare the normal URL notation with RDN notation.

Contributions: The main contribution of this chapter is the design and evaluation
of a user study to research the effect of using RDN notation on URL classification
accuracy. RDN notation potentially reduces the risk of phishing URLs where the
target appears in a subdomain, as the reference to the target can no longer be
placed at the beginning of the URL, and has, to the best of our knowledge, not been
evaluated as a potential design intervention for phishing prevention before. These
results are new contributions of this thesis and currently submitted for publication.

7.1. URL Notations and Research Questions

We previously found, that users have trouble discerning phishing URLs that start
with the target name or RD when read from the left, indicating that they mainly
focus on the beginning of the URL. This is in contrast to the fact, that FQDNs
should be read from right to left, as the most important parts of the hierarchy,
particularly the combination of eTLD and e2LD, appear at the end. In the following,
we present RDN notation as a potential solution to this problem, and define a number
of research questions for the user study following in the next section.
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7.1.1. RDN Notation

The hosts of URLs used to visit common websites are typically made up of FQDNs
containing several domain labels (e.g., www, example, com in https://www.exampl
e.com/)). In normal URL notation, the DNS hierarchy that these labels refer to
becomes more specific the further left the label appears, in other words a resolver
would start by processing the right-most labels (e.g., TLDs) and work towards the
labels further to the left (e.g., subdomains) in order to resolve the FQDN. It is
therefore possible for domain owners to add almost arbitrary labels to the left of
the domain name they registered, i.e., they can add potentially misleading labels to
the left of the RD. Consequently, the RD part of the FQDN is the part of the URL
that typically most closely describes the legal entity or service behind the URL and
is thus the most important part of the FQDN in the context of phishing detection.
This poses a problem to users who read the URL from left to right, since the first
labels they encounter are potentially crafted by an attacker.

Contrarily, in RDN notation, the order of labels in the FQDN is reversed, thus
placing more general labels in the DNS hierarchy closer to the beginning of the URL.
As an example, the FQDN

www.example.co.uk

would be rewritten as
uk.co.example.www

in RDN notation. This makes it possible to read the URL from left to right without
encountering a completely attacker-controlled part of the FQDN first, thus potentially
reducing the risk of subdomain embedding URLs. In the URL test of the following
user study, we retain the scheme of the original URLSs, and do not change the order
of path components or http credentials. As such, the more complex URL

https://user:pass@sub.example.tld/some/path?some=query#fragment
would be rewritten as
https://user:pass@tld.example.sub/some/path?some=query#fragment

in RDN notation.
In the following, we refer to the original URL notation as the normal notation and
to the reversed notation as RDN notation.

7.1.2. Research Questions

This chapter aims to answer the question, whether this difference in notation has
an impact on classification performance of phishing URLs, and in particular if it is
able to improve the accuracy for the subdomain category. We therefore formulate
the following research questions:

e RQ-1 Are there general differences in classification performance between the
two URL notations?

e RQ-1-a Are there differences in the time it takes users to classify URLs between
the URL notations?
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e RQ-2 Are there differences in classification performance for specific URL
categories?

¢ RQ-3 Are there differences in classification performance compared to the related
study presented in Chapter

We attempt to answer the questions in a user study, where participants classify
URLs in the two different notations. Both notations include URLs from the same
URL categories, thus enabling a comparison of the effect of the notation on the
different categories. We include the third research question, as the URL classification
test is based on the test included in Chapter |5, making it possible to check for biases
in the study by comparing both notations to the classification performance of the
corresponding URL in the previous test. Finally, we take a look at the differences in
time taken to classify URLs between the two URL notations, as it is possible that
changing the order of FQDNs leads, for example, to participants only focusing on the
beginning of the URL, which would decrease the time needed to judge a given URL.

7.2. User Study Setup

The study follows a simple repeated-measures design, where participants first classified
URLs in the normal notation, followed by URLs in RDN notation. It was conducted
as an online study, consisting only of a LIME survey to be completed. The study
design is based on the study presented in Chapter |5, using the same URLs and
categories as basis, thus simplifying the setup process and enabling a comparison
between the two studies.

7.2.1. Participants

In all, 50 participants were recruited for the study using Proliﬁcﬂ an online re-
cruitment platform. We published the survey with a conservative estimation on
completion time of 25 minutes (the actual median time taken was 18:03 minutes), and
rewarded 3 GBP to all participants. The participants were requested as a balanced
sample based on gender, i.e., the number of male and female participants was equal.
Participants were required to be fluent in German, as the survey is in German,
otherwise no screening requirements were added. After reviewing the results of the
study, three participants were removed since they always answered with phishing for
URLs in RDN notation. We discuss this decision in Section [7.4 As a result, the
sample is no longer balanced, with 23 participants identifying as female, and 24 as
male. While most participants were between 20 and 40 years of age, with a mean age
of 33.255 years (SD = 11.387), the overall range included ages 19 to 70, with three
participants over the age of 55. As for the employment status of the participants, 19
reported a student status, and 27 participants specified full-time employment.

7.2.2. Apparatus and Materials

The study setup is based on the study used to analyze URL categories in Chapter
and uses the same texts and URLs as basis. Consequently, the study was conducted

"https://www.prolific.co/, accessed 2022-10-25
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as an online study consisting only of an online survey, with the recommendation to
complete the survey on a PC or tablet (not on mobile devices).

Apart from a general introduction (similar to the pre-study, see Figure in
Appendix , the survey consists of three main parts:

o Familiarity of service questionnaire: As we previously found significant dif-
ferences for different familiarities of services, we asked participants for their
familiarities with the services used in the study as either unknown, known, or
used.

e URL test for normal URL notation: The first URL test included a short
introduction to the normal URL notation (see Figure in Appendix ,
followed by a test of 50 URLs (20 benign, 30 malicious). Each URL was
presented on a new page in the survey, together with a screenshot of the
corresponding website and the two answer possibilities legitimate and phishing

(see Figure in Appendix for an example).

e URL test for RDN notation: The second URL test was structured and designed
identically to the first one, with an introduction to RDN notation (see Figure
in Appendix followed by 50 URLs in RDN notation for classification, shown
together with a screenshot of the corresponding website.

The URL test in RDN notation was created by rewriting half of the URLSs from the
study on URL categories to RDN notation (see Tables and in Appendix
for an overview of all URLs in the test and their mean performance scores). The
selection on which URLs to select for RDN notation was performed by first splitting
all URLs into their categories and subcategories, even if we did not find significant
differences between subcategories during statistical testing. We then sorted the URLs
by their mean detection rate in the preliminary test (including URLs of unknown
services), and alternatingly selected URLs for the RDN and normal notation from
each category. This results in two sets of URLs with very similar mean detection
rates in the study described in Chapter |5 while also ensuring that all categories
appear in both tests. We further selected one additional impostor URL for RDN
notation, since the number of URLs in the previous study was odd. Finally, we
replaced the query component in benign URLs with a path component for three
URLs in both notations, as differences between path and query components in benign
URLSs were not part of the first study.

As in the preliminary study, the participants received a short overview of their
performances after completing the main survey (see Figure in Appendix .
In this study, performances for the two notations were separated in addition to the
differentiation of benign and phishing URLSs, resulting in four overall scores.

7.3. User Study Results

As before, we performed statistical null-hypothesis testing in an attempt to answer
the research questions. Performance scores are again computed as relative scores,
i.e. number of correctly classified URLs divided by the overall number of URLs, and
measured using interval scales. We use the indices N for normal notation and R for
RDN notation.
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Table 7.1.: Overall performance scores for the two URL notations.

Class Meany SDy Meangp SDg

Phishing 0.830 0.126 0.821 0.139
Benign 0.850 0.206 0.803 0.239

Overall 0.839 0.090 0.814 0.103

Table 7.2.: Statistics on time taken to classify URLs for the two notations.

Notation Median Mean SD Minimum Maximum
Normal 8.259 9.546 3.768 5.501 21.815
RDN 7.007 7.571 2.585 4.196 15.305

Similar to previous studies, we confirmed significant differences between unknown
and known URLs in this survey. As such, we again decided not to include unknown
URLs in the following analyses to avoid potential biases.

7.3.1. General Differences

We start the analysis with the first research question, which is concerned with general
differences between the two URL notations.

Performance

As can be seen in Table the two notations are very similar in overall classification
performance, generally and when looking at phishing and benign URLs separately.
While some differences can be observed, and the performances for URLSs in normal
notation are generally superior to the RDN notation, the mean differences are
relatively small (M D = .047 for benign URLs, M D = .025 overall) with standard
deviations between .090 and .239.

A two-tailed student’s t-test comparing the overall performance does not return
significant differences between the two notations: ¢(46) = 1.931,p = .060,d = .282.
Nor were there significant differences for phishing or benign URLs, where a deviation
from normality was detected in both cases, and Wilcoxon signed-rank tests yielded
results with p > .101,r < .319.

Timing

In addition to performance, we also looked at the differences in time needed for
classifications for the two notations. Here, participants took less time classifying
URLs in RDN notation (see Table[7.2)), with a mean difference of 1.975 seconds per
classified URL.

A Wilcoxon signed-rank test, which was performed due to deviation from normality
(Shapiro-Wilk, p < .001), confirms that the time taken for URLs in the normal
notation was significantly higher than for RDN URLs: W = 1033,z = 4.963,p <
.001,r = .832.
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Table 7.3.: Performances for normal and RDN notation for different URL categories.

Category N Meany SDy Meangp SDpg
B-Plain 47 0.966 0.090 0.929 0.177
B-Path 47 0.788 0.312 0.754 0.343
P-Http credentials 47 0.649 0.416 0.500 0.489
P-Path 47 1.000 0.000 0.894 0.254
P-RD 47 0.744 0.310 0.736 0.341

P-Subdomain-end 47 0.968 0.162 1.000 0.000
P-Subdomain-first 47 0.593 0.394 0.838 0.266
P-Typo 47 0.922 0.106 0.865 0.113

As there were only small differences in classification performance overall, we take
a closer look at the classification performances for different categories next.

7.3.2. Differences per URL Category

For the second research question, we look at differences in URL categories between the
two notations, making use of the eight simplified categories presented in Table in
Section The original hypothesis of using RDN was, that subdomain categories
are easier to detect using this notation, as the malicious part no longer makes up the
left-most part of the FQDN (thus making URL reading easier). Here, there seem
to indeed be differences between the two notations (see Figure Table [7.3)), as
mean differences, particularly for the subdomain category, are higher in favor of the
RDN notation. On the other hand, URLs in the RD, http credentials and even path
categories were generally detected worse with RDN notation. Similarly, the benign
categories were detected with better accuracy in the normal notation.

We performed a factorial repeated-measures ANOVA, using the notations as first,
and the eight simplified URL categories as second factor, to test for significance
of these differences. The ANOVA (N = 47) confirms significant differences for
the interaction between notation and URL category (Greenhouse-Geisser correction
e = .561): F(3.925,180.546) = 7.830,p < .001, 771% = .145. Post-hoc tests using
Holm’s correction confirm differences between the two notations only for two URL
categories: http credentials (p = .036,d = .539), where the normal notation has the
higher scores, and subdomain first (p < .001,d = .889) where the RDN notation
performs better.

In all, we accept the hypothesis that there are differences between the notations
when looking at specific categories, and particularly note the differences for the
subdomain and http credentials categories.

7.3.3. Comparison to Previous URL Study

As the setup for this study is based on the study on URL categories in Chapter
and the base URLs were mostly the same, we also compare the two studies for RQ-3.
Note, that the URLs in the study are not exactly the same, as we replaced the query
component with a path component in three benign URLs for each notation in this
study, to make this comparison available, and added one URL overall to achieve a
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Figure 7.1.: Differences between normal and RDN notations for the different cate-
gories of URLs.
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Figure 7.2.: Differences between first and second study for URLs in normal notation.

total of 100 URLs (which is divisible by two).

Comparing the results of the first and second studies, we did not find significant
differences for the URL in normal notation (see Figure , with only slight differences
in benign path URLs (M D = .092), which were detected with higher accuracy in
the second study (even for benign URLs with only a query component). A repeated-
measures ANOVA with the categories as repeated measures and the study as between-
subjects factor (Ngirst = 38, Nyecona = 47) is inconclusive for the between-subject
factor, as well as the Study x Category interactions, with p > .526, 77]2) <.009.

This changes for the URLs in RDN notation (see Figure , where there are
notable differences, especially in the subdomain category where the target appears
first (MD=.263), but also the http credentials category (MD=.197). All other
mean differences are at or below .080, which is the difference for the phishing path
category. The second RM ANOVA for RDN URLs (N¢irst = 38, Nsecond = 47) is
inconclusive for the study interaction as well (p = .862, 7712, < .001), however it yields
significant differences for the Study x Category interaction: With a Greenhouse-
Geisser correction of € = .464, F'(3.249,269.676) = 4.557, p = .003, 7]2 = .052. Here,
post-hoc tests using Holm’s correction indeed confirm significant differences between
the first and second study, but only for the subdomain-first category (p = .002,d =
0.931, M D = .263).

In all, these results seem to confirm the differences for the subdomain category
(and to a lesser extend the http credentials), as we did not observe a potential bias
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Figure 7.3.: Differences between URL categories in first (normal notation) and second
(RDN notation) study.

between first and second study for URLs in normal notation, but did find large
differences for the RDN notation.

7.4. Discussion

In this chapter, we presented a user study to evaluate the effects of changing the
notation of URLs on the classification performance of users. While we found no
differences in classification performance overall, a closer look at different URL
categories revealed advantages for RDN notation in subdomain posing, at the cost of
a lower performance for http credentials. In the following, we discuss limitations and
implications of the study and its results.

7.4.1. Limitations

As with the previous studies, we note that the population of the sample does not
represent the general public. While the distribution of age includes some variety, most
participants were aged between 20-30, which excludes large parts of the population.
In addition, the sample size of 47 participants might not be large enough, even when
using the repeated measures design. As such, future work might replicate the study
using a larger and more representative sample. Still, we argue that the effects of
RDN notation on performances are likely to generalize, since the notation moves
subdomains away from the front of the URL, which was consistently shown to be
a problem for users in URL classification tests (see, e.g., Chapters [5[ and @ Like
the previous studies, the study was also performed in a lab setting, since we did not
perform a simulated phishing attack to test how the notation affects decisions in
a more realistic setting. Here, awareness of attacks is important as well, since the
notation is unlikely to make a difference if users are not looking at the URL in the
first place. We argue, however, that the shorter time taken to classify URLs in RDN
notation is an indicator, that the notation might be successful in a realistic setting
as well, as it seemed to remove cognitive load when parsing the URL.

As for the setup of the study, the order of the two notations was fixed, with RDN
notation always appearing after the normal notation. While we did not observe
a learning bias in previous studies, it is possible that the order had an effect on
classification performances. This is somewhat addressed by the comparison to the
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first study, which completely randomized the order and had very similar scores to
the normal notation, but is still a possible limitation of the setup. We further note,
that the introduction text of the notations, in particular the RDN notation which
explicitly states that users only have to look at the beginning of the URL now, may
have influenced study results, in particular concerning the time taken to classify. We
note, however, that even if this was the case, the results for most categories were
similar to normal notation, thus RDN notation offered no clear disadvantages while
decreasing the required classification time.

Finally, we did not test the effect of more complex subdomains in benign URLs,
which we showed can be significant in the previous chapter. We furthermore did not
include uncommon TLDs or FQDNs that are particularly crafted to be confusing
in RDN (e.g., ‘office.microsoft.com’, which uses the ‘office’ TLD). A more
complete test might indicate, whether RDN could improve detection results of the
less common subdomains, as they no longer appear first, or uncommon TLDs as well.

7.4.2. Implications

Overall, we did not find significant differences between the two notations in classi-
fication performance. Only a closer look at different categories of URLs revealed
differences, with RDN notation being the superior option for subdomain posing, but
lacking in the http credentials category. The novel notation also generally performed
somewhat worse than the normal one in the remaining categories. It is possible,
that these overall differences are due to the lack of familiarity of the participants
with the new notation, and that the effects vanish if RDN notation was used over a
longer period of time. Still, we note that the positive effect on subdomain posing
URLs already warrants a discussion about the benefits of using RDN in general, as
the category was detected with the lowest accuracy in the previous study, and is
potentially harder to detect using automated methods that rely on information in
certificates or TLD zones, due to the lack of information on subdomains in these
sources. This is also supported by the fact that http credentials seem to be far less
commonly used compared to subdomains (see Chapter , and their risk could be
reduced by, for example, not displaying them in the browser URL bar. RDN also
offers advantages over highlighting of, e.g., the registrable domain, as is done by
several popular browsers, as it is not dependent on the context (i.e., a URL in RDN
can be used in other contexts, for example shared via email), though the two methods
could also be combined to offer both of their benefits.

In all, we argue that, based on the results of the study presented in this chapter,
RDN notation could potentially decrease the risk of phishing attacks, in particular
when using subdomain posing. In contrast to URL pruning, it does not remove any
information from the URL, and resulted in faster responses overall compared to the
original notation. It does, however, require future work to confirm these findings in
a real-world setting and on a different set of URLs, in addition to the effort that
would be required to introduce the notation to replace the normal notation.
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Chapter

Anti-Phishing Design Interventions for
Email Clients

Up to this point, the focus of this thesis has been on URLs as an indicator for
phishing attacks. This chapter deviates from this trend, and introduces several
approaches that enable users to better detect and protect against phishing emails.
Even with a shift to different methods like SMS or voice-based phishing (also called
SMishing or Vishing), phishing emails are still a common delivery method: More
than 150 million emails with malicious attachments were reported by Kaspersky
in 2021 [Kas22], and emails were the second most common attack vector in data
breaches and incidents in 2021 according to Verizon [Ver23|. Detecting malicious
emails can also be relevant even with knowledge about phishing URLs, since it is
possible to directly attach potentially malicious content to emails without including
phishing URLs. Furthermore, phishing email detection aims to disrupt the phishing
kill chain during delivery of the phishing message, and thus focuses on the attack
delivery phase of the kill chain instead of the later user action. In other words, the
results presented in this chapter are orthogonal to the learning-games presented
in Chapter [6] which focus on education to prevent the user action, RDN notation
from Chapter [7], which also provides protection at the user action phase but does
not depend on education, as well as the automated detection approach presented in
Chapter which is applied in the preparation phase of an attack.

The approach to email detection analyzed in this chapter is about the User Interface
(UI) of email clients, where we evaluate, whether the UI can be altered to help users
detect phishing emails. In the following, we first describe the new Uls, before
presenting the setup and results of a user study comparing them, followed by a
discussion of the findings of this chapter.

Contributions: The main contribution of this chapter is the design and evaluation
of a user study to research the effect of different email client Ul designs on email
classification accuracy. These design interventions aim to raise awareness and focus
the attention of users on relevant information in real-world situations, thus potentially
nudging users towards more secure behavior without the time and resource investment
that is required for active education. The email client Uls compared in this study
extend previous work by their focus on different aspects of email sender identities
and how the conversation history and security mechanisms of a given email are

113



8. Anti-Phishing Design Interventions for Email Clients

tied to these identities. The presented study furthermore includes clearly defined
categories of phishing and benign emails, that correspond to different scenarios and
give additional insights into the victim’s behavior in spear phishing attacks and other
real-world situations. The design of email clients and the creation of example emails
were supported by the student assistants Luisa Lux and Tilbe Ugurel. The results of
this chapter are new contributions of this thesis and currently unpublished.

8.1. Email Uls

When end-users interact with emails in their daily life, they typically do so via a
specific UL, like a web or desktop email client (e.g., ThunderbirdED. These clients offer
advantages over interacting with the email in a purely textual form, such as rendering
HTML content and the extraction of relevant information from the email headers.
However this ease of use comes at the price of removing some of the information
contained in a typical email from the UI (e.g., ‘received:’ and other headers). As
noted in the preliminaries (see Chapter [2), emails have several sender identities, that
are not necessarily aligned, and can differ even in the claimed sending domain. If
these identities differ, and only a fake identity is presented to the user, this opens
an opportunity for attackers to spoof the sender, thus potentially increasing their
chance of success in a phishing attack.

In this section, we present four different Uls that extract or highlight different
information from the email header or from previous emails, thus extending the
information that is typically presented by common email clients, with the aim of
comparing them in a user study. The compared Uls are based on the original
Thunderbird UI, and consist of a plain Ul, history Ul, highlighting Ul and spoofing
UL

The proposed Uls are based on the Thunderbird email client for desktop PCs.
We found, that the information shown in this Ul is similar to that of other popular
desktop and web email client (i.e., Outloo Gmaiﬁ Apple Mai Yahoo! Mai]ﬁ),
which also show the message From: identity, sometimes reducing it to the display
name for known contacts. We discuss the decision to use the Thunderbird desktop
UI as basis for the study in Section below.

8.1.1. Plain

We use the Thunderbird UI as starting point for the UI generation, which is used
without modifications for the first UI, which we call the plain UI for simplicity. It
serves as a baseline and is meant to represent a typical Ul in the way it is presented
to users of desktop PCs nowadays. As such, it focuses on presenting information
about sender and email content, but does not show additional security indicators.
An example email using the first Ul is depicted in Figure As can be seen,
the default Thunderbird UI includes information on the sender (as determined by

"https://www.thunderbird.net/| online, accessed 2023-02-13
*https://www.litmus.com/email-client-market-share/|online, accessed 2023-02-13
3https://outlook.live.com/owa/| online, accessed 2023-02-13
“https://workspace.google.com/products/gmail/, online, accessed 2023-02-13
Shttps://support.apple.com/guide/mail/welcome/mac online, accessed 2023-02-13
https://mail.yahoo.com/| online, accessed 2023-02-13
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Figure 8.1.: Relevant part of the plain email Ul
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7 Uber 5 Emails von dieser Adresse empfangen
Uber 5 Emails an diese Domain gesendet

Figure 8.2.: Relevant part of the history email Ul

the message From: header), and the receiver, and also displays information on
attachments (name and size), and the target of a link upon hovering over it. It
additionally includes a blue star for contacts that are part of the user’s address book,
however we did not make use of this feature for the current study (i.e., no contacts
had the blue star in the plain UI) to have a better comparison to the second Ul
which focuses on the relationship to the sender. Nor did we include indicators of
PGP or S/MIME encrypted or signed messages, which is indicated by a letter icon
in Thunderbird, as this information is the focus of the fourth UL

8.1.2. History

The second UlI, called history Ul enhances the plain Ul by adding an additional
information box (see Figure [8.2). It shows, how many emails were received from the
sender of the currently displayed email in the past, thus highlighting whether the
receiver interacted with the sender in the past. Additionally, the second line includes
information about how many emails the receiver has sent to the sender’s domain
in the past. The second line was included to combine information on whether the
recipient has ever communicated with the sender in the past (one-way or two-way
conversation), as well as to add details on the sender domain, not only the address.
The Ul is thereby focused on the relation between the receiver and the sender, in
particular with regards to their correspondence history. The newly added information
box does not conceal any existing information, thus purely adding content to the UL
The design is meant to offer information without forcing an opinion, and therefore
refrains from using strong signaling colors (e.g., green if address is known). This is
also the case for all other proposed Uls. It does, however, show a star symbol if emails
have been received from this address previously, similar to the star in Thunderbird
that marks previous correspondents, while a not available symbol (@) is shown if no
emails have been received previously.

Since we did not implement the UI in practice, the design does not specify which
sender identity should be used when compiling the history. However, we assumed
for the study that the message From: header is utilized, and include a category of
phishing emails where the sender identity is benign (e.g., due to account compromise),
thus also testing the scenario where an attacker was able to spoof the message From:
header (see Section for details).

8.1.3. Highlighting

The third U, called highlighting Ul, also adds one feature compared to the plain Ul,
in that it highlights the RD of the sending domain of the message From: header. As
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Von Max Mustermann <max.mustermann@beispiel.de> 4 Antworten % Allen antworten v | - Weiterleiten Mehrv
Betreff Beispiel Email 15.06.22, 11:54
An erika.musterfrau@beispiel.de ¢

Figure 8.3.: Relevant part of the sender highlighting email Ul.

Von Max Mustermann <max.mustermanr de> © Antworten % Allen antworten v | - Weiterleiten  Mehrv

Betreff Belsplel Emall ¢ Email Adresse validiert (SMIME) LGP, A
An erika.musterfrau@beispiel.de 7

Figure 8.4.: Relevant part of the spoofing email Ul

can be seen in Figure this is achieved by changing the font color and spacing
in the sender display. We decided to increase the space between the characters
of the highlighted RD as it has been previously proposed, that this modification
improves typosquatting detection by increasing the readability of separate letters
(see [Vol+17]). The sender domain with highlighting replaces the sender domain
without highlighting in the From field in the UI (Von: in Figure , thus not adding
superfluous content in the form of two senders. Again, we assume that the message
From: header is used for this U, as is the case in the plain UI, resulting in the
highlight as the only difference. Note, that this UI does not include any positive or
negative indications about the sender legitimacy, and is only used to highlight the
RD to make users focus on this information.

8.1.4. Spoofing

Finally, the fourth Ul, called spoofing U, is the only UI that includes information
from the envelope. Similar to the highlighting UI, it highlights information in the
address, however this time, the highlight includes all information that was verified
using an email security mechanism, instead of only the RD of the sending domain. As
some mechanisms (e.g., PGP, S/MIME) cover the whole email address, it is possible
that the complete address is highlighted.

Similar to the history UI, the spoofing Ul also adds an additional information box
to the plain UT (see Figure . Situated in the same position as the previous history
feature, it displays information on the sender identity, as well as identity verification
results of the current email. In this scenario, we assume that the receiving mail server
adds the outcomes of all verification methods it performs to the email message (e.g.,
using an ‘Authentication-Results’ header), such that the outcomes are available
to the email client. Based on the outcome of the verification methods, the UI adds
different highlights based on the following decision process (see Figure for an
overview of the process): First, if none of the verification methods are successful,
e.g., when none of the methods is available or the email was not actually sent by
the claimed sender, the color of the sender domain is changed to gray, and the
information box states, that verification was not possible and, if applicable, which
domain was actually used in the envelope From. If, on the other hand, at least one
verification method was successful, we differentiate three additional cases: (1) the
whole address in the message From: header could be verified, (2) only the domain of
the message From: header could be verified, or (3) none of the verified information
matches email address or domain in the message From: header. The first case, which
for example occurs when the whole address was verified using S/MIME, results in
a blue border for the information box and a blue highlight of the sender address
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Figure 8.5.: Flow chart of the decision process for the spoofing Ul

(depicted in Figure . Similarly, the second case, which might for example be
the result of a successful SPF or DKIM verification, results in a blue border for the
information box but only highlights the domain of the sender address. The third
case, on the other hand, again changes the color of box and sender domain to gray,
and the information box states, that verification was not possible and which domain
was actually used and verified in the envelope From. The box therefore incorporates
the envelope identity if it was used for verification or the information differs from
the claimed sender.

As we again did not implement the UI, we tested for several combinations of
potential verification outcomes, including perfectly benign headers in phishing emails
(e.g., due to account compromise), but also the case that the message From: was
spoofed but mechanisms such as SPF, DKIM, or DMARC returned failures for
the verification (see Section for details). Note, that some of the verification
methods cannot generally be performed by the user or email client, thus requiring
the cooperation of the receiving MTA for this UI to be used in practice, for example
by providing results via the ‘Authentication-Results’ header (e.g., SPF, DMARC
require information about the sending MTA, and DKIM verification might no longer
be possible if the public key of the sending server was changed after the email was
sent).

8.2. User Study Setup

Having created the Ul prototypes, this section explains the setup of the user study
we conducted to compare them.
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8.2.1. Research Objectives

The main research objective is evaluating, whether existing Uls, that offer the
information of the plain UI, can be improved, such that the detection of phishing
emails becomes easier without offering unnecessary information to the user.

We therefore defined the following research questions:

e« RQ-1: Are there differences in email classification performance between the
four Uls?

— RQ-1-a: Are there differences in the time taken to classify emails between
the Uls?

— RQ-1-b: Are there differences in classification performance between differ-
ent categories of phishing and benign emails?

e RQ-2: Does the level of familiarity with the services used in the emails have
an effect on classification performance?

¢ RQ-3: Does the feedback on the Uls by the participants reveal preferences?

o RQ-4: Are there differences between the two user groups (i.e., CS students
compared to a sample with more representative demographics)?

The first research question is directly related to the main research objective, with
a focus on time taken to classify in RQ-1-a. RQ-1-b, on the other hand, is meant to
verify that it makes sense to differentiate between the selected email categories, and
can give insights on the detection difficulty of different phishing attack scenarios,
and how they differ between the Uls. With the second question, we aim to verify
whether we have to differentiate between levels of familiarity in the tests, and whether
the differences we observed for phishing URLs in previous studies (e.g., the URL
categories study, URL notation study) are present for emails and this study setup
as well. Next, we compare the outcomes of the feedback that participants gave
after the classification task in the third research question. Finally, we also compare
two different user groups, as the study was first tested with Computer Science (CS)
students before being repeated with a more representative sample. This makes
it possible to study differences between users with and without a background in
CS regarding classification performance, as well as the perceived usefulness of the
proposed Uls.

8.2.2. Process and Material

The study consists of an online survey, which we created using the LIME survey
software. Participants were directed to the survey via a link, and could work on the
survey in their own pace without any supervision.

The survey consists of:

e A general introduction, where the scenario of the study is introduced, to-
gether with a short introduction to email identities and phishing attacks (see

Figure in Appendix [A.5)).
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e The main part, where the four Uls are compared in a classification test. Here,
Uls are first introduced (see Figure in Appendix for an example),
followed by a classification task where users select either phishing or legitimate
for the shown emails (see Figure in Appendix for an example). The
emails were included as screenshots, together with a short explanation of the
context the email was received in (e.g., explaining that the receiver of the
email uses the service that is targeted in the email, to provide context that
would otherwise be lacking for a classification task). In all, the test contains
30 emails: 6 for UI1, 8 for UI2, 8 for UI3 and 8 for UI4 (see Section for
details on the emails used in the test). The categories were always balanced
(same amount of phishing and benign). The Uls were included in the study
in the order they were presented above (plain, history, highlighting, spoofing),
the order of emails per Ul was randomized per participant.

e A survey that asks the participants for their opinion on the Uls. Questions
were focused on the perceived usefulness in detecting phishing and benign
emails, inclusion of unnecessary or exclusion of essential information, whether
the information was understandable, as well as whether the participants could
imagine using the Uls in their day-to-day email interactions (see Table in
Appendix for the exact questions). It was included to collect the subjective
impressions of participants on the usefulness and usability of the Uls, and
compare it to the outcomes of the classification task. The answer options for
each question were presented as a 6-point Likert scale ranging from 1 - “do not
agree at all” to 6 - “agree completely”.

e A familiarity of service questionnaire, which is similar to previous studies in
that it asks users whether they use, know or do not know the services presented
in the email classification test.

e A question about previous knowledge in IT-security, included to report on
potential bias.

o A conclusion, with feedback (number of correctly classified phishing and benign
emails) and additional information for interested participants to learn about
phishing attacks, followed by an option to provide anonymous feedback.

After completing the survey, the participants were presented with a method to
reach out to the study supervisors in case of questions or concerns, in addition to
the anonymous feedback option.

As noted previously, our institution does not offer ethical reviews for general
studies. In order to ensure high ethical standards, we therefore made sure to follow
the setup of previous studies, offered participants additional information in case they
were unsure about their online behavior after the study, and did not collect personal
information.

8.2.3. Scenario

The study defines a scenario, that was used in the classification task to present
additional context. Participants of the study were asked to act as if they were
“Camila Antolin”, a fictional character working at “Good Corp”. In this way, we
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were able to integrate a specific corporate setting into the study without having to
pre-screen participants or personalize the questionnaire. This makes it possible to
analyze the response of participants to several categories of phishing emails that are
more commonly encountered in a corporate setting, including spear phishing and
lateral phishing. To this end, the fictional character Camila was shortly introduced to
participants before the start of the study, which included information about the email
domain of her company (good-corp.com, with Camila’s address being antolin@good-
corp.com) from which all work-related emails were expected, according to the setting
(see Figure in Appendix . Participants were also told to expect both
work-related and private emails on her email account.

The introduction also includes a definition of phishing attacks, together with a
short overview on email security and sender identities. While the different sender
identities of an email might not be common knowledge, the distinction was required
to understand the spoofing Ul, which incorporates information from message and
envelope identities. As such, we decided to include it in the beginning, with the aim
of avoiding biases when participants only learn about these identities for the last UI,
thus potentially changing their detection approach due to the new information.

8.2.4. Emails and Email Categories

The main metric to compare the Uls is the classification performance of the par-
ticipants in the email classification test. The selection of emails is therefore an
important task, and has to ensure that the differences between the Uls are as small
as possible, without repeating any emails or providing information that could lead
to a learning bias. We therefore set out to define different categories of phishing and
benign emails that were meant to have little variance in classification difficulty per
category, but define different scenarios that might lead to a high variance between
different categories - similar to the URL categories in Chapter

Email Categories

We first define three different categories each for benign and phishing emails meant
to cover a large amount of possible scenarios.

For benign emails, we differentiate the categories: (b-1) subscription services (e.g.,
emails from services such as PayPal, or Spotify), (b-2) fictional smaller services (e.g.,
a lesser known online shop), (b-3) company email (e.g., an invitation to a meeting by
a colleague). We included (b-1) as we assume it to be a common kind of email that
private users encounter in their day-to-day lives, and in particular the most likely
target of mass-phishing attacks. The senders of emails in this category are popular
legitimate services and all included URLs and email header information is benign
and without ambiguities (i.e., the RD of included links and the sending domain
match the service’s RD). Category (b-2) was included to test how users deal when
confronted with benign services that have misaligned or unexpected information in
the headers (e.g., using an email sending service, meant to test how users interpret
information on the proposed Uls that marks benign emails as suspicious). For emails
in this category, the RD of an included URL or the sender address does not match
the RD of the service (e.g., by using amazonses.com or similar), which might for
example be the case for emails from smaller businesses. The last benign category,
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(b-3), was included to provide a benign counterpart to the phishing emails that only
make sense in the company setting. Emails from this category were sent from the
company domain good-corp.com, and all links in the emails are benign.

For phishing emails we similarly differentiate (p-1) mass phishing, (p-2) spear
phishing, and (p-3) lateral phishing. The mass phishing emails of (p-1) target
known services and exhibit typical indicators of phishing emails, such as generic
greetings, or email addresses with obvious modifications (e.g., only the display name
is related to the targeted service). In comparison, emails from category (p-2) are
customized and targeted and do not include obvious indicators, however while the
sender email addresses do include references to the target, they still include modified
RDs which can be detected by users (e.g., using a gmail.com RD for company
email). For (p-3), we assume a compromised account, such that all email headers are
legitimate and match the message From: address, and the email address is that of a
legitimate colleague. We also added a fourth phishing category that only appears
in the spoofing Ul, where the correct domain is displayed for the sender but the Ul
indicates an attack where the envelope From differs from the message From: header.
We include the categories (p-2) and (p-3), because targeted attacks have become
more common, as has lateral phishing, both of which can be evaluated using these
categories. Furthermore, the fourth category for the spoofing Ul was included to see,
if the participants actually look at the information in the UI to make decisions (i.e.
in order to compare performances of category (p-4) to those of category (p-3)). Note,
that all phishing emails always include a clue that they are malicious, either in the
email address or an included URL. Emails of categories (p-3) and (p-4) therefore
include malicious links, as it would otherwise be impossible or ambiguous whether
the emails are malicious.

Email Creation

Having defined the different categories, we created the 30 emails for the classification
test as follows: The goal was to find emails that represent the categories well and
do not include any identifiable information. The emails for the classification test
should also include a link or an attachment, with a request to perform some action
(i.e., a reason to click on the link, or open the attachment). Furthermore, emails
in the same category should be of similar complexity, i.e., they should result in
similar accuracies when included in the classification test. We therefore started by
collecting emails to be used in the survey from three main sources: the inboxes
of the author and colleagues, spear phishing email collections on the Internetm, as
well as the Enronﬁ dataset for benign emails. In detail, the benign and phishing
emails collected from the inboxes of the author and colleagues were curated and used
mainly for categories (b-1), (b-2), (b-3), and (p-1). We randomly sampled the emails
from the Enron dataset and added several emails with a link and request to perform
an action to the corpus for category (b-3). The spear phishing emails were mainly
used in categories (p-2), after changing the context to fit the scenario of the study,
but also for inspiration in creating emails for (p-3), as the content of the emails is
similar for both categories. As such, emails for the categories (p-3) and (p-4) were
mainly created manually using spear phishing emails as basis, by changing header

"https://targetedemailattacks.tumblr.com/| online, accessed 2023-01-25
Shttps://pages.aueb.gr/users/ion/data/enron-spam/ online, accessed 2023-01-25
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information and context.

All emails were curated to replace the actual receiver with the fictional character
Camila Antolin, URLs and other personal information were replaced, and the target
company and sender of the emails were adjusted where it was necessary to fit the
scenario. We discuss potential shortcomings of this creation process in the discussion
in Section

In all, we created 24 benign emails (8 per category) and 27 phishing emails (8 per
category except (p-4)). To create screenshots of the emails making use of the different
Uls for the user study, we first created screenshots of the emails in the original
Thunderbird UI for the plain Ul, and then used image manipulation software to
create images of the newly proposed Uls. For the history Ul, we attempted to create
numbers of previous messages from the same sender that are realistic for the different
scenarios, resulting in at least 3 previous messages for (b-1), 1 for (b-2), at least 5
for (b-3), 0 for (p-1) and (p-2), and at least 5 for (p-3). In the spoofing UI, emails
from (b-1), (b-3), (p-2), and (p-3) were shown with successful verification results,
while the remaining categories were shown with unsuccessful results. Examples of
emails from all categories can be found in Appendix

8.2.5. Email Selection

In all, 30 emails were selected for the classification test, with 8 emails per Ul except
for the plain Ul with 6 emails.

The spoofing Ul includes emails from all seven categories, and two emails from
(b-1) to ensure the same number of benign and phishing emails. All other Uls were
shown with emails from all categories except (p-4), which was designed and only
makes sense for the spoofing UL. The newly proposed Uls each include two emails
for a given category: the highlighting UI contains two (p-1) and (b-1) emails, the
history two (p-3) and (b-3) emails. We chose to include 8 emails for all of the newly
proposed Uls such that all proposed Uls are shown with the same number of emails
overall. This also enables us to study the variance per category for the categories
where at least two emails were included for a given UI. The plain Ul only includes
one email per category, resulting in 6 emails overall. We discuss this decision in
Section

We selected the emails uniformly at random from the set of available emails by
numbering the emails per category, and for each Ul and category generating random
numbers to indicate which email to include. We generated random numbers per Ul
and category until we found the required amount of emails that were not previously
chosen for a different UI, thus ensuring that the emails per UI are distinct. In the
classification test, the order of Uls was fixed, and the same emails were shown per Ul
for every participant, but the order of emails per Ul was randomized per participant.

8.2.6. Participants

The study was performed in two phases with two different demographic groups.
For the first phase, CS students were invited to participate in the study via an
announcement in an online course room on computer networking. The invitation
email included a short summary of the setting and goal of the study, and a note on
the estimated completion time of roughly 30 minutes. The first phase was meant
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as a preliminary study to test, whether the questions and answer options were
comprehensible and unambiguous, or whether there were problems with the selected
emails or explanation texts. However, since we only changed minor details after this
phase, we still compare the results to that of the second phase, which was performed
by a more representative demographic. Note, that it is likely that the first phase
includes a selection bias of interested students, since we did not offer any rewards for
participation, and also had a high number of incomplete responses.

For the second phase, recruiting and handling of participants were performed via
Proliﬁ(ﬂ Similar to our previous study using this platform, we added a pre-screening
option to only include participants with fluency in the German language, as the
survey was completely in German. We further asked potential participants not to
take part in the survey if they were only interacting with emails on Apple devices,
as we previously found that the UT design is significantly different in this case (e.g.,
URLs are displayed differently when hovering over links). The participants were
again requested as a balanced sample based on gender. Participants were awarded 6
GBP for an estimated 45 minutes completion time, though the actual median time
taken was 28:29 minutes.

In all, 24 CS students completed the survey in the first phase, with an additional
50 participants in the second phase. For the first study, we collected demographics
in the questionnaire, as it was not provided via the platform as was the case for the
second phase. Of the CS students, the majority identified as male (83.33%), and
the remaining four either as female or chose not to answer. For the age distribution,
one participant was younger than 18 years, the majority (87.5%) between 18 and 24
years, and two participants between 25 and 34 years of age. For the self-reported
level of previous knowledge in computer science, the group tended towards the higher
levels, with four reporting average knowledge, nine high and eleven very high previous
knowledge.

As for the 50 participants in the second phase recruited via Prolific, we had an exact
split of 50% between participants identifying as male and female due to the requested
balanced sample. Here, the age distribution is more diverse, however the majority of
participants was still between 20 and 29 years of age (66%), but with a long tail of
up to 67 years, with 18% being 40 years or older. As for current occupations, 40%
were currently students, with 36% being full-time and 24% part-time employed. In
the self-reported previous knowledge on computer science, the answers were more
varied, as 8 participants selected low and 1 very low previous knowledge, 19 average,
15 high and 7 very high.

In this study, we did not reject any participants who completed the survey. While
there were several outliers in survey completion time, we found similar distributions for
the classification performances of faster and slower participants. Since we furthermore
argue, that the inclusion of less attentive participants can be a more accurate
representation of the real-world scenario, where judging an email’s authenticity is a
secondary task at best, we therefore included all complete responses. We discuss this
decision further in Section [8:4]

https://www.prolific.co/ online, accessed 2023-01-25
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Table 8.1.: Mean performance scores of the four Uls for different email categories.

Category Plain History Highlighting Spoofing

B-1 0.640 0.740 0.900 0.910
B-2 0.640 0.840 0.440 0.680
B-3 0.620 0.880 0.700 0.920
P-1 0.780 0.740 0.900 0.700
P-2 0.520 0.540 0.780 0.440
P-3 0.100 0.120 0.100 0.040
P-4 na. na. na. 0.340
Overall 0.550 0.608 0.703 0.618

8.3. User Study Results

In the following, we again use statistical testing to answer the research questions
of this chapter (see Section . As before, we compute performance scores as
relative scores, measured in an interval scale, and use a significance level of o = .05.
The first four research questions are answered using responses from the second phase
of the study with the more representative sample.

Note, that we did not remove emails with unknown services from this study. While
we did find differences between levels of familiarity, and in particular unknown
services compared to the other levels, removing these emails from the study would
have greatly reduced the number of valid answers for the more complex analyses (e.g.,
by more than 50% for the comparison of Uls averaged over the email categories). We
discuss this decision in more detail in Section [8.4]

8.3.1. Comparison of the Uls

For the first research question, we are interested in general differences between the
four Uls (see Table in Appendix for an overview of all emails and their
mean performance scores). As can be seen in Table the overall scores of all three
proposed Uls are superior to the baseline plain Ul. However, while the history and
spoofing Ul performed well for benign categories, they lack behind the plain Ul in
the phishing categories, thus reducing their advantage overall (see Figure .
Since the distribution of categories was not equal for all Uls (e.g., the plain UI only
includes one (p-1) email, while the history Ul contains two, see Section , and
the differences between categories are significant, we compare the Uls in statistical
testing while averaging over the different categories. This is achieved via a factorial
repeated measures ANOVA, where the four Uls serve as the first factor, and the
categories as second factor. The Anova is significant for both factors, Uls (F'(3,147) =
3.581,p = .015,77}27 = .068) and categories, where Mauchly’s test of sphericity was
significant and degrees of freedom were corrected with e = .741 (F'(3.704, 181.478) =
57.233,p < .001,7)% = .539). Post-hoc tests using Holm’s correction only confirm
significant differences between the plain and history Uls (p = .023,d = .233) and
the pain and highlighting Uls (p = .036,d = .216), but not for the spoofing Ul
(p=.172,d = .162). Comparing any of the newly proposed Uls does not result in
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Figure 8.6.: Differences between the four Uls for the six common email categories in
the second phase (Prolific).

Table 8.2.: Mean and percentiles of time taken in seconds per Ul

Mean SD 25 percent 50 percent 75 percent
Plain 64.550 53.761 30.805 45.343 75.051
History 35.322  26.978 19.658 28.029 38.188
Sender Highlighting 32.264 20.658 18.206 23.456 36.150
Spoofing 23.949 14.505 15.923 19.304 30.389

significant differences (p = 1, M D < .028,d < .071). The post-hoc tests for categories
revealed significant differences only between (b-1) and (b-2) for the benign categories
(p = .027,d = .368), while all three phishing categories significantly differ from each
other (p < .001,d > .523).

Time Taken

Next, we take a look at the time taken to classify emails and differences between the
Uls. As can be seen in Table there is a clear trend where the time taken to classify
the emails decreased for later Uls. The most prominent differences are between the
first (plain) and second (history) UI, however the step from third (highlighting) to
fourth (spoofing) Ul is notable as well.

A repeated measures ANOVA with the timings as factor confirms, that there are
significant differences: eg = .441, F(1.324,64.864) = 22.599,p < .001,17;2) = .316.
Post-hoc tests confirm significant differences between the baseline Ul and all of the
proposed Uls (p < .001,d > .896), but not among the proposed Uls (p > .097).

Extra Category in Spoofing Ul

Finally, we compare the category of phishing emails that was specifically added for
the spoofing UI, the only UI that differentiates message and envelope identities,
to categories p-2 and p-3. This comparison was added to determine, whether the
information of the Ul was used by participants in their classification decision, as
the corresponding email was based on category p-3, differing only in a warning
that the message sender could not be verified and that the envelope sender differed
(see Figure in Appendix . Descriptive statistics seem to indicate, that
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Table 8.3.: Differences between levels of familiarity in the second phase of the email
study

Familiarity N Mean SD

Unknown 29 0.434 0.405
Known 29 0.623 0.295
Used 29 0.652 0.153
Fictional 29 0.578 0.300
Company 29 0.672 0.193

(p-4) is comparable to (p-2), both of which were classified with a higher accuracy
than (p-3) (see Table[8.1]). A repeated-measures ANOVA confirms these differences
(eq¢ = .841, F'(1.682,82.439) = 14.814,p < .001,773 = .232), as post-hoc tests reveal
significant differences for categories (p-2) and (p-4) over (p-3) (p < .001,d > .721).

In all, it seems as though all newly proposed Uls offer an advantage over the
baseline in the overall comparison, however there seem to be trade-offs between
improving the detection of phishing or benign emails. The time taken to classify
emails decreased significantly after the plain UI, and while this trend held on for the
following Uls the differences were no longer significant.

8.3.2. Service Familiarity

Even though we decided against removing unknown services from this analysis, we
still report on the differences between different levels of familiarity for the second
research question. Since the scenario includes fictional entities, in the form of fictional
services in category (b-2), as well as emails from the fictional company “Good Corp”
in categories (b-3), (p-2), (p-3) and (p-4), which do not have an equivalent in the real
world that participants could be familiar with, we differentiate five different levels
of familiarity in this study: the familiar unknown, known, and used, as well as the
new fictional and company, representing the fictional services and corporate emails
respectively. Interestingly, it seems as though the performances for the fictional
services are comparable to the known or used services, not the unknown ones, as
might be expected (see Table which includes only the 29 participants who selected
at least one service for each level of familiarity).

A repeated-measures ANOVA comparing the five levels of familiarity (N = 29) is
significant: After adjusting degrees of freedom using Greenhouse-Geisser corrections
(e =.692), the ANOVA confirms differences between the levels (F(2.767,77.476) =
3.399, p = .025, 771% = .108). Post-hoc tests (Holm) are significant for the comparisons
of unknown to used (p = .031,d = .769), as well as unknown and company (p =
.015,d = .840). None of the other comparisons are significant (p > .086,d < .667), in
particular for comparisons that do not include the unknown level (p = 1,d < .335).
Note, that we did not compute results for the familiarity levels over different email
categories, as this would have removed too many valid entries to retain a sensible
comparison. As such, the results still include certain biases, as the fictional category
includes exactly the emails from category (b-2), while company includes all emails
from (b-3), and only few additional ones from (p-2), (p-3), and (p-4).
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Table 8.4.: Median agreement to feedback options for the four Uls

Plain History Highlighting Spoofing

Helps detecting phishing 2.0 5.0 4.0 5.0
Helps detecting benign 2.0 5.0 4.0 5.0
Includes unnecessary information 1.0 2.0 2.0 2.0
Missing information 4.0 2.0 3.0 2.0
Easy to understand 5.0 5.0 5.0 5.0
Would use Ul 3.5 5.0 4.0 5.0

8.3.3. Perceived Differences

For the third research question, we focus on the results of the comparison between
the four Uls as perceived by the participants of the study. In all, this questionnaire
includes six questions, regarding the perceived support of the Uls in discerning
phishing and benign emails, the amount of information present in the UI, and
whether this information is easy to understand, as well as a verdict on whether they
would use the UI for their emails (see Table in Appendix for the exact
questions). As previously noted, the answer options range from 1 - “do not agree
at all” to 6 - “agree completely”. We present the responses to the six questions
as a series of non-parametric Friedman’s tests, and report the results of significant
Conover’s post-hoc tests using Holm’s corrections for more details (see Table for
median and mean responses).

The first question asked participants whether they found that the given Ul simplifies
the detection of phishing emails. The Friedman’s test for this comparison is significant
with x2(3) = 81.916,p < .001, W = .546. Post-hoc tests indicate, that participants
preferred the history and spoofing Uls equally, followed by highlighting, with the
baseline being the least popular choice with a significant margin.

The results for the corresponding question about legitimate emails are almost
identical (x?(3) = 79.272,p < .001, W = .528), with the same significant differences
between Uls (history and spoofing similar and preferred to highlighting, which is still
preferred to the plain UT).

The third questions asked the participants on their opinion regarding the inclusion
of unnecessary information in the Uls. Here, the results are reversed from the
previous two questions: Friedman’s test indicate significant differences, but with
lower agreement between participants x?(3) = 13.009, p = .005, W = .0.087. Post-hoc
tests confirm differences between the baseline and all three proposed Uls, with the
new Uls being more likely to include information perceived as superfluous. There
are no significant differences between the proposed Uls.

The next question, about whether vital information is missing in the Uls, again
favors the newly proposed Uls. Here, Friedman’s test is again significant with
x2(3) = 56.582,p < .001, W = .377, and post-hoc comparisons are similar to the first
two questions, where all new Uls are preferred to the baseline, with the history’ and
spoofing Uls slightly outperforming the highlighting UI.

When asked whether the information in the Uls is easy to understand, the responses
did not differ significantly according to the test (x?(3) = 2.849,p = .415, W = .019).
Note, that the responses in this case were generally favorable for all Uls, with means
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Figure 8.7.: Differences between the four Uls for the six common email categories
for CS students.

between 4.94 and 5.02, indicating agreement with the statement.

Finally, for the verdict on whether participants would use the Ul in practice,
the differences are again significant (x?(3) = 46.707,p < .001,W = .311), and
participants preferred the history and spoofing Uls over the alternatives.

In all, participants seemed to overall prefer the history and spoofing Uls, as they
were generally rated higher in comparisons regarding useful information, detection
capabilities, and the final decision on whether they would use it for their emails.

8.3.4. Comparison to First Phase

While we do not go into too much detail on the first phase of the study due to
the bias in demographics, we do note a number of interesting differences between
the CS students and the sample provided via prolific. First, the CS students were,
unsurprisingly, generally better at the classification task (see Figure . While there
are still trends visible for differences between the Uls, they are not as pronounced as
in the second phase of the study. In particular, the CS students achieved very high
scores for almost all categories, with the notable exception of category (p-3). The
higher variance and slightly lower performance in categories (b-2) and (p-2) might be
due to missing explanation texts, which were only added after the preliminary study.

As for the perceived differences between the Uls, the results for the CS students was
very similar for the questions concerning support in classifying legitimate and phishing
emails, whether the information presented in the Uls were easy to understand, and
the final verdict, where they clearly preferred the spoofing UI. Differences occurred
for the question regarding unnecessary information, where the CS students preferred
the baseline and spoofing Ul over the highlighting and history Uls, with similar but
reversed results for the exclusion of important information.

In all, the CS students had higher classification performances overall, though they
still seemed to struggle with emails from the compromised category. While they
agreed with the participants of the second phase on which Uls were helpful in the
categorization task, they disagreed on the usefulness of the information presented in
the highlighting and history Uls.
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8.4. Discussion

This chapter presented and evaluation of the approach to utilize design interventions
to support users in detecting phishing emails. A user study was performed, where the
usage of different Uls for email clients had an effect on classification performances,
with the proposed Uls generally leading to higher overall scores. In the following,
we discuss limitations of the user study, followed by an interpretation of the results’
impacts.

8.4.1. Limitations

The emails that were used in the email classification task of the user study presented
in this chapter were selected according to two main objectives: enabling a fair
comparison, and minimizing the amount of emails required, as we found that the
classification task takes far more time than the URL classification tasks performed
in previous chapters. While we attempted to create categories of emails that had
similar properties and content, it is likely that there were still differences for different
emails in the same category that have an unforeseen influence on how easy it is for
users to classify them correctly. Together with the fact, that only few emails were
shown per category, and the emails were not randomized between participants, i.e.,
for each UI, each participant was shown the same emails, it is possible that the
comparison of Uls is biased due to individual differences of emails in a category. For
example, previous studies that have attempted to categorize phishing emails based
on psychological cues have found some differences that might have influenced the
participants of this study differently [Oli+17]. To obtain an intuition on differences
for emails of the same category, we compared the mean performances for the emails
of the same category and the same UI (e.g., the two emails of category (b-3) in
the history UI, see Section for details), and found that mean differences were
at most .12, which does imply some variation but less than the variation between
categories. As such, while we argue that the persistently higher scores of the history
and spoofing Uls for benign categories and the highlighting UI for phishing URLs are
unlikely due to chance, the findings of this study should be replicated in the future
with a different set of emails or a different distribution of emails to Uls.

Furthermore, the number of emails shown per Ul differed, with the plain Ul
including fewer emails than the other Uls. While we attempted to minimize the
required amount of emails overall, including two additional emails in the plain UI,
that could also be used to test for variance in the remaining two categories (b-2) and
(p-2), might have been a better decision in hindsight.

The order of Uls was also fixed without randomization between participants, which
might have facilitated a learning bias affecting the UI comparison. This particular
order was chosen to minimize the potential effect of such a learning bias, as additional
information, which could have been interpreted as hints on which parts of the email
are important, were introduced in an order that extends the previous Uls. On the
other hand, the study required concentrating on the email classification task for
roughly 40 minutes, which might have led to some fatigue in the later Uls. This
might also explain the lower times taken to classify emails in later Uls.

We furthermore note, that the sample again consisted of only 50 participants for
the second phase, and 24 CS students in the first phase. We also excluded Apple users
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from the participants, since the Ul on their devices is often significantly different
(e.g., differences when hovering over a link). While the evaluation using repeated
measures can have statistical power for smaller numbers of participants, a more
representative and larger sample might offer additional insights or support of the
study outcomes.

As for the decision to include all participants, even those with very short completion
times, we argue that inclusion of somewhat inattentive participants might actually
be more realistic than only including highly attentive users. The reason for this is,
that security is often viewed as a second priority in real-world tasks, and it has been
previously argued that including less attentive users in email phishing studies is more
realistic and might therefore better reflect the real world [Mat+21].

Evaluating the perceived differences between the four Uls, it is likely that the
responses include at least a certain amount of novelty bias, favoring the newly
presented Uls. Interestingly, this would not explain differences between the newly
presented Uls, in particular the preference of the history and spoofing Uls over the
highlighting UI. As such, we argue that the effect of this bias might be relatively
small, but still recommend more thorough usability analyses in the future if the Uls
were to be implemented in practice.

Different to the studies presented in previous chapters, we did not take familiarity
of services into account in this study. While we found, that emails including unknown
services were classified less accurately in this study as well, we found that removing
unknown services would have reduced the number of valid samples, and thus the
predictive power and validity of the tests significantly. Still, the added context due
to the scenario and explanation texts for each email might have lessened this effect
somewhat. We further note, that the trends we found in the Ul comparison still
remained when removing unknown services.

In addition, we decided to base the Uls presented in this study on the Thunderbird
email client for desktop PCs, which might limit how the results transfer to other email
clients. While a look at the Uls of other popular desktop, web, and mobile email
clients indicates, that they currently show similar information concerning sender
identities (i.e., based on the message From: header, without further highlighting
of the email address), general differences in design might lead to a different focus
that might in turn influence the classification accuracy. In particular, most email
clients (e.g., Outlook, Gmail, Apple Mail, and Yahoo Mail) offer the functionality to
only show the display name (instead of an email address) for known contacts, which
differs from the setup in our study where the plain Ul always displays the sender’s
email address. While we argue, that this change is unlikely to have had a large effect
on classification performance, a similar design might be analyzed in more detail in
the future. Note, that link hovering does not work on mobile devices, which might
make the emails in category (p-3) more complicated to detect for users of mobile
devices. In all, while we argue that the results of this study are likely transferable to
other Uls that do not particularly highlight sender identities, and are thus similar to
the Thunderbird Ul, different Uls as basis might be evaluated in the future.

Finally, we note that none of the Uls have been implemented and evaluated in real-
world settings, which is also a potential direction for future research. An evaluation
in a more realistic setting might, for example, consist of a simulated phishing attack,
where participants are required to demonstrate awareness in addition to the knowledge
required to detect phishing emails. Such a study might also reveal the potential
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effect of any novelty biases which occurred in our study, or warning fatigue where
users no longer pay attention to highlighted information when they are presented
with the proposed Uls in their daily lives over a longer period of time.

8.4.2. Impacts

In this chapter, we found that changing the Ul of email clients can have a significant
effect on email classification performance. While all of the proposed Uls, which
highlight different information about the sender and sending domain, led to improve-
ments over the baseline overall, we found differences between benign and phishing
emails.

In particular, the performance in the study suggests, that the highlighting UI
was best suited to improve phishing detection, while the history and spoofing Uls
improved performances for benign emails. It is possible, that the reason for this
difference is the reliance of participants on positive and negative indicators in the Uls.
For example, the history and spoofing Uls both contain indicators, whether emails
have been received from the sender before and whether the security mechanisms
of the email are aligned, that might be interpreted as a decision on the validity
of the email. If users ignore other indicators of the email and base their decision
only on these indicators, this might explain how benign emails were classified with
higher accuracy, while emails from the phishing categories that made use of targeted
attacks or compromised accounts, resulting in legitimate indicators in the proposed
Uls, would be classified with less precision. Since the highlighting UI does not have
positive or negative indicators, participants had to rely on their own decisions on
whether the emails were legitimate, thus resulting in the observed performances.
Analyzing this effect more thoroughly in the future could result in design decisions
for security indicators in emails in general. We note, however, that the decrease in
time taken to classify emails after the baseline Ul seems to indicate, that users did
indeed focus on only specific parts of the emails for the proposed Uls.

Interestingly, the participants of both studies preferred the spoofing and history
Uls to the highlighting UI for detecting both phishing and legitimate emails, as
is indicated by their feedback in RQ-3. This perception stands in opposition to
the results of the classification task, in particular for phishing emails, where the
highlighting UI resulted in higher accuracies. The results of the perceived differences
therefore seem to support the finding, that participants prefer Uls that can be
interpreted as offering a binary decision about the validity of an email, thus indicating
that choosing a neutral design might lead to improved detection capabilities for
well-crafted phishing emails, where opinionated Uls would indicate a benign email.
Whether a neutral design indeed reduces a false sense of security and whether it
is possible to highlight additional information without introducing a bias in users’
decisions could be interesting questions for future work.

Still, even though the performances improved, they were still far from sufficient
to protect against some of the proposed attacks in practice, in particular emails
in categories (p-3) and (p-2). Here, the Uls proposed in this chapter all focus on
sender information, which makes it possible to combine them with other proposed
methods. In particular, it has been previously shown that highlighting information
on links in emails can have a positive effect on classification performance [Vol+417].
Other approaches, like email address separation [4], automated malware detection, or
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no-attachment policies could therefore be combined to offer a more holistic protection
against several categories of attacks, with different traits. These might also offer
some protection against attacks where the email does not contain any decisive clues
on its legitimacy, for example compromised accounts being used to spread malware
via attachments or legitimate file-sharing platforms. Future work might include
studies with simulated phishing attacks, where these combinations are covered in
more detail.

Interestingly, there were differences to a previous study on the effect of sender
highlighting on phishing detection. Nicholson et al. found much larger mean
differences when introducing sender highlighting (similar to the highlighting UT) for
phishing emails [NCB17|. It is possible, that the additional information highlighted
in their design was essential (i.e., date and display name), however we argue that this
is unlikely as this information is often easy to manipulate by attackers and therefore
does not offer robust indicators for the phishing classification task. It is therefore
likely, that the difference stems from a different study setup, sample populations, or
differences in the chosen emails and email categories. In particular, the introduction
in our study included an explanation of email sender identities to avoid learning bias
that might have occurred if this information was only included later for a specific UI.
This might have led participants to be more aware of the sender and thus resulted in
better classification performances overall compared to the study by Nicholson et al.
It might be possible to remove or shorten the introduction when repeating the study
in the future, thus introducing less focus on sender identities.

As for different categories of benign and phishing emails, our study included
examples corresponding to several situations, thus giving some insights into the
decision processes of potential victims in these situations. Here, we found that
the emails in category (p-3), that simulated a compromised account, were very
convincing, as their detection accuracy was below .120 for all Uls, even though they
always included a recognizably malicious URL as indicator. While the emails in the
spear phishing category (p-2) were detected with higher accuracy than (p-3), it still
signifies a significant threat, with accuracies between .440 and .780. These results
offer some evidence, how vulnerable users can be against spear phishing and lateral
phishing attacks if the attackers are able to craft a convincing context, for example
by employing Open Source INTelligence (OSINT) techniques to obtain additional
information on their targets. Recently, more targeted attacks, even combined with
artificial intelligence to, for example, create more plausible email have made spear
phishing more common, which in turn motivates better detection methods. The low
performances in our user study for targeted attacks, together with the prevalence of
social engineering in reported incidences (see |[Ver23|), therefore motivate the need to
research and implement effective protection techniques against phishing emails in the
future. We further note, that the clear differences between the categories, including
the benign categories, underlines the importance of including a diverse set of emails
in user studies when testing classification performance.

0see, e.g. https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Creatively-mal
icious-prompt-engineering.pdf online, accessed 2023-01-18
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Chapter

Analyzing Certificates of Phishing
Websites

URLSs and emails are not the only artifacts of phishing attacks that can be utilized for
phishing detection. The tendency of attackers to follow current trends to make their
websites more resistant against detection has led to an increase in the usage of https
for phishing websites, which also results in additional information that is available
for detection, for example in the form of TLS certificates. In this chapter and the
next, we take a closer look at these certificates of phishing websites. Certificates
could potentially be integrated into the defense against phishing in several ways,
including education (as the information in certificates might be less complex to parse
than URLs) and automated detection. In this chapter, we present an overview of
the information that is included in phishing and benign certificates, with a focus on
impersonation in different certificate fields. We therefore collected and analyzed both
phishing and benign certificates, and compared them based on general certificate
features, trying to uncover features for automated detection, but also to determine
whether certificates may be used for anti-phishing education.

Parts of this chapter were previously published in [3].

Contributions: The main contribution of this chapter is an analysis of the certifi-
cates of phishing websites, which was previously published and adapted from |[3].
The findings were partly reproduced on a larger dataset, which is a new contribution
of this thesis and currently unpublished.

0.1. Certificate Collection

This section describes the process and resulting datasets of our certificate collection
efforts in detail. The objective of the collection is to provide a dataset used to
determine, whether there are general differences between the certificates of phishing
and benign websites, as well as differences between the certificates of popular targets
and their corresponding phishing websites. To achieve these goals, we collected
certificate information from benign and phishing websites, extracted relevant features,
and compared them for phishing and benign certificates.
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0.1.1. Data Collection

For our analysis we retrieved 39478 benign and 9479 phishing certificates. In the
following, we first describe how we collected benign and phishing domains, followed
by an explanation of how we retrieved certificates from these domains. Note, that
the phishing URLs used to collect certificates in the first part of this chapter are only
a subset of the dataset presented in Chapter 4} as the collection was performed at an
earlier time. We extend the set by including all available certificates in Section

Data sources and preprocessing

In order to collect popular benign domains, we used the Alexa Top million list and
crawled the top 50,000 entries in January 2019. The Alexa list does not include
subdomains, which might result in differences between regularly browsing to a
website and our automated process, as some domains present different certificates
depending on the existence of subdomains. A prominent example for this is PayPal,
the most common target for phishing campaigns in our dataset. In this case, querying
‘paypal.com’ led to a certificate that differs from the one returned when querying
‘www.paypal.com’. In order to mirror the experience of users more closely, we
therefore applied a pre-processing step and queried all benign websites using curE] to
follow auto-redirects. We then used the resulting domain names for all further steps.

The phishing dataset was obtained from PhishTank, a website that collects phishing
websites collaboratively. Users can submit potential phishing websites and verify the
submissions of other collaborators, resulting in a peer-reviewed dataset of phishing
websites. However, this dataset is not completely free of false positives: We did
encounter several false positives when looking at specific certificates. We assume
that this is due to one of the following reasons:

e The websites has been cleared and phishing content removed, but is still shown
as “online and valid” by PhishTank.

o The websites were falsely flagged and the peer-reviewed verification was wrong.

Either way, these cases seem to be rare in comparison to the dataset of true phishing
websites (we found less than ten cases in our detailed analysis in Section [9.2.3)). We
queried the PhishTank database for online and valid (i.e., verified by other users)
phishing websites once daily over a period of 54 days between December 12, 2018
and February 1, 2019 (one day was missed due to technical problems). In this time,
we collected 31264 unique PhishTank entries.

Certificate Collection

We used the following process to retrieve certificates from benign and phishing
websites (see Figure : For phishing websites, since we do not want to download
certificates that have already been considered on a previous day, we merged the
new datasets with a list of previously visited websites. We thus reduced the queried
websites from several thousands to several hundred new phishing domains per day.
This is not necessary for the larger benign dataset, as these domains could be queried
all at once.

"https://curl.se/ online, accessed 2023-01-25
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Figure 9.1.: Certificate downloading process from phishing and benign websites.

After acquiring the websites to be queried, we started the crawling process using
OpenSSIEL OpenSSL is an open source toolkit for the TLS and SSL protocols. We
used the s_ client component of OpenSSL (version “OpenSSL 1.1.1a FIPS 20 Nov
2018”) to query websites and extract certificate informatiorﬂ As root certificates we
made use of the Mozilla CA Certificate Store, which is, among others, also used by
the Firefox browserﬂ We used s_ client to connect to the specified domains on port
443 and retrieve a certificate, if possible. Note, that we did not follow redirects at
this step, which might lead to differences between browsing to the website and using
the automated process, but lessens the potential effect of website cloaking. Website
cloaking (see Section is a method to evade detection by showing different
versions of a website depending on, e.g., the geolocation of the request. By requiring
only the lower level TLS connection for the certificate download we minimize the
effect of possible cloaking attempts. The certificates and additional information
about the connection were saved on success for further analysis.

All in all, we were able to obtain 25777 certificates from the 31264 phishing
domains. From these, we removed 11712 duplicate certificates with respect to
domain names in order to avoid polluting our dataset with several entries for a single
phishing campaign. To be precise, we created a database that only contains unique
domain names and for each domain name exactly one certificate. This resulted in
14065 certificates, but introduces a bias in our dataset, which now includes phishing
campaigns using different subdomains, but disregards campaigns using different URL
paths. Note, that removing duplicates on a domain name basis does not imply
that all of the remaining certificates are unique as well, as it is still possible that
several different domain names are included in the same certificate. Next, we also

’https://www.openssl.org/| online, accessed 2023-01-25

Shttps://www.openssl.org/docs/manl.1.1/man1/openssl-s_client.html| online, accessed
2019-02-24

‘https://www.mozilla.org/en-US/about/governance/policies/security-group/certs/
online, accessed 2023-01-25
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Figure 9.2.: Validity status of certificates from phishing and benign websites.

decided only to look at certificates that were valid (as recognized by OpenSSL),
since browsing to websites with invalid certificates generates a visible error in all
major browsers to warn users. An overview of the validity status of phishing and
benign certificates can be seen in Figure Name mismatch errors (the domain
name of the website does not match the subject CN or SAN of the certificate) were
the most common, followed by expired certificates (validity period is in the past)
and self-signed certificates. Overall, phishing websites were more likely to present
an invalid certificate than the popular benign websites. Our final dataset of valid
phishing certificates contains 9479 entries.

For benign websites, we removed 698 certificates with duplicate domain names
and 2842 invalid certificates and ended up with a dataset containing 39478 benign
certificates.

9.1.2. Analysis and Feature Extraction

The analysis started in a second pass, after all certificates were downloaded. Here,
we scanned all certificates, extracted features of interest (see Table[9.1]) and saved
them in a database. The features are divided into three groups:

e Subject Information: This group contains the subject Organization as well
as validity and EV information. These are usually easily available to users and
directly correspond to the websites a user might expect to be on.

o Issuance Information: This group contains the issuer and root CN, as well as
the validity period. These are features that go beyond subject information, but
are typically still easily available to users. We use the CN of the issuer rather
than the 0 information, as it is usually more detailed in our dataset.

e URL information: This group includes the subject CN and SAN, as well as the
domain name of the website from which the certificate was extracted. We
include this information to determine, whether looking at the certificate can
be more effective than looking at the URL of a phishing website.

We disregard other fields commonly found in certificates (see Section for
several reasons: Some fields are very similar (or the same) for all certificates issued
by the same issuer (e.g., signature algorithm, policies). Thus, they only differ for
certificates issued by different issuers, which is a distinction we already consider.
Other fields consist only of long strings of numbers, that would be impractical to deal
with in the context of user education and are unlikely to be usable in the context of
automated phishing detection as well (e.g., public key, serial number). Lastly, some
fields simply do not offer much variation at all (e.g., key usage, basic constraints).
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Table 9.1.: Selected certificate features

Field

Subject: CN
Organization

CA: Issuer CN
Root CN

Validity: Validity Period
isValid

Extensions: SAN
Extended Validation

0.2. Results of Feature Extraction and Certificate
Comparison

In the following, we present the results of the comparison of benign and phishing
certificates. We first define the research objectives for the evaluation of certificates,
followed by a comparison of benign and phishing certificates in general. We then
take a closer look at the differences between certificates of phishing websites and the
certificates of their targets.

9.2.1. Research Objectives

In this chapter, we evaluate the discriminatory power of certificate information when
it comes to distinguishing between phishing and benign websites. Specifically we
envision the following two scenarios:

1. In the first scenario, some agent (e.g., a user or automated classifier) has to
determine whether a given website is a phishing website or is a benign website
based solely on the content of the website’s certificate.

2. In the second scenario, an agent (e.g., a user) with some prior knowledge about
the benign website has to determine whether a given website is this benign
website or is a phishing website targeting the benign website.

Both scenarios assume that the agent has access to the information included in
certificates. Thus we investigate the following two research questions:

¢ RQ-1 Are there general differences between the certificates of phishing websites
compared to those of benign websites and if so which ones?

o RQ-2 Are there differences between the certificate of a phishing website and
the certificate of the corresponding targeted benign website and if so which
ones?

The first research question corresponds to the first scenario, which also includes
the detection of phishing websites based only on the information available in TLS
certificates, which we perform in the next chapter. Here, we are mainly interested
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in whether the features in a certificate apart from CN and SANs are likely to give
an advantage in classification performance. In the second research question, on the
other hand, we evaluate whether fields that can be chosen by the certificate subject
(e.g., 0, 0U, ...) apart from CN and SANs are abused by attackers to impersonate
their target.

9.2.2. General Information in Phishing and Benign Certificates

To address the first research question, we look at the distribution of features for
benign and phishing certificates in general and try to find out how well they separate
benign and phishing websites.

As described in Section some CAs offer different levels of validation. It stands
to reason, that the more complex types of validation, i.e., organization and extended
validation, make it harder for attackers to present a corresponding certificate. Still,
we found that 1444 certificates, about 15 % of all phishing certificates in our dataset,
included an Organization in their subject fields. We used the subject 0 field to
determine if a certificate is OV, assuming that CAs follow best practices and do not
include unverified information in the certificates they issue. For benign certificates,
13852 or about 35 % of websites had an Organization in their subject fields. We
assume that this difference is particularly pronounced for the higher ranks in the
Alexa list, as these companies, with high user counts, have more incentives to buy
organization validation or extended validation certificates. Taking this distribution
into account, organization validation is not a deciding factor for differentiating
phishing and benign websites, and would lead to many false positives if it were to be
used as such.

EV certificates on the other hand are a more interesting matter. To decide if a
certificate is EV, we used the subject business category field (OID: 2.5.4.15). This
field is a requirement for EV certificates |For18|, checking for it is therefore an over
approximation if we assume compliance to the requirements. We found, that this
approximation works quite well for otherwise valid certificates, as we did not find
any false classifications, even after working with and randomly sampling our dataset.
Using this method, we identified only 39 phishing websites, that is about 0.4 %, with
a valid EV certificate. These consist of compromised servers, as well as websites
that were abused to host malicious content (e.g., dropbox.com, jsfiddle.net,
medium.com), but also include several false positives (e.g., paypal-notice.com, a
website used by PayPal to inform about updates and API changes). As such, it seems
that extended validation was less likely to be available to phishing websites, even
though possible (social engineering) attacks to obtain malicious EV certificates have
previously been demonstrated (e.g., |Jac+07]). Still, it is likely more complicated
to correctly fake an existing organization, including business registration details,
as required for extended validation. On the other hand, only about 7% (2746) of
the benign websites used an extended validation certificate. Even among the top
ten ranks, none protected their homepage with an extended validation certificate.
This shows, that even though an EV certificate (if it is valid and has the correct
organization displayed) can be a good indicator that a website is legitimate, it does
not provide a robust method to detect phishing websites. We further found, that some
OV and EV certificates were used for phishing in connection with services that allow
users to host content on their platforms. This includes Tumblr, Dropbox, Heroku
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9.2. Results of Feature Extraction and Certificate Comparison

Table 9.2.: Percentages of benign and phishing certificates issued by the ten most
popular issuers of phishing certificates

Issuer CN Phishing Benign
Let’s Encrypt Authority X3 34.4% 17.4%
cPanel, Inc. Certification Authority 22.2% 1.6 %
RapidSSL TLS RSA CA G1 9.1% 0.2%
COMODO RSA Domain Validation Secure Server CA 53% 10.2%
COMODO ECC Domain Validation Secure Server CA 2 52% 18.2%
CloudFlare Inc ECC CA-2 50%  6.5%
DigiCert SHA2 Secure Server CA 34%  4.4%
Go Daddy Secure Certificate Authority - G2 2.9% 4.4%
Google Internet Authority G3 20%  0.5%
RapidSSL RSA CA 2018 1.4% 2.6 %

and Medium. The interesting part of this phenomenon is, that these organizations
have at least organization validated certificates. As such, a user that expects to
be on bankingsite.com might open the certificate, look at the Organization and
realize they are in fact on somehostingsite.com, which might awake suspicion.

The most common issuers for benign and phishing websites are shown in Table
Again, we did not find any distinct features for phishing: the 10 most popular issuers,
making up for 8 598(~ 90.7 %) of all phishing certificates, were also popular among
benign websites (26 046 certificates ~ 66 %). As such, issuer information alone is
not enough to separate benign from phishing domains. More detailed numbers for
common issuers for benign and phishing websites can be found in Tables and
in Appendix

Similar to the issuers, we also found only slight differences in other certificate
details. The validity period for benign websites was on average longer than that
of phishing websites (about 252 days for phishing and about 412 days for benign
websites). We assume this is mainly due to the distribution of issuers: phishing
websites more often used issuers with short validity periods like Let’s Encrypt (90
days on average for both phishing and benign) and cPanel(average validity period of
~ 93 days for phishing, ~ 98 days for benign).

All in all, we did not find simple indicators for whether a certificate originates from
a benign website or a phishing website. Attackers that set up their own websites have
restrictions similar to benign administrators, resulting in similar choices for issuers
and in similar certificates. Even though we found that phishing certificates often did
not include an organization in the respective field, we found that this is also the case
for many benign websites, even popular ones. The similarity in certificates was even
more prominent if a benign website was used to host an attacker’s content, which
can be the case for compromised websites or when using hosting services.

9.2.3. Popular Target Websites

Next, we attempt to answer research question RQ-2, i.e., the question whether the
certificates of phishing websites differ significantly when comparing them to their
target’s certificate. For this, we looked at the 15 most popular target websites of
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Table 9.3.: Certificate and URL similarities for popular phishing targets. False
positives we found were removed. Entries marked with an asterisk are
hosted on the target’s own infrastructure.

E;m of Similar Same Is- Similar Target Target
Target name Target RD hishine Organi- ’ Tss in URL matches
Psh & jation suer ssuer FQDN wildcard
websites
PayPal paypal.com 1169 0 1 24 84 12
Facebook facebook.com 571 0 4 221 32 31
Microsoft live.com 297 47* 0 58 10 9
ABSA Bank absa.co.za 214 0 0 0 5 0
RuneScape runescape.com 87 0 0 1 74 0
eBay ebay.com 67 0 1 0 5 0
MyEtherWallet myetherwallet.com 62 0 1 2 15 0
Blockchain blockchain.com 46 0 1 1 0 0
Allegro allegro.pl 44 0 0 0 35 0
Apple apple.com 42 0 0 2 8 3
Steam steampowered.com 39 0 0 0 6 0
Dropbox dropbox.com 37 1* 1* 0 2 1
Binance binance.com 34 0 0 0 3 1
Google google.com 33 1*a 1* 0 1 0
ASB Bank Limited asb.co.nz 29 0 0 0 4 0

“No text input, refers to different website

phishing attacks, as determined by the target labels provided by the PhishTank
community. These 15 targets correspond to 2,771 (84.61%) of 3,275 valid certificates
of phishing websites with a target label in our database. To extract the relevant
information from the certificates of these 15 targets, we manually visited the login
pages of the targets and downloaded the certificates presented at their login pages.
We then tried to find out if and how well the phishing attacks were able to mimic their
targets’ certificates by comparing the 15 target certificates with the 2,771 certificates
of phishing websites imitating these targets. The complete results can be found in
Table Note, that all entries greater than one indicate unique domain names,
that might still host several phishing websites on different URL paths.

First, we looked at target organizations, and whether the phishing certificates
included an organization field similar to the one included in the original certificate
(see Similar Organization in Table . To determine organization similarity, we used
the Python difflib.SequenceMatcher moduleﬂ which uses a variant of the gestalt
pattern matching algorithm by Ratcliff and Obershelp to compute the similarity
between two text strings. We manually verified all matches with a ratio of more than
0.3, which roughly corresponds to one third of the compared strings being identical.
This ratio was chosen through experimentation, as lower ratios resulted in large
numbers of false positives, i.e. matching strings that are not visually similar to each
other. We found no evidence of any phishing website obtaining a certificate with the
same or a visually similar organization name as the one in the target’s certificate
(even beyond the targets listed in Table . All entries in the table with a similar
organization were hosted on the target’s own infrastructure. For example, Microsoft
offers several cloud services (e.g., Azure, SharePoint and OneDrive), that allow users
to host content on domains owned by Microsoft. These domains are protected by
Microsoft’s own certificates and therefore match the target’s Organization. We

Shttps://docs.python.org/3/library/difflib.html| online, accessed 2023-01-25
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9.3. Reproducing the Results

discuss this type of attack in more detail later on in this section.

Next, we looked at issuers used in the phishing certificates and compared them to
the issuer used in the corresponding certificate of the target’s login page. The column
similar issuer lists the number of phishing websites that use the same CA organization
as issuer as the corresponding target’s certificate (e.g., DigiCert High Assurance is
similar to DigiCert Extended Validation). We found, that many popular targets had
few or no exact matches for the issuing CAs of phishing websites. Disregarding false
positives and misclassifications again, only seven targets’ issuers were replicated by
phishing websites, and these cases were very rare (only one case for six targets, four
for Facebook). Still, issuers seem to be a less precise metric than organizations as
described above. This is also supported by the fact that there were many phishing
websites with a similar issuer. It is also notable that among the 15 most popular
targets we analyzed in detail, 9 were using EV certificates for their login pages. These
require a thorough investigation of the entity requesting the certificate (see Section
2.6.1), making it less likely that organization information is spoofed.

As with organizations before, looking at the details for similar and identical issuers
reveals an interesting finding: Most of these entries came from websites that host
user content, protecting it with their own certificate. In many such cases, users might
still be able to recognize that they are not on the website they expect if they look
at organization information. However, this is not the case if an attacker targets the
service they are hosting their website on. We found this to be the case for Microsoft,
as well as Google and Dropbox. To prevent such attacks, user content could be
protected with a different certificate from the one used to login.

Lastly, we looked at URL similarities. We labeled a URL used by a phishing
website as similar to the URL of its target if it embeds the organization or original
domain name (i.e., it embeds the target’s exact e2LD or service name if it differs).
We found that the number of websites with similar URLs was far higher than either
organizations or issuers for most targets. As shown in the preceding chapters, complex
phishing URLSs can be difficult to detect even for users that were previously educated
on the subject. Interestingly, we find that attackers seem to be able to add the target
name to the domain name in many cases (see Table . Therefore, even though
many browsers offer a reduction in complexity by only showing the domain name
when looking at certificates, this part can still lead to users mistaking a phishing site
for a benign site. As an aside, our dataset does not include a single valid certificate
for a URL where the host is an IP address, making this type of URL obfuscation
less relevant when evaluating certificates.

9.3. Reproducing the Results

Since the analysis of certificates above makes use of a relatively small dataset collected
in late 2018 and early 2019, this section extends the analysis by including phishing
URLs and certificates from the dataset described in Chapter [d In particular, we
focus on the 0 and 0U fields of phishing certificates, as we previously found this
information to be the most reliable indicator of benign certificates (i.e., general
differences between certificates from the same issuer are small, and the issuer of
certificates was less reliable than information about the organization).

Here, we focus on the 9,618 certificates of impostor domains, which were collected
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by downloading the certificates from the domain names included in the DS-Impostor
dataset described in Chapter 4l Focusing only on impostor domains greatly reduces
the amount of certificates, thus enabling the use of manual analysis techniques, while
also focusing on the certificates of domains that were already found to impersonate a
target. We argue that it is unlikely, that attackers went through the effort of including
spoofed information in the certificate 0 field (see Section , which is supposed to
be checked in more rigorous processes, but not create an impostor domain name,
where no or fewer checks are performed.

We therefore extracted all 0 and 0U fields (see Section from the certificates of
impostor domains and analyzed their contents manually. To this end, we grouped
certificates by their organization (or 0U respectively) and reviewed all entries manually,
comparing them to the target name or domain where necessary. First, it is notable
that the most common extracted entries were information about hosting providers in
the 0 field, and information about the validation level (Domain Control Validated)
in the OU field. In this, we confirm the previous results of the smaller dataset.

There were, however, some organizations included in certificates that did not
belong to hosting providers, but were similar to potential targets. While we where
not able to verify the legitimacy of all websites, as some were no longer available or
might have already been cleaned of malicious content, the remaining entries seemed
to be either compromised benign domains or false positives in the dataset, as they
corresponded to legitimate websites on closer investigation. We did not encounter
any manipulation techniques that were applied to the organization, e.g., variants
of combo- or typosquatting. We note, however, that a number of domains with
certificates of hosting providers (e.g., Microsoft) were used by phishing domains
targeting that provider. Of particular note in these cases is the fact, that it can
sometimes be complicated to determine the valid RDs of these providers, thus making
the verification of the phishing domains more complicated.

In all, we found no strong indications of attacker including malicious information
in the 0 or OU fields of certificates in the dataset of impostor domains collected over a
longer period of time. While some certificates were ambiguous, in that we could not
determine their legitimacy, we were also able to use the information in certificates to
verify if a website does in fact belong to the benign target in several cases. Abusing
existing infrastructure to create phishing websites targeting the hosting provider,
however, seems to still be a possibility and a relevant problem.

9.4. Discussion

In this chapter, we compared the certificates of phishing websites to those of popular
benign websites. While we did not find immediate general differences between the
two classes, we also did not encounter phishing websites that purposely include
misleading information in their certificates either. In the following, we discuss the
limitations of this research, followed by the most important implications.

9.4.1. Limitations

For the sake of completeness, we include some considerations that might have
influenced our collection process or the implications of our results. Firstly, the
collection of certificates was performed from Germany, which might have influenced
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the results. This is more likely the case for popular websites that use content
distribution and serve different content to users from different countries. Both
phishing and benign websites were likely influenced by this, as attackers can use
larger services to host their websites (see Section . This bias, however, is hard
to remove and still represents a large amount of users that would have been served
similar results.

We furthermore based our benign certificate dataset on popular websites extracted
from the Alexa list. This is very likely to have led to a bias, as popular website are
not necessarily representative of all legitimate websites. The selection of popular
websites mainly concerns the results of the general differences between certificates of
RQ-1, which we evaluate in more details in the next chapter. We argue, however,
that the distribution and configuration of certificates of less popular websites is
actually more likely to resemble that of phishing websites due to similar limitations
and choices in infrastructure, which we confirmed in a smaller comparison of the
certificates of less popular websites. It is therefore likely, that the results for the first
research questions can be transferred to less popular websites.

Note, that the first part of this study was performed in 2019, after which several
changes were implemented in popular browsers, that might have influenced the
certificate ecosystem in general. For example, indicators of EV certificates were
removed from most browsers, making this type of validation less relevant (see
Section . The large amount of domains using free certificates, on the other
hand, is unlikely to have changed, as the CA Let’s Encrypt has remained relevant.

When attempting to reproduce the previous results in Section we focused only
on the certificates of impostor domains, and the 0 and 0U fields. We argue, that this
decision is unlikely to have significantly restricted the analysis, as it is improbable
that attackers create a fake organization that can be verified for the certificate, but
do not create an impostor domain as well. Furthermore, the decision to focus on the
specified fields is motivated by the previous results, where these fields were the most
robust in determining the validity of a website. Still, it is possible that the inclusion
of purposely misleading information in certificates is more common and was not part
of the dataset or not detected by our analysis process.

Finally, it is possible that attackers noticed the crawling efforts and added our
client to a blocklist at some point (see, e.g., [Oes+18]). In this case, we would no
longer be able to capture some of the attackers’ methods, which might include more
sophisticated techniques. We currently do not have any indications of this being the
case.

9.4.2. Implications

In our analysis, we found that, unsurprisingly, there are no straightforward features
extractable from certificates that instantly separate certificates of phishing and benign
websites. While it is possible, that a combination of features can be learned by a
heuristic or classifier, it is unlikely that this process will be practicable for human
users, leading us to answer RQ-1, introduced in Section [9.2.1] in the negative, in
that there are no general differences between the certificates of phishing and benign
websites. On the other hand, we found that the analyzed phishing websites did not
seem to recreate the information included in the certificates of popular targets. So,
as for RQ-2, we found that there were often differences between the certificates of
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a phishing website and the certificate of its target. We particularly found that the
subject 0 and issuer CN seemed to not be actively replicated.

However, it remains an open research question, whether it would be possible to
expose the differences we observed to users in a way such that it would help them
to detect phishing websites. Here, a previous analysis found, that it typically takes
several clicks to access certificate information in popular browsers [3], making it
unlikely that users will incorporate the process into their daily browsing. In addition,
the lack of organization validation even among benign websites, a fact that might
become even more prominent in the future due to the lack of browsers which display
this information more prominently than just in the corresponding certificate field,
makes the usage of certificates in classification decisions less applicable overall.

Furthermore, while some information was not replicated, it is an open question how
robust these findings are, i.e., how difficult it would be for an attacker to replicate
the information of a target’s certificate in their own. Since organization validated
certificates do not require the same level of vetting that EV certificates do, it is
possible that attackers might get a fraudulent OV certificate without the risk of
compromising their operations. It is also possible that a CA is compromised or misses
a spoofed or fake organization in a certificate request. While certificate transparency
logs are supposed to prevent this kind of misuse, it is possible that certificates are
still issued and not detected by monitors, which focus mainly on detecting instances
of wrongly issued certificates. Replicating the issuer of a website is generally less
complicated, as it does not require the attacker to spoof any information. As such,
we conclude that it is not a robust feature to consider when analyzing a website.

In our analysis of popular target websites, we found that phishing websites with
certificates that were similar to their target’s certificate were often using hosting
services and were not self-hosted. If the user content on such hosting services is
protected by, for example, a wildcard certificate that includes information about the
hosting service, it might still be possible to recognize this type of attack by looking
at the certificate. However, this is not the case if the service provider itself is the
target, or if a benign workflow is abused to host malicious content. These types
of attacks therefore require completely different detection approaches, as there is
nothing inherently malicious to the websites and their certificates.

In all, the results of this chapter motivate the usage of certificates in phishing
classification in general, due to their high availability, and an apparent absence
of malicious manipulation of some certificate fields. However, the information in
certificates is not sufficient to prevent all types of attacks, as is is often not sufficient
(e.g., when using path posing, or when comparing a legitimate website with a DV
certificate), or the scenario impossible to detect using certificate information (e.g.,
when a legitimate domain is misused in the attack). We still take a closer look at
certificates as an early warning system against malicious websites in the next chapter.
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Automated Phishing Detection Using
CT Log Analysis

The previous chapter motivated certificates as a means of automated and educational
phishing detection in two different scenarios (see Section [9.2.1). In this chapter, we
focus on the first scenario: automated classification of phishing certificates using
only information from certificates. While the certificate does not contain all the
information that can be extracted from, e.g., a URL, using certificates also has
several advantages. One advantage is, that Certificate Transparency (CT) logs can
contain certificates before the phishing attack is executed, thus potentially enabling
the detection of phishing attacks before they reach the user, already in the second
step in the kill chain introduced in Section Furthermore, we found that users
still struggle with RD manipulation URLSs, even after education (see Chapter @ or
when using RDN notation for URLs (see Chapter [7)). Certificates usually contain
information on the RD of the website they belong to, thus potentially enabling the
automated detection of phishing URLs with RD manipulations, adding yet another
layer to the phishing defense process. In the following, we first motivate and describe
the setting of CT log detection in more detail, followed by an introduction to a
pipeline that was developed to enable training and evaluation on CT log data. Finally,
we present the results of an evaluation of several classifiers, examining the differences
in training data, as well as the effect of including certificate information apart from
the CN and SANs on classification performance.

Parts of this chapter were previously published in [1].

Contributions: The main contributions of this chapter are the design and imple-
mentation of a pipeline for classification tasks on CT logs, as well as two evaluations
of automated phishing detection classifiers on real-world CT log data. The evalu-
ations compare newly proposed classifiers with classifiers from previous work, and
demonstrate the effect of training data cleaning, class imbalance, and the inclusion
of different features from certificates on the classification performance. The CT-log
classification pipeline and its first evaluation presented in Sections and were
created and performed in collaboration with Arthur Drichel and Justus von Brandt
and previously published in [1]. The second evaluation presented in Section is a
new contribution of this thesis and currently unpublished. Here, the dataset cleaning
method of time-based filtering was previously proposed and implemented in a joint
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work with Moritz Thiele and Arthur Drichel and presented in Moritz Thiele’s master
thesis [Thi22].

10.1. Setting

Recently, a vast majority of more than 80% of phishing websites have started to
present valid https certificates to their users [APW21]. Even though this trend leads
to more legitimate-looking websites, it also opens an opportunity for researchers to
detect phishing websites earlier in the process of a typical attack. This is due to
the fact, that when major browsers check a certificate’s validity, they also require
it to be present in CT logs [LLK13; [Sch+18a]. These public logs therefore offer a
view of all certificates that are intended to be used generally by users, which includes
the certificates of phishing websites. Certificates need to appear in at least two logs
to be trusted by current major browser and are often submitted directly by the
issuer of certificates when they are createdﬂ Logs are operated by several entities,
including Google, Cloudflare and DigiCert, and can be monitored by anyone to make
sure the log operators are working as expected. Consequently, by monitoring these
CT logs, it is possible to detect phishing websites while they are still being prepared
by attackers. This early detection can help shorten the gap between the start of a
phishing attack and its inclusion in commonly used blocklists. In the following, we
are therefore interested in the first usage scenario of certificate information of the
previous chapter, where a certificate is presented to an automated classifier, which
has to decide whether the certificate belongs to a benign or phishing website.

We therefore envision a setting where a central entity, for example a research
institute, company, or even government, continually monitors and classifies all public
CT logs. The classification results can then be used to maintain entries in a global
blocklist, block access to potential phishing websites from local networks, or monitor
ongoing attacks and campaigns before they are executed.

There are, however, several problems with this detection approach. First, there
is a large amount of certificates published in CT logs (in the order of several
million certificates per day, see, e.g., [Li+19]), making low numbers of false positives
in potential classifiers an important requirement. Next, for the vast majority of
certificates in the CT logs, there is no ground truth available in the CT logs, since
there is no complete set of benign or malicious certificates that could be used to
label the logs. This makes it harder to train or test classifiers on the actual logs, as
datasets are likely to be noisy and questions arise about the validity of performance
measurements.

Finally, we already found in previous chapters, that attackers often make use of
compromised or benign infrastructure to host their attacks. This has two detrimental
effects on the classification process: for one it is unlikely, that a classifier would be
able to detect certificates of websites that are about to be compromised, as they
were created with no malicious intent. Similarly, benign hosting infrastructure that
is used by attackers is often protected by a benign certificate, which should not be
classified as phishing. Second, the inclusion of potentially benign domain names in

le.g., https://support.apple.com/en-us/HT205280 and https://chromium.github.io/ct-pol
icy/ct_policy.html online, accessed 2021-01-06
“https://letsencrypt.org/docs/ct-logs/| online, accessed 2021-01-06

148


https://support.apple.com/en-us/HT205280
https://chromium.github.io/ct-policy/ct_policy.html
https://chromium.github.io/ct-policy/ct_policy.html
https://letsencrypt.org/docs/ct-logs/

10.2. CT-Log Classification Pipeline

the phishing datasets makes it more complicated to compile a suitable ground-truth
when training classifiers for the detection task, as we have to filter out certificates
that were originally requested for benign websites.

In this chapter, we present a modular pipeline that can be utilized to perform
classifier analysis on CT logs. The pipeline offers functionality from dataset creation
and training of classifiers up to real-world evaluation with variable verification sources
to provide ground truth labeling. The pipeline therefore offers a first step towards
the evaluation of certificate classifiers on real CT log data, including the real-time
detection of the certificates of phishing websites.

We use this pipeline in a comparison of several classifiers, and show that training
data cleaning can have a significant effect on classifier performance, in particular
in settings that require low false positives. We further provide indications that the
domain names included in the certificate are the most important features for the
classification task, thus somewhat confirming the findings of the previous chapter
that certificate information apart from subject information is very similar for benign
and phishing certificates.

10.2. CT-Log Classification Pipeline

In this section, we present the detection pipeline which was designed to enable compar-
atively evaluating phishing certificate detection classifiers. The main target group for
the pipeline are researchers, who can profit from an accelerated development process
for new detection methods and from the possibility to assess and compare different
classifiers in a unified setting. The pipeline is also able to perform retrospective
analyses in addition to live classifications of certificates published in the CT logs. All
complex tasks, beginning from data acquisition (collecting certificates from CT logs
as well as by crawling from well-known phishing websites), over data pre-processing
(filtering and sanitizing), data labeling (as benign or phishing), classifier training,
the classification itself, evaluating the classifiers’ performance, up to the preparation
of the final results are covered by this approach.

In the following, we give a short overview over the main modules and tasks handled
by the pipeline. The source code is written in Python and publicly availableﬂ

10.2.1. Pipeline Overview

The classification pipeline consists of three main modules, focusing on dataset creation,
classifier training, and classifier evaluation, as well as a fourth intelligence module
that can be used to further process evaluation results (see Figure for an abstract
illustration).

Database Module

The database module was created to support the collection, normalization, labeling,
and storing of data obtained from various data sources in a unified database. This
provides the basis for the training and evaluation of different types of machine
learning models, as well as the validation of evaluation results in both retrospective
and live classifications. We visualize this module in the upper part of Figure [10.1]

%https://gitlab.com/rwth-itsec/ctl-pipeline online, accessed 2023-01-24
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Figure 10.1.: Abstract illustration of the architecture and pipeline operation.

The outcome of the database module, in consideration to the pipeline flow, is a
labeled dataset that can be used for classifier training.

Data for the labeled dataset can be collected from various sources. For benign
data, certificates can be downloaded from the CT-logs in chunks (represented by
hatched boxes in the figure) to retrieve a more representative sample that contains
certificates published at different times of the day and different days of the week
including workdays and weekends. Since several major browsers require that a
certificate has to be published in at least two different logs in order to be displayed
without a warning, the download process might yield duplicate certificates. The
database module thus includes a data sanitization process which removes duplicates.
Additionally, certificates can be filtered against a phishing URL database that includes
known phishing URLs of the threat intelligence feeds of PhishTank, PhishStats, and
OpenPhish, as well as Google Safe Browsing (GSB). Lastly, the pipeline permits the
filtering of obtained certificates against a malicious domains list that is adjustable in
order to enable the filtering of further known malicious certificates that are not (yet)
included in the observed threat intelligence feeds. We label the set of certificates left
in our collection after filtering against malicious domains as benign certificates and
use them as benign data for the training of supervised machine learning classifiers.

For malicious labeled data, the certificates of phishing URLs that are contained in
a phishing URL database are downloaded using the process explained in Chapter [J]
using OpenSSL. As before, we did not follow redirects, as this approach is less likely
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to be affected by website cloaking. To remove known benign certificates from the set
of malicious samples, a filter list of benign domains can be provided (e.g., the Tranco
list, or a curated list which contains common URL shorteners as well as common
web hosting services).

As in the previous chapter, the benign training data is generated only once, while
the gathering of threat intelligence (e.g., for the phishing URL database) and the
download of phishing certificates is a continuous process. The database module can
also be extended by incorporating further filtering or by including additional threat
intelligence feeds. The generated labeled training data serves as input to the training
module which is described in the following.

Training Module

The training module is responsible for providing a trained model that is ready for live
classification or retrospective analysis. The module supports training classifiers using
supervised machine learning and the labeled datasets from the database module, but
also enables the integration of unsupervised models or rule-based classifiers. Further,
it is possible to train feature-based (e.g., random forests (RFs)) as well as feature-less
(e.g., recurrent (RNNs) or convolutional neural networks (CNNs)) models.

The result of the training module is a classifier which is ready to be used in the
following steps of the pipeline. To this end, the classifiers can be serialized and stored
in order to enable result reproduction and the sharing of trained classifiers.

Classification Module

The classification module uses the trained models provided by the training module for
classifying the certificates published in CT logs. Here, it is possible to manually select
a time span that should be taken into account for retrospective analysis, or whether
to perform live classification. Similar to the generation of the benign labeled training
data in the database module, the respective CT logs that should be investigated
can be selected freely. The output of the classification module are the predicted
labels of the certificates published in the CT logs, either as aggregated results for
the retrospective analysis or as real-time output during live classification. These
classification results can then be used by the last module to create comparisons of the
classifiers or perform further post-processing steps. Note, that our implementation
is highly parallelized and all classification methods can be scaled with either more
GPUs or with a greater number of CPUs (or CPU cores in general).

Intelligence Module

The final module, called intelligence module, receives the results passed by the
classification module, attempts to validate them, optionally performs post-processing,
and processes the results into informative result views.

One of the main tasks of this module is the verification of the results obtained from
the classification module. Since the goal of the pipeline is to try and detect phishing
websites even before they are activated, the classification results can typically not
immediately be verified due to missing ground truth (i.e. when a phishing certificate
published in the CT logs in real-time is detected, it is unlikely that the corresponding
phishing URL is already included in any threat intelligence feed). For this reason,
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the pipeline enables a retrospective verification in order to be able to inspect the
classification performance of a given classifier. As such, the live classification results
can be stored and later validated when new phishing URLs are added to the threat
intelligence feeds. Verification itself is performed via the usage of an offline phishing
URL database, the GSB service, and VirusTotal’}

The intelligence module also provides an interface which allows for easy post-
processing of classification results. The current version supports taking screenshots
of potential phishing websites, and can be extended to, e.g., collect additional
information about the domain, add a second classification step, or periodically check
whether the domain is included in blocklists or taken down. Finally, the intelligence
module calculates several metrics based on the results obtained from the classification
module and presents them in aggregated result views.

10.3. Certificate Classifiers

In this section, we introduce the new and existing classifiers that were used in the
evaluations performed in this chapter. Apart from feature-based RF classifiers, we
analyze Deep Learning (DL) classifiers, as well as two state-of-the-art approaches for
domain name-based phishing certificate detection.

10.3.1. Classifying Domains

Since certificates can contain several domain names in their SAN field in addition to
the CN, we generally distinguish the classification of certificates and domain names.
Furthermore, as the majority of the features used for classification are extracted
per domain name, we have to combine these separate predictions into a unified
classification score for a given certificate. Therefore, features are extracted once for
the certificate fields (certificate features), and then again for each domain name in
the certificate (domain features) (see Figure [10.2). We then create a new feature
vector for each domain name that combines both certificate and domain features,
and use it for classifier training and predictions. The results per domain can then be
combined using several different meta classifiers to achieve a combined score for the
classifier. In the evaluations presented in the following, we use the simple aggregation
functions minimum, maximum, average, or median as meta classifiers. We denote the
combination of domain classifiers with a maximum, minimum, average, and median
meta classifier by appending -mazx, -min, -avg, and -med, respectively, to the actual
classification method where relevant.

10.3.2. Feature Engineering and Selection

To create a suitable feature set, we analyzed existing features from related work on
the one hand (i.e., [Bah+17; Don+15; [FEP19; Sch+18b; TCB18]) and developed
novel features based on our analysis of benign and phishing certificates on the other
hand. In our evaluations, we only use context-less features, i.e. features that can
be extracted from a single certificate, and omit features that are not relevant to our
use-case (e.g., validity status of certificates, as CT logs only contain valid certificates).
We furthermore did not include any features extracted from other sources (such

“https://www.virustotal.com/ online, accessed 2021-01-06
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Figure 10.2.: Feature extraction process, resulting in domain and certificate features.

as from WHOIS) in order to be independent of third party services and to ensure
real-time classification capabilities.

Overall, the features we investigate can be split into three categories: (1) certificate
features, (2) domain features and (3) keyword features. The first category contains
features that are extracted from the certificate itself ignoring included domain names.
Instead, domain name specific features are included in the second category, except
for the occurrence of specific keywords in the domain name, which are included in
the third category. We distinguish these feature sets as the list of keywords needs
to be updated and since keywords are more context specific compared to the more
general domain features. Suspicious keywords were extracted from URLs collected
from PhishTank by analyzing the labels in the domain name of URLs after removing
the eTLD (see [1] for more details on the process).

In total, we extract 126 features: 22 certificate features, 55 domain features, and
49 keyword features. The full list of keyword features, as well as all certificate and
domain features can be found in Tables [A.18] [A.19] and [A.20]in Appendix

After feature engineering, we define two different feature sets. The first feature
set contains all engineered features from all three categories and serves as baseline.
The second feature set is created by performing feature selection on the features of
the first two categories to ensure that only features that are actually relevant to the
classification process are included. Additionally, reducing the number of features also
reduces the required time for feature extraction and can improve a classifier by making
it more robust to noise. We are limiting this feature set to a subset of features from
the first two categories, thereby removing all keyword-based features. We argue, that
this makes it more generally applicable, as it does not contain suspicious keywords,
which are biased in favor of specific targets and languages. For comparison, we
evaluate classifiers using both feature sets, i.e. classifiers that make use of all 126
engineered features including keyword-based features and classifiers that only use a
subset of domain- and certificate-features.

Feature selection was performed by training an RF-based classifier, ranking its fea-
tures by their importance according to the mean decrease in impurity (MDI) [Lou+13],
and excluding features that were either not important or had high variances. This
results in a total of 50 features which belong to the first two feature categories. The

153



10. Automated Phishing Detection Using CT Log Analysis

selected features are marked in Tables and in Appendix We denote
which feature set was used for a given classifier with an index as either all or sel for
selected features.

10.3.3. Random Forest-based Classifiers

The first batch of classifiers we investigate in either of the two evaluations are random
forest (RF) classifiers. In the past, it has been shown that RF classifiers are well
suited for the phishing website and URL classification problems (e.g., [Bah+17}
Don+15; [Sah+19; |[Sub+17]). In our evaluations, we use both feature sets (all and
selected), as well as all four meta classifiers with RF classifiers. For all RF-based
classifier we use the default hyperparameters (set by scikit—learrf]) but increase the
number of estimators to 200 as this led to improvements in classification accuracy in
preliminary experiments.

10.3.4. Deep Learning-based Classifiers

To compare the feature-based approaches above to DL models, we create and compare
three classifiers based on neural networks (NNs). While feature engineering and
selection are not necessary for NNs, information that is relevant for classification has
to be encoded and provided to the classifier. Here, it is unlikely that encoding the
complete certificate and providing it to the classifier makes sense, as information
like the public key, signature, or serial number are more likely to create unwanted
biases in the classifier than to be helpful in the classification task. We thus utilize
all engineered features and provide this information to the model directly, and
additionally provide the raw domain names using characterwise integer encoding. By
choosing this approach, the NN can (1) learn to extract relevant information from a
domain name and (2) select the relevant information from all provided features.

For the first NN classifier we choose an architecture based on long short-term
memory (LSTM) networks in which the domain name and the features are consumed
separately. LSTMs have been shown to be suitable for URL classification tasks
in several domains before (e.g., [Bah+17; TCB18; Woo+16]). We present the
architecture of our LSTM-based classifier including the input and output dimensions
in Figure [10.3] The input data is processed by distinct hidden layers and afterwards
combined by concatenation for further processing. The final prediction is output by
a fully connected layer. In detail, the LSTM-based approach uses one unidirectional
LSTM layer for the domain name and one bidirectional LSTM layer to process the
features. Before a domain name is fed into the model, we convert every included
character to a unique integer and pad the result with zeros from the left side to the
maximal domain length of 253 characters [Moc87] as proposed in |Dri+20]. This
ensures that the model is able to process domain names at any length while using
batch learning. The resulting encoded domain is processed by an embedding layer
that adds additional information about the relationships between characters to the
encoding. We choose an embedding dimension of 128 and thus project every character
to a unique 128-dimensional vector.

The second NN classifier is based on a residual neural network (ResNet) architecture,
which we use in the second evaluation. It uses several residual layers each of which

Shttps://scikit-learn.org/stable/ online, accessed 2023-01-24
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Figure 10.3.: Network architecture of the LSTM-based classifier with certificate and
domain name features.

consists of two one-dimensional convolutional layers with an added skip connection.
As with the LSTM, domain names and features are provided as input separately, and
both inputs are first processed by three residual layers each. The different inputs
are then concatenated, followed by two dense layers. The domain name embedding
is identical to the LSTM network. We also create a second version of the ResNet
architecture that is identical to the first one except that it does not include the
certificate features as input and therefore only works on domain names (denoted
ResNetgan). We use it to evaluate the effect of including certificate features in the
second evaluation.

Finally, we evaluate a third classifier that combines convolutional neural network
(CNN) and LSTM layers (denoted CL) in the second evaluation. It only takes domain
names as input, which are first processed by an embedding layer with an output
dimension of 32, but that is otherwise identical to the previous embedding. The
result is then forwarded to three CNN layers on the one hand, which are concatenated
followed by two dense layers, and a bi-directional LSTM layer on the other hand,
which is followed by a second bi-directional LSTM layer and two dense layers. Both
CNN and LSTM paths are then combined and again processed by two dense layers.

We optimized the NN architectures iteratively using only data from the given
training set. Similar to the feature-based approach, they also make use of the meta
classifiers based on simple aggregate functions to combine the predictions per domain
name into a unified score for the certificate.

10.3.5. State-of-the-Art Domain Classifiers from Related Work

In addition to the classifiers we newly developed, we evaluate two state-of-the-art
approaches for phishing certificate detection proposed in related work. We adapted
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both approaches slightly to comply with the interfaces defined in the training module.

Template Classifier

The first classifier, by Sakurai et al. [Sak+20], uses only phishing domain names as
input, and automatically creates regular expressions that match malicious domains
following the same pattern. This classifier does not return a classification score
between 0 and 1, it only returns information about expressions that match the
given domain. We therefore modify the output of the template classifier to return
the highest entropy reduction rate among all matching expressions (see [Sak+20])
as classification score. Since the classifier is designed to find malicious domains,
not certificates, we return the highest matching domain’s score when combining
the classification scores for the individual domains to a classification score of the
certificate as a whole, which corresponds to using the maximum meta classifier.

Phishing Catcher

Lastly, we evaluate the Phishing Catcheﬂ a rule-based certificate classifier, where
each rule potentially increases the classification score. Rules include, for example,
inclusion of suspicious keywords in any of the domains, or the usage of suspicious
top-level domains. The only non domain-specific feature indicates, whether the issuer
of the certificate matches the popular free certificate authority Let’s Encrypt. The
Phishing Catcher is unique compared to the other classifiers in that it does not
require any training, as its heuristics are purely based on pre-defined rules that were
derived using domain knowledge. Each rule is associated with a numeric value, and
the values of matching rules for a given domain name are summed up to result in
a classification score for the domain, from which the maximum value is selected as
overall classification score of the certificate. We modify this classifier slightly to
return its classification score instead of printing messages for suspicious domains.

The classifiers were evaluated in two phases, where the goal of the first phase was
to evaluate the functionality of the proposed pipeline in general and create a baseline
for CT log classification, while the second phase extends on the baseline with an
analysis of the effects of training data filtering and the inclusion of certificate features
apart from the CN and SANs.

10.4. First Evaluation: Pipeline Functionality and Baseline

In the first evaluation, we test the basic pipeline functionality, and compare the
different meta classifiers as well as the effect of feature selection. To this end, we
first present the datasets that were used in the evaluation, followed by the evaluation
method and results.

10.4.1. Datasets

In the following, we describe the training and evaluation datasets that were used to
evaluate the pipeline functionality and baseline classifiers.

https://github.com/x0rz/phishing_catcher|online, accessed 2023-01-25
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Malicious labeled training data

We used the database module (see Section to generate malicious labeled
training data. The used phishing URLs are a subset of the DS-Phish dataset presented
in Section which was created by only selecting URLs that appeared in one
of the URL feeds up to but not including May 2020. The corresponding set of
certificates crawled from these domains was further filtered to remove benign hosting
infrastructure by comparing the domain names included in the certificates to a list
of 177 known benign services, which was created based on an analysis of common
domain names in the dataset and by using domain knowledge. Additionally, we
removed all duplicates and filtered the CN as well as every SAN included in the
malicious certificates using lists that include very popular domains. Certificates that
contained at least one domain name that was determined to be benign were removed
from the dataset. In detail, we filtered against the top 1,000 Alexa and top 1,000
Tranco domains, as it is unlikely that a phishing website is hosted on such a popular
domain. After removing duplicates and filtering the set of certificates as described
we ended up with 56,479 unique malicious certificates overall, which we utilize in
classifier training.

Benign labeled training data

The benign labeled training data was obtained via the database module as well, and
downloaded from the Google Xenon [Goo23| logs from April 2020. The downloaded
certificates were filtered using the phishing URLs downloaded from threat intelligence
feeds to remove known malicious domains. In all, we downloaded 70,889 unique
certificates that we labeled as benign. From these, we randomly selected 56,479
certificates (same number as malicious) for the training process.

We combined the collected benign and malicious certificates into a balanced training
set that includes 112,958 certificates in total. The effect of class imbalance is explored
in more depth in the second evaluation.

Moreover, we experimented with different sources for obtaining benign data.
For instance, we downloaded certificates from popular websites according to Cisco
Umbrellaﬂ However, classifiers trained on this data generally performed worse on a
separate validation set containing actual CT log data. As such, we do not include
them in our evaluation.

CT log test data

We chose the Google Xenon [Goo23| logs for our comparative evaluation. As these
logs are scoped, i.e. certificates that are included in Xenon2020 have an expiration
date in 2020, we analyzed all certificates published in the first week of May 2020 in
Xenon2020, Xenon2021, Xenon2022, and Xenon2023. In total, these logs contain
approximately 22.5 million unique certificates for the period under investigation.
By selecting the first week of May as test data, we guarantee data chronology and
disjoint training/testing data as would be the case in live-classification.

"https://umbrella.cisco.com/blog/cisco-umbrella-1-million online, accessed 2021-01-06
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10.4.2. First Evaluation Overview

We trained classifiers using the training dataset and evaluated them on the real-world
CT log test data. The evaluation, and subsequent validation, was performed in
December 2020, to ensure enough time had passed for malicious websites to be added
to malicious domain feeds. Note, that our evaluation approach is basically equivalent
to performing the classifications in real time and verifying the results later, as the
CT logs are append-only and therefore contain the same certificates in both settings.

In detail, we split a small portion from the training data for a validation set that
is used either during the training in case of the DL based approaches, or after the
training in case of RF-based approaches for model assessing purposes. We trained
the DL based models until there were no further improvements on the validation set
for at least three consecutive epochs.

The template classifiers use only domain names as input and automatically create
regular expressions that match malicious domains following the same pattern. We
therefore use only one domain name from each certificate for training, namely the
one that matches most closely the original URL from the malicious URL feed. As
the classifier distinguishes groups of domains by the number of dots present, we split
our training set accordingly, and use up to 2,000 domains per group. We train on all
possible domain names for groups for which less than 2,000 samples are available.
For all other configuration options, we use the settings recommended in the original
paper.

The Phishing Catcher classifier does not need any training at all since its classifi-
cation relies on predefined rules.

We choose the false positive rate (FPR) and the true positive rate (TPR) as our
evaluation metrics which are suitable measures especially for highly imbalanced
data [DGO6]. Since there is a far larger amount of benign certificates in the logs than
phishing certificates, and the amount of certificates is large in general, we argue that
a low FPR is the most important attribute of a suitable classifier. In addition, we
observe the TPR which is a proxy for determining the amount of detected phishing
certificates.

Note, the TPRs which we present only provide a lower bound on what our classifiers
achieve, as the classifiers may be able to identify certificates that at the time of
verification are not included in any of the Phishing URL feeds yet. We can thus
only present a lower bound of the actual TPR because not every malicious certificate
which is flagged positive by a classifier is verifiable via our verification process in the
intelligence module. We discuss this effect in more detail in Section [10.6]

As an example for model validation, Figure displays the receiver operating
characteristic (ROC) curve obtained after training the domain RF,) classifier (i.e.
the RF-based domain classifier using all engineered features) for each of the four meta
classifiers. The ROC curve enables us to select an operating point by balancing the
trade-off between low FPR and high TPR. In this diagram, the x-axis is zoomed in to
only include low FPRs, as we argue that a low number of FPs is the most important
attribute of a classifier for our use-case. The approaches which utilize the minimum
and average meta classifier are promising and achieve a TPR of over 10% at a very
low FPR. The figure also displays a baseline which corresponds to random guessing
as a dashed line at the bottom of the diagram, and which is significantly lower than
all four approaches. While a TPR of around 10% seems to be rather low, we argue
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Figure 10.4.: Model validation results: ROC curve of the RF,; domain classifier
using all four meta classifiers.

that a classifier set at such an operating point can detect several phishing certificates
without generating too many false positives. Note, that these characteristics are only
model validation results, and that the actual results of the comparative evaluation
on real-world CT log data are presented in the next subsection.

10.4.3. Pipeline and Baseline Evaluation Results

We present the results of the comparative evaluation in Table Here, we display
the total amount of detected phishing certificates and the estimated TPRs at fixed
FPRs of 1072 and 10~ which correspond to a total of 22,510 and 2,251 false positives,
respectively, for classifying the Google Xenon logs for a full week.

At the fixed FPR of 1073, the rule-based classifier, Phishing Catcher, achieves by
far the best results. At an FPR of 107, the classifier of Sakurai et al. detects the most
phishing certificates followed by Phishing Catcher. Our developed RF-based and
LSTM-based approaches achieve worse results. We find that the proposed classifiers
typically achieve better results using the minimum and average meta classifiers than
by using the maximum or the medium meta classifiers. Furthermore, the RF-based
approaches which make use of all features (including keyword-based features) perform
generally better than the classifiers that utilize the selected feature set.

We reckon the worse results obtained by the RF-based and LSTM-based approaches
compared to the classifier of Sakurai et al. and Phishing Catcher to be caused by
noisy training data. Since we obtained malicious labeled samples by downloading
the certificates from URLs included in the various threat intelligence feeds, we
also obtained benign certificates that were used on phishing websites hosted on
compromised server infrastructure. Although we filtered these certificates against our
benign domains list, it is possible that a significant amount of benign certificates is
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Table 10.1.: Evaluation results showing TPs at fixed FPRs in the first evaluation

FPR=10"3 FPR=10"*
Classifier
#TP TPR #TP TPR

RF 4 -min 272 0.00418 55 0.00086
RF.-avg 243  0.00374 55 0.00086
RF,-med 232 0.00357 40 0.00062
RF,-max 244 0.00375 - -
RF¢¢-min 216  0.00332 39 0.00060
RFg-avg 208  0.00320 36 0.00055
RF¢e-med 189  0.00291 29 0.00045
RF¢-max 148  0.00228 - -
LSTM-min 352  0.00541 35 0.00054
LSTM-avg 366 0.00563 36 0.00056
LSTM-med 347 0.00533 34 0.00053
LSTM-max 206  0.00317 20 0.00032
Sakuarai et al. 242  0.00373 117 0.00180

Phishing Catcher 1102 0.01692 110 0.00170

falsely labeled as malicious as we only filtered against known redirecting and hosting
services.

The fact that the RF,y classifiers achieve better results than the more general
RFgelectea Classifiers can be explained by the absence of keyword-based features within
the selected feature set and by the fact that the selection was performed on the noisy
training data.

With this evaluation, we were able to show that different types of machine learning
classifiers can be used within the pipeline to detect phishing certificates. In the
second evaluation, we therefore use the pipeline to answer several more specific
research questions about the classification of certificates from CT logs.

10.5. Second Evaluation: Improving CT-Log Classifiers

In the first evaluation, we found that none of the proposed classifiers achieved
satisfactory results, as the number of false positives outweighed those of true positives
by at least an order of magnitude in all cases. In this section, we therefore evaluate
several approaches to improve on these results with a focus on cleaning the training
datasets by strategically selecting subsets of phishing websites. To this end, we first
describe the datasets, followed by a description of newly trained classifiers and the
results of the evaluation.

10.5.1. Datasets and Data Cleaning

For this evaluation, we extend the set of training certificates to include all valid
certificates that were collected before March 2022, which results in 131,455 phishing
certificates. Instead of using a manually curated list of known benign domain names,
we remove all certificates that include a domain name that exactly matches a domain
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Table 10.2.: Datasets used in the second evaluation

Shortname Filtering Phishing Benign

n-02 Naive 10000 40000
n-05 Naive 129604 129604
t-02 Time (24h) 24938 99752
t-05 Time (24h) 24938 24938
t2-05 Time (48h) 46534 46534
i-01 Impostor 9618 86562
i-02 Impostor 9618 38472
i-05 Impostor 9618 9618

name which is present on the Tranco list in the first 100,000 entries in this evaluation.
This results in a dataset of 129,604 certificates that is naively cleaned only of popular
benign domain names, similar to the dataset in the first evaluation.

From this naive dataset, we then create two new datasets based on different filtering
approaches: time-based filtering and impostor domain filtering (see Table for
an overview). The intuition of time-based filtering is, that due to the short lifespan
of typical phishing attacks, it is likely that the websites are detected and added
to a blocklist relatively shortly after their creation. If the website is hosted on
compromised or benign hosting infrastructure, on the other hand, it is more likely
that the domain and corresponding certificate have already existed before hosting
the malicious content, resulting in time differences between requesting a certificate
and the inclusion of the website in a blocklist between the two cases. For time-based
filtering, we therefore include only certificates where the time difference between
creation and blocklist inclusion is short, thus aiming to only include certificates of
phishing websites that were created by the attacker and are therefore more likely
to exhibit detectable malicious attributes. To this end, we determine the inclusion
date of the domain names in our phishing dataset in any blocklist, and compare it to
the valid from date of the corresponding certificate. Only when the time difference
is lower than a given threshold is the certificate added to the time-filtered dataset.
In this evaluation, we compare 24 and 48 hours as thresholds for the allowed time
difference. In this way, we created two new sets of malicious certificates: one which
only includes certificates with a domain name that was blocked in less than 24 hours,
which results in 24,938 certificates, and one with a threshold of 48 hours, resulting
in 46,534 certificates. Note, that this filtering method is only possible because a
relation from certificate valid from date to an inclusion date in a blocklist exists,
and therefore requires both certificate and blocklist information to be applied.

For impostor domain filtering, we simply select all certificates where at least one
included domain name matches our dataset of impostor domains DS-Impostor created
in Chapter |4} resulting in 9,618 certificates. The goal of this filtering is two-fold: for
one, we argue that impostor domains are a good representation of the certificates
we are actually interested in finding, as they include a reference to a target and are
thus likely created with malicious intentions and at the same time more likely to
mislead users. Secondly, it is also likely that the filtering can improve the classifier
performance, as focusing on certificates that have a semantic similarity, and are
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furthermore less likely to include domain names of compromised infrastructure, might
make it easier for the classifiers to differentiate malicious from benign domain names
and certificates. An additional advantage of using impostor domains as a filtering
method is, that the domain names used in training do not require a relation to
certificates, thus making it possible to train domain-only classifiers on all available
phishing domain names, instead of only those with a corresponding TLS certificate.
On the other hand, the low number of resulting certificates already implicates that
impostor domains are rarer compared to the naive or time-filtering methods presented
above.

Since both new filtering methods result in datasets of comparatively small size,
we also evaluate the usage of imbalanced datasets during training by adding more
benign certificates. In all, we compare eight datasets (see Table : naive filtering
with ratios 0.2 (n-02) and 0.5 (n-05), time-based filtering of 24 hours with ratios
0.2 (t-02) and 0.5 (t-05), time-based filtering of 48 hours with ratio 0.5 (t2-05), and
impostor filtering with ratios 0.1 (i-01), 0.2 (i-02) and 0.5 (i-05).

Benign data for this evaluation was obtained from the Google Xenon 2022 logs
and includes certificates that were logged between January 1, 2022 and February 28,
2022. The resulting certificates were then filtered by removing certificates where at
least one domain name matches a domain name from threat intelligence feeds that
was observed before March 2022, but is not part of the top 100,000 Tranco domain
names. In all, this results in 136,928 benign certificates, from which we randomly
sample to create the desired ratios for the training datasets.

10.5.2. Classifiers

We begin the evaluation with simple RF classifiers, with a focus on the comparison
of different training datasets. Based on the results of the first evaluation, we only
include classifiers that include all features, instead of the subset of features from
feature selection. We furthermore decided to only include classifiers with the min
meta classifier, as it generally performed well in the first evaluation, and restricting
the meta-classifier results in significantly fewer classifiers to compare. We already
observe improved TPRs for the low FPRs required in the real-world evaluation in the
training step, as can be seen on the example of a classifier trained on the unbalanced
impostor domain dataset in Figure As with the first evaluation, however, these
improvements do not necessarily translate into significant performance improvements
in the final evaluation.

We also included a new set of DL classifiers, to make use of the semantic information
of the dataset filtering by learning domain features. Here, we used the two versions of
the ResNet model described in Section one with both domain and certificate
features (denoted with all), and one that does not include any certificate features,
and instead only works on domain names (denoted with san). In addition, we
include the classifier based on combined CNN and LSTM inputs, architectures which
were successful in previous work on phishing URL detection, denoted CL. This is a
domain-only classifier as well, and therefore does not have any additional certificate
features as input. Since we found the RF classifiers to perform better on unbalanced
datasets (see Section , we only trained classifiers on the datasets: i-01, i-02,
t-02, and n-02.

As in the previous study, we include the template classifier by Sakurai et al.
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Figure 10.5.: ROC curve of a RF,; domain classifier trained on the i-01 dataset using
all four meta classifiers.

(denoted Template), and the phishing catcher (denoted Phishing Catcher) as base-
lines. For this evaluation, the template classifier was trained either on all impostor
domains (suffix i) or a random selection of 10,000 domain names from the naive
dataset (suffix n).

10.5.3. Evaluation and Comparison Results

For this evaluation, we changed the general process compared to the first evaluation,
by converting it into an offline evaluation. To this end, we downloaded 14,080,601
certificates from March 2022 from the Google Xenon logs into a local database
to be used to evaluate the classifiers, and performed all operations on this offline
dataset. This has the advantages of guaranteeing reproducible results and making
ground-truth validation easier. For ground-truth validation, we used our dataset
of phishing domain names presented in Chapter || to label malicious certificates,
in addition to verification using GSB with online lookups performed in January
2023. In all, this labels 13,850 certificates and 29,121 domain names as phishing,
which corresponds to approximately 0.098% of all certificates. From these validated
phishing domain names, we further extract all impostor domains using the same
process and targets as in Section [4.2] This results in only 782 domain names, and 468
certificates, with the impostor property. Since impostor domains are a major part of
the second evaluation, we extend the classifier comparison by adding a column for
each FPR threshold that shows, how many of the certificates that could be validated
as TPs also contain at least one impostor domain in SAN or CN (denoted TP;).

The evaluation was performed by first training the classifiers using the correspond-
ing training datasets, and using the trained models to obtain predictions for the
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Table 10.3.: Evaluation results showing TPs and TPs including impostor domains
(TPi) for different FPR thresholds.

FPR=10"3 FPR=10"* FPR=10"°" FPR=10°

Classifier

#TP TPi #TP TPi #TP TPi #TP TPi
RF-n-02,y 412.67 50.00 152.33 18.33 22.67 7.33 2.00 1.33
RF-n-05,; 460.00 44.33 122.00 14.33 0 0 0 0
RF-t-02,1 409.67 58.00 162.33 24.00 24.67 6.67 0 0
RF-t-05.1 314.00 45.00 103.33 16.67 0 0 0 0
RF-t2-05, 400.00 53.33 130.00 16.67 0 0 0 0
RF-i-01,p 299.00 80.33 129.00 45.00 31.67 15.67 5.33 3.67
RF-i-02,p 285.00 74.33 127.33 42.33 25.33 13.67 2.67 1.67
RF-i-05,1 229.33 61.33  78.67 28.67 13.67 8.00 0 0
ResNet-n-02,; 398 59 0 0 0 0 0 0
ResNet-n-02g,, 544 113 0 0 0 0 0 0
ResNet-t-02,y 750 130 0 0 0 0 0 0
ResNet-t-02¢,p 723 129 0 0 0 0 0 0
ResNet-i-01,y 363 216 0 0 0 0 0 0
ResNet-i-014an 320 220 100 90 0 0 0 0
CL-i-01gan 518 192 114 84 0 0 0 0
ResNet-i-02,11 0 0 0 0 0 0 0 0
ResNet-i-025an 315 201 00 0 0 0 0 0
Template-i 91 59 0 0 0 0 0 0
Template-n 57 20 10 0 10 0 4 0
Phishing Catcher 203 131 70 51 17 6 2 2

14,080,601 evaluation certificates. We then computed classification metrics based on
the ground truth verification to compare the classifiers.

For the RF classifiers, where we directly compare the effects of dataset cleaning
and class imbalances, we performed each training step (from dataset creation to
classifier training and evaluation) three times and present the averaged results (see
Table for an overview). Due to the low variances observed across the three
runs in practice, we did not extend this process for the DL classifiers to reduce the
computational resources required for the evaluation.

We begin the analysis with the results and differences between the RF classifiers.
Interestingly, the naive classifier performs best among the RF classifiers for the
FPR 1073 case, however it falls behind the other classifiers in the lower cases. Here,
the time-based filtering has the best results for the 10™% case, but the impostor
domain classifiers are in the lead for the extremely low FPR cases (1076 indicates
no more than 14 FPs on the whole dataset). The same trend does not hold for
certificates that include impostor domains, however, where the RF classifiers trained
on impostor-filtered datasets were clearly able to detect more certificates for all FPR
thresholds. Differences between time-based and naive filtering, on the other hand,
are small for TP;. Comparing the two different time-thresholds for the time-based
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filtering method, we find that the 48 hours-threshold performs slightly better than
the 24 hours-threshold when using a balanced dataset.

Furthermore, we see a general trend that for the same dataset, including more
benign certificates, thus resulting in unbalanced datasets, has a positive effect on
classification performance. This trend holds even when the imbalance is introduced
by removing phishing certificates instead of adding additional benign certificates,
thus reducing the overall size of the dataset, as is the case with the n-02 dataset.

Next, we take a closer look at the classifiers’ FPs, particularly those with high
confidence, to obtain an intuition of the biases of the different classifiers. Here, a
general look at the distribution of confidence scores reveals, that the number of FPs
at the maximum confidence of 1.0 for classifiers trained on imbalanced datasets are
decreasing with higher ratios of imbalance. A closer review of the FPs with the
highest confidence for the different classifiers further reveals, that apparent impostor
domains are present for all RF classifiers, but with the highest ratio for those trained
on impostor training data. Here, an exemplary manual review of the FPs returned
by the RF-i01-all classifier reveals a group of similar domain names that likely belong
to a phishing campaign that was not detected by our ground truth, as we were
able to confirm a subset of the domains as being malicious by consulting a search
engine which returned warnings about a potential scam making use of the domains.
While similar domains were also returned with high confidence by classifiers trained
on other training datasets, they also include domain names without a discernible
reference to a target, thus making the classification outcome less explainable. Both
time-based and naive filtering include such FPs, which among others include domains
consisting only of numbers, or with high character entropy.

For the DL classifiers, the ResNet trained on time-filtering data performs best for
the high FPR case, but falls behind the other filtering methods for all other cases.
Here, the new combined architecture of CNN and LSTM performs best, but does
still not match the RF classifiers in performance. In general, including features does
not seem to improve performance for low FPR, as the performances are similar for
FPRs below 107*. A comparison of TP; for the DL classifiers mirrors the results of
the RF classifiers, in that the classifiers trained on impostor-filtered datasets were
better able to detect certificates that include impostor domains, regardless of whether
they were trained only on domain names or included additional features from the
certificates. Note, that the highest number of detected TP;, for the ResNet-i-01-san
at the 1073 FPR threshold, corresponds to 47.01% of all certificates with impostor
domains detected by the rule-based classifier of Chapter

An additional finding is that the DL classifiers were not able to compete with RFs
on the extremely low FPR cases. However, a closer look at the FPs with the highest
confidences reveals that the classifiers trained on impostor domains and, to a lesser
extend, time-filtered domains seem to detect domain names that include recognizable
target names in nearly all cases, while the classifiers trained on naively filtered data
include domain names without a reference to a target more frequently. A manual
comparison of the ResNet classifier with all features to a domain-only ResNet for
the case of the i-01 dataset indicates, that the domain-only classifier was more likely
to predict domain names that include a recognizable target.

Interestingly, the DL classifiers mainly classified longer domain names with many
domain labels with the highest confidence, while the RF classifiers trained on similar
data found different patterns of typosquatting domains that were returned with the
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highest confidence. Still, all classifiers include domain names that might have been
missed by our ground-truth labeling rather than being truly benign, a hypothesis we
discuss in more detail in the next section. In direct comparison, impostor domain-
trained classifiers always seem to better represent that class in their high-confidence
prediction, with the exception of the ResNet-i02,) classifier, which seems to not have
converged during training, resulting in random results.

Finally, the baseline classifiers no longer offer the highest accuracies in this eval-
uation. While both classifiers still return true positives in the lowest FPR cases,
they still fall behind the RF-i-01 classifier. Here, creating templates according to the
method by Sakurai et al. on impostor domains does not seem to result in a higher
accuracy compared to using the naive filtering method. For the template classifier,
looking at the FPs can reveal regular expressions with high entropy reduction scores
which are nonetheless too generic, and which can be removed to fine-tune the classifier
in practice without re-training. Similarly, the phishing catcher classifier does not
require any training at all, and false positives are also easily recognizable and tunable
due to the list of suspicious keywords that are used to create the domain ratings.

In all, we found that dataset cleaning and class imbalance during training resulted
in classifiers capable of retaining some usefulness even when requiring extremely low
FRPs. While the performance of RF classifiers was generally superior, this might be
due to a shortcoming of the ground-truth labeling, as the DL classifiers also seem to
have learned accurate representations of impostor domains.

10.6. Discussion

In this chapter, we presented the evaluation results of several RF and DL classifiers on
a CT classification pipeline, comparing different data filtering techniques and classifier
choices. We found, that RF classifiers trained on imbalanced datasets filtered for
impostor domains performed best in the low FPR settings that are required to apply
this classification technique to real-world data. While the DL classifiers seem to have
learned the concept of impostor domains well, it seems as though the ground truth is
incomplete, or that there is a large amount of benign websites that is very similar to
impostor domains, e.g., in that they include popular targets in long subdomains, as
their overall performance was worse than that of the RF classifiers in the low FRP
cases. In the following, we discuss potential limitations of the results, as well as their
implications on the broader context of early phishing website detection.

10.6.1. Limitations

In general, the results of the our evaluations depend on specific classifier choices, and
might change drastically depending on even small decisions in architecture or dataset
creation. As such, the trends that were revealed in the second evaluation might have
to be confirmed using more classifiers with different architectures to be confirmed
in general. We note, however, that several of the presented approaches seem to
have had a clear positive effect on classification performance in our experiment, in
particular the inclusion of more benign certificates during training. Furthermore, the
standard deviation across the three runs that were performed for each RF classifier
was low, thus indicating internal validity of the evaluation. Still, it is likely that
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further optimizing the classifiers used for the CT log classification task could lead to
generally better results in the future.

A second major issue with the evaluation is the lack of ground truth for the
evaluation data. While we attempted to alleviate this issue to the extend of our
capabilities, even the delayed labeling with the goal of increasing the number of
verified phishing domain names is unlikely to have resulted in a complete ground
truth. The analysis of high-confidence FPs confirms this finding, as these certificates
often include clear similarities to impostor domains for both RF and DL classifiers,
in particular those trained on impostor domains. Here, it might be necessary to rely
on the insights provided by larger organizations such as browser vendors, or threat
intelligence feed or blocklist providers, to be better able to decide whether the found
certificates do indeed belong to malicious operations, or how great the impact of
blocking them would be on benign browsing. Additionally, a live classification where
screenshots are captured for positively classified domain names and threat intelligence,
such as GSB, is continually updated and referenced could improve ground-truth
labeling. This shortcoming of ground-truth labeling was also experienced by Lin et
al., who only confirmed less than half of their positives in threat intelligence feeds,
and instead relied on manual labeling of website screenshots to confirm most of the
positives [Lin+21].

Furthermore, we did not compare all possible combinations of classifiers and
datasets due to time and resource constraints. The classifiers were selected to best
fulfill the research objectives of providing estimates on the effect of training data
cleaning, class imbalance, and the inclusion of certificate features for DL classifiers,
all of which were addressed by the second evaluation. It is, however, possible
that some combinations that we did not test would result in deviations from the
generalized findings. While we argue that the FP and TP analyses performed to gain
additional insights into the classification decisions of the classifiers seem to support
our conclusions, they might be further studied for generalizations over different
training datasets, classifiers, and evaluation time periods in the future.

Finally, our experiments did not address a number of issues that might be necessary
to deploy CT log classifiers in practice. For one, we ignored the robustness of classifiers
against adversarial effects. While the proposed setting of central classification and
verification might make adversarial attacks less powerful, in addition to the complexity
of attacks on discreet values such as domain names in general, future work might look
at this concern in more detail. The best performing classifiers in our experiments
also all have a bias towards few popular services, which may have to be extended
to offer better coverage in general and in practice. When classifying over a longer
timespan, classifiers may also have to be retrained regularly, which we did not look at
in our evaluations. Lastly, the handling of positives, in particular for domain names
with blank, domain parking, or seemingly benign homepages is currently unclear,
as these domain names might be phishing websites that require a path or employ
website cloaking, or might indeed be legitimate. While the positive classification
results could be used internally by larger organizations or email providers to provide
early warnings about potential phishing websites, it is therefore somewhat unclear
how these results could be employed to provide a more comprehensive protection for
the general population. To which extend the detection results can be translated into
real-world detection capabilities is therefore an open question for future work.
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10.6.2. Implications

First, the two evaluations confirm that the CT log classification pipeline is well suited
for the analyses we performed. We found, that it can be used to train and evaluate
different classifiers in retrospective analyses, even though the problem of providing
ground truth labels in this setting limits the generalizability of the results. We also
argue, that it should be relatively easy to perform different types of evaluation as well,
for example an analysis on the necessity of retraining, differences between different
CT logs, or live classifications.

The classification outcomes of the first evaluation did not indicate usable classifiers
for the proposed use case, as the RF and LSTM classifiers did not yield higher
numbers of TPs for the given FPR, thresholds than previous classifiers, which also
did not achieve numbers of TPs in the same order of magnitude as the FPs. It is
possible, that these outcomes can be explained with noisy training data. According
to estimates in previous work, 62% — 73% of phishing websites are actually hosted
on compromised infrastructure [LJ19; Le +19]. This circumstance might affect
the approaches by Sakurai et al. and the Phishing Catcher less than the machine
learning classifiers, since the Phishing Catcher makes use of rules that were created
by domain experts and therefore is not affected by compromised server certificates,
while the template classifier uses regular expressions that represent patterns found
in the domain names of malicious certificates. Although the template classifier is
trained on the same noisy data, it might be influenced less by benign certificates as
we observe fewer patterns within the domain names of compromised servers.

In contrast, the overall results of the second evaluation in Table suggest, that
phishing classification on CT logs with low FPRs seems to be feasible. Compared to
the previous evaluation, we saw general improvements, that likely resulted due to
changes in the dataset cleaning, class imbalance, or the larger size of the training
datasets overall. In particular, it is possible that the naive filtering employed in
the second evaluation already removes more noise from the training dataset than
the method based on domain knowledge, which was used in the first evaluation.
This difference, and other possible filtering methods might be compared in more
detail in the future. Note, that the number of certificates overall is lower in the
second evaluation, and there might be differences in the quality of ground-truth
validation. Consequently, the number of TPs are not directly comparable between
the two evaluations.

In the second evaluation, we found that impostor-domain filtering seems to generally
be useful, in that it resulted in the best performance for low FPRs, and additionally
results in more explainable classification results. We further observed, that RF
classifiers seem to be better suited to detect those certificates of phishing websites that
are included in blocklists in the low FPR ranges, while the DL methods outperform
on higher FPRs. Regardless of which filtering method was used, classification results
seem to be particularly well when using class imbalance during classifier training,
even if the imbalance is created by removing malicious certificates instead of adding
additional benign ones.

Comparing the two proposed filtering methods for a fixed ratio of benign and
phishing certificates during training, we find clear differences when comparing the
number of TPj, but not TP. A closer look at the non-impostor TPs generated by
the two filtering methods for low FPR thresholds indicates, that this is not only due
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to impostor domains that were not detected by the simple rule-based classifier, but
also includes certificates with domain names without a reference to a target. This
indicates, that there is a class of certificates of phishing websites that do not include
impostor domains, making them more complicated to label manually without context,
but that is still detectable by RF classifiers. Still, we argue that impostor domain
filtering was superior in our use case, as it provided more explainable results that
also focus on the specific URL categories that were not covered by other approaches
proposed in this thesis. On the other hand, it does have the disadvantage of focusing
on only a subset of phishing domains, which might be exploited by attackers to avoid
detection. As previously noted, impostor domain filtering furthermore only focuses
on a subset of benign targets, which were selected from popular websites and found
to be common targets in the analysis in Chapter |4l These problems might be less
pronounced in time-based or even naive filtering, however in our experiments these
approaches also resulted in worse and less explainable classification results, likely
due to the noise of compromised and benign-hosting domain names in the training
datasets.

As an advantage of impostor-filtering, the restriction to impostor domains also
seems to be successful in removing compromised domains and benign hosting services
from the positives of the classifiers, which were likely the main reason for the low
performances of RF and DL classifiers in the first evaluation. We argue, that
detecting the certificates of compromised (or soon-to-be compromised) domains is not
a sensible task, as the certificate would typically be requested before the compromise
and therefore should not exhibit any malicious or otherwise remarkable features
compared to other benign websites that were not compromised. As such, the early
detection of phishing domain names in CT logs is likely to be restricted to a subset
of all phishing websites, and in particular to impostor domains. Detecting websites
hosted on compromised or benign hosting infrastructure would therefore require
different approaches, such as the user education or design intervetions presented in
this thesis, or automated approaches that make use of more context than is available
in certificates.

The analysis of FP results might indicate, that neither impostor domains nor the
time-based approach are a good criterion to filter for during training. While classifiers
trained using both methods seem to have learned a representation of domain names
resembling impostor domains, the low evaluation results might indicate, that these
domains are common even among benign websites. It might therefore make sense
to change the setting of the study, and for example provide feedback directly in a
browser extension that warns its users when visiting a potential impostor domains.
Here, the fact that the models were able to learn the representations well might
indicate, that it is possible to train classifiers that are able to extract the target from
an impostor domain, which might be used to better reflect a user’s comprehension of
the URL and therefore improve the signaling power of an extension or similar design
intervention.

That it is possible to learn a representation of impostor domains also results in
additional interesting venues for future work, including multi-class classification
where the output also indicates which target was impersonated, or even classifiers
that are able to extract or highlight the exact substring that includes a reference to
the target. As a consequence, training a similar classifier to the visual approaches in
previous work that do not require retraining when adding new targets might also
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be possible. These classifiers might improve the explainability of the results, or
might be employed in different contexts, such as in browsers, to warn users about
websites that seem to be impersonating a different website. Generally, it may be
possible to train classifiers to exhibit better performances for specific categories of
URLs, e.g., subdomain posing or typosquatting. This fact seems to be supported
by the FP analysis, where we confirm that even when classifiers are trained on the
same dataset of impostor-filtered certificates, the domain names detected with high
confidence can clearly differ. For example, the RF-i-01,1; learned a typosquatting
campaign of Amazon, while CL classified a number of subdomain posing domains
with high confidence, indicating that the different classifiers focused on different URL
categories.

Compared to the current state of the art in visual detection of phishing attacks
(see [Lin+21]), the classifiers evaluated in this chapter had a lower accuracy. This
is likely due to several reasons, including the effect of providing additional context
in website screenshots. Furthermore, the ground truth is still a problem, as the
authors of Phishpedia required manual labeling for more than 50% of their positives.
We argue, that the general approach of certificate and domain name classification
presented in this chapter still has some merit, as it has several advantages compared
to visual approaches. First, the classification of information that is directly included
in certificates scales better, as we do not have to download the website, nor do we
have to render and make screenshots, which is a complex process that potentially
reveals the classifier or the machine it runs on to malware or DoS attacks, and is
additionally susceptible to website cloaking. This also makes the classification faster
overall, as the website does not have to be downloaded, and the models required
for inference are potentially smaller. Domain name analysis is also still possible
when a website is not available, for example when a path component is required,
as we found to be the case for the majority of 87.90% of the URLs analyzed in
Chapter 4} A disadvantage both visual and certificate-based approaches currently
share is the restriction of only detecting the targets that were included in training or
explicitly provided in a match list, which has to be maintained in practice. In all, the
two approaches can complement each other to provide better detection capabilities
overall, and might be compared and possibly combined in the future.

Due to the focus on several selected research questions in the second evaluation, a
number of questions are still open for future work. Here, different meta-classifiers
might be a venue to explore, though it should in theory be possible to use the
maximum meta classifier in all cases once the FPR for domain names is sufficiently low.
Exploring and evaluating other classifiers might also result in further improvements
in classification outcomes. Next, it is possible to train domain-only classifiers on
larger sets of domain names of phishing websites in general, even when they do not
have a corresponding certificate. This might for example be used to increase the
number of impostor domains in the training set, though it is not possible to use
time-based filtering without certificates. Additionally, it may be possible to apply a
similar detection approach as the domain-only classifiers to directly classify newly
registered domains at TLD root zones. While this requires access to the root zones,
which is not always available, this would potentially give a more complete view on
registered domain names, and provide even earlier detection compared to CT logs, as
certificates that include a domain name can only be requested after the domain was
registered. Finally, it might be interesting to see how the early detection of phishing
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websites influences the phishing ecosystem, e.g., whether attackers switch practices,
and how to extend the approaches presented in this chapter to cover spear phishing
attacks.

To summarize, this chapter presented a pipeline to perform evaluations on CT
logs. In two evaluations, we found that classifiers are able to learn a representation
of impostor domains, which are a promising indicator of whether a domain name
is malicious. We found, that classifiers can be trained to detect the certificates of
phishing websites even when restricted to extremely low FPRs. While our classifiers
are still far from detecting all TPs or even only the subset of TP;s, our results indicate
that classifiers might be improved enough to deploy them in practice, thus providing
an additional layer in the phishing prevention process.
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Conclusion

In this thesis, we presented a multi-layered defense aiming to decrease the risk of
phishing attacks using education, design interventions, and automated detection. We
utilized a kill chain process model and URL categories to categorize both attacks
and defenses, thus emphasizing how the defenses come together to create different
layers that complement each other.

In general, this thesis demonstrated how different detection strategies are necessary
to prevent different types of phishing attacks, and how prevention strategies can be
designed to complement each other by focusing on different categories of URLs and
steps in the attack process. The following section summarizes the main findings and
implications, followed by an outlook about possible venues for future work.

11.1. Main Findings

The phishing prevention methods presented in this thesis focus on different steps
in the phishing process and different URL categories, thus forming a multi-layered
defense against phishing attacks.

On the phishing attack kill chain, the automated detection of phishing websites
based on the certificates in CT logs makes up the earliest defense presented in this
thesis, as it aims to detect phishing attacks in the preparation phase before the
attack delivery. Here, we analyzed the certificates of phishing websites in an effort
to find discerning features that might be used to detect phishing websites in user
education or automated detection. We compared two scenarios that roughly translate
into automated detection without any additional context (e.g., using CT logs as
source), or analyzing the certificate from the view of a user who has an idea about
which website they are trying to visit. The direct comparison of phishing and benign
certificates unsurprisingly did not reveal any clearly discernible features that separate
the certificates of benign and phishing websites, leading us to the conclusion that
the information collected from the certificate apart from the included domain names
is unlikely to be helpful in automated detection. In the second scenario, however,
we did not find any evidence that phishing websites present certificate that actively
spoof the information of their target website, in particular information about the
organization seemed to not be impersonated in our dataset. While these findings
do not solve the threat of website-based phishing in general, they might motivate
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the usage of certificate information in user education, even though it can only be
applied to benign websites that invest in a more complex validation option for their
certificates.

For automated detection, we demonstrated that low FPRs are a vital issue when
classifying certificates on CT logs, and found that even though the ground-truth
labeling was incomplete, several classifiers were able to detect true phishing websites
while retaining low FPRs. A comparative evaluation of several classifiers, training
datasets and feature sets furthermore revealed, that class imbalance during training
improves the classification performance in the low FPR cases, and that an impostor
domain-filtered dataset used during training results in more explainable classification
outcomes. While RF classifiers were superior to any of the evaluated DL classifiers for
low FPR thresholds, we found that the DL models still learned a good representation
of impostor domains, which might indicate that resolving problems with ground-truth
labeling might yield improved results in the future. As to the question on whether
including the information in certificates apart from domain names significantly
improves the performance, we found that DL classifiers trained on only domain
names performed at least similarly, in some cases even better than those that
included additional information from the certificates, which supports the hypothesis
that the additional information is not generally useful for classification. In all, we
demonstrated that classification of certificates from CT logs is generally possible, as
the proposed classifiers approached an acceptable level of FPs that makes it possible
to deploy them in practice. However, the information in certificates is restricted
to domain names, with the possible inclusion of wildcards which can be used to
obfuscate subdomains, and thus only offers protection for impostor URLs where the
target reference appears in the RD or a subdomain that is included in the certificate.

As complementary approaches, we therefore also presented several educational
games and design interventions, which all aim to disrupt the kill chain by preventing
the user action, and focus on different URL categories or delivery methods. A
user study where we compared different URL categories indicated, that users seem
to generally struggle with phishing URLs where the target appears first, as was
demonstrated by the low detection scores for URLs of the subdomain-first/only,
http credentials, and RD categories. Furthermore, the complexity of benign URLs
seems to play a significant role as well, since we found that URLs with path or
query components, or those containing subdomains, were more likely to be perceived
as malicious. The results imply, that the inclusion of many different categories of
URLs increases the predictive power of user studies, since they represent the large
diversity of phishing attacks more closely. The results also lay the foundation for
user education and other interventions that require knowledge of URLs by revealing
which categories of URLs are not detected well even in a lab setting.

The approach to user education covered in this thesis was based on anti-phishing
learning games. The focus of the newly proposed learning-game prototypes was to
test different game mechanics and the effect of personalization, neither of which had
a direct effect on the classification performance in the post-tests of the corresponding
user studies. We did, however, confirm that differences between unknown and known
services appear during gameplay and in the classification tests, thus motivating further
research into the effect of fully personalized games and on how well the obtained
knowledge, skills and awareness of players transfer to the real world. Regardless of
which game was played, players significantly improved their results in the post-test,
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but still fell short of “perfect” detection scores across all URL categories. While URLs
with a target reference in the path were detected extremely well after playing the
games, neither subdomain nor RD URLs improved to the same level. A retention test
confirmed, that knowledge was retained over three months, and indicates that there
might in fact be advantages to the more complex game mechanics for subdomain
URLs. In all, the results of this study can help researchers and developers improve
learning games in the future, and motivate further research into the personalization
of anti-phishing education. The high accuracies when classifying URLs where the
target appears in the path also indicate, that user education might alleviate one of
the shortcomings of certificate-based detection, which might in return reduce the
risk of URLs with the target in the RD.

Since subdomain URLs were still problematic even after playing a learning game,
resulted in the lowest detection accuracy in the user study on URL categories, and are
not necessarily detected using automated detection on CT logs, we analyzed reverse
domain name (RDN) notation as an alternative to the normal URL notation that
specifically aims to improve the detection accuracy for subdomain URLs. In the user
study conducted to test this hypothesis, we found that there were indeed differences
for subdomain URLs, which were detected with higher accuracy in RDN notation,
however the accuracy dropped slightly for most other categories, in particular for http
credentials. We argue that this is due to the fact that participants were not familiar
with the new notation and that the general accuracy would improve if RDN was to be
used more commonly. Further analysis revealed, that participants were significantly
faster when making decisions about URLs in RDN compared to the normal notation,
which might make it more likely that users consult the URL in practice if it is
perceived as less cumbersome. While these results demonstrate that RDN might
be an alternative notation for URLs that does not remove any information but still
makes phishing URLs easier to detect, it remains an open question whether users
would actually look at URLs in practice for their classification decisions.

A general shortcoming of all URL-based detection approaches is, that not all
attacks rely on phishing websites to be successful. We therefore also conducted a user
study to compare four different Uls for email clients and their effect on phishing email
detection accuracy, with the aim of providing a complementary detection method
for users that is also effective against website-less attacks and phishing websites
hosted on benign infrastructure. The first Ul tested in the study served as a baseline
without any particular highlighting, and the other Uls added information about the
history, highlighted the RD in the sender’s email address, or summarized security
information included in the email. We found, that two of the three Uls resulted in
significant improvements over the baseline, however the study also indicated that
users might put too much trust in two of the highlighting options by preferring Uls
that could be interpreted as resulting in a binary outcome on whether the email is
safe. Still, all three Uls resulted in significantly faster classification times, which
might make it more likely that users perform a check for phishing emails in practice
by removing some of the complexity involved in the task. We furthermore defined
different categories of phishing and benign emails for the study, and found that
lateral and spear phishing posed a substantial threat in our study, as neither category
was detected well. Overall, this indicates that classification tasks including phishing
emails should include a diverse set of email categories, and motivates further studies
on the potentially positive effects of email client Ul changes.
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11. Conclusion

Taken together, the results of this thesis highlight the importance of reflecting
the diversity of phishing attacks in user studies by including URLs and emails of
different categories to ensure meaningful results. Furthermore, information about
the familiarity with services of URLs and emails in classification tests played an
important role in the studies presented in this thesis, and should be considered in
future studies. Explicitly differentiating unknown and known services in interventions
might also make them reflect the actual situations that users encounter in their
real-life activities more closely, which might translate into benefits when knowledge,
skills or awareness are required in the real world. Differences between evaluation
setup and real world also played an important role in the development of CT log
classifiers, which work on real-world data and therefore have additional requirements,
for example extremely low FPRs. Finally, the context provided by different categories
of impostor domains in this thesis demonstrates the advantages of a multi-layered
approach that combines different prevention methods, which might also be of interest
in the future. However, non-impostor phishing URLs still made up the majority of
phishing URLs in our datasets, which also include attacks that are unlikely to be
detectable using URL features alone, as they make use of benign infrastructure in
the intended way, which might require different prevention approaches altogether.

11.2. Future Work

While the anti-phishing approaches presented in this thesis have been shown to be
effective in specific use-cases, they are not able to provide a complete protection
against phishing attacks in general. As such, there are several important venues and
open questions for future work, which we discuss in the following.

First, an important next step for all of the proposed methods are real-world
evaluations. For the design interventions and learning games, real-world evaluations
could be performed by using simulated phishing attacks, where users also have to pass
the awareness hurdle that was not present in the lab studies. This would give insights
into how well education translates into practice, and whether the design interventions
actually raise awareness or are ignored or not helpful. For the classification of CT
logs, a real-world evaluation would entail live-classification of certificates as soon
as they are added to the logs, preferably with screenshot-taking and continuous
monitoring of potential positives and blocklists to check for inclusion. This would
give an estimate on the effect of blocking impostor domains, and show whether
the classifiers are already usable beyond our evaluations. It would also bring the
verification issue of potential phishing websites found via domain names in certificates
into focus, which is not currently addressed by existing approaches.

The results of our user studies indicate, that education might benefit from more
personalization. Phishing attacks and susceptibility can depend on the specific user,
and most users are likely to act differently in real life when, for example, confronted
with unknown services. In particular, we have shown that familiarity had a significant
effect on all classification tasks, and that players of anti-phishing learning games also
interacted differently with unknown services during gameplay. Furthermore, the rise
in personalization in attacks due to spear or lateral phishing attacks, where OSINT
information can be abused by attackers to create more believable messages, motivates
the usage of more robust educational material that is tailored to the specific context
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11.2. Future Work

of the user. As such, further personalized education might be an important venue
for future work to ensure, that educational material remains relevant and effective
against an evolving threat. Additionally, while we did include service familiarity in
our studies, incorporating hosting service abuse as well might also be interesting
for future work, as we found that they are common (based on an analysis of the
RDs of phishing URLSs in our dataset), and hard or even impossible to detect by the
approaches presented in this thesis.

An additional potential venue for future work is the combination of design inter-
ventions and education. In our studies, we found that problems with URL reading
remained even after playing anti-phishing learning games. It might be possible
to combine URL highlighting, RDN notation, email highlighting, or other design
interventions which take care of the complex parsing process of URLs, emails, or
certificates and highlight relevant information, with user education that teaches
users how to process this highlighted or summarized information to improve their
decision process regarding phishing attacks. This might on the one hand reduce
the complexity of education, as the complexity of parsing and collecting relevant
information is reduced, and also have the benefit of raising awareness of relevant
information which is readily available but otherwise ignored or misunderstood. On
the other hand, implementing highlighting or summary options in popular browsers
or email clients likely requires the cooperation of larger corporations (e.g., browser
vendors), who might have to be convinced that information highlighting leads to
improvements in combination with education, which they do not have any control
about.

More broadly speaking, it has been pointed out by previous research in usable
security (e.g., [Cra08; [Sas15]) that depending on user education is unlikely to provide
a robust defensive strategy in the long run and in the face of evolving attackers,
and might be replaced by other defensive measures in the future. This result is
particularly complicated to achieve for phishing attacks, which explicitly aim at the
human factor, and are currently neither prevented by technical nor human-centered
defenses. As such, it might be a more promising strategy or even ultimately necessary
to provide educational materials and design interventions that can be updated and
revised to reflect current attack trends. Whether it is possible to “solve” phishing
attacks without education in the future remains an open question.

On the other hand, the automated detection of phishing websites is still an ongoing
research problem as well. Previous studies have found problems regarding the
generalizability of results in this research area, in particular regarding the selection
of training and evaluation datasets [Das+19]. These problems might make the
transition of automated methods to the real world problematic, when classification
performances decrease in the real world or are unable to cope with large numbers
of FPs. Here, our results in the context of automated detection of certificates of
phishing websites on CT logs indicate, that extremely low numbers of FPs are
required, but also that ground-truth validation of realistic test data is challenging,
both of which might be improved in the future. We found, that CT logs are a great
source for automated detection, since they make large-scale detection on real data
possible, thus providing realistic scenarios that directly translate to the real world.
Our approach furthermore does not require user data such as browsing behavior, and
enables centralized operation and verification. Using only certificates as inputs for
the classification does, however, also come at the price of less context compared to
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other automated approaches (e.g., using URLs or emails as input). Our evaluation
focused on impostor domains, which highlights the importance of context for phishing
detection, which might still not be available to an automated classifier in the same
extend as a human operator. Future work might look at how to generate or extend
the context for automated approaches (i.e., without relying on users), that still
remain unobtrusive and do not require invasive analysis of, for example, a user’s
email history. Here, the research of Al is currently fast evolving, and rapid advances
in natural language processing might indicate, that highly successful automated
detection engines might be feasible in the foreseeable future.

Overall, creating and evaluating more effective systems that prevent different
attacks is still an ongoing challenge in phishing prevention. This thesis did not cover
all possible classes of attacks, nor did we explore all steps in the phishing kill chain,
which could be covered in the future to provide a more holistic phishing prevention
system.
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Appendix

Additional Information

The following sections contain additional materials and details on the studies and
evaluations presented in the main part of the thesis. Further information on impostor
URLSs (Chapter [4]) can be found in Section[A.1] Screenshots and detailed statistics for
the URLs shown in user study on phishing URL categories are presented in Section[A.2]
Similarly, additional information on the user study on anti-phishing learning games
(Chapter [6]) is included in Section Section contains information on the user
study on RDN notation from Chapter [7] followed by additional details on the email
client Ul study from Chapter [§|in Section Finally, Sections and include
further information on the analysis and automated detection of the certificates of
phishing websites presented in Chapters [9] and respectively.

Contents
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[A.7. Automated Phishing Detection Using CT' Log Analysis[. . . . . . . . 209

A.1. Phishing and Impostor URLs

This section includes information on the rule-based classification of impostor domains
presented in Chapter [4. Examples for each rule can be found in Table

Table A.1.: Example domain names matching impostor rules

Rule Domain Target RD
RD embedding amazon.co.jp.s1s33.xyz amazon.co.jp
e2LLD embedding facebook-875912582.dailyshift.app facebook.com
Strict typosquatting instagr-m.us instagram.com
Relaxed typosquatting loginn-amazom.myvnc.com amazon.com
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URL classification

Release 1.0

Herzlich willkommen zum Phishing-URL Quiz

In diesem Quiz werden Dir Webseiten mit einer Internetadresse (URL) angezeigt und Du sollst entscheiden, ob die Webseite zur
URL passt oder es sich um eine gefalschte (phishing) Seite handelt. Dafiir wirst Du zundchst gefragt, welche Webservices Du
kennst und anschlieRend werden 99 Webseiten gezeigt. Deine Angaben, welche Services Dir bekannt sind, haben keinen
Einfluss auf die gezeigten Seiten und dienen lediglich der spiteren Auswertung. Das Quiz davert ca. 15 Minuten und zeigt am
Ende eine Auswertung der erzielten Ergebnisse.

Was ist eine phishing Webseite?

Bei einer phishing Webseite handelt es sich um eine Internetseite, die eine maglichst exakte Kopie einer bekannten Webseite
ist. Mithilfe dieser Kopie versucht der Ersteller/die Erstellerin Menschen dazu zu bringen, ihre Zugangsdaten fir die
Urspungswebseite einzugeben und diese somit preiszugeben. Die Internetadresse (URL) dieser gefalschten Webseite wird dafir
an potenzielle Opfer verbreitet (z.8. per Mail),

Datenschutz

Es werden keinerlei D: Die g einzelnen Users kann nur durch Preisgabe der
Session ID stattfinden, iiber die ausschlieBlich der User verfiigen kann. Dieses Quiz wird von einem Oracle Service gehostet,
daher gelten fiir alle weiteren Daten die Oracle Datenschutz Bestimmungen. Mit dem Klicken des untenstehenden Buttons

erklarst Du Dich mit den oben genannten Datenschutz-Modalititen einverstanden.

Figure A.1.: Welcome screen of the URL study (taken from )

A.2. Categorization of Impostor URLs

This appendix includes additional information on the URL categorization and user
study performed in Chapter [5| First, Table contains the URL categories defined

by Reynolds et al. [Rey+20]. Next, Figures[A.1] [A.2] [A.3] and [A 4] depict screenshots

of the survey. Furthermore, Tables and [A.4] depict the mean performance scores

for the URLs in the user study.
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Table A.2.: URL categorization by Reynolds et al. (adapted from [Rey+20])

A.2. Categorization of Impostor URLs

Category

Description

Example

Typo-squatting

A domain that looks similar
but is spelled differently to one
known by the victim

https://tarqget.com

Subdomain as Do-
main

Places an unrelated but famil-
iar name as the subdomain for

a URL

https://target.com.sign
-in.info

IP Address

Includes Only an IP address

http://127.0.0.1/

IDN Homographs

Use unicode characters that
look similar to the true web-
site’s name

https://target.com

HTTP credentials
as origin

Use http credentials to precede
the FQDN in a URL

https://target.com@n593
.biz

No Apparent Iden-

URL contains only unrecogniz-
able strings or a description of

https://kjgsksdg93528.c

ity function o
Self-declared Recognizable hostname is https://secure-target.c
secure prepended with “secure” om

Ambiguous Delim-
iter

Puts delimiters (e.g., @) in
parts of the URL where they
have no effect

https://target.com@othe
r.com#Qexample.com

Unfamiliar TLD

Uses an unfamiliar TLD to ter-
minate the FQDN instead of a
more common TLD

https://target.com-issu
es.support

Overrunning Sub-
domain

Uses a long chain of subdo-
mains to obscure the FQDN

https://www.target.com.
js2awp-11£8xe89770bybcy
xqbwewp.gvicw9vl4blie-c
smcmcut7z95gcms . etz5811
-eiue348wi01i27dh8jtkku
.mX

URL Encoded
Characters

Encodes characters in the URL
to hide important delimiter
characters

https://target.com¥41%4
1%41%2e%41%52

Query parameters
or Fragment Pos-
ing

Places familiar hostnames in
the query or fragment portion
of the URL

https://get-help.page?
target.com
https://192.17.42.13#t
arget.com

Path Posing

Place familiar hostnames in
the path portion of the URL

https://connection22.co
/target.com
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URL classification

Kennst Du diesen Service?

Release 1.0

Figure A.2.: Screenshot of the service familiarity questionnaire in the URL study

(taken from [Dre22]).

https:/fwww.t-onine.de

Wiadimir Putin steht mit leeren
Hénden da

Figure A.3.: Screenshot of the URL study classification task (taken from )
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A.2. Categorization of Impostor URLs

Table A.3.: Performances for benign URLs in URL category study (URLs of unfa-
miliar services were removed).

URL N Category Mean
https://www.dhl.de 37 Plain 1.0
https://www.facebook.com 38 Plain 1.0
https://www.merkur.de 18 Plain 1.0
https://www.derwesten.de 10 Plain 1.0
https://www.welt.de 39 Plain 0.974
https://www.chefkoch.de 38 Plain 0.974
https://www.samsung.com 32 Plain 0.969
https://www.web.de 30 Plain 0.967
https://www.amazon.com 41 Plain 0.951
https://www.chip.de 37 Plain 0.919
https://www.twitch.tv 24  Plain 0.917
https://www.ebay-kleinanzeigen.de 41 Plain 0.878
https://www.merkur.de?request7a=8801701589660449956 18 Path 0.833
https://www.chip.de?request=7734971300542504185 37 Path 0.811
https://www.instagram.com?client id=9148891928820696079 40 Path 0.775
https://www.sportl.de?request=b%27%5Cxbe%5Cxca%5Cxd[...] ~ 17 Path 0.765
https://www.chefkoch.de?client id=3256578733479199268 38 Path 0.763
https://www.paypal.com?client_id=b%27c¢%5Cxaa%2A%5C]...] 41 Path 0.756
https://www.paypal.com?request=b%27%5Cx{9%5Cx15%5Cn|[...] ~ 40 Path 0.75
https://www.t-online.de?request=1510910431402647394 32 Path 0.75
https://www.samsung.com?request=b%27%5Cn%5Cxed%7B3Z[..] 32 Path 0.75
https://www.tagesschau.de?request=3792775142391940030 41 Path 0.732
https://www.chip.de?client_ id?7a=1895698834972220894 37 Path 0.73
https://www.paypal.com?request=b%27KJyV%5Cxcf%5Cx17...] 43 Path 0.721
https://www.twitch.tv?client id=b%27%5Cxaa%5Cxd6%5]...] 25 Path 0.72
https://www.paypal.com?client_ id=b%27%5Cx92G%605%5]...] 38 Path 0.711
https://www.amazon.com?request=9171341737121226924 41 Path 0.707
https://www.merkur.de?client id?a=b%27%5Cxfa %5Cxdd]...] 17 Path 0.706
https://www.chefkoch.de?request=9683977234168182615 36 Path 0.694
https://www.instagram.com?client_ id?7a=b%27Z%5Cxc8%5|...] 38 Path 0.684
https://www.amazon.com?request=b%27%5Cxea%5Cx13%5Cx][...] 41 Path 0.683
https://www.spiegel.de?request=2948715188917027892 37 Path 0.676
https://www.instagram.com?request=b%27%5Cx9f A%5E %]...] 42  Path 0.667
https://www.idealo.de?request?a=b%27%5Cxe6%5Cxc0%5C]...] 33 Path 0.667
https://www.idealo.de?request=7097990411080245371 30 Path 0.667
https://www.gmx.net?client_ id=b%22%5Cx9e%5Cx95%5Cx]...] 27 Path 0.667
https://www.derwesten.de?client  id=b%27%5Cxd9Tc%5Cx]...] 9 Path 0.667
https://www.ebay-kleinanzeigen.de?client_id?7a=b%27%5]...] 41 Path 0.659
https://www.web.de?client_ id=3415526714293118578 32 Path 0.625
https://www.gmx.net?client_ id=b%27%5Cxa2%5Cxca%5Cx]...] 30 Path 0.567
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Table A.4.: Performances for phishing URLs in URL category study (URLs of unfa-
miliar services were removed).

URL N Category Mean
https://kngj9wrm8etoowtls12387qqdv459qq6{635tht0941bp. wl...] 37 Subdomain-end 1.0
https://0i17460ibjn9bwwjoqk5e2q9h283p8gef3sddOyr.qq3dim]...] 38 Subdomain-end 1.0
https://www.ott0.de?client_ id=4594320839498719144 38 Typo 1.0
https://www.wlet.de?client_ id=5902123609469213206 36 Typo 1.0
https://www.derwesten-secure.de?request=b%27%5Cxfe0%)...] 9 RD 1.0
https://7g40m8niwctnsyevnw8e306zglilp8bwceaxrrfdzwp.8ttd[...] ~ 43 Subdomain-end  0.977
https://www.yOutube.com?client id=4691860970233155429 41 Typo 0.976
https://www.agesschau.de 41 Typo 0.976
https://i4r915ew8gb8aouj.de?www.ebay.de 40 Path 0.975
https://www.kbay.de 40 Typo 0.975
https://www.eba.de 39 Typo 0.974
https://kvuohyydlgurbdyf3jepmqa21d3x1stsw7govbidkzn.wwwl[...] 39 Subdomain-end  0.974
https://9mbsfotkhtljpfud.com/www.google.com 38 Path 0.974
https://www.vveb.de 33 Typo 0.97
https://www.gosogle.com?request=b%27%5Cx9f%5Cxde%5C[...] 41 Typo 0.951
https://k3qglq6stzqw8ggh.com/www.ebay-kleinanzeigen.de 41 Path 0.951
https://www.wikipedio.org?request=b%27G%5Cx93%7D+%5[...] 41 Typo 0.951
https://www.ebacy.de 39 Typo 0.949
https://www.instaagram.com?client_id=7958564013988669330 39 Typo 0.949
https://www.lebay-kleinanzeigen.de?request=b%27%5Cxb0]...] 39 Typo 0.949
https:/ /www.wikipediaa.org?request=2927723380819768289 38 Typo 0.947
https://www.hcip.de?request=b%27%28%5Cx0ei%5Cx90%5...| 37 Typo 0.946
https://vsotqstbrn2e7e84.com?www.spiegel.de 37 Path 0.946
https://www.sporzl.de?request=8254018817974639890 17 Typo 0.941
https://www.iidealo.de?request=b%27%5Cxal%5Cxb1%5Cx[...] 32 Typo 0.938
https://www.eb.de 31 Typo 0.935
https://www.gax.net?request=4137666067858483598 29 Typo 0.931
https://www.pypal.com?client_id=b%270%7C%5Cx1d+%5C[...] 42 Typo 0.929
https://www.cbay-kleinanzelgen.de?request=b%27%5Cxe9...] 39 Typo 0.923
https://www.foocus.de 38 Typo 0.921
https://www.link-tagesschau.de?request=b%27%2A5%5Cx1]...] 39 RD 0.897
https://www.reddti.com 26 Typo 0.885
https://www.googe.com 40 Typo 0.875
https://www.t-onlne.de 32 Typo 0.875
https://www.safe-samsung.com 31 RD 0.806
https://www.wikipeia.org?request=3842376134860118984 39 Typo 0.795
https://www.wikipedia.link?request=b%27%5Cxc8%5Cx87...] 38 RD 0.789
https:/ /www.chefkoch.secure 36 RD 0.778
https://www.help-reddit.com?request=b%27%5Cxb2%5Cx87%27 26 RD 0.731
https://www.amazon.com@%61%72%2e%76%69%77%38%34[...| ~ 40 Http-credentials 0.725
https://www.otto.site 35 RD 0.714
https://www.dhl.de.5dwe3rgb31adkzkftonuh16ylsblialdxtd7(...] 38 Subdomain-first  0.711
https://www.ebay-kleinanzeigens.de?request=644325675462]...] 42 Typo 0.69
https://www.t-onilne.de 32 Typo 0.688
https://www.idealo.de@0z3tudtsiuet7wdt.de?request=b%27]...] 32 Http-credentials  0.688
https://www.ebay.de@Q%37%76%6b%32%65%2e%61%727re]...] 40 Http-credentials  0.675
https://www.google.com.support-page.com?request=b%27A2[...] 40 Subdomain-first 0.675
https://www.google-help.com 39 RD 0.667
https://www.derwesten.de.ves9widuhkhrz5v2.de 9 Subdomain-first  0.667
https://www.focus-link.de?client id=849977719853577737 37 RD 0.649
https://www.twitter.com@vgjdjepskv4l0f8l.com?client id]...] 36 Http-credentials  0.639
https://www.ideao.de?client_ id=b%27%5Cxa4%5Cxc5%60]...] 31 Typo 0.581
https://www.dhl.de.link-support.com?client_ id=b%27%5|...] 37 Subdomain-first  0.568
https://www.idealo.de.%6b%32%79%72%62%2e%61%72 32 Subdomain-first  0.562
https://www.sportl.de.2bstrc62131d61aq9126{f06zg84kiw20]...] 18 Subdomain-first  0.556
https://www.otto.de.i3gblme04koxujzd.de?client id=2369]...] 39 Subdomain-first  0.538
https://www.sportl.de. %78%67%37%75%35%2e%61%727]...] 17 Subdomain-first  0.529
https://www.derwesten.de%2e%71%75%63%66%73%2e%6]...] 9 Subdomain-first  0.444

https://www.youtube.com%2e%77%32%37%37%73%2e%61%72 41 Subdomain-first ~ 0.39
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URL classification

Vielen Dank fiir Deine Teilnahme am Phishing Spiel! Unten findest Du eine
Auswertung Deiner Ergebnisse. Dort kannst Du sehen, wie viele der Webseiten Du
jeweils korrekt erkannt hast.

Normale Webseiten Phishing Webseiten

- Fatscn
o Korrekt

- Fatscn
- Korekt

Relesze 10

Figure A.4.: Screenshot of the feedback in the URL study (taken from )
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Appendix Table A.5.: Summarized analysis results of POG data set (x = identified

category, g = guessed category, Yy = yes; n = Nnoj = n/a)
(taken from [11])
| Target Gr. | Edu. Context | | | | factual conceptual procedural meta-cognitive
2 z
3 2 n S5 8 2 5 El &
£ s 2 £ 21f|g 25 2 £ 5|8 = Z £ 2 3
5] = 8 S 8 gl E s a & £ &|3 g a & £ g
~= [SE-4 o O LB | & 5 & & o 9| =& 5 s & & O
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A.3. Game-based Anti-Phishing Education

This appendix includes additional information on the anti-phishing learning games
presented in Chapter [6] Table shows the POG dataset and the analysis results
for anti-phishing learning games. Table depicts the learning goals of the proposed
learning games. The mean performance scores for all URLs, results of the recognition
of services questionnaire, and questions in the demographics questionnaire of the
corresponding user study are shown in Tables [A.7], [A.8] [A.9] and [A.10] Table
demonstrates, how the detailed URL categories from Chapter [5] map to the categories
taught in the games.

190



A.3. Game-based Anti-Phishing Education

Appendix Table A.6.: Learning goals including the mapping to the four games. Learn-
ing goals are marked with x if they apply to the analysis,
decision, or personalized game (A), or creation game (C)

After playing the learning game, players should be able to ... A C

... know the structure of URLs by recalling its components. X X

Remember ... name the manipulation techniques for URLs by listing the manipulation x x
techniques for individual components.

know the manipulation techniques for URLs by describing the manipula- x x

tion of the components.

understand the structure of URLs by explaining the purpose of the x x

Understand

components.
understand the manipulation of the structure of URLs by explaining x x
manipulation techniques for the components.
determine the individual components of a URL by performing URL x x
parsing.

Apply ... compose valid URLs by combining the (necessary) components in the bie
correct order.
compose valid URLs by creating the (necessary) components in the X
correct order.
change the structure of a URL by modifying components. X
manipulate the structure of a URL by modifying (necessary) components X
based on specific rules.

... analyze the structure of a URL by identifying the components. X X
Analyze ... detect manipulations in the structure of a URL by identifying manipu- x

lated components.
recognize the manipulation technique applied to a URL by identify- x
ing/recognizing the manipulated component.

... assess the correctness of the structure of a URL by checking the compo- x
Evaluate nents.
assess the manipulation of the structure of a URL by checking the x
components and identifying manipulated components.
distinguish benign URLs from manipulated URLs by comparing both x
URLs in terms of applied manipulation(s).

Create create correct URLs by creating and combining the (necessary) compo- b'e
nents.
create manipulated URLs by manipulating and combining (necessary) X

components based on rules and the URL structure.

191



A. Additional Information

Appendix Table A.7.: URLs of the URL classification test comparing learning games
in pre- and post-test and their mean performance scores

URL N Category Pre Poste  Posty Postp Postp
https://www.amazon.de/ap/signin?openid.pape.m]...] 182 Benign 0.5 0.667 0.85  0.911 0.755
https://meine.deutsche-bank.de/trxm/db/ 174 Benign 0.506 0.681 0.711 0.705 0.689
https://accounts.google.com/signin/v2/identif]...] 182 Benign 0.604 0.604 0.675 0.711 0.612
https://vk.com/ 33 Benign 0.905 1.0 0.889 1.0 0.875
https://www.gmx.net/ 165 Benign 0.921 0.86 0.947  0.974 0.933
https://www.otto.de/user/login?entryPoint=log]...] 129 Benign 0.943 0.875 0944 1.0 0.933
https://www.reddit.com/login/ 137 Benign 0971 0971 1.0 1.0 0.974
https://www.focus.de/ajax/login/community lo|...] 166 Benign - 0.651 0.75  0.738  0.556
https://www.netflix.com/de-en/login 182  Benign - 0.875 095 1.0 0.959
https://web.de/ 153 Benign - 0.975 0921 0.944 0.897
https://214.156.43.197 /login.live.com/ 182 1P 0.83 0.875 0.95 1.0 0.98
https://blovamb.org/otto.de/ 129 Path 0.948 0.938 1.0 1.0 0.978
https:/ /uyvgo8i.net /RsHZdgidvhidpFbRVa/accoun]...] 182 Random 0.874 0.583 1.0 0.978 1.0
https://store.steamposered.com/login/ 79 RD 0.33 0.448 0.45 0.5 0.467
https://mircosoft.com/login.srf?wa=wsignin1.0]...] 182 RD 0.495 0.438 0.725 0.6 0.653
https://v-k.com/ 33 RD 0.5 0.444 0.667 0.75 0.938
https://sso.immoblienscout24.de/sso/login 176 RD 0.511 0.522 0.615 0.523 0.702
https://meine.deutsche-bank.online/trxm/db/ 170 RD 0.612 0.791 0.684 0.568 0.711
https:/ /amazon-secureserver.de/ap/signin?open...] 182 RD 0.72  0.896 0.8 0.911  0.816
https://wwwcommerzbank.de/lp/login 175 RD 0.846 0.894 0.974 0.909 0.957
https://www.netflix.com-co.support/login 182  Subdomain 0.632 0.833 0.85 0.8 0.857
https://ebay.de.login.9ontzcjkgj2k.ru/ws/eBayl...] 133  Subdomain 0.796 0.917 0975 0978 0.917
https://gmx.net%6B%73%35%66%6C%6A%33%]...] 165 URL encoding 0.909 0.953 0.947 0.923 0.933
https://www.yil9p83.info/iWOaXLrmMRaymXsqdl/1]...] 182 Random - 0.75 1.0 0978 1.0
https://www.dropbox-account.com/login?hl=de&]...] 179 RD - 0.766 0.55 0.5 0.479
https://www.paypall.de/signin?SignIn& UsingSS|...] 182 RD - 0.854  0.95 0.956  0.959
https://netglix.com/de-en/login 182 RD - 0.938 1.0 0.933  0.959
https://icloud.com-de.support/ 171  Subdomain - 0.867 0.718 0.75 0.86
https://www.twitch.tv.support.iloc8c8.3pyozv3|...] 133 Subdomain - 0.906 0.964 0.972 0.973
https://www.dropbox.com%70%6C%79%74%67%...] 179 URL encoding - 0.894 0.875 0.864 0.958
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Appendix Table A.8.: URLs of the URL classification test comparing learning games
in pre- and retention-test and their mean performance scores

URL N Category Pre Retnc Rety Retp Retp
https://meine.deutsche-bank.de/trxm/db/ 62 Benign 0.456  0.52 0.647 0.55  0.706
https://www.amazon.de/ap/signin?openid.pape.m]...] 82 Benign 0.5 0.68 0.706 0.762 0.737
https://accounts.google.com/signin/v2/identif]...] 82 Benign 0.598 0.52 0.765 0.619 0.421
https://vk.com/ 17 Benign 0.824 1.0 1.0 1.0 0.5
https://www.gmx.net/ 76 Benign 0.921 0958 1.0 1.0 0.824
https://www.otto.de/user/login?entryPoint=log]...] 63 Benign 0.925 0.8 0.882 0.905 0.941
https://www.reddit.com/login/ 61 Benign 0.984 0.889 1.0 1.0 0.812
https://www.twitch.tv/ 61 Benign - 0.632 1.0 1.0 0.8
https://www.facebook.com/login/device-based /1[...] 82 Benign - 0.8 0.941 0.857 0.789
https://www.dropbox.com/login 81 Benign - 0.92 0.882 1.0 0.944
https://214.156.43.197 /login.live.com/ 82 IP 0.817 0.92 0.882 0.905 1.0
https://blovamb.org/otto.de/ 63 Path 0.938 0.96 1.0 0.952  0.941
https://uyvgo8i.net/RsHZdqidvhidpFbRVa/accoun]...] 82 Random 0.866 0.76 0.882 0.952 0.895
https://store.steamposered.com/login/ 45 RD 0.289 0.412 0.571 0.667 0.556
https://mircosoft.com/login.srf?wa=wsignin1.0]...] 82 RD 0.354 0.56 0.647 0.714 0.684
https://v-k.com/ 17 RD 0.471 0.5 1.0 0.6 0.75
https://sso.immoblienscout24.de/sso/login 79 RD 0.494 0.667 0.647 0.8 0.667
https://meine.deutsche-bank.online/trxm/db/ 62 RD 0.62  0.76 0.588 0.5 0.882
https://amazon-secureserver.de/ap/signin?open]...] 82 RD 0.671 0.84 0.706 0.81  0.842
https://wwwcommerzbank.de/Ip/login 80 RD 0.812 0.96 1.0 0.9 0.778
https://www.netflix.com-co.support/login 82 Subdomain 0.598 0.8 0.882 0476 0.737
https://ebay.de.login.9ontzcjkgj2k.ru/ws/eBay]...] 81 Subdomain 0.815 0.76 0.941 0.905 0.944
https://gmx.net%6B%73%35%66%6C%6A %33%|...] 76 URL encoding 0.855 0.875  0.875 0.895 0.941
https://www.45m64or.ru/NZY JolaEiBSOSOCoWm/sso[...] 82 Random - 0.88 1.0 1.0 0.947
https://www.fodus.de/ajax /login/ 75 RD - 0.333  0.647 0.5 0.625
https://meine.deutssche-bank.de/?client id=H]...] 62 RD - 1.0 0.882 0.95 0.882
https://www.commerzbank.de-account.support /de-en/ 80 Subdomain - 0.84 0.706 0.55  0.778
https://login.live.com.id.online/de/login.exe]...] 82 Subdomain - 0.92 0.882  0.905 0.895
https://idealo.de%76%73%6C%38%6A%6D%31]...] 68 URL encoding - 0.87 0.8 0.938 1.0
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Appendix Table A.9.: Absolute (and relative) results of the Recognition of Services

questionnaire
Service Used Known Unknown
Amazon 124 (93.23%) 9 (6.77%) 0
Commerzbank 20 (15.04%) 109 (31.96%) 4 (3.01%)
Deutsche Bank 6 (12.03%) 113 (84.96%) 4 (3.01%)
Dropbox (72 18%) 35 (26.32%) 2 (1.51%)
eBay 90 (67.67%) 43 (32.33%) 0
eBay Kleinanzeigen 106 (79.70%) 27 (20.30%) 0
Facebook 106 (79.70%) 27 (20.30%) 0
FOCUS 6 (12.03%) 105 (78.95%) 12 (9.02%)
GMX 9 (20.32%) 81 (60.90%) 13 (9.77%)
iCloud 3 (39.85%) 75 (56.39%) 5 (3.76%)
ImmobilienScout24 49 (36.84%) 0 (60.15%) 4 (3.01%)
Microsoft 104 (78.20%) 29 (21.81%) 0O
Netflix 108 (81.20%) 25 (18.80%) 0
OTTO 42 (31.58%) 87 (65.41%) 4 (3.01%)
PayPal 113 (84.96%) 20 (15.04%) 0
Reddit 7(20.30%) 71 (53.38%) 35 (26.32%)
Steam 7(20.30%) 52 (39.10%) 54 (40.60%)
Twitch 19 (14.27%) 77 (57.90%) 37 (27.82%)
VK 3 (2.26%) 3 (17.20%) 107 (80.45%)
WEB.DE 43 (32.33%) 71 (53.38%) 19 (14.29%)
YouTube 121 (90.98%) 12 (9.02%) 0

Appendix Table A.10.: Demographics questionnaire including answer types and op-

tions

Question

Answer type

Answer options

What is your gender?
How old are you?

What is your highest degree?

Did you participate in Computer Science
classes (e.g. in school or university)?

How would you rate your prior knowledge

in the following topics? (Computer
Science | IT-Security | Phishing)
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single-choice
single-choice

single-choice

single-choice

6-point Likert scale

Female; Male; Diverse; No answer

14 or younger; 15-19; 20-24; 25-29; 30-34; 35-39; 40
and older; No answer

No school degree; Middle school; High school gradu-
ate, diploma or the equivalent; Vocational Training;
Bachelor’s degree; Master’s degree; Diploma; Doctor-
ate degree; Other; No answer

No Computer Science classes; Less than 6 months; 6 to
12 months; 1 to 2 years; More than 2 years; No answer

None; Very little; Little; Some; Much; Very much



Appendix Table A.11.:

A.3. Game-based Anti-Phishing Education

Phishing URL categories presented in the analysis, decision
or personalized (A) or creation (C) games. Indicates whether
a category is included (y) for categories which are not differ-
entiated in the games, whether it does not appear (n), or how
the category is referred to in the games in all other cases.

Category Sub-category A C
RD Base Generic n y
Random y y
URL Encoding (any) n n
IP Address P n
Modified TLD n RD
Placement Full path posing Path posing  Path Path
Query posing n n
Subdomain posing first/only Subdomain Subdomain
middle/last n n
Http credentials n n
RD y y
e2LLD Modification Combosquatting (any) RD RD
Typosquatting (any) RD RD
IDN n n
Random Random n
Benign No-Phish n
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Herzlich willkommen zum Phishing-URL Quiz

In diesem Quiz werden dir verschiedene Webseiten mit einer Internetadresse (URL) angezeigt und du sollst entscheiden, ob die Webseite zur URL passt oder es sich um eine
gefélschte (Phishing) Seite handelt. Dabei werden zwei verschiedene Schreibweisen fiir URLs miteinander verglichen. Dafiir wirst du zunachst gefragt, welche Webservices
du kennst. AnschlieBend werden die Schreibweisen jeweils kurz vorgestellt, und je 50 Webseiten zur Klassifizierung gezeigt. Bei der Klassifizierung solltest du hauptsachlich
auf die URLs achten, die angezeigten Webseiten dienen nur als Referenz. Deine Angaben, welche Services dir bekannt sind, haben keinen Einfluss auf die gezeigten Seiten
und dienen lediglich der spateren Auswertung. Das Quiz dauert ca. 20 Minuten und zeigt am Ende eine Auswertung der erzielten Ergebnisse.

Die URLs die in dieser Studie verwendet werden dienen nur als Beispiele und sollten nicht im Browser eingegeben werden.

Was ist eine Phishing Webseite?

Bei einer Phishing Webseite handelt es sich um eine Internetseite, die eine méglichst exakte Kopie einer bekannten Webseite ist. Mithilfe dieser Kopie versucht der Erstel-
ler/die Erstellerin Menschen dazu zu bringen, ihre Zugangsdaten fiir die Ursprungswebseite einzugeben und diese somit preiszugeben. Die Internetadresse (URL) dieser ge-
falschten Webseite wird dafur an potenzielle Opfer verbreitet (zB. per Mail) und kann zur Bestimmung, ob es sich um eine Phishing Webseite handelt, genutzt werden.

Datenschutz

Es werden keinerlei personenbezogene Daten erhoben. Die Prolific ID wird nur kurzfristig zur Qualitatssicherung gespeichert. Dieses Quiz wird von der RWTH Aachen gehos-
tet, daher gelten fur alle weiteren Daten die Datenschutzbestimmungen der RWTH. Mit dem Klicken auf "Weiter" erklarst du dich mit den oben genannten Datenschutz-
Modalitaten einverstanden.

Figure A.5.: Welcome screen of the URL notation study.

Auswertung

Mit der ersten URL Schreibweise hast du 0 von 20 legitimen und 30 von 30 Phishing URLs richtig erkannt.
Mit der zweiten URL Schreibweise hast du 0 von 20 legitimen und 30 von 30 Phishing URLs richtig erkannt.

Falls du Interesse hast, mehr zum Thema Phishing zu erfahren, bietet zB. das Bundesamt fur Sicherheit in der Informationstechnik Informationen fur Verbraucherinnen an.
Wir bieten auBBerdem einige Browsersplele an um die Erkennung von Phishing URLs auf spielerische Welse zu lernen.

Vielen Dank fur deine Teilnahme!

Der Prolific Completion Code (bitte kopieren) lautet:

C69J0ZF)

Figure A.6.: Feedback screen of the URL notation study.

A.4. Reverse Domain Name Notation

This appendix includes additional information on the user study comparing different
URL notations in Chapter m Figures [A5] [A6] [A.7, [A8] and [A 9] depict screenshots
from the survey. Tables and show the classification performances for the
URLs in the user study.
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A.4. Reverse Domain Name Notation

EinfGhrung: Erste URL Schreibweise

Im ersten Teil der Studien werden dir die URLs in der Schreibweise présentiert, in der sie auch typischerweise im Browser (zB. Google Chrome) angezeigt werden. Insbeson-
dere wird der Hostname, also der Teil der URL nach dem "https://", in gewohnter Reihenfolge angezeigt.

Beispiel: https://www.beispiel.de/test

Figure A.7.: Introduction to normal URL notation.

Einfuhrung: Zweite URL Schreibweise

Im zweiten Tell der Studien werden dir die URLs In einer alternative Form angezeigt. Hier wird der Hostname, also der Teil der URL nach dem "https://", in umgekehrter Rel-
henfolge angezeigt

Belisplel:
https://www.beispiel.de/test
wird zu:
https://de.beispiel.www/test

Die wichtigsten Informationen des Hostnames stehen damit naher am Anfang der URL.

Figure A.8.: Introduction to RDN URL notation.

Bewertung von URLs

*Wie stufst du die folgende URL ein?

@ Bitte wahle eine der folgenden Antworten:

Legitim

Phishing

URL: https://www.gmx.net?client_id=b%27%5Cxa2%5Cxca%5Cx03%3B%7CT%5Cxbb%5Cxa0%7Dle%5Cxd7%27

Die Gameshow mit dem Giiterrug
M

Welktogsgedenkes: Das Sebscgtete
Pt el gar Mitarparade

Elgint Regen fu Wil und Kita:
Palas esr pockt Ubee rinn 3

st ckiere Siste:
Ermitngen megen Nt
angekindot

Shaki vecrscbert P bednstagra
ol komplet aakchern Sran Sette

L

Figure A.9.: Example URL and website of classification task in URL notation study.
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Appendix Table A.12.: Performances for benign and phishing URLs in normal URL
notation (URLs of unfamiliar services were removed).

URL N Category Mean
https://www.samsung.com 45 Plain 1.0
https://www.amazon.com 47 Plain 1.0
https://www.facebook.com 47  Plain 1.0
https://www.chip.de 26 Plain 1.0
https://www.merkur.de 17 Plain 1.0
https://www.chefkoch.de?request=9683977234168182615 18 Path 0.944
https://www.chefkoch.de?client_ id=3256578733479199268 18 Path 0.889
https://www.instagram.com?client_ id=9148891928820696079 47 Path 0.872
https://www.ebay-kleinanzeigen.de 38 Plain 0.842
https://www.twitch.tv?client_id=b%27%5Cxaa%5Cxd6%5]...] 41 Path 0.829
https://www.gmx.net?client_id=b%22%5Cx9¢%5Cx95%5Cx[...] 22 Path 0.818
https://www.gmx.net?client_id=b%27%5Cxa2%5Cxca%5Cx|...] ~ 22 Path 0.818
https://www.chip.de/client_ id?a=1895698834972220894 26 Path 0.808
https://www.instagram.com/client_id?a=b%27Z%5Cxc8%5|...] 47 Path 0.787
https://www.amazon.com?request=9171341737121226924 47  Path 0.766
https://www.paypal.com?request=b%27%5Cxf9%5Cx15%5Cn|...| 47 Path 0.766
https://www.paypal.com?request=b%27KJyV%5Cxcf%5Cx17...] 47 Path 0.745
https://www.tagesschau.de?request=3792775142391940030 31 Path 0.742
https://www.merkur.de/client_id?a=b%27%5Cxfa %5Cxdd]...] 17 Path 0.706
https://www.sport1l.de?request=b%27%5Cxbe%5Cxca%5Cxd|...| 22 Path 0.636
https://www.lebay-kleinanzeigen.de?request=b%27%5Cxb0]...] 38 Typo 1.0
https://9mbsfotkhtljpfud.com/www.google.com 47 Path 1.0
https://www.gosogle.com?request=b%27%5Cx9f%5Cxde%5C|...| 47 Typo 1.0
https://vsotqstbrn2e7e84.com?www.spiegel.de 36 Path 1.0
https://7g40m8niwctnsyevnw8e306zglilp8bweaxrrfdzwp.8ttd[...] 31 Subdomain-end 1.0
https://www.wlet.de?client_ id=5902123609469213206 32 Typo 1.0
https://www.yOutube.com?client_ id=4691860970233155429 47  Typo 0.979
https://www.reddti.com 47 Typo 0.957
https://www.wikipedio.org?request=b%27G%5Cx93%7D+%5[...| 47 Typo 0.957
https://www.wikipediaa.org?request=2927723380819768289 47 Typo 0.957
https://0i17460ibjn9bwwjoqkbe2q9h283p8gef3sddOyr.qq3dlm|...] ~ 47 Subdomain-end  0.957
https://www.sporzl.de?request=8254018817974639890 22  Typo 0.909
https://www.agesschau.de 31 Typo 0.903
https://www.foocus.de 29 Typo 0.897
https://www.pypal.com?client_ id=b%270%7C%5Cx1d+%5C|...] 47 Typo 0.851
https://www.wikipeia.org?request=3842376134860118984 47  Typo 0.83
https://www.vveb.de 26 Typo 0.808
https://www.otto.site 31 RD 0.774
https://www.wikipedia.link?request=b%27%5Cxc8%5Cx8T...] 47 RD 0.766
https://www.eb.de 26 Typo 0.731
https://www.sport1.de.2bstrc6z131d61aq9126£f062g84kiw20...| 22 Subdomain-first  0.727
https://www.twitter.com@vgjdjepskv4l0f8l.com?client id]...] 46 Http credentials  0.717
https://www link-tagesschau.de?request=b%27%2A5%5Cx1]...] 31 RD 0.71
https://www.google-help.com 47 RD 0.702
https://www.google.com.support-page.com?request=b%27A2[...| 47 Subdomain-first 0.681
https://www.otto.de.i3qblme04koxujzd.de?client id=2369]...] 31 Subdomain-first  0.645
https://www.derwesten-secure.de?request=b%27%5Cxfe0%]...] 13 RD 0.615
https://www.idealo.de.%6b%32%79%72%62%2e%61 %72 23 Subdomain-first  0.609
https://www.ebay.de@%37%76%6b%32%65%2e%61%727re|....] 47 Http credentials  0.596

https://www.youtube.com%2e%77%32%37%37%73%2¢%61%72 47 Subdomain-first  0.404
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Appendix Table A.13.: Performances for benign and phishing URLs in RDN notation
(URLs of unfamiliar services were removed).

URL N Category Mean
https://de.dhl.www 47 Plain 0.979
https://de.welt.www 32  Plain 0.969
https://de.chefkoch.www 18 Plain 0.944
https://tv.twitch.www 41 Plain 0.927
https://de.web.www 26 Plain 0.923
https://de.derwesten.www 13 Plain 0.846
https://de.t-online.www?request=1510910431402647394 30 Path 0.833
https://de.merkur.www /request?7a=8801701589660449956 17 Path 0.824
https://de.web.www?client_ id=3415526714293118578 26 Path 0.808
https://de.spiegel. www?request=2948715188917027892 36 Path 0.778
https://de.chip.www?request=7734971300542504185 26 Path 0.769
https://com.amazon.www?request=b%27%5Cxea%5Cx13%5Cx]...]| 47 Path 0.766
https://com.paypal.www?client_id=b%27c%5Cxaa%2A%5C]...] 47 Path 0.745
https://de.idealo.www /request ?7a=b%27%5Cxe6%5Cxc0%5C]...] 23 Path 0.739
https://com.instagram.www?request=b%27%5Cx9f A%5E %...] 47 Path 0.723
https://com.paypal.www?client_id=b%27%5Cx92G%605%5]...] 47 Path 0.723
https://com.samsung. www?request=b%27%5Cn%5Cxed%7B3Z[...] 45 Path 0.711
https://de.idealo.www?request=7097990411080245371 23 Path 0.696
https://de.derwesten.www?client id=b%27%5Cxd9Tc%5Cx]...] 13 Path 0.692
https://de.ebay-kleinanzeigen.www/client_id?a=b%27%5|...] 38 Path 0.658
https://%78%67%37%75%35%2e%61%72.de.sportl.www?|...] 22 Subdomain-first 1.0
https://%39%6e%66%6e%77%2e%61%72.enw00zx2ewzmwc]...] 36 Subdomain-end 1.0
https://de.7x13gpajwpdvayfi.5dfjrqwskixsq2mvc88jq9nphhny]...] 47  Subdomain-end 1.0
https://de.iidealo.www?request=b%27%5Cxal %5Cxb1%5Cx][...| 23 Typo 1.0
https://net.gax. www?request=4137666067858483598 22 Typo 1.0
https://de.heip.www?request=b%27%28%5Cx0ei%5Cx90%5]...] 26 Typo 1.0
https://de.eba.www 47 Typo 0.979
https://de.ebacy. www 47  Typo 0.979
https://de.ott0.www?client id=4594320839498719144 31 Typo 0.968
https://de.kbay.www 47 Typo 0.957
https://de.ebay-kleinanzelgen. www?request=b%27%5Cxe9...] 38 Typo 0.947
https://%79%78% T7%72%66%2e%61%72.28gxxbedqgryvm|...] 47 Subdomain-first  0.936
https://de.ves9widuhkhrz5v2.de.derwesten.www 13 Subdomain-first  0.923
https://com.k3qglq6stzqw8ggh /www.ebay-kleinanzeigen.de 38 Path 0.895
https://de.i4r915ew8gb8aouj?www.cbay.de 47 Path 0.894
https://de.ideao.www?client_id=b%27%5Cxad%5Cxc5%60...] 23 Typo 0.87
https://de%2e%71%75%63%66 %73%2e%61%72.derweste]...] 13 Subdomain-first  0.846
https://com.googe. www 47 Typo 0.809
https://com.safe-samsung. www 45 RD 0.8
https://de.t-onlne.www 30 Typo 0.8
https://com.instaagram.www?client_ id=7958564013988669330 47  Typo 0.745
https://com.help-reddit. www?request=b%27%5Cxb2%5Cx87%27 47 RD 0.723
https://page.tagesschau. www?request=b%27%5Cxc8%5Cx87]...] 31 RD 0.71
https://com.link-support.de.dhl.www?client  id=b%27%5|...] 47 RD 0.681
https://de.focus-link.www?client_id=849977719853577737 29 RD 0.655
https://de.idealo.www@de.0z3tudtsiuet7Twdt?request=b%27]...] 23 Http credentials  0.652
https://de.t-onilne.www 30 Typo 0.633
https://de.ebay-kleinanzeigens. www?request=644325675462]...] 38 Typo 0.632
https://secure.chefkoch.www 18 RD 0.611
https://com.amazon.www@%61%72%2e%76%69%77%38%34]...] 47 Http credentials  0.489
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00340434158314645572 an DHL Ubergeben worden.

Wenn Sie sich einen Uberblick tiber den Sendungsstatus verschaffen mochten, kénnen Sie auf unserer Internetseite www.dhl.de eine Sendungsanfrage mit der hier
angegebenen Sendungsnummer sowie |hrer PLZ (bei nationalen Sendungen) starten oder auf den nachfolgenden Link klicken:

Diese E-Mail an Sie wurde tber DHL beauftragt.
Wenn Sie Fragen zum Versanddatum oder dem Inhalt der Sendung haben, wenden Sie sich bitte direkt an den Absender lhrer Sendung.

Mit freundlichen GriiRen
Ihr DHL Team
DHL Paket GmbH; Sitz Bonn; Registergericht Bonn; HRB 19565

Geschéftsfihrung: Norman Chmiel, Dr. Ole Nordhoff, Dr. Christian Schawel, Frank-Uwe Ungerer

Vorsitzender des Aufsichtsrates: Uwe Brinks

2021 (c) DHL - Alle Rechte vorbehalten

Natancchutzhinmaic: httnc: s dhl daldatancchits.

+
() https://nolp.dhl.de/nextt-online-public/set_identcodes.do?lang=de&idc=00340434158314645506&cid=vIsmail

Figure A.10.: Example email screenshot for the benign subscription service (b-1)
category.

A.5. Anti-Phishing Design Interventions for Email Clients

This appendix includes additional information on the email Uls analyzed in Chapter
Figures|A.10} [A. 11} |A. 12} [A. 13} [A.14} |A.15] and|A.16|depict example email screenshots
that were shown in the user study for each of the three benign and four phishing
email categories. Figure shows the introduction to the survey, with Figures
and depicting examples for the Ul introductions and email classification task.
Table presents the mean performance scores for all emails that were shown in the
survey. Table includes the statements for the feedback part of the questionnaire.
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Von Beach Resorts - Lounges, Bars, und mehr <i hresort com>ty
Betreff lhre Reservierung bei Beach Resorts
Antwort an Beach Resorts <info@beachresorts.com> ¢
An antolin@good-corp.orgfy

© Antworten % Allen antworten v |~ Weiterleiten  Mehrv

15.06.22, 11:54

Beach Resorts

Danke flr Ihre Reservierung

Hallo Camila,

Ihre Bestellung #56644 ist bei uns eingegangen und wird jetzt bearbeitet:
‘We kijken ernaar uit om je hier te zien.

Print deze mail uit en neem hem mee of laat hem op uw telefoon aan de
kassa zien. Zorg ervoor dat de QR code zichtbaar is.

(Bestellnummer #56644) (15.06.2022)

Produkt Anzahl Preis

Toegang Dagstrand

> @ 1 Anhang: Quittung.pdf 14.4 KB [ Speichern v
()

Figure A.11.: Example email screenshot for the benign fictional service (b-2) category.

Von Loyd Cline <Loyd.Cline@good-corp.com> ¥y
Betreff GdCrpOnline wéchentlicher Report fiir 06. Juni 2022
An antolin@good-corp.com ¢

© Antworten | % Allen antworten v | ~ Weiterleiten Mehrv
15.06.22, 11:54

Die Informationen des wochentlichen Reports konnen zur offentlichen Kommunikation auBerhalb unseres Unternehmens genutzt werden und sollten sicherstellen, dass wir ein konsistentes Bild

fir die Offentlichkeit darstellen. Stellen Sie bitte sicher, dass diese Email an alle Mitglieder Ihrer Gruppe weitergeleitet werden, die GdCrpOnline mit Personen auBerhalb von Good Corp
besprechen

Der Report ist nicht als alleinstehende Prasentation gedacht, noch sollten alle Informationen in einer einzelnen Prasentation oder Kundenkommunikation genutzt werden.

Aufgrund der Restriktionen des Outlook Systems werden die 6ffentlichen Reports nicht mehr als Email verbreitet.
Eine vollstandige Kopie des Reports kann nun direkt Uber die GdCrponline Intranet Seite abgerufen werden: https://gdcrponline.good-corp.con.

Un den Report zu lesen, klicken Sie bitte auf den obigen Link, folgen Sie der Seite "Reports” und wahlen "Offentliche Reports" aus der Auswahl. Dann erscheint ein weiteres Auswahlmenii mit
einer Liste der verfigbaren offentlichen Reports.

Wir freuen uns auf Ihr Feedback und iber Thre Kommentare. Falls Sie Fragen oder Probleme beim Zugriff auf die Reports haben, melden Sie sich geme entweder bei Zane Davies oder Loyd Cline
Loyd Cline

Abteilung fiir Public Relations

Good Corp

Tel: 0155/69325660

() https://gdcrponline.good-corp.com/

Figure A.12.: Example email screenshot for the benign company (b-3) category.
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Von Microsoft Online Services Team <100421@support.onmicrosoft.com> ¢

Betreff 1hre Rechnung (100421) fiir Office 365 Service ist fallig

An antolin@good-corp.com ¥y

© Antworten| % Allen antworten v | ~ Weiterleiten Mehrv

15.06.22, 11:54

I Diese Nachricht ist von einem vertrauenswiirdigen Absender.

] Office

Thre Rechung (100421) fiir Office 365 Service ist fallig.

Um eine Zahlung durchzufiihren, loggen Sie sich bitte mit Threr Email Adresse und
Passwort hier an
h icr ine.c 100421

Klicken Sie nachdem Sie sich eingeloggt haben bitte auf das "Zahlung durchfiihren"
Icon im "Gebiihren" Tab. Sie konnen die Zahlung auf dieser Seite mit Kreditkarte oder
Paypal durchfiihren.

Nach der Zahlung ist keine weitere Aktion nétig und Ihr Produkt bleibt aktiviert.

ir uns fiir Thre U i in dieser
Kontaktieren Sie uns gerne, falls Sie Fragen, Kommentare oder Anregungen haben.

Mit freundlichen Griien,
Das Microsoft Online Services Team

Account Informationen

Service : Office 365 Business Premium

@) https://login.mic ine.com.common.login.invoice.21354 de/?Z289MSZzMT02MTUXMzImczI9ME30Dg10TALJnMZPUIMQg==

Figure A.13.: Example email screenshot for the mass phishing (p-1) category.

Von Jeffery Fowler <fowler@good-crop.com>y

© Antworten| % Allen antworten v | ~ Weiterleiten Mehrv

Betreff Trainingshandbuch fiir Good Corp Angestelite

An antolin@good-corp.com ¥y

15.06.22, 11:54

Hallo,

im Anhang finden Sie die aktualisierte Version des Trainingshandbuchs fiir alle Good Corp Angestellte. Ich kann das Dokument nicht an die Email anhéngen, besuchen

Sie bitte Trainingshandbuch

Vielen Dank und freundliche GriiBe,
Jeffery Fowler

Jeffery Fowler
Personalabteilung
Good Corp

Tel: 0155/69325612

) htt ontent.com.account.y77c7pwf.net/c j j

Figure A.14.: Example email screenshot for the spear phishing (p-2) category.
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Von Joey Cosco <cosco@good-corp.com> ¥ © Antworten % Allen antworten v | - Weiterleiten  Mehrv

Betrefl Informationen zum neuen Projekt 15.06.22, 11:54

An antolin@good-corp.com ¥

Hallo Camila,

wie ich schon vor ein paar Wochen erwéhnt hatte planen wir ein Projekt zu Al und Digitalisierung in Produktion und Vertrieb. Alle nétigen Informationen werden in der
nachsten Stunde in unser Sharepoint Verzeichnis hochgeladen. Schau dir die Unterlagen bitte vor unserem Jour Fixe am Montag einmal an, sodass wir moglichst bald mit
der Planung der Strategiebesprechungen und Milestone Deadlines starten kénnen. https://sharepoint.com/login/folders/Al-project

Beste GriiBe,
Joey

Joey Cosco

CFO

Good Corp

Tel: 0155/69325651

() https://sharepoint.com.login.folders.ai-project.999.ml/

Figure A.15.: Example email screenshot for the lateral phishing (p-3) category.

Von Joey Cosco <cosco@good-corp.com> © Antworten % Allen antworten v~ Weiterleiten Mehrv
15.06.22, 11:54

<if Geplantes Meeting 5. Juli 2022 © Domain nicht validiert
antolin@good-corp.com ¥y Gesendet via: mail.good-crop.com

Hallo zusammen,

hier sind die Informationen fiir unser geplantes Meeting:
Datum: 5. Juli, 2022

Zeit: 16:30
Link: https://zoom.us/j/989763887?pwd=HGT6706RFvfds3764LKNM98
Meeting_ID:987 383 525

Passwort:764909

Viele GriiBe,
Joey
Joey Cosco

CFO

Good Corp

Tel: 0155/69325651

@) https://zoom.us.link.0988.ml/

Figure A.16.: Example email screenshot for the phishing (p-4) category that only
appears in the spoofing Ul
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Einfihrung

Im folgenden wirst du die Rolle der fiktiven Person Camila Antolin annehmen. Camila ist im "Good Corp" Unternehmen angestellt. Du wirst aus ihrer Sicht mit Emails inter-
agieren und entscheiden, ob es sich jeweils um eine legitime Email oder um einen Phishing Angriff handelt. Dabei wirst du sowohl mit privaten als auch beruflichen Emails
von Camila interagieren.

Emails von Good Corp kommen von der Doméne good-corp.com, so ist beispielsweise Camilas Email Adresse antolin@good-corp.com.

Am Ende der Umfrage wird dir angezeigt, wie viele der Emails du richtig klassifiziert hast.

Bevor es losgeht findest du hier generelle Informationen zu Emails und Phishing Angriffen, welche dir helfen kénnten, die Informationen in der Studie zu verstehen.
Email Adressen bestehen aus zwei Teilen: dem Username (zB. antolin in antolin@good-corp.com) und der Doméne (zB. good-corp.com in antolin@good-corp.com).

Emails haben zwei Senderidentitaten: Einen "Umschlag" Absender, und einen "Nachricht" Absender. Typischerweise wird dir lediglich der "Nachricht" Absender angezeigt.
Die Informationen auf dem "Umschlag” sind nur fir die Zustellung der Nachricht relevant und werden danach verworfen. Die angezeigte Identitat muss also nicht immer mit
der tatsachlichen Senderin einer Nachricht Gibereinstimmen.

Es gibt mehrere Méglichkeiten, die tatsachliche Senderin einer Nachricht zu Gberprifen. Wie das genau funktioniert ist fur diese Studie nicht relevant, du solltest dir aber
merken, dass sowohl der "Nachricht" als auch der "Umschlag" Absender verifiziert werden kénnen, und dass dabei entweder die komplette Email Adresse der Senderin tiber-
praft wird, oder nur ein Teil der Email Adresse.

Phishing ist eine internetbasierte Art von Betrug, in dem Tauschung verwendet wird, um die Informationen eines Opfers zu stehlen.

Ein typisches Beispiel ware:

Herr Miiller bekommt eine Email von einem beliebten Online Shop, in der er aufgefordert wird auf einen Link zu klicken, um seine Kundeninformationen zu tiberprufen. Er
kommt dieser Aufforderung nach, wird auf eine Webseite des Online Shops weitergeleitet und gibt dort, wie aufgefordert, sein Passwort und weitere personlichen Daten ein.
Einige Wochen spater stellt er fest, dass Bestellungen im Online Shop auftauchen, an die er sich nicht erinnern kann.

Die Email und Webseite waren gefalscht, Herr Mller ist Opfer eines Phishing Angriffs geworden.

Far die Umfrage kannst du davon ausgehen, dass Camila's KolegInnen bei Good Corp immer ihre offizielle Email Adresse bei good-corp.com zur Kommunikation verwenden.
Die Phishing Emails in dieser Umfrage beinhalten immer Hinweise, dass es sich nicht um eine legitime Email handelt.

Figure A.17.: Introduction text in email survey.

Einfuhrung: Email UI 1

Diese Benutzeroberflache zeigt dir den Inhalt der Email, zusammen mit dem "Nachricht" Absender ("Von") im oberen Teil der Oberflache.

In allen Oberflachen werden relevante URLs unten links angezeigt - dies entspricht der Darstellung in vielen Browsern und Email Programmen wenn der Mauszeiger Gber die
URL bewegt wird ohne zu klicken.

Von [Max Mustermann <max.mustermann@beispiel.de> ¢y 4 Antworten % Allen antworten v - Weiterleiten Mehrv

Betre’l Beispiel Email Absender 15.06.22, 11:54
An erika.musterfrau@beispiel.de 11

Dies ist eine Beispiel Email.

Links in Emails werden hier angezeigt.

() [Rttps//example.com/

Figure A.18.: Introduction text and image for the plain UI.
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Bewertung von Emails

Good Corp verwendet ein Coupon System um interne Rollen und Rechte zu verwalten.
Bewerte die folgende Email:

von ne-reply@it.good-corp.com ¢
Betrelf Ihr Coupon fiir die Rollenverwaltung
antolin@good-corp.com ¥

Guten Tag Camila Antolin,
dies ist Ihr personlicher Coupon fir die Rolle Verwaltung Bestellungen, die Ihnen von Ihrer Einrichtung zugeteilt wurde.

Mit der Einlésung des Coupons erkliren Sie, dass Sie die mit dieser Rolle einhergehenden Rechte und Pflichten zur Kenntnis genommen haben und diese wahrnehmen und beachten werden.
Die Rechte und Pflichten kénnen Sie den Info-Links zur Rolle entnehmen
* hetps://uwwd gond-corp. com/gosidrdkils

Verwenden Sie bitte zur Bestatigung den folgenden Link und melden Sie sich im Selfservice via Single Sign-on an:

https://it d- selfservice/C =123-ABCDE - 34"

Sollte das Eingabefeld auf der Zielseite "Coupon Einldsen™ leer sein, geben Sie dort bitte den folgenden Coupon selbst ein:

123-ABCDE- 3456

Nach Eingabe des Coupons, werden Sie Schritt fur Schritt durch die Anwendung gefuhrt

Mit freundlichen Grifien
Ihre IT Abteilung der Good Coxp
IT Abteilung

Good Corp

Tel: 0155/69325640

) good-corp. i ode=123-ABCDE-3456

*Wie stufst du die gegebene Email ein?

O Bitte wahle eine der folgenden Antworten:

Legitim

Phishing

Figure A.19.: Example for the classification task for emails.

4 Antworten % Allen antworten v+ Weiterleiten  Mehrw
15.06.22, 11:54
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Appendix Table A.14.: Mean performances for emails for the different Uls.

Service Malicious Indicator UI N Category Mean
DHL None Plain 50 b-1 0.64
Fictional None Plain 50 b-2 0.64
Company None Plain 50 b-3 0.62
Microsoft From, URL Plain 50 p-1 0.78
Company From, URL Plain 50 p-2 0.52
Sharepoint URL Plain 50 p-3 0.1
Spotify None History 50 b-1 0.74
Fictional None History 50 b-2 0.84
Company None History 50 b-3 0.94
Company None History 50 b-3 0.82
Dhl From, URL History 50 p-1 0.74
Company From History 50 p-2 0.54
Paypal URL History 50 p-3 0.18
Zoom URL History 50 p-3 0.06
Spotify None Highlighting 50 b-1 0.92
Deutsche Bahn None Highlighting 50 b-1 0.88
Fictional None Highlighting 50 b-2 0.44
Company None Highlighting 50 b-3 0.7
PayPal From, URL Highlighting 50 p-1 0.94
Volksbank From, URL Highlighting 50 p-1 0.86
Microsoft From, URL Highlighting 50 p-2 0.78
Zoom URL Highlighting 50 p-3 0.1
Google None Spoofing 50 b-1 0.94
PayPal None Spoofing 50 b-1 0.88
Fictional None Spoofing 50 b-2 0.68
Company None Spoofing 50 b-3 0.92
Postbank From, URL Spoofing 50 p-1 0.7
Company From, URL Spoofing 50 p-2 0.44
Sharepoint URL Spoofing 50 p-3 0.04
Zoom UL, URL Spoofing 50 p-4 0.34

Appendix Table A.15.: Feedback for different Uls. Answer options ranged from 1 -
“trifft gar nicht zu” to 6 - “trifft voll und ganz zu”.

Statement

Das gegebene Ul erleichtert es mir, Phishing Emails zu erkennen.
Die Oberfliche zeigt {iberfliissige Informationen an.

Die Oberfliche hilft mir, legitime Emails zu erkennen.

Ich wiirde die Oberflache fiir meine Emails nutzen.

Die in der Oberfliche angezeigten Informationen sind verstédndlich.
In der Oberflache fehlen essenzielle Informationen.
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Appendix Table A.16.: Number of benign certificates for the 15 most popular issuers

Issuer CN Count
COMODO ECC Domain Validation Secure Server CA 2 7189
Let’s Encrypt Authority X3 6854
COMODO RSA Domain Validation Secure Server CA 4027
CloudFlare Inc ECC CA-2 2564
Amazon 1908
DigiCert SHA2 Secure Server CA 1744
Go Daddy Secure Certificate Authority - G2 1722
GeoTrust RSA CA 2018 1426
RapidSSL RSA CA 2018 1015
DigiCert SHA2 Extended Validation Server CA 1001
GlobalSign Organization Validation CA - SHA256 - G2 825
GlobalSign CloudSSL CA - SHA256 - G3 624
cPanel, Inc. Certification Authority 612
DigiCert SHA2 High Assurance Server CA 571

COMODO RSA Organization Validation Secure Server CA 523

A.6. Analyzing Certificates of Phishing Websites

This appendix includes additional information on the analysis of certificates of
phishing and benign websites performed in Chapter [0} Tables and depict
the most commonly used issuers of certificates in our benign and phishing datasets.
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Appendix Table A.17.: Number of phishing certificates for the 15 most popular issuers

Issuer CN Count
Let’s Encrypt Authority X3 3259
cPanel, Inc. Certification Authority 2103
RapidSSL TLS RSA CA G1 862
COMODO RSA Domain Validation Secure Server CA 502
COMODO ECC Domain Validation Secure Server CA 2 489
CloudFlare Inc ECC CA-2 474
DigiCert SHA2 Secure Server CA 321
Go Daddy Secure Certificate Authority - G2 272
Google Internet Authority G3 188
RapidSSL RSA CA 2018 128
Microsoft I'T TLS CA 1 88
GlobalSign CloudSSL CA - SHA256 - G3 74
Actalis Domain Validation Server CA G1 70
Amazon 63
DigiCert SHA2 High Assurance Server CA 58
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A.7. Automated Phishing Detection Using CT Log Analysis

This appendix includes additional information on the automated detection of certifi-
cates of phishing websites performed in Chapter Table includes all keywords
that were used as features. Tables[A.19| and [A.20] presents all features used in the
classification task.

Appendix Table A.18.: Full list of words used as keyword-features

secure login mail account online
support sites services service docs

update signin info security help

verify recovery mobile  secureserver storage

center verification auth promo free

paypal runescape google apple jppost

sharepoint sagawa appleid amazon icloud
windows office facebook 1drv live
onedrive ebay allegro itau bankofamerica
cartetitolari viabcp
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Appendix Table A.19.: Part 1 of extracted certificate and domain feature values
for a benign (¢p) and a phishing certificate (¢1). CN., =
anycast.ftl.netfliv.com, CN., = paypal-secured.ga. Features
selected during feature selection are marked. Categorical
features: issuer, key algorithm

# TFeature Selected Type Output F(co) F(c1)
1 is_ov certificate binary 1 0
2 is_ev v certificate binary 0 0
3 is_dv certificate binary 0 1
4 sub has ¢ certificate binary 1 0
5 sub_has st certificate binary 1 0
6 sub_has 1 certificate binary 1 0
7 sub_only_ cn Ve certificate binary 0 1
8 sub has c¢n certificate binary 1 1
9 sub_dn_count certificate integer 6 1

10 sub_char count v certificate integer 64 17

11 sub_ext_count certificate integer 10 9

12 valid_ period v certificate integer 36 90

13 policies_ count certificate integer 2 2

14 is_ wildcard certificate binary 1 0

15 has_ocsp certificate binary 1 1

16 has_cdp v certificate binary 1 0

17 san__count v certificate integer 7 2

18 average sd_ count Ve certificate rational 4.14286 2.50000

19 san_tld_count e certificate integer 2 1

20 key_ algorithm certificate integer 2 1

21  key_ size certificate integer 256 2048

22 issuer v certificate integer 0 1

23 sub_cn_ entropy v domain rational 2.54753 2.47625

24 sub_cn is com Ve domain binary 1 0

25 name_san_ entropy Ve domain rational 0.24027 0.08737

26  has_uppercase_ letters domain binary 0 0

27 num_dash v domain integer 0 1

28 num_dash rd Ve domain integer 0 1

29 num tokens v domain integer 4 3

30 tld_in_token Ve domain binary 1 0

31 https_in_domain domain binary 0 0

32 longest_ token v domain integer 7 7

33 special_char_ratio v domain rational 0.13043 0.11765

34 is_ip domain binary 0 0

35 is_idn domain Ve domain binary 0 0
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Appendix Table A.20.: Part 2 of extracted certificate and domain feature values for
a benign (¢p) and a phishing certificate (c)

# Feature Selected Type Output F(co) F(cr)
36 san_to_alexa_ entropy v domain rational 0.57761 0.74982
37 vowel ratio v domain rational 0.23529 0.38462
38 digit_ ratio v domain rational 0.00000 0.00000
39 length v domain integer 23 17
40 contains_wwwdot v domain binary 0 0
41 contains_subdomain_of only_ digits domain binary 0 0
42 subdomain_ lengths_mean v domain rational 5.66667 14.00000
43 parts v domain integer 3 1
44  contains_ digits v domain binary 0 0
45 has valid tld domain binary 1 1
46 contains_one_ char subdomains v domain binary 0 0
47 prefix_repetition domain binary 0 0
48 char_ diversity v domain rational 0.64706  0.78571
49 contains_tld _as infix v domain binary 1 0
50 alphabet_ size v domain integer 11 11
51 shannon_ entropy v domain rational 3.33718  3.37878
52 hex_ part_ratio v domain rational 0.00000 0.00000

53 underscore ratio domain rational 0.00000 0.00000

54 ratio_of repeated_ chars v domain rational 0.45455  0.27273
55 consecutive_consonant_ ratio v domain rational 0.64706 0.14286
56 consecutive_ digits_ ratio v domain rational 0.00000 0.00000
57 1_gram_ std v domain rational 0.65555  0.44536
58 1_gram_ median v domain integer 1 1
59 1_gram_ mean v domain rational 1.54545 1.27273
60 1 gram min domain integer 1 1
61 1_gram_max v domain integer 3 2
62 1_gram_ bottom_ quartile v domain rational 1.00000 1.00000
63 1 _gram_ top_ quartile v domain rational 2.00000  1.50000
64 2_gram_std v domain rational 0.24944  0.27639
65 2_gram_ median domain integer 1 1
66 2 gram_ mean v domain rational 1.06667  1.08333
67 2_gram_min domain integer 1 1
68 2_gram_max v domain integer 2 2
69 2 gram_ bottom_ quartile domain rational 1.00000 1.00000
70 2_gram_top_ quartile v domain rational 1.00000  1.00000
71 3_gram_ std v domain rational 0.00000  0.00000
72 3_gram_ median domain integer 1 1
73 3_gram_mean v domain rational 1.00000 1.00000
74 3_gram_ min domain integer 1 1
75 3_gram_ max v domain integer 1 1
76 3_gram_ bottom_ quartile domain rational 1.00000 1.00000
77 3_gram_ top_ quartile v domain rational 1.00000 1.00000
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Appendix

Statement of Originality

The research presented in this thesis was conducted at the Research Group IT-Security,
RWTH Aachen, which is led by Ulrike Meyer. Furthermore, the anti-phishing learning
games presented in Chapter [6] are the result of a close collaborative effort with the
Learning Technologies Research Group, RWTH Aachen, conducted in the context of
the research training group “Human Centered Systems Security” sponsored by the
state of North Rhine-Westphalia. In her role as doctoral supervisor, Ulrike Meyer
provided guidance, feedback, and support for all publications, as well as the overall
doctoral process. The publications were also positively affected by the discussions
provided by other members of the Research Group IT-Security, and the members
of the “Human Centered Systems Security” research training group. Finally, Ulrik
Schroeder and Martin Wolf provided feedback and ideas in the context of the ERBSE
project as part of the research training group. Due to the high degree of collaboration
in some of the works presented in this thesis, the following list provides more details
on the specific contributions of the authors to the relevant publications.

¢ Finding Phish in a Haystack: A Pipeline for Phishing Classification on Certifi-
cate Transparency Logs |1]. Arthur Drichel, Vincent Drury, Justus von Brandt,
and Ulrike Meyer.
This paper presents the CT log detection pipeline and its first evaluation which
were adapted in Chapter It was created in close collaboration with Arthur
Drichel, with equal contribution from both of us. This includes the design of
the pipeline, as well as the evaluation setup and result discussion, while the
implementation was heavily supported by Justus von Brandt.

o Dating Phish: An Analysis of the Life Cycles of Phishing Attacks and Cam-
paigns [2|. Vincent Drury, Luisa Lux, and Ulrike Meyer.
This paper presents several analyses to determine the age and duration of
phishing attacks and campaigns. It is the result of collaborative work with
Luisa Lux, where my main contributions are supervising and supporting the
design and implementation of the data collection and analysis functionality. I
also took the lead in the analysis and discussion of the resulting dataset, as
well as writing the paper.

o Certified Phishing: Taking a Look at Public Key Certificates of Phishing
Websites [3]. Vincent Drury and Ulrike Meyer.
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This paper presents the analysis of certificates which was adapted in Chapter [0}
My main contributions to this paper are the design and implementation of
the certificate collection process, as well as the analysis and discussion of the
resulting dataset.

No Phishing With the Wrong Bait: Reducing the Phishing Risk by Address
Separation [4]. Vincent Drury and Ulrike Meyer.

This paper presents email address separation as an anti-phishing technique
which aims to prevent attackers from obtaining relevant email addresses. My
main contributions to this paper are the design of the approach and its the-
oretical analysis and discussion based on pre-defined scenarios and known
email-based phishing attacks.

Analyzing and Creating Malicious URLs: A Comparative Study on Anti-
Phishing Learning Games [5]. Vincent Drury, René Roépke, Ulrik Schroeder,
and Ulrike Meyer.

This paper presents the comparison of three anti-phishing learning games,
which was adapted in Chapter [6] It is the result of close collaborative work
with René Ropke, where we both contributed equally. As such, designing and
implementing the games, as well as the design, evaluation, and discussion of
the user study, are joint work.

Exploring Different Game Mechanics for Anti-Phishing Learning Games [6].
René Ropke, Vincent Drury, Ulrike Meyer, and Ulrik Schroeder.

This paper introduces two of the anti-phishing learning games presented in
Chapter [6] It is based on collaborative work with René Ropke, where we both
contributed equally to the design and implementation of the learning games, as
well as the preliminary study presented in the paper, while René Répke took
the lead in writing the paper.

Exploring and Evaluating Different Game Mechanics for Anti-Phishing Learning
Games [7]. René Ropke, Vincent Drury, Ulrike Meyer, and Ulrik Schroeder.

This paper extends the previous paper by an analysis of three anti-phishing
learning games, including the retention test which was adapted in Chapter [6]
Similar to the previous paper, the design and execution of the user study, as
well as its evaluation and discussion, where collaborative work with René Ropke,
where we contributed equally, while René Ropke took the lead in writing the

paper.

More Than Meets the Eye — An Anti-Phishing Learning Game with a Focus on
Phishing Emails [§]. René Ropke, Vincent Jakob Drury, Philipp Peess, Tobias
Johnen, Ulrike Meyer, and Ulrik Schroeder.

This paper presents an anti-phishing learning game with a focus on emails,
which requires players to analyze and construct phishing emails. My main
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