
Science of Computer Programming 243 (2025) 103269

Available online 5 February 2025
0167-6423/© 2025 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).

Contents lists available at ScienceDirect

Science of Computer Programming

journal homepage: www.elsevier.com/locate/scico

Generalizing neural network verfication to the family of 
piece-wise linear activation functions
László Antal ,∗, Erika Ábrahám, Hana Masara
RWTH Aachen University, 52074 Aachen, Germany

A R T I C L E I N F O A B S T R A C T 

Keywords:
Neural network verfication
Piece-wise linear activation functions
Star-based reachability analysis
Exact analysis
Over-approximate analysis
Convex relaxations
Unbounded input sets

In this paper, we extend an available neural network verfication technique to support the full 
class of piece-wise linear activation functions. Furthermore, we extend the algorithms, which 
provide in their original form exact, respectively, over-approximative results for bounded input 
sets represented as star sets, to allow also unbounded input sets. We implemented our algorithms 
and demonstrate their effectiveness on some case studies.

1. Introduction

In the area of artficial intelligence, feed-forward neural networks (FNNs) [1] enjoy increasing popularity. An FNN can be trained 
[74] to learn a function 𝑓 ∶ℝ𝑛 →ℝ𝑚 from a set of input-output samples, and predict outputs also for previously unseen inputs. This 
way, FNNs can tackle problems that would otherwise require very complex solutions [2].

Nowadays, a wide range of applications use FNNs, such as autonomous vehicles [3], speech- and object-recognition systems [4,5] 
or robot vision [6], just to mention a few. While FNNs are impressively effective, their reliability in safety-critical situations is still 
questionable [7--9]. Hence, verfication methods play an important role in providing guarantees about their behavior. In this work, we 
focus on the reachability problem for FNNs, which is the problem of determining which output values (reachable set) an FNN computes 
for inputs from a given set.

Related work An early example of the application of formal methods [10--13] to verify neural networks was given in [14]. Since then, 
the verfication of neural networks has gained significant attention from the formal methods research community [15--26].

Verfication techniques are broadly categorized into exact (complete) methods and relaxed (incomplete) methods [27].
i. Exact verfiers commonly solve the verfication problem using MILP solvers [28--30] or Satifiability Modulo Theories (SMT) 

solvers [31,32,25,17,19]. These methods are typically restricted to networks with piece-wise linear activation functions, such as 
ReLU, as the reachability problem for other activation types, like sigmoid or tanh, is in most cases undecidable. Furthermore, the 
NP-completeness of the problem makes scaling to large networks challenging.

ii. Relaxed verfiers, on the other hand, employ polynomially-solvable techniques like convex optimization or linear programming 
(LP) [33--35,15,16,22,36]. These methods are faster and scalable, relying on propagation-based approaches. However, this efficiency 
comes at the cost of reduced tightness, leading to higher false-negative rates and potentially failing to certify safety even when 
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present. The effectiveness of relaxed methods is strongly dependent on the tightness of the relaxation, which determines how closely 
the relaxed model approximates the original [27,37].

Most current methods for relaxed verfication focus on convex, single-neuron relaxations, that consider only the input and output 
domain of a single neuron [27]. These methods balance a trade-off between tightness (effectiveness) and computational efficiency. 
Examples include zonotopic relaxations [38,39], non-parallel lower and upper bounds [40], or tight convex relaxations like the 
Δ-relaxation [17]. Recently, researchers have explored multi-neuron relaxation techniques, which achieve tighter approximations 
[41,42]. However, these approaches often introduce an exponential number of constraints, significantly increasing computational 
complexity.

We apply a propagation-based technique and build on previous work [43,44,22] to compute reachable sets, where star sets are 
used to represent subsets of ℝ𝑘 for any 𝑘 ∈ℕ with 𝑘 > 0, like sets of input and output values. In those works the authors present two 
methods, one with exact computations, and one relaxed method which over-approximates the reachable sets.

Contributions The contributions of this paper, which is an extended version of the FMAS 2023 workshop paper [45], are the following:

1. We extend the set of activation functions supported by [43,44,22] to include leaky ReLU, hard tanh, hard sigmoid, and unit step. 
For each of these activation functions, we provide comprehensive formalisms and present the corresponding reachability analysis 
algorithms using both exact and over-approximative computations. While some of these functions had partial implementations 
in existing tools, our work offers complete formalizations and extends support to more general, parameterized versions of these 
activation functions. Furthermore, we introduce a general solution for arbitrary piece-wise linear functions, both for the exact 
and for the relaxed technique.

2. While previous work was restricted to bounded input sets, we provide extensions to allow also unbounded input sets.
3. Using the open-source library HyPro1 [46] for the star-set representation, we developed a C + + implementation of both the exact 

and the over-approximative analysis methods, covering all the above activation functions. This includes also an extension of 
HyPro with an NNET parser to input FNN models in NNET file format.

4. We propose some novel benchmarks (thermostat and sonar classfier) with the aim of supporting the formal methods commu
nity. Using our implementation, we provide experimental evaluation on these two proposed benchmarks and two other existing 
benchmarks.

Besides minor extensions and improvements regarding the presentation, the extensions with respect to [45] cover (i) the general
ized methodology to handle any piece-wise linear activation function, and (ii) further strengthening of the theoretical basis through 
additional proofs. Moreover, we extended our implementation to support both the exact and the relaxed analysis for unbounded input 
sets, and the exact reachability analysis for general piece-wise linear activation functions. To evaluate these new functionalities, we 
introduced some additional (unbounded) safety properties in our benchmarks, carried out experiments with them, and analyzed the 
obtained results.

Outline The rest of this paper is structured as follows. We present in Section 2 the fundamentals of this work, including feedforward 
neural networks (FNN), star sets, and the reachability analysis of FNN with the rectfied linear unit (ReLU) activation function. Then, 
in Section 3, we propose exact and relaxed analysis methods for several other activation functions, followed by a general solution for 
arbitrary piece-wise linear activation functions, considering both bounded and unbounded input sets. In Section 4, we present and 
evaluate experimental results on four different benchmarks. Finally, in Section 5, we conclude the paper and discuss future work.

2. Preliminaries

We use ℕ to denote the set of all natural numbers including 0, ℝ for the reals, and use lower indices to specify subsets thereof, 
e.g. ℝ>0 for the positive reals. We consider elements from ℝ𝑛 (for any 𝑛 ∈ ℕ>1) to be column vectors.

2.1. Feedforward neural networks

A feedforward neural network (FNN) [47,48] is a directed weighted graph annotated with some data. It has a finite set of nodes 
called neurons, which are grouped into 𝑘 ∈ ℕ≥2 disjoint non-empty ordered sets 𝑙1,… , 𝑙𝑘 called layers. We call 𝑙1 the input layer, 𝑙𝑘
the output layer, while the others are hidden layers. Let ⟨𝑖⟩ denote the number of neurons |𝑙𝑖| in layer 𝑖 = 1,… , 𝑘, which we call its 
size. There is a directed edge from each neuron 𝑛 in each non-output layer 𝑙𝑖−1 to each neuron 𝑛′ in the next layer 𝑙𝑖, weighted by 
𝑤𝑛′ , 𝑛 ∈ℝ; let 𝐖𝑖 ∈ℝ⟨𝑖⟩×⟨𝑖−1⟩ be the matrix whose entry in row 𝑟 and column 𝑐 is the weight of the edge from the 𝑐th neuron in layer 
𝑖−1 to the 𝑟th neuron in layer 𝑖. In addition, each neuron 𝑛 in each non-input layer is annotated with a bias 𝑏𝑛 ∈ℝ and an activation 
function act𝑛 ∶ℝ→ℝ. For each non-input layer 𝑖 with neurons 𝑙𝑖 =

{
𝑛1,… , 𝑛⟨𝑖⟩}, let 𝐛𝑖 = (𝑏𝑛1 ,… , 𝑏𝑛⟨𝑖⟩ )𝑇 and 𝐚𝐜𝐭𝑖 ∶ℝ⟨𝑖⟩ →ℝ⟨𝑖⟩ with 

𝐚𝐜𝐭𝑖(𝐲) = (act𝑛1 (𝑦1),… ,act𝑛⟨𝑖⟩ (𝑦⟨𝑖⟩))𝑇 for any 𝐲 = (𝑦1,… , 𝑦⟨𝑖⟩)𝑇 ∈ℝ⟨𝑖⟩. A frequently used activation function is the Rectfied Linear Unit 
(ReLU), dfined as 𝑅𝑒𝐿𝑈 (𝑥) =𝑚𝑎𝑥(0, 𝑥) for 𝑥 ∈ℝ. An example of FNN is shown in Fig. 1.

1 The implementation is available online at https://github.com/hypro/hypro. For reproducing the experimental results, please check the Case Studies/Neural 
Network Verfication subsection of HyPro’s GitHub page: see the README.md file.

https://github.com/hypro/hypro
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Fig. 1. Illustration of a feed-forward fully-connected neural network, consisting of one input layer (green), one hidden layer (blue), and one output layer (red). (For 
interpretation of the colors in the figure(s), the reader is referred to the web version of this article.)

For an input 𝐱1 = (𝑥1,… , 𝑥⟨1⟩)𝑇 ∈ℝ⟨1⟩, the state 𝐱𝑖 of each non-input layer 𝑙𝑖 is dfined recursively as

𝐱𝑖 = 𝐚𝐜𝐭
𝑖

(
𝐖𝑖 𝐱𝑖−1 + 𝐛𝑖

)
. (1)

Thus, an FNN can be seen as a function 𝑓 ∶ ℝ⟨1⟩ → ℝ⟨𝑘⟩, assigning to each input the output layer’s state, which we call the output. 
For a given FNN and a set 1 ⊆ℝ⟨1⟩ of possible inputs, the FNN reachability problem is the problem to compute all possible states for 
each of the layers 1 < 𝑖 ≤ 𝑘 [44]:

𝑖 =
{

𝐚𝐜𝐭𝑖(𝐖𝑖𝐱𝑖−1 + 𝐛𝑖) 
|||| 𝐱𝑖−1 ∈𝑖−1

}
. (2)

Solving the FNN reachability problem allows us to check properties of interest, e.g. safety properties (whether the output set is disjoint 
from a set of unsafe outputs) or stability (whether the distance between possible outputs is below a threshold for a given input set).

In this work, as input sets we consider convex polyhedra 1 =
{
𝐱 ∈ℝ⟨1⟩ |||𝐀𝐱 ≤ 𝐜 

}
for some 𝑝 ∈ ℕ≥1, 𝐀 ∈ ℝ𝑝×⟨1⟩, and column 

vector 𝐜 ∈ℝ𝑝.

2.2. Stars

To compute 𝑖 via Equation (2), the two main operations that need to be applied on the state sets are the activation function 
𝐚𝐜𝐭𝑖 and a˙ine transformations using the weights 𝐖𝑖 and biases 𝐛𝑖 of layer 𝑖. For implementing these calculations efficiently, different 
state set representations have been proposed [49]. Under these, star sets (or short stars) turned out to be very useful, as they provide 
efficient operations needed in neural network verfication, such as a˙ine transformations (see Proposition 2.2), half-space intersections 
(see Proposition 2.3), emptiness checking (see Proposition 2.4) and linear optimization (see Proposition 2.5).

Definition 2.1 (Star). For any 𝑛,𝑚 ∈ ℕ≥1, an (𝑛,𝑚)-dimensional star is a tuple 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ of (i) a center 𝐜 ∈ ℝ𝑛, (ii) a generator 
matrix 𝐕 ∈ ℝ𝑛×𝑚 whose columns 𝐯(1),… ,𝐯(𝑚) ∈ ℝ𝑛 are called the basis vectors or generators, and (iii) a predicate 𝑃 ⊆ ℝ𝑚. The star 𝜃
represents the set [𝜃] =

{
𝐜 +∑𝑚

𝑗=1 (𝛼𝑗𝐯
(𝑗)) ∣ (𝛼1,… , 𝛼𝑚)𝑇 ∈ 𝑃

}
.

As in [44], we restrict 𝑃 to be a convex polyhedron 𝑃 = {𝛼 ∈ℝ𝑚 ∣𝐂𝛼 ≤ 𝐝 } for some 𝑝 ∈ℕ≥1, 𝐂 ∈ℝ𝑝×𝑚 and 𝐝 ∈ℝ𝑝. The following 
star properties, whose proofs are included in Appendix A.1, will be used to solve the FNN reachability problem.

Proposition 2.1 (Convex polyhedra). For any 𝑚,𝑝 ∈ ℕ≥1, 𝐂 ∈ℝ𝑝×𝑚 and 𝐝 ∈ℝ𝑝, the convex polyhedron  =
{
𝐱 ∈ℝ𝑚 ∣𝐂𝐱 ≤ 𝐝

}
can be 

represented by a star.

Proposition 2.2 (A˙ine transformation). Assume an (𝑛,𝑚)-dimensional star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ and let 𝐖 ∈ℝ𝑘×𝑛 and 𝐛 ∈ℝ𝑘. Then the a˙ine 
transformation 

{
𝐖𝐱 + 𝐛 ∣ 𝐱 ∈ [𝜃]

}
of 𝜃 is represented by 𝜃̄ = ⟨𝐜̄, 𝐕̄, 𝑃 ⟩ with 𝐜̄ =𝐖𝐜 + 𝐛 and 𝐕̄∈ℝ𝑘×𝑚 with columns 𝐖𝐯(1),… ,𝐖𝐯(𝑚).

Proposition 2.3 (Intersection with a halfspace). Assume an (𝑛,𝑚)-dimensional star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ and a half-space  =
{
𝐱 ∈ℝ𝑛 ∣ 𝐡𝑇 𝐱 ≤ 𝑔

}
with some 𝐡 ∈ ℝ𝑛 and 𝑔 ∈ ℝ. Then the intersection [𝜃] ∩ is represented by the star 𝜃̄ = ⟨𝐜,𝐕, 𝑃 ∩ 𝑃 ′⟩ with 𝑃 ′ =

{
𝛼 ∈ℝ𝑚 ∣ (𝐡𝑇𝐕)𝛼 ≤ 

𝑔 − 𝐡𝑇 𝐜
}

.

Proposition 2.4 (Emptiness check). A star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ is empty if and only if 𝑃 is empty.
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Fig. 2. Relaxation of the ReLU function for bounded input sets with 𝜆= 𝑢 
𝑢−𝑙

and 𝜇 = − 𝑙𝑢 
𝑢−𝑙

, where 𝑙 and 𝑢 are the lower respectively upper bounds on the input variable 
𝑥𝑗 [50]. Dark lines represent the exact set, the light area shows the approximate set.

Proposition 2.5 (Bounding box). Assume an (𝑛,𝑚)-dimensional star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ such that 𝐜 = (𝐜1,… , 𝐜𝑛)𝑇 , and let 𝐕(𝑖) be the 𝑖𝑡ℎ

row of 𝐕. Let furthermore the star’s bounding box dfined as 𝐵 =
{
(𝑥1,… , 𝑥𝑛)𝑇 ∈ℝ𝑛 ∣

⋀𝑛

𝑖=1 lb𝑖 ≤ 𝑥𝑖 ≤ ub𝑖
}

with lb𝑖 = 𝐜𝑖 + min
𝛼∈𝑃

𝐕(𝑖)𝛼 and 
ub𝑖 = 𝐜𝑖 + max

𝛼∈𝑃
𝐕(𝑖)𝛼 for 𝑖 = 1,… , 𝑛. Then [𝜃] ⊆ 𝐵.

2.3. Reachability analysis for FNNs with ReLUs

Next, we present two algorithms proposed in [44,75] to solve the reachability problem for FNNs with the ReLU activation function 
for bounded polyhedral input sets. These algorithms form the basis for our work. The first algorithm is exact, complete, and it can 
synthesize counter-examples. The second algorithm is relaxed and it can be used to over-approximate reachability, but it is not suited 
to create counter-examples.

We note that alongside ReLU, the work [22] includes some other activation functions but no complete formalizations were avail
able. In Section 3, we will extend these algorithms to support some specific, but also any arbitrary piece-wise linear activation 
functions, as well as unbounded input sets.

Exact analysis
The exact algorithm first constructs a star from the input set which is required to be a polyhedron (see Proposition 2.1). Then, 

correspondingly to Equation (2), it propagates the star through the network, layer-by-layer, until we get the reachable set 𝑘 of the 
output layer. This propagation involves two main operations.
(1) For each non-input layer 𝑖 and each star representing possible state sets of the previous layer, to compute the reachable states 
of layer 𝑖, we first apply an a˙ine transformation on the star, using the weight matrix 𝐖𝑖 and the bias vector 𝐛𝑖. Thus, from a star 
𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ we obtain a new star 𝜃′ = ⟨𝐜′,𝐕′, 𝑃 ⟩ with 𝐜′ =𝐖𝑖𝐜 + 𝐛𝑖 and 𝐕′ =𝐖𝑖𝐕 (see Proposition 2.2). Note that during the a˙ine 
transformation, the predicate does not change.

(2) Then the activation function is applied on the intermediate star 𝜃′ dimension-wise to represent 𝑖 = 𝐚𝐜𝐭
𝑛⟨𝑖⟩

(
… 𝐚𝐜𝐭

𝑛1

(
[𝜃′]

)
…
)

, 
where, 𝑛1,… , 𝑛⟨𝑖⟩ are the neurons in layer 𝑖. Since we consider the ReLU activation function, the 𝐚𝐜𝐭

𝑛𝑗
(⋅) operation at neuron 𝑛𝑗 is 

dfined as 𝑅𝑒𝐿𝑈 (𝑥𝑗 ) = 𝑚𝑎𝑥(0, 𝑥𝑗 ); instead of 𝐚𝐜𝐭
𝑛𝑗
(⋅) we write 𝐚𝐜𝐭R

𝑗
(⋅) to denote that the ReLU function is applied in dimension 𝑗

(i.e., at the 𝑗th neuron of a layer). To compute 𝐚𝐜𝐭R
𝑗
(𝜃) for a star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩, we decompose 𝜃 into two stars 𝜃1 = ⟨𝐜,𝐕, 𝑃1⟩ and 

𝜃2 = ⟨𝐜,𝐕, 𝑃2⟩ such that [𝜃1] = [𝜃] ∩
{
(𝑥1,…, 𝑥𝑛)𝑇 ∈ℝ𝑛 ∣ 𝑥𝑗 < 0

}
and [𝜃2] = [𝜃] ∩

{
(𝑥1,…, 𝑥𝑛)𝑇 ∈ℝ𝑛 ∣ 𝑥𝑗 ≥ 0

}
(see Proposition 2.3).

On the negative branch, i.e., when 𝑥𝑗 < 0, the ReLU function sets the corresponding values to zero. Thus, all the resulting 
elements of the star 𝜃1 should have the value zero in dimension 𝑗. We can obtain this result by applying the mapping matrix 
𝐌 = [𝐞1, 𝐞2,… , 𝐞𝑗−1,𝟎, 𝐞𝑗+1,… 𝐞𝑛] on 𝜃1, where 𝐞𝑖 ∈ ℝ𝑛 is the 𝑖th 𝑛-dimensional unit vector (with 1 at position 𝑖 and 0s otherwise). 
On the positive branch 𝑥𝑗 ≥ 0, the ReLU function does not change the set elements of 𝜃2.

Thus, the application of ReLU results in the union of two stars 𝐚𝐜𝐭R
𝑗
(𝜃) = ⟨𝐌𝐜,𝐌𝐕, 𝑃1⟩ ∪ ⟨𝐜,𝐕, 𝑃2⟩. Note that if the values in [𝜃]

in the given dimension 𝑗 are purely positive or purely negative, then the result of 𝐚𝐜𝐭R
𝑗
(𝜃) is just a single star (the other one being 

empty).

Relaxed analysis
While the exact algorithm is complete, it suffers from scalability issues since, during analysis, the number of stars grows exponen

tially with the number of ReLU activations. To tackle this problem, one solution is to side-step to over-approximative computations, 
which makes the analysis more scalable, however, it sacrfices the completeness of the method.

The over-approximative method from [44] also builds on Equation (2), but the application of the activation functions is different: 
the original 𝐚𝐜𝐭R

𝑗
(⋅) operation is replaced by an over-approximating one 𝐚𝐜𝐭R

𝑗
(⋅), which produces only a single star as output as 

follows. A fresh variable 𝛼𝑚+1 and three more constraints are added to the predicate 𝑃 of the star, with the purpose of capturing the 
over-approximation of the ReLU function at neuron 𝑛𝑗 (see Fig. 2).

The three new constraints are: 𝛼𝑚+1 ≥ 0, 𝛼𝑚+1 ≥ 𝑥𝑗 , and 𝛼𝑚+1 ≤
𝑢(𝑥𝑗−𝑙)
𝑢−𝑙 , where 𝑙 and 𝑢 are the lower and upper bounds, respectively, 

for variable 𝑥𝑗 in [𝜃] (see Proposition 2.5). Finally, since we want the new variable 𝛼𝑚+1 to hold the over-approximation of 𝑥𝑗 , after 
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introducing the new variable and constraints to the predicate, we need to update the center 𝐜 and basis 𝐕 of the star 𝜃 correspondingly. 
First, the old values of 𝑥𝑗 are projected out using the mapping matrix 𝐌 = [𝐞1, 𝐞2,… , 𝐞𝑗−1,𝟎, 𝐞𝑗+1,… 𝐞𝑛]. Then, a new generator 𝐞𝑗 is 
added to the basis, to link 𝑥𝑗 to 𝛼𝑚+1.

Formally, for an (𝑛,𝑚)-dimensional star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ we dfine 𝐚𝐜𝐭R

𝑗
(𝜃) = ⟨𝐜̄, 𝐕̄, 𝑃 ⟩, where 𝐜̄ =𝐌𝐜, 𝐕̄ = [𝐌𝐯(1),𝐌𝐯(2),… ,𝐌𝐯(𝑚), 𝐞𝑗 ]

and 𝑃 =
{
(𝛼1,… , 𝛼𝑚+1) ∈ℝ𝑚+1 ||| (𝛼1,… , 𝛼𝑚) ∈ 𝑃 ∧ 𝛼𝑚+1 ≥ 0 ∧ 𝛼𝑚+1 ≥ 𝑥𝑗 ∧ 𝛼𝑚+1 ≤

𝑢(𝑥𝑗−𝑙)
𝑢−𝑙

}
.

In case 𝑙 ≥ 0 or 𝑢 ≤ 0, the introduction of a new variable is not necessary, and we can proceed in a similar way as in the exact case, 
i.e., for positive domain we keep the set as it is, for negative domain we project out the variable 𝑥𝑗 . Note that this over-approximative 
method yields the tightest possible relaxation that we can achieve for the ReLU function [27].

3. FNN reachability analysis for piece-wise linear activation functions

Neural networks offer flexibility in choosing different activation functions. In this section, we first present extensions of the 
reachability analysis algorithm from the previous section to support (1) unbounded input sets and (2) the leaky rectfied linear unit 
(leaky ReLU), hard hyperbolic tangent (HardTanh), hard sigmoid (HardSigmoid), and unit step activation functions. Afterwards, we further 
generalize our formalisms and present the respective algorithms for analyzing arbitrary piece-wise linear activation functions.

We remark, that we handle the leaky ReLU function for bounded sets identically as it is done in the NNV tool [22]; we include 
the corresponding formalisms for completeness, and we extend them to support unbounded input sets.

Below we dfine each of the above functions and their application to a given input star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩.
3.1. Unbounded input sets

During the analysis of an FNN, it may happen that one or more variables 𝑥𝑗 of a star 𝜃 become unbounded. That is, it has no 
lower bound (i.e., 𝑙 = −∞) or it has no upper bound (i.e., 𝑢=∞). In the following, we present how to handle unbounded input sets 
as well. Essentially, the exact reachability analysis of any piece-wise linear activation function does not change in case of unbounded 
input sets. The same steps are applied as per the exact analysis of bounded sets, i.e., (1) splitting the input set into multiple subsets 
based on the cases of the activation function, and (2) applying the corresponding transformations to each subset.

However, the relaxed analysis does work differently for unbounded input sets. In the following, we show for each activation 
function how their convex relaxations can be adjusted to achieve the tightest possible single neuron relaxation in case of unbounded 
inputs. We distinguish for each function three cases of unboundedness of a variable 𝑥𝑗 : either it has no lower bound (𝑙 = −∞ and 
𝑢 ∈ ℝ), it has no upper bound (𝑙 ∈ ℝ and 𝑢 = ∞), or it has neither of the bounds (𝑙 = −∞ and 𝑢 = ∞). We do not formalize the 
unbounded case for ReLU explicitly, but dfine it as a special case of the leaky ReLU with 𝛾 = 0.

3.2. Leaky ReLU layer

Due to the dead neuron problem [51,52] caused by the ReLU function, its alternative, the leaky ReLU function proposed by Mass 
et al. [53], is used in many applications.

Definition 3.1 (Leaky ReLU [54]). The leaky ReLU activation function with scaling parameter 𝛾 ∈ [0,1) ⊂ℝ is dfined for each 𝑥 ∈ℝ
as

𝐿𝑒𝑎𝑘𝑦𝑅𝑒𝐿𝑈 (𝑥) =𝑚𝑎𝑥(𝛾 ⋅ 𝑥,𝑥) =

{
𝑥 if 𝑥 ≥ 0
𝛾 ⋅ 𝑥 otherwise .

(3)

Exact analysis
The application of the leaky ReLU activation function is similar to the previously presented algorithm for the ReLU activation 

function, but they handle the negative inputs differently: While the ReLU function completely projects the input to zero, the leaky 
ReLU just scales the input down by 𝛾 ∈ (0,1). Thus, the application 𝐚𝐜𝐭L

𝑗
(𝜃) of leaky ReLU on a star 𝜃 can be computed as follows.

First, we split the star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ into two subsets 𝜃1 = ⟨𝐜,𝐕, 𝑃1⟩ and 𝜃2 = ⟨𝐜,𝐕, 𝑃2⟩ with negative resp. non-negative 𝑥𝑗 -values. 
Then we apply the corresponding transformations for both subsets. As previously, in case of the positive subset 𝜃2, no transformation 
is needed, since the leaky ReLU acts as an identity function for non-negative inputs. However, in case of the negative subset 𝜃1, we 
apply the scaling matrix 𝐌 = [𝐞1, 𝐞2,… , 𝛾𝐞𝑗 ,… 𝐞𝑛−1, 𝐞𝑛]. Thus, the final result of the 𝐚𝐜𝐭L

𝑗
(⋅) operation at neuron 𝑛𝑗 is the union of 

two stars: 𝐚𝐜𝐭L
𝑗
(𝜃) = ⟨𝐌𝐜,𝐌𝐕, 𝑃1⟩ ∪ ⟨𝐜,𝐕, 𝑃2⟩.

The same observations apply here, that if the domain of a variable 𝑥𝑗 is only negative (i.e., 𝑢 ≤ 0) or only positive (i.e., 𝑙 ≥ 0), 
then the final result of the 𝐚𝐜𝐭L

𝑗
(⋅) operation is a single star: either 𝜃1 = ⟨𝐌𝐜,𝐌𝐕, 𝑃1⟩ or 𝜃2 = ⟨𝐜,𝐕, 𝑃2⟩.

Relaxed analysis
The relaxed analysis of the leaky ReLU is also similar to the one for ReLU. For bounded inputs, correspondingly to the Planet 

relaxation [50], we also try to find an enclosing triangle, which is the tightest convex relaxation that we can achieve for leaky ReLUs 
(see Fig. 3).
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Fig. 3. Relaxation for the leaky ReLU function for bounded input sets, where 𝑙 and 𝑢 are the lower respectively upper bounds on the input variable 𝑥𝑗 , 𝜆 = 𝑢−𝛾⋅𝑙
𝑢−𝑙

and 
𝜇 = 𝑢⋅𝑙⋅(𝛾−1)

𝑢−𝑙
. The dark line shows the exact set and the light area the approximate set.

Fig. 4. Convex relaxations of the leaky ReLU function with three cases of an unbounded input set. 

Fig. 5. Relaxation for the hard tanh function for bounded input sets, where 𝑙 and 𝑢 are the lower respectively upper bounds on the input variable 𝑥𝑗 . The dark lines 
show the exact set (non-convex) and the light area shows the approximate set (convex and linear).

The three constraints on the freshly introduced variable 𝛼𝑚+1 are the following: (1) 𝛼𝑚+1 ≥ 𝛾 ⋅ 𝑥𝑗 , (2) 𝛼𝑚+1 ≥ 𝑥𝑗 , and (3) 𝛼𝑚+1 ≤
𝑢−𝛾⋅𝑙
𝑢−𝑙 𝑥𝑗 +

𝑢⋅𝑙⋅(𝛾−1)
𝑢−𝑙 . At this point, the result of the 𝐚𝐜𝐭L

𝑗
(⋅) operation is a single star with one more variable and three more constraints 

than the original input star. We note that if the domain of variable 𝑥𝑗 is fully positive (i.e., 𝑙 ≥ 0) or fully negative (i.e., 𝑢 ≤ 0), then 
the resulting star is the same as described for the exact approach. 
For unbounded input sets 𝜃, we distinguish the cases (1) 𝑥𝑗 ∈ (−∞, 𝑢), (2) 𝑥𝑗 ∈ (𝑙,∞), and (3) 𝑥𝑗 ∈ (−∞,∞). The analysis for 
unbounded input is similar to the bounded case, but the introduced constraints change, as visualized in Fig. 4. Note that these are 
the tightest linear, convex relaxations that can be achieved.

3.3. Hard tanh layer

The hard hyperbolic tangent function, commonly known as the hard tanh function and illustrated in Fig. 5, is a linearized variant 
of the hyperbolic tangent activation function. In our work, we have generalized this function by introducing the parameters 𝑉min
and 𝑉max, which replace the original values of −1 and 1, respectively [55]. This modfication allows us to flexibly adapt the function 
according to our specific needs and requirements.

Definition 3.2 (Hard hyperbolic tangent). The hard hyperbolic tangent (HardTanh) activation function with parameters 𝑉min ∈ ℝ and 
𝑉max ∈ℝ>𝑉min

is dfined for each 𝑥 ∈ℝ by
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𝐻𝑎𝑟𝑑𝑇 𝑎𝑛ℎ(𝑥) =
⎧⎪⎨⎪⎩
𝑉min if 𝑥 < 𝑉min

𝑥 if 𝑉min ≤ 𝑥 ≤ 𝑉max

𝑉max if 𝑥 > 𝑉max .

(4)

Exact analysis
For the analysis of FNNs with the hard tanh activation function at neuron 𝑛𝑗 , which we denote as 𝐚𝐜𝐭H

𝑗
(⋅), we split the result of the 

a˙ine transformation 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ into three subsets: 𝜃1 = ⟨𝐜,𝐕, 𝑃1⟩ is the intersection of 𝜃 with the hyperplanes 𝑉min ≤ 𝑥𝑗 ≤ 𝑉max, 
𝜃2 = ⟨𝐜,𝐕, 𝑃2⟩ with 𝑥𝑗 < 𝑉min, and 𝜃3 = ⟨𝐜,𝐕, 𝑃3⟩ with 𝑥𝑗 > 𝑉max (see Proposition 2.3).

According to Equation (4), 𝐚𝐜𝐭H
𝑗
(⋅) leaves the elements of 𝜃1 unchanged since 𝑥𝑗 is in the range between 𝑉min and 𝑉max. For 

𝜃2, all of its elements get the value 𝑉min in dimension 𝑗 since 𝑥𝑗 < 𝑉min, hence, we project the star onto 𝑉min in the dimension 
𝑗. To achieve this, we apply the mapping matrix 𝐌 = [𝐞1, 𝐞2,… , 𝐞𝑗−1,𝟎, 𝐞𝑗+1,… 𝐞𝑛]. Additionally, we set the 𝑗th dimension of the 
center to 𝑉min by adding the shifting vector 𝐬min = [0,… , 𝑉min,… ,0]𝑇 to the center. For 𝜃3, we do the same by mapping the set with 
the mapping matrix, but instead, we set the center to 𝑉max by adding the shifting vector 𝐬max = [0,… , 𝑉max,… ,0]𝑇 to it. Thus, we 
project the star onto 𝑉max in the dimension 𝑗. Accordingly, the 𝐚𝐜𝐭H

𝑗
(𝜃) operation at neuron 𝑗 results in the union of three stars: 

𝐚𝐜𝐭H
𝑗
(⋅) = ⟨𝐜,𝐕, 𝑃1⟩ ∪ ⟨𝐌𝐜 + 𝐬min,𝐌𝐕, 𝑃2⟩ ∪ ⟨𝐌𝐜 + 𝐬max,𝐌𝐕, 𝑃3⟩.

Note that some of the intersections of the input star 𝜃 with the halfspaces 𝑉min ≤ 𝑥𝑗 ≤ 𝑉max, 𝑥𝑗 < 𝑉min, and 𝑥𝑗 > 𝑉max may be 
empty (see Proposition 2.4). In that case, we can spare the computation for the empty subsets, and continue the reachability analysis 
only with the non-empty resulting stars.

Relaxed analysis

In the relaxed analysis, the 𝐚𝐜𝐭H

𝑗
(𝜃) operation should yield a single star. Thus, we aim to find an enclosing triangle or trapezoid, 

which is the tightest convex, linear relaxation that we can achieve for hard tanh, as illustrated in Fig. 5.
For bounded inputs, we make a case distinction. If the lower bound (in the bounding box of 𝜃 in dimension 𝑗, see Proposition 2.5) 

is less than 𝑉min, and the upper bound is between 𝑉min and 𝑉max, then the three constraints on the newly introduced variable 𝛼𝑚+1
are the following: (1) 𝛼𝑚+1 ≥ 𝑥𝑗 , (2) 𝛼𝑚+1 ≥ 𝑉min and (3) 𝛼𝑚+1 ≤

𝑢−𝑉min
𝑢−𝑙 ⋅ 𝑥𝑗 −

𝑢⋅(𝑙−𝑉min)
𝑢−𝑙 . For the opposite case, when the lower bound 

is between 𝑉min and 𝑉max and the upper bound is greater than 𝑉max, we introduce the new variable 𝛼𝑚+1 and three constraints: 
(1) 𝛼𝑚+1 ≤ 𝑉max, (2) 𝛼𝑚+1 ≤ 𝑥𝑗 and (3) 𝛼𝑚+1 ≥ − 𝑙−𝑉max

𝑢−𝑙 ⋅ 𝑥𝑗 −
𝑙⋅(𝑉max−𝑢)

𝑢−𝑙 . When the star’s domain contains 𝑉min and 𝑉max (i.e., 𝑙 <
𝑉min ∧ 𝑢 > 𝑉max), we introduce the new variable 𝛼𝑚+1 and four additional constraints: (1) 𝛼𝑚+1 ≥ 𝑉min, (2) 𝛼𝑚+1 ≤ 𝑉max, (3) 𝛼𝑚+1 ≤
𝑉max−𝑉min
𝑉max−𝑙

⋅ 𝑥𝑗 −
𝑉max⋅(𝑙−𝑉min)

𝑉max−𝑙
and (4) 𝛼𝑚+1 ≥

𝑉min−𝑉max
𝑉min−𝑢 ⋅ 𝑥𝑗 −

𝑉min⋅(𝑉max−𝑢)
𝑉min−𝑢 .

It is important to highlight that when the bounds of variable 𝑥𝑗 fall inside the domain of a single branch of the hard tanh (i.e., 
they are between 𝑉min and 𝑉max; or less than 𝑉min; or greater than 𝑉max), the result is again a single star and is computed the same 
way as described in the exact approach.

When dealing with an unbounded input set 𝜃 we again distinguish the three cases (1) 𝑥𝑗 ∈ (−∞, 𝑢), (2) 𝑥𝑗 ∈ (𝑙,∞), and (3) 
𝑥𝑗 ∈ (−∞,∞). The cases (1) and (2) are further divided into two subcases each, hence we obtain five different cases, each one 
presented in Table 1, coupled with the corresponding constraints and illustrations.

3.4. Hard sigmoid layer

The hard sigmoid activation function, illustrated in Fig. 6, is a linearized alternative of the sigmoid function. Since the hard sigmoid 
function has different variants in use (e.g. PyTorch and TensorFlow implementations, see link in footnote for further details2) [56--59], 
we generalize it by adding parameters to cover all those variants.

Definition 3.3 (Hard sigmoid function). The hard sigmoid (HardSigmoid) function with parameters 𝑉min ∈ ℝ and 𝑉max ∈ ℝ>𝑉min
is 

dfined for each 𝑥 ∈ℝ by

HardSigmoid(𝑥) =

⎧⎪⎪⎨⎪⎪⎩
0 if 𝑥 ≤ 𝑉min

𝑥 
(𝑉max − 𝑉min)

+
𝑉min

(𝑉min − 𝑉max)
if 𝑉min < 𝑥 < 𝑉max

1 if 𝑥 ≥ 𝑉max .

(5)

Exact analysis
The analysis of the hard sigmoid works similarly to the one of the hard tanh function. The difference is that instead of the 

star remaining the same in the range between 𝑉min and 𝑉max, we scale the star according to Equation (5). To compute 𝐚𝐜𝐭S
𝑗
(𝜃), 

the star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ is partitioned into three subsets 𝜃1, 𝜃2 and 𝜃3, covering the partitions with 𝑉min < 𝑥𝑗 < 𝑉max, 𝑥𝑗 ≤ 𝑉min and 
𝑥𝑗 ≥ 𝑉max, respectively. We scale 𝜃1 by applying the scaling matrix 𝐌𝑠𝑐 = [𝐞1, 𝐞2,… ,

1 
𝑉max−𝑉min

𝐞𝑗 ,… 𝐞𝑛−1, 𝐞𝑛] and shift the center with 

2 Discussion on hard sigmoid implementation: https://stackoverflow.com/questions/35411194/how-is-hard-sigmoid-defined.

https://stackoverflow.com/questions/35411194/how-is-hard-sigmoid-defined
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Table 1
Approximation rules for the hard tanh function, considering an unbounded input set. We distinguish five cases 
in total, for each we show the case itself, the introduced constraints and a graphical illustration.

Domain of 𝑥𝑗 Introduced constraints Graphical illustration 

𝑙 = −∞∧ 𝑢 ∈ [𝑉min, 𝑉max]
𝛼𝑚+1 ≥ 𝑉min

𝛼𝑚+1 ≥ 𝑥𝑗
𝛼𝑚+1 ≤ 𝑢

𝑙 = −∞∧ 𝑢 > 𝑉max

𝛼𝑚+1 ≥ 𝑉min

𝛼𝑚+1 ≤ 𝑉max

𝛼𝑚+1 ≥
𝑉min−𝑉max

𝑉min−𝑢 ⋅ 𝑥𝑗 −
𝑉min ⋅(𝑉max−𝑢)

𝑉min−𝑢 

𝑙 ∈ [𝑉min, 𝑉max] ∧ 𝑢 =∞
𝛼𝑚+1 ≤ 𝑉max

𝛼𝑚+1 ≤ 𝑥𝑗
𝛼𝑚+1 ≥ 𝑙

𝑙 < 𝑉min ∧ 𝑢 =∞
𝛼𝑚+1 ≤ 𝑉max

𝛼𝑚+1 ≥ 𝑉min

𝛼𝑚+1 ≤
𝑉max−𝑉min

𝑉max−𝑙
⋅ 𝑥𝑗 −

𝑉max ⋅(𝑙−𝑉min)
𝑉max−𝑙

𝑙 = −∞∧ 𝑢 =∞ 𝛼𝑚+1 ≥ 𝑉min

𝛼𝑚+1 ≤ 𝑉max

Fig. 6. Relaxation for the hard sigmoid function with a bounded input set, where 𝑙 and 𝑢 are the lower respectively upper bounds on the input variable 𝑥𝑗 . The dark 
lines show the exact set (non-convex) and the light area shows the approximate set (convex and linear).

the translation vector dfined as 𝐬𝑠𝑐 = [0,… ,
𝑉min

𝑉min−𝑉max
,… ,0]𝑇 . Furthermore, the elements of 𝜃2 are set to zero in dimension 𝑗 by 

applying the mapping matrix 𝐌 = [𝐞1, 𝐞2,… , 𝐞𝑗−1,𝟎, 𝐞𝑗+1,… 𝐞𝑛]. Finally, the elements of 𝜃3 are set to one by using the same projection 
𝐌, plus setting the center to one by the shifting vector 𝐬𝑜𝑛𝑒 = [0,… ,1,… ,0]𝑇 . Consequently, the result is the union of three stars: 
𝐚𝐜𝐭S

𝑗
(𝜃) = ⟨𝐌𝑠𝑐𝐜 + 𝐬𝑠𝑐 , 𝐌𝑠𝑐𝐕, 𝑃1⟩ ∪ ⟨𝐌𝐜, 𝐌𝐕, 𝑃2⟩ ∪ ⟨𝐌𝐜 + 𝐬𝑜𝑛𝑒, 𝐌𝐕, 𝑃3⟩.

Again, when intersecting the star 𝜃 with 𝑉min < 𝑥𝑗 < 𝑉max, 𝑥𝑗 ≤ 𝑉min respectively 𝑥𝑗 ≥ 𝑉max, certain resulting subsets may become 
empty (see Proposition 2.4) and thus their further processing can be omitted.

Relaxed analysis
Using the relaxed analysis for hard sigmoid with bounded input, we consider cases where a convex triangle or trapezoid is 

applicable based on the input. The 𝐚𝐜𝐭S

𝑗
(𝜃) operation introduces a new variable 𝛼𝑚+1 regardless of which case occurs. 

If the lower bound is less than 𝑉min and the upper bound is between 𝑉min and 𝑉max, then three new constraints are introduced: (1) 
𝛼𝑚+1 ≥ 0, (2) 𝛼𝑚+1 ≥

1 
𝑉max−𝑉min

⋅𝑥𝑗 −
𝑉min

𝑉max−𝑉min
, and (3) 𝛼𝑚+1 ≤

𝑢−𝑉min
𝑉max−𝑉min

⋅
(𝑥𝑗−𝑙)
𝑢−𝑙 . In the dual scenario when the lower bound is between 

𝑉min and 𝑉max while the upper bound exceeds 𝑉max, we encounter the constraints: (1) 𝛼𝑚+1 ≤ 1, (2) 𝛼𝑚+1 ≤
1 

𝑉max−𝑉min
⋅𝑥𝑗 −

𝑉min
𝑉max−𝑉min

, 

and (3) 𝛼𝑚+1 ≥ 1+ 𝑉max−𝑙
𝑉max−𝑉min

⋅
𝑥𝑗−𝑢
𝑢−𝑙 . Lastly, when in dimension 𝑗 the star is between 𝑉min and 𝑉max, then we introduce four constraints: 

(1) 𝛼𝑚+1 ≤ 1, (2) 𝛼𝑚+1 ≥ 0, (3) 𝛼𝑚+1 ≤
1 

𝑉max−𝑙
⋅ 𝑥𝑗 −

𝑙

𝑉max−𝑙
, and (4) 𝛼𝑚+1 ≥

1 
𝑢−𝑉min

⋅ 𝑥𝑗 −
𝑉min

𝑢−𝑉min
. It is important to highlight that when 
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Table 2
Approximation rules for hard sigmoid, when the input set is unbounded. We distinguish five cases, for each we 
show the case itself, the introduced constraints and a graphical illustration.

Domain of 𝑥𝑗 Introduced constraints Graphical illustration 

𝑙 = −∞∧ 𝑢 ∈ [𝑉min, 𝑉max]
𝛼𝑚+1 ≥ 0
𝛼𝑚+1 ≥

𝑥𝑗

𝑉max−𝑉min
+ 𝑉min

𝑉min−𝑉max

𝛼𝑚+1 ≤ 𝑢

𝑙 = −∞∧ 𝑢 > 𝑉max

𝛼𝑚+1 ≥ 0
𝛼𝑚+1 ≤ 1
𝛼𝑚+1 ≥

𝑥𝑗−𝑉min

𝑢−𝑉min

𝑙 ∈ [𝑉min, 𝑉max] ∧ 𝑢 =∞
𝛼𝑚+1 ≤ 1
𝛼𝑚+1 ≤

𝑥𝑗

𝑉max−𝑉min
+ 𝑉min

𝑉min−𝑉max

𝛼𝑚+1 ≥ 𝑙

𝑙 < 𝑉min ∧ 𝑢 =∞
𝛼𝑚+1 ≤ 1
𝛼𝑚+1 ≥ 0
𝛼𝑚+1 ≤

𝑥𝑗−𝑙
𝑉max−𝑙

𝑙 = −∞∧ 𝑢 =∞ 𝛼𝑚+1 ≥ 0
𝛼𝑚+1 ≤ 1

Fig. 7. Relaxation for the unit step function with bounded input sets, where 𝑙 and 𝑢 are the lower resp. upper bounds on the input variable 𝑥𝑗 . The dark line shows 
the exact set and the light area the approximate set. The constraints 𝑦𝑗 ≤ 𝑔1(𝑥𝑗 ) and 𝑦𝑗 ≥ 𝑔2(𝑥𝑗 ) correspond to constraints (3) and (4).

the domain of variable 𝑥𝑗 is between 𝑉min and 𝑉max, less than 𝑉min (i.e., 𝑢 ≤ 𝑉min) or greater than 𝑉max (i.e., 𝑙 ≥ 𝑉max), the resulting 
stars remain the same as described in the exact approach.

When dealing with an unbounded input set 𝜃 we again distinguish the cases (1) 𝑥𝑗 ∈ (−∞, 𝑢), (2) 𝑥𝑗 ∈ (𝑙,∞), and (3) 𝑥𝑗 ∈ (−∞,∞). 
The cases (1) and (2) are again divided into two subcases, hence we obtain five different cases, each one presented in Table 2, coupled 
with the corresponding constraints and illustrations.

3.5. Unit step function layer

The unit step activation function, also called the Heaviside function and illustrated in Fig. 7, is widely used in neural networks. In 
this work, we generalize the unit step function, by introducing three parameters with commonly used values 𝑣𝑎𝑙 = 0, 𝑅min = 0, and 
𝑅max = 1.

Definition 3.4 (Unit step function [60]). The unit step function with separator 𝑣𝑎𝑙 ∈ ℝ, lower limit 𝑅min ∈ ℝ and upper limit 𝑅max ∈
ℝ>𝑅min

is dfined for each 𝑥 ∈ℝ by

UnitStep(𝑥) =

{
𝑅min if 𝑥 < 𝑣𝑎𝑙

𝑅max if 𝑥 ≥ 𝑣𝑎𝑙 .
(6)

Exact analysis
The result 𝐚𝐜𝐭U

𝑗
(𝜃) of applying unit step on a star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ in dimension 𝑗 is obtained as follows. First, 𝜃 is decomposed into 

two parts 𝜃1 and 𝜃2 that result from the intersection of 𝜃 with 𝑥𝑗 < val and 𝑥𝑗 ≥ val. Then, the values in the 𝑗th dimension are set to 



Science of Computer Programming 243 (2025) 103269

10

L. Antal, E. Ábrahám and H. Masara 

Fig. 8. Convex relaxations of the unit step function with three cases of an unbounded input set. 

𝑅min and 𝑅max, respectively in the stars 𝜃1 and 𝜃2. We achieve this by using the projection matrix 𝐌 = [𝐞1, 𝐞2,… , 𝐞𝑗−1,𝟎, 𝐞𝑗+1,… 𝐞𝑛]
and translation vectors 𝐬min = [0,… ,𝑅min,… ,0]𝑇 and 𝐬max = [0,… ,𝑅max,… ,0]𝑇 . The resulting stars are ⟨𝐌𝐜 + 𝐬min, 𝐌𝐕, 𝑃1⟩ and ⟨𝐌𝐜 + 𝐬max, 𝐌𝐕, 𝑃2⟩.

Note that if the domain [𝑙, 𝑢] of 𝑥𝑗 does not contain the value 𝑣𝑎𝑙, then the case splitting is not necessary and only one of the stars 
is the final result, correspondingly to the non-empty intersection with one of the halfspaces.

Relaxed analysis
When the input set is bounded, the relaxed analysis for the unit step function uses a linear, convex trapezoid as shown in Fig. 7, 

which is again the tightest over-approximation that we can achieve. The 𝐚𝐜𝐭U

𝑗
(𝜃) operation also introduces a new variable 𝛼𝑚+1 and, 

in this case, four new constraints, which dfine the trapezoid.

The four constraints are as follows: (1) 𝛼𝑚+1 ≥𝑅min, (2) 𝛼𝑚+1 ≤𝑅max, (3) 𝛼𝑚+1 ≤
𝑅max−𝑅min

𝑣𝑎𝑙−𝑙 ⋅ 𝑥𝑗 +
𝑣𝑎𝑙⋅𝑅min−𝑙⋅𝑅max

𝑣𝑎𝑙−𝑙 , and (4) 𝛼𝑚+1 ≥
𝑅max−𝑅min

𝑢−𝑣𝑎𝑙 ⋅ 𝑥𝑗 +
𝑢⋅𝑅min−𝑣𝑎𝑙⋅𝑅max

𝑢−𝑣𝑎𝑙 .

As previously, the result of 𝐚𝐜𝐭U

𝑗
(𝜃) is a single star which over-approximates the exact resulting stars. In case the domain of 

𝜃 in dimension 𝑗 lies completely in either (−∞, 𝑣𝑎𝑙) or [𝑣𝑎𝑙,∞), then the resulting star is either 𝜃1 = ⟨𝐬min +𝐌𝐜,𝐌𝐕, 𝑃 ⟩ or 𝜃2 =⟨𝐬max +𝐌𝐜,𝐌𝐕, 𝑃 ⟩, respectively.
Finally, for relaxed analysis with unbounded input stars 𝜃, we again distinguish the cases (1) 𝑥𝑗 ∈ (−∞, 𝑢), (2) 𝑥𝑗 ∈ (𝑙,∞), and 

(3) 𝑥𝑗 ∈ (−∞,∞). The procedure is similar to the bounded case, but the introduced constraints change as shown in Fig. 8.

3.6. General solution to any piece-wise linear function

In this subsection we present a general solution to any piece-wise linear activation function that is composed from a finite number 
of linear pieces. The function does not need to be continuous, but we expect that its domain covers the whole set of real numbers 
(i.e., 𝑓 ∶ℝ→ℝ).

We consider a finite decomposition of ℝ into 𝑛 ∈ℕ≥2 non-empty disjoint intervals 𝕀1, 𝕀2,… , 𝕀𝑛, such that 
⋃𝑛

𝑖=1 𝕀𝑖 =ℝ and 𝕀𝑖 ∩ 𝕀𝑗 = ∅
for all 𝑖, 𝑗 ∈ {1,2,… , 𝑛} with 𝑖 ≠ 𝑗. We use 𝑎𝑖 and 𝑏𝑖 to refer to the lower resp. upper bound of the interval 𝕀𝑖. Each interval might 
be either open or closed in each direction, but we assume w.l.o.g. that the intervals are ordered according to the order on ℝ: 𝕀1
is unbounded from below (i.e. 𝕀1 is left-open with 𝑎1 = −∞), 𝕀𝑛 is unbounded from above (i.e. 𝕀𝑛 is right-open with 𝑏𝑛 = ∞), and 
𝑏𝑖 = 𝑎𝑖+1 for 𝑖 = 1,… , 𝑛− 1 (note that the property of decomposition implies that 𝕀𝑖 is right-closed if and only if 𝕀𝑖+1 is left-open).

A piece-wise linear function is composed of 𝑛 linear functions, each of which is applied over one of these intervals.

Definition 3.5 (Piece-wise linear function). A piece-wise linear function is a function of type 𝑓 ∶ ℝ→ ℝ such that there exists a finite 
decomposition of ℝ into 𝑛 ∈ℕ>0 non-empty intervals 𝕀1, 𝕀2,… , 𝕀𝑛 with

𝑓 (𝑥) =

⎧⎪⎪⎨⎪⎪⎩
𝑓1(𝑥) if 𝑥 ∈ 𝕀1
𝑓2(𝑥) if 𝑥 ∈ 𝕀2
⋮ ⋮

𝑓𝑛(𝑥) if 𝑥 ∈ 𝕀𝑛

(7)

for some linear functions 𝑓𝑖 ∶ 𝕀𝑖 →ℝ, 𝑓𝑖(𝑥) =𝑚𝑖 ⋅ 𝑥+ 𝑠𝑖 with 𝑚𝑖, 𝑠𝑖 ∈ℚ for 𝑖 = 1,… , 𝑛. For any interval [𝑙, 𝑢] ⊆ℝ, we call

𝐹 = {(𝑥,𝑓 (𝑥))𝑇 | 𝑥 ∈ [𝑙, 𝑢] ⊆ℝ} (8)

the graph of 𝑓 over [𝑙, 𝑢].

Exact analysis
In order to compute the result of the set operation 𝐚𝐜𝐭G

𝑗
(𝜃) (i.e., the resulting set of stars by considering the exact analysis of a 

general activation function in the dimension 𝑗), corresponding to the piece-wise linear activation function 𝑓 , we consider each linear 
piece separately. For an input set 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ having lower and upper bounds 𝑙 and 𝑢 in the dimension 𝑗 (see Proposition 2.5), one 
needs to apply the following operations.
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𝜃

𝜃1

𝜃2

⋮

𝜃𝑛

𝜃′1

𝜃′2

⋮

𝜃′
𝑛

(𝑥𝑗∈
𝕀 1) ∩

𝜃

(𝑥𝑗 ∈ 𝕀2) ∩ 𝜃

(𝑥
𝑗 ∈ 𝕀

𝑛 ) ∩ 𝜃

𝐬1 +𝐌1 ⋅ 𝜃1

𝐬2 +𝐌2 ⋅ 𝜃2

𝐬𝑛 +𝐌𝑛 ⋅ 𝜃𝑛

Fig. 9. Illustrating the exact analysis of the input star 𝜃, in a specified dimension 𝑗, considering a piece-wise linear activation function 𝑓 with 𝑛 pieces. 

First, the input star 𝜃 needs to be decomposed into 𝑛 subsets, such that each subset 𝜃𝑖 covers the domain of the corresponding 
linear piece 𝑓𝑖. Formally, 𝜃𝑖 ≡ 𝜃 ∩ (𝑥𝑗 ∈ 𝕀𝑖), considering that 𝑥𝑗 ∈ 𝕀𝑖 can be expressed as the conjunction of two linear constraints, that 
correspond to the lower bound and upper bound of 𝕀𝑖 (i.e. 𝑎𝑖 ⊴ 𝑥𝑗 ⊴ 𝑏𝑖 and ⊴ ∈ {<,≤}).

In case [𝑙, 𝑢] ∩ 𝕀𝑖 = ∅, the corresponding linear piece 𝑓𝑖 with its domain 𝕀𝑖 does not intersect the original input star’s domain [𝑙, 𝑢]
in dimension 𝑗. Therefore, the result of the intersection 𝜃𝑖 is empty, meaning that 𝜃𝑖 can be discarded.

As a second step, on each non-empty 𝜃𝑖 we have to apply an a˙ine transformation that corresponds to the linear function 𝑓𝑖 applied 
in dimension 𝑗. This happens using the linear mapping matrix 𝐌𝑖 = [𝐞1, 𝐞2,… ,𝑚𝑖 ⋅ 𝐞𝑗 ,… 𝐞𝑛−1, 𝐞𝑛], that is the identity matrix except 
column 𝑗, which is multiplied by 𝑚𝑖; and translation vector 𝐬𝑖 = [0,… , 𝑠𝑖,… ,0]𝑇 , that is the zero vector, except the 𝑗th entry, which 

is set to 𝑠𝑖. Formally, 𝜃′
𝑖
= 𝐬𝑖 +𝐌𝑖 ⋅ 𝜃𝑖 and the final result of the operation 𝐚𝐜𝐭G

𝑗
(𝜃) at neuron j can be calculated as 𝐚𝐜𝐭G

𝑗
(𝜃) =

𝑛 ⋃
𝑖=1

𝜃′
𝑖
. 

This process is illustrated in Fig. 9. Furthermore, as it was mentioned before, having an unbounded input set (i.e., 𝑙 = −∞ or 𝑢 =∞) 
does not have an effect on the exact reachability analysis method.

Relaxed analysis
Let us consider first the case of bounded input sets. We aim at a suitable over-approximation of the transformation of the input 

set 𝜃 under a piece-wise linear activation function 𝑓 consisting of 𝑛 pieces, applied in the dimension 𝑗. Our over-approximative 
operation 𝐚𝐜𝐭G

𝑗
(𝜃) returns a single star, with one new variable 𝛼𝑚+1 and at most 2 ⋅ 𝑛 new constraints in the predicate (see Proposition 

Appendix A.6, [77]). Intuitively, we intersect each linear piece of 𝑓 with the star’s domain in dimension 𝑗, and collect the endpoints 
of all resulting segments (that are not empty). The new constraints specify the convex hull of these endpoints, i.e. the smallest convex 
set that contains for each linear piece its portion within the star’s domain in dimension 𝑗.

Definition 3.6 (Convex hull [49]). The convex hull of a finite set  =
{
𝐯1,𝐯2,… ,𝐯𝑛

}
⊆ ℝ𝑑 of 𝑛 𝑑-dimensional points is dfined as 

conv() = ∅ if  = ∅, and as

conv() =

{
𝑛 ∑
𝑖=1 

𝜆𝑖𝐯𝑖
||||
(

𝑛 ⋀
𝑖=1 

𝜆𝑖 ∈ℝ≥0

)
∧

𝑛 ∑
𝑖=1 

𝜆𝑖 = 1

}
otherwise.

In the two-dimensional case, the convex hull of a finite set of points can be easily computed via various algorithms, such as the 
Graham scan [61], with (𝑛 log𝑛) time complexity.

To efficiently dfine the point set whose convex hull we want to consider, we identify the two indices 𝐿 and 𝑈 with 𝐿 ≤𝑈 such 
that 𝑙 ∈ 𝕀𝐿 and 𝑢 ∈ 𝕀𝑈 . In other words, we identify the two pieces 𝑓𝐿 and 𝑓𝑈 of 𝑓 whose domains contain the lower bound 𝑙 resp. the 
upper bound 𝑢 of the star domain. Then, the point set consists of the endpoints of the linear pieces 𝑓𝐿+1 ,… , 𝑓𝑈−1, plus the endpoints 
of the segments of 𝑓𝐿 and 𝑓𝑈 that lay in the star domain [𝑙, 𝑢], formally dfined as:

 =
{
(𝑙, 𝑓𝐿(𝑙)), (𝑏𝐿,𝑓𝐿(𝑏𝐿))

}
∪
{
(𝑎𝑖, 𝑓𝑖(𝑎𝑖)), (𝑏𝑖, 𝑓𝑖(𝑏𝑖)) 

|||𝐿< 𝑖 < 𝑈

}
∪
{
(𝑎𝑈 ,𝑓𝑈 (𝑎𝑈 )), (𝑢, 𝑓𝑈 (𝑢))

}
(9)

The convex hull of  is the smallest convex set that contains for each of the linear segments 𝑓𝐿,𝑓𝐿+1,… , 𝑓𝑈 their portion between 
the lower and upper bounds 𝑙 and 𝑢. Therefore, it gives us the smallest sound over-approximation of the application of 𝑓 to the input 
set 𝜃 in dimension 𝑗. The resulting star 𝜃̄ = 𝐚𝐜𝐭G

𝑗
(𝜃) has one new predicate variable 𝛼𝑚+1 and at most 2 ⋅ 𝑛 new linear constraints, 

which specify the convex hull of  . Fig. 10 illustrates this over-approximation for a piece-wise linear function 𝑓 .

Proposition 3.1 (Minimality of the over-approximation in the bounded case). Assume an input star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ with a bounded domain 
[𝑙, 𝑢] in the dimension 𝑗, and a piece-wise linear function 𝑓 ∶ℝ→ℝ composed from 𝑛 linear functions 𝑓𝑖 ∶ 𝕀𝑖 →ℝ, 𝑖 = 1,… , 𝑛. Let 𝐹 be the 
graph of 𝑓 in [𝑙, 𝑢] as dfined in Eq. (8), and let  be the finite point set dfined for 𝑙, 𝑢 and 𝑓 in Eq. (9). Then the convex hull conv() of 
 is the smallest convex superset of 𝐹 .
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Fig. 10. An example for computing the over-approximation rules for a piece-wise linear activation function 𝑓 consisting of three linear pieces 𝑓1 , 𝑓2 and 𝑓3 and a 
bounded input set, as illustrated by the maygreen lines on the left. The bounds of the input star in dimension 𝑗 are 𝑙 and 𝑢. The resulting constraints 𝑐1 , 𝑐2 , 𝑐3 and 𝑐4 , 
determining the over-approximation area, are illustrated on the right (teal halfplanes), and they are computed by taking the convex hull of endpoints  (red dots on 
the left).

Proof. i. We first show that conv() is an over-approximation of 𝐹 . For an input value 𝑥 ∈ [𝑙, 𝑢], the corresponding point 𝐱 =
(𝑥,𝑓 (𝑥))𝑇 can be expressed as the linear combination of two points from  . Let 𝑖 ∈ {1,… , 𝑛} be the index with 𝑥 ∈ 𝕀𝑖, and let 𝑎′

𝑖
= 𝑙

if 𝑖 = 𝐿 and 𝑎′
𝑖
= 𝑎𝑖 otherwise, and analogously 𝑏′

𝑖
= 𝑢 if 𝑖 = 𝑈 and 𝑏′

𝑖
= 𝑏𝑖 otherwise. Then 𝑥 = (1 − 𝜆) ⋅ 𝑎′

𝑖
+ 𝜆 ⋅ 𝑏′

𝑖
. Furthermore, 

𝑓 (𝑥) = (1 − 𝜆) ⋅ 𝑓𝑖(𝑎′𝑖) + 𝜆 ⋅ 𝑓𝑖(𝑏′𝑖), with 𝜆 = 𝑥−𝑎′
𝑖

𝑏′
𝑖
−𝑎′

𝑖

. Since 𝑎′
𝑖
≤ 𝑥 ≤ 𝑏′

𝑖
, clearly 𝜆 ∈ [0,1]. Thus, the convex hull conv() contains all points 

(𝑥,𝑓 (𝑥)) for 𝑥 ∈ [𝑙, 𝑢].
ii. Next we show that conv() is the smallest convex over-approximation of 𝐹 . Let  be a superset of 𝐹 , and let 𝐱∗ ∈ conv(). We 

show that 𝐱∗ ∈  . Since  is a superset of 𝐹 , it needs to contain all points from  , which are the endpoints of the segments of the 
graph of 𝑓 over [𝑙, 𝑢]. Note that the point 𝐱∗ can be expressed as the convex combination of the points in  , i.e. 𝐱∗ =∑𝑛

𝑖=1 𝜆𝑖𝐯𝑖 for 
some 𝜆𝑖 ∈ [0,1] such that 

∑𝑛

𝑖=1 𝜆𝑖 = 1 and 𝑛 = ||. Since  must be convex and contains  , it thus must contain 𝐱∗ by the definition 
of convexity.

From i. and ii. it follows, that the over-approximation conv() contains all points from the graph of 𝑓 over the domain [𝑙, 𝑢], and 
it is the minimal convex set containing these points. □

Once more, if the bounds of the star in dimension 𝑗 fall inside the domain of a single linear piece 𝑓𝑖 , i.e. [𝑙, 𝑢] ⊆ 𝕀𝑖, then the result 
would be a single convex star 𝜃′ = 𝐬𝑖 +𝐌𝑖 ⋅ 𝜃, and it can be computed exactly, therefore there is no need for over-approximating the 
result.

The unbounded case with 𝑙 = −∞ or 𝑢 =∞ is not as straightforward as the bounded case, since we cannot use the convex hull to 
compute unbounded convex polyhedra. In this case, the over-approximation will be still convex and linear, but also unbounded in 
negative, positive or both directions, depending on whether the input star 𝜃 is unbounded in negative, positive or both directions in 
dimension 𝑗. We first recall some further concepts from geometry.

Definition 3.7 (Cone and conical hull [62]). A non-empty set of vectors  ⊆ℝ𝑑 is a cone if

∀𝐱,𝐲 ∈ . ∀𝛾𝑥, 𝛾𝑦 ∈ℝ≥0. 𝛾𝑥 ⋅ 𝐱 + 𝛾𝑦 ⋅ 𝐲 ∈ .

For a finite subset  =
{
𝐲1,𝐲2,… ,𝐲𝑘

}
⊆ℝ𝑑 with 𝑘 elements, we dfine the conical hull, i.e., cone(), as the smallest cone in ℝ𝑑

that contains  ⊆ℝ𝑑 . If  = ∅, then cone() = {𝟎}. Otherwise, if  ≠ ∅, then

cone() =

{
𝑘 ∑
𝑖=1 

𝛾𝑖𝐲𝑖
||||

𝑘 ⋀
𝑖=1 

𝛾𝑖 ∈ℝ≥0

}
.

Definition 3.8 (Minkowski sum of two sets [49]). The Minkowski sum of two sets  , ⊆ℝ𝑑 is dfined as

 ⊕ ∶=
{
𝐱 + 𝐲 ||| 𝐱 ∈  ∧ 𝐲 ∈

}
.

Theorem 3.1 (Minkowski–Weyl theorem [63]). Let  ⊆ℝ𝑑 be a convex polyhedron. Then there exist two finite sets of vectors  , ⊆ℝ𝑑 , 
such that

 = conv()⊕ cone(). (10)
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Table 3
Enlisting of the elements of the finite endpoints  and basic vector(s)  of the conical hull, conditioned on 
the three cases of unboundedness. Note that in the first two cases, since the basis of  consists of a single 
vector, the obtained cone, i.e. cone(), is a degenerate cone, consisting of a single half unbounded line 
(ray). For our formalism, the piece-wise linear activation function 𝑓 , consists of 𝑛 pieces, 𝑓1 = 𝑠1 +𝑚1 ⋅ 𝑥𝑗
being the first piece and 𝑓𝑛 = 𝑠𝑛 +𝑚𝑛 ⋅ 𝑥𝑗 is the last piece.

Bounds of 𝑥𝑗 Elements of  Basis vectors of 

𝑙 ≤ 𝑥𝑗 <∞

{
(𝑙, 𝑓𝐿(𝑙)), (𝑏𝐿, 𝑓𝐿(𝑏𝐿)) ∣ 𝑙 ∈ 𝕀𝐿

}
∪{

(𝑎𝑖, 𝑓𝑖(𝑎𝑖)), (𝑏𝑖, 𝑓𝑖(𝑏𝑖)) ∣ 𝑙 ∈ 𝕀𝐿 ∧𝐿< 𝑖 < 𝑛
}
∪{

(𝑎𝑛, 𝑓𝑛(𝑎𝑛))
} {

(1,𝑚𝑛)𝑇
}

−∞ < 𝑥𝑗 ≤ 𝑢

{
(𝑏1, 𝑓1(𝑏1))

}
∪{

(𝑎𝑖, 𝑓𝑖(𝑎𝑖)), (𝑏𝑖, 𝑓𝑖(𝑏𝑖)) ∣ 𝑢 ∈ 𝕀𝑈 ∧ 1 < 𝑖 < 𝑈
}
∪{

(𝑎𝑈 , 𝑓𝑈 (𝑎𝑈 )), (𝑢, 𝑓𝑈 (𝑢)) ∣ 𝑢 ∈ 𝕀𝑈
} {

(−1,𝑚1)𝑇
}

−∞ < 𝑥𝑗 <∞

{
(𝑏1, 𝑓1(𝑏1))

}
∪{

(𝑎𝑖, 𝑓𝑖(𝑎𝑖)), (𝑏𝑖, 𝑓𝑖(𝑏𝑖)) ∣ 1 < 𝑖 < 𝑛
}
∪{

(𝑎𝑛, 𝑓𝑛(𝑎𝑛))
} {

(−1,𝑚1)𝑇 , (1,𝑚𝑛)𝑇
}

An implication of the above theorem is that  can be written as a finite set of 𝑘 linear constraints, i.e., for some real matrix 𝐀 ∈ℝ𝑘×𝑑

and real vector 𝐛 ∈ℝ𝑘,  =
{
𝐱 ∈ℝ𝑑 | 𝐀𝐱 ≤ 𝐛

}
. To achieve this, considering the finite sets  =

{
𝐯1,𝐯2,… ,𝐯𝑛

}
and  =

{
𝐝1,… ,𝐝𝑚

}
, 

Equation (10) can be re-written as:

 =

{
𝑛 ∑
𝑖=1 

𝜆𝑖𝐯𝑖 +
𝑚 ∑
𝑖=1 

𝛾𝑖𝐝𝑖
|||||
(

𝑛 ⋀
𝑖=1 

𝜆𝑖 ∈ℝ≥0

)
∧

𝑛 ∑
𝑖=1 

𝜆𝑖 = 1 ∧

(
𝑚 ⋀
𝑖=1 

𝛾𝑖 ∈ℝ≥0

)}
.

With the application of quantfier elimination methods [64,65], it is possible to obtain from the above description an equivalent 
set expressed as a finite conjunction of linear constraints.

For finding the minimal convex polyhedron that dfines the over-approximation of the unbounded piece-wise linear activation 
function 𝑓 , we compute the Minkowski sum of the convex hull of the set of bounded endpoints  and the conical hull  constructed 
from the half-unbounded linear pieces (see Theorem 3.1). Since there could be potentially three subcases of unboundedness, Table 3
summarizes how we obtain  and  in each subcase. As stated by Theorem 3.1, the obtained result is a convex polyhedron, and it 
can be written as a set of linear constraints (see Fig. 11). This is the minimal 𝑓 , as stated in the following proposition.

Proposition 3.2 (Minimality of our over-approximation in the unbounded case). Assume an input star 𝜃 = ⟨𝐜,𝐕, 𝑃 ⟩ with an unbounded 
domain with lower bound 𝑙 and upper bound 𝑢 (i.e., 𝑙 = −∞ or 𝑢 =∞) in the dimension 𝑗, and let 𝑓 be a piece-wise linear activation function 
consisting of 𝑛 pieces. Then the convex polyhedron obtained via Equation (10), with the set of finite endpoints  and set of direction vectors 
 as dfined in Table 3, is the least conservative over-approximation of the function 𝑓 over the unbounded domain of 𝜃.

Proof. i. Assume a fixed but arbitrary input value 𝑙 ≤ 𝑥 ≤ 𝑢, and let 𝐱 = (𝑥,𝑓 (𝑥))𝑇 . We distinguish two cases. First, if 𝑥 ∈ 𝕀𝑘 and 𝕀𝑘
is a bounded interval, then the point is included in the convex hull conv() (see Proposition 3.1). Otherwise, if 𝕀𝑘 is an unbounded 
interval, then we consider the finite bound 𝑣 of 𝕀𝑘, the point 𝐯 = (𝑣,𝑓𝑘(𝑣))𝑇 ∈  and the corresponding direction vector 𝐝 ∈ . Then, 
𝐱 = 𝐯+ 𝛾𝐝, such that 𝛾 = 𝐝𝑇 (𝐱−𝐯)|𝐝|2 , which is a non-negative value. Thus, conv()⊕ cone() contains (𝑥,𝑓 (𝑥))𝑇 .

ii. Let  be a convex and linear over-approximation such that  ⊆ (conv()⊕ cone()). Furthermore, let 𝐱∗ ∈ (conv()⊕ cone()). 
Since  must contain all points from  , and it also contains the points of the unbounded rays with direction vector 𝐝𝑖 , then 𝐱∗ is 
expressible as 𝐱∗ =∑𝑛

𝑖=1 𝜆𝑖𝐯𝑖 +
∑𝑚

𝑘=1 𝛾𝑘 ⋅ 𝐝𝑘 for some 𝜆𝑖 ∈ [0,1] and 𝛾𝑘 ∈ℝ>0, 𝑛 = ||, 𝑚 = ||. Thus, if  is convex, then (conv()⊕
cone()) ⊆  . We conclude that (conv()⊕ cone()) =  .

From i. and ii. it follows, that  = conv()⊕ cone() contains the graph of 𝑓 over 𝜃’s domain, and it is the minimal convex set 
containing these points. □

4. Experimental evaluation

We implemented our proposed algorithms using the open-source C + + tool HyPro [46] and evaluated them on four different 
benchmark families. We include a brief summary about the networks used in each benchmark in Table 4. The ACAS Xu and drone 
hovering benchmarks contain only ReLU activations while the thermostat controller and sonar classfier benchmarks use the unit 
step and hard sigmoid activation functions besides ReLU. Both the exact and the relaxed approaches are evaluated. The evaluations 
were performed on RWTH Aachen University’s HPC Cluster [70] using Rocky Linux 8 as the operating system. Each execution ran 
on an individual node equipped with 16 GB RAM and two Intel Xeon Platinum 8160 ``SkyLake'' processors with a total of 16 cores. 
A 48-hour time limit was set for each experiment.

4.1. ACAS Xu

The Airborne Collision Avoidance System Xu (ACAS Xu) is a mid-air collision avoidance system focusing on unmanned aircrafts. 
The ACAS Xu networks (ACAS Xu DNNs) provide advisories for horizontal maneuvers to avoid collisions while minimizing unnecessary 
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Fig. 11. Visualization of the convex relaxation of a piece-wise linear activation function 𝑓 , considering three cases of unboundedness. The maygreen lines show the 
linear pieces 𝑓1 , 𝑓2 and 𝑓3 . The teal halfplanes are the resulting over-approximation constraints. The red vertices are the endpoints of each (bounded / half bounded) 
linear piece.

Table 4
Specifics of the four benchmarks used in the experimental results section. Further information about 
the individual networks can be Found in the corresponding subsections.

ACAS Xu [66]

• 45 feed-forward, fully-connected neural 
networks (FFNNs)

• 5 input, 5 output neurons
• 6 hidden layers, 50 neurons each
• ReLU activation after each hidden layer
• 10 safety properties

Drone hovering [67]

• 8 FFNNs
• 12 input, 1 output neurons
• number of hidden layers and their size 

varies (see Table 7)
• ReLU activation after each hidden layer
• 2 robustness property per network

Thermostat controller [68]

• 1 FFNN
• 2 input, 1 output neurons
• 2 hidden layers, both with 10 neurons
• ReLU activation after hidden layers
• UnitStep function after the output neu

ron
• 2 safety properties

Sonar binary classfier [69]

• 1 FFNN
• 60 input, 1 output neurons
• 1 hidden layer with 60 neurons and ReLU 

activation
• HardSigmoid + UnitStep functions after 

the output neuron
• 1 robustness property for each of the 208 

binary classfication instances

alerts. The ACAS Xu benchmark consists of a set of 45 feedforward neural networks, each with seven fully connected layers, comprising 
a combined count of 300 neurons. Each network possesses five inputs (see Fig. 12) and five outputs. For further information about 
the ACAS Xu benchmark see [71,31].

In our experiments, we first compute the reachable set of the networks. Afterward, we check whether the reachable set is fully 
included in the safe zone. If yes then the FNN is safe, otherwise we can conclude unsafety only for the exact analysis. We check the 
safety verfication time (VT) in seconds, using the ten safety properties 𝜙1, 𝜙2,… , 𝜙10 from [66].

According to the condensed results, which are shown in Table 5, we can conclude that the approach with star representation is 
able to correctly verify the safety properties. We marked with boldface numbers, where the given property could be verfied on all the 
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Fig. 12. Vertical view of the inputs of ACAS Xu networks [31]. 

Table 5
Average verfication results for proper
ties 𝜙1, 𝜙2 , 𝜙3, 𝜙4 in seconds. The exact 
method is executed using parallelization 
with 8 threads, while the relaxed ap
proach is single threaded.

Prop.
Exact Overapprox. 

AVG VT(s) AVG VT(s) 
𝜙1 𝟑𝟓𝟐𝟒𝟒.𝟗 2293.4 
𝜙2 44715.5 2316.2 
𝜙3 𝟐𝟕𝟗.𝟒 12.4 
𝜙4 𝟗𝟖.𝟎 11.4 

relevant networks. In case of exact analysis of 𝜙2 , the verfication results were correct, but in case of 3 networks, timeout occurred. 
The relaxed analysis could verify correctly only a subset of the networks. We refer to Appendix A.2 for the detailed results, where we 
show the reachability result and safety verfication times of each property and network combinations. A comparison with the NNV 
tool [22], would be meaningful, but it is implemented in MATLAB and, unfortunately, we do not own a MATLAB license.

4.1.1. Generalized activation function analysis
The popular benchmarks used in neural network verfication do not include a wide range of piece-wise linear activation functions, 

except the more common ones that we presented in Sections 2 and 3. Therefore, to test our implementation of the generalized exact 
reachability method, we reutilize the ACAS benchmark. We take the 45 FFNNs and interpret each ReLU activation function as a 
general piece-wise linear activation function. Then we use properties 𝜙3 and 𝜙4 of ACAS Xu to compare the reachability algorithms 
of the generalized analysis and the customized analysis for ReLU presented in Section 2.3.

On all 90 verfication instances, the number of stars, variables, and verfication results are identical for both approaches, demon
strating the correctness of our exact generalized reachability analysis. Both methods have comparable runtimes, though the customized 
approach is notably faster for some instances (see Fig. 13). This is likely due to the overhead in computing linear constraints and 
a˙ine mappings for each linear piece in the generalized method, compared to the precomputed constraints and mappings in the 
specialized approach.

Moreover, implementing the relaxed reachability analysis for general activation functions would likely exacerbate this runtime 
disparity, as computing the linear constraints for general piece-wise linear functions is substantially harder to compute than leveraging 
precomputed constraints as in the customized analysis.

4.1.2. Unbounded analysis
The current state-of-the-art in neural network verfication does not address the challenges of verifying networks with unbounded 

input state sets; i.e., the available, more common benchmarks were designed for bounded analysis. In this subsection, we present an 
unbounded benchmark and the experimental evaluation of our algorithms using this benchmark.

Since verifying adversarial robustness properties of neural networks accounts for slight input perturbations, an unbounded input 
set would not be meaningful for such properties. Nonetheless, the safety properties of the ACAS Xu benchmark are not robustness 
properties, but rather functional safety properties. Moreover, in the definition of some ACAS Xu properties in [66] (for example 𝜙4), the 
authors did not specify an explicit upper-bound for some input variables. However, in practice these variables are all bounded, the 
bounds being obtained from the min and max input range parameters of the networks. Therefore, by retaining the original formulation 
of these ACAS Xu properties, one can obtain unbounded variants of the aforementioned properties.

In our experiments, we use property 𝜙4 of ACAS Xu as dfined in [66], and we consider that the variable 𝑣own (i.e., the velocity of 
the ownship) has no upper bound, hence we obtain a five dimensional input set, from which one of the variables has no upper bound. 
Regarding the safety checking of the output, we do not change the output constraints. We refer to this new unbounded property as 
𝜙4. Our experiments that utilize 𝜙4 are listed in Table 6. Each ACAS network 𝑁𝑖,𝑗 is verfied against 𝜙4 and 𝜙4, in order to have 
comparative measures on how the unboundedness affects our reachability algorithms.
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Fig. 13. Exact reachability analysis times of the generalized versus the customized approaches, for 45 ACAS FFNNs and properties 𝜙3 (blue) and 𝜙4 (orange). The 
gray dashed line is the bisector of the first quadrant. Axes are log-scaled.

Based on the experiment, a general, but also quite expected result is that the unbounded analysis is less efficient (i.e. slower) than 
the bounded analysis. The reason behind this, is that having an unbounded input set increases the number of case splittings (exact) 
or number of fresh predicate variables (relaxed), both being essential components of runtime efficiency.

Another key observation regarding the unbounded analysis is that in most cases, the relaxed method is less efficient than the exact 
method. This is mainly because of the way how an unbounded input set affects the two types of analysis. While at each ReLU node 
the unbounded relaxed method produces only a single intermediate star, this star is guaranteed to be unbounded, due to the nature of 
the unbounded relaxation rules. Moreover, at each node where over-approximation happens (i.e., 𝑙 < 0 < 𝑢), the algorithm introduces 
a fresh predicate variable 𝛼𝑚+1, which is also unbounded. On the other hand, when working with the exact analysis, at nodes where 
case splitting happens, the unbounded input set is decomposed into two subsets, but only one of them remains unbounded. That is, 
at any intermediate neuron, only one of the output stars will be unbounded throughout the analysis.

Lastly, another aspect of the unbounded relaxed analysis is that in our experiments, it did not prove safety for any of the networks, 
even if the exact unbounded analysis managed to succeed. This is related to the previous observation. While for the exact method, only 
one star is unbounded and the rest are all bounded, for the relaxed method the resulting star is unbounded, but it is a convex over
approximation of the exact set, hence having very large over-approximation that covers the unbounded exact result and maintains 
convexity.

We conducted some experiments comparing the increase in the number of stars and number of variables in verifying the bounded 
𝜙4 and unbounded 𝜙4, on the network ACAS Xu 𝑁3,5. The results of these experiments are illustrated in Fig. 14. Our experiments 
support the fact that the unbounded relaxed analysis has a very large over-approximation error due to the unboundedness of each 
freshly introduced variable. For the same reason, much more fresh variables are introduced earlier during the relaxed analysis, 
compared to the bounded relaxed method, thus increasing greatly the running time.

4.2. Drone hovering

Autonomous drone control revolves around launching a drone into the air and enabling it to hover at a desired altitude [67,72]. 
This benchmark consists of eight neural networks. The first four consist of two, and the other four networks consist of three hidden 
layers, each followed by a ReLU activation function (see Table 7). For further info about the benchmark, we refer to [73]. We compute 
the reachability set of the networks as well as the safety verfication using our algorithm and measure the reachable set computation 
time and safety checking time in seconds.

The networks are verfied both with the exact and relaxed methods. For each neural network, we test two properties. The presented 
results in Table 8 show, as we would expect, that the relaxed method is much faster compared to the exact algorithm. However, the 
exact method verfies almost every property while the relaxed approach fails in all cases (though some were inherently unsafe). This 
cofirms that the relaxed analysis is more scalable and has a smaller computational cost; however, it sacrfices the completeness of 
the method.

4.3. Thermostat controller

This benchmark mentioned in the Master’s thesis [68] maintains the room temperature 𝑥 between 17 ◦𝐶 and 23 ◦𝐶 using a 
thermostat. It achieves this by activating (mode on) and deactivating (mode off) the heater based on the sensed temperature. The 
neural network representing the thermostat’s controller is a feedforward neural network with four layers.
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Table 6
Analysis of our verfication algorithms (exact and relaxed) for bounded and unbounded input sets. Each 
ACAS Xu instance is denoted as 𝑁𝑖,𝑗 . Verfied properties include the original 𝜙4 (odd rows) and the un

bounded 𝜙4 (even rows). #Set: number of star-sets in exact analysis (=1 in relaxed analysis); #Var: number 
of variables in the predicates (=5 in exact analysis); RT, CT, VT: reachable set computation, safety check
ing, and total times (in seconds). Res indicates the verfication outcome: ✓ for verfied safety, × when 
safety could not be verfied. The ‘-’ symbol indicates that the reachable set computation time exceeded the 
30-minute limit.

Net
Exact (8 threads) Over-approximative (1 thread) 
#Set RT (s) Res CT (s) VT (s) #Var RT (s) Res CT (s) VT (s) 

𝑁1,2 13143 161 ✓ 22 183 81 14 3 17 
55061 821 ✓ 137 958 254 439 7 447 

𝑁1,3 9837 131 ✓ 11 143 84 17 1 18 
95003 1281 248 1530 - - - - -

𝑁1,6 4443 48 ✓ 2 50 60 7 ✓ 0 7 
23206 296 23 319 246 689 7 697 

𝑁1,7 642 4 0 5 33 1 0 1 
1821 19 4 23 229 280 4 284 

𝑁2,1 5066 48 ✓ 3 52 74 8 1 10 
52478 633 ✓ 71 705 252 795 7 803 

𝑁2,4 913 12 ✓ 0 12 57 8 ✓ 0 8 
16687 179 ✓ 10 190 237 616 7 624 

𝑁2,6 1462 17 ✓ 0 17 62 11 ✓ 0 11 
4353 77 ✓ 2 79 - - - - -

𝑁2,7 555 5 ✓ 0 5 41 4 ✓ 0 4 
2282 34 1 35 250 1638 35 1673 

𝑁2,8 1805 54 ✓ 0 55 102 33 0 34 
3322 78 1 80 - - - - -

𝑁3,2 8708 85 ✓ 9 95 60 3 ✓ 0 4 
17637 193 21 214 231 855 8 863 

𝑁3,5 3630 45 ✓ 3 49 82 22 ✓ 0 23 
6444 96 ✓ 6 102 238 456 17 473 

𝑁3,6 1495 28 ✓ 1 29 66 11 ✓ 0 12 
7266 158 ✓ 4 163 - - - - -

𝑁3,8 542 8 ✓ 0 8 54 6 0 7 
1795 39 ✓ 2 41 241 1076 6 1083 

Table 7
Architecture of the networks used in the drone 
hovering benchmark.

Architecture Network ID Neurons 

Two layers

AC1 32, 16 
AC2 64, 32 
AC3 128, 64 
AC4 256, 128 

Three layers

AC5 32, 16, 8 
AC6 64, 32, 16 
AC7 128, 64, 32 
AC8 256, 128, 64 

The input consists of two neurons that express the temperature 𝑥 ∈ℝ and the current mode (off or on) as 𝑚 ∈ {0,1}. Furthermore, 
two hidden layers follow, each with ten neurons. Lastly, using the unit step activation function, the output layer predicts whether 
the heater should turn on or off, producing the control output 𝐾ℎ = 15 or 𝐾ℎ = 0, respectively. We compute the exact and over
approximated reachable sets to verify the safety of the described NN properties using our algorithms.

On the thermostat controller benchmark, we formalize and verify two safety properties:

• 1: the input temperature being between 22◦ and 23◦ (i.e., 22 ≤ 𝑥 ≤ 23), and the heater being turned on (𝑚 = 1), the control 
output should be the turn off signal (𝐾ℎ = 0).

• 2: the input temperature being lower than 17◦ (i.e., 𝑥 ≤ 17), and the heater being turned off (𝑚 = 0), the control output should 
be the turn on signal (𝐾ℎ = 15). Note that this verfication instance is unbounded, since input 𝑥 has no lower bound.
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Fig. 14. Illustrating the growth of the number of stars and number of variables in the exact respectively relaxed (i.e. over-approximate) methods. For the experiment 
the ACAS Xu 𝑁3,5 network was used, combined with properties 𝜙4 and 𝜙4 that provide bounded and unbounded input sets. Observe that in the case of relaxed analysis 
of 𝜙4 , from layer 4 on, the number of variables grows linearly, with 50 new variables after each layer. This means, that all the output sets of each neuron were 
over-approximated, increasing the number of fresh variables by one with each neuron. This indicates that the bounds of the intermediate stars became very loose, 
being always 𝑙𝑏 < 0 and 𝑢𝑏 > 0.

Table 8
Evaluation results of the drones benchmark. The network is identi
fied as 𝐴𝐶𝑥, the lower-right index 𝑦 shows the tested property. RT
is the reachable set computation time, and CT is the safety check
ing time, both in seconds. RES is the safety verfication result. ✓
indicates that the given neural network was verfied to be safe, with 
respect to the property. Conversely, × means that the computed 
reachability set intersects with the unsafe set, either due to the 
network being inherently unsafe or because of over-approximation 
error (only in the relaxed case). Cells with ‘-’ indicate cases where 
timeout occurs.

𝐴𝐶𝑥𝑦
Exact (8 threads) Overapprox. (1 thread) 
RT(s) Res CT(s) RT(s) Res CT(s) 

𝐴𝐶11 61.4 ✓ 4.9 0.2 0.0 
𝐴𝐶12 0.5 ✓ 0.0 0.1 0.0 
𝐴𝐶21 462.4 ✓ 17.7 0.5 0.0 
𝐴𝐶22 0.1 ✓ 0.0 0.1 0.0 
𝐴𝐶32 5.1 ✓ 0.1 0.2 0.0 
𝐴𝐶42 103.0 ✓ 5.5 0.7 0.0 
𝐴𝐶51 304.8 ✓ 26.1 0.4 0.1 
𝐴𝐶61 2631.7 ✓ 84.4 0.7 0.1 
𝐴𝐶72 4.1 ✓ 0.1 0.3 0.0 
𝐴𝐶52 0.1 0.0 0.1 0.0 
𝐴𝐶62 0.1 0.0 0.1 0.0 
𝐴𝐶82 0.8 0.0 0.6 0.0 
𝐴𝐶31 - - - 2.9 0.4 
𝐴𝐶41 - - - 8.7 1.5 
𝐴𝐶71 - - - 2.5 0.1 
𝐴𝐶81 - - - 65.9 19.8 

We tested both the exact and relaxed algorithms using the two safety properties of the thermostat controller benchmark. The 
results are summarized in Table 9.

For the first safety property, the exact method correctly verfies that this instance is unsafe, thus we can construct the complete 
counter input set as explained in Theorem 2 of [44]. From the complete counter input set, we sample a single counter-example 
candidate, and evaluating the network on this counter-example, we obtain the unsafe output 𝐾ℎ = 15. On the contrary, using the 
relaxed method one cannot prove that this instance is unsafe, since the reachable set might intersect the unsafe zone only due to 
over-approximation error.

Due to the second safety property being unbounded, the number of final stars, predicate variables, and thus the reachable set 
computation times are higher than for the first property. However, in this case both the exact and relaxed methods can correctly verify 
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Table 9
Summary of the experiments conducted on the thermostat controller benchmark. Prop. indicates 
the analyzed property (the bounded 1 or the unbounded 2). Both analyzed with the exact and 
relaxed methods respectively. #Star and #Var show the number of final stars and the number of 
variables in their predicates. RT is the reachability time measured in milliseconds, while Result 
shows the verfication result (✓ indicates that safety was verfied, × indicates that safety could 
not be verfied). Lastly, in case of unsafe instances, when exact analysis was used, we constructed 
the complete counter set, we sample a single counter-example, and we evaluated the network, to 
prove unsafety. The construction of the counter set was not possible for the other instances.

Prop. Method #Star #Var RT (ms) Result Counter Set Adv. Test 
1

Exact 4 2 32 ✓ ✓
Overapprox. 1 5 21 

2
Exact 14 2 77 ✓
Overapprox. 1 13 111 ✓

Table 10
Local adversarial robustness tests of the exact approach. RT is the reachable set 
computation time in milliseconds. RES is the safety verfication result. ✓ indi
cates that the neural network correctly classfies the input set, while × means 
that the network was unable to correctly classify the input set.

𝛿 = 0.01 𝛿 = 0.001 𝛿 = 0.0001 𝛿 = 0.00001

RT RES RT RES RT RES RT RES 
Set 1 4359 783 ✓ 263 ✓ 102 ✓
Set 2 206243 1284 ✓ 245 ✓ 100 ✓
Set 3 33945 ✓ 3768 ✓ 401 ✓ 308 ✓
Set 4 7974 ✓ 359 ✓ 103 ✓ 102 ✓

Table 11
Local adversarial robustness tests of the relaxed approach. RT is the reachable 
set computation time in milliseconds. RES is the safety verfication result. ✓
indicates that the neural network correctly classfies the input set, while × is 
assigned when the reachability analysis algorithm cannot provide a conclusive 
answer due to the over-approximation errors.

𝛿 = 0.01 𝛿 = 0.001 𝛿 = 0.0001 𝛿 = 0.00001

RT RES RT RES RT RES RT RES 
Set 1 234 205 ✓ 163 ✓ 103 ✓
Set 2 396 279 ✓ 157 ✓ 103 ✓
Set 3 407 367 ✓ 177 ✓ 174 ✓
Set 4 339 ✓ 167 ✓ 104 ✓ 101 ✓

safety of this instance. Since the instance is truly safe, the construction of counter set is not possible. Lastly, the same phenomenon can 
be observed here, as at the unbounded ACAS Xu property, that the unbounded relaxed analysis is less efficient than the unbounded 
exact analysis.

4.4. Sonar binary classfier

In this section, we evaluate the robustness of a neural network used for binary classfication of a sonar dataset. This dataset 
describes sonar chirp returns bouncing off from different objects [69]. It contains 60 input variables representing the returned beams’ 
strength at different angles. The verfied neural network should be capable of robust binary classfication, distinguishing between 
rocks and metal cylinders. The neural network consists of one hidden layer with 60 neurons, followed by a ReLU activation and an 
output layer with a single neuron, followed by the composition of a hard sigmoid and a unit step activation function. The property 
we want to verify is the local robustness of the neural network. A neural network is 𝛿-locally-robust at input 𝑥, if for every 𝑥′ such 
that ‖𝑥 − 𝑥′‖∞ ≤ 𝛿, the network assigns the same output label to 𝑥 and 𝑥′. Our focus lies in determining the robustness threshold 
that our verfication method can provide for the network (i.e., finding the largest 𝛿 for which the robustness property still holds). 

We examine this problem on four input sets, each one being a 𝛿-cube around a specific element of the dataset. We try four different 
values of 𝛿. The first two inputs should output 1, which means a rock, and the next two 0, which means a metal cylinder. The ✓ symbol 
indicates correct classfications within the robustness threshold (∀𝑥′ being correctly classfied), × denotes incorrect predictions. A 
comparison between the exact and the relaxed algorithms reveals that the exact algorithm proves network robustness in more cases. 
Furthermore, different input sets (meaning a single input and its 𝛿 neighborhood) exhibit varying local robustness. For example, in 
Table 10, for Set 2, the optimal 𝛿 value is between 0.01 and 0.001. Tables 10 and 11 are condensed versions of our experiments; the 
complete results are listed in Appendix A.3.
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5. Conclusion

In this paper, we proposed algorithms for star-based reachability analysis of various activation functions used in feed-forward 
neural networks. To further support generality, we implemented the specific activation functions with flexibility for adaptation to 
different use cases. Moreover, we presented the formalisms for the analysis of an arbitrary piece-wise linear activation function. We 
proved that our relaxations are sound and the tightest possible convex over-approximation, that can be achieved considering only a 
single neuron output.

We implemented an NNET parser in HyPro to simplify the incorporation of additional benchmarks. The presented evaluation 
results offer valuable insights into network behavior and safety. Our experiments demonstrate that while the relaxed analysis, in 
contrast to the exact analysis, is incomplete, it is much more scalable in the bounded case. On the contrary, considering unbounded 
input sets, the exact analysis proved to be more efficient.

In future work, we plan to provide an implementation of the relaxed analysis of general piece-wise linear activation functions, 
discussing its practical utility via experiments on some benchmarks. We plan to integrate further layer types, and a more widely-used 
standard such as ONNX [76], for storing and parsing neural network inputs. Moreover, comprehensive experiments and evaluations 
will offer deeper insights into the performance, accuracy, and limitations of this analysis method when applied to neural networks 
with other activation functions and layer types, hence, exploring its effectiveness on a more realistic and diverse scale of benchmarks.

Finally, we are planning to adapt abstraction rfinement techniques (such as CEGAR), to reduce the over-approximation error 
during the reachable set computation. This can greatly enhance the practical utility of the relaxed analysis of unbounded input sets, 
cutting off the over-approximation error. Moreover, CEGAR will leverage both exact and over-approximative computations, offering 
a good trade-off between runtime efficiency and small over-approximation error, making our verfication methods more scalable to 
larger networks that were previously challenging to verify.
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