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ABSTRACT Interoperability among diverse devices, from traditional substation control rooms to modern
inverters managing components like Distributed Energy Resources (DERs), is a primary challenge in
modern power systems. It is essential for streamlining decision-making and control processes through
effective communication, ultimately enhancing energy management efficiency. This paper introduces the
open-source Legacy Protocol Converter (LPC) grounded in the IEEE 2030.5 standard, which incorporates
advanced features for improved adaptability. The LPC bridges legacy equipment using standard protocols
such as Message Queuing Telemetry Transport (MQTT) and Modbus with a light-weight asynchronous
Neural Autonomic Transport System (NATS) communication system. In light of the limitations inherent in
traditional synchronous RESTful systems—specifically those compliant with IEEE 2030.5 that are incapable
of facilitating multiple endpoints—the adoption of asynchronous NATS is implemented. This approach
can notably enhance communication flexibility and performance. The implementation is containerized for
efficient service orchestration and supports the reusability of solutions. The LPC is engineered for seamless
integration of DERs with Energy Management System (EMS), aggregation platforms, and Hardware-in-the-
loop (HIL) testing environments. In this paper, the LPC has been tested and further developed in various use
cases such as multi-physics optimization involving HIL and fast frequency services, e.g., virtual inertia and
load shedding, each in a different architectural setup. The findings validate the applicability of LPC not only
for devices within modern power systems, but also for heat pumps in the thermal energy sector, facilitating
sector coupling. Moreover, the paper provides additional insights into LPC’s functionality, reaffirming its
efficacy as a scalable, robust, and user-friendly solution for bridging legacy systems through the enhanced
IEEE 2030.5 standard designed for the monitoring and control of DERs.

INDEX TERMS IEEE 2030.5, interoperability, legacy protocol converter, load shedding, multi physics
optimization, neural autonomic transport system, virtual inertia.
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I. INTRODUCTION
Within the context of the electricity grid, there is a notable
increase in the penetration of Distributed Energy Resources
(DERs), which is attributed to an enhanced awareness of
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decarbonization [1]. These DERs include generations such
as rooftop Photovoltaic (PV)s, extending to storage solutions
like Battery Energy Storage System (BESS), and including
controllable loads such as Electric Vehicle (EV)s and Heat
Pump (HP)s. Nonetheless, each technological advancement is
accompanied by its own array of vendor diversity; as reported
in [2], a single automotive manufacturer offered a total of
29 fully electric vehicle models by the year 2023, each model
exhibiting unique charging characteristics, energy storage
capacities, and control interfaces. In another instance, grid-
forming inverters from one manufacturer present diverse
firmware and communication interfaces [3]. These examples
underscore the growing heterogeneity among DERs, even
when originating from a single manufacturer, and emphasize
the diversity of various assets in modern power systems.
This lack of a unified and standardized approach results in
increased costs, inefficiencies, and heightened cybersecurity
vulnerabilities. Hence, interoperability, i.e., seamless com-
munication and integration among varied systems, devices,
and applications, is essential for the synchronization of
operations across diverse DERs and the achievement of
unified energy management objectives.

According to the CEN-CENELECC-ETSI Smart Grid
Coordination Group (SG-CG) [4], interoperability is defined
as ‘‘the ability of two or more networks, devices, systems,
applications, or components to interwork, exchange and
use information in order to perform required functions’’.
Ensuring interoperability facilitates different entities within
the smart grid, including DERs from a multitude of
manufacturers, to communicate and share information. This
interoperability offers distinct advantages to various stake-
holders. For instance, the Transmission System Operators
(TSOs) can enhance grid stability and reliability of the
network through remote access of various DERs within the
system [5]. From the consumer perspective, there is increased
flexibility in demand management, allowing the automation
of demand shifts from peak to off-peak periods. In addition,
optimal utilization of electrical infrastructure is achieved by
postponing the need for grid modifications, likely leading to
a reduction in operational costs imparted to consumers. From
a business perspective, interoperability mitigates proprietary
restrictions associated with vendor-controlled devices pro-
tected by trade-protected patents, thereby expanding market
access.

In a smart grid, interoperability can be achieved through
the IEEE 2030.5-2018 protocol, a communication standard
with strong security requirements, such as encryption and
authentication, that prevent cyber-attacks [6]. Many current
DERs and grid components rely on proprietary or outdated
communication protocols, creating compatibility issues when
interfacing with advanced smart grid infrastructure [7].
Integrating legacy systems and existing communication
protocols with modern communication standards poses a
significant challenge. Owing to a lack of a unified and
standardized approach, protocol converters are essential to

bridge this gap by enabling seamless data exchange between
legacy systems and IEEE 2030.5-compliant platforms.

The importance of communication gateways to facilitate
the interoperability among protocols has been highlighted
in [8]. The authors of [9] present an open information
architecture for the integration of DERs, in which the inter-
operability between communication protocols is addressed
through a connectivity module containing communication
adapters that handle the protocol conversion. Nevertheless,
the implementation did not incorporate a publisher/subscriber
messaging system. The utilization of such a system would
enable the decoupling of physical, network, and logical
layers. Moreover, the integration of a publisher/subscriber
messaging framework would provide independence from
specific programming languages, operating systems, and
physical communication media, such as Wi-Fi and cellular
networks. An open-source framework for validating DERs
interoperability is presented in [10], including a Modbus to
IEEE 2030.5 protocol converter. However, it was assumed
that the DERs must communicate in either Modbus, IEEE
2030.5, or IEEE 1815, which is not always the case in
legacy systems. Furthermore, neither the connectivitymodule
presented in [9], nor the protocol converted presented
in [10] are publicly available. An open-source platform for
sensing and control applications is presented in [11], namely
Eclipse VOLTRRON. This platform allows applications like
intelligent load and transactive energy control, and can be
integrated with software tools like Matlab and standards
like OpenFMB [12], [13]. Despite the availability of numer-
ous existing studies and related open-source tools, IEEE
2030.5 has predominantly been utilized solely as a behind-
the-meter protocol. IEEE 2030.5, if utilized in the entire
architectural framework, enables coherent communication
from customer DERs to aggregators to distribution system
operators (DSOs) and TSOs. Furthermore, it supports real-
time situational awareness and coordinated control for grid
stability and flexibility services. Notably, other research
endeavors, such as [12], acknowledge the significance
of employing publish/subscribe-based messaging systems,
such as the NATS protocol, for facilitating peer-to-peer
communication among utility devices at a conceptual level;
however, these have not been integrated into practical
implementations. To the best of the authors’ knowledge, there
are no existing open-source protocol converters that facilitate
communication using IEEE 2030.5 throughout the entire
architectural framework, while concurrently incorporating a
publish/subscribe messaging client, specifically the NATS
protocol.

In a previous work [14], we introduced the Legacy
Protocol Converter (LPC) a open source protocol converter,
facilitating communication using IEEE 2030.5 throughout
the entire architectural framework with NATS as a pub-
lish/subscribe messaging client. The LPC is designed to
enhance interoperability between legacy energy systems and
modern smart grid communication standards based on IEEE
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2030.5. Furthermore, [14] introduces the use of LPC in
different architectures and illustrates the LPC deployment
in the use case of fast peak shaving utilizing a particular
architecture. This paper elucidates the LPC deployment in
all the proposed architectures across diverse use cases such
as multi-physics optimization involving Hardware-in-the-
Loop (HIL) and fast frequency services. These different
use cases showcase the practical implementation of the
LPC in a variety of scenarios commonly arising from the
integration of DERs, and Hybrid Energy Storage System
(HESS), in power systems. Furthermore, the paper provides
insights into the LPC implementation, such as configu-
ration files developed, resource utilization in hardware,
and software servers. Moreover, the difficulties encountered
during the execution of the LPC and implementation of
interoperability, particularly in relation to IEEE 2030.5, are
meticulously outlined, accompanied by the provision of
the corresponding remedial strategies. The LPC supports
standard protocols including Modbus and Message Queuing
Telemetry Transport (MQTT), while utilizing asynchronous
communication via Neural Autonomic Transport System
(NATS). This enhances flexibility and performance compared
to conventional synchronous REST APIs, which constitute
the predominant communication approach for IEEE 2030.5 in
existing state-of-the-art protocol converters. By integrating
containerization technologies (such as Docker Compose) for
service coordination, a scalable and user-friendly solution
is delivered, facilitating the seamless transition of legacy
systems to an IEEE 2030.5-based enhanced monitoring and
control framework.

The main contributions of this paper are as follows:
1) a detailed explanation of the LPC and its internal

components;
2) effectiveness of the LPC as an interoperability tool

is validated in various use cases that commonly arise
from the integration of DERs, namely multiphysics
optimization, virtual inertia and load shedding;

3) insights into the LPC implementation are presented
alongside a discussion of the challenges faced during
the LPC execution and the corresponding solutions
applied.

The subsequent sections of this paper are structured as
follows: Section II introduces the interoperability framework
within the InterSTORE project, elucidating the context for
standardized communication in modern energy systems.
Section III elucidates LPC, detailing its internal architecture
and deployment. Section IV details the deployment of LPC
for the use case of multi-physics optimization involving HIL
through a ‘‘Dual Cascaded LPC Architecture’’. Section V
details the deployment of LPC for the use case of Virtual
Inertia through a ‘‘Single LPC Architecture’’. Section VI
details the deployment of LPC for the use case of Islanding
and Load Shedding through ‘‘LPC cascaded with Another
Protocol Converter Architecture’’. Furthermore, Section VII
provides a comprehensive analysis of the insights and
challenges (along with their solutions) associated with

LPC’s functionalities. Finally, Section VIII provides the
conclusions, summarizing key findings and outlining future
research directions.

II. INTEROPERABILITY
There are different approaches to interoperability, which can
co-exist and can be categorized into two groups: ontology-
based and dictionary-based. An ontology-based approach
comprises a vocabulary of terms and specifications, which
includes definitions and indications of how concepts are
interrelated [15]. In the energy domain, popular ontologies
are Smart Applications REFerence (SAREF), Ontology of
unit ofMeasure (OM), or Open EnergyOntology (OEO). Fur-
thermore, the ontology based approach allows for inferences
or reasoning between terms (relationships) and is a powerful
way to interoperate [16], [17], and [18]. It can, however,
be time-consuming and difficult to implement when the con-
figuration file becomes large. A dictionary-based approach
entails the utilization of a predefined corpus of information
accompanied by an explicitly articulated and well-defined
set of operational rules [19]. Some well-known dictionary
approaches are Open Automated Demand Response (Ope-
nADR), a data model for an automatic demand response [20],
and IEEE 2030.5, which is a data model standard for smart
grid [21].

To achieve interoperability in a large-scale DERs system,
it is imperative that the architecture meets several essential
criteria, including a comprehensive data model, scalabil-
ity, flexibility, and robust cybersecurity measures. Firstly,
a comprehensive and standardized data model is essential
for the integration of a diverse range of DERs. It acts
as syntactic interoperability, ensuring that data exchanged
between systems is structured in a standardized format.
Without syntactic interoperability, systems struggle to inter-
pret and process data correctly, leading to inefficiencies
and miscommunication. If the architecture is designed to be
scalable, it will be capable of maintaining functionality even
as the number of clients increases substantially. Moreover,
a flexible setup will enable users to support multiple
deployments within the same architectural framework.
Lastly, cybersecurity is of paramount importance in the
context of the smart grid. Despite the presence of various
encryption and certification measures, the incorporation of
proxies and masking into the architecture remains a critical
requirement.

Considering the above requirements, IEEE 2030.5 is
chosen as a data model and NATS as a communication
system. IEEE 2030.5, which is formerly known as SEP
2.0, is a communication protocol developed to support
smart grid operations, essentially for DERs integration [6].
Currently, protocols like IEC 61850 are used for the control
of grid-assets such as circuit breakers, however, there is a
need to communicate with consumer-owned assets such as
DERs and smart meters. IEEE 2030.5 can cover this gap
to achieve complete smart grid interoperability. Moreover,
IEEE 2030.5 not only facilitates syntactic interoperability
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but also ensures semantic interoperability, thereby aiding
in the integration of devices that operate using proprietary
protocols from various vendors [14]. NATS, occasionally
referred to as message-oriented middleware, is an open-
source messaging system [22]. The fundamental features
of NATS are scalability, performance, and ease of use.
As NATS enables many-to-many communication, multiple
EnergyManagement System (EMS) can interact with various
devices, thereby supporting geographically distributedDERs.
Additionally, the incorporation of NATS as a middleware
effectively decouples DERs from the EMS. As a result of
EMS’s independence, DERs can be integrated seamlessly
without necessitating any modifications to the EMS. Further-
more, a layer of abstraction using NATS also mitigates the
risks associated with cyber security attacks such as denial of
service (DOS) and distributed DOS [14].

III. LEGACY PROTOCOL CONVERTER (LPC)
The LPC [23] is an open-source, lightweight, and modular
software tool developed within the framework of the
InterSTORE European Union (EU) project [24]. Its primary
objective is to enable interoperability between legacy assets
based on Modbus, and MQTT-such as PV systems, BESS,
and EMS-and modern platforms based on IEEE 2030.5. The
LPC addresses a widespread challenge in the energy domain,
where legacy systems remain prevalent across residential,
commercial, and industrial installations, yet lack native
support for emerging communication standards.

The tool was initially developed by Sunesis, a project———–
partner———, and has since evolved into a community-maintained
project. It is currently deployed in different pilot sites, for
demonstration purposes. InAustria, where in the context of an
energy community, Modbus-based assets from 20 households
are integrated into the cloud-based EMS CyberNoc, to opti-
mize the energy consumptions of the overall community.
In Germany, at the Living Lab Energy Campus (LLEC)
of Forschungszentrum Jülich (FZJ), where a diverse set of
commercial DERs assets are integrated within the campus
environment and managed via the FIWARE-based Informa-
tion and Communication Technology (ICT) platform [25],
[26]. In Portugal, where various BESS, including second-life
batteries, have been integrated into the EMS of a parking lot
for EV to smooth the consumption peaks and improve node
flexibility. In Italy, at Rome Enel X’s XLab, with the end-
to-end integration of diverse assets—including PV, BESSs,
and Vehicle-to-Grid (V2G) EV chargers—into a flexibility
market framework including a dual-flow implementation
for telemetry and control, enabling real-time flexibility
services. In Spain, at Hybrid Energy Storage Solutions
SL (HESStec)’s Advanced Grid Lab, where the LPC was
used to validate the fast-response services such as success-
ful execution of black start, voltage dip, and Automatic
Transfer Switch (ATS) scenarios using grid-forming and
grid-following DERs operating under real-world conditions
[27], [28].

A. ARCHITECTURE AND DEPLOYMENT
The LPC is designed as a middleware translator that ensures
secure, real-time communication between heterogeneous
components. It is capable of running on minimal hardware,
such as Raspberry Pi (RPi) Single-Board Computer (SBC),
facilitating edge deployments without requiring firmware
modifications to legacy equipment. This makes it suitable for
scalable deployments, ranging from small residential sites to
complex industrial infrastructures.

The LPC consists of two main configurable blocks:
• Connections: define the communication endpoints, e.g.,
EMS or DERs units, specifying the necessary parame-
ters such as host, port, protocol type (MQTT, Modbus
TCP/Remote Terminal Unit (RTU), or IEEE 2030.5),
security credentials (username/password, SSL), and
protocol-specific settings (e.g., baud rate, parity for
Modbus RTU).

• Transformations: define the data translation logic
between protocols. Each transformation maps messages
from source to destination, specifying input/output
topics, message formats, and data structures.

This modular design allows the LPC to support multiple
concurrent connections, translating data between endpoints
with low-latency performance. For instance, telemetry data
received via Modbus can be reformatted and published to an
MQTT broker with topic-specific routing, or ingested into an
IEEE 2030.5-compliant EMS.

B. MESSAGE MAPPING AND TRANSFORMATION
The core of LPC’s translation logic resides in its flexible
message transformation engine, configured via YAML files.

This file contains two main components: connections
and transformations, the latter being central to mes-
sage handling.

1) TRANSFORMATION STRUCTURE
Each transformation block within the configuration defines
a complete translation workflow from one or more input
protocols to one or more output formats. A transformation
consists of the following nested subfields:
• General: Contains metadata such as name and
description, allowing users to document the
purpose of the transformation.

• Connections: Specifies the list of input and output
connections (e.g., MQTT topics, Modbus registers,
IEEE 2030.5 services) involved in the transformation.
Each connection entry defines parameters such as:
– Protocol type (e.g., MQTT, Modbus TCP/RTU,

Hypertext Transfer Protocol (HTTP));
– Topic or register to listen to (for incoming connec-

tions) or publish to (for outgoing connections);
– Data format (e.g., JSON, binary, structured pay-

load).
• Message: Defines themessage template and transforma-
tion logic. The message section uses key-value pairs to
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describe how data is extracted, transformed, and inserted
into the outgoing format.

2) MAPPER CONFIGURATION
Within the message block, mappers are used to define the
transformation logic at a granular level. Each field in the
outgoing message can be constructed using a mapper, which
supports the following parameters:
• type: specifies the target data type (e.g., integer,
float, string, datetime);

• path: indicates the JSON path or register index in the
input message from which to extract the value;

• pattern: required when converting time or date values;
defines the format string for parsing or formatting date-
time values (e.g., yyyy-MM-dd’T’HH:mm:ssZ);

• values: provides a static list of enumerated mappings,
useful for encoding or decoding categorical values;

• default (optional): specifies a fallback value if the input
field is missing or invalid.

This fine-grained control allows users to perform not only
simple one-to-one field mappings and formatting messages
for compliance with standard schemas like IEEE 2030.5,
but also type conversions, value translations, and structural
reorganization of message payloads.

3) BENEFITS AND FLEXIBILITY
This declarative configuration model enables rapid integra-
tion of new devices and systems without code changes,
making the LPC adaptable to evolving project requirements.
It allows engineers to map data flows intuitively, reducing
development and maintenance effort while ensuring data
consistency and protocol compliance. The LPC provides an
intuitive web-based interface [29] for configuring protocol
mappings, streamlining setup even for users without deep
technical expertise. Additional optional features include:
• Logging: Customizable logging for diagnostics and
performance monitoring.

• Registration: Support for automatic registration of LPC
instances to external systems via MQTT or HTTP
endpoints.

• Security: Integration of encryption and authentication
mechanisms to safeguard data exchange and prevent
unauthorized access.

In summary, the LPC’s message transformation capabil-
ities provide a powerful and flexible foundation for inter-
operability across legacy and modern systems, supporting
not just protocol translation but also semantic alignment and
structural adaptation of messages.

C. ROLE IN THE FUTURE EMS ARCHITECTURE
The LPC is aligned with emerging trends in microservice-
based EMS, where communication is increasingly topic-
oriented and broker-mediated (e.g., via MQTT) [30], [31].
In such architectures, the LPC serves as a protocol bridge,
ensuring that data from legacy systems can be dynamically

FIGURE 1. Overview of DERs integrated in the MPES at FZJ.

routed to modern EMS services and cloud-based analytics
platforms.

By enabling protocol-agnostic communication, the LPC
contributes to extending the operational lifespan of legacy
infrastructure, promoting digital integration, and reducing
overall upgrade costs. The following section demonstrates
LPC deployments in real-world settings, validating its adapt-
ability, reliability, and performance in diverse environments.

IV. MULTI-PHYSICS OPTIMIZATION
One of the use cases enabled by the LPC is about
the coordinated control of DERs within a Multi-Physics
Energy System (MPES) behind-the-meter of an energy
consumer. The concept of ‘‘multi-physics’’ stems from the
integration of DERs, particularly electric HPs, which link
the thermal and electrical energy sectors. As the transition
to a low-carbon energy system accelerates, systems that
leverage interactions between different energy carriers are
gaining prominence [32]. HPs, in particular, offer a highly
efficient and flexible solution for low-emission heating.
They contribute to reducing greenhouse gas emissions and
enable responsive energy management, thereby improving
the sustainability and performance of energy systems.

An effective EMS is required for MPES to support the
reliable and sustainable operation of such complex, integrated
energy systems. While multiple architectures, control time-
lines, and algorithmic approaches can be designed to fulfill
these criteria, Appendix A introduces the specific concept
implemented on the FZJ campus as part of the InterSTORE
project demonstrations. In Figure 1, the DERs integrated in
theMPES of FZJ via the presentedMPES concept are shown.

To implement the proposed Energy Management (EM)
concept, several functional requirements must be fulfilled.
Firstly, an EM platform is required to host and execute
the control algorithm in real-time. This platform must also
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FIGURE 2. Eaton SMP 4250 deployed at FZJ.

be capable of storing essential metadata—such as battery
capacity and the power range of the HP—which reflect the
physical characteristics of the MPES. Secondly, bidirectional
communication with DERs is required, as the algorithm
depends on real-time data inputs from Behind the Meter
(BTM) assets—formally represented by PL , PG, Sh, and Sb
in the pseudocode presented in Appendix A—and generates
control outputs (ph and pb) that must be communicated
back to the respective devices. In the FZJ demonstration,
the Eaton Substation Automation Platform (SMP 4250,
depicted in Fig. 2) was used to host the algorithm [33],
which was implemented using the CODESYS programming
environment. The second functional requirement, real-time
communication, was enabled through the interoperability
concept facilitated by the LPC.

In the setup considered, there are batteries, loads, and
generators that communicate via Modbus, HPs use MQTT,
and SMP 4250 platform that supports smart grid protocols
such as DNP3, IEC 104, Modbus, and REST API. While
the IEEE 2030.5 standard provides a structured messaging
format and the LPC enables access to the NATS network
using this structure, the targeted communication setup
presented a challenge for direct LPC integration: neither the
DERs nor the EMS natively support IEEE 2030.5. However,
the lightweight and modular nature of the LPC can help
system engineers overcome this problemwith minimal effort.
A practical solution involves cascading two instances of LPC
in the communication chain, enabling protocol translation
and semantic alignment between theDERs and the EMS. This
approach, named as ‘‘Dual Cascaded LPC Architecture’’,
illustrated in Figure 3, establishes an interoperability layer
where the transmitted data follows IEEE 2030.5 standard
models and all communications take place in NATS network
without requiring native support of the endpoints for the
standard.

In Fig. 4, the dashboard used to monitor the BESS
1 integrated in the MPES at FZJ is shown. The figure shows
how the BESS is controlled (Test = 1) to inject 100 kW of
active power into the system. The control setpoint sent to the
BESS is shown as the yellow curve in the top graph, and the

FIGURE 3. Dual LPC architecture to enable MPES in FZJ campus.

FIGURE 4. Dashboard of the BESS 1 integrated in the MPES at FZJ.

actual power drawn from the DC side of the BESS is shown as
the green curve in the same graph. The difference between the
two is due to the conversion losses and internal consumption
of the system. It is worth noting that sensitive information
regarding topics, IDs, and the like, has been covered for safety
reasons.

Figure 5 shows the dashboard used to monitor the BESS
2 integrated into the MPES. In this case, the BESS is also
being used to inject 8 kW of active power and 0 kvar of
reactive power. As this is a different BESS, the controls are
enabled by setting the dedicated control registers to values
of 3 and 1 for active and reactive power, respectively. In the
figure, the total active, apparent, and reactive powers injected
by the BESS are shown in the top graph, while the active
power monitored in the three phases at the Point of Common
Coupling (PCC) is shown in the bottom graph.

The BESSs employed are sourced from different manufac-
turers. As can be seen in Figures 4 and 5 it is evident that the
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FIGURE 5. Dashboard of the BESS 2 integrated in the MPES at FZJ.

FIGURE 6. Dashboard of the PV integrated in the MPES at FZJ.

injected power exhibits a positive value in one system and
a negative value in the other. This discrepancy arises from
the fact that the manufacturers implement Modbus registers
differently: one considers power drawn from the battery as
positive, while the other considers power injected as positive,
with opposite sign conventions being followed.

Figure 6 shows the dashboard displaying the status and
power generated by each inverter in the PV field integrated
into the MPES. It can be seen from the figure that all
8 inverters are operating in MPPT mode, while shadowing
effects caused by clouds passing over the system are leading
to differences in the power generated by each inverter.

Finally, Fig. 7 shows the dashboard used to monitor the
HP system, including its thermal storage. The figure shows
a phase in the early morning, during which the HP is used
to heat the fluid going to the building with a heat flux
of 439W and an active power consumption of 387W. During
this phase, the thermal storage has an State-of-Charge (SoC)
of 32.4%. However, due to the low heat demand and the
corresponding low power consumption of the HP, the thermal
storage is not currently in use.

V. VIRTUAL INTERTIA
In this section, the proposed LPC solution is employed
in handling a fast frequency service called virtual inertia.
Traditionally, the inertial response of power systems origi-
nated mainly from the inherent electromechanical behavior

FIGURE 7. Dashboard of the HP integrated in the MPES at FZJ.

of synchronously rotating machines reacting to power imbal-
ances. However, as these synchronous generators are increas-
ingly being decommissioned or replaced by inverter-based
resources (IBRs), there is a growing need to replicate this
rotational inertia through control strategies implemented in
IBRs. This substitute responsemust be inherent to the system,
sufficiently robust, and proportionate to the magnitude of a
disturbance in order to effectively reduce the Rate of Change
of Frequency (RoCoF) and maintain system stability [34].
This type of control mechanism is commonly referred to
as ‘‘Synthetic Inertia’’ [35]. In industry literature, similar
concepts are also described under various terms, including
‘‘Active Inertia Power’’ [36], ‘‘Positive/Negative Inertia
Power’’ [37], ‘‘Inertial Response’’ [38], and ‘‘Virtual Inertia
Emulation (VIE)’’ [39]. The distinguishing feature of virtual
or synthetic inertial responses is their rapid reaction to power
disturbances, typically within 5 milliseconds, and their effect
may last for several seconds. The synthetic inertial response
involves a sharp active power injection in response to the
RoCoF observed in the system.

The considered setup, as illustrated in Figure 8, consists
of HESS, which includes a battery and an ultracapacitor
(UCAPS) along with a Grid-Forming (GFM) converter.
Furthermore, there is EMS for controlling theHESS and emu-
lators that represent the grid and renewable energy sources.
In this scenario, LPC is integrated through ‘‘Single LPC
Architecture’’, as shown in Figure 9. The LPC is deployed
within the device’s local network using a virtual machine that
hosts two Docker containers: one for the LPC and another
for a local NATS message queue server. This setup allows
the LPC to efficiently manage data transformations in both
directions, enabling the EMS to read real-time data from the
inverter (e.g., active power) and send control setpoints (e.g.,
power targets) to the inverter. Speed tests were conducted
to evaluate the ‘‘Single LPC Architecture’’ by measuring
the delays under varying conditions of CPU usage, polling
rates, and number of data points. These tests confirmed the
architecture’s ability to handle real-time data exchange with
minimal latency, an essential requirement for fast power
services.

The virtual inertia algorithm is elaborated in Appendix B.
Subsequently, the response of a HESS containing battery
and ultracapacitor with virtual inertia algorithm against a
step load change in the grid using different communication
protocols, specifically, the proposed LPC solution and
controller area network (CAN) approach. Figure 10 presents
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FIGURE 8. Grid laboratory scheme.

FIGURE 9. Single LPC architecture for virtual inertia in HESSTec gridlab.

the frequency response to the introduction of a load step
occurring at 6.5 seconds. It illustrates three distinct scenarios:
the base scenario, characterized by the absence of HESS, and
two additional scenarios in which virtual inertia is provided
by HESS, utilizing both the CAN and LPC approaches,
respectively. Figure 11 illustrates the magnified image of the
said frequency response.

Figure 12 showcases the currents in UCAPS and battery
through LPC. It can be observed that LPC was able to
function in an environment that had storage systems with
different behaviors. Table 1 details the comparison of the LPC
and the CAN with respect to RoCoF and Nadir values. It can
be seen that the LPC approach has a performance similar to
that of the CAN approach.

VI. ISLANDING AND LOAD SHEDDING
A Software in the Loop (SIL) setup has been considered
for evaluating the load shedding use case. This setup
comprises a real-time simulator incorporating a practical
model of a low-voltage microgrid operating on the RTDS
platform, alongside a custom Python script running on the
EMS, which computes and sends commands to various
microgrid components. The low-voltage microgrid employed
is a slightly modified version of the Banshee microgrid.
This adjustable small-scale industrial setup is backed by

FIGURE 10. Frequency response against load step.

FIGURE 11. Frequency response against load step (zoom).

FIGURE 12. UCAP and battery current performance with LPC.

three utility radial feeders [40]. The feeders have a limited
connectivity through switches, each eligible to carry its
critical load. The total electricity demand varies from 5 MW
to 14 MW for the minimum and maximum loads. The system
ratings include medium voltages of 4.16 kV and 13.8 kV,
and low voltages of 208 V and 480 V. There are around
18 aggregated loads supplied by the feeders. The list of
various components is enumerated in Appendix C. In this
study, the load shedding use case is implemented to evaluate
one of the rapid frequency services that can be delivered by
the proposed LPC.

214896 VOLUME 13, 2025



C. S. C. Dande et al.: IEEE 2030.5-Based LPC for Interoperable DER Integration

TABLE 1. RoCoF and Nadir in different cases.

Additionally, through this use case implementation, the
effectiveness of LPC in translating between MQTT and
IEEE 2030.5 has been demonstrated. Figure 13 shows a
simplified schematic of this setup, called as LPC cascaded
with Another Protocol Converter Architecture. To this end,
the GTNET card of the RTDS real-time simulation platform
is used. Since this card doesn’t support MQTT directly,
the VILLASnode [41] gateway was used as an intermediate
module to get UDP packets from GTNET and convert
them to MQTT, and encode the payload in JSON format.
Here, it was beneficial to set up a containerized solution,
taking advantage of the existing VILLASnode and LPC
Docker containers, as well as well-known containers for
Python and the two required message brokers, namely
Mosquitto for MQTT and the official NATS container. The
flexibility of VILLASnode allows extending this scenario to a
Geographically-Distributed Hardware-in-the-loop (GD-HIL)
setup, where multiple stakeholders can participate without
compromising their intellectual property [42]. Moreover,
the MQTT payload provided by VILLASnode follows the
message format shown in code listing VI. The payload
consists of a timestamp element, namely t_s, in which
the t_s element specifies the number of seconds and
milliseconds. The sequence corresponds to the received
packet’s sequence number. Finally, the data field is a vector
with the signals comprising this specific sample. Note that in
this payload, the signals are organized based on their position
in this field. For instance, the first element in code listing VI
is the system frequency, whereas the second element is the
voltage of a bus in p.u.

Initially, dynamics are introduced to the grid by transi-
tioning a specific region of the grid into Islanding mode.
Subsequently, the pertinent circuit breaker of the feeder is
tripped, resulting in a decline in the frequency of the area.
Upon the frequency reaching the lower threshold of 49.5 Hz,
the load shedding algorithm is activated, subsequently
disconnecting the largest load in the region, thereby restoring
the frequency to within acceptable limits. The formulation
of the workflow is elaborated in Appendix C. Figure 14
showcases the plot of frequency, where at (1) a section of
the grid enters islanding mode, and at (2) the frequency
falls below 49.8 Hz, thereby triggering the load shedding
algorithm. The frequency is back to nominal value (shown
as (3)) in 333 ms.

VII. INSIGHTS OF LPC IMPLEMENTATION AND
FUNCTIONALITIES
In the previous sections, the LPC is deployed in various use
cases, each with its own set of conditions and challenges.

FIGURE 13. LPC cascaded with another protocol converter architecture
for load shedding.

Listing 1. Example VILLASnode JSON payload.

FIGURE 14. Islanding and Load Shedding in the banshee microgrid
ruuning in the realtime simulator RTDS.

In MPES, the LPC is integrated in the presence of both
electrical and thermal components. In the use case of
virtual inertia, the grid undergoes rapid power fluctuations
that needs to be compensated by a sharp active power
injection. In the use case of islanding and load shedding,
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the SIL setup has been considered, where the LPC was
cascaded with another protocol converter. Throughout the
implementation phase, various challenges were encountered
specific to each use case, leading to enhancements in the
LPC. These improvements are elucidated in this section.
Furthermore, insights are provided into the implementation
of the LPC, with particular emphasis on computational cost
and the challenges faced in deploying the LPC within the
mentioned use cases.

In the setup of MPES, the SMP 4250 platform supports
smart grid protocols such as DNP3, IEC 104, Modbus,
and REST API; the DERs themselves use heterogeneous
protocols (i.e., batteries, loads, and generators communicate
via Modbus whereas HPs use MQTT). Moreover, the DERs
operate under different native communication architectures:
battery and load meters act as Modbus servers in a con-
ventional client-server setup, where the EMS determines the
polling frequency; in contrast, HP push their status updates
via MQTT, with the event initiated on the device side. This
heterogeneity introduces a synchronization challenge when
consolidating real-time data from all DERs. Without proper
alignment, the EMS may process outdated or inconsistent
input data, leading to suboptimal or even incorrect control
decisions. The LPC features an important function that
solves this issue, by harmonizing communication flows
with the help of an external clock (e.g., NTP server) that
determines MQTT publishing instances as well as Modbus
reading instances. Using the IEEE 2030.5 data model,
these time-stamped status data are incorporated in pertinent
message types such as DERStatus. This approach allows
mapping from MQTT messages and Modbus registers to
NATS messages such that all DERs-to-EMS and EMS-DERs
data exchanges are semantically consistent with a unified
temporal reference.

Another significant challenge was due to the abstract
nature of definitions within IEEE 2030.5 data mod-
els. As the array of devices expands to incorporate
multi-energy technologies such as heat pumps and storage
elements utilizing alternative energy carriers like thermal
energy storage, specific data structures, such as DER-
Status.stateOfChargeStatus.value becomes impractical for
effectively representing pertinent data. Consequently, there
is a reliance on less rigorously defined data models such as
MirrorMeteringList. Nevertheless, the interpretation of these
message formats necessitates that system developers imple-
ment custom logic on the EMS side, thereby constraining the
convenience and straightforward utility of IEEE 2030.5 data
models.

In the context of MPES, Table 2 outlines the number
of configuration files required for the integration of each
DERs, and the input and output protocols used for each
transformation corresponding transformation, taking the flow
of information from DERs to EMS (from bottom to top of
Fig. 3) as a reference. In particular, transformation 1 is used
to convert Modbus and MQTT messages to the interoperable
standard IEEE 2030.5, while transformation 2 converts the

TABLE 2. Configuration files developed for the MPES integration.

TABLE 3. Resource usage on the RPi.

associated quantities into MQTT, so that they can be read by
the RestAPI of the EMS platform. This approach ensures an
interoperable layer between the two LPC outlined in Fig. 3
where IEEE 2030.5-compliant messages can be exchanged
simply by communicating with the NATS server.

As outlined in the table, integrating BESS 1 required seven
configuration files. This BESS comprises three inverters,
each of which is monitored and controlled with a dedicated
interface (thus two configuration files are needed for each
interface), plus one configuration file to monitor voltages and
powers at its PCC with the network via a dedicated power
quality meter. BESS 2 is composed by a single inverter that
utilizes a single interface for both monitoring and control
(thus, 1 config file required). Also in this case, a power quality
meter has been integrated to monitor electrical quantities at
the PCC. The PV field is composed of 8 inverters, each with
one interface for monitoring and control, thus requiring the
integration via 8 different config files, plus one for the PCC
monitoring. Finally, the integration of the HP required only
one config file, since both thermal and electrical quantities of
interest can be gathered via the same interface, using different
MQTT topics.

The dual LPC architecture has been deployed on a RPi
4B with 8 GB of RAM to demonstrate that such a complex
setup can be implemented on a low-cost SBC. Docker
containers have been used to deploy both the LPC, hosting
all 19 configurations, and the NATS server. In table 3, the
minimum, average and maximum usage of CPU resources is
reported for each container. It has to be noted that the config
files of BESS 1, BESS 2, and PV are configured to gather
Modbus messages every second from the DERs, while the
HP config file collects data every minute, due to the larger
reporting rate of the HP.

The results presented in the table demonstrate how the RPi
can easily facilitate data exchange in such a complex scenario
despite its limited computational capabilities. It is worth
noting that higher CPU usage is observed, particularly by the
LPC container, in the event of communication network issues
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TABLE 4. Resource usage on a server.

not related to this demonstration setup (e.g., larger delays and
packet loss due to an unusual load on the FZJ communication
network). Similarly, an LPC Cascaded with Another Protocol
Converter architecture, having one configuration file that
transforms MQTT to IEEE 2030.5, is deployed on a Linux
machine with 16 GB RAM, with LPC and NATS deployed
in Docker containers. Table 4 details the minimum, average,
and maximum usage of CPU resources is reported for each
container.

VIII. CONCLUSION
This paper presents the LPC as a viable solution for
interoperability in accordancewith the IEEE 2030.5 standard.
The study illustrates three distinct use cases where the LPC
is implemented across three architectural configurations.
Specifically, in the domain of multi-physics optimization,
LPC is employed in a Dual Cascaded Architecture within
a multi-energy landscape incorporating batteries and heat
pumps, thereby facilitating sector coupling. Furthermore,
in the MPES setup, due to different protocols, there was a
challenge of heterogeneous communication flow; this was
solved with the help of an external clock. In the context
of Virtual Inertia, LPC is utilized within a Single LPC
architecture to deliver fast frequency services, demonstrating
its applicability in modern frequency management. Notably,
the LPC was able to accommodate the sharp active power
injection required for the use case of virtual inertia. In the
scenario concerning load shedding, the LPC is integrated
with an additional protocol converter to deliver standardized
grid services such as islanding and load shedding. It is
evident that the LPC possesses the versatility to function as
a single protocol converter or in conjunction with another
protocol converter. However, while integrating multiple
protocols via the LPC, there was a challenge of temporal
synchronization, which was solved by adding time-stamped
status data in the messages of the IEEE 2030.5 data model.
The scenarios presented in Sections V and VI, wherein
frequency deviations are mitigated, illustrate that the entire
process—which encompasses the detection of frequency
deviations, the transmission of control signals, and the
ensuing stabilization—transpires within a timeframe of less
than one minute. This duration is well within the permissible
timescale for primary frequency control. With regard to
the IEEE 2030.5 data model, with devices expanding to
other sectors such as thermal energy, specific structures
need to be incorporated into the data model. Overall,
it was demonstrated that the LPC effectively operates with
hardware-in-the-loop systems from various energy sectors,

expanding its capabilities from providing rapid frequency
services to standard grid services.

APPENDIX A
ENERGY MANAGEMENT ALGORITHM FOR MULTI
PHYSICS OPTIMIZATION
This EMS concept is characterized by its simplicity, respon-
siveness, and alignment with overarching system goals.
It relies on linear analytical tasks, including a rule-based
control algorithm that avoids complex non-linear optimiza-
tion, thereby enabling fast and efficient real-time operation.
The algorithm continuously analyzes the system state and
computes set-points for DERs over short control intervals
(e.g., 5 minutes), ensuring adaptability to dynamic condi-
tions. Additionally, it operates based on high-level reference
parameters—such as target SoC levels for both battery
and thermal storage—which are determined in advance to
reflect broader system objectives. These references guide the
local control actions, ensuring coherence between real-time
decisions and long-term energy management goals. The
algorithm that determines these decisions was built consid-
ering the following boundary conditions:

• Constant Coefficient of Performance (COP) over
control horizon: The COP of the HP is assumed
to remain constant during each control interval (e.g.,
5 minutes), enabled by stable temperatures on both
the heat source, i.e., Low Temperature District Heating
(LTDH), and sink, i.e., Thermal Energy Storage (TES)
sides.

• Thermal comfort ensured via TES: Building thermal
comfort is maintained as long as the TES retains a
sufficient SoC, since the HP indirectly contributes to
heating by charging the TES.

• Predefined TES SoC reference: An a priori process—
executed by either the BTM EMS or an external
entity—provides a minimum SoC reference for the TES,
which determines whether the HP should operate during
the next control interval.

• Real-time systemmeasurements: The algorithm relies
on accurate real-time data for PV generation, electrical
load, and SoC levels of both the battery and TES,
communicated through the system architecture.

Based on these assumptions, the algorithm is designed to
reduce the power exchanged with the main grid while ensur-
ing that thermal comfort within the building is maintained.
The following section provides a formal description of the
algorithm with its pseudo code (Algorithm 1), and Table 5
outlines the relevant parameters and control variables used in
its implementation.

To determine the feasible operation ranges, the algorithm
first calculates the upper bound of the HP’s electrical power
consumption Ph by estimating the thermal energy the TES
can still store, dividing it by the control horizon 1T , and
converting it to electrical power using the COP ηh, while
ensuring it does not exceed the HP’s rated capacity (Line 1).
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TABLE 5. List of parameters and control variables in MPES algorithm.

Algorithm 1Multi-Physics EMS Control Algorithm

1: Ph← min(Eh · (1− Sh ·1T · ηh),P
+

h )
2: Pb← min(Eb · (1− Sb ·1T ),P

+

b )
3: Pb← min(Eb · Sb ·1T ,P−b )
4: if Sh ≤ Sh then
5: P̃h← Eh · (Sh − Sh ·1T · ηh)
6: else
7: P̃h← 0
8: end if
9: Pnet← PL − PG + P̃h
10: if Pnet < 0 then
11: if Pnet ≤ |Pb| · ηb then
12: pb←−

Pnet
ηb

13: ph← P̃h
14: else
15: pb← Pb
16: ph← P̃h
17: end if
18: else
19: if |Pnet| ≤ Pb then
20: pb←−Pnet · ηb
21: ph← P̃h
22: else
23: pb← Pb
24: ph← min

(
P̃h + Pnet −

pb
ηb

,Ph
)

25: end if
26: end if

Since the HP cannot discharge, its lower bound is zero.
The battery’s charging and discharging limits are similarly
computed based on its SoC and rated power (Lines 2–3).
To maintain thermal comfort, the algorithm checks if the TES
SoC is below a predefined threshold Sh (Line 4); if so, the
HP is activated to restore it (Line 5), otherwise it remains off
(Line 7). The desired HP power P̃h is then used to calculate
the net power balance of the system (Line 8). If there is a
power deficit (Pnet < 0), the battery discharges to cover

it, either partially or fully, depending on its capacity (Lines
9–15). If there is a surplus, the battery charges accordingly
(Lines 16–21). If the surplus exceeds the battery’s charging
capacity, the HP increases its consumption to absorb the
remaining energy (Line 22).

APPENDIX B
VIRTUAL INERTIA
The general control law for virtual or synthetic inertia, in the
context of control of power converters, is as follows:

Pemulate = KDωref
d1ω

dt
(1)

where Pemulate is the power of derivative control, KD is the
inertial proportional conversion gain and ωref is the nominal
grid frequency.

As the grid reacts rapidly to power disturbances, there
needs to be a rapid injection of power into the system as a
response. For this purpose an idea from a traditional power
system, i.e., a second-order active power control from a
synchronous generator, can be implemented for a power
converter control system. The relationship between the power
mismatch and the frequency of a conventional generator can
be modeled by the following equations:

Pref−P = (Js+ KD).1ωref (2)

The inertia J of a generator represents its ability to
maintain stability and ride through disturbances/power mis-
matches, and KD will provide sufficient damping. According
to the swing (motion) equation, it quantifies the kinetic
energy stored in the rotating mass of the generator, determin-
ing its response to changes in electrical load and helping to
stabilize the power system.

Figure 15 illustrates the translation of the inertia pro-
vided by a conventional generator to a fully electronic
converter-based generation system. It defines how to incorpo-
rate its inertial behavior using a control law for the conversion
system.
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FIGURE 15. Virtual Synchronous Generator-based GFM converter control.

TABLE 6. Components of the modified banshee grid.

APPENDIX C
ISLANDING AND LOAD SHEDDING
The architecture LPC Cascaded with Another Protocol
Converter has been employed in conjunction to the modified
Banshee grid. The list of components in the considered
Banshee microgrid are given in the table 6.
In order to verify the prowess of the LPC for standard grid

operations such as islanding and load shedding, the following
workflow algorithm has been formulated in Algorithm 2:

Algorithm 2Workflow of Islanding and Load Shedding Use
Case
1: Islandingmode← user
2: CBF3← 0
3: if f3 < 49.5 then
4: Lmax = max (Loads)
5: CBFLmax = 0
6: end if
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