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Abstract. Computing optimal conditional reachability probabilities in 
Markov decision processes (MDPs) is tractable by a reduction to reach-
ability probabilities. Yet, this reduction yields cyclic, challenging MDPs 
that are often notoriously hard to solve. We present an alternative, prac-
tically efficient method to compute optimal conditional reachabilities. 
This new method is numerically stable, can decide the threshold prob-
lem in linear time on acyclic MDPs, and yields performance comparable 
to standard reachabilit y queries. We also integrate the method in an 
abstraction-refinement framework to analyse millions of Markov chains 
at once. We demonstrate the efficacy of the new methods on b enchmarks
from Bayesian network analysis, probabilistic programs, and runtime
monitoring and show speed-ups up to multiple orders of magnitude.

1 Introduction 

Markov chains (MCs) are a standard model for stochastic processes. The stan-
dard reachability query on Markov chains is, e.g., ‘What is the probability that 
one reaches an airport before the plane departs?’ As a variation, we study ‘What 
is the probability that one reac hes the airport, if you already know that the 
buses will have at least a ten-minute delay?’ Such a query is a typical example
for conditional reachability probabilities [2]. Intuitively, conditional reachability 
asks for reachability probabilities not over all paths from the initial state, but 
over paths that match the given evidence. It can be used to implicitly define 
an alternative initial state, that is obtained from observing a running system. 
Conditional reachability probabilities have prominent applications: In runtime 
monitoring, one aims to compute the probability of an imminent threat condi-
tioned on the previous observations by the monitor [34]. In Bayesian networks 
and MCs derived from them [31], one computes the probability of an event like a 
break-in conditioned on evidence like a burglary alarm. In probabilistic programs 
and their MC semantics, one aims to compute the probability of a return value
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conditioned on known inputs, e.g., [23]. These examples of conditional reachabil-
ity probabilities can be efficiently computed [7] on reasonably-sized MCs using 
modern probabilistic model checking tools [15,22]. In this paper, we bring this 
performance to Markov decision processes and to Marko v chain families by a 
fresh perspective.

Towards MDPs. Many systems cannot be modelled concisely as a Markov 
chain: Not all behavior can be captured probabilistically; probabilities may not 
be known, or the stochastic process must be abstracted by a smaller state 
space. These observations are standard motivations to add nondeterminism to 
the model formalism and to thus consider Markov Decision Processes (MDPs). 
The ability to compute optimal (i.e., maximal/minimal) conditional reachabil-
ity probabilities in MDPs then allows us to bound the conditional reachability 
probability in models for runtime monitors with nondeterministic agents [24] 
or with learned probabilities [33], Bayesian networks with interval-valued prob-
abilities [32], or probabilistic programs under abstractions [13] or with e xplicit 
nondeterminism [18]. 

A Bayesian Perspective. Computing conditional reachability probabilities in MCs 
is straightforward by applying Bayes’ theorem: The probability to reac h the goal
states . G conditioned on also reaching evidence states . E can be expressed as the 
fraction of two reachability probabilities: The probability to reach .G and . E
divided by the probability to reac h . E, i.e., 

. Pr(♦G | ♦E) =
Pr(♦G ∩ ♦E)

Pr(♦E)
.

The upper probability can be computed on the product of a small DFA and 
the original Markov chain. In MDPs, however, we optimize over the policies 
that resolve the nondeterminism, which prevents calculating the numerator and
denominator independently:

. max
σ

Prσ(♦G ∩ ♦E)
Prσ(♦E)

=
maxσ Prσ(♦G ∩ ♦E)

maxσ Prσ(♦E)
.

The Restart Method. Baier et al. [7] provide a mathematically elegant solution 
to this challenge, basically mimicking the key idea of rejection s ampling. Any 
probability mass that never satisfies the condition .E cannot be reached must 
be redistributed (i.e., restarted). In terms of the MDP, t his means that for all 
states from which . E cannot be reached, the transitions are rewired to the initial 
state. In these new (restart) MDPs, one simply computes the probability to 
eventually reach the goal! The downside is that this method introduces a lot of 
loops, in particular even when the original MDP was acyclic [26]. MDPs with 
cycles back to the initial states are among the most ch allenging for methods 
based on value iteration [19]. Indeed, some(!) restart MDPs are known as very 
challenging benchmarks of standard reachability queries [20,26].
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A Multiobjective Perspective. Intuitively, we consider conditional reachability 
queries as a variation of a bi-objective model checking problem [14]: Maximize 
the probability to reac h .G and . E, while minimizing the probability to reac h . E. 
Consider the decision problem whether .maxσ Prσ(♦G | ♦E) ≥ λ. Using Bayes’ 
law, some reordering, and some side-conditions detailed belo w, this can b e seen as

. maxσ Prσ(♦G ∩ ♦E) − λPrσ(♦E) ≥ 0.

This query can be efficiently computed (in practice and theory) using one so-
called total reward query [15,30] and is a simple instance of a relational reacha-
bility property [16]. If the original MDP is acyclic this is possible in linear time 
with a numerically stable method.

Optimal Conditional Probabilities. The decision method above gives rise to a 
method to approximate the optimal conditional reachability probability, using a 
standard bisection method. We accelerate this method using a smarter heuristic. 
Further, note that we also support computing the optimal conditional reacha-
bilit y probability. The main argument for the bisection to terminate is that the 
solution can be represented as a reachability probability [7] and that these must 
be a rational number representable by a bounded number of bits [12]. We there-
fore adapt a routine that bisects this set of bounded rationals [27] and extend it 
with termination criteria based o n the computed optimal policies.

Towards Markov Chain Families. Beyond MDPs, we are interested in 
analysing Markov chain families, i.e., large sets of Markov chains. Our interest is 
twofold: (1) Markov chain families can capture uncertainty about the topology of 
a system and can capture systems that can be configured in various ways. Such 
families occur, e.g., when a nalysing (purely) probabilistic programs with non-
deterministic inputs [10,13]. (2) Given sets of states .E1, . . . En, we are interested 
whether there is some evidence .Ei such that .Pr(♦G | ♦Ei) ≥ λ. This question is 
natural in runtime monitoring [5,25], where evidence itself may be uncertain and 
programs that encode a secret input (e.g., ciphers, see Sect. 6), where we want 
to ensure a secret cannot be reasonably g uessed from any po ssible evidence.

Embedding into Abstraction-Refinement. We use a standard representation of 
Markov chain families using colored MDPs, where every color-consistent pol-
icy of the MDP represents a Markov chain [3]. To solve colored MDPs, we 
use abstraction-refinement [3], the state-of-the-art method for solving standard 
reachability queries in colored MDPs. However, the shift to conditional probabil-
ities brings various challenges, that prevent simply applying previous methods: 
The optimal policies in (standard) MDPs are not memoryless and we only get a 
value for the initial state. Our experiments show that, nevertheless, abstraction-
refinement can b ound conditional probabilities on millions of MCs at once.

Related Work. The previous state-of-the-art is the restart method, outlined 
above, which was experimented with in [26]. The approach in this paper is com-
pletely different and rooted in multi-objective MDP model checking. To the best
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of our knowledge, the first MDP model checking algorithm for conditional reach-
ability probabilities is presented in [2]: For acyclic MDPs, it suggests a method 
that computes numerator and denominator under each policy, along with some 
pruning that is broadly related to multiobjective mod el checking. However, the 
approach remains exponent ial and highly inefficient.

Our approach of tackling the threshold problem and using that as a sub-
routine also appears in work on conditional expected rewards [8]. Deciding the 
threshold problem for conditional expected rewards is already PSPACE-complete 
for acyclic MDPs, in stark contrast to our linear time algorithm. Whereas [8] 
focusses on establishing this and other complexity bounds, we present a concise 
algorithm with a focus on (practical) performance: We use value iteration over 
LPs, we efficiently extract policies, and use efficient bisection methods.

The recent work [13] develops novel probabilistic programming languages 
(PPLs) to solve various optimization problems over probabilistic inference. It 
explicitly remarks that computing conditional probabilities on MDPs directly is 
ill-supported. With this paper, we make reasoning about the operational seman-
tics of PPLs with conditioning more feasible.

Contributions. In summary, this paper yields a significant step forward in 
computing conditional probabilities on MDPs, building upon progress in (mul-
tiobjective) model checking from the last decade. In particular, we provide an 
empirically superior method for computing optimal conditional reachability prob-
abilities in MDPs rooted in a reduction to a total reward query paired with 
an optimised bisection method. The method is further equipped with a policy 
extraction technique that enables an effective integration into the abstraction 
refinement scheme to solve conditional reachability queries on colored MDPs. 
Our experiments on benchmarks from several application domains demonstrate
speed-ups up to multiple orders of magnitude compared to the restart method [7]. 

2 Preliminaries 

The set of probability distributions over a finite set . S is . Dist(S) = {μ : S →
[0, 1] | s∈S μ(s) = 1}, .Supp(μ) = {s ∈ S | μ(s) > 0} is the support of 
.μ ∈ Dist(S). 

Definition 1. A Markov decision process (MDP) is a tuple .M = (S,Act ,P, sI), 
wher e . S and .Act are finite sets of states and actions, .sI is an initial s tate, a nd
.P : S × Act Dist(S) is a (partial) transition proba bility function such that
.Act(s) = {α ∈ Act | P(s, α) is defined = ∅ for al l .s ∈ S. 

We fix an MDP .M = (S,Act ,P, sI). . = |{(s, α, s ) | P(s, α)(s ) > 0}|
denotes the size of .M.  An  MDP  is  acyclic if all cycles in its transition graph are 
self-loops. A path of MDP .M is an infinite sequence .π = s0

α0−→ s1
α1−→ . . . with 

.αi ∈ Act(si) and .si+1 ∈ Supp(P(si, αi)) for a ll .i ≥ 0. .PathsM denotes the set 
of paths o f .M. A finite path .π̂ = s0

α0−→ . . .
αn−1−−−→ sn is a finite prefix of a path
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ending in state .last(π̂) = sn. For a set of states .G ⊆ S we define the set of paths 
that eventually reach a state in . G as 

. ♦G = s0
α0−→ s1

α1−→ · · · ∈ PathsM si ∈ G for some i ≥ 0 .

A polic y .σ for .M maps finite paths .π̂ of .M to enabled actions . σ(π̂) ∈
Act(last(π̂)). The set of all policies for .M is denoted a s .ΣM,  when  .M is clear 
from context, we also write . Σ. A memoryless policy satisfies .σ(π̂) = σ(π̂ ) for all 
finite paths . π̂ and .π̂ with .last(π̂) = last(π̂ ).  As  usual,  we  also  wri  te . σ : S → Act
for memoryless policies, mapping last states to actions. MDP .M and policy . σ
for .M induce a probability measure .PrσM on measurable sets of paths defined 
via a standard cylinder set construction [6]. For two measurable sets of paths
.Π1,Π2 ⊆ PathsM, the conditional probability o f .Π1 given .Π2 is defined a s 

. PrσM(Π1 | Π2) = Prσ
M(Π1∩Π2)/Prσ

M(Π2).

The probability is undefined i ff .PrσM(Π2) = 0. We d efine 

. Prmax
M (Π1 | Π2) = sup PrσM(Π1 | Π2) σ ∈ ΣM with PrσM(Π2) = 0 .

.Prmin
M (Π1 | Π2) is defined similarly. When .M is clear from context and . s ∈ S

is a state of .M, we also write .Prσs , .Prmax
s ,  and  .Prmin

s for the corresponding 
probability measures that arise from replacing the initial state of .M by . s. 

A reward function .R : S × Act × S → R for MDP .M assigns a reward to 
transitions. The reward accumulated on a path .π = s0

α0−→ s1
α1−→ . . . until 

reaching a s et .T ⊆ S is given b y .R♦T (π) = 0≤i<min{n∈N|sn∈T} R(si, αi, si+1).1 
The expected total reward of .M for .R♦T under a policy .σ ∈ ΣM is the expected 
value of the accumulated reward: .Exσ

M(R♦T ) =
π

R♦T (π) dPrσM(π).  As  f  or  
.PrσM, we write .Exmax

M and .Exmax
s for the maximal expected values (assuming 

initial state .s ∈ S). The values .Exmax
s (R♦T ) for eac h .s ∈ S coincide with the 

least fixed poin t .x : S → R of the Bellman operator . Φ : (S → R) → (S → R)
given b y .Φ(x)(s) = maxα∈Act(s) s ∈S P(s, α, s ) · x(s ) + R(s, α, s ) for 
.s /∈ T and .Φ(x)(s) = 0 for .s ∈ T . Common algorithms for computing . Exmax

s (R)
for eac h .s ∈ S are based on linear programming, policy iteration, and value 
iteration. When mixtures of positive and negative rewards are present (as in 
our case), these algorithms commonly require collapsing end components as a 
preprocessing to ensure a unique fixed point of the Bellman operator [1]. 

3 Deciding Conditional Reachability Properties 

This section presents our new approach for answ ering the follo wing problem.

1 In our setting, this sum always converges to a finite value. Generally, it might be 
infinite or undefined—due to possible mixtures of positive and negative rew ards.
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Fig. 1. Example MDPs .M1 (left) and .M1 (right). 

Problem 1: Conditional Reachability Threshold Problem 
Given an MDP M with sets of states G, E ⊆ S and a threshold λ ∈ [0, 1], 
decide whether Prmax 

M (♦G | ♦E) ≤ λ .

For the rest of the section, we fix an MDP .M with state sets .G,E ⊆ S. 
We assume that the conditional probabilit y .Prmax

M (♦G | ♦E) is defined, i.e., 
.PrσM(♦E) > 0 for some .σ ∈ ΣM. This assumption can be checked using stan-
dard qualitative MDP model checking algorithms [6]. The restart method o ut-
lined in [7] provides a polynomial time algorithm for computing . Prmax

M (♦G | ♦E)
and thus for solving Problem 1. Roughly, the approach constructs a new M DP
.M from .M, where transitions leading to states that do n ot reach the condi-
tion .E are rewired to the initial state. The conditional reachability probabilit y
.Prmax

M (♦G | ♦E) ≤ λ in .M coincides with the (unconditional) reachability prob-
ability .Prmax

M (♦G) in .M . The latter can be computed using standard MDP 
model checking methods. Since .M has approximately the same size a s .M,  the  
linear programming approach yields a p olynomial time algorithm for Problem
1. 

Example 1. Fig. 1 shows an acyclic MDP .M1 and the corresponding MDP . M1

that arises from applying the restart method f or the conditional probability
.Prmax

M (♦{g} | ♦{e}).  I  n  .M1, transitions that are rewired to the initial state 
are depicted in red. In .M1, these transitions lead t o .s⊥ which cannot reach . e. 
We have .Prmax

M (♦{g} | ♦{e}) = Prmax
M1

(♦{g}) = 0.5. However, computing the 
reachability probability i n .M1 is challenging due to its cyclic structure. A similar 
MDP is used in [19, Fig. 3] to illustrate convergence issues of value i teration.

We present an alternative approach for answering Problem 1 that does not 
introduce loops into the MDP structure. Let . ΣM,E = {σ ∈ Σ | PrσM(♦E) > 0}
denote the set of policies that reac h . E with positive probability. Our procedure 
is based on the following key observation (proof in [35]). 

Theorem 1. Fo r .λ ∈ [0, 1] and .∼ ∈ {<,≤,=,≥, >}: 

.Prmax
M (♦G | ♦E) ∼ λ iff max

σ∈ΣM,E

PrσM(♦G ∩ ♦E) − λ · PrσM(♦E) ∼ 0.
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Fig. 2. Example MDPs .M2 (left), .M2, (middle), .M̃2 (right). The initial component 
is shown in blue, together with all their actions that are not exits. All unmarked 
transition probabilities are uniformly distributed ov er all transitions of an action.

Using Theorem 1, our approach is to answer Problem 1 by computing the 
va lue 

. V (λ) := max
σ∈ΣM,E

V σ(λ) with V σ(λ) := PrσM(♦G ∩ ♦E) − λ · PrσM(♦E)

and comparing it against 0. The computation of .V (λ) is done in two s teps. 
(1) Restate .V σ(λ) as an expected total reward. (2) Construct a n equivalent M DP
.M for which the s et .E is reached with positive probability under a ll policies 
(i.e., .ΣM ,E = ΣM ). After step (2), standard MDP algorithms for expected 
total rewards can be employed to decide .V (λ) ≤ 0. 

Step 1: Reward Characterization. The value .V (λ) above is characterized 
using an expected total reward for the reward function .Rλ for .λ ∈ [0, 1],  give  n  
as: 

. Rλ(s, α, s ) =

⎧
⎪⎨

⎪⎩

Prmax
s (♦G) − λ if s ∈ E

Prmax
s (♦E) · (1 − λ) if s ∈ G \ E

0 otherwise

Intuitively, once a state in .E is reached, a policy . σ that maximizes .V σ(λ) as 
above must maximize the probability to also reach . G. Similarly, once a state in 
. G is reached, such a policy maximizes the probability to also reach . E. 

Lemma 1. . V (λ) = max
σ∈ΣM,E

Exσ
M Rλ

♦G∪E

Proof (sketch). We can write .V σ(λ) as an expected value of a function .fλ with 

. fλ(π) = π ∈ ♦G ∩ ♦E − λ · π ∈ ♦E .

The (maximal) expected values of .fλ and .Rλ
♦G∪E coincide. 

We now exemplify how we apply the reward c haracterization to solve Problem
1.
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Example 2. Consider the example in Fig. 2, for which we solve an instance of 
Problem 1 with the property .Prmax

M2
(♦{s4} | ♦{s5, s6}) ≤ 1/2.  By  Theorem  1 we 

need to compute .V (1/2). Thus, we consider the reward function .R1/2 on .M2. 
By definition we must compute the rewards for transitions into .E = {s5, s6}, 
these gain a reward of .Prmax

s5
(♦{s4}) − 1/2 = 2/3 − 1/2 = 1/6, . Prmax

s6
(♦{s4}) =

0 − 1/2 = −1/2 respectively, and transitions in to .G = {s4}: . Prmax
s4

(♦{s5, s6}) ·
(1 − 1/2) = 0 · 1/2 = 0. The memoryless policy . σ(s1) = α, σ(s2) = β, σ(s3) = α

has maximal reward .Exσ
M2

(Rλ=1/2
♦{s4,s5,s6}) = 1/12. The policy . σ reaches .E with 

positive probability, thus .σ ∈ ΣM2,E , and since .Exσ
M2

(Rλ=1/2
♦{s4,s5,s6}) > 0,  the  

property does not hold (Theorem 1). 

Step 2a: Preprocessing .M. The example above does not yet discuss a method 
to find a policy .σ ∈ ΣM,E . We first simplify the expected total reward query 
by considering the MDP .M obtained from .M by making the states i n . G ∪ E
absorbing, i.e., all outgoing transitions of each state .s ∈ G ∪ E are replaced by 
a  self-loop  .s ⊥−→ s. For ease of notation, reward functions .R for .M also apply t o 
.M ,  whe  re  .R(s,⊥, s) = 0 for a ll .s ∈ G ∪ E.  O  n  .M , we consider a new s et of 
terminal states

. T := E ∪ s ∈ G Prmax
s (♦E) > 0 .

Intuitively, paths o f .M that reach a state in .G \ T (without visiting a s tate in 
. E before) have rewa rd . 0 and do not reac h . E. 

Example 3. Consider .M2, in Fig. 2.  We  have  .T = {s5, s6}. The goal state 
.s4 ∈ G is  not  part  o  f . T , since it has no path to the evidence set .E = {s5, s6}. 

The following lemma establishes that .V (λ) can be obtained by computing 
(i) the non-zero rewards of .Rλ and (ii) an optimal expected total reward on 
.M . The former can be derived using two standard MDP model checking calls 
to obtain the probabilities .Prmax

s (♦G) for eac h .s ∈ E and .Prmax
s (♦E) for eac h 

.s ∈ G \ E. 

Lemma 2. . V (λ) = max
σ∈ΣM ,T

Exσ
M Rλ

♦T

Proof (Sketch). Given a policy .σ ∈ ΣM,E , we obtain a policy .σ ∈ ΣM ,T that 
mimics . σ until an absorbing state .s ∈ G∪E is reached. Similarly, for a policy . σ ∈
ΣM ,T a policy .σ ∈ ΣM,E is constructed that mimics .σ until a state in . G ∪ E
is reached from which point on the policy . σ mimics a policy that maximizes the 
probability to reach . E. In both cases, we hav e .Exσ

M Rλ
♦G∪E = Exσ

M Rλ
♦T . 

Remark 1 (Minimal Conditional Probabilities). Our approach can be straight-
forwardly generalized to minimal conditional probabilities . Prmin

M (♦G | ♦E)
except one edge case: For the equivalent of Lemma 2,  we  might  hav  e . ΣM ,T = ∅
even if .ΣM,E = ∅. This case occurs if all paths that reach .E visit a state in 
.G\T = {s ∈ G | Prmin

s (♦E) = 0} before. If this holds, we g et . Prmin
M (♦G | ♦E) =

1.
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Step 2b: Discard Policies with Undefined Value. Using our process-
ing from Step 2a, we may assume an MDP .M with terminal states . T ⊆
S, all absorbing, and a reward function .Rλ : S × Act × S → R where 
.Rλ(s, α, s ) = 0 implies .s ∈ T . We now provide an approach to decide whether
.maxσ∈ΣM,T

Exσ
M(Rλ

♦T ) ∼ 0 for .∼ ∈ {<,≤,=,≥, >}. Our procedure then allo ws 
to decide Problem 1 using Lemma 2 and Theorem 1. The challenge is to limit the 
expected total reward analysis to policies .σ ∈ ΣM,T that reac h . T with non-zero 
probabilit y. 

For a policy .σ ∈ ΣM,  the  s  et  . ReachM(σ) = s ∈ S PrσM(♦{s}) > 0
contains states that are reachable from the initial state .sI of .M under . σ with 
non-zero probability. F or .σ ∈ ΣM \ ΣM,T ,  the  s  et  . T is reached with probabilit y 
0, i.e., .ReachM(σ) ∩ T = ∅. Furthermore, for each state .s ∈ ReachM(σ),  there  
is a policy under which . T is reached from . s with probability 0, yielding 

. CI :=
σ∈ΣM\ΣM,T

ReachM(σ) ⊆ s ∈ S Prmin
s ♦T ) = 0 .

We call the s et .CI ⊆ S the initial component of .M and observe that strategies 
reaching . T must exi t .CI eventually. We emphasise that .CI does not need to be 
a strongly connected component and is th us not a (traditional) end c omponent.

Example 4. Consider .M2, from Fig. 2. The initial component of .M2, with 
states .CI = {s1, s2, s3, s4} is highlighted. It is not strongly connected. For each 
of its states there exists a policy which stays inside .CI . For example for state . s2, 
the policy .σ(s2) = α, σ(s3) = α never reaches a state in .T = {s5, s6}. 

Lemma 3. For all policies .σ ∈ ΣM: 

. PrσM(♦T ) > 0 iff σ ∈ ΣT,M iff PrσM(♦(S \ CI)) > 0.

Proof. The first equivalence is by definition of .ΣT,M.  Moreove  r,  . PrσM(♦T ) > 0
implies .PrσM(♦(S \ CI)) > 0 because .CI does not contain any state in . T , i.e., 
.T ⊆ (S \ CI). Finally , .PrσM(♦T ) = 0 implies .PrσM(♦(S \ CI)) = 0 because f or 
.σ /∈ ΣT,M we have .ReachM(σ) ⊆ CI by definition of .CI and . PrσM(♦{s}) = 0
for a ll .s ∈ (S \ ReachM(σ)) ⊇ (S \ CI). 

If .CI = ∅, there is no policy .σ ∈ ΣM \ ΣM,T , i.e. .ΣM,T = ΣM. We a ssume 
.CI = ∅. Lemma 3 yields that .σ ∈ ΣT,M iff there is some state . s ∈ CI ∩
ReachM(σ) via which the initial component is exited, i.e. . (s, σ(s)) ∈ Exits(CI)
for 

. Exits(CI) := (s, α) ∈ S × Act s ∈ CI , α ∈ Act(s), and Supp(P(s, α)) CI .

We construct a new MDP .M̃ from .M where the choice of an exiting state-action 
pair is explicit, while ensuring that the maximal expected reward is p ositive in
.M iff it is positive in .M̃.
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Definition 2. The elimination of the initial component .CI = ∅ of .M yields 
the MDP .M̃ = (S̃=(S \ CI) ∪ {sI , s⊥},Act ∪ Exits(CI) ∪ {⊥}, P̃, sI),  whe  re  
.P̃ is defined as follows—using .μs,α ∈ Dist(S̃) with .μs,α(s ) = P(s, α)(s ) for 
.s ∈ S \ CI and .μs,α(s⊥) = s ∈CI P(s, α, s ): 

. P̃(s, α) =

⎧
⎪⎨

⎪⎩

μs,α if s ∈ S \ CI , α ∈ Act ,
μse,αe

if s = sI , α = (se, αe) ∈ Exits(CI).
{s⊥ 1} if s = s⊥, α = ⊥.

The reward function .Rλ for .M is straightforwardly applied t o .M̃. In p articu-
lar, .R(s, α, s ) only depends on . s and only assigns non-zero values for .s ∈ S\CI . 

Example 5. The initial componen t .CI of .M2, from Fig. 2 (middle) has tw o 
exits: .(s2, β) and .(s3, β). Eliminating .CI results i n .M̃2 in Fig. 2 (right). The 
transition probabilities o f .(s2, β) are modified such that the probability of going 
back into the initial component is instead redirected to the state .s⊥. 
Lemma 4. Fo r .∼ ∈ {<,≤,=,≥, >}: 

. max
σ∈ΣM,T

Exσ
M(Rλ

♦T ) ∼ 0 iff max
σ̃∈ΣM̃

Exσ̃
M̃(Rλ

♦T ) ∼ 0.

Proof (Sketch). For the implication, l et .σ ∈ ΣM,T be a policy of .M that max-
imises the expected rewa rd .Exσ

M(Rλ
♦T ) among all policies i n .ΣM,T .  We  construc  t  

a policy . σ̃ of .M̃ such that the comparisons of the induced expected rewards 
to zero coincide. To see this, consider a case distinction on .val(s, α) defined 
for .(s, α) ∈ Exits(CI) as . val(s, α) = s ∈S\CI P(s, α, s ) · (Exmax

s (Rλ
♦T ) +

Rλ(s, α, s )): 

– If .val(s, α) > 0 for some .(s, α) ∈ Exits(CI), then the maximal expected 
reward in .M is positive (as . σ is optimal, it will prefer staying inside the initial 
component .CI and collect zero reward over picking an exit with negative 
value). Policy . σ̃ for .M̃ mimics  this  by  picking  that  exit in . sI . 

– If .val(s , α ) ≤ 0 for a ll .(s , α ) ∈ Exits(CI) and .val(s, α) = 0 for s ome 
.(s, α) ∈ Exits(CI), the maximal expected reward in .M is 0 due to a s imilar 
argument and . σ̃ for .M̃ can select an action at .sI with zero v alue. 

– Otherwise, if .val(s, α) < 0 for a ll .(s, α) ∈ Exits(CI), all policies induce a 
negative value and the choice of . σ̃ does not m atter. 

For the converse, any policy .σ̃ ∈ ΣM̃ can be converted to a policy . σ ∈ ΣM,T

such that the comparisons of the induced expected rewards t o zero coincide. In 
particular, if .σ̃(sI) = (s, α),  then  . σ mimics this by only exiting .CI via the exit 
.(s, α). Paths o f .M that do not take that exit gain zero r eward.
Example 6. Recall the reward function .Rλ for .λ = 1/2 of .M2, from Example 2. 
Applying .Rλ on .M̃2 gives a reward of .1/6 to the transitions in to . s5,  and  a  re  ward  
of .−1/2 to the transitions in to . s6. The maximum expected reward is attained by 
the policy .σ(sI) = (s2, β), which induces .Exσ

M2
(Rλ

♦{s5,s6}) = 1/3. While this 
value is not equal to the value found in Example 2, it is on the same side of zero.
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Efficiently Handling Acyclic MDPs. For acyclic MDPs, expected total 
rewards and reachability probabilities can be computed in linear time with 
dynamic programming [29]. Our constructions preserve a cyclicity. 

Proposition 1. For acyclic MDPs, Problem 1 can be solved i n .O( ) time. 

Policy Extraction. Applications—for example planning problems, c olored 
MDPs (Sect. 5), and our policy tracking optimization from Sect. 4—often require 
extracting an optimal policy o n .M which witnesses .Prmax

M (♦G | ♦E) ∼ λ, i.e., 
.V (λ) ∼ 0. In contrast to standard reachability probabilities, memoryless policies 
are not sufficient for conditional reachability [2]. Inspired by [2,7], we split the 
behavior of the policy into three memory states: i) neither . G nor . E states were 
reached yet, ii) some state .s ∈ G was reached, and iii) some state .s ∈ E was 
reached. Intuitively, in ii) and iii) we seek the optimal policy for query . Prmax

M (♦E)
and .Prmax

M (♦G), respectively. In case i), we directly use .σ̃(s) obtained by s olving 
.M̃ for states .s /∈ CI . Finally, we construct the policy for states in .CI . The action 
.σ̃(sI) defines the desired initial component exit, i.e., if .σ̃(sI) = (se, αe), then the 
constructed policy chooses .αe in state . se. For the other states i n .CI we compute 
a policy that reach es .se with non-zero probability while only taking a ctions that 
stay in .CI , which can be implemented b y standard graph algorithms.

Example 7. Continuing from Example 6, the policy .σ̃(sI) = (s2, β) induced the 
maximum value of .V (1/2) in .M̃2. The policy for .M2 will have three m emory 
states: .σ : {m∅,mE ,mG} → S → Act . .σ (mE) and .σ (mG) (case ii and iii) take 
the only available action in the goal and evidence states. For .σ (m∅) (case i), w e 
assign .σ (m∅)(s2) = β as it is the chosen exit. The other initial compo nent states 
get assigned the actions .σ (m∅)(s1) = α and .σ (m∅)(s3) = α since .σ needs to 
reac h .s2 and otherwise stay in .CI to avoid reaching an e vidence s tate.

4 Computing Optimal Conditional Reachability 

This section concerns optimal conditional reac hability p robabilities:

Problem 2: Conditional Reachability Optimization Problem 
Given an MDP M with sets of states G, E ⊆ S and a precision ε ∈ [0, 1] , 
compute a value λ with |λ − Prmax 

M ( ♦G | ♦E)|  ≤  ε .

Our approach for Problem 2 embeds the idea of Problem 1 into a bisection 
algorithm outlined in Algorithm 1. The algorithm maintains a lower bound . 

and an upper bound . u on the optimal conditional probability. In each iteration, 
we check .Prmax

M (♦G | ♦E) ∼ λ for .∼ ∈ {≤,≥} and the midpoint . λ = ( + u)/2
using our techniques from Sect. 3. The bounds . and . u are updated accordingly, 
halving the width of the interval .[ ] in each step. 

Proposition 2. Algorithm 1 answers Problem 2 and f or .ε > 0 terminates within 
. log2(1/(2 · ε)) iterations.
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Input : MDP M with G, E ⊆ S , ε ∈ [0 , 1]
Output : λ ∈ [0, 1] with |λ − Prmax 

M (♦G | ♦E)|  ≤  ε 
1 ← 0  ;  u ← 1 // Invariant: ≤ Prmax 

M (♦G | ♦E) ≤ u 
2 while (u − )/2 >  ε  do 
3 λ ← ( + u)/2 // current candidate 

// using V (λ)  =  maxσ∈ΣM,E Prσ 
M(♦G ∩ ♦E) − λ · Prσ 

M(♦E) 

4 if V (λ) ≥ 0 then ← λ // λ is a lower bound 
5 if V (λ) ≤ 0 then u ← λ // λ is an upper bound 
6 return ( + u)/2

Algorithm 1: Bisection for Computing Optimal Conditional Probabilities

We discuss three modifications of the bisection algorithm. The first handles 
exact computations, i.e., .ε = 0. The latter two aim to accelerate convergence. 
All three modifications can be combined. Section 6 empirically compares them. 

Exact Computation. We exploit that .Prmax
M (♦G | ♦E) is a rational number to 

enable exact computations. Specifically, we adapt the candidate selection in Line
3 and pick the rational in the interval .[ ] with minimal denominator instead. 
The resulting procedure yields a traversal of the Stern-Brocot tree [17]  which  
allows us to find every rational in finitely many steps. To ensure progress, our 
implementation decides heuristically in each iteration whether (i) a candidate 
close to the middle of the search interval .[ ] is taken or (ii) whether a candidate 
in .[ ] with minimal denominator is taken. 

Terminating Early Through Policy Tracking For .σ ∈ ΣM,E , we write 
.V σ(λ) = PrσM(♦G∩♦E)−λ ·PrσM(♦E) as in Sect. 3. We say that . σ induces . V (λ)
if .V σ(λ) = V (λ). The next modification is based on the following observ ation:

Lemma 5. Le t .0 ≤ ≤ u ≤ 1.  A  policy  .σ ∈ ΣM,E that induc es .V ( ) and . V (u)
also induc es .V (λ) for al l .λ ∈ [ ]. 
Proof. For any .σ ∈ ΣM,E we have .V σ ( ) ≤ V σ( ) and .V σ (u) ≤ V σ(u).  Sin  ce  
.V σ (λ) and .V σ(λ) are linear in . λ, this yields .V σ (λ) ≤ V σ(λ) for all .λ ∈ [ ]. 

When updating the bounds . and . u in Lines 4 and 5, our modification of 
Algorithm 1 keeps track of a policy .σ that induces .V ( ) and a policy .σu that 
induces .V (u). If both policies coincide, they induce the optimal conditional prob-
ability. In particular, Lemma 5 yields that .σ∗ = σ = σu induces the optimal 
value .V σ(λ∗) = V (λ∗) for .λ∗ = Prmax

M (♦G | ♦E) ∈ [ ]. With Theorem 1,  w  e  
get .V σ∗

(λ∗) = 0, yielding 

. Prmax
M (♦G | ♦E) = λ∗ =

Prσ
∗

M(♦G ∩ ♦E)
Prσ

∗
M(♦E)

= Prσ
∗

M(♦G | ♦E) .

We finally evaluate the found policy . σ∗—by computing the above fraction—to 
obtain the resulting conditional probability.
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Example 8. We compute .Prmax
M2

(♦{s4} | ♦{s5, s6}) for MDP .M from Fig. 2 using 
policy tracking bisection. The bisection algorithm starts with the bounds . [0, 1]
and no upper or lower bound policies. The current candidate . λ becomes . 1/2.  As  
seen in Example 3, .V (1/2) ≥ 0, thus the lower bound becomes . 1/2,  and  the  lower  
bound policy i s .σ (s1) = α, σ (s2) = β, σ (s3) = α. Next, the c andidate b ecomes
.λ = 3/4 and .V (3/4) < 0. The upper bound is updated t o .3/4 and the upper bound 
policy turns out to be equal to the lower bound policy .σu = σ .  Thus,  we  ca  n  
apply Lemma 5 with .σ∗ = σ = σu and calculate . Prσ

∗
M2

(♦{s4} | ♦{s5, s6}) =
1/3
1/2 = 2/3. 

Advanced Bisection Bounds. The following results allow us to establish 
tighter bounds on the conditional probability based on the values .V (λ). 

Lemma 6. Le t .λ ∈ [0, 1].  I  f  .V (λ) ≥ 0 then 

. λ + V (λ)/Prmax
M (♦E) ≤ Prmax

M (♦G | ♦E) ≤ λ + V (λ)/Prmin
M (♦E) .

If .V (λ) ≤ 0 then 

. λ + V (λ)/Prmin
M (♦E) ≤ Prmax

M (♦G | ♦E) ≤ λ + V (λ)/Prmax
M (♦E) .

The proof is in [35]. When updating the bounds . and . u in Lines 4 and 5 
of Algorithm 1, sharper bounds based on the inequalities in Lemma 6 may be 
chosen. This modification requires pre-computing .Prmin

M (♦E) and .Prmax
M (♦E). 

5 Conditional Reachability in Colored MDPs 

Colored MDPs [3,21] extend MDPs by grouping states. Intuitively, policies must 
take the same action across a group. This model captures various synthesis prob-
lems where additional constraints on policies are imposed. Each policy . σ that 
satisfies these constraints induces an MC .Mσ. Colored MDPs thus compactly 
represent families of MCs, each i nduced by such a policy.

This section shows how the methods above can be effectively com bined with 
an abstraction-refinement (AR) method [3] to solve conditional reachability prob-
lem for families of MCs, represented by colored MDPs. In the experiments, we 
use this for probabilistic program verification and monitoring benchmarks.

For conciseness, we use a simplified definition of colored MDPs from [25]: 

Definition 3 (Colored MDPs). A colored MDP is a tuple .MC = (M, C, c), 
wher e .M is an MDP with states . S, .C is a set of colors, and .c : S → C. 

Definition 4 (Color-Consistent Policy). A memoryless policy . σ for a col-
ored MDP is color consistent, if for all states . s, . s : .c(s) = c(s ) implies 
.σ(s) = σ(s ).
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Fig. 3. (left) Colored MDP .MC with underlying MDP from Fig. 2. The coloring 
restricts the policy space to policies where .σ(s2) = σ(s3) (.s5 and .s6 are irrelevant 
as only one action is available here). (right) three Markov chains in the family of MCs 
given by color consistent policies in .MC . 

Policy synthesis for colored MDPs asks for a color-consistent policy such that 
the reachability probability exceeds a given threshold. This problem is NP-hard, 
but efficien t heuristics based on abstraction-refinement, counterexample gener-
alization, and SMT exist [3,21]. We lift the problem to c onditional reachability .

Problem 3: Threshold Conditional Reachability for colored MDPs 
Given a colored MDP MC =  (M,  C,  c) with G, E ⊆ S and λ ∈ [0, 1], decide 
whether there is a color-consistent policy σ such that P  r  σ 

M(♦G | ♦E) ≥ λ .

In the remainder of this section, we clarify the connection of colored MDPs 
to family of MCs and adapt the AR algorithm from [3]  to  our  Problem  3. 

Family of MCs. Many synthesis problems consider MDPs under a restricted 
set of policies. The set of induced Markov chains is a family :

Definition 5 (Family of MCs). A  family  of  MCs .F given by colored MDP 
.MC is defined a s .F = {Mσ | σ is a colored consistent policy for MC}. 
Example 9. Consider the colored MDP .MC in Fig. 3 with underlying MDP from 
Fig. 2 and a coloring with .c(s2) = c(s3), so color-consistent policies m ust s atisfy
.σ(s2) = σ(s3). While the underlying MDP has eight policies, only four are 
color consistent, corresponding to the three MCs in Fig. 3:  (.M1)  from  . σ(s1) =
α, σ(s2) = σ(s3) = β,  (.M2)  from  .σ(s1) = σ(s2) = σ(s2) = α,  and  (.M3) 
.σ(s1) = β, σ(s2) = σ(s3) = α/β where .s2 and .s3 unreachable. 

While an arbitrary family of MCs can be encoded as a colored MDP, the 
efficiency of this encoding depends on the similarity of the MCs in the family [3]. 
Synthesis problems are not given by families of MCs, but immediately by colored 
MDPs, which are concise if the transition relation for most states c oincides across 
family members. Previous work shows use cases where families of over .10100 MCs 
are efficiently represented via colored MDPs [3].
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Abstraction Refinement for Colored MDPs. Consider a c olored MDP 
.MC = (M, C, c) and a constrain t .≥ λ. Since the consistent policies i n .MC are 
a subset of all policies, .M provides a sound abstraction o f .MC . Therefore the 
policy .σmax maximising the conditional probabilit y .PrM(♦G | ♦E) in the M DP 
.M provides the upper bound .ub on maximal conditional probability achieved 
by any consistent policy i n .MC .  I  f  .ub < λ then all policies, including the con-
sistent policies violate .≥ λ and thus there is no consistent policy s atisfying the 
constraint. If .ub ≥ λ and .σmax is consistent, we have the solution of Problem 3. 
In all other cases, we cannot draw any conclusion and the abstraction needs to 
be refined.

The goal of the refinement is to remove the inconsistent policy .σmax from 
the policies in the abstraction. This is achieved by splitting the set of p olicies
in .M into two (disjoint) subsets such that .σmax is not included in e ither subset. 
Let .σmax be inconsistent in the states . s and . s , i.e. .c(s) = c(s ) while . σ(s) = α
and .σ(s ) = β (where . α and . β are two different actions). We can efficiently 
represent the subsets by two (colored) sub-MDPs .M1 and .M2.  I  n  .M1,  w  e  
disable . α in states . s, . s while in .M2, we disable . β. Any consistent po licy from 
.M exists in either .M1 and .M2. Hence, the AR leads to an iterative algorithm 
that analyses a sequence of colored MDPs .MC

i = (Mi, C, c). In every iteration, 
either a satisfying consistent policy is found or .MC

i is either discarded ( if .ub < λ), 
or refined. The finite number of policies i mplies termination of the algorithm.

Example 10. Take the colored MDP .MC from Fig. 3 and a threshold .≥ 0.6 = λ. 
We obtain .Prmax

M (♦G | ♦E) = 2
3 and policy .σmax with . σmax(s1) = σmax(s3) = α

and .σmax(s2) = β. Since the value exceeds . λ, we check policy consistency. The 
policy is inconsistent: it selects different actions in .s2 and . s3. We refine the 
abstraction into two disjoint colored sub-MDPs: .MC

1 , . α is enforced in .s2 and . s3, 
and .MC

2 ,  whe  re  . α is not allowed i n . s2, . s3.  I  n  .MC
1 no policy reaches evidence 

states, so no policy can satisfy the threshold. For .MC
2 , we obtain . Prmax

M2
(♦G |

♦E) = 5
9 < λ. Hence .MC

2 is also discarded. Thus, no consisten t policy s atisfies
.λ ≥ 0.6 in .MC . 

Refinement for Conditional Reachability. We integrate the approaches in 
Sects. 3 and 4 with abstraction refinemen t [3] and outline differences to the stan-
dard reachability case. First, for Problem 3, the use of Sect. 3 suffices. Second, 
the policy .σmax is typically inconsistent in several states, which raises a design 
choice for the refinement strategy. In [3], the heuristic is based on prioritizing 
states based on the expected number of visits multiplied by the probability of 
reaching the goal from that state, both under .σmax. Conditional reachability 
queries do not provide these probabilities for every state [2]. Based on our pre-
liminary experiments, we use a simple backward refinement that always refines 
the inconsistent state that has the maximal distance from . sI .
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6 Experiments 

We compare the restart method [7] with our novel total reward reduction (treat ) 
based methods in Sects. 3 and 4. We answer the follo wing research questions:

(RQ1). What is the fastest way to solve Problem 1 and Problem 2 (on MDPs)? 
(RQ2). Can the novel algorithms for the computation of conditional prop erties 

speed up solving of Problem 3 (on colored M DPs)? 
(RQ3). How does explicit support for conditional reachability in Storm [22] 

affect runtime monitoring experiments as in [24]? 

Summary of the Results. For (RQ1), the use of our new algorithms speeds up 
the computation on most benchmarks, for both floating-point and exact compu-
tations. The floating point results are accurate, whereas they are not always for 
the old restart method, and the performance has improved by orders of magni-
tude on some (acyclic) benchmarks. For (RQ2), the results demonstrate not only 
the feasibility of adapting abstraction-refinement towards conditional probabili-
ties, but also the importance of across-the-board performance improvements on 
small/easy MDPs in this setting for both floating-point and e xact computations. 
Beyond what is reported in (RQ1), the answers to (RQ3) highlight the impact 
of preprocessing, where already the old restart method with the novel prepro-
cessing outperforms t he previous ‘outside’ construction of the restart MDP and
its analysis by up to orders of magnitude.

Setup. We run single-threaded experiments on an AMD Threadripper 5965wx, 
with a 10 min timeout for RQ1 and RQ3 and a 15 min timeout for RQ2. Memory 
consumption remains below 32 GB RAM. In the experiments, we report t he 
model checking times, which exclude loading the model (from an explicit-state 
input) but include the necessary preprocessing. The supplementary material [11] 
contains all data points and the source code used to perform the expe riments.

RQ1 Computing Conditional Properties on MDPs 

Implementation. All methods (including restart) are implemented within the 
model checker Storm [22] and share the same process of model building and 
preprocessing, including the elimination of the initial component (Definition 2) 
All methods support exact and floating-point arithmetic and can be instantiated 
with any MDP solver. Here, we focus on the standard configurations in Storm2 . 

Benchmarks. We use 318 benchmarks from four sources. (1) We use (all) MDP 
benchmarks from [7,26], which are adapted from standard benchmarks (consen-
sus, wlan). (2) From runtime monitoring for MDPs [24], we collect challenging 
benchmarks3 using the same approach that was used to create benchmarks in [20]
2 with exact guarantees using exact arithmetic and value iteration without hard guar-

antees for floating point arithmetic: like [20], we observed that benchmarks where 
VI is wrong yield timeouts for o ptimistic VI.

3 Which are not solved by all approaches within a .0.1 seconds. 
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Fig. 4. Runtime for solving Problem 1: restart vs treat. Exact arithmetic left, numerical 
computations right. Points refer to benchmark instances (from: BNs, MDPs, IMCs, 
RunMon). Points above the diagonal correspond to a speedup of treat,  points  above  
dashed lines to a 10x or 100x speedup.

(refuel, patrol, evade). (3) We use MDPs from (uncertain/parametric) Bayesian 
networks [32], which correspond to the MDP semantics for the (interval) MCs [4] 
underlying these Bayesian networks (BNs) (alarm, child, and others). (4) Simi-
larly, we add (interval-based) uncertainty to (all) MC benchmarks from [7,26], 
which are adapted from standard benchmarks (brp, egl, crowds) and translate 
them to MDPs as above. Where applicable, we evaluate models on m ultiple 
properties. The runtime monitoring, BN and the brp benchmark are acyclic.

Solving the Threshold Problem. We compare restart with treat. In Fig. 4 we 
provide a log-log scale scatter plot, where points correspond to benchmarks and 
provide a run time comparison between two methods.

The Exact Case. We observe a considerable speed-up (.>2×)  on  many  models  
and a multi-order magnitude speed-up on some models. For a few benchmarks, 
the impact of the method choice is marginal as the initial component elimination 
alone yields tiny MDPs. The highest speed-up occurs on acyclic models with large 
initial components, where treat uses dynamic programming and restart requires 
repeated e xact LU decompositions for the policy iteration.

The Numerical Case. Numerical approaches relying on restart do not (always) 
converge, as was observed before [20,26]. Even when thresholding, this does lead 
to some errors: These errors are not due to unfortunate selections of thresholds, 
but due to values being completely off. For benchmarks where the numerical 
computations converge, we see significantly lower runtimes and a similar picture 
as in the e xact case, although the effects are less pronounced.

Solving the Optimization Problem. We compare restart with bisection-
variants on top of treat: We use standard (bis-std) and advanced bounds (bis-adv) 
and run it without and with policy tracking (pt-bis-std, pt-bis-adv). In Fig. 5,  we  
compare pt-bis-std – the empirically strongest configuration – with restart. With 
exact arithmetic, results coincide and are used as a ground truth, whereas the
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Fig. 5. Runtime for solving Problem 2: restart vs pt-bis-std, analogous to Fig. 4. 

Fig. 6. Runtime for solving Problem 2. Left: Exact arithmetic bis-std vs pt-bis-std. 
Righ t: . -optimal pt-bis-std vs. exact restart. Legend as in Fig. 4. 

numerical methods sometimes yield significant errors4 . The supplementary mate-
rial contains additional scatter p lots.

The Exact Case. The configuration pt-bis-std overall outperforms restart, but not 
on every model: The restart suffers significantly on acyclic models, but computing 
an exact and potentially exponentially large r ational number with bisection can 
also be challenging. In fact, while restart times out 60. ×, bis-std and bis-adv 106. ×
and 9 7. ×, respectively. Policy tracking is effective, see also Fig. 6(left) and reduces 
time-outs to 9. × for pt-bis-std and 5 7. × for pt-bis-adv . 

The Numerical Case. The restart method does not reliably provide accurate 
results (as before) and provides wrong results on 171 benchmarks, whereas pt-
bis-std is always correct and solves many of them instantly. The overhead of any 
bisection method is limited as the number of iterations required to c onverge to
a target precision of .10−6 is upper bounded to twenty for the most naive bisec-
tion strategy possible. Indeed, our bisection variations all yield lower number of 
iterations. Standard bis-std times out 13.× compared to 6-7.× for any improved 
va riant. 

Exact .ε-Guarantees. Due to the slow convergence of VI, solving reachabilit y with 
exact arithmetic up to an .ε-error is not effective. However, when using bisection-
based methods, we can use treat for computing exact results, but terminate
4 We mark results that have a relative error .> 10−3 as incorrect, unless ground truth 

and reported result are .< 10−8. We use these liberal interpretation numbers to 
highligh t the significance of the errors.
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Table 1. Performance comparison for color MDP problems. We report runtime in 
seconds and number of iterations per second. The left side reports results for numerical 
computation and the right side reports results for exact computation. The boldface 
values denote the f astest algorithm for each computation type.

Model .|MC | .|S| numerical exact 
treat pt-bis-std restart treat pt-bis-std restart 
time it/s time it/s time it/s time it/s time it/s time it/s 

ceas-4-10 1e6 265 . <1  s  1978. <1  s  1978 120 s 1 . <1  s  848 . <1  s  712 . <1  s  574 
ceas-10-8 1e8 451 29 s 1500 30 s 1459 TO . <1 66 s 654 71 s 610 86 s 507 
ladder 8.6e11 251 TO 1204 TO 1157 TO 917 TO 411 TO 356 TO 196 
ladder-in 8.6e12 503 305 s 517 315 s 532 TO . <1 742 s 225 TO 163 TO 130 
dpm 1620.0 1976 4  s 75 46 s 6 TO . <1 9  s 29 TO . <1 14 s 19 
dpm-q 1.6e4 1733 5  s 58 49 s 6 TO . <1 10 s 28 TO . <1 15 s 19 
virus 1.2e4 118 2  s 1312 TO . <1 5  s 659 12 s 344 205 s 19 10 s 414 
airport 1.3e12 51 58 s 4726 94 s 4754 TO 3329 204 s 1339 194 s 2299 631 s 2142 
airport-b 1.8e14 115 21 s 1583 29 s 1610 TO 565 39 s 852 60 s 786 361 s 672 

once the exact result is approximated up t o .10−6. As in the numerical case, this 
efficiently bounds the number of i terations, but provides strong guarantees. The
resulting Fig. 6(right) clearly shows the advantages of the no vel approac h.

RQ2 Computing Conditional Properties on Colored M DPs

Implementation and Setup. We extended PAYNT [3],  a  tool  for  solving  colored  
MDPs, to support conditional reachability. PAYNT uses Storm internally for 
model checking DTMCs and MDPs. Therefore, we can e valuate the advantage of 
treat versus restart in the context of Problem 3. We also evaluate the effect of only 
thresholding against computing the optimal value: In particular, we compare 
with pt-bis-std that typically provides the b est performance (see RQ1; results 
for the other bisection methods are presented in [35]). We report the overall 
runtime for Problem 3 and the abstraction-refinement iterations per second, for 
n umerical and e xact computations.

Benchmarks. We use benchmarks from three different domains. (1) probabilistic 
program verification: the Caesar cipher (ceas) with different input length and 
alphabet size and two variants of ladder network (ladder) [23]  with  varying  pos-
sible inputs. (2) Families of MCs from PA YNT, but with conditional probability 
specifications (dpm [28],  virus). (3) Colored MDPs exported from monitor veri-
fication [25] where the problem is to verify whether a proposed m onitor has no 
missed alarms. Table 1 reports the number of color-consistent policies .|MC | in 
the colored MDP .MC and the number of underlying states . . 
Role of the Refinement Strategy. Different polices computed by the individual 
algorithms can significantly affect the abstraction-refinement strategy (in terms
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Table 2. Runtime monitoring examples: 3 methods, each evaluated on ten traces of 
250 steps. We report t he average and maximal time to evaluate a trace.

Model treat restart previous 
.tavg .tmax .tavg .tmax .tavg . tmax

airportB-3-300-30 0.42 0.54 6.71 12.2 21.7 23.9 
evadeI-10 0.10 0.12 0.35 0.44 1.37 2.67 
evadeV-9-3 0.86 1.71 6.62 24.8 17.6 54.1 
refuelA-50-80 0.29 0.38 1.00 1.39 3.38 6.13 

of the number of iterations and the structure of the hardness of the consecutive 
queries) and thus the o verall performance.

Using Treat vs Restart. For the numerical computation, the restart method is 
unable to solve a majority of the benc hmarks and treat based methods are clearly 
superior. Except for the .airport benchmarks, this is due to the timing for indi-
vidual queries. F or .airport, we observe the impact of the refinement strategy: 
despite a comparable number of MDP queries, restart times out. For the exact 
computation, the advantage of treat based m ethods is less prominent, but except 
for the smallest benchmarks restart still lags considerably behind.

Using Treat vs. pt-bi-std . In most cases, treat outperforms the bisection-based 
methods, since it reduces the number of value iterations needed to solve the 
given MDP query. However, the advan tage of treat can sometimes be mitigated 
by the impact of d ifferent policies on refinement.

RQ3 Runtime Monitoring Revisited 

In this experiment, we evaluate the impact of support for conditional probabil-
ities in MDPs into Storm in general and the use of treat in particular, when 
considering an application in runtime monitoring. In particular, we replicate
experiments from [24]. Somewhat simplified, that paper presents a method t hat 
takes a trace (of colors) . τ to compare a series o f conditional probabilities:

. Prmax
M (♦G | τ|1) ≤ λ, . . . ,Prmax

M (♦G | τ|n) ≤ λ,

where .Pr(♦G | τ|i) denotes the probability to reach states i n . G, given that the 
the states visited in the first . i steps match the coloring given in . τ . By unrolling, 
these queries can be reformulated in to .Prmax

M (♦G | ♦E) [7]. 

Setup. The previous approach put forward in [24] unrolls the MDP immediately 
into the restart MDP and computes the conditional reachability probabilities 
using off-the-shelf MDP reachability in Storm. We adapted the code to only 
unroll and use the conditional reachability model checking. In contrast t o RQ1, 
we did not filter for challenging individual instances, but run ten traces of 250
steps on models from the [24]-repository.
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Result. In Table 2, we observe not only the advantage of treat vs restart, but 
also how Storm provides efficient preprocessing that significantly improves the 
performance. The improvements in a verage time are particularly relevant for 
learning runtime monitors from data [25], whereas a low maximal response time 
is particularly relevant when deploying a monitor [9]. 

7 Conclusion 

Our novel approach to compute conditional reachability probabilities in MDPs 
clearly outperforms the previous state of the art. We show the benefits for var-
ious benchmarks from the literature, for Markov chain families, and in runtime 
monitoring applications. We would like to lift these approaches to symbolic state 
spaces and programs, as well as to interval MDPs or stochastic games. The exten-
sion towards Markov chain families raises additional questions how to generally 
handle specifications that require history-dependent policies. We furthermore 
hope to integrate support for conditional reachability into [21], which allows rea-
soning about families while directly supporting assumptions, e.g., on the reach-
ability of . E. 
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