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Abstract

E-commerce applications like online shopping, e-marketplaces, and e-banking are be-
coming more and more prevalent in our daily lives. While providing a lot of conve-
nience, these applications generally require the disclosing of sensitive personal data.
Typically, it is not transparent for their users what the personal data are used for. A
majority of users may be willing to share sensitive personal data on the Internet to some
extent when there is a balance between the involved benefits and drawbacks. How-
ever, this is certainly not the case if those data (e.g., one’s room for negotiation) have the
potential to adversely affect e-commerce transactions which, in particular, may occur
particularly in the context of online bartering marketplaces.

The research goal of this thesis is to advance the privacy-protection of online barter-
ing marketplaces such that users do not have to disclose private data (including their
offers/demands as well as the quantities thereof) to anyone in order to find suitable
trade partners. Our approach is to design privacy-preserving protocols that can be used
as a key component of a bartering system allowing its users to barter their commodities
in a privacy-preserving fashion. More precisely, we devise a novel privacy-preserving
bartering protocol for the two-party case providing security against active adversaries as
well as two novel privacy-preserving bartering protocols for the multi-party case which
provide security against passive and active adversaries, respectively. The focus of this
thesis is on the much more complicated multi-party case which, compared to the two-
party case, requires fundamentally different design approaches as well as the develop-
ment of novel privacy-preserving building blocks for comparison and selection opera-
tions that are of general interest beyond the context of bartering. Using our privacy-
preserving multi-party bartering protocols (which are shown to be practical for a limited
number of parties) as a key component, we model a bartering system that allows an ar-
bitrary number of parties (arriving at the system over time) to barter their commodities
in a privacy-preserving fashion. The implementation and the simulation of our novel
privacy-preserving bartering model as well as the comparison to the most prominent
conventional bartering models show that the modeled privacy-preserving bartering sys-
tem is practical.






Zusammenfassung

In unserem taglichen Leben gewinnen Formen des elektronischen Handels wie Online
Shopping, Online Banking und elektronische Marktpldtze zunehmend an Bedeutung.
Sie bieten ihren Nutzern viele Annehmlichkeiten, erfordern jedoch haufig die Preisgabe
sensibler personlicher Daten. Wofiir diese Daten jedoch letztendlich verwendet werden,
bleibt in vielen Féllen undurchsichtig, was viele Nutzer als Nachteil empfinden. Wenn
eine Balance zwischen Vor- und Nachteilen besteht, ist eine Vielzahl von Nutzern bereit,
sensible personliche Daten im Internet preiszugeben. Diese Balance besteht jedoch nicht
mehr, wenn sich die Preisgabe dieser Daten (zum Beispiel Verhandlungsspielrdaume)
negativ auf ihre elektronischen Handelstransaktionen auswirken kann. Dieses Problem
tritt insbesondere im Kontext von elektronischen Tauschmaérkten auf.

Das Forschungsziel dieser Dissertation ist die Entwicklung kryptographischer Pro-
tokolle, die dem Schutz der Privatsphédre von Nutzern elektronischer Tauschmarkte
dienen. Dazu werden Privatsphidre wahrende Protokolle entwickelt, die als Schliissel-
komponenten in einem Tauschsystem verwendet werden kénnen, welches es seinen
Nutzern ermdglicht, ihre Waren ohne die Preisgabe sensibler personlicher Daten (ein-
schlieSslich Angebot und Nachfrage) zu tauschen.

In der vorliegenden Arbeit wird ein neues Privatsphdre wahrendes Zweiparteien-
tauschprotokoll (welches Sicherheit gegen aktive Angreifer bietet) sowie zwei neue
Privatsphdre wahrende Mehrparteientauschprotokolle (sicher gegen passive bzw.
aktive Angreifer) entwickelt. Der Schwerpunkt der Arbeit liegt auf dem wesentlich
komplizierteren Mehrparteienfall, welcher im Vergleich zum Zweiparteienfall vollig
neue Designansitze sowie die Entwicklung neuer kryptographischer Bausteine verlangt.
Die neuen Mehrparteientauschprotokolle (welche aus Komplexitidtsgriinden nur
zwischen einer begrenzten Anzahl von Parteien ausgefiihrt werden kénnen) werden als
Schliisselkomponenten fiir die Modellierung eines Tauschsystems verwendet, das be-
liebig vielen Parteien (welche im Laufe der Zeit dem System beitreten) einen
Privatsphédre wahrenden Tausch ihrer Waren ermoglicht. Die Implementierung und
die Simulation des neuen Modells sowie der Vergleich mit den wichtigsten Modellen
konventioneller Tauschsysteme offenbaren die Praxistauglichkeit des modellierten
Privatsphédre wahrenden Tauschsystems.
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CHAPTER 1

Introduction

The rise of e-commerce—the process of exchanging goods or services via the Internet—
turned out to be one of the unexpected impacts of the explosive emergence of the Inter-
net [40]. Widely used e-commerce applications include online shopping, e-marketplaces,
and e-banking. While providing a lot of convenience, these applications generally re-
quire the disclosing of sensitive personal data like credit card information, address de-
tails, or preferences. For an individual user it is typically not transparent what the per-
sonal data are used for and if these data are handled as claimed [110]. A majority of users
may be willing to share sensitive personal data on the Internet to some extent when there
is a balance between the involved benefits and drawbacks. However, this is certainly not
the case if those data (e.g., one’s room for negotiation) have the potential to adversely
affect e-commerce transactions.

This problem can, for example, arise in the context of e-bartering. Bartering is de-
fined as “the direct exchange of goods or services—without an intervening medium of
exchange or money—either according to established rates of exchanges or by bargain-
ing” [44] and has been practiced since the early days of humanity. Nowadays, traded
goods and services include books, rental cars, apartments, office equipment, production
surpluses, or idle times of employees. The attractiveness of bartering is a consequence of
its simplicity and the absence of disadvantages resulting from the use of currencies like
varying valuation of goods and services due to subjectivity, inflation, foreign exchange
problems, liquidity problems of banks, as well as the concentration of economic power.
Furthermore, compared to other e-commerce applications that involve money, bartering
transactions allow for a richer structure of exchanges [82]: A trade takes place if the in-
volved parties are satisfied with the exchange of their offered and desired commodities
(i.e., goods or services). If the commodities first have to be converted into money, the
corresponding prices have to be individually determined. Consequently, a party desir-
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ing a commodity which is more expensive than its offer cannot barter, although a trade
could have taken place if the commodities were traded directly [82].

The traditional form of bartering suffered from the inevitable need for coordination,
i.e., a group of parties with coinciding offers and demands must be in the same place at
the same time such that these parties can exchange their commodities in a cyclic fash-
ion [89]. Today, a large fraction of bartering transactions is carried out via e-marketplaces
represented by online platforms that facilitate the cumbersome search of trade cycles by
providing various functionalities for finding suitable trade partners. However, a typical
requirement of these platforms is that a user has to disclose sensitive personal data about
her offered and desired commodities and the corresponding quantities to the platform
operator and oftentimes to all other users. This does not only take away the freedom
of a user to choose the level of transparency w.r.t. her bartering transactions but also
can result in unfairness, manipulation, and corruption. For instance, by revealing the
quantities of her offered and desired commodities to other users, a user may uninten-
tionally limit her room for negotiation. Furthermore, a platform operator may control
(to some extent) which parties eventually trade their commodities and thus can prefer
certain users or grant advantages to himself when participating as a user. Also a com-
plete or partial view of offers and demands in a market can be undesirable for some
specific bartering contexts where reactive market dynamics should not be possible. For
example, in the kidney donor exchange market (e.g., see [1]) tailoring a patient’s medical
characteristics to an offered kidney in order to increase the probability for being matched
should not be possible.

In this thesis, we address these privacy-related issues that today’s bartering plat-
forms are facing by introducing privacy-preserving bartering protocols that allow for
the distributed identification of trade partners without requiring any party to disclose
what and how much it is willing to barter. The newly proposed protocols do not make
use of any (trusted) third party (e.g., a platform operator), hence, it is not possible for
any party to collect quotes, create user profiles, or record accomplished bartering trans-
actions that—when leaked—deliberately or accidentally harm the privacy of the users.

More precisely, we consider a bartering setting in which each party provides a pri-
vate quote which specifies its offered and desired commodity and the corresponding
quantities. Our privacy-preserving protocols allow parties to jointly determine an actual
trade (i.e., a trade to be executed) that arises from an actual trade partner constellation
(indicating who trades with whom) and the commodities and quantities to be traded.
During a protocol execution, the quotes of all parties remain private. The only new
knowledge a party gains from participating in a protocol execution is its local view of the
determined actual trade. The local view comprises a party’s direct trade partners as well



1.1 Contributions

as the commodities and the corresponding quantities to be sent and received. The deter-
mining of an actual trade includes a mechanism for the privacy-preserving negotiation
of the quantities of the commodities to be traded. This mechanism motivates the parties
to specify their true negotiation ranges.

In case that an actual trade is to be determined between more than two parties and
there are multiple possibilities to select the actual trade partner constellation, we support
the incorporation of any selection strategy, provided that the strategy is a function of the
trade partner constellations and not of the private quotes. In this thesis, we present two
concrete selection strategies where the first one allows the maximization of the number
of parties that can trade and the second one additionally minimizes the lengths of trade
cycles as a secondary priority criterion.

We demonstrate that our privacy-preserving bartering protocols (which are shown to
be practical for a limited number of parties) can be used as a key component in a practical
bartering system that allows an arbitrary number of parties (arriving at the system over
time) to barter their commodities in a privacy-preserving fashion.

Our approach for designing privacy-preserving bartering protocols is based on secure
multi-party computation (SMPC), a theoretically well-founded subfield of cryptography
that allows multiple parties to jointly compute a functionality in a distributed fashion
over their respective inputs while keeping their inputs private. More precisely, from the
participation in the execution of an SMPC protocol, a party only learns its prescribed
output and what can be deduced from it in combination with its private input. Two
important characteristics that determine the SMPC setting are the party case and the ad-
versary model. For the party case, one distinguishes between the two-party case and the
multi-party case. The two most prominent adversary models are the semi-honest adversary
model (considering passive adversaries) and the malicious adversary model (considering
active adversaries). In this thesis, we present privacy-preserving bartering protocols for
each of the resulting four SMPC settings.

1.1 Contributions

In the following, we detail the main contributions of this thesis.

Privacy-Preserving Bartering Protocols: Building on a privacy-preserving two-party
bartering protocol secure in the semi-honest model [48], we present the first privacy-
preserving bartering protocol for the two-party case that provides security in the ma-
licious model. The focus of this thesis lies, however, on the much more complicated

multi-party case which requires fundamentally different design approaches. This is due
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to the fact that bartering protocols designed for the two-party case cannot be general-
ized to determine trade cycles between more than two parties. The corresponding dif-
ficulties and the relevance of privacy-preserving bartering protocols for the multi-party
case have already been recognized in the literature (see, e.g., [51] and [54]). In this the-
sis, we present the first privacy-preserving bartering protocols for the multi-party case
that provide security in the semi-honest and the malicious model, respectively. All novel
privacy-preserving bartering protocols are formally proven to be secure (i.e., correct and
privacy-preserving) in the respective adversary model. In part, this work has been pub-
lished in [120-125].

Privacy-Preserving Building Blocks: We introduce several novel multi-party compari-
son and selection functionalities that operate on encrypted values. For each of these func-
tionalities, we devise efficient SMPC protocols. While used as secure building blocks in
the context of designing our privacy-preserving bartering protocols, these protocols are
of general interest beyond the context of bartering. Among the most important contribu-
tions are multi-party protocols (secure in the semi-honest, respectively, in the malicious
adversary model) that implement the primitive of conditional random selection [119],
a multi-party protocol (secure in the malicious model) that allows the sampling from a
private (i.e., unknown) interval (specified by its encrypted bounds) according to an ar-
bitrary discrete distribution, and a multi-party protocol (secure in the malicious model)
that allows the oblivious shrinking of a private interval in case that the interval width
is beyond a given publicly known threshold. We provide formal security proofs for all
novel SMPC protocols. In part, this work has been published in [48,118-125].

Privacy-Preserving Bartering System: We introduce a novel bartering model for a
privacy-preserving bartering system (independent of a specific adversary model) and
provide a comprehensive evaluation of its practicality. To this end, we implemented our
privacy-preserving multi-party bartering protocol (secure in the semi-honest model) in
a newly devised SMPC library in order to determine an upper bound for the number
of parties the protocol can handle efficiently and design a generic framework for the
simulation of bartering models. This framework is implemented on top of an existing
framework for discrete event simulation and is used to implement our newly proposed
privacy-preserving bartering model as well as two prominent conventional (i.e., non-
privacy-preserving) bartering models known from literature. We conduct a comprehen-
sive series of simulations in order to compare the three considered bartering models
w.r.t. the number of parties (resp., the average waiting time of parties) that are identi-
fied as trade partners. The evaluation of the simulation results shows that bartering in
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the modeled privacy-preserving bartering system is practical and achieves comparable
good results w.r.t. the considered measures as it is the case for modeled conventional
bartering systems. The results of this part of the thesis are currently under submission.

1.2 Collaborations

The work which is presented in this thesis was conducted within a joint research project
between Professor Meyer’s group at RWTH Aachen University and Professor Wetzel’s
group at Stevens Institute of Technology. Each group worked on different aspects of
privacy-preserving bartering. While the group at RWTH Aachen University focused on
designing multi-party bartering protocols for the semi-honest and the malicious model
as well as on bringing these protocols to practice, the group at Stevens Institute of Tech-
nology designed two-party bartering protocols (secure in the semi-honest model) with a
focus on supporting multiple quotes for each party.

This joint research project was partially supported through DFG grant ME 3704/4-1
and NSF grant 1646999.

1.3 Outline

The remainder of this thesis is organized as follows: In Chapter 2, we present the general
context of this thesis including a brief overview of privacy-preserving techniques for the
processing of private data and of essential functionalities provided by conventional bar-
tering platforms. Furthermore, we sketch our envisioned privacy-preserving bartering
system and provide an overview of related work on privacy-preserving bartering. Chap-
ters 3 and 4 establish the mathematical and cryptographical background for this thesis.
Subsequently, we present existing as well as novel SMPC protocols which are used as
building blocks for our novel privacy-preserving bartering protocols (Chapter 5). This
chapter also captures the related work for the presented building blocks. In Chapters 6
and 7, we present the privacy-preserving bartering protocols for the two-party and the
multi-party case, respectively. An implementation and a performance evaluation of our
privacy-preserving multi-party bartering protocol providing security in the semi-honest
model is described in Chapter 8. This protocol serves as a basis for modeling a first
privacy-preserving bartering system which is presented and compared to conventional
bartering models in Chapter 9. We conclude this thesis with a summary of the results
and a discussion of future work (Chapter 10).






CHAPTER 2

General Context

In this chapter, we set the general context of this thesis. First, we provide a brief overview
of some preselected state-of-the-art privacy-enhancing technologies. While this is a broad
term and there is no commonly accepted definition [109], in this thesis, we focus on
privacy-enhancing technologies for data processing rather than for identity management
or anonymous communication. Here, the goal is to identify techniques that are suitable
for our purpose to design a privacy-preserving bartering system rather than to give a
comprehensive and complete overview. Second, we review essential functionalities pro-
vided by conventional e-bartering platforms (not making any use of privacy-enhancing
technologies). Subsequently, we sketch the bartering setting (including the privacy re-
quirements) for our envisioned privacy-preserving bartering system. We discuss which
privacy-enhancing technologies are suitable and which functionalities can be imple-
mented in such a system. Finally, we present the related work on privacy-preserving

bartering.

Outline: In Sections 2.1 and 2.2, we present relevant privacy-enhancing technologies
and review functionalities that are provided by conventional e-bartering platforms, re-
spectively. Subsequently, we sketch the bartering setting of our envisioned privacy-
preserving bartering system and review related work on privacy-preserving bartering
(Section 2.3). This chapter closes with a summary.

2.1 Privacy-Enhancing Technologies

Privacy-enhancing technologies (PETs) for data processing can broadly be divided into
statistical methods and cryptographic methods. The two approaches differ significantly
w.r.t. the application scenarios they are suitable for. The focal point of statistical methods
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is to protect identifying information (of a person or an object) in released data of a pri-
vate database which, e.g., results from a response to a (possibly interactive) data query.
Anonymization techniques used in this context are typically adding random noise to the
database before responding to a query and removing critical identifiers like birthdays or
addresses. On one hand, statistical methods are generally amenable for an efficient im-
plementation (compared to cryptographic methods) but, on the other hand, they entail
a loss in accuracy and/or meaningfulness w.r.t. the released data. Furthermore, most
statistical methods only provide security against specific (known) adversarial strategies.
It is important to note that how to privately compute an answer to a data query is not
a matter of concern for statistical methods. Instead, the general assumption is that the
database is held by some sort of trusted/legitimized party which receives data queries
and computes responses.

In contrast, the focus of the cryptographic methods is on how to privately compute the
response to a data query or more generally on how to privately compute a specific func-
tionality on private data. While cryptographic methods come with a significant com-
putational overhead (as they operate on encrypted data), they generally operate on the
original unchanged data and thus provide accurate results. Using cryptographic tech-
niques, it is also possible to remove the necessity of involving a trusted third party and
to achieve provable security, i.e., allowing the design of protocols which provide security
independent of an adversary’s strategy.

In the following, we first outline statistical methods comprising k-anonymity and
differential privacy (Section 2.1.1). In Section 2.1.2, we briefly review some of the most
promising cryptographic methods for designing privacy-preserving bartering protocols
like attribute-based encryption, homomorphic encryption, and secure multi-party com-
putation.

2.1.1 Statistical Techniques

k-Anonymity. In [112], Sweeney introduced the k-anonymity privacy protection model
which strives to prevent re-identification attacks of individuals contained in a data set
(consisting of data records each prescribed to a unique individual) by the means of link-
ing/matching released data to other already available data. The k-anonymity model is
based on so called quasi-identifiers which are defined as attributes (e.g., name, address,
and gender) of a data set that can be used for linking with externally released data. A
data set providing k-anonymity assures that an individual cannot be distinguished from
at least k£ — 1 other individuals appearing in the same data set. More precisely, in the re-
leased data set, a data record which is projected to the quasi-identifiers appears at least &
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times. This concept has several shortcomings: (1) only protection against known attacks
is provided; (2) k-anonymity can be only guaranteed in case that the released data set
is linked against foreseeable controlled data sources; (3) depending on the application
field, it might be hard to determine the quasi-identifiers.

Differential Privacy. The overall privacy goal in the context of statistical databases,
postulated by Dalenius [33], is to achieve semantic security, i.e., having access to a sta-
tistical database only reveals information that could have been learned without access.
In [41], it has been formally proven that this goal is unreachable since it is not possi-
ble to control the auxiliary information available to an adversary. Therefore, in [41], a
relaxed approach, referred to as differential privacy, has been formulated. Differential pri-
vacy captures that the loss of an individual’s privacy should not substantially increase
as a result of being represented by a data record in a statistical database. In other words,
differential privacy assures that the answer to a database query will be independent of
whether or not a specific individual appears in the database. This can be achieved by
utilizing a mechanism proposed in [42] which adds appropriate random noise to the an-
swer of a database query. The noise is chosen according to a function of the maximum
influence an individual might have w.r.t. a query answer. According to [41], differential
privacy can be maintained for successive and adaptive database queries.

Joint Differential Privacy. The concept of joint differential privacy, introduced in [75],
is a variant of differential privacy suitable for an adapted application scenario where
a number of parties individually provide private input to a kind of trusted third party
which—after computing a functionality on that input—provides an individual private
output to each party. The goal in this scenario is to protect the privacy of a party’s input
from the other parties w.r.t. what they can deduced from their own input and output.
Informally speaking, joint differential privacy guarantees that the privacy of a specific
party’s input is protected w.r.t. the notion of differential privacy even if up to all of the
other parties are colluding [70].

Marginal Differential Privacy. A relaxation of joint differential privacy is referred to
as marginal differential privacy [72]. This concept fits to the same adapted application sce-
nario as described for joint differential privacy. However, marginal differential privacy
requires that no parties are colluding in order to guarantee privacy of a party’s input.
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2.1.2 Cryptographic Techniques

Identity-Based and Attribute-Based Encryption. In [108], Shamir asked for an identiy-
based encryption (IBE) public key encryption scheme. Instead of randomly generating a
public/private key pair followed by publishing a public key certificate, in an IBE scheme
the public key of a user is set to a unique identifier (w.r.t. the application context) com-
posed of attributes like email address, network address, office number, and/or phone
number. The considered attributes should be undeniable as well as available to the pub-
lic. The corresponding private key is generated by a trusted private key generator (PKG)
using a master secret which is only known by the PKG. For the request of a private key,
a user has to authenticate against the PKG, i.e., he has to prove that the identity belongs
to him. The initial motivation behind IBE was to set up a secure email system which
makes the cryptographic aspects transparent and which can be used by laymen [108]. In
such a system, a user can send an encrypted email to a second user, where, e.g., the con-
catenation of the name and the email address of that second user constitutes his public
key. Since the master secret of the PKG has to be used to issue a private key, the system
guarantees that only the designated receiver and the PKG can decrypt the email. For
the sender, this approach eliminates the burden to request and check certificates for in-
tended recipients and allows the sending of an encrypted email to a user who did not
even request his private key yet.

Attribute based encryption (ABE) can be considered as a generalization of IBE. Accord-
ing to [63], the concept of ABE is due to Sahai et al. In [103] they proposed a fuzzy
identity based encryption (FIBE) scheme which allows a user—provided with a private
key for identity A—to decrypt a ciphertext encrypted for identity A’, provided that A
and A’ are close to each other w.r.t. some policy. In contrast to IBE, where identities A
and A’ have to be identical to perform this decryption operation, in FIBE, the identi-
ties become error-tolerant which allows the implementation of an IBE scheme based on
biometric data. As a further application of FIBE, the authors of [63] conceptualize ABE
which, generally speaking, allows the labeling of a private key and a ciphertext with
sets of attributes. Ciphertexts can only be decrypted by a private key if the associated
attributes match according to some specific policy. In [103], the policy requires that the
number of matching attributes is above a certain threshold. One noteworthy property of
the scheme presented by Sahai et al. is that it is resistant against collusion attacks where
multiple users try to combine their attributes by utilizing their private keys in order to
decrypt a ciphertext which none of them can decrypt on its own.

10
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Secure Multi-Party Computation. Secure multi-party computation (SMPC), first intro-
duced by Yao [126,127], allows one to perform distributed computations in a secure
manner without involving a trusted third party: Some parties, each holding private data,
want to jointly compute a functionality on their aggregated data but without leaking any
information on their private input except what is absolutely necessary in order to com-
pute the target functionality. Providing their private inputs to an SMPC protocol imple-
menting the target functionality allows the parties to securely compute their prescribed
output. More precisely, the secure computation of a functionality makes sure that each
party does not learn anything beyond its correct output and what can be deduced from
it in combination with its input. This must even hold if the protocol execution is under
attack by an adversary controlling a specific subset of parties which participate in the
protocol execution and which follow the adversary’s instructions.

Homomorphic Encryption. Informally, homomorphic encryption is a special type of en-
cryption that allows the computing of functions on encrypted data (without the need
of decrypting it first). One distinguishes between partially homomorphic encryption and
fully homomorphic encryption. While partially homomorphic cryptosystems (e.g., [62,94])
allow the computation of a restricted set of functions only (depending on the under-
lying homomorphism), fully homomorphic cryptosystems (e.g., [26,56,116]) allow one
to compute arbitrary functions over encrypted data. Homomorphic encryption can be
used, besides other techniques, to perform secure multi-party computations.

Oblivious RAM. The concept of ORAM (Oblivious Random-Access Machine) has been
introduced by Goldreich and Ostrovsky [61]. The original motivation was the protection
of (expensive) software from illegitimate software duplication. First approaches include
the combination of a physically shielded CPU and encrypted software: The CPU, con-
nected to the considered system, is equipped with a decryption key allowing the decryp-
tion of the associated software. In order to run the encrypted software, the CPU has to
fetch an encrypted instruction from memory followed by decrypting and executing it.
Goldreich and Ostrovsky argue that this approach does not provide the intended secu-
rity which is due to the fact that an adversary can, e.g., distinguish between different
types of memory accesses or observe memory access patterns. These observations might
reveal program structures which in turn might facilitate the reconstruction of the en-
crypted software. It is in this context that Goldreich and Ostrovsky propose the ORAM
construction which ensures that an adversary observing an encrypted software running
on a shielded CPU learns nothing beyond the running time and the memory consump-
tion of that software. The concept of ORAM allows the performing of secure multi-party

11
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computations by letting the parties jointly implement the CPU and by letting the cells
of the memory represent the parties” private inputs. This approach can be beneficial in
case that the functionality which is to be computed on the parties’ private inputs is more
suitable to be represented by a RAM than by a circuit [83].

2.2 Conventional E-Bartering

In the following, we give an overview of essential functionalities provided by current
online platforms for conventional e-bartering aiming at increasing the possibilities and
the convenience to find trade partners.

While bartering has been practiced since the early days of humanity, nowadays, bar-
tering transactions are primarily processed via online bartering platforms. There are a
variety of bartering platforms which offer a diverse range of functionalities to their users
(e.g., BarterQuest, SwapRight, U-Exchange, readitswapit, BarterOnly, BizXchange [10,11,16,
100,111,115]). Some of these platforms are focused on a limited spectrum of commodi-
ties (i.e., goods and services) and on specific user groups like individuals or businesses
(e.g., readitswapit, BizXchange) while other platforms are rather generic and allow one
to barter almost everything (e.g., BarterQuest, BarterOnly). These platforms can be clas-
sified into two groups which we refer to as bartering dashboards and bartering systems.
Bartering dashboards (e.g., U-Exchange) are bulletin boards allowing their users to pub-
lish classified ads listing their offered and desired commodities as well as their contact
information. In contrast, bartering systems (e.g., BarterQuest) are characterized by the
fact that they provide a variety of functionalities from supporting a user when speci-
tying her offered and desired commodities up to completely automating the bartering
process. These functionalities facilitate the finding of suitable trade partners and also
enable the determining of trade cycles involving several parties which generally cannot
be determined by bartering dashboards.

Irrespective of a specific bartering platform, a bartering process can be divided into
three rudimentary steps: (1) search for potential trades, (2) filter the potential trades
based on criteria like state of commodities or user reputation, and (3) determine an actual
trade from the results of the second step which is designated to be executed. Depending
on the bartering platform, the third step involves some form of bargaining where the de-
tails of a trade can be negotiated, e.g., the quantities of the commodities to be exchanged
or how the exchange will be carried out. Furthermore, whether or not some of these
steps can be automated depends on the respective platform.

In the following, we focus on bartering systems and detail their essential functional-
ities based on [18,19].

12
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Functionality 1 (User Data Management). A general approach to manage user data is
to maintain user accounts. A user account allows the linking of different kind of data
(e.g., contact information, history of bartering transactions) to one single user. Keeping
a record of user specific data substantially improves the usability of a bartering system.
Besides the fact that user specific data (e.g., contact information) have to be entered only
once, a user account allows the reusing of search queries, to remember preference w.r.t.
offered and desired commodities, as well as to maintain a history of all prior transactions.
This in turn allows a bartering system to make suggestions on commodities offered or
desired by other users and to establish a reputation system allowing to blame unreliable
users as well as to increase the system’s trustworthiness. Furthermore, the management
of user data allows a bartering system to provide automation, user notification, and the
presentation of pending trades.

Functionality 2 (Specification of Offered and Desired Commodities). In order to actively
use a bartering system, a user has to specify some offered commodities and /or some de-
sired commodities. Note that offered commodities must not necessarily be linked to
desired commodities (and vice versa). A user just specifying an offered commodity can
wait for a another user suggesting a barter offer. Due to the variety of functionalities pro-
vided by bartering systems the specification of commodities requires users to complete a
predefined form usually comprising a separate specification of offered and desired com-
modities, a specification of some commodity specific attributes, and the classification of
commodities w.r.t. a given set of categories. The procedure of specifying a commodity
can be assisted by the system, e.g., by providing access to a database of already specified
commodities (possibly entered by other users) or by suggesting attributes and categories
based on previously entered information. In the following, we refer to the set of offered
(resp., desired) commodities of one party as offer list (resp., demand list). Some forms
of automation (e.g., automated detection of trade cycles) provided by bartering systems
require the specification of barter listings which detail the conditions (e.g., quantities of
commodities) under which a user is willing to barter some of its offered commodities for
some of its desired commodities.

Functionality 3 (Manual Searching and Filtering). One of the most fundamental func-
tionalities provided by bartering systems are searching and filtering offered and de-
manded commodities as well as barter listings. Usually, a user is presented a single
search field or search mask where the latter consists of several search fields a user has
to complete. The supported search criteria are system-depended and are aligned with
how commodities have to be specified. For example, a user may be able to search for
a specific user, for users offering (resp., demanding) a specific commodity, or for com-

13
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User U,

Offer List Demand List
Commodity A Commodity B
Commodity € Commodity D
Commodity E

Figure 2.1: Offer and demand list of user Uj.

modities of a certain category. An important feature of search masks is the possibility to
filter the search results, e.g., by categories or attributes of a commodity or by restricting
the search results to users resident in a specific location. The possibility of browsing a
category can be of interest if a user is interested in any commodity of a category rather
than in a specific one. Furthermore, based on the specification of commodities it may be
difficult to decide whether or not two items match. By keeping the search criteria more
general, a user can be more successful even if the follow-up work on the search results
can be much more time-consuming for the user. It is important to note that in general the
manual searching and filtering functionalities are intended to facilitate the arrangement
of trades by the users themselves rather than to automate this process.

Functionality 4 (Automatic Detection of Trade Partner Pairs). The automatic detection
of trade partner pairs can be considered as an advanced functionality which is provided
by only a few bartering systems. One example is BarterQuest which is based, i.a., on [19]
which provides a detailed description of automatic trade partner detection. One ap-
proach to implement this functionality is to allow users to create links between com-
modities in their offer and demand lists. An example is given in Figure 2.1 where an
edge between commodity A (in the offer list) and commodity B (in the demand list)
indicates that user U; is willing to give away commodity A in exchange for commod-
ity B.! Based on the linked lists consisting of one or more barter listings (cf. Figure 2.1
which illustrates three barter listings) the bartering system has to identify pairs of users

1Similarly, a link between commodities C, E (in the offer list) and commodity D (in the demand list),
respectively, indicates that user U, is willing to give away commodity C or E in exchange for commodity D.
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User U, User U,
Demand List Offer List Demand List Offer List
Commodity A Commodity B » Commodity B Commodity C
User U,
Offer List Demand List
Commodity A Commodity C

Figure 2.2: Trade cycle of length three.

with matching barter listings. Standard approaches for determining whether or not two
commodities are equal or similar comprise natural language processing algorithms, sim-
ilarity matching algorithms, and the usage of fine-grained categories. After a potential
trade has been identified by the system, the involved users are informed and further
interaction (possibly including a negotiation of the final exchange rates) is required in
order to conclude the trade.

Functionality 5 (Automatic Detection of Trade Cycles). While it is often not possible
or at least time-consuming to find a pair of users such that some of their offered and
desired commodities mutually match, determining an alternative trade involving more
than two users may be possible. In these sort of trades, users trade in a cyclic fashion (as
long as nobody gives anything away for free). Consider the example given in Figure 2.2.
While there is no potential trade between any pair of users there is a trade cycle of length
three where directed edges in Figure 2.2 indicate the exchange direction of the offered
commodities. In practice, it is often preferable to limit the considered size of trade cycles.
This is not only because of performance reasons—the underlying decision problem is
NP-complete—but also to reduce the impact in case a user involved in the trade cycle
intentionally or unintentionally drops out. The latter aspects are discussed in more detail
in Chapter 7.

Functionality 6 (Negotiation). After determining one or multiple potential trades, a
subsequent negotiation phase might be necessary to come up with an actual trade. For
example, this phase may include the negotiation of the quantities of the commodities
to be traded or the shipping conditions. Usually, bartering systems do not go any fur-
ther than providing the means to privately communicate, e.g., by means of a private
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chat room but leave the actual negotiation to their users. However, depending on the
possibilities to specify a commodity, negotiable facets can be part of the commodity de-
scription which makes the negotiation phase obsolete. The latter is of particular interest
for systems supporting trade cycle detection in order to reduce the risk that a trade cycle
is identified but discarded due to disagreements w.r.t. the exchange rates.

2.3 Privacy-Preserving E-Bartering

In Section 2.3.1, we briefly sketch the bartering setting (including the privacy require-
ments) for our envisioned privacy-preserving bartering system. Based on Section 2.1 and
Section 2.2, we now discuss which of the reviewed PETs are best suited as well as which
functionalities of conventional bartering systems can be realized for the implementa-
tion of the privacy-preserving bartering system. Subsequently, we review related work
on privacy-preserving bartering as well as other related topics like privacy-preserving
matching and fair exchange (see Section 2.3.2).

2.3.1 Envisioned Privacy-Preserving Bartering System

Our bartering setting is as follows: Each user can specify a quote comprising an offered
and a desired commodity as well as the corresponding quantity ranges at which the user
is willing to trade these commodities. As a kind of simplification, we stipulate that a
user’s demand is satisfied by at most one other user in an actual trade. The envisioned
privacy requirements are aligned to our goal to provide a maximum level of privacy, i.e.,
to reveal only those information on the quotes and the determined actual trade that is
absolutely necessary to maintain the functionality of bartering divisible commodities. In
particular, we postulate:

Privacy Requirement 1. A user only learns what she receives (from which party) and
what she has to send (to which party) as well as what can be deduced from this informa-
tion.

Privacy Requirement 2. A user can determine her trade partners without involving a
trusted third party.

Additionally, we require unbiasedness:

Privacy Requirement 3. All users can provably be treated equally, i.e., no one is pre-
ferred over another by the bartering system.

Privacy Requirements 1 and 2 entail further, more fine-grained requirements:
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Privacy Requirement 1.A. A user only learns the offered (resp., desired) commodity of
a direct trade partner as well as the quantity of that commodity to receive (resp., send)
and the fact that this quantity lies in the trade partner’s negotiation range.

Privacy Requirement 1.B. A user must not learn anything about the quote and the
transactions of any user that is not her direct trade partner.

Privacy Requirement 1.C. A user which is involved in a trade cycle of length greater
than two must not be able to observe the transactions of its direct trade partners except
those in which she is involved.

Privacy Requirement 1.D. In case of considering divisible commodities, the negotiation
of the final exchange rates has to be a one-shot process. Otherwise, by making multiple
offers and counteroffers, the involved users learn more information than permitted by

Privacy Requirement 1.

Privacy Requirement 2.A. Since there is no trusted third party, the task to find trade
partners is essentially left to the users (as participants in a distributed multi-party proto-

col) themselves.

Since we postulate the absence of a trusted third party, statistical PETs (taken in iso-
lation) are not suitable for our purposes. Furthermore, our privacy requirements neces-
sitate a secure computation for determining suitable trade partners for a user.

Considering the cryptographic PETs as reviewed in Section 2.1, there are multiple
techniques that seem to be suitable to realize our envisioned privacy-preserving barter-
ing system. The approach that we follow in this thesis is to use homomorphic encryp-
tion: Besides providing confidentiality of the parties” quotes, a homomorphic cryptosys-
tem allows the computation of functionalities on ciphertexts. This feature can be used to
compute complex trade conditions on a set of quotes allowing for a distributed computa-
tion of whether or not there exist bartering opportunities between the parties providing
their encrypted quotes. More precisely, a barter market consisting of multiple parties
can be cleared at once. Instead of using fully homomorphic encryption which to date
lacks practicality (see, e.g., [43,57,67]), we use partially homomorphic encryption as an
underlying technique for SMPC in order to enable the computation of functionalities on
encrypted data. Other alternative approaches are briefly discussed in Section 2.4.

Now that we identified PETs suitable for our envisioned privacy-preserving barter-
ing system, we can assess which functionalities provided by conventional bartering plat-
forms (i.e., Functionalities 1-6 introduced in Section 2.2) can be realized without violating
our privacy requirements. Since there is no trusted third party which can either observe
or coordinate bartering transactions, essential benefits (e.g., establishing a reputation
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system or suggesting attributes or categories for a commodity based on commodities
specified by other users) of managing user accounts (Functionality 1) and maintaining
a database of commodities specified by other users (Functionality 2) are lost. Further-
more, the postulated privacy requirements thwart the possibility to browse and filter the
offered and demanded commodities as well as barter listings specified by other users
(Functionality 3).

In contrast, the detection of trade partner pairs and trade cycles (Functionality 4 and
Functionality 5) can be expressed as a functionality computed on the encrypted private
quotes of the users, although it remains a challenge to handle multiple potential trades.
The automation in this context which may be a functionality provided by a conventional
bartering system becomes a distributed task between the users in a privacy-preserving
bartering system. It is also possible to negotiate the actual quantities at which the actual
commodities are to be exchanged (Functionality 6) in a privacy-preserving fashion—
provided that the negotiation process is intended to be an integral part of the bartering
system and shall not be left to the users—by defining an appropriate functionality on the
users encrypted quotes honoring their preferences.

2.3.2 Related Work on Privacy-Preserving E-Bartering

Due to the fact that bartering transactions allow for a richer structure of exchanges com-
pared to e-commerce applications that involve money (see Chapter 1), privacy-preserving
protocols for buyer/seller transactions (e.g., [3,4]) or auctions (e.g., [22,92]) cannot di-
rectly be applied in the context of privacy-preserving bartering and are not considered
in the following.

2.3.2.1 Privacy-Preserving Two-Party E-Bartering

To the best of our knowledge, for the two-party case there exists only one privacy-
preserving bartering approach that has been proposed by Frikken et al. [54]. Based on
a public set of indivisible commodities and a private utility function each party has to
specify individually, the protocol allows the privacy-preserving computation of a so-
called win-win trade. The utility function of a party maps each commodity in the union
of both commodity sets to a monetary value. A win-win trade describes an exchange of
a subset of commodities from which both parties profit. More precisely, the utility of the
commodities a party receives is strictly greater than the utility of the commodities that
a party gives away. The main object of [54] is to enable two parties to barter without
revealing their individual utility functions, because, if it is published by one party, a sec-
ond party can adapt its own utility function in order to get a better deal. The approach of
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Frikken et al. is based on secure multi-party computation and provides security against
passive adversaries. Their work differs from our approach in that we additionally al-
low the parties to keep their offered and desired commodities private. Furthermore, we
do not restrict our solutions to indivisible commodities and we do not require that each
party has to specify a valuation for each commodity. Instead, we allow the parties to
privately specify quantity ranges of their commodities that indicate how much of a com-
modity they are at most willing to give away if they receive at least some lower bound
of another commodity. On the basis of their quantity ranges the actual quantities of the
commodities to be traded are automatically negotiated. While the solution of [54] is re-
stricted to the two-party case and provides security against passive adversaries only, we
additionally cover the multi-party case and provide security against active adversaries.
Compared to our approach, the approach from [54] does not provide Functionalities 5, 6
and does not satisfy Privacy Requirements 1, 1.A, 1.C, 1.D which can be attributed to
the fact that the offered and desired commodities are not kept private, only indivisible
commodities are considered, and only bartering between two parties is supported.

2.3.2.2 Privacy-Preserving Multi-Party E-Bartering

Similarly to the two-party case, to the best of our knowledge, there is only one approach
to privacy-preserving multi-party bartering that has been proposed in [72]: Kannan et
al. introduce a protocol where each party holds exactly one indivisible commodity from
a publicly known finite set of commodities as well as a totally ordered preference list
over all commodities in the set. Their goal is then to determine an actual trade between
multiple parties such that the computed commodity allocation is pareto optimal while
the input of each party (commodity and preference list) is kept private. Specifically, the
protocol protects the parties” input under the notion of marginal differential privacy (see
Section 2.1.1) which corresponds to the assumption that there are no colluding parties
participating in the protocol which try to subvert the privacy of another party. The sub-
stantial difference between the approach from [72] and our approach is that the former
one focalizes on the privacy of the parties” input after the functionality is computed while
the major goal of our approach is to provide privacy during and after the computation of
the actual trade. This difference can be attributed to the different notions of privacy un-
derlying the approaches (cf. Section 2.1.1 and Section 2.1.2). Further differences to our
work are that the protocol from [72] requires a trusted third party in order to determine
an actual trade and that they use a weaker privacy notion that assumes non-colluding
parties. Furthermore, only indivisible commodities are supported. In our approach, an
actual trade is computed without the help of a trusted third party and we allow that all
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but one party may be controlled by an adversary. In addition, our approach supports
divisible commodities. Compared to the direction we follow in this thesis, the work
from [72] does not satisfy Privacy Requirements 2, 3, 1.D, 2.A which can be attributed
to the fact that a trusted third party is required and only indivisible commodities are
supported.

2.3.2.3 Privacy-Preserving Matching

A barter market consisting of a set of parties along with their (offered and desired) com-
modities can be encoded as a bipartite weighted graph (see, e.g., [1]): Each offered and
desired commodity is associated with a node; the set of the offered and the desired com-
modities form the two disjoint sets of nodes underlying the bipartite graph. An edge of
weight z > 0 is added between the offered and desired commodity of the same party
and an edge of weight y with y > x connects a party’s desired commodity with the
offered commodity of another party in case both commodities coincide. A protocol for
tinding a maximum-weight perfect matching (see Definition 3.6, Section 3) can be used to
compute a maximum cycle cover on that graph which constitutes a trade between the
given set of parties such that (1) each party giving away its offered commodity is to
receive its desired commodity and (2) the number of parties involved in the trade is
maximized. Although a maximum-weight perfect matching can be computed in time
polynomial in the number of parties, this approach has some substantial practical dis-
advantages. On the one hand, it is not possible to specify trade cycle lengths constraints
(i.e., to restrict the maximum allowed cycle length) which is a serious limitation since it
is a requirement that arises naturally from practice (see Section 7.4 and, e.g., [1,85]). On
the other hand, this approach does not allow prioritizing potential trades such that, e.g.,
a potential trade consisting of two trade cycles of length two cannot be preferred over
a trade cycle of length four although in the latter case the impact of a party dropping
out is higher. The functionalities and privacy requirements that can be provided are the
same as for our approach, except that the maximum-weight perfect matching approach
is restricted w.r.t. Functionality 5 in that it does not support to restrict the trade cycle
length.

It is important to note that protocols for finding a maximum matching (see Section 7.6)
on a given bipartite graph cannot be used since they do not allow the consideration of
the parties” preferences. Consequently, a trade where each party keeps its offered com-
modity can be selected as an actual trade even if there exist other trades where parties
do exchange their commodities.

To the best of our knowledge, there exists only one privacy-preserving protocol for
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computing a maximum-weight perfect matching on bipartite graphs which is targeted
towards multimedia analysis and retrieval [25]. The protocol from [25] is restricted to
the two-party case and may leak crucial information when used for bartering as the
protocol flow depends on the protocol input to some extent. However, in the context of
multimedia analysis and retrieval this kind of leakage is not a serious issue.

In Section 7.6, we sketch a novel protocol for privacy-preserving maximum-weight
perfect matching for multiple parties where the protocol flow (as opposed to [25]) does
not depend on the private input. Furthermore, it is elucidated in what respect this pro-
tocol is suitable for our envisioned bartering setting.

2.3.24 The Fair Exchange Problem

An orthogonal line of work to privacy-preserving bartering is fair exchange. In fact, the
final state of a bartering protocol can be the starting point for fair exchange [51]. For a set
of parties (each having specified an offered and a desired commodity) a bartering proto-
col computes an actual trade that determines at which rate a party has to send (resp., to
receive) its offered (resp., desired) commodity to (resp., from) which other party. Now,
the goal of a fair exchange protocol is to assure that a party only physically receives its
desired commodity iff all other parties involved in the same trade cycle physically receive
their desired commodities too. Basically, fair exchange is concerned with the transfer of
digital commodities in the context of digital contract signing, digital payment, certified
emails, non-repudiation, and exchanging secrets [102]. Most fair exchange protocols
are based on the assumption that the considered digital commodities are idempotent,
i.e., possessing one commodity is equivalent to possessing a multiple of that commod-
ity [102]. Furthermore, most protocols are not concerned with safeguarding the value,
quality, or correctness of digital documents. Instead, it is often assumed that there is the
possibility to verify these properties on the received data and to handle appropriately in
case that the verification fails.

According to [102], there are three types of fair exchange protocol constructions where
the classification is based on the degree of the involvement of trusted third parties. The
first group of protocols—essentially feasibility results—do not make use of a trusted
third party (e.g., [13,98]). These protocols approximate a fair exchange by stipulating a
gradual release of information such that a party deciding to cheat only gets a minimal
advantage over the honest parties. The second group is characterized by the fact that
the protocols require an online trusted third party which has to be involved in each ex-
change (e.g., [51,52]). Protocols belonging to the third group, also referred to as optimistic
protocols, only make use of a (offline) trusted third party in case of detecting a protocol
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failure or malicious behavior (e.g., [87,95]). Further classifications of fair exchange pro-
tocols can be made based on, e.g., the number of supported parties, different levels of
fairness, and different trust assumptions on an invoked third party.

24 Summary

In this chapter, we set the general context of this thesis. We provided an overview of
specific privacy-enhancing technologies and reviewed essential functionalities provided
by conventional bartering systems. Furthermore, we sketched the bartering setting for
our envisioned privacy-preserving bartering system and discussed which of the consid-
ered privacy-enhancing technologies and the functionalities provided by conventional
bartering systems are suitable for, respectively, can be implemented with regard to our
purposes.

In order to design our envisioned privacy-preserving bartering system, the approach
that we follow in this thesis is to use SMPC from homomophic encryption techniques.
Nevertheless, there are other interesting approaches that could be pursued. For exam-
ple, one could consider the use of SMPC from ORAM techniques as well as to make
use of attribute based encryption. With regard to the latter approach, one can think of
a privacy-preserving bartering protocol that works as follows: User U; publishes an en-
cryption of his contact information on a bartering dashboard where the corresponding
ciphertext is labeled in such a way that only a user U whose quote is compatible with
the quote of user U; can decrypt it. However, this approach seems to be less promising
than the approach that we follow in this thesis since it is unclear how to determine trade
cycles of length greater than two.
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CHAPTER 3

Preliminaries

In this chapter, we introduce the mathematical and cryptographical foundations and
principles which are used throughout this thesis. An overview of the most important
notations is given at the end of this thesis.

Outline: In Section 3.1, we present basic notations, definitions, and concepts. Sec-
tion 3.2 deals with partially homomorphic encryption with a focus on the additively ho-
momorphic Paillier encryption scheme and one of its threshold variants. Eventually, we
provide a brief overview of zero knowledge proofs of knowledge and Sigma-protocols
in Section 3.3.

3.1 Basic Definitions and Notations

3.1.1 Basic Notations

We define N” := N U {0}, R>? as the set of positive real numbers, and R=? := R>° U {0}.
N, = {1,..., u} refers to the set of natural numbers less than or equal to u € N.

For a given integer + € N and m € N such that 0 < = < 2™ we write 2, =
(xo, 21, ...y &m—1) Withxo, ..., 2m—1 € {0, 1} to refer to the bit representation of x. With ||
we denote the bit length of z € N°.

With the notation V'[i], we refer to the i-th entry v; of a vector V' = (v1,...,vy)
(i € Ny).

For an arbitrary element @ which is listed n times, we define

n times
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For a given logical statement B, the Iverson Bracket |-] is defined as

1 if Bistrue
[B] :=

0 otherwise '

3.1.2 Sets and Intervals

For a set or interval A, we write a <—g A to denote that a is drawn uniformly at random
from A. Similarly, we write a <—p A to denote that a is drawn from A according to
probability distribution D.

Definition 3.1 (Non-Negative Closed Integer Interval). Let (N, <) be a totally ordered set
and let A\, u € N°. A non-negative closed integer interval [\, u] is defined as {z € N° | A <

x < pl.

Whenever we speak of an interval, we refer to a non-negative closed integer interval.
Definition 3.2 (Interval Width). The interval width of an interval [\, p] is defined as |[A, p]| :=

w— A

3.1.3 Number Theory

Definition 3.3 (Strong Prime Number). A strong prime number is a prime number p of the
form p = 2p" + 1 such that p' is a prime number too.

Definition 3.4 (Lagrange Interpolation, based on [32]). Let IF be a finite field. For a given
set of n data points (x1,y1), ..., (zn,yn) € F x F there exists a unique polynomial L of degree
n — 1 referred to as Lagrange interpolation polynomial with

L($j> = Y5, Vi e N,
which is given by

L(z) =Y yjljn(x)
j=1

where the Lagrange basis polynomials [; ,,(x) are given by

Lin(a) = J[ —2%

k=1 Lj— Tk
k#j
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3.1.4 Graph Theory

Most of the graph theory related notations and definitions that are introduced in the
following are adapted from [39].

An undirected graph G is a tuple (V, E') where V' is a finite set of nodes and F—a binary
relation on V—refers to a set of edges. Each edge corresponds to a set {v,w} of two
nodes v,w € V with v # w. A directed graph G = (V, E) is a graph where each edge
has a direction, i.e., an edge corresponds to a tuple (v, w) of two nodes v,w € V with
v # w. A weighted graph G = (V, E,w.) is a graph where each edge has an associated
weight defined by the weight function w, : E — R=’. Furthermore, a bipartite graph
G = (U, W, E) is an undirected graph with two disjoint sets of nodes U and W such that
for each edge {u,w} € Eitholds thatu € U and w € W.

Two nodes v, w € V in an undirected (resp., directed) graph G = (V, E) are adjacent
if there exists an edge {v,w} € E (resp., (v,w) € E). Node v is called the neighbor of w
(and vice versa) and edge {v, w} (resp., edge (v, w)) is said to be incident to node v and w.
For an undirected graph (resp., directed) graph, a node w € V is said to be reachable

from node v € V iff there is a path e1, ez, ..., = {v,u1}, {u1,u2}, ..., {um,w} (resp.,
€1,€2,....em = (v,u1), (Ui, u2), ..., (um,w)) such that e1,... e, € E and v,w,uq,...,
U, € V are pairwise different. If p = {u1,ua}, {ug, us}, ..., {tum—1,un} is an undirected

path (resp., p = (u1,u2), (u2,us),..., (Um—1,un) is a directed path), then p, {u1, unm}
(resp., p, (um,u1)) is an m-cycle for m > 3 (resp., m > 2). The degree of a node v in
V' corresponds to the number of incident edges, written as deg(v). For a directed graph,
we distinguish between the incoming edges deg™ (v) and the outgoing edges deg™ (v) of
anode v such that deg(v) = deg™ (v) + deg™(v).

A graph G’ = (V', E') is referred to as subgraph of a graph G = (V, E), written as
G' C G,iff V/ C V and E' C E. Furthermore, a subgraph G’ = (V', E’) of a graph
G = (V,E) is referred to as component of G if any two nodes v/, w’ € V' are reachable
from each other and no node v € V\V’ is reachable from any v" € V’. The union of
two graphs G’ = (V' E’) and G” = (V", E"), written as G’ LI G”, yields the graph G =
(V'UV", E'"JE").

Definition 3.5 (Maximum, Perfect) Matching). Given a bipartite graph G = (U, W, E), a
matching M in G is a subset of edges M C E C U x W such that forallv € V := U UW it
holds that v occurs as endpoint of an edge in M at most once, i.e., |{{v,v'} € M :v' € V}| < 1.
A maximum matching M,y is a matching such that for any other matching M in G it holds that
| Myax| > |M|. A perfect matching Mye,¢ (which does not necessarily exist in G) is a matching
such that | Mpey| = |U| = |W].
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Definition 3.6 (Maximum Weight (Perfect) Matching). Let G = (U, W, E, w.) be a weighted
bipartite graph with weight function w, and let M (resp., Miy,,r) be the set of all matchings (resp.,
perfect matchings) in G. Let w (M) = Y cpwe(e) for a matching M in G. A maximum
weight matching M., (resp., a maximum weight perfect matching M., pef) is a matching M €
M (resp., perfect matching Mper € M) such that for any M’ € M (resp., Méerf € M)
We(M) > we(M') (resp., we(Mpeyp) > we( ;/Jerf))'

3.1.5 Complexity Theory

Definition 3.7 (Asymptotic Notation [74]). Let f,g : N — R>? be functions from non-
negative integers to non-negative reals. We write f(n) = O(g(n)) or f(n) € O(g(n)) to
indicate that there exist ¢,n' € N such that for all n > n’ it holds that f(n) < c- g(n).

Definition 3.8 (Negligible Function [74]). A function f : N — R>? is called negligible if
for every polynomial p, there exists an n' € N such that for all integers n > n' it holds that

f(n) <1/p(n).

Definition 3.9 (PPT Algorithm). A probabilistic polynomial time (PPT) algorithm is a
probabilistic algorithm which runs in time polynomial in k where k € N refers to a security
parameter.

Definition 3.10 (Probability Ensemble, based on [68]). A probability ensemble X =
{X (2, k) }eefo,1y+ ken is an infinite sequence of random variables X (x, k) indexed by x € {0,1}*
and k € N.

Definition 3.11 (Computational Indistinguishablity, based on [27]). Two probability en-
sembles X = {X(z,k)}zefo,1y+ ken and Y = {Y (2, k) } 10,1+ ke are computationally in-
distinguishable, denoted X = Y, if for every PPT distinguisher D there exists a negligible
function negl and a k' € N such that for all k > k', all x € {0,1}*, and a € {0,1}*:

‘Pr[D(lk,x,a,X(:v, k)) =1] — PrD(1*, z,a,Y (z,k)) = 1}’ < negl(k).

Definition 3.12 (Statistical Indistinguishability, based on [27]). Two probability ensembles
X = {X(2,k)}ocqo,1y keny and Y = {Y (2, k) }scf0,13+ ken are statistically indistinguish-
able, denoted X = Y, if there exists a k' € N such that for all k > k' and all x € {0,1}*:

1/2 Z |Pr[X(z, k) =y] — Pr[Y(x, k) = y|| < negl(k).
yef{0,1}*

Definition 3.13 (Perfect Indistinguishability, based on [27]). Two probability ensembles
X = {X(z,k)}refo,1y+ ken and Y = {Y (2, k) }1eq0,1}+ ven are perfectly indistinguishable,
denoted X Z Y, ifforall kand x € {0,1}*, X (x, k) and Y (x, k) are identically distributed.
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3.1.6 Secret Sharing

A (7,¢)-threshold secret sharing scheme allows the distribution of a secret S amongst ¢
parties such that each subgroup of at least 7 parties can recover S from their own shares.
In the following, we review two such schemes (XOR secret sharing and Shamir’s secret
sharing) by following the presentation provided in [74]. Both schemes are information-
theoretically secure, i.e., any 7 — 1 parties learn no information about S from their aggre-
gated shares.

3.1.6.1 XOR Secret Sharing

The XOR secret sharing scheme is a simple and restricted scheme which requires that
T:=cvand S € {0,1}.

Share Generation: Select S1,...,5,-1 <5 {0,1} and compute S, =S & 51 & ... & S,_1.
Share S; is given to party F; (Vi € N,).

Share Reconstruction: In case that all ¢ shares are aggregated, the parties can recon-
struct the secret by computing S = S1 © ... © S..

Note that it is straight-forward to extend this scheme in order to support the XOR shar-
ing of a secret S € {0,1}" (n € N).

3.1.6.2 Shamir’s Secret Sharing

A more powerful scheme is Shamir’s (7, ¢)-threshold secret sharing scheme [107]. Let F
be a finite field, S € F, and |F| > .. The sharing and reconstruction method of Shamir’s
scheme make use of the fact that for any 7 tuples (z1,v1), ... (z-,y-) € F x F with pair-
wise different values z; (i € N;), there exists a unique polynomial p(X) of degree 7 — 1
over F such that p(z;) = v;.

Share Generation: Let z1, ..., z, € F be pairwise different and publicly known. A secret
S € Fis (7, )-threshold shared by selecting coefficients ay, . .., ar—1 <—g F and construct-
ing polynomial p(X) := S + S.7_{ a; X". Share S; := p(x;) is given to party P; (Vi € N,).

Share Reconstruction: W.lo.g., let P, ..., P; aggregate their shares Si,...,S;. By uti-
lizing Lagrange interpolation (see Definition 3.4), the parties can construct the (7 — 1)-
degree polynomial p'(X) with p/(x;) = S; and p'(0) = S (Vi € N;) as p’ is unique, p’ = p,
and p(0) = S.
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3.1.7 Public Key Cryptography
In the following, the terms encryption scheme and cryptosystem are used interchangeably.

Definition 3.14 (Public Key Encryption Scheme [74]). A tuple (Gen, Enc, Dec) is called a
public-key encryption scheme if the following three properties are satisfied:

1. On input 1° of a security parameter s € N, the key generation algorithm Gen outputs a
key pair (pk, sk) whereas we refer to the first entry as public key and the second entry as
private key.

2. On input pk and a message m from the plaintext space IP, the (probabilistic) encryption
algorithm Enc outputs a ciphertext c, written as ¢ <— Encpi(m).

3. On input sk and a ciphertext ¢ < Encp,(m) from the ciphertext space C, the determin-
istic decryption algorithm Dec outputs a plaintext m, written as m := Decgy/(c).

Definition 3.15 (Public Key (7,:)-Threshold Encryption Scheme!). A tuple
(Gen™, Enc™*,Dec™") is called a public-key (7, ¢)-threshold encryption scheme if the fol-
lowing three properties are satisfied:

1. On input 7, 1, and 1° with s,7,1 € N and 7 < u, the key generation algorithm Gen™"
outputs a public key pk and private key shares sk; (i € N,).

2. On input pk and a message m from the plaintext space P, the (probabilistic) encryption
algorithm Enc™" outputs a ciphertext c, written as c < Enc_;. (m).

3. On input ¢ < Encyj/(m) and at least T shares of the secret key sk, the deterministic
decryption algorithm Dec™ computes m, written as m := Dec;/(c).

If the used encryption scheme is clear from context, for convenience, we sometimes
write [m] in order to refer to an encryption of plaintext m and omit the public key from

notation.

Definition 3.16 (IND-CPA Security [74]). A public-key encryption scheme (Gen, Enc, Dec)
with security parameter s has indistinguishable (IND) encryptions under chosen plaintext at-
tacks (CPA) and is said to provide IND-CPA security if there exists a negligible function negl
such that all PPT adversaries A win the following game with probability less than or equal to
1/2 4 negl(s):

1. Challenger C uses Gen(1®) to generate a key pair (pk,sk) and provides adversary A
with pk.

Definition 3.15is a generalized variant of the corresponding definition presented in [50].
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2. Aselects a pair of (equal-length) plaintexts mgo, m1 € P and gives both to C.
3. C chooses bit b < {0, 1}, computes ¢ < Enc,i(my,), and gives c to A.
4. Aoutputs b'. If b = V' the adversary wins the game.

Note that a public key encryption scheme has indistinguishable encryptions under
chosen plaintext attacks if and only if it is semantically secure under chosen plaintext at-
tacks (see Definition 5.4.8 and Theorem 5.4.11 in [59]). Thus, in the following, we use the
terms IND-CPA security and semantic security interchangeably.

Definition 3.17 (Threshold IND-CPA Security [50]). Let P-D-Ora gy, .. ok, be a partial de-
cryption oracle that on input m € P returns v partial decryptions of m. Furthermore, let
E-Orayy, be an encryption oracle that on input mo,my € P computes ¢ < Encpi(my). A
public key (7, )-threshold encryption scheme provides threshold IND-CPA security if there
exists a negligible function negl such that all PPT adversaries A win the following game with
probability less than or equal to 1/2 + negl(s):

1. Challenger C uses Gen™(1°) to generate threshold key (pk, sk, ..., sk,).

2. Adversary A chooses T parties to corrupt and learns pk and the key shares of the corrupted

parties.
3. C chooses bit b <—g {0, 1}.

4. A chooses m € P and queries P-D-Ora gy, . o,)(m). This step is repeated an arbitrary
number of times.

5. A chooses mo, my € P and queries E-Orayy, ,(mo, m1). This step is repeated an arbitrary
number of times.

6. Aoutputst. If b = b, A wins the game.

Definition 3.18 (IND-MULT-CPA Security [74]). Let E-Ora,y, be an encryption oracle that
on input mg, m1 € P computes c < Encpy(my,). A public-key encryption scheme (Gen, Enc, Dec)
with security parameter s has indistinguishable (IND) encryptions for multiple (MULT) mes-
sages under chosen plaintext attacks (CPA) and is said to provide IND-MULT-CPA security if
there exists a negligible function negl such that all PPT adversaries A win the following game

with probability less than or equal to 1/2 + negl(s):

1. Challenger C uses Gen(1%) to generate a key pair (pk,sk) and provides adversary A
with pk.
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2. C chooses bit b <—¢ {0,1}.

3. A selects mg, m1 € IP and queries E-Orayy, (o, m1). This step is repeated an arbitrary

number of times.

4. Aoutputs V. If b =/, A wins the game.

It is important to note that the plaintexts chosen by A for the oracle queries (Step 3)
may depend on each other.

Theorem 3.1 ([74]). If a public key encryption scheme is IND-CPA secure, then it is also IND-
MULT-CPA secure.

Definition 3.19 (Random Oracle Model, based on [74]). The random oracle model postu-
lates oracle access to a truly random hash function H : X — Y. Receiving a query x € X, the
oracle returns y <—g Y and stores (x,y) in case that x has not been queried before. Otherwise, the

oracle accesses the stored queries, selects the unique entry (x',y") with x = 2/, and returns y'.

3.2 Partially Homomorphic Encryption

Characteristic for partially homomorphic public key encryption schemes is a homomorphism
between the groups (P, H) and (C, X) where H and X are fundamental operations of the
same adicity. Two relevant types of homomorphisms in this context are additive homo-
morphisms and multiplicative homomorphisms. An additively (resp., multiplicatively)
homomorphic encryption scheme provides a 2-adic operation which performed on two
ciphertext results in the encrypted sum (resp., product) of the corresponding plaintexts.

Definition 3.20 (Partially Homomorphic Public Key Encryption Scheme, based on [74]).
A public key encryption scheme (Gen, Enc, Dec) is partially homomorphic if for all s and for all
(pk, sk) generated by Gen(1°), the corresponding plaintext space IP and ciphertext space C form
groups (P, B) and (C,X) such that for any my, mg € Pand c¢1 < Encyi(m1), ca < Encyi(ma)
it holds that Decgy(c1 X cp) = m1 B ma.?

In this thesis, we focus on a variant of the Paillier encryption scheme [94] (see Sec-
tions 3.2.1-3.2.3) which is an additively homomorphic and semantically secure encryp-
tion scheme. Utilizing the additively homomorphic property of Paillier, it is possible
to derive other homomorphic operations we extensively make use of in this thesis (see
Section 3.2.3). Furthermore, using Paillier in the context of designing SMPC protocols

’Note that a partially homomorphic public key encryption scheme is called additively (resp., multi-
plicatively) homomorphic if (P, B) is an additive (resp., multiplicative) group.
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allows one to draw on a lot of previous work in this field (see Chapter 5). However,
the contributions of this thesis are independent of the Paillier encryption scheme which
can be replaced by any other suitable additively homomorphic encryption scheme (see
Section 4.5.2).

3.2.1 Paillier Encryption Scheme

The Paillier encryption scheme [94], in the following simply referred to as Paillier, is
a probabilistic additively homomorphic public-key encryption scheme which is IND-
CPA secure. After a brief description of its components Gen, Enc, and Dec, we present
a (7,¢)-threshold variant of Paillier (Section 3.2.2) and the homomorphic properties of
((7, ¢)-threshold) Paillier (Section 3.2.3).

Key Generation: Let A(n) : N — Z,, refer to the carmichael function which for any n € N
returns the minimal m € N such that a™ = 1 mod n for all a € Z,, with gcd(a,n) = 1. On
input 1%, Gen randomly selects two strong primes p, g of bit size s/2, sets N := p - ¢ and
selects @ € Ny and g € Z}, such that g is of order Na in Z},,. Gen outputs (pk, sk)
with pk := (N, g) and sk := A(V).

Encryption: On input (N, g) and m € Zy, Enc selects r <—g Z}; and outputs ciphertext

c:= g™ - mod N2.

Decryption: On input A\(IV) and ¢ € Z},, Dec outputs plaintext
L(AMN) mod N?)
L(g*®™) mod N?)
where Yu € Zy2 with u = 1 mod N

m =

L(u) :=(u—1)/N.

The plaintext space P := Zy forms an additive group (Zy,+) and the ciphertext
space C := Z},» forms a multiplicative group (Z}, -). The security of Paillier is based on
the decisional composite residuosity assumption:

Definition 3.21 (Decisional Composite Residuosity Assumption (DCRA), based on [74]).
Let N be as described above and let r <—g Zy=. For every PPT distinguisher D there exists a
negligible function negl such that

|PrD(N, 7 mod N?) = 1] = Pr[D(N, ) = 1]| < negl(s).
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Theorem 3.2 ([94],[74]). The Paillier encryption scheme is IND-CPA secure if and only if the
computational composite residuosity assumption holds.

3.2.2 Paillier Threshold Variant

Several (7,¢)-threshold variants of Paillier have been proposed (e.g., [35,36,50]). Such a
variant is also referred to as threshold Paillier and allows the sharing of a private Paillier
key sk between ¢ parties. By the means of its key share sk; a party P; (i € N,) can
only compute a partial decryption of a given ciphertext. In order to recover the original
plaintext of a given ciphertext, at least 7 parties have to jointly decrypt the ciphertext by
using their private key shares.

In the following, we present the threshold variant from [50] which we (arbitrarily)
choose to use as an underlying technique for designing secure multi-party protocols.
However, any other variant can be used in the context of this thesis as well.

Key Generation: On input 7, ¢, and 1°, Gen randomly selects two strong primes p, ¢
of bit size s/2 and sets N = p-qgand N’ = p'¢’. Next, Gen selects 5 «+g Z}, selects
(a,b) «g Z% x Z%, and sets g = (1 + N)® - b mod N2. The secret key sk = BN’ is
shared by using the Shamir threshold secret sharing scheme (see Section 3.1.6.2): choose
ai,...,ar—1 <5 N0y /), and set p(X) := sk + >t ay X", Share S; = p(i) mod NN’
is given only to P; (Vi € ) while the public key pk = (N, g,0), 0 := aN'3 mod N is
published.

Encryption: On input (N, g) and m € Zy, Enc selects r <—g Z}; and outputs ciphertext

c:= g™ - mod N2.

Decryption: For a given ciphertext ¢, P; computes the partial decryption ¢; = 5.

Let T" be any set of 7 partial decryptions. On input 7', Dec outputs plaintext

m=1L | I 02-M0T’j mod N? | - 71 mod N
: J 46(11)? ’
JjeT

where ua j = - Ilyeryg /(" — j). Depending on how the partial decryptions are
distributed, it can be controlled which parties learn plaintext m.
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Theorem 3.3 ([50]). In the random oracle model, the threshold variant of Paillier is threshold
IND-CPA secure if the computational composite residue assumption holds.

The proof of Theorem 3.3 from [50] shows that if there exists a PPT algorithm that
breaks the threshold IND-CPA security of the threshold variant of Paillier from [50], it
can be used to break the IND-CPA security of Paillier.

3.2.3 Homomorphic Properties of (Threshold) Paillier

The Paillier encryption scheme as well as the (7, :)-threshold variants provide the fol-
lowing homomorphic operations:

Homomorphic Addtion: Let m;, mo € P. The homomorphic addition of two ciphertexts
Enc(mi) = g™ - ri¥ mod N? and Enc(ms) = g™ - 7YY mod N?, written as Enc(m;) +
Enc(msz), can be computed as

Enc(my) - Enc(ms) = g™ rY ¢™2rY mod N? = g™ ™2 (r115)Y mod N? = Enc(my + my).

Homomorphic Subtraction: Let m;,my € P. The homomorphic subtraction of two ci-
phertexts Enc(mi) = ¢™ - Y mod N? and Enc(msa) = ¢™2 - ) mod N2, written as

Enc(m) —, Enc(msz), can be computed as
Enc(my)/Enc(ma) = g™ (™27 ) L mod N? = g™ ~™2¢N N mod N? = Enc(mi—ms).

Homomorphic Scalar Multiplication: Let m € P and a € Z\{0}. The homomorphic scalar
multiplication of a ciphertext Enc(m) and scalar a, written as a x5, Enc(m) or Enc(m) x},a,
can be computed as

(Enc(m))® = Enc(m) +, ... +r Enc(m) = Enc(a - m).

a-times

In order to allow the computation of 0 x;, Enc(m), we define the result to be a fresh en-
cryption of zero.

Homomorphic Scalar Division: Let m € P and b € Z},. The homomorphic scalar division
of a ciphertext Enc(m) and scalar b, written as Enc(m)/;, b, can be computed as

Enc(m) x5, (b~ mod N) = Enc(m - b~! mod N).

Homomorphic Scalar XOR: Let b1, b2 € {0,1} C P. The homomorphic XOR operation of a
ciphertext Enc(b;) and a bit by, written as Enc(b;) &y, b2, can be computed as

Enc(b1) —p (2b2 x5, Enc(by)) +5 Enc(by) = Enc(by @ bs).
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Homomorphic Concatenation: Let m, mo € P. Given an upper bound for the number
d of decimal places of mg, the homomorphic concatenation of two ciphertexts Enc(m;) and
Enc(ms), written as Enc(m1) ||, Enc(mz), can be computed as

Enc(my) xp 10% 45, Enc(ms) = Enc(m1||ms).

Ciphertext Blinding: Let m € P. A ciphertext Enc(m) can be blinded (i.e., rerandomized),
written as Blind(Enc(m)) by homomorphically adding a fresh encryption of zero.

3.3 Zero Knowledge Proofs of Knowledge

Based on [68], we briefly introduce the notion of zero knowledge proofs of knowledge
(ZKPOK) including the notion of Sigma-protocols (Section 3.3.1) which are interactive
proofs of a simple structure that can be efficiently transformed into ZKPOK. Further-
more, we present some specific Sigma-protocols (Section 3.3.2) which can be used in the
context of designing secure multi-party protocols to enforce honest behavior, i.e., each
party has to prove to the other parties that it follows the protocol specification.

Let R C {0,1}* x {0, 1}* be a binary relation. For a pair (z, w) € R, z refers to a public
instance of a computational problem while w refers to the corresponding solution and
we write  ~ w. A ZKPOK is an interactive proof which allows a prover P to convince
a verifier V that it knows a witness w for some instance x in such a way that the verifier
learns nothing beyond the fact that the prover knows w such that (z,w) € R.

Definition 3.22 (Zero Knowledge Proof of Knowledge). A protocol 7 is referred to as zero
knowledge proof of knowledge (ZKPOK) for a given relation R if w satisfies the following
properties:

1. Completeness: If P holds (z,w) € R, V holds x, and both parties follow the protocol
specification, then V always accepts.

2. Validity: For every prover P* that is accepted by V with non-negligible probability there
exists a PPT knowledge extractor that can extract w' from interacting with P* such that
(z,w") € R.

3. Zero Knowledge: For every verifier V* there exists a PPT simulator that on input x outputs
a transcript which is perfectly indistinguishable from the transcripts resulting from the
execution of m between P and V for instance x.
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P:z,ws.t (z,w) € R V:x

1. Compute commitment a

2. S
3. Generate random
challenge e € {0,1}!
4 e
5. Compute response z
based ona, e, w
6 z N

7. Accept or reject (a, e, z)

Protocol 3.1: General three-move structure of X-protocols.

3.3.1 Sigma-Protocols

Sigma-protocols (hereinafter written as ¥-protocols) are interactive proofs with a three-
move interaction: P sends a commitment a; V returns a random challenge e with |e| = ¢;
P returns a value z computed based on a, e, and w (cf. Protocol 3.1). Depending on
the resulting transcript, the verifier decides whether or not to accept the proof. The

computations steps and the verification procedure depend on the specific X-protocol.

Definition 3.23 (X-Protocol, based on [68]). A protocol 7 is referred to as X-protocol for a
given relation R if 7 is a three-move protocol and it satisfies the following properties:

1. Completeness: If P holds (x,w) € R, V holds x, and both parties follow the protocol
specification, then V always accepts the resulting transcript (a, e, z).

2. Special Soundness: There exists a PPT algorithm that computes w on input x and two

accepting transcripts (a, e, z), (a, €', 2") with e # €.

3. Special Honest Verifier Zero Knowledge: There exists a PPT simulator that on input x
and e computes a transcript (a, e, z) which is perfectly indistinguishable from transcripts
resulting from the execution of m between honest P and honest V for instance x.

Y-protocols can be efficiently transformed into ZKPOK (see, e.g., [68]). Thus, instead
of designing a ZKPOK from scratch, one can concentrate on the simpler problem of
constructing a X-protocol followed by applying the necessary transformations to achieve
a ZKPOK [68].
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Theorem 3.4. Let w be a 3-protocol for relation R. Every w can be efficiently transformed into a
zero knowledge proof of knowledge with knowledge error 2.

The knowledge error indicates the probability that P can convince V without know-
ing w.

Apart from exhibiting an efficient transformation to ZKPOK, ¥-protocols have some
further useful properties, for example, they are invariant under parallel repetition and
they can be used to prove compound statements (combining statements by, e.g., AND
and OR operations) [68]. Moreover, the Fiat-Shamir heuristic [47] can be used to transform
Y-protocols into extraordinary efficient non-interactive ZKPOKs. On the one hand this
transformation removes the honest-verifier assumption (i.e., soundness can be achieved
w.r.t. malicious verfiers) and on the other hand it removes the interaction between prover
P and verifier V which allows P to convince multiple verifiers at the same time. Es-
sentially, the transformation replaces the verifier’s random challenge by instructing the
prover to apply a hash function idealized by a random oracle on its first message. Note
that this transformation guarantees soundness only in the random oracle model [12]. In
the literature, there are two variants of the Fiat-Shamir heuristic differing w.r.t. the input
of the idealized hash function: the weak Fiat-Shamir heuristic and the strong Fiat-Shamir
heuristic [15]. The former (formalized in [12]) applies the hash function on the prover’s
tirst message while the latter (suggested, e.g., in [49]) demands to additionally include
the problem instance in the input of the hash function. Since security issues have been
identified for the weak Fiat-Shamir heuristic (e.g., [15]), we assume the use of the strong
Fiat-Shamir heuristic in this thesis.

3.3.2 Specific Sigma-Protocols

In the following, we review a selection of ¥-protocols which are used explicitly in the
context of this thesis. We write Enc(-, ) in order to make the randomization of a proba-
bilistic encryption function Enc explicit.

Proof of Plaintext Knowledge (POPK): Let ¢ € C. POPK refers to a ¥-protocol for
proving the relation ¢ ~ (m,r) < (m € P) A (¢ = Enc(m,r)). A POPK X-protocol for
Paillier ciphertexts has been proposed in [27].

Proof of Plaintext Bit (POPB): Let ¢ € C. POPB refers to a >X-protocol for proving the

relation ¢ ~ (m,r) & (c = Enc(m,r)) Am € {0, 1}. For the Paillier cryptosystem, POPB
can be implemented by using the I-out-of-2 n-th power X-protocol from [35].
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Proof of Plaintext Equality (POPE): Let c;, co € C. POPE refers to a >-protocol for prov-
ing the relation (01,62) ~ (ml,mg,rl,rg) & (01 = Enc(ml,rl)) A (CQ = EnC(mz,Tg)) VAN
(m1 = mg). For the Paillier cryptosystem, POPE can be implemented by using the n-th
power X-protocol from [35].
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CHAPTER 4

Secure Multi-Party Computation

Building on the brief introduction to secure multi-party computation (SMPC) presented
in Chapter 2 (Section 2.1.2), we now provide the theoretical background by focusing
on the semi-honest and the malicious adversary model. The goal is to give a precise
definition of the term security and to provide the necessary preliminaries required to
formally prove the security of an SMPC protocol in one of the considered adversary
models. While proving the security of a protocol in the semi-honest model is straight-
forward, we use the CDN-framework [27,28] in order to carry out tight security proofs
in the more complicated malicious model.

Outline: First, we provide some informal background information on secure multi-
party computation (Section 4.1) and give an overview of the general security model con-
sidered in this thesis (Section 4.2). Subsequently, we present the notions of security in the
semi-honest model (Section 4.3) and in the malicious model (Section 4.4). Section 4.4 also
contains a sketch of the CDN-framework (Section 4.4). In Section 4.5, we address some
general aspects of SMPC like the distribution of key material and the used complexity
measures.

4.1 Background

The overall goal of secure multi-party computation is to allow a set of ¢ parties Py, ..., P,
to securely (i.e., privately and correctly) compute an ¢-input functionality F such that
each participating party P; (: € & :={1,...,.}) learns nothing but its prescribed output
and what can be deduced from it in combination with its private input—even in the pres-
ence of an adversary that can corrupt a subset of parties. In order to achieve this goal,
an SMPC protocol 7 securely implementing functionality F has to be designed. The
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principal goal of an adversary is to learn some information on the honest parties” private
input or to influence the computation result. In this context, an important characteris-
tic of SMPC protocols is provable security (given the security of the underlying cryp-
tographic techniques), i.e., a protocol provides security independent of an adversary’s
strategy. Important fields of applications for SMPC are electronic voting (e.g., [30]), elec-
tronic auctions (e.g., [21]), data mining (e.g., [80,81,97]), and biometric authentication
(e.g., [17,45,106]).

For a variety of different SMPC models (determining, e.g., the number of supported
parties, the capabilities of the adversary, and bounds on the number of corrupted par-
ties) there exist so-called feasibility results stating under which conditions any func-
tionality can be implemented as an SMPC protocol (e.g., [14,60,99,127]). In a sense,
these results provide SMPC frameworks which allow the generic design of an SMPC
protocol for a given functionality. However, depending on the target functionality, the
generic constructions may result in impractical protocols. Thus, there is a second line of
work which aims at designing efficient SMPC protocols for specific functionalities (see,
e.g., [2,53,79,80]). In this context, the primary goal is to exploit the properties of a specific
functionality in order to come up with a customized protocol design. In this thesis, we
focus on the specific design approach.

4.2 General Security Model

Before formally defining what it means to securely compute a functionality (see Sec-
tion 4.3 and Section 4.4), we first specify the considered communication model and clas-
sify the power of the adversary in whose presence an SMPC protocol is executed.

For our SMPC protocols, we assume the cryptographic communication model where the
adversary is given access to all exchanged messages but the communication channels
are protected such that the adversary cannot omit, modify, duplicate, or generate mes-
sages sent between honest parties [29,59]. The communication channels are referred to
as reliable. Note that the reliability of communication channel is only guaranteed in a
cryptographic sense.

If not stated otherwise, we distinguish between the corrupted parties and the adver-
sary. The corrupted parties do actively participate in the execution of an SMPC protocol
and are fully controlled by the adversary. Among the most important attributes that
have to be specified in order to classify the power of an adversary are: (1) coordina-
tion capability, (2) adversary behavior, (3) corruption strategy, (4) adversary structure,
(5) computational power (cf., e.g., [29,59]).
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adversary
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(1) (2) 3) 4) ®)

‘ \ " ‘ \
semi-honest & static computationall
monolithic . . threshold P y
malicious corruption bounded

Figure 4.1: Considered adversary power.

Coordination Capability: We consider a monolithic adversary who is characterized by
the ability to coordinate the actions of corrupted parties and to manage an exchange of

information between them.

Adversary Behavior: We consider a semi-honest (passive) adversary as well as a ma-
licious (active) adversary. A semi-honest adversary instructs the corrupted parties to
follow the protocol specification but to record their individual protocol transcripts. The
adversary obtains the transcripts of all corrupted parties on the base of which it tries
to learn private information on the honest parties (i.e., not corrupted parties) inputs. A
malicious adversary additionally has the capability to instruct the corrupted parties to
arbitrarily deviate from the protocol specification.

Corruption Strategy: We assume that the adversary is static, i.e., the set of corrupted
parties is fixed before a protocol execution starts. Once a party gets corrupted, the ad-
versary learns all data held by this party, particularly its input, the sent and received
messages as well as its internal coin tosses (randomness).

Adversary Structure: The adversary structure I' is a family of subsets of &7 that con-
tains all considered subsets of parties that can be controlled by the adversary. We con-
sider a threshold adversary structure that consists of all subsets of parties with a cardinal-
ityof 1 <t <.

Computational Power: We consider an adversary that is computationally bounded, i.e.,
it can be represented as a PPT algorithm.

4.3 Semi-Honest Model

The corrupted parties controlled by a semi-honest adversary exactly follow the protocol
instructions, but keep record of their protocol view consisting of their input and output,
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internal coin tosses, and the messages received from other parties. By analyzing the ag-
gregated protocol views of the corrupted parties, the adversary tries to learn as much as
possible from the protocol execution which goes beyond the input and output of the cor-
rupted parties and what can be deduced thereof. Informally, an SMPC protocol is said
to be secure if gaining such additional information from protocol participation is impos-
sible. The security model in which a semi-honest adversary is considered is referred to
as the semi-honest model.

Although the semi-honest model only guarantees security against passive attacks,
it is well justified. Providing security against passive attacks is often sufficient for real
world applications [77], especially if the essential protocol behavior is controlled and
hidden by complex software, where a targeted deviation is much more difficult than
just recording and analyzing the contents of communication and registers [59]. Targeted
deviations from the protocol specification may require advanced in-depth knowledge
which is unattainable for standard users of such software. Furthermore, the associated
costs of such attacks may far exceed the potential benefit from cheating [77]. The small
probability of being caught cheating, which may result in bad reputation, exclusion, or
the initiation of legal actions, may deter users from actively cheating. Conversely, semi-
honest behavior never can be detected because it is restricted to the analysis of local
data which a party is intended to obtain by the protocol specification. Furthermore,
the design of semi-honest protocols is considered to be a first step to achieve security
against malicious adversaries because it already provides a basis for a protocol secure
in the malicious model where the parties additionally have to be forced to follow the
protocol specifications.

The formalization of the semi-honest model which is presented in the following is
according to [59,68]. In order to facilitate the introduction of the notion related to se-
cure protocol design, we separately treat the two-party case for the semi-honest model
(see Section 4.3.1) and subsequently provide the extension for the multi-party case (see
Section 4.3.2).

4.3.1 Two-Party Case

In the two-party case where an SMPC protocol is executed by two parties, the semi-
honest adversary controls exactly one party, thus, the adversary and the corrupted party
coincide. In the following, we provide the definition of security stated according to the
simulation paradigm in the semi-honest model for the two-party case.

Let F : {0,1}* x {0,1}* — {0,1}* x {0,1}*, (z1,22) — (Fi(z1,22), Fa(x1,22)) be a
two-party functionality where P; (i € & := {1,2}) provides input z; and obtains output
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Fi(x1,22). Let m be a two-party protocol implementing functionality /. The view of a
party P; w.r.t. the execution of protocol 7 on input (z1, 22) and security parameter £ € N
is defined as VIEW] (z1, z9, k) := (x;, 7, m1, . .., my,), Where 7; represents P;’s the internal
coin tosses and m; refers to the j-th message received as part of 7. The corresponding
protocol output of P; is denoted as OUTPUT] (1, x2, k). The joint output of both par-
ties is denoted as OUTPUT™ (21, x2, k) := (OUTPUT] (x1, z2, k), OUTPUTS (x1, z2, k)). The
adversary structure is I' = {{1}, {2}}.

Definition 4.1 (Security: Two-Party Case, Semi-Honest Model). A two-party protocol m is
said to securely implement a two-party functionality F in the semi-honest model if there exist
PPT simulators S; (i € {1,2}) such that

C

{(Si(1%, i, Fi(w1,22)), F(21,22)) Yoy ook =
{(V|EW?($1, 9, k), OUTPUT’T(:rl, 9, k))}xl,wz,k-

Informally, Definition 4.1 states that a protocol 7 securely implements functionality
F in the semi-honest model if the view of a party (real view) can be simulated (simulated
view) from the party’s input and output only. When proving the security of a protocol,
we enclose the simulated values generated by a simulator with angle brackets (-) in order
to distinguish them from the values that occur in the real protocol execution.

Remark 4.1 (Gate Functionalities, Gates: Two-Party Case). A gate functionality G (resp.,
gate p) is a special type of functionality (resp., protocol) which obtains encrypted /shared
input and/or returns encrypted /shared output where the plain values are generally not
known to any party. When defining a gate functionality G (resp., a gate p) we use the no-
tation (y) < G(x) (resp., (y) < p(z)) to indicate that both parties provide the same input
and obtain the same output. A gate functionality (resp., a gate) requires a given context
within which it is called. The context may, e.g., include access to a public-key infrastruc-
ture, to already shared values, to a common trusted random string, or to a trusted list
of ciphertexts satisfying a specific property. For a given context, the goal is to show that
a gate p can be simulated from gate specific input (and output) such that the simulated
view is computationally indistinguishable (resp., statistically indistinguishable) from the
real view of the protocol execution in order to enable that a gate can be called within a

protocol 7.

4.3.2 Multi-Party Case

In the multi-party case, an SMPC protocol is executed between ¢ parties with ¢ > 2. In
the following, we provide the definition of security stated according to the simulation
paradigm in the semi-honest model for the multi-party case.
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Letz := (z1,...,2,) and let 7 : ({0,1}*)* — ({0,1}*)", T — (F1(Z),...,F.(T)) be a
multi-party functionality where P; (i € &2 := {1,...,.}) provides input z; and obtains
output F;(Z). Let m be a multi-party protocol implementing functionality . The view
and the output of a party P; w.r.t. the execution of protocol 7 on input Z and security
parameter k are defined analogously to the two-party case. We write OUTPUT"(Z, k) :=
(OUTPUT] (%, k), ..., OUTPUT] (7, k)) in order to refer to the output of protocol 7 on in-
put T and security parameter k. The adversary structure I' contains all proper subsets
of the ¢ parties. Let C' = {i1,...,4:} C & be the set of indices of a specific subset of
corrupted parties. We write Z¢, F¢(T), and VIEWE (T, k) as a short-hand notation for
(@iy, - ,), (F3y (T), ..., Fi, (%)), and (C, VIEWT (T, k), ..., VIEW] (7, k)), respectively.

Definition 4.2 (Security: Multi-Party Case, Semi-Honest Model). An t-party protocol m is
said to securely implement the t-party functionality F in the semi-honest model if there exists
a PPT simulator S such that for every C € I it holds that

{(S(1*,C, ¢, Fo(@)), F(@)) .k = {(VIEWE (T, k), OUTPUT™(Z, k) Y1

As for the two-party case, we enclose the simulated values generated by a simulator
with angle brackets (-).

Remark 4.2 (Gate Functionalities, Gates: Multi-Party Case). For the multi-party case,
gate functionalities (resp., gates) can be described analogously to Remark 4.1.

4.3.3 Sequential Modular Composition

In the following, we present a composition theorem for the semi-honest model according

o [59] (by utilizing Remark 7.4.5, [59]) which allows the analysis of the security of a
protocol which makes use of some subprotocols in a modular way. In the context of
this thesis, we only use the composition theorem when calling a decryption operation
within a superordinate protocol in order to gain independence of a specific additively
homomorphic threshold cryptosystem.

A protocol 7 implementing funtionality F is said to be oracle-functionalities
(Fi,...,Fn)-aided if the parties executing protocol 7 do have a sequential access to a
series of n oracles to which they provide their private input in an established order
and from which they receive their private output. The oracle-functionality F; (i € N,,)
obtains input and provides output according to the definition of functionality /. An

oracle-functionalities (F1, ..., F,)-aided protocol = is said to securely reduce to function-
alities F7, ..., F, if m securely computes functionality / when making use of the oracle
functionalities F1, ..., Fy.
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Theorem 4.1 (Sequential Modular Composition: Semi-Honest Model). Let Fi, ..., F, be
a series of t-party functionalities and let 7y, ..., m, be a series of t-party protocols securely com-
puting Fi, ..., JFy, respectively. Let F be a v-party functionality and let 7" be an v-party protocol
securely reducing F to F, ..., F, in the presence of a semi-honest adversary. Then, an -party
protocol T which securely implements functionality F in the presence of semi-honest adversaries
is derived from 7' by replacing the oracle calls for Fi, ..., F, by executions of my,. .., 7y, re-
spectively.

4.4 Malicious Model

As for a semi-honest adversary, a malicious adversary controlling a subset of parties
tries to learn as much as possible from the protocol execution. However, the malicious
adversary is additionally allowed to instruct the corrupted parties to arbitrarily deviate
from the protocol specification which, e.g., includes the substitution of the actual input
and the premature abortion of the protocol execution. The principal approach to design
protocols which are secure in the presence of a malicious adversary is to augment a
protocol in such a way that semi-honest behavior is enforced. The security model in
which a malicious adversary is considered is referred to as the malicious model. In this
section, we skip the explicit treatment of the two-party case (this case is covered by the
definition of security in the malicious model for the multi-party case).

4.4.1 Multi-Party Case

In the following, let 7 and 7 be as specified in Section 4.3.2. The formalization of the
malicious model provided in the following is according to [24]. Security is stated in
terms of the ideal world vs. real world paradigm.! More precisely, the capabilities of a real
world adversary A in a so-called real world execution of m are compared to the capabilities
of an ideal world adversary S interacting in the ideal world where a trusted third party
exists. In the ideal world model, the parties send their private input to a trusted third
party which computes the target functionality on the obtained inputs and provides each
party with its prescribed output. Thus, the computation of F in the ideal world model
achieves the maximum level of security. However, in the real world model no trusted
third party exists and the parties execute protocol 7 on their private inputs in order to
obtain their respective outputs. Intuitively, the ideal world view (resp., real world view)

'Note that security in the semi-honest model can also be defined in terms of the ideal vs. real world
paradigm. However, the simulation paradigm allows for a more simple definition which cannot be used to
define security in the malicious model.
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of a party consists of the information (e.g., the received messages) it learns during the
evaluation of F (resp., computation of ).

Definition 4.3 (Ideal World Model). Let ADVRY, (%, k) (resp. IDEALY, (%, k)) denote
the output of a malicious ideal world adversary (resp., the output of P;) for functionality F
(computed by a trusted third party) on input T and security parameter k under attack of S given
auxiliary input a including C. The joint evaluation of F in the ideal world model is denoted as

IDEALZ (T, k) := (ADVRE, (%, k), IDEALE | (T, k), . .., IDEALY ) , (T, k).

Definition 4.4 (Real World Model). Let ADVRY (T, k) (resp., REALY ) ;(T, k)) denote the
output of a malicious real world adversary A (resp., the output of P;) for protocol m on input
T and security parameter k under attack of A given auxiliary input a including C. The joint
execution of m in the real world model is denoted as

REALR (7, k) := (ADVRY, (7. k), REALR ,) 1 (T, k), ..., REALR ) , (T, k)).

Just as a real world adversary, an ideal world adversary is allowed to substitute the
input of the corrupted party and, depending on I, to instruct the trusted third party to
prematurely abort.

Definition 4.5 (Security: Multi-Party Case, Malicious Model). An «-party protocol 7 is said
to securely implement the (-party functionality F in the malicious model if for any PPT real
world adversary corrupting parties in C' € T, there exists a PPT ideal world adversary S such
that

{IDEALY (%, k) }z.x = {REALR () (T, k) }z.k-

Gate functionalities and gates for the malicious model can be described analogously
as it has been done for the semi-honest case in Section 4.3.

4.4.2 Sequential Modular Composition

As for the semi-honest model, there is a composition theorem for the malicious model
which is presented in the following according to [24]. This composition theorem is only
used when calling a decryption operation within a superordinate protocol. Before pre-
senting the composition theorem, we first define the hybrid model.

Definition 4.6 (Hybrid Model). In the (Fi, ..., F,)-hybrid model, a protocol w implementing
functionality F is executed in the real world model but is augmented in that an ideal world
model access is granted in order to evaluate F, . .., Fy, i.e., a trusted third party is sequentially
invoked in order to compute functionalities F1, ..., Fy.
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4.4 Malicious Model

Theorem 4.2 (Sequential Modular Composition: Malicious Model). Let Fi,...,F, bea
series of t-party functionalities and let mq, . . ., m, be a series of -party protocols securely comput-
ing Fi,...,Fn, respectively. Let F be a v-party functionality and let ' be an 1-party protocol
that securely implements F in the (Fi, ..., Fy)-hybrid model in the presence of malicious ad-
versaries. Then, an -party protocol 7 derived from protocol 7' where the ideal world calls of
Fi,...,Fn are replaced by the executions of protocols 7y, ..., my, securely implements F in the
presence of malicious adversaries.

44.3 CDN-Framework

In the following, we briefly review the CDN framework [27,28]. The CDN framework
allows a set of ¢ parties to securely compute the output of a protocol 7 (implementing
functionality F) in the presence of a malicious adversary who controls at most a minor-
ity of 7 — 1 = [1/2] — 1 parties. Security is defined according to Definition 4.5 with the
restriction that |C'| < [+/2] and the extension that each party is allowed to receive a pub-
lic input and/or output (see [27]). Requiring a majority of honest parties assures that a
protocol execution always succeeds with the correct computation result (for details see
[27]). The framework assumes a threshold homomorphic cryptosystem satisfying a set
of specific properties. In this thesis, we focus on the threshold variant of the Paillier
cryptosystem (see Sections 3.2.1 and 3.2.2) which satisfies the required properties. In
the CDN framework, each party has to prove that it follows the protocol specification
by making use of ¥-protocols (see Section 3.3.1). Once a corrupted party is found to
not follow the protocol specification it is excluded from the further protocol execution
and the remaining parties can continue since they know the encrypted input of the ex-
cluded party. Note that we will not explicitly address this aspect for our novel gates and
protocols designed within the CDN framework.

At the core of the CDN framework is a universal protocol FuncEvalr which expects
the description of an arithmetic circuit composed of some specified basic gates for eval-
uating functionality F. In [27,28] some basic gates have been proposed. One of these
gates which we use in the context of this work is a multiplication gate ([a - b]) <«
pmutt(([a], [b])) which enables the set of participating parties to compute the encrypted
product [a - b] from two ciphertexts [a] and [b].

In a simplified form, protocol FuncEvalr can be divided into three phases which are
sketched in the following. For simplicity, we omit pre-computation steps such as key
distribution (for details see [27]).
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Input Phase: Each party encrypts its private input and broadcasts the corresponding
ciphertext(s). Additionally, for each broadcasted ciphertext a party runs the POPK pro-
tocol (see Section 3.3.2) in order to prove that it knows the corresponding plaintext.

Computation Phase: The parties jointly evaluate the given circuit gate by gate. Each
gate obtains an encrypted input and provides an encrypted output which in turn may
constitute the input for another gate.

Output Phase: All parties who are still participating in the protocol execution jointly
execute a private decryption protocol providing each party with its prescribed output.

Theorem 4.3. ([28].) The FuncEvalx protocol (as sketched above) securely evaluates F in the
presence of static active adversaries corrupting a minority of parties in the malicious model.

The following remarks describe adaptions and relaxations of the CDN-Framework
we use throughout this thesis.

Remark 4.3. In order to integrate a new gate into the CDN Framework, it is necessary
to show that given the encrypted input and encrypted output of a gate, the gate can be
simulated in such a way that the simulated view of all parties is statistically indistin-
guishable from the view of all parties in the real world. However, Schoenmakers et al.
argue that it suffices to show that a gate can be simulated in a statistically indistinguish-
able way for input of a special form (see below) [55,65,106]. This is due to the fact that
the proof of Theorem 4.3 in [27] is kept modular and uses an intermediary distribution
YAD® which is a function of an encrypted bit [b]. The proof then shows that

IDEALZ £ YAD £ YAD' £ REALJ,

where IDEAL{ := {IDEALL, (T, k)}z 1 and REALR = {REALR,(%,k)}zs A distin-
guisher for distributions IDEALZ and REAL}, yields a distinguisher for distributions YAD?
and YAD'. Since the gap between YAD? and YAD' depends on the single encrypted bit [],
the security of a gate is reduced to the security of the underlying cryptosystem. Thus,
for a gate obtaining common input [z], it suffices to conduct the simulation for input
[Z] = [(1 = )2 + bz "] where 2{* and (! represent 2 in the YAD" and YAD! distribu-
tions, respectively. Values 20, 2 and [b] are given to the simulator. For further details
see [55,65,106].

Remark 4.4. In [106] it is argued that the CDN framework can be extended to support
a dishonest majority (and thus in particular to support the two-party case) at the loss of
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robustness (it can no longer be guaranteed that the protocol execution succeeds). In other
words, a corrupted party cannot be prevented from prematurely aborting the protocol
execution. However, there exist techniques to assure that a party does not gain any
advantage from premature abortion [105].

Remark 4.5. Note that the CDN framework assumes that F is a deterministic function-
ality. Nevertheless, the framework can also handle probabilistic functionalities as de-
scribed in [27]. In that case it has to be assured that the random bits influencing the
protocol output are jointly generated by the participating parties and remain encrypted
throughout the protocol execution.

Remark 4.6. Note that for a gate obtaining symmetric input, i.e., all parties provide
the same encrypted input, no additional ¥-protocols have to be used to enforce that all
parties provide the correct input. In case that an honest majority can be guaranteed, the
correct input will be in the majority. Those parties whose input deviates from the correct
input are excluded from the further protocol execution. If an honest majority cannot be
guaranteed, then the protocol execution aborts in the case that the parties” inputs differ.

4.5 Miscellaneous

4.5.1 Set-Up Assumptions
In this thesis, we make the following set-up assumptions

o Pre-distributed Key Material: Since we make use of a partially homomorphic cryp-
tosystem (the Paillier threshold variant presented in [50]) as an underlying tech-
nique for designing SMPC protocols, the question arises how the parties participat-
ing in a protocol execution obtain the required key material. Since there are various
protocols for a distributed key generation for threshold Paillier (e.g., [69,91]), we
do not explicitly address this question in this thesis. Instead, we concentrate on the
protocol design and assume the key material to be pre-distributed as it is common
in the literature. This also applies for gate/protocols which combine two-party as
well as multi-party computations and thus require multiple Paillier keys for differ-
ent threshold values.

e Parties can reach each other: Throughout this thesis, we assume that all parties that
wish to jointly execute an SMPC protocol know how to communicate with each
other without revealing their identities (e.g., user names or IP addresses). In the
literature, there exist various techniques to achieve this requirement (e.g., one-time
identifiers [104], Tor [114]).
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4.5.2 Threshold Paillier Dependencies

For all gates and protocols we assume a threshold variant of Paillier as the underlying
cryptosystem. However, all novel gates and protocols presented in this thesis are in-
dependent of (threshold) Paillier but only require a homomorphic threshold encryption
scheme providing for homomorphic addition, homomorphic subtraction, homomorphic
scalar multiplication, and ciphertext blinding. Note that the other homomorphic prop-
erties presented in Section 3.2.3 can be deduced from these four essential properties.

4.5.3 Proving the Security of Gates and Protocols

In the following, we provide some general procedures for proving the security of a pro-
tocol or a gate in order to facilitate the understanding of the security proofs that are
presented in the following chapters.

Our security proofs implicitly use the property of IND-MULT-CPA security (see Def-
inition 3.18) of threshold Paillier. In particular, this property allows the simulation of
multiple (possibly interdependent) ciphertext that are communicated during a protocol
execution by ciphertexts that are chosen uniformly at random from the corresponding
ciphertext space. This in turn allows us to concentrate on the critical parts of security
proofs when plaintexts (e.g., the decryption of jointly generated ciphertexts) have to be
simulated.

The presented definitions of security (Definition 4.1, Definition 4.2, and Definition 4.5)
also cover the correctness of a protocol because it is postulated that the distribution of
the outputs specified by a functionality is computationally indistinguishable from the
distribution of the outputs of the protocol implementing this functionality. As it is com-
monly done in the literature, we separate the actual proof of correctness (i.e., the proof
that the protocol computes what it was designed for) from the security proof. Then, in
the security proof the correctness of the protocol under consideration is implicitly used.
This practice allows the conduction of compact and simulation focused security proofs.
We proceed similarly for proving the security of a gate, however, there are some partic-
ularities connected with gates as discussed in Remark 4.1 (Section 4.3.1) and Remark 4.3
(Section 4.4.3).

When we say that a simulator S; calls another simulator S;, we mean that S; per-

forms the steps which are specified for Sy (on appropriate input and output).

4.5.4 Gate/Protocol Notation

In order to refer to a gate/protocol functionality or to a concrete gate/protocol, we use
the templates Gfl,me, Friames PNames aNd Thame Where Name specifies the name of the gate
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(functionality) and protocol (functionality), respectively. Furthermore, P € {T,M} indi-
cates the underlying party case which is either the two-party case (T) or the multi-party
case (M) and A € {SH, M} indicates the underlying adversary model which is either the
semi-honest model (SH) or the malicious model (M). Note that a gate functionality and
a protocol functionality are indpendent of the adversary model, thus, the corresponding
templates do not specify an adversary model A in the superscript. We omit the super-

scripts in case they are apparent from the context.

4.5.5 Complexity Measures

For determining the theoretical complexity of an SMPC gate/protocol, one generally
considers the communication complexity and the round complexity.

e The communication complexity counts the number of messages and their sizes
which are communicated during a gate/protocol execution while a broadcast mes-

sage is only counted once.

e The round complexity measures the number of sequential communication steps
(i.e., a gate/protocol step in which a party sends a message) where all steps that
can be performed simultaneously are collected to one single step.

In order to refer to the communication complexity or round complexity of a gate pname
or protocol mname We write Oname. Which of the two complexities is meant will be appar-
ent from the context. Furthermore, we add a superscript in order to indicate the magni-
tude of a specific parameter determining the complexity of the considered gate/protocol.
Consider, for example, a gate py with communication complexity in Oy := O(y). This
gate is used as a building block in gate px. The communication complexity of gate px
solely depends on the complexity of py and the magnitude of y corresponds to a pa-
rameter x which occurs in px. Then, the communication complexity of px is written as
O = 0040y,

51






CHAPTER 5

Privacy-Preserving Building Blocks

In this chapter, we introduce novel gates and review existing gates which previously
have been proposed in the literature. These gates are used as building blocks for design-
ing new gates or for designing one of the novel bartering protocols and their extensions
(see Chapters 6 and 7). The SMPC setting (i.e., the party case and the adversary model)
for which a gate is designed depends on the context in which it is used. For example,
this means that if we need a specific gate only for the two-party case and to provide se-
curity in the semi-honest model, we present this gate only for this setting. However, in
case that we require a gate functionality independently of a specific setting, we (at least)
present a gate for the multi-party case and the malicious model since it also covers the
two-party case and, in general, it is straight-forward to extract a gate providing secu-
rity in the semi-honest model by performing minor modifications (such as removing the
used zero knowledge proofs).

The gates presented in this chapter can be divided into three categories: secure (1)
basic operations, (2) comparison operations, and (3) selection operations. For each of the
three categories, we first introduce the gate functionalities followed by presenting one or
more gates implementing each of these functionalities. In case that a gate functionality
has been implemented before, we either review existing gates (resp., a single gate if, to
the best of our knowledge, there exist no further, more efficient, gates) implementing
that functionality or devise a new gate that corrects privacy-leakages of existing gates.
In case that we introduce a gate functionality that, to the best of our knowledge, has
not been implemented before, we devise a gate (resp., multiple gates for different SMPC
settings) implementing that functionality. In the latter case, we provide an overview of
related work when it is not obvious why existing (similar) gates cannot be directly used
instead.

Since the gates in this chapter are presented according to their general functional-
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Category Gate Security Model | Party Case
Operation Symbol | Func.-Def. | Gate Spec.
Multiolicati paM Def. 5.1 Spec. 1 Semi-Honest Multi
Basic wtiptication M Def. 5.1 Spec. 1 Malicious Multi
Bit-Decomp. M Def. 5.2 Spec. 2 Malicious Multi
Modulo o Def. 5.3 Spec. 3 Malicious Multi
pirpmso | Def.54 | Spec.4 | Semi-Honest Multi
Less.Than P Def. 5.5 Spec. 5 Semi-Honest Multi
Comparison M Def. 5.6 Spec. 6 Malicious Multi
ol E ccor | Def.5.7 Spec. 7 Semi-Honest Two
Equality poM Def.5.8 | Spec.8 | Semi-Honest Multi
M Def. 5.8 Spec. 8 Malicious Multi
PpEM Def. 5.10 Spec. 9 Malicious Multi
pon. | Def.5.11 | Spec.10 | Semi-Honest Multi
from Dataset | oMM . | Def.5.11 | Spec.11 Malicious Multi
poaat« | Def.5.11 | Spec.12 | Semi-Honest Multi
Selection prve | Def.5.12 | Spec.13 Malicious Multi
pra, | Def.5.13 | Spec.14 | Semi-Honest Two
from Interval |  prip" | Def.5.14 | Spec.15 Malicious Multi
oM, | Def.5.15 | Spec.16 Malicious Multi
M Def.5.16 | Spec. 17 Malicious Multi

Table 5.1: Overview of the presented gates. An underlined gate symbol indicates a newly
proposed gate; an underlined definition indicates a newly proposed gate functionality.

ity rather than their purpose in the context of a privacy-preserving bartering protocol,
this chapter ought to be seen as reference for Chapters 6-7. An overview of the pre-
sented gates, including the SMPC setting they are designed for, is given in Table 5.1. An
overview of the communication and the round complexities of the presented gates is
given at the end of this chapter in Table 5.6.

Contributions: The following list provides an overview of the novel gates that are pre-
sented in this chapter.

e A two-party gate secure in the semi-honest model for performing a less than com-
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parison on two encrypted bits that provides XOR shared output. This gate has
been published in [119].

A multi-party gate secure in the semi-honest model for performing a less than
comparison on two encrypted integers that provides XOR shared output. This
contribution is joint work with Fabian Forg (PhD Student at Stevens Institute of
Technology at that time).

A multi-party gate secure in the malicious model for obliviously selecting one en-
crypted entry out of a list of ciphertexts. This gate is joint work with Wadim Pessin
(graduate student at RWTH Aachen University at that time) and has been pub-
lished in [124].

Several multi-party gates that securely implement the primitive of conditional ran-
dom selection (and variants) that, depending on the gate, provide security in the
semi-honest model or the malicious model. An initial two-party gate (not pre-
sented in this thesis) providing security in the semi-honest model is joint work
with Fabian Forg and has been published in [119]. A multi-party variant provid-
ing security in the malicious model has been published in [122].

Two-party and multi-party gates for sampling from a private (unknown) interval
that is given by encrypted bounds that, depending on the gate, provide security in
the semi-honest model and the malicious model. The most important gate allows
multiple parties to sample from a private interval according to an arbitrary discrete
distribution and provides security in the malicious model. The gates have been
published in [48,121,122,124].

A multi-party gate secure in the malicious model for the oblivious shrinking of a
private (unknown) interval given by encrypted bounds in case that the interval
width is beyond a given public threshold. This gate has been published in [121,
122].

Outline: In Section 5.1, we present several secure basic gates, e.g., allowing for the mul-

tiplication of two encrypted integers. Gates which implement secure comparison oper-

ations like testing the equality of two encrypted integers are introduced in Section 5.2.

Finally, in Section 5.3 a series of gates implementing various secure selection operations

are presented.
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5.1 Basic Operations

5.1.1 Multiplication

A multiplication gate is used to allow a set of parties to securely compute [zy] from [z]
and [y] while keeping = and y private.
Definition 5.1 (G} ,: Multiplication). Let all parties P, (¢ € &) hold [z] and [y]. Then,
gate functionality GM . is given by ([x - y]) < G (([z], [v]))-

Based on G .., we define ([z1 - ... zn]) < GM¥apue(([z1], - - -, [22])) (Unbounded

Fan In Multiplication) to be a shorthand notation for computing [z; - ... - z,] by means
of subsequently executing an implementation of G\ ;. n — 1 times:

([91]) < Gtate(([21], [2])),
([[y2]]) — gl\l\//[[ult(([[yl]]ﬂ |I$3]]))7

ey

(Iyn—1]) ¢ Grtue(([yn—2], [2])).

Furthermore, let (([z1], [z1 - 2], ..., [z1 ... - 2,])) < G (([z1], - - -, [zn])) (Stag-
gered Multiplication) denote a call of GM., . oninput [z1],.. ., [x,] where all interme-
diate computation results (including [z;]) are added to the output. We write ([z; - ... -
z:]) < G s (([z1], - - -, [2n])) with i € N to address the i-th component of the output

of GM 1.t For technical reasons, we define ([1]) - GM\ 1.o(([z1], - - -, [zn]))-
Gate Specification 1 (oMM and ppHM). A gate pMM implementing GM, ;, providing secu-

rity against malicious adversaries has been proposed in [27,28]. A gate pyHM providing

security against semi-honest adversaries can be implemented analogously by omitting
the ZKPOKSs.

Complexity. The communication complexity of the multiplication gate from [27,28] is in
O(ts) and the round complexity is in O(1).!

5.1.2 Bit-Decomposition

Bit-decomposition denotes an operation that converts an unsigned m-bit integer x into
its binary representation xy, . .. , Z;,—1. In the following, we present the definition of the
gate functionality for a secure bit-decomposition of Paillier ciphertexts which allows the
conversion of an encrypted integer [z] into the corresponding encrypted bit representa-
tion such that z as well as the actual bit length of = remains private.

IRecall that ¢ refers to the number of all parties participating in a protocol execution and s refers to the
security parameter of Paillier.
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Definition 5.2 (G)L: Bit-Decomposition). Let all parties Py (¢ € ) hold [z]. Then, gate
functionality GYY is given by (([xo]), - -, [*m-1])) < Gy5([z]) where zpiy := (z0, ..., Tm-1)
is the bit representation of x with 0 < x < 2™,

Secure bit-decomposition is an operation of practical importance in the context of
designing efficient SMPC protocols. This is due to the fact that depending on the gate
functionality either an integer or a binary arithmetic-oriented implementation might be
more efficient. When designing complex SMPC protocols consisting of various different
gates, it is possible to benefit from both worlds by using a gate implementing the bit-
decomposition functionality [101]. Note that a secure bit-composition, i.e., computing
[«] from [zo], ..., [#m—1], can be computed as follows:

[[x]] = [[[130]] +hn 2! Xh [[l'lﬂ +h ... ThH gm-—1 Xh [[[I}m_lﬂ.

M

Gate Specification 2 (p}M). A gate py5™ implementing G), providing security against

malicious adversaries has been introduced in [101].

Complexity. The communication complexity of the bit-decomposition gate from [101] is
in O(m - Oppi) and has a round complexity in O(1) assuming that the required secure

multiplication operations run in parallel.

5.1.3 Modulo

The following gate functionality defines a modulo reduction operation allowing multiple
parties to compute [« mod b] for a given ciphertext [z] (of an unknown plaintext ) and

a public modulus b.

Definition 5.3 (GM ;: Modulo Reduction). Let all parties P; (¢ € &?) hold a ciphertext [z]
with |x| = mg and a public modulus b with 2me—l < p < 2™ gnd my < my. Then, gate
functionality GN- 4 is given by ([ mod b]) + GM.4(([«], b))

Gate Specification 3 (p\i). A gate pMi™ implementing gate functionality G , has been
introduced in [65]. The security of pM M against a malicious adversary has been proven

in the context of the CDN framework.

Complexity. The communication and round complexities of gate pM Y from [65] are in

O(1smy) and O(v), respectively.
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5.2 Comparison Operations

5.2.1 Less Than Comparison

In the following, we present four gate functionalities for computing different flavors of
secure less than comparisons. The first two gate functionalities assume the input of the
bits (resp., integers) to be compared are only available in encrypted form and provide
XOR shared (see Section 3.1.6.1) output. The third gate functionality assumes that the
integers to be compared are only available in a bit decomposed encrypted form and pro-
vides the comparison result in encrypted form. The fourth gate functionality defines
a special kind of an oblivious transfer protocol where the secret the receiver learns de-
pends on the computation result of a secure less than comparison.

Note that it depends on the SMPC setting and the protocol/gate that requires a se-
cure less than comparison, which of the gates implementing one of the following gate
functionalities is more suitable.

Definition 5.4 (GM ;. <o: Less Than Comparison for Binary Values with Shared Output).
Let all parties Py (¢ € 2) hold [b] and [b'] with b,/ € {0,1}. Then, gate functionality
GM pinso 18 given by (o1,...,0,) < GM . oo (([0], [V'])) with o1, ... 0,1 +g {0,1} s.t.
01D0oa®...0o,=[b<V]

Definition 5.5 (GM ¢: Less Than Comparison with Shared Output). Let all parties P, (£ €
P) hold [z] and [y] with x,y € P. Then, gate functionality G- oo is given by (o1, ...,0,) +
GM oo (([2], [y])) with o1, ... 01 <5 {0,1} s.t. 01 B o2 ® ... B o, = [x < yl.

Definition 5.6 (G}, | 1: Bit-Decomposed Input Less Than Comparison). Let all parties P

(¢ € 2) hold [zpin] := ([zo], - ., [xm=1]) and [ysin] := ([y0], - - -, [ym—1]) where xy;y, (resp.,
Ybin) 18 the binary representation of x with 0 < x < 2™ (resp., of y with 0 < y < 2™). Then,

gate functionality GNL; 1 1 is given by ([b]) <+ G¥op17(([zbin]s [Ybin])) where b = [z < y].

Definition 5.7 (G5 1.5cor: Input-Symmetric Less Than Strong Conditional Oblivious
Transfer). Let party Py hold integer x1 and [vi] and let party P> hold integer xo and [vs].
Then, gate functionality Gis | 1scor iS given by

(Blind([v1]), L) ifx1 < 22

(Blind([vs]), 1) otherwise } FgITs-LT-SCOT((xla[[Ul]]),(ma[[vﬂ))a
v2]),

where L denotes the empty string.

Given a gate implementing one of the less-than based comparison operations from
above (Definitions 5.4-5.7) for a specific SMPC setting (i.e., party case and adversary
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Gate 5.1. Specification of pPi1 oo
1 All parties jointly compute ([c]) < paue(([1] —1 [0], [6']))

2 All parties set [¢o] := []
3 Each party P, (¢ from 1to ¢ —1):

3.1 Select op <—¢ {0,1}
Blind([c_1]) if o, =0
3.2 Set [¢;] := { (Tee—1])  ifor

[1] —n [ce—1] otherwise

3.3 Send [c¢/] to party Ppiq
4 All parties jointly compute o, = Dec([c,—1]) s.t. only P, learns the result

5 Each party P, outputs o, (V¢ € &)

model) it is straight-forward to implement the corresponding less-than or equal (LTE),
greater-than (GT), and greater-than or equal (GTE) variants (see, e.g., [118]). For ex-
ample, a gate implementing gate functionality GM ¢, can be used to implement the
LTE, GT, and GTE variants by defining GMr oo (([2], [¥])) = GMso(([=], [¥] +n [1])),
gé\;/[T-so(([[xﬂ: [vD) = g%-so(([[y]]» [2])), and g%\;/[TE—SO(([[x]L [vl) := g%%.so«[[y]], [z] +n
[1])). Furthermore, if a gate pir.so implementing gate functionality GM o is required
to provide the computation result as a single encrypted bit, a gate prr can be derived
from pr150 by defining prr([x], [y]) as (Jo1 ® 02 & ... & 0,]) « prrso([=], [¥])-

Gate Specification 4 (pPI1 o). In the following, we devise a gate pPi! o implement-

ing gate functionality Q]I}%_Bin_so (see Definition 5.4).

As the first step of pPi o5 (see Gate 5.1), all parties jointly compute [c] «
pvutt([1] —» [B], [¢']) such that ¢ indicates whether or not b < b'. The remaining steps
are intended to share c between the parties such that all parties have to aggregate their
shares in order to obtain the comparison result. Next, all parties set [¢] := [c]. Parties
P,..., P, successively compute [¢/] from [c,—1] where P, (V¢ € 2\{.}) first selects
o¢ <3 {0,1}, computes [¢/] := Blind([c,—1]) if o, = 0 and [¢(] := [1] —4 [ce—1] otherwise,
and sends [c¢] to Ppyq. Party P; initiates this staggered computation. Subsequently, all
parties jointly decrypt [c,—1] such that only P, learns the result o, = Dec([¢,—1]). Finally,
each party P, outputs oy ({ € &).

The correctness of gate pPiip! o follows directly from Table 5.2 which shows all pos-
sible combinations of (b,b") € {0,1} x {0,1} and the random bits o1, ...,0,_1 selected
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c b UV ‘ o o,|0d®o,
00 0|0 O 0
1 0 1]0 1 1
01 0]0 O 0
01 110 O 0
0 0 O|1 1 0
1 0 11 O 1
0 1 o1 1 0
0 1 1|1 1 0

Table 5.2: Truth table for ppHM ( withc:=[b < ¥]and o =01 @ ... B 0,_1.

by Pi,..., P,_, respectively, which are captured by o' := 0; & ... ® 0,—;. In particular,
Table 5.2 shows thato; @ ... @ o, is equal to 1 if b < V' and otherwise equal to 0—exactly
as prescribed by Definition 5.4. Furthermore, the output distribution of pffM o is as
prescribed by Definition 5.4.

Theorem 5.1. Let the input ([b], [V']) and the partial output (o, . .., 0;,) with {i1,... it} =
C C Pandt < T be given to simulator S. Gate piiipl oo can be simulated such that the

simulated view is computationally indistinguishable from the real view.

Proof. First, assume that parties Py, ..., P; are corrupted, i.e., C = {1, ..., t}. For all cor-
rupted parties, simulator S sets ([c]) <—s C and calls the simulator of py on ([1] —n
[], [']) and ([c]). In order to simulate [¢;,—1] which P, (¢ € C) receives from Py_;, simu-
lator S computes Steps 3.1-3.3 (Gate 5.1) in place of P,_; (using P;_;’s given output o,_1)
and sets ([c,—1]) accordingly.

In case that (¢ — 1) ¢ C, simulator S simulates [¢,_1] which P, receives from Py_; as
([ce-1]) <5 C. Furthermore, in case that ¢+ € (C, simulator S sets
(Dec([c,—1])) :== o,. O

Complexity. The communication and round complexities of gate pPipd o are in O(us +
Owmuit) and O(v), respectively.

Gate Specification 5 (p{1I2%). In the following, we introduce a new gate ppH2 imple-

menting gate functionality GM ¢, presented in Definition 5.5. This gate is based on a
variant of the two-party privacy-preserving less than comparison protocol from [76].
The protocol variant provides shared output and is secure in the semi-honest model [86].
To the best of our knowledge, there exists no previously presented gate implementing
multi-party functionality GM.o5.
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5.2 Comparison Operations

The underlying approach of our novel gate (see Gate 5.2) is the same as in [76,86]
which is based on the following observation. For z,y € N, it holds that x — y < 0 iff
[t<yl=landy—z—1<0iff [z >y] =1

In the following, the plaintext space of the used additively homomorphic threshold
cryptosystem is associated with interval [0,n) (n := N in case of threshold Paillier).
Analogously to [76,86], we require that z,y € [I,h] =: D C [0,n), for some [,h € N, h > [.
Furthermore, interval [0, n) has to be split in order to represent negative integers: Zero
as well as positive integers are represented by the lower half [0, [n/2] — 1] of [0, n) while
negative integers are represented by the upper half [[n/2],n — 1] of [0, n).

In p{IM, Py first obliviously computes the differences [z —y] and [y—x —1] on the en-
crypted input values [z], [y]. In order to prevent the leakage of any information beyond
the sign when one of those encrypted differences is decrypted (cf. Step 4, Gate 5.2), both
differences are randomized by letting P, perform a homomorphic scalar multiplication
on [z — y] (resp., [y — = — 1]) with a random scalar r <—g D,. = [1, h, := (h —1)?] C [0,n)
followed by homomorphically adding a random shift 7’ <—¢ I, := [0, r) as it is proposed
in [76]:

[do] := (([2] = [y]) xn 1) +n [r']
[do] == ((Iw] = (2] =n [1]) xn 1) +n [F']-

As dy,dj € [0,n), it holds that dy € [[n/2],n — 1], d; € [0,[n/2] — 1] if x < y and
do € [0, [n/2] — 1], dj € [[n/2],n — 1] otherwise. Next, parties P,. .., P,_; successively
update ([do], [dp]]) where P, (V¢ € 22\{1}) selects o; <—g {0, 1} and swaps the entries of
([de=11,[dy_,]) iff o, = 1 (see Steps 2.1-2.2, Gate 5.2). Independent of the value oy, P
blinds the possibly swapped tuple entries and sends the resulting tuple ([d(], [d}]) to
Py . After P, receives [d,—1], it sets [d,] := [d,—1], broadcasts [d,], and initiates the joint
decryption of [d,] such that only P, learns the result. Party P, sets o, according to

{1 if d, > [n/2]

0, 1=

0 otherwise

Finally, each party P, (¢ € &) outputs oy.

For the two-party protocol in [76], the authors observe that their protocol has a leak-
age which also occurs in Gate 5.2: In case that d, = 0, P, learns that z = y (Step 4,
Gate 5.2). According to [76], the probability of revealing that x is equal to y is given by

In h,
e=Prld, =0|r < D,,r +¢ D]~ T;L .
The authors of [76] argue that for a large h,, probability e is negligible and provide the

example that for comparing two 160-bit integers, it holds that ¢ < 27314
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Gate 5.2. Specification of piiad.

1 Party Pp:

1.1 Selectr <—¢ D,., 1’ <—g D,

1.2 Compute [do] := (([=] —r [¥]) xn7) 4+ [7']

1.3 Compute [do] := (([y] = [2] —n [1]) xn ) +n [7']
2 Party P, for £ from 1 to ¢ — 1:

2.1 Select oy <3 {0,1}
(Blind([de_1]), Blind([d}_,])) ifop =0
(Blind([d}_,]),Blind([d¢—1])) otherwise
2.3 Send ([d/], [d}]) to party Pryq

2.2 Set ([dg], [d}]) == {

3 Party P;:
3.1 Set [d,] := [d,-1]
3.2 Broadcast [d,]

4 All parties jointly compute d, = Dec([d,]) s.t. P, learns the result

1 ifd, > [2]
5 Party P, sets o, :=
0 otherwise

6 Party P, outputs oy (V0 € £)

One further issue related with Gate 5.2 is that P, and P, may not be corrupted at
the same time, otherwise, one of the differences (z — y) or (y — x — 1) can be computed
by the adversary from the knowledge of r, v/, and o,. Note that this restriction can be
circumvented by letting all parties jointly compute the hidden differences [dy] and [d ]
in an oblivious fashion.

Leto :=01®...® 0,—1. The correctness of gate pi%‘sl\é follows directly from Table 5.3
indicating that o’ ® 0, = 1 if z < y and equal to 0 otherwise. Furthermore, the output
values oy, ..., 0,1 are uniformly distributed as prescribed by Definition 5.5.

Theorem 5.2. Let input ([x], [y]) and the partial output (0;,, ..., 0;,) with {i1,... i} = C C
P and t < T be given to simulator S. Provided that € < negl(s) and Py, P, do not collude, gate
pPH can be simulated such that the simulated view is computational indistinguishable from the

real view.
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[x<y]‘o" d, ‘OL o ®o,
o lold=dozmm 1] 1
1|d =dy<[n/2] |0 1
o |ofd=do<m2r| o] o
1l d=dy>[m/21| 1] o0

Table 5.3: Truth table for p?H with o’ :== 01 @ ... @ 0,_1.

Proof. First, assume that parties P, ..., P, are corrupted, i.e,, C = {1,...,t}. Simulator S
simulates [do] and [d] by performing Step 1 (Gate 5.2) in place of P;. In order to simu-
late ([d¢—1], [d)_,]), which P, (¢ € C) receives from P,_;, simulator S computes Step 2.2
(Gate 5.2) (using P,_1’s given output oy_1) in place of P,_; and sets (([d/—1]), ([d)_1]))
accordingly. Furthermore, we have to distinguish the following cases:

1. (¢ — 1) ¢ C: S simulates ([dy_1],[d;_,]) which P, receives from
Py as (([de-1]), ([dp_1]1)) <=5 C x C.

2. (t—1) ¢ C: S simulates the ciphertext [d,] broadcasted by P, in Step 3.2 by setting
<[[dL]]> 3 C.

3. v € C: S has to distinguish whether o, = 1 or o, = 0 in order to simulate Step 4
(Gate 5.2). In the former case d, is simulated as (d,) <3 [[n/2],n — 1] while in the
latter case (d,) < [0, [n/2] — 1].

d

Complexity. The communication and round complexities of gate pPtidd are in O(us) and
O(1), respectively.

Gate Specification 6 (oYY ). In [55], the authors propose a gate p¥M_. implementing
gate functionality G)L; 1 (cf. Definition 5.6). The security of p¥¥i-; against malicious
adversaries has been proven in the context of the CDN framework.

Complexity. The communication and round complexities of gate p¥Vr are in O(tsm)
and O(log(m)), respectively.

Gate Specification 7 (piitoor). A gate ppl o ; implementing gate functionality
G5 11.scor (see Definition 5.7) has been proposed in [48,86]. Gate functionality G | 1scot
describes a special kind of oblivious transfer referred to as input-symmetric less than strong
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oblivious transfer [86] where each party P (¢ € {1, 2}) holds a private integer =y and an en-
crypted secret [uv/], respectively. Depending on whether or not z; < 3, P; learns its own
(blinded) encrypted secret or the one provided by P,. What is special about a gate im-
plementing gate functionality G5 | 1ot is that no party learns the result of the less than
comparison implying that P, cannot distinguish whether it obtains its own encrypted
secret or the encrypted secret of P.

Complexity. The communication and round complexities of gate piiit oo are in
O(Orrs0), respectively, assuming the use of the oblivious transfer protocol from [96].

5.2.2 Equality Test

An equality test gate can be used whenever a set of parties hold common values [z]
and [y] and want to compute [[z = y]] while keeping x and y private.

Definition 5.8 (GM-: Equality Test). Let all parties P, ({ € 22) hold [z] and [y]. Then, gate
functionality GM. is given by ([o]) + GM(([=], [y])) where o = [z = y].

Definition 5.9 (G)L; ¢+ Bit-Decomposed Input Equality Test). Let all parties P, ({ € )
hold [xvin] = ([zo],-- -, [Tm=1]) and [ypin]l :== ([vol,- - -, [ym—1]) where xp;, (resp., Ypin) is
the binary representation of x with 0 < x < 2™ (resp., of y with 0 < y < 2™). Then gate
functionality GYL, g is given by ([b]) <+ GO pr(([2bin], [ybin])) where b = [z = y.

Gate Specification 8 (pgr, peprET). Given a gate implementing a less than comparison, it
is straight-forward to implement an equality test. For example, a gate ppr implementing
gate functionality GM. can be derived from py1.so by defining per(([2], [y])) as ([o1 D o2 @
.. ®0,]) + prrso(([z] = [y], [1]))- A gate implementing gate functionality G¥; £t can
be computed as ([b]) < pmut(eBDLLTE(([Tin], [Yoin])); PBDLGTE (([T0in], [Ubin]))). We use
these constructions throughout the thesis when equality tests are needed because other
existing gates are less efficient or do not provide the required input/output behavior.

Related Work: For the two-party case, a gate for equality testing which provides se-
curity against semi-honest adversaries (extendable to provide security against malicious
adversaries) has been presented in [113]. This gate is based on a secure evaluation of the
Jacobi symbol, supports encrypted input, and provides encrypted output as required by
Definition 5.2.2. An inherent disadvantage of the proposed construction is that a false
positive, i.e, the gate returns [1] in case of = # y, occurs with a probability of approx-
imately 1/2. Repeating the execution of the gate on the same inputs multiple times
followed by multiplying the encrypted results reduces the probability of false positives
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but can results in a less efficient solution compared to, e.g., equality testing gates with
an error probability of zero.

In the literature, several protocols for equality testing have been implemented in
which each party knows exactly one of the plaintext values which are to be compared
and where at least one party learns the plaintext result of the equality test. In [46], Fagin
et al. provide a comprehensive overview of several techniques for performing a secure
equality test w.r.t. different privacy demands. In [73], the authors propose a two-party
protocol (based on an additively homomorphic threshold cryptosystem) for equality
testing providing security in the semi-honest model along with the necessary modifi-
cations to achieve security in the malicious model. The computation result is an encryp-
tion of 0 in case that x = y and an encryption of a random number (drawn uniformly at
random from the underlying plaintextspace) otherwise. Both parties jointly decrypt the
computation result and output 1 if the result is equal to 0 and output 0 otherwise. None
of these protocols can be used in the context of this thesis since we require an encrypted
protocol output.

5.3 Selection Operations

5.3.1 Element Selection

Given a series of Paillier ciphertexts [y1], ..., [yn], and [w] (w € N,,) of unknown plain-
texts, we present a gate which allows the oblivious selection of [y,,]. The corresponding
gate functionality is defined as follows.

Definition 5.10 (GM: Element Selection for Paillier Ciphertexts). Let N = p - q be the
Paillier modulus and let all parties P, (¢ € &) hold encryptions [y1], ..., [yn] and [w] with
n < min(p,q) and w € N,, C P. Then, gate functionality G¥§ is given by (Blind([y.])) <+

GEs(([nl, - - [y, [w]))-

Gate Specification 9 (p¥M). The core idea of our novel gate p¥sM implementing G,
is to construct a Lagrange like polynomial (cf. Definition 3.4, Section 3.1.3) L(z) :=
> i=1Yjljn(z) over Zy|z] (instead of a field ) for the data points (x1, 1), ..., (Tn, Yn) =
(L,y1),...,(n,yn). Consequently, the basis polynomials

lin(z) == H(x —xp) - (zj— rp) € Zyla] (5.1)
k=1 S
k#j exists in Z

since n < min(p, q)

have a special form:
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Gate 5.3. Specification of p¥s™M.

1 All parties jointly compute (([w], ..., [w™1])) < psaue((Jw], *7L, [w]))
2 Party P, (VI € 2):

2.1 For j from 1 to n:

2.1.1 Locally compute [l;,,(w)] by evaluating I, ,([w]) using homomorphic
operations and the result from Step 1

3 For j from 1 to n:

3.1 All parties jointly compute ([ljn(w) - y;]) <= pvue(([j,n (w)], [y5]))
4 Party Py (V0 € 2):

4.1 Locally compute [y,] = [lin(w) - v1] +n - +5 [nn(w) - yn]
4.2 Output [y, ]

Ln() = (1" ((j — Di(n— )N T (= — k)
i)

n—1

= (=1)" (G = DUn =YY ajea”
k'=0

with aj € Zy. Intuitively, p¥sM works as follows (to simplify matters, we first ex-
plain p¥M by just considering plaintext values). Given input y1, ..., y, and w € N, the
Lagrange like polynomial L(x) is constructed for the data points (1, y1),..., (n,y,) and
evaluated for z = w which yields the desired result L(w) = y,,.

Now, turning to ciphertext values [y1], ..., [y,] and [w], it is possible to compute an
encryption [L(w)] of L(w) by using

Zn:h ottt (([y5], [Ln (w)])), with
7j=1

n—1
[lin(w)] o= (=1)"7((G = DUn = D" xn D2, ajr Xn psmaer(([w], =2 [w])).
k=0
Since only the encryptions of y1, ..., y, and w are available to the parties, they have
to interact in order to compute [w?],...,[w" '] and [y; - l;n(w)] (Vj € N,). The re-
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maining operations to evaluate [L(w)] can be computed locally by each party. Note that
(=1)7"(j — 1))(n — j)! divides 37,2} ajpw*’ in Z.

Gate p¥M proceeds as follows (see Gate 5.3): First, all parties jointly compute
psmute(([w], 771, [w])) in order to obtain [w?], ..., [w™1]. Now, each party can locally
compute [l;,(w)] (Vi € N,) as detailed above. Next, all parties jointly compute
pvutt(([Ln(w)], [y])) (V5 € N,) whereupon each party locally computes [L(w)] which
constitutes the common gate output.

From our assumption that n < min(p, ¢) (for a given Paillier modulus N = p - q)
and from the facts that ¢ < min(p,q) and z; = i for i € 2, it follows that (z; — x)
(see Equation 5.1) has an inverse in Zy and, thus, we can derive from the definition of
Lagrange Interpolation (see Definition 3.4) that [L(z;)] := [v:]. Note that this derivation
does not require L(z) to be uniquely determined.

In the following, we show how pI}\E’IS'M can be simulated in the CDN framework (see
Section 4.4.3).

Theorem 5.3. Let w'®, wl, yj<-0), yj<1> (Vj € N,,), and an encryption [b] of b € {0, 1} be given
to simulator S. For input [@] := [(1—b)-w'® 4+-b-w'V] and [§;] := [[(1—b)'y<-0>+b'y§1>]] (Vj e
N,,), gate p¥sM can be simulated such that the simulated view is statistically indistinguishable
from the real view.

Proof. To simulate Step 1 of Gate 5.3, simulator S calls the simulator of pg gt on input
([@],”~1,[@]) and output ([@'],[@?],...,[@" ']) where [@‘] is computed as
[(1 = b) (') +b- (wh)]. For all j € N,,, simulator S computes [I;,,(w)] := [(1 —b) -
1 (06O b1 (w1 where L (10®) = (=1)2 3 ((j=1)n—5)1) " [T}y gy (0¥ — ). To
simulate Step 3 of Gate 5.3, simulator S calls the simulator of pygy on input I, ()], [7;]
and output [1;.,,(@) - §;] := [(1 = b) - 1 n(w'?) ‘y]<~0> + b1 (wih) -y§1>]] (Vj € N,,). Finally,
simulator S computes [3,] = [(1 —b) yfp +b- yé,}”]] where yff) = y§b> Ay (w®) +
o+ yéw L (w®). Since the simulated values are consistent with those of a real gate

execution, the simulated view and the real view are statistically indistinguishable. [

Complexity. The communication and round complexities of gate p¥s™ are in O(n - Oyu),
respectively.

Related Work: In [31], the authors propose a secure protocol for Lagrange interpolation
over encrypted values which allows a prover to prove that a series of encrypted points
(1,Enc(y1)),- .., (n,Enc(yy,)) (encrypted with a threshold additively homomorphic en-
cryption scheme) lie on a polynomial of low degree. The protocol requires that the ran-
domization values used for the encryption of Enc(y;), ..., Enc(y,) are chosen in a spe-
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cific manner, which eventually requires the prover to know the corresponding plaintexts
Yi, .- ., Yn and, thus, cannot be used to implement gate functionality Q}:}g.

Note that the setting for GX given by Definition 5.10 is different from the setting
that is required for an oblivious transfer where a sender holds n secrets and a receiver
holds the index w € N,, of the secret he is interested in. For G, [y1], ..., [y.], and [w]
result from previous private computations implying that no party knows any of the cor-
responding plaintexts. Consequently, an oblivious transfer protocol cannot be used to
implement GM. However, vice versa a gate implementing GM can be used (executed
between two parties P; and P) to implement an oblivious transfer assuming that P;
(sender) knows yyq, . .., y, and P, (receiver) knows w.

5.3.2 Conditional Random Selection

For a given private set of data records, the primitive of privacy-preserving conditional
random selection (CRS) allows the random selection of one of the data records that sat-
isfy a specified condition without leaking any information on any data entry. The corre-
sponding gate functionality (see Definition 5.11) expects encrypted value vectors and an
associated encrypted indicator vector as input. The entries of these vectors at a specific
index represent a data record; multiple data records constitute a data table. A binary in-
dicator vector can be used to indicate whether or not the data records satisfy a specified
condition. By using an integer valued indicator vector, CRS allows for a prioritization of
data records. Accordingly, an indicator vector entry indicates whether the correspond-
ing data record satisfies the specified condition (if greater than zero) and indicates its
priority (the higher the value, the higher the priority of the data record).

Definition 5.11 (QgIRS_i* (gyRS_C_Z.* ): Conditional Random Selection (with Output Check)).
Let all parties Py (¢ € &) hold m vectors [L;]| :== ([lia],- .., [lin]) of length n where i € Ny,.
Let [L;+] (i* € Ny,) be an encrypted indicator vector and {[L1], ..., [Ln]}\[Li+] be value
vectors.

1. Then, functionality G¥kq ;- is given by (([I], ..., [I5])) + Gk ((IL1],-- -, [Lm]))
with [[lz*]] = Blind([[lm*]]) (VZ € Nm),wherej* g3 {] eN,: li*,j = ma;v(li»«,l, . 7li*,n)}'

2. Then, functionality G . is given by ([15], . - ., [15,])) < Mg cir ([LA], - - -, [Lim]))
with [[l:]] = BIind([lm*]]) (VZ € Nm), wherej* 3 {j eN,: li*,j = ma:c(li*,l, R 7li*,n)}
if there is at least one j € N, s.t. l;=; > 0. Otherwise, Ghg i« returns (L, .., L)

where L denotes the empty string.
Gate Specification 10 (p2HM.). Since a gate implementing gate functionality Gkg ;- (see

Definition 5.11) operates on an encrypted data table (including the encrypted indicator
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Gate 5.4. Specification of pZiM..
1 Shuffling Phase
1.1 All parties set ([[L§°>]]7 e [[ng) ):=([L1]), - - -, [Lm])
1.2 Party P, for / from 1 to v

1.2.1 Select permutation oy of {0, ..., n} uniformly at random
1.2.2 Compute [L{“] := Blind(c¢([L " V])) (Vi € N,,)

1.2.3 If ¢ = 1: Broadcast ([L{"],.. ., [LY])

1.2.4 Else: Send ([[Lge)]]7 ce [[L%)]]) to party Py

2 Swapping Phase

2.1 All parties set ([L{7], ..., [LXV]) == ([L], . ... [L])
2.2 For j' from 2 to n:
2.2.1 All parties jointly compute (o1, ...,0,) + pGT_so(([[L;(*O) [7/ —1]], [[L;(*O) 1)
2.2.2 Party P, for ¢ from 1 to ¢:
2221 Vie N, set (L] — 1], [LLO1]]) :=
Blind(([Z;"“~"1j' = UL [V [71D) ifor =0
Blind ([ V[]], [V = 1]]))  otherwise
2222 If [0 = o A[j' # n): Send [L{V[71]] := [L\“[j'] to party Py (Vi € N,,,)
2223 ElseIf [¢ = 1] A [/ = n]: Broadcast [L”)[n]] (Vi € N,,)
2.2.2.4 Else: Send ([[L;(Z) [/ =11, [[L;(Z) [71D) to party Pryq (Vi € Ny,)

3 Qutput Phase
3.1 All parties set ([I],..., [15]) := ([LX )], - .. [ [n]])
3.2 Party P, outputs ([I1], ..., [l5]) (V¢ € 2)

vector), it has to obliviously check which data records fulfill or violate the condition of
interest. Our approach is to obliviously move a random data record which satisfies the
condition of interest (resp., a random data record with the highest priority) to a specific
place, more precisely, to the n-th row, in the data table which constitutes the gate output
and can be decrypted if desired. Gate p%%slvzl* (see Gate 5.4) can be split into the following
three phases:

1. Shuffling Phase: The primary purpose of the shuffling phase is to ensure that a data
record satisfying the condition of interest (resp., the data record with highest pri-
ority) is selected uniformly at random from all those data records satisfying the
condition (resp., with highest priority). Note that if there is no such data record,
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an arbitrary one is returned which is selected uniformly at random from all data
records. First, all parties set ([[Lgo)]], ce [[ng)]]) = ([L1], .., [Lm])- Next, all vec-
tors are shuffled in a staggered fashion such that at the end of the shuffling phase,
no party can link any entry of the input vectors to any entry in the shuffled vectors
(even if « — 1 parties are collaborating). To this end, each party P, (¢ € &) subse-
quently shuffles the vectors ([[Lﬁ“’]], cee [[L%_l)]]) shuffled by P,_;. The shuffling
consists of first selecting a random permutation oy of {1,...,n} (see Step 1.2.1,
Gate 5.4), applying it to each vector by computing ag([[LZ(E_l)]]) (Vi € N,y,), followed
by blinding the entries of the permuted vectors resulting in ([[Lge)]], e [[L%)]]) (see
Step 1.2.2, Gate 5.4) which is sent to Py ;. Party P; initiates the shuffling phase by
operating on ([[Lgo)]], ce [[ng)ﬂ). Lastly, P, broadcasts ([[Lgb)]], ce [[Lg,ﬁ)]]) Note that
a party applies the same permutation on each vector, thus, the data records stay
intact.

2. Swapping Phase: In Step 2.1 (Gate 5.4), the parties first set ([[Lll(o)]], e [[L;(@O)]]) =
([[Lgb)]], cey [[L%)}]) The purpose of the next step is to obliviously re-order pairs
of entries from the indicator vector and the value vectors while maintaining their
association such that the rightmost data record which meets the condition (resp.,
with the highest priority) percolates to the rightmost index of the data table. The
re-ordering is based on the indicator vector entries which are compared in a bubble
sort fashion (Step 2.2.1, Gate 5.4). Depending on the outcome of the comparison,
both indicator vector entries are obliviously swapped along with the correspond-
ing value vector entries. The oblivious swap operations are performed in a stag-
gered fashion where each party P, subsequently and obliviously swaps the current
two data records depending on o, (obtained in Step 2.2.1) and sends the result to
Pyy,. Party P; initiates each swapping by operating on ([[L;(*O) 7" = 1]], [[ngo) 71D
(4’ € {2,...,n}). In case that j' # n, P, updates [[L;(O)[j’]]] = [[L;(L)[j’]]} and sends
the result to P; and, otherwise, (i.e., 7/ = n) P, broadcasts [[L;(L) [n]] (Vi € Np,).

3. Output Phase: In Step 3.1 (Gate 5.4) the parties set ([I{],...,[l},]) to the right-
most data record ([[L/I(L) ..., [[L;%L) [n]]) of the re-ordered encrypted data table
determined by ([[L’l(b)]], ey [[L;gf)]]) Subsequently, each party P, (V¢ € &) outputs

(I, - - [sD)-

Turning now to the correctness of gate pé%‘slf*: At the end of the shuffling phase, the
data records are randomly permuted. Furthermore, the loop in Step 2.2 (Gate 5.4) propa-
gates the data record with the largest index j € N,, among all data records satisfying the
specified condition (resp., with the highest priority). This is due to the fact that in each

70



5.3 Selection Operations

iteration of the for loop two adjoined data records are swapped iff the associated indi-
cator values are swapped. Specifically, this swap occurs iff the indicator value at index
j' — 1 is strictly greater than the indicator value at index j'. Due to the fact that in the
shuffling phase the data records are shuffled uniformly at random, the data record which
propagates to index n is chosen uniformly at random from all data records satisfying the
specified condition (resp., with the highest priority).

Theorem 5.4. Let input ([L1], ..., [Ln]) and output ([I7], ..., [I},]) be given to simulator S.
Gate pEM. can be simulated such that the simulated view is computationally indistinguishable

from the real view.

Proof. First, assume that parties P, ..., P; are corrupted, i.e,, C = {1,...,t}. Simulator S
simulates ([[ng)]], ey [[L%)]]) (¢ € C) by computing Step 1.2 (Gate 5.4) on simulator input
(ILA], - -, [Lm]) in place of Py,..., P;. The broadcast message sent by P, in Step 1.2.3 is
simulated as (([L\"]),..., ([LY])) +s C™™. In order to simulate ([L)“ [5'—1]], [L:“[5']])
(V¢ € C), simulator S computes Step 2.2 in place of Py, ..., P, but simulates the output
of each execution of pgr.so (cf. Gate Specification 5) by setting o, <—5 {0,1} (V¢ € C) and
calls the simulator of pgr.so on input (([L' [ — 1]]), (ILV[7]])) and ({01)), - .., {01)). For
j' # n, simulator S simulates the message sent from P, to P; in Step 2.2.2.2 by select-
ing <[[L;(O) [7']l) <5 C (Vi € N,,). For the broadcast message sent by P, in Step 2.2.2.3,
simulator S sets ([[L;(L) [n]]) = [I¥] (Vi € N,,). Furthermore, we have to distinguish the
following cases:

1. (¢ —1) ¢ C: S simulates ([[Lgéil)]], e [[L%il)]]) which P, receives from Py_; as
WLV (2D s €™ and (LU - L VD) as
LYV — 1D, (VD) 45 C (Vi € Nyo).

2.{ =), — (¢ = 1),...,0} = C" C C with ¢ < ¢ S simulates
(ML 28D @esp., (1L = UL ILLV1)), Vi € Np) by inverting
Step 1.2.2 (resp., Step 2.2.2.1) in place of P,_y, ..., P, beginning with P, based on
(<[[L5L)]]>, s <[[Lq(é)}]>) +g C™" (resp., the given output ([I7], ..., [IZ,])-

O]

Complexity. The communication and round complexities of gate pia. are in O(vmns +

n - Ogrso) and O(n - Ogr-s0 + tn), respectively.

Gate Specification 11 (pg’llilg/fi*). A gate plé’llilg/fi* securely implementing gate functionality
G .+ (see Definition 5.11) in the presence of a malicious adversary is given by Gate 5.5.
As for pHM,  gate pMM.. is split into a shuffling phase, a swapping phase, and an out-
put phase. Here, a secret shuffle operation performed by a single party has to include a
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zero-knowledge proof allowing the other parties to check the correctness of this opera-
tion and, thus, to enforce semi-honest behavior. In the following, we assume the efficient
proof system of [64] allowing the implementation of a verifiable secret shuffling opera-
tion for ciphertexts. We refer to the proof of correct shuffling as POCS. The resulting
mix-net (consisting of the staggered shuffling operations together with the correspond-
ing POCSs) ensures that if there is at least one honest party choosing a random permu-
tation, it is impossible to link any encrypted element of the input list to any encrypted
element of the output list. Furthermore, the proof system from [64] allows a party to
prove that several lists of ciphertexts have been shuffled with the same permutation. In
order to enforce semi-honest behavior for the swapping phase, we let all parties jointly
compute the subsequent swap operations instead of performing these operations in a

staggered fashion as it has been proposed for piicv..

1. Shuffling Phase: Successively, all parties verifiably shuffle the entries of the en-
crypted input vectors. Party P; begins by shuffling [[LZ(O)]] = [Li] (Vi € Np)
in a verifiable fashion resulting in ([[Lgl)]], NN [[L%)]]) which P; sends to the next
party P». Note that a party shuffles each encrypted vector using the same permu-
tation in order to maintain the data records. After P, verifiably shuffled [[LZ(-L_l)]]

(Vi € N,,), each party holds ([Z.],...,[L,]) == (ILV],...,[LY]) (see Step 2.1,

Gate 5.5). The successive shuffling is a necessary step in pM¥.. which decouples

the gate input from the gate output, i.e., it is neither possible for a single party nor

for any set of up to  — 1 collaborating parties to link an encrypted data record of

([L1], - -, [Lm]) to an encrypted data record of ([[Lgb)]], ce [[L%)}])

2. Swapping Phase: The for-loop in Step 2.2 operates on two adjacent entries .
and . , (Vj' € {2,...,n}) of the encrypted indicator vector [L}.] := ([l ], ...,
[lix ,]) in each iteration. First, the encrypted bit representations of both entries are
computed (Steps 2.2.1 and 2.2.2) which constitute the input for gate ppprgr (see
Gate Specification 6) for obliviously determining [o] := [[lj. ;_; > l}. ;/]]. Cipher-
text [o] is used in the inner for-loop (Step 2.2.4) which iterates over all encrypted
vectors [L],...,[L;,] and obliviously swaps entries [/} ,, ;] and [l ;] (Vi € Ny,)
in the case that o = 1 (Steps 2.2.4.1 and 2.2.4.2). The purpose of the nested for-
loop of Step 2.2 is to iterate over all data records in a bubble-sort fashion in order
to propagate a (due to preceding shuffling) random data record with a maximum
indicator vector entry to the rightmost index of the data table, i.e., in Step 3.1,
(ILi[n]], - - ., [L),[n]]) contains the selected data record which constitutes the out-
put of the gate.

3. Output Phase: Each party P, (V¢ € &) outputs ([I7], - .-, [I;.]) :== ([11.0, - - -5 Thn n])-
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Gate 5.5. Specification of pM¥...
1 Shuffle Phase:

1.1 All parties set (L], ..., [L]) := (L], - -, [Lm])
1.2 Party P, for £ from 1 to v
1.2.1 Verifiably shuffles [[L (=1 ]] ,[L Zil)ﬂ with the same random
permutation resulting in [L g)]] [[L,(ﬁ)]] and provides POCS

2 Swapping Phase:

2.1 All parties set ([Z,], ..., [Z..]) :== (ILV], ..., [L])
2.2 For j' from 2 to n:
2.2.1 All parties jointly compute ([(i3 ;1 )vin]) = pBD([(Zx ;1 —1)])
2.22 All parties jointly compute ([(/}« ;/)vin]) <= peD([(li+ ;1))
2.2.3 All parties jointly compute ([o]) = ppprGr(([(1x j—1)bin, [ i )bin]))
2.2.4 For i from 1 to m:

2.2.4.1 All parties jointly compute

(230" = 11 = paae (1 = 0], [7 51 1)) +n oraae(([o], 12 1))
2.2.4.2 All parties jointly compute

[L3151] == pmure(([1 = o[, [ 1)) +n pmwe(([0], [% j—11))
3 Output Phase:

3.1 All parties set ([I], ..., [I;,]) == (I3 ] - - -5 [
3.2 Party Py outputs ([I7],. .., [l5]) (V¢ € &)

Considering that a verifiable shuffle requires a zero knowledge proof allowing each
party to check whether the shuffling operation has been performed correctly, each party
deviating from the gate specification is detected. The correctness of gate pM¥,. can be

argued analogously to the correctness of picv.

Theorem 5.5. Let LZ(O), L§1>, and [b] (b € {0,1}) with L§b> = (lfbf, . .,lf% be given to
simulator S (Vi € N,,). For input [L;] := ([lia], - -, [lin]) with [l; ;] := [(1—b)- iojv) +b-l§71j>]]
(Vi € N, Vi € Ny,), gate p¥R¥... can be simulated such that the simulated view is statistically

indistinguishable from the real view.

Proof. W.Lo.g. assume that P, ..., P; are corrupted. First, the successive verifiable shuf-
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fles (Step 1.2, Gate 5.5) have to be simulated which can be done similarly to [55]. Sub-
sequently, for ¢ from 1 to ¢, simulator S lets P, verifiably shuffle ([[Eg“)]], ce [[Z}%_l)]])
and obtains updated lists [[iﬁf)]], cee [[f,%)]]. From the respective zero knowledge proofs,

simulator S extracts the corresponding permutations which link ([Z1],...,[L,]) and
([[i@]], cey [[IN/S?]]) For the honest parties P,11,..., P, the simulator chooses random

permutations o) and aé,l ) (V¢ e {t+1,...,.}). Up to this point, simulator S thus holds

permutations o1,...,0¢ (for the corrupted parties) and permutations (Jt@l, 0831)

(afo>,m ) (for the honest parties). What remains to be done is to simulate the zero

knowledge proofs for the last . — t verifiable shufflings. Let LZ( RACS aé,>(L£€/ e >)
(9,0, b € {0,1},i € N, 0 € {£ 4 1,1)), let 07 = 10— ) - 1879 + 517", and
let [[Lge )ﬂ = ([[igfl)]], ce [[Zf{}]]) with j € N,,. For ¢ from ¢ + 1 to ¢, simulator S calls the
simulator of the zero knowledge proof for shuffle on inputs (ﬂi?' 2 ]] [[L b ﬂ) and
(L), L))

The remammg proof is straight-forward. Next, simulator S sets ([L}],...,[L,,]) :=

Y

([[Lg l---, [[L ]]) In order to simulate Step 2.2.1, the simulator of ppp is called on input
10 1

AR A
(1 i()), _bin + b (1 ") )bin]- Step 2.2.2 can be simulated analogously. The call of gate

i*,7'—1
pBDI-GT can be simulated by calling the corresponding simulator on inputs (lz<0§,_1)bm,

(l;il’;,_l)bm, (l;i?;,)bm, (l;il’;,)bm, and [b]. The corresponding output is computed as [0] :=

and [b]. The output of ppp is computed as [(Z.. j—bin] = [(1 =) -

[(1 =b)- 0% +b- 0] where 0o := [lgffj},l > li<b§/] Furthermore, the four calls of the
multiplication gate pyyie in Step 2.2.4.1 and Step 2.2.4.2 have to be simulated. The first
call of pyyre on input ([1 — o, [l ;,_;]) can be simulated by providing the corresponding
simulator with mput ([[1]] rnlol, [[l” _4]) and output [(1—-0)- l;J,_l]] = [(1-0)-(1—0\9).
l<<.,>, +b-(1—oM). 1 4,7 . The remaining calls of ppr,1; can be simulated similarly. After
1,7/ —1 z,j 1 g Y-
. b b b = .
updating [[l;fj,ll]] = [(1 - of®) . l;<],> L+ ot li<],>]] (b € {0,1}), [Li[j' — 1] is computed

as [(1—0)- lgf;),) 1+ l;<]1, 1]] [Li[5']] can be computed analogously. Finally, simulator S

sets [I1] := [[Zn]] (Vi € Nyy,). O

Complexity. The communication and round complexities of gate piRY.. are in O(vmns +
n- (055 + Op5 ) + nm - Oypa) and O+ - (0557 + OFS ) + nim - Oypane),
respectively.

Gate Specification 12 (pCRS C.i-)- In case that there exists no data record that satisfies the
specified condition (resp., all data records are assigned with priority 0), a gate imple-
menting gate functionality Gikg ;- outputs an arbitrary encrypted data record selected
uniformly at random from all data records given by ([L1],. .., [Ln]). Depending on the
application scenario this behavior may be undesirable. In fact, it may be preferable that
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output is only provided if there is at least one data record satisfying the condition (resp.,
with priority greater than 0). This behavior is captured by gate functionality G ;-
A gate pHM . implementing Gk -+ can be derived from pZHM. by adding two addi-

tional steps after Step 3.1 (Gate 5.4): All parties obliviously check whether or not [}, > 0

e.g., by jointly executing (o1,...,0,) <+ ppH2A(([0], [I%])) (see Gate Specification 5) fol-
lowed by combining their shares in order to learn the comparison result. Depending
on whether or not [’ > 0, the parties output ([I7],..., [i},]) or (L,.™, L) where L de-
notes the empty string. Note that the involved modifications have no influence on the
theoretical complexities of gate poioe. ...

Gate pHiM .. can be simulated analogously to pgiM.. The output (o1,...,0,) of

pPHM([0], [1:-]) can be simulated in such a way that 01 @ ... @ o, = 0 if the output of

P . is (L, ™, L)and o1 & ... & o, = 1 otherwise.
Note that thls extension cannot be applied to gate pXM.., since the simulation of
o1, ...,0, would require knowledge of b € {0, 1} instead of just [b].

Related Work: The primitive of privacy-preserving conditional random selection is
akin to oblivious filtering [79] and oblivious sorting (e.g., [66,71,128]).

The oblivious database filtering protocol from [79] (based on secret sharing and pro-
viding security in the semi-honest or malicious model depending on the used building
blocks) operates on a distributed set of data records where each data record has an ad-
ditional binary entry indicating whether or not the data record satisfies a specified con-
dition, referred to as inclusion criterion. The participating parties jointly determine those
data records which satisfy the inclusion criterion in an oblivious fashion. In [79], the
authors distinguish between three different types of parties: data donors, miners, and
clients. The data donors hold private data records which are secretly shared before be-
ing submitted to the miners. The miners first obliviously shuffle the shares of the data
records followed by reconstructing the entries containing the binary indicators in order
to identify those data records which meet the inclusion criterion. The corresponding
shares of these data records are send to the clients which can reconstruct them. The
oblivious database filtering protocol from [79] can be modified in order to only reveal a
random subset of those data records which meet the inclusion criterion. However, the
protocol leaks the number of all data records which satisfy the inclusion criterion which
makes it unsuitable for implementing conditional random selection.

Protocols for oblivious sorting allow multiple parties to jointly sort their aggregated
private inputs without leaking the value and the position of any input to any party. Us-
ing an oblivious sorting protocol in order to determine a random data record which sat-
isfies a specified condition (by sorting the data records based on their indicator entries)
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results in less efficient implementations compared to the direct approaches presented
above. This is due to the fact that, generally, protocols for oblivious sorting involve ad-
ditional communication and computation overhead since the correct position of each
input is computed. Furthermore, the most efficient sorting protocols have to terminate
in order to assure that a specific input is at the right position and thus cannot be prema-
turely aborted in order to extract a data record satisfying the specified condition.

5.3.3 Random Value Generation

The following gate functionality allows multiple parties to jointly compute the encrypted
bit representation of an integer » drawn uniformly at random from a publicly known
interval such that r remains private for all parties. Designing such a gate constitutes a
particularly important building block for the malicious model allowing to force a specific
(possibly corrupted) party to really use a random value if demanded by the protocol
specification (in the semi-honest model a party can just select a random value on its
own).

Definition 5.12 (GXy: Random Bitwise Value Generation). Let all parties P, ({ € )
hold a public value a such that 2m~1 < a < 2™. Then, gate functionality G¥syq is given by
((Irolls - - - s [rm—1])) + GXivc(a) where vy == (ro,...,Tm—1) is the bit representation of r
with r <4 [0, a).

Gate Specification 13 (G5y). A gate piEVL implementing gate functionality GRhy ¢ (see
Definition 5.12) has been presented in [65].

Complexity. The communication complexity of gate pXsve; from [65] is in O(vsm) and the
round complexity is in O(¢).

5.3.4 Random Subinterval Selection

In the following, we present three gate functionalities along with the corresponding gate
specifications that allow the sampling from a private interval that is given by its en-
crypted bounds.

Definition 5.13 (G}, : Random Sub-Interval). Let P; and P both hold the encrypted inter-
val bounds [\], [u] of an unknown interval [\, p] with w < |[\, u]| < wa, where w and wa are

publicly known. Then, gate functionality Gl is given by (([Av], [0])) < Grsre, ((IA], [1e])),
where i, — Ap = |[Ary fir]| = w, Ap =g [\, pp — W], and pr = A\ + w.

The following two functionalities are more specific in that a single encrypted element
(instead of an encrypted subinterval) is sampled from a private interval. However, it is
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straight-forward to extend Definition 5.14 and the corresponding gate for selecting a
random subinterval.

Definition 5.14 (GY;: Random Interval Element). Let all parties P, (¢ € &) hold the en-
crypted interval bounds [N], [u] of an unknown interval [\, p] with 0 < |[A, p]| < wa where wa
is publicly known. Then, gate functionality GXi is given by ([e]) + GR((IA], [1])), where [e]
is an encryption of e <—g [\, ).

Definition 5.15 (Q%E_D: Random Interval Element Sampled According to Discrete Dis-
tribution D). Let all parties Py (¢ € 27) hold the encrypted interval bounds [\], [p] of an
unknown interval [\, p] with 0 < |\, u]| < wa. Then, functionality GXig 1, is given by
(Tel) < OGN p(([A], [1])), where [€] is such that e <—p [, u] and wa, D are publicly known.

Note that Definition 5.14 and Definition 5.15 coincide in case when in Definition 5.15

distribution D instantiated with the uniform distribution.

Gate Specification 14 (p%f_a). The approach of gate p%IS{f_E (see Gate 5.6) implementing

gate functionality Gig;., (see Definition 5.13) is to obliviously compute [),] such that

A 3 [0, A] where A := i — XA — w. Setting [A,] := [A] +x [M] and [u,] := [Ar] +n [w]

we have that [\, i;] is an interval of width w selected uniformly at random from [\, p.
First, P; computes [A] := [u] —n [A] —r [w] as well as an encrypted vector

[[V]] = ([[UO]]V"?[[’UWA]]) = ([[O]]v"'7[[wA]])7 (5.2)

containing the encryption of each possible value for A\, € [0,wa]. Subsequently, P
generates a second encrypted vector [U] := ([uo], ..., [uw,]) where entry [u;] is asso-
ciated with entry [v;] from [V] (Vi € N{, ). The entries of [U] are jointly generated by
Py and P»: First, P, generates an encrypted lower triangular matrix [A] € Cwatixwatl
which is composed of row vectors [A], .. ., [A,,] € C1*@atl ag

[A] := ([Ao], - - -, [Aus])" (5.3)

where [A;] := o;(([0], [1], - - -, [],0,4A~% 0)) and ; is a random permutation of {0, ..., 4}
chosen by P. In Step 2.2, P, sends [A] to P;. For each row i of [A], party P; selects
j <5 N? and sets [u;] := [A;[4]]. Subsequently, P, re-randomizes the entries of [U] and
chooses a random permutation ¢’ of {0,...,wa} in order to compute [V'] := o'([V])
and [U'] := o/(Blind(U)) which are sent along with [A] to P,. Analogously to P,
party P, re-randomizes and permutes [V'] and [U’] resulting in [V"] := " (Blind([V']))
and [U"] := o”(Blind([U'])) which are sent to P; (cf. Step 4). For each entry [v/] in [V"]
(i € NQ,) both parties jointly execute pgr (see Gate Specification 8) followed by a de-
cryption of the result [o;] in order to check whether or not v/ is equal to A (see Step 5).
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Gate 5.6. Specification of per L .

1 Party Pp:
1.1 Compute [A] := [u] =1 [A] = [w]
1.2 Generate [V] according to Eq. 5.2
2 Party P,
2.1 Generate [A] according to Eq. 5.3
2.2 Send [A] to party P,
3 Party Pp:
3.1 For i from 0 to wa:
3.1.1 Select j «—g N?
3.1.2 Set [u;] == [A:l[4]]
3.2 Set [U] := ([uo], - - - [uws])
3.3 Select permutation ¢’ of {0, ...,wa} uniformly at random
3.4 Compute [V'] := o/([V]) and [U'] := o’ (Blind([U]))
3.5 Send [V'], [U'], [A] to P,
4 Party P, :
4.1 Select permutation ¢” of {0, ...,wa} uniformly at random
4.2 Compute [V"] := ¢”(Blind([V'])) and [U"] := o”(Blind([U’]))
43 Send [V"], [U"] to P
5 For i from 0 to wa:

5.1 Both parties jointly compute:

511 ([oil) « per(([A]L [vi1))
5.1.2 Dec([o;]) s.t. both parties learn the result

6 Both parties:
6.1 Set [\.] := [u]] fori* e NJ, st o5 =1
6.2 Locally compute [A.] := [A\] +5 [A] and [, ] := [Ar] +5 [w]
63 Output ([\,]. [1])
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In Step 6, both parties set [A.] := [uf.] for i* € N, such that 0; = 1. Note that
by construction, * is unequivocally determined. Next, both parties locally compute
A= TA] +n [A] [ie] = [A] i [w] and output ([A.], [r])-

In order to see that [\, ii;] is a subinterval of width w drawn uniformly at random
from [\, p], first note that A, = X\ + \,s is drawn uniformly at random from [\, 1 — w]
since A, is equal to ua <g [0, A]. By setting p, = A, + w, it follows that [\, p,] is as
prescribed by Definition 5.13.

Theorem 5.6. Let input ([\], [1]) and output ([\.], [11-]) be given to simulator S. Gate pRe; .
can be simulated such that the simulated view is computationally indistinguishable from the real
view.

Proof. First, assume that P; is corrupted. Simulator S simulates [A] € Cwatixwa+tl

which P receives in Step 2.2 (Gate 5.6) by setting

(lao,l) 0 0
qagy = | el dend
<[[GWA,0]]> <[[awA71:|]> <[[awA72I|> T <[[a’WA7WA]]>

where (([ao0]), - -, ([awsws]) g C@atD’+wa+D)/2 " The encrypted vectors [V"]
and [U"] are simulated by setting ([V"]) -5 C*2T! and ([U"]) <g C¥A*Ll. In order
to simulate the i-th execution of pgr (i € N° ), simulator S calls the simulator of pgr
on input [A] and ([v/]) and output ([o;]) g C. Furthermore, the output of the i*-th
(i* +5 NO,,) decryption operation (cf. Step 5.1.2) is simulated as (1). The output of all
other decryption operations is simulated as (0).

The view of corrupted party P, can be simulated similarly by simulating ([V']) <
Ceatl ([U']) +—g C¥2*L, and ([A]) «+ C. O

Complexity. The communication complexity of gate pRir! is in O(w3s + wa - Ogr) and

the round complexity is in O(wa - Ogr).

Gate Specification 15 (p%‘EM). Similar to the specification of p%lf_a, for p%ﬁM implement-
ing gate functionality Gl (see Definition 5.14), we reduce the problem of selecting [e]
such that e <—g [\, u] to the problem of selecting an element [ea] such that ep <— [0, A]
with A := g — . Then, [e] is obtained by computing [ea] + [A]. The central ideas of
with
rj <3 [0,7) using gate prpvc (see Gate Specification 13) in Step 2 of Gate 5.7 and to then

Gate 5.7 are (i) to generate wa + 1 encrypted random integers [r;] for j € N,

(ii) call gate pgs (see Gate Specification 9) on common input ([r1], . .., [ro.+1], [A]+1[1])

79



5. Privacy-Preserving Building Blocks

Gate 5.7. Specification of p¥iM.
1 Party Py locally computes [A] := [u] —p [A] (V¢ € &)

2 For j from 1 to wa + 1:

2.1 All parties Py jointly compute ([7;]) < prevG(j)
3 All parties P, jointly compute ([ea]) <= prs(([71], - -, [Twa+1], [A] +4 [1]))
4 Party P, (VI € &):

4.1 Locally compute [e] := [ea] +n [A]
4.2 Output [e]

which returns [ea] := [ra+1] (see Step 3). Finally, each party locally computes [e] :=
[ea] +n [A] which constitutes the common gate output.

Under the assumption that 0 < |[\, u]| < wa, output [e] is indeed such that the
corresponding plaintext e is selected uniformly at random from [, u]. This is due to the
fact that pgs([r1], ..., [Twa+1]; [A] +# [1]) returns [ea] := [ra+1] and according to the
specification of prpyg, the corresponding plaintext en is selected uniformly at random
from [0, A] = [0, A + 1). Consequently, [e] is an encryption of e <—g [(0 4+ \), (A + )] =
[A, ]

Theorem 5.7. Let wa, A9 XD 4O 1V and [b] (b € {0,1}) be given to simulator S. For
input [\] == [(1 —b) - X0 + - XV] and [a] := [(1 —b) - !9 +b- u V], gate p¥M can be
simulated such that the simulated view is statistically indistinguishable from the real view.

Proof. First, simulator S computes [A] := [(1 — b) - A©) 4+ b . AD] with A®) .= ) —
AP The wa + 1 calls of prBVG can be simulated by calling the simulator of prpyg on
input [b], j, and 7“]<»O>, 7“]<»1>, where r§0>,r]<»1> g [0,7). Step 3 of Gate 5.7 is simulated by
The

calling the simulator of pgs on A + 1, A0 41, r< !, T< and [b] (Vj € N
L To- < > 1] Finally, simulator S

()
+AO) b (r <A<>1>+1 + A0 >)]]. O

WA+1)'

output of pgs is computed as [éa] :=[(1 —b) - r
computes [é] := [(1 —b) - (r (0

INONE
0>+1

Complexity. ~ The communication and round complexities of gate pNM is in

O(wa - Opsieswa)) 4 one@aly respectively.

Gate Specification 16. Gate pX:M, implementing GXir. 1, (see Definition 5.15) is presented
in Gate 5.8 and allows the random sampling of values from a private interval I = [\, y]
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Gate 5.8. Specification of p%ﬁl\f[p.
1 All parties set [A] := [u] —n [A]

2 For i from 0 to wa:

2.1 All parties jointly compute ([x;]) < prevG(|Ril)
2.2 All parties jointly compute ([v:]) < pes(([73,0]; - - - » [75,/Ri =11, [7:]))

3 All parties jointly compute ([ea]) < prs(([yo]; - - - [Ywa]: [A]))
4 All parties set [e] := [ea] +n [A]

5 Party P, outputs [e] (V¢ € &)

with interval width A := p — A that are distributed according to a (arbitrary) given dis-
crete probability distribution D defined by a probability mass function fp ;(I;A) = Pr(z =
Il +1]) (I € NQ) where I[l + 1] refers to the (I + 1)-st smallest element in I. It is impor-
tant to note that D describes the distribution of the elements in I relatively to the interval
bounds of I.

The problem of computing [e] with e <—p [\, 1] is reduced to the problem of comput-
ing an element ep <—p [0, A]. Then, [e] is obtained by computing [ea] +x [A]. The key
idea is to generate wa + 1 encrypted lists [Ro], ..., [Rw,]. List [R;] consists of entries

([raols [rind - - - [riymy—1)] := ([0, 2°., [O], [1], 2., [1], ..., [], ., [])

where i € N and ji,|Ri| (I € NY) are such that j;/|R;| = fp(l;i). For each of these
encrypted lists the parties obliviously select a single entry by calling [z;] < prevc(|Ril)
(see Gate Specification 13). A subsequent call of pgs (see Gate Specification 9) on input
([riol;- -5 [rijri|—1]; [z:]) allows the parties to obliviously obtain the encrypted z;-th
entry of R;. The resulting ciphertexts [yo], ..., [yw,] are such that y; <—¢ R; and thus
yi < [0,7]. Next, the parties jointly call gate pgs (see Gate Specification 9) on input
(Iwols - - -, [ywals [A]) and obtain [ea] where ea <p [0, A]. Finally, each party locally
computes [e] := [ea] +x [A] which constitutes the output of the gate.

Assuming that for a given gate the lists Ry, ..., R, are fixed, [Ro],...,[Ruw,] can
be considered to be publicly known pre-computed gate input. In the following, we pro-
vide an example for gate pN 1, with private input interval [3, 5] where D is instantiated
with the binomial distribution B.
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i | f(l;4) (VI €10,4]) Ri

0 | Prlz=0]=1 RO =(0)

1 | Prjz=0] = Prjz=1] =1/2 =(0,1)

2 | Pr[z=0] = Pr{z=2] =1/4; Prjz=1] =1/2 RQ =(0,1,1,2)

3 | Prlz=0] = Pr[z=3] = 1/8; Pr[z=1] = Pr[z=2] = 3/8 R3=1(0,1,1,1,2,2,2,3)

4 i:g;g} ;;TS[LU*ZL] = 1/16; Priz=1] = Priz=3] = 1/4 | o _ (0,1,1,1,1,2,2,2,2,2,2,3,3,3,3,4)

Table 5.4: Construction of R; for D := Band wa = 4 (i € N, A

Example 5.1. Let I = [\, pu] = [3,5] and let wpn = 4. Furthermore, let D be instantiated
with the binomial distribution (with success probability 0.5) given by the probability mass
function

fei(l;A) = Priz = Il +1]] = (?) 0.5'(1 —0,5)27

with [ € NQ. Then, Ry, ..., R4 with |R;| = 2 (i € NY) are as specified in Table 5.4. After
computing [A] := [2], in Step 2 of Gate 5.8, [yo], - .., [y4] are jointly computed where
yi <5 [0,i]. The probabilities for y; = I (I € N?) are given in Table 5.4. In Step 3, the
parties obliviously compute [ea] with ea := ya. Consequently, after locally computing
[e] := [ea] +n [A], it holds that Prle=3] = Pr[e=5]| = 1/4 and Prle=4] = 1/2.

Due to the construction of Ry, ..., R., and under the assumption that 0 < p1 — A <
wa, it holds that gate output [e] is selected as e <—p [, p].

Theorem 5.8. Let wa, Ro, - - -, Ru, MO, AL, 1O (1) and [b] be given to simulator S. For
input [\] := [(1 = b) - A9 + 6. XV and [a] := [(1 —b) - 'O + b pM], gate pNMy can be
simulated such that the simulated view is statistically indistinguishable from the real view.

Proof. First, simulator S computes [A] := [(1—b)- A +b- AN with A := (0 — \(©)

and AN = 0 — X The wp +1 calls of prBVG and pgs can be simulated by calling the

simulator of prpyg on input [b], |Ri|, © l , x< ) where 23”2 g [0,|R;|) and by calling

1 ? K3
the simulator of pgs on input [b], §0>, a:lm, Ri = (ri0, 71, -+, 7i|R,|-1)- The output of pgs

is set to [g;] := [(1 —b) - yz<O> +0b- yf”]] where yi<0> =71, o and yz-m =71, . Step 3 of
Gate 5.8 can be simulated by calling the simulator of pgs on inputs [b], A A0 AM) yi<0>,
yl-(1> (Vi € N, ). The output of pgs is computed as [€a] := [(1 —b) - y <0) , +b- yAm]]
Finally, simulator S computes [é] := [(1 —b) - (y<0> + A0 b (yxzn + )\< >)ﬂ Since the

A(0)
simulated values are consistent with those of a real gate execution, the simulated view

and the real view are statistically indistinguishable. O
Complexity. ~ The communication and round complexity of gate pNM, is in
O(wa - (O;nBGVCé(log(m“A')) + OESGO(‘R“AD)), respectively.
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Related Work: A first protocol implementing the functionality corresponding to gate
functionality Gig;, for plaintext input and plaintext output where each party holds its
own private interval and the random subinterval is sampled from the corresponding pri-
vate overlap interval has been proposed in [86]. This protocol can trivially be modified
to a gate implementing Gig;_, and is based on rejection sampling. However, this protocol
(and the gate that would result from it) entails a major leakage which is due to its lack
of providing data obliviousness. This leakage results from a loop where the number of
iterations depend on the width of the private overlap interval and can disclose infor-
mation on the size of this interval. Other related approaches presented in [86] have the
limitations that they either have a (small) error probability and also an information leak-
age or there is a chance of non-termination. More recently, a gate that is more efficient

than pgti L (see Gate Specification 14) has been presented in [118] which has a commu-

nication and round complexity in O(wa - Or1E-s0 + O?Resggl)meo(wA)), respectively, and
provides security against semi-honest adversaries. Thus, whenever utilizing a gate im-
plementing GL¢; = we use the gate from [118]. However, gate pRii T (presented above) is
a contribution to this thesis since it is the first proposed gate which can be used to design

protocols achieving security under Definition 4.1.

5.3.5 Interval Shrinking

In the following, we present a gate functionality, referred to as interval shrinking, describ-
ing a gate that allows multiple parties to obliviously shrink an unknown interval (given
by its encrypted bounds) in case that the interval width is beyond a given public thresh-
old. Otherwise, the interval remains unchanged. At the end of the computation, no party
learns whether or not the private interval shrunk.

Definition 5.16 (G} ;: Interval Shrinking). Let all parties P, (¢ € ) hold the encrypted
interval bounds [\], [i] of an unknown interval [\, | and a publicly known even integer ©. Let
A := p—\and let m := [A/2] + \. Then, gate functionality G, is given by (([No], [110])) <
Gigo ([N, [uD)), where

(IAL () ifA <9

([Ao]s Tio]) == {([[m —9/2],[m +9/2]) otherwise

Gate Specification 17. In order to devise a gate p}\é[_'g/[ which securely implements QIMS_ g it
is necessary to hide whether or not the private input interval is shrunken. Furthermore,
one needs to devise an approach to compute the encrypted midst [m] of an encrypted
interval given by [A] and [u]. For the case that the interval width is even, [m] can simply
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Gate 5.9. Specification of p%{_’g/[.
1 Each party P (¢ € &) locally computes [A] := [p] —n [A]

2 All parties jointly compute ([w]) < pmod (([A], 2))
3 Each party P, (¢ € &) locally computes [m] := ([A] +4 [w])/n2 +4 [A]
4 All parties jointly compute :

41 ([Apin]) < pep([A]D)
4.2 ([o]) < pepLGT(([Abin: [Pbin]))
43 ([ar]) < pmure((fo], (fm] —n [9/2])))
44 ([az2]) < pvure((([1] = [oD), [AD)
45 ([01]) < pvae(([o], (Im] 4+ [9/2])))
4.6 ([b2]) < pvue((([1] = [o]), [1]))
5 Each party P, ({ € &):

5.1 Locally compute [A,] := [a1] + [az]

5.2 Locally compute [uo] := [b1] +# [b2]
5.3 Output ([Ao], [10])

be computed as (([x] —n [A])/n 2) 4+ [A]. If the interval width is odd, it is not possible
to apply this homomorphic computation since the homomorphic division operation will
yield an unexpected result. Thus, the challenge is to compute [m] without any informa-
tion on |[A, |-

Steps 1 - 3 in Gate 5.9 demonstrate how to compute [m] for the private interval [, y]
given by [A], [1]. First, both parties locally compute the interval width [A] := [u] —# [A]
and then determine [w] := [A mod 2] in Step 2. Note that w is a bit that indicates
whether or not A is even. With the knowledge of [w] each party can now locally com-
pute the encrypted interval midst [m] := ([A] +x [w])/n 2 +r [A]. Note that homomor-
phically adding [w] ensures that [A] +, [w] is even and thus the homomophic division
operation in Step 3 yields the expected result. The remaining steps of Gate 5.9 oblivi-
ously compute the encrypted interval bounds of the target interval [\,, to]. In order to
determine whether or not the interval has to be shrunken, it is necessary to compute
[o] == [[A > I]] (cf. Step 4.2). Since the comparison gate which is used in Step 4.2 to de-
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A, p]| | w m o Ao Ho
even |0 AJ2+ A

Al <0 0o A

Al < S T AT )2+ H
even |0 A2+ A

A ]| >0 1|m —1/2 0/2

Il odd [1](A+ )24 a|H|™ V2 m+/

Table 5.5: Correctness of PIS 19

termine [o]] expects encrypted binary input, it is necessary to first compute the encrypted
bit representation of A (see Step 4.1). The encrypted left bound of the output interval is
computed as [A,] := [o(m — 9/2) + (1 — 0)A] (see Steps 4.3, 4.4, 5.1). Analogously, the
encrypted right bound of the output interval can be computed (see Steps 4.5, 4.6, 5.2).

The correctness of gate pi-M follows immediately from Table 5.5 which lists the (de-
crypted) gate output for |[A, p]| < 9 and |[A, p]| > .

Theorem 5.9. Let X%, XU, 1, (D) 99 and [b] (b € {0,1}) be given to simulator S. For
inputs [A] := [(1 — ) - XO + - XV and [i] := [(1 —b) - 'O + b - ufV], gate pMM can be
simulated such that the simulated view is statistically indistinguishable from the real view.

Proof. First, simulator S computes [A] := [(1 —b) - A 4+ 5. AD] = [(1 —b) - (u0 —
MO b (u — X)), To simulate Step 2 of Gate 5.9, the simulator of pyq (see Gate
Specification 3) is called on A A 2 [b] and the output is set to [@] := [(1 — b) -
(A% mod 2)+b-(AY) mod 2)]. Next, simulator S computes [17] := [(1—b)-m'® 4+b-m{V]
where m® = (A®) 4 ) /2 + X, To simulate Step 4 of Gate 5.9, the simulator of ppp
(see Gate Specification 2) is called on input A AW [b], and the simulator of ppprGr
(cf. Gate Specification 6) is called on input Al<)1r>1’ A&z, Upin, [0]. The output of ppp (resp.,
pepLGT) is simulated as [Apipn] == [(1—b)- Afmz—l—b Aéﬁ]] (resp., [0] := [(1—b)-0!9 +b-0tV]
where o) = [A®) > 9]). Furthermore, the first call of pyp; (see Gate Specification 1)
is simulated by calling the simulator of py on input ([o], [(1 — b) - (m{® —9/2) + b -
(m{Y) —9/2)]) and output [a] := [(1—b)-a\” +b-a{"] where a{” := o® . (m® —/2).
[d2], [b1], and [b2] are simulated analogously. Finally, simulator S computes [\,] :=
[(1-0)-(af” +a5™) +b-(af" +a5")] and [fio] := [(1 =)~ (b1 +b5") +b- (0" +65)]. O
myeO(1)

Complexity. The communication and round complexities of gate pl) are in O(Oy o5+

meO(s meO(s
Oy ) 4 OBDEI_G(T) + Opmult), respectively.

5.4 Summary

In this chapter, we presented several gates that are used as building blocks for designing
our novel privacy-preserving bartering protocols. For newly proposed gates we dis-
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cussed related work (if any). Table 5.1 gives an overview of all gates presented in this
chapter. Furthermore, Table 5.6 summarizes the communication complexities and the
round complexities of these gates.

Gate Communication Complexity Round Complexity
A 00s) o0
AN 00s) o)
PED" O(m - Onput) o)
M Ousmy) o)
PP Bin-s0 O(ts + Opuit) O(t + Onuit)
PTS0 O(us) O(¢)
PEDLLT O(wsm) O(log(m))
PRAT-SCOT O(Or150) O(O1150)
piM O(ts + Orrs0) O(¢ + Or150)
PRDVET O(Omute + Oyt OOt + Oyt
p¥M O(n - Omuir) O(n - Omurr)
p%%slvf* O(vmns +n - OgT-50) O(n - Ogrso + tn)
vt | Olmns +n- (Op5 7Y + OF5EY) | O +n- (0557 + O35 &r)
pes +nm - Omult) +nm - Onpult)
pglﬁSMCl O(vmns +n - Ogr-50) O(n - Ogrso + tn)
PREVG O(wsm) O()
Prars O(wa - OrTE80 + O?Es(ii”;”eom)) O(wa - OrtES0 + O?ﬁsﬁil);”eo(““)
p%\{/II—EM O(wa - OELBGV%(log(wA)) + OSSEO(WA)) O(wa - OQBEV%(ZOQ(%)) + OELSGO(WA))
p%i% O(wa - (i%(e\/zc(zogl;RwAl)) Owa - (72%3/7%(109?73%0)
+0gs 7)) +0gs 7))
+0gprgr + Omut) +O0gprgr + Omuit)

Table 5.6: Gate complexities. Note that the role of parameters m and n vary depending

on the gate.
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CHAPTER 6

Privacy-Preserving Two-Party
Bartering

In this chapter, we concentrate on privacy-preserving bartering between two parties as

a preliminary study for the much more sophisticated multi-party case treated in the fol-

lowing chapter. Furthermore, the separate consideration of two-party and the multi-

party case facilitates the presentation of the privacy-preserving multi-party bartering

protocols since a subset of challenges are already addressed by the two-party protocols.
Parts of this Chapter are based on [48,121,122,124].

Contributions: The main contribution of this chapter is a privacy-preserving two-party
bartering protocol which provides security in the malicious model. This protocol is joint
work with Wadim Pessin (a graduate student at RWTH Aachen University at that time)
and has been published in [124]. It is based on the privacy-preserving two-party barter-
ing protocol (secure in the semi-honest model) from [48] which is also presented in this
chapter. The latter protocol is the work of Fabian Forg and a contribution to the joint re-
search project on privacy-preserving bartering between RWTH Aachen University and
Stevens Institute of Technology but not a contribution of this thesis. A further contri-
bution of this chapter is the introduction of several mechanisms that allow a privacy-
preserving and unbiased negotiation of the quantities for the commodities to be traded.
These mechanisms can also be used in the context of privacy-preserving multi-party bar-
tering protocols and have been published in [121,122,124].

Outline: First, we provide a formalization of two-party bartering (see Section 6.1). In
Section 6.2, we present a two-party privacy-preserving bartering protocol which is se-
cure in the semi-honest model. Based on that, we devise a corresponding protocol pro-
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viding security in the malicious model (see Section 6.3). Finally, we detail how to nego-
tiate the actual quantities in a privacy-preserving and unbiased fashion in Section 6.4.

6.1 Setting and Notation

A trade between two parties generically indicates which quantity of which commodity
a party receives from (resp., sends to) the other party. More precisely, we consider two
parties Py and P; (i.e., & := {0,1}) and a public finite set ¢ of divisible commodities
c1,...,cy|. Each party P (¢ € 2) specifies exactly one quote ¥ := (o(¥),d(¥)) where

o) and d) is P;’s offer and demand, respectively. We model o¥) as a 2-tuple o) :=

(cg), qg )) where ) € ¢ specifies the commodity offered by P, and Gg) € N denotes the

maximum quantity of ) offered. Similarly, we model d\) := (c((f), gl(f)) with c( Ve«

and gy) € N which denotes the minimum quantity of cg) desired. The quantity ranges of

the offered and desired commodities of a party F are thus defined as ng) = [1, q&‘)] and

(O

Q : [q 4, ), o0) indicating that P, is willing to send any quantity in Q of ¢, ’ in return

©)

for receiving any quantity in Q( of c;’. We exclude the case that a party offers the same

commodity as it desires from our bartering setting.

Definition 6.1 (Potential Trade, Two-Party Case). A potential trade between two parties
Py and Py is a trade such that (V¢ € & = {0,1}) P, receives a specific quantity q((1 80 ¢

Q N Qol = of commodity Cd from Py_, and sends a specific quantity q(é =0 ¢ QO N le -
of D to Py_y.

Informally, a potential trade between two parties is a trade both parties are mutually
satisfied with. One or more potential trades exist if the parties” quotes are compatible
which is the case if the following condition holds:

(e = e A (el =) A QP N QM #0) A (@Y N QY # 0) 6.1)

Definition 6.2 (Actual Trade, Two-Party Case). An actual trade between two parties is a
specific potential trade where the actual quantities of the commodities to be traded, referred to as

q (11 Zf ) (V¢ € & = {0,1}), are selected according to a specific preselected discrete distribu-

tzon D, written as q ((11 Zfe D Q&é) N le_ﬁ).
The question arises of how to choose a discrete distribution D in order to leak as little
information as possible from a party’s protocol output on the other party’s specified

quantity ranges as well as to determine the actual quantities in an unbiased and fair
fashion; we return to this question later in Section 6.4.
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P ‘ offer ~demand P ‘ offer ~demand

Py q(O) = ( (A7 6)a (B¢ 3) ) Py q(O) = ( (Aa 5)a (Ba 3) )
P qW=( (85), (&5 ) P qW=( (85), (a6) )
Table 6.1: Compatible input quotes. Table 6.2: Incompatible input quotes.

Definition 6.3 (F, ...p: Bartering, Two-Party Case). Let Py hold private input q*) and
let Py hold private input qY). Furthermore, let D be a publicly known fixed discrete distribu-

arter-D 1S given by ((q (((?) 1)7 q ((11 0))) A ‘F];rarter-D(q(O)a q(l)) where

q (((?) Do oV n Q(l) and q*( 0 o n Q if Condition 6.1 holds and a0 (0 -

q ((11) ) — 0 otherwise.

tion. Then, functionality JF

The definition of fgarter_p assures that when implemented as an SMPC protocol, two
parties can securely determine whether or not they are willing to trade. During the
protocol execution, the quotes of both parties remain private. In case that no potential
trade exists, no further information is revealed. Otherwise, a party merely learns at
which quantity it receives (resp., sends) its desired (resp., offered) commodity.

Example 6.1. To clarify the bartering specific notation for the two-party case, in the fol-
lowing, we consider two examples of possible input quotes (see Tables 6.1 and 6.2). In
the first example (see Table 6.1), F; is willing to give away at most six units of commod-
ity A for at least three units of commodity B while P is willing to give at most five units
of commodity B for at least five units of commodity A. Overall, there are six potential
trades between F and P, where F; receives commodity B, P; receives commodity A, and

<q<?o”,q<1>> € Q= (QYnQM)x (@M NnQY) = {(5,3),(6,3), (5,4), (6,4), (5,5), (6,5)}.

In order to determine the actual trade, according to Definition 6.3, (¢ (((?) 1), q*((ll) 0)) has to

be selected from ( according to distribution D.

The second example (see Table 6.2) is a slight variation of the first example where q&m

is reduced by one and gg)

is increased by one. This modification of the input quotes
implies that there is no potential trade between Py and P;. The reason for this is that

D Q = () and, thus, the quotes of the two parties do not satisfy Condition 6.1.

6.2 Two-Party Bartering Secure in the Semi-Honest Model

In this section, we review protocol w35l - from [48] which securely implements func-
tionality ‘Fgarter-D (see Definition 6.3) in the semi-honest model. In the following, we

represent a commodity i) offered by P as a |€|-bit vector D = (cff%, cee g')%‘) where
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A= if cc(f) =¢; € € and 0

0,1 0,

= 0 otherwise (i € Njg|). The same notation is used for

desired commodities.

6.2.1 Intuition

An SMPC protocol securely implementing functionality ]:garter-D (in the semi-honest
model) must assure that a party only learns it prescribed output and what can be de-
duced from its output in combination with its private input. Concretely, for Fi_ ... »
this means that on providing its private input quote, a party merely learns whether or
not Condition 6.1 is satisfied and in case that it is satisfies, a party additionally learns at
which quantities the specified commodities are to be exchanged. However, a party is not
allowed to learn any intermediate evaluation result of Condition 6.1. Thus, it is not suffi-
cient to just evaluate the predicates of Condition 6.1 one by one and to combine the plain
results by an AND operation. Instead the conjunction has to be evaluated in an inter-
twined fashion not leaking any intermediate results. This requirement can be achieved
by subsequently evaluating the predicates of Condition 6.1 but including the encrypted
result of the already evaluated predicates in the computation of predicates which still
have to be evaluated. In order to securely evaluate whether or not the offered and de-
sired commodities of Py and P; mutually match, we compute the scalar product on the
encrypted vectors representing the parties commodities while gate pgr.so (cf. Gate Spec-
ification 5), respectively, gate pr1.s0 (see Gate Specification 5) securely evaluates whether
or not the quantity ranges of the parties do mutually overlap.

After the secure evaluation of Condition 6.1, both parties jointly decrypt the result
indicating whether or not the quotes are compatible. The remaining steps of m5. L 1
depend on the parties’ private input, i.e., the encrypted result determines whether the
protocol terminates or the quantities of the commodities to be exchanged have yet to be
securely computed. However, this dependency is not a privacy issue since the protocol

flow is an implicit part of the parties” private output. In case that the parties’ quotes

H-T

are incompatible, W%arter_

p terminates and both parties output (0,0) indicating that no
commodities are to be exchanged. Otherwise, both parties have to participate in two
executions of protocol prie-p (see Gate Specification 16) allowing them to determine the
quantities of the commodities to be exchanged in a privacy-preserving fashion.

6.2.2 Specification of Protocol 735!

In the following, we provide the details of protocol 75kl - (see Protocol 6.1) which
securely implements FJI .. 1, (see Definition 6.3) in the semi-honest model. Protocol

mailT o is split up into the following three phases:
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SH-T

Protocol 6.1. Specification of 75, \e. p-

1 Evaluation Phase

1.1 Party Po:
1.1.1 Compute [E] := ([[cffi ey [[cff‘)%‘]])
1.1.2 Send [E] to party P,

1.2 Party Pr:
1.2.1 Set [e] := [E[i]] fori € Njgs.t. ¢!} =1

[0] if ') =0

Blind([e]) if () =
123 Send [L] := ([l], .- -, [lj%|]) to party Py

1.3 Party Py sets [I] := [L[4]] for i € Nj¢ s.t. cgol) =1

1.2.2 Compute [I;] := { , Vi € Njg

1.4 Party Py and P, jointly compute (bo, b1) < pGT—SO(([QilO)]L [°)
1.5 Party Po:

0], Bind([I])) ifbo =0
151 Set ([ma], [ma]) = 4 100 BIna() - ifbo

(Blind([I]), [0]) ifbo =1

1.5.2 Send [mi], [m2] to party P1
if by =0

1.6 Party P sets [m] := [ma] if by

ﬂml]] lf b]_ =1
1.7 Party P, and P jointly compute (b), b}) < prrso(([3"], [[g((;)]]))
1.8 Party Pr:

— ([0],Blind([m])) ifbi =0

1.8.1 Set ([wi], [wz]) := {(Blind([[mﬂ),[[gﬂ) e
1.8.2 Send [w1], [w2] to party Py

19 Party P, computes [uw] := {gﬂ i ZZ j

2 Negotiation Phase

2.1 Party Py and P; jointly compute Dec([w])
2.2 If w = 0: Party P, and P, set (ng‘};“, quf;o)) =(0,0)
2.3 Else: Party Py and P; jointly corripute: )
231 ([[q:g;")ﬂ) « prep (9], [257])) and ([[qjé?;”]]) — pren(([¢'7], [8'1))

232 Dec([[q*((11>’0)}]) and Dec([[q*((g;l)ﬂ) s.t. both parties learn the results

o

3 Output Phase
3.1 Party P, and P; output (q*((é);l), q*((ll)’o))
C() CO
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1. Ewvaluation Phase: In this phase, both parties privately compute whether or not Con-

dition 6.1 is satisfied. Since the offered and desired commodities of the parties are
represented as |%’|-bit vectors with Hamming weight 1, the conjunction of the first

two predicates of Condition 6.1 can be computed as

(e x ey - (el x ey = (e x i) - ef)) x ), (6.2)

where the result indicates whether or not (C((io) = cﬁ,”) A (cgl ) = CE,O)) In order to se-

curely compute Equation 6.2, P first performs a componentwise encryption of its
desired commodity and sends the resulting ciphertexts [E] := ([c, (0) e [[Cfi(,)l)%\]])
to P;. Party P; sets [e] := [E[i]] for the unequivocally determmed mdex i € Nig
for which c( = 1 (see Step 1.2.1, Protocol 6.1). Due to the fact that the entries of a
vector representmg a commodity are either 0 or 1 and due to the fact that the Ham-
ming weight of such a vector is 1, we have that e = c&o) x i, In the next series
of steps (Steps 1.2.2-1.3, Protocol 6.1) the parties obliviously combine [e] with the
computation of the second scalar product (cgl ) x e )) First, P, computes a list of
ciphertexts [L] := ([l1], -, [lj#|]) where [I;] (Vi € Nj¢)) corresponds to a fresh en-

(9 5 Dy D)

cryption of zero if c&}i) = 0 and to Blind([e]) if cgi) = lsuchthat L =
(cf. Equation 6.2). In the following step, P; sends [L] to P. Similarly to Step 1.2.1
of Protocol 6.1, Py selects [L[i]] for index i € Ny for which c(o) = 1 and sets
[7] := [L[4]]. Note that [{] is an encryption of [ = (c&o) x et )) (c((j ) X c((;o)).

In Step 1.4, both parties jointly compute pgrso (cf. Gate Specification 5) on input
[@lo)]] and [[Ggl)]] (Py encrypts g&o), P, encrypts ) returning the XOR shared com-
parison result to the parties such that at the end of Step 1.4, P, learns by and P;
learns b; where by ® by = 0 iff le ) <78 1mply1ng that Q(O) Q" + . In order
to combine the XOR shared result of the comparison operation w1th the encrypted
result of the scalar multiplication operations, Py computes ([m1], [m2]) depend-
ing on by. More precisely, ([m1], [mz]) is set to ([0], Blind([{])) if bp = 0 and set
to (Blind([]), [0]) otherwise. Subsequently, Py sends [m;] and [m2] to P;, where-
upon P; sets [m] := [me] if by = 0 and [m] := [m1] otherwise. Note that [m] is
an encryption of Blind([{]) if by & b; = 0 and, otherwise, [m] corresponds to a fresh
encryption of 0. In order to securely determine whether or not the fourth clause
of Condition 6.1 is satisfied as well as to obliviously combine this result with ci-
phertext [m], the same idea as in Steps 1.4 - 1.6 can be applied (cf. Steps 1.7 - 1.9,
Protocol 6.1) such that the result of the evaluation phase is a ciphertext [w] where

w € {0,1} indicates whether or not Condition 6.1 is satisfied.

2. Negotiation Phase: First, both parties jointly decrypt [w]. In case that w = 0, the
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6.3 Two-Party Bartering Secure in the Malicious Model

quotes of the parties are incompatible and (g ﬁ? b, q*((ll)’o)) is set to (0,0). Other-

wise, there exists at least one potent1a1 trade for By and P1 and the actual trade
is determined by executing ([qc(l) )]]) — pRIE_D(([[gd I, [[qo ]])) and ([[qc(o) ]]) —

PRIE- D(([[qdl)ﬂ [[600)]])) (see Gate Specification 16) followed by the decryption of
lq (1)0) ] and [[q 0 ]] Note that the decryption of [w] and the associated protocol
flow does not constitute a privacy breach since each party can deduce this infor-

mation from its own output.

3. Output Phase: Both parties Py and P; output q ) and ¢ <(1 0,

The correctness and the security (in the semi-honest model) of 75l ) are proven

in [48] where prig-p is replaced by pRrsr.-

(Complexity.) The communication and round complexities of protocol miill - are in
O(|€|s + Or1-s0 + Ogrig-p) and O(Orr-s0 + Orig-p), respectively. By assuming the con-
crete specifications of the gates presented in Section 5 whose complexities are given in
Table 5.6 and by setting D, e.g., to the uniform distribution, the theoretical complexities
are O(|¢|s + wits) and O(wat + wi), respectively, where wa corresponds to an upper
bound on [QY Y n Q| (vt € 2).

6.3 Two-Party Bartering Secure in the Malicious Model

In this section, we introduce protocol my-L. ., which securely implements F}_ ... 1, (see
Definition 6.3) in the malicious model. The specification of protocol 7}-T . is the main
contribution of this chapter and is based on [124].

6.3.1 Intuition

. . SH_T . .
The basic approach of WBarter p is similar to 73 ;.. p- The essential differences are re-

flected, on the one hand, in the design of the used gates (see Chapter 5) and, on the
other hand, in the design restrictions associated with the malicious model as well as the
additional mechanism required to enforce semi-honest behavior or to catch a cheating
party.

Compared to 735l

Barter-D”
tion 4.4.3). In this phase, each party has to commit to its input and has to prove that

protocol 7h-T ) requires an additional input phase (cf. Sec-

it knows the corresponding plaintext(s). Due to the design of myL. p, a party has to

provide its input in integer as well as in binary representation. Thus, a party has to ad-
ditionally prove that its input w.r.t. both representations is consistent. Furthermore, it is
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Protocol 6.2. Specification of WBarter D
1 Input Phase
1.1 Pyand P, jointly compute (([q ], [a2] [a®]. [a)])) + InputPhase(q®, qV)

2 Evaluation Phase

2.1 Py and P, jointly compute:

21.1 ([bo]) + peorer(([(cS oin, (5 )oinl))
212 ([b1]) ¢ peorer ([ binl, [(c5” in]))
2.1.3 ([ba]) epsm.na(n(q;’)bmﬂ 1@ )oinl))
214 ([b3]) + peorere(([(@S ind, 1@ binl)
2.1.5 ([c]) < puremu(([bo], [b1], [b2], [b3]))

3 Negotiation Phase

3.1 Py and P; jointly compute:
3.1.1 ([di]) pMult(([[g((,iO)ﬂv [c])
312 ([d2]) ¢ paae(([35"]. [€])
313 ([ds]) < paune(([a], [e])
3.14 ([[d4]])  paae(([25]. []))

3.15 ([[q (1) )]]) < prie-p(([d1], [d2]))

(

316 (25D + pree-p(([da]. [ds])

4 Output Phase
4.1 P, and P; jointly compute ((q:((1> 0 q*(((?) 1))) — OutputPhase(([[q*(ll) 0)]] [[q*(((?) 1)]]))

not possible to hinge the computation of the actual quantities on whether or not Condi-
tion 6.1 is satisfied by the parties” input quotes. Instead, two executions of gate prig-p
(see Gate Specification 16) have to be executed (allowing the computation of [[q *( 0)]] and

lq (((?) )ﬂ) regardless of how Condition 6.1 evaluates. This requires additional precautlon
measures that have to be integrated into the protocol which ensure that in case Condi-
tion 6.1 is not satisfied, both executions of gate prig.p return fresh encryptions of zero.

6.3.2 Specification of Protocol -1

In the following, the details of 7}l are presented. In particular, we detail the in-
put phase, the computation phase, and the output phase (see Section 4.4.3), where the
computation phase is split into an evaluation phase and a negotiation phase.
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6.3 Two-Party Bartering Secure in the Malicious Model

1. Input Phase: At the beginning of the protocol, P, (¢ € {0,1}) holds private input
q) = ((cgg),@(f)), (cg), gg))). Since F%/‘;{er_p is composed of gates expecting en-
crypted integer input as well as encrypted binary input and because the design
strives to reduce the calls of the expensive ppp gate (see Gate Specification 2), the
protocol requires both parties to commit to their private input as encrypted inte-
gers [q¥)] := (([[ct(f)]], [[@(f)]]), ([[cgf)]], [[gg)]])) as well as encrypted bit decompositions
laseal = (15 Ywinl, 1@ Yoin]): ([(ind [0 bin]))- Thus, it is not sufficient
that both parties just mutually prove plaintext knowledge of their committed in-
put. Instead, P, additionally has to prove the consistency of its inputs in order to
guarantee the correctness of the protocol output. More precisely, P, has to perform
the following proofs:

Req 1.) P, has to prove that it knows the plaintexts of ﬂc((f) I, [[cgf)]], [[q((f)]], and [[ggf)]].

Req2.) P, hastoprove that each [(c5”)oinl, (¢} Joind, [@5)binl, [(a} Joinl is a tuple
of encrypted bits.

Req3.) P; has to prove that [(¢”)pinl, [(¢\)bin], [@ )bin], and [(¢)pin] are in
fact the encrypted bit decompositions corresponding to [[c((,e)]}, [[cgf)]], [[qu)]],
and [[ggf)]], respectively.

Party P, can prove Req 1.) by participating in four POPK calls (see Section 3.3.2)
where P, plays the role of the prover while P,_, plays the role of the verifier. In
order to prove Req 2.), P, participates in an appropriate number of POPB (see Sec-
tion 3.3.2) calls in the role of the prover. As required for Req 3.), P, has to prove that
the plaintexts of a commitment [xy;,] := ([zo],. .., [zm]) correspond to the bit de-
composition of the plaintext of a commitment [z] (Vz € {CE,@), cg) , gﬁ,‘), gg)}). First,
both parties compute [2'] := [zo] +1 2! x5 [71] +4 - - - +4 2™ x4, [1m], whereupon P,
proves plaintext equality of [2'] and [z]] by participating in a single call of POPE
(see Section 3.3.2). The input phase of -l

rter-D
(([a@], [ai2], [a™], [aii)])) < InputPhase(q®, V).

2. Evaluation Phase: This phase obliviously evaluates whether or not Condition 6.1
holds. In Steps 2.1.1 and 2.1.2 it is checked whether or not the desired and offered
commodities of the parties match. In Steps 2.1.3 and 2.1.4 it is checked whether or

is referred to as

not the corresponding quantity ranges overlap. The AND operation of the inter-
mediate results [bo], . . ., [b3] is computed in Step 2.1.5 by calling gate pyprmule (See
Section 5.1.1) on [bo], . . ., [b3]

3. Negotiation Phase: The goal of the second subphase (Steps 3.1.1 - 3.1.6, Protocol 6.2)

is to determine the quantities q*((ll)’o) and q*(((?)’l) *((11)’0)
Co C Co

o

. In order to assure that ¢
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6. Privacy-Preserving Two-Party Bartering

q <((?) ) = 0 in case Condition 6.1 does not hold, the specified quantities for the

desired and offered commodities of both parties are multiplied with the result of
the evaluation in Steps 3.1.1-3.1.4. Finally, in Steps 3.1.5 and 3.1.6 gate prig-p (see
Gate Specification 16) is called on input ([[g&o)}], [[@(;1)]]) (resp. ([[g&l)}], [[@(;0)]])) in case
Condition 6.1 holds and on input ([0], [0]) otherwise. The ciphertexts [[q:((ll)’o)]] and

[[q 0 )] constitute the result of the computation phase.

4. Output Phase: In the output phase of mi-I - the parties jointly decrypt [[q io 0)]]

and [q" (O)’ ]] such that both learn the corresponding plaintext values. The output
Co

phase is referred to as ((g ((11> 0), q*(((?) 1))) + OutputPhase(([¢ ((11) 0)]} [[q*(((?) 1)]}))

In the following, we show the correctness of WBarter p, e, that ﬂBarter p always com-
putes the correct output (even if one party is corrupted), provided that the protocol
is not prematurely aborted. First, note that it is sufficient to check [g((il) < q(()o)] (resp.,
[gglo) < q((,l)]) in order to determine whether or not Q&O) N le) # ) (resp., lel) N Q(()O) # ()
holds. The encrypted result [c¢] computed in Step 2.1.5 corresponds to an encryption of 1
iff all predicates of Condition 6.1 are satisfied and otherwise corresponds to an encryp-
tion of 0. In case that ¢ = 0, it holds that ¢ ((11) 0) q ((0()) 1) — 0 since gate prig.p returns a
fresh encryption of Oon input ([o], o). Otherw1se, prie-p is called on the private overlap
interval Q( OQ [qd ,00)N [1,6&, )] = [g( ), Go ] given by its encrypted bounds (resp.,
on the private overlap interval Qg) nQY ). According to Definition 5.15, gate prig-p re-
turns q:<(11)’0) D Qg)) N le) (resp., qz((?)’l) ) Q&l) N ng)) as prescribed by Definition 6.3.
Due to the fact that all gates Tyl o is composed of obtain symmetric input, a party does
not have to prove that it provides the correct gate input (see Remark 4.6, Section 4.4.3).
Thus, it is only left to be shown that it is sufficient to meet Req 1.) - Req 3.) as speci-
fied for the input phase of mjLI . First note that by participating in the Z-protocols
for Req 1.) - Req 3.) in the role of the prover, a party P, (¢ € &) implicitly proves that it
knows the plaintexts of [[(c((f))bin]], [[(cﬁf))bm]], [[(@(;Z))bin]]/ [[(Qg))bin]]. Furthermore, a party
does not have to prove that [[cf I, ﬂcde)}] [[qoé I, [[qdé ] are such that D, cg) € ¢ and that
@(f), 4y ;é 0. This is due to the fact that choosing inadmissible input values does not in-
fluence the correctness of the protocol output which is detailed in the following. W.Lo.g.,

let Py be corrupted:

Case 1.) Assume that ca ¢ ¢. When evaluating Condition 6.1, the second equality
check (Step 2.1.2, Protocol 6.2) will always fail. Consequently, Condition 6.1
cannot be fulfilled and pyprmur (Step 2.1.5, Protocol 6.2) returns [¢] with corre-
sponding plaintext ¢ = 0. As expected, the protocol output is (0,0). The case
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Cglo) ¢ ¢ is analogous.

Case 2.) Assume that ggo) = 0. Then, the first LTE check (Step 2.1.3, Protocol 6.2) will fail

since g&l) > 0. This results in the same outcome as in Case 1.).

Case 3.) Assume that qg)) = 0. Since 0 ¢ Q(D) QY =[0,00) N[1,35"), selecting qg)) =0
(1 0) -

does not influence the computation of 9
Case 4.) Obviously, any combination of this malicious behavior does not influence the
correctness of the protocol.

The security of protocol myLI. - directly follows from Theorem 4.3 (see Section 4.4.3):

Corollary 6.1. Protocol myiL. n securely computes functionality myeL. - in the presence of an
active adversaries that corrupts one party.

(Complexity.) The communication and round complexities of protocol my-L - are in

O(Og&ggﬁg) + Og%eﬁ(ﬁg + Omuit + Orig-p), respectively. By assuming the concrete specifi-
cations of the gates presented in Section 5 whose complexities are given in Table 5.6 and
by setting D, e.g., to the uniform distribution, the exact complexities are O(:s* + w3 ts)
and O(log(s) + wat + w3} ), respectively, where wa corresponds to an upper bound on

QU9 1 QY| (v € ).

6.4 Privacy-Preserving Unbiased Negotiation

Until now, we did not further specify how exactly the actual quantities ¢ ((1) ) and ¢ ((00) 1)

of the commodities to be traded are computed. Instead, we left open the questlon of how
to instantiate the discrete distribution D that influences the automatic negotiation of the
actual quantities. In the following, we motivate our privacy-preserving negotiation ap-
proach and propose two concrete possibilities to instantiate D (the uniform distribution
and the binomial distribution). Furthermore, we present an approach for reducing the
chance of imbalances between the parties when determining the actual quantities. It
is important to note that the following discussions and results are independent of the
adversary model.

Assume that Py and P, privately identified each other as trade partners, i.e., q®
and qV satisfy Condition 6.1 (see Section 6.1). Next, the parties have to negotiate the
actual quantities at which they will trade their commodities. Obviously, the parties can
negotiate outside of a privacy-preserving bartering protocol after they identified each
other. In this case, the negotiation of the quantities is left to the parties and a party
which, e.g., has to make the first offer or which has the least bargaining experience may
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6. Privacy-Preserving Two-Party Bartering

be discriminated. In order to compensate for such a disadvantage, a party may elect to
lie about the quantities it is willing to accept. We address this problem by integrating
a negotiation mechanism into our privacy-preserving bartering protocols which enables
the parties to negotiate the actual quantities in an unbiased fashion while keeping their
specified quantity ranges private. As such, this approach motivates the parties to pri-
vately specify their true negotiation ranges. Since the true negotiation ranges remain
private even after the protocol execution, our approach additionally ensures that no in-
formation on a parties” remaining demand of its desired commodity or a surplus of its
offered commodity is leaked which could be exploited in unforeseeable ways.

At first glance, one could determine ¢" oD (1,0) (resp., a" ( ) as the midst of the overlap

interval QO U n Q q  (resp., ng) N Q d ) in a privacy-preserving fashion by exploiting
the homomorphic operations of the underlying cryptosystem. However, this procedure
leaks the quantity ranges of a party to its opponent since they can be computed from the
midst and the opponent’s own quantity ranges. Therefore, our protocols utilize a generic
gate prig-p for sampling from a private interval (Q((Jl) N Qg)) and Q(()O) N Ql(il)) according to
an arbitrary discrete distribution D. This gate has been specified for the malicious model
in Chapter 5 (see Gate Specification 16), however, a protocol that provides security in the
semi-honest model can be designed analogously By instantiating D in prig-p with the
uniform distribution, i.e., q 1 (1,0) —g Q (resp q (o ( U Q(O) N Ql(il)) the actual
quantities are selected in an unb1ased fashlon honormg the spec1f1cat10n of the quantlty
ranges while at the same time the interval width |Qo N Qd | (resp., |Qo N Qd ) is
kept private (and with that the quantities specified by the parties’” quotes). Note that
instantiating D with the uniform distribution results in a communication and round
complexity of O(stQA) and O(wa + wQA), respectively, for gate pri-p. In this case, it
is more efficient to replace prig-p by p%lla (see Gate Specification 14) with w = 0 in the
semi-honest model or by p¥ (see Gate Specification 15) in the malicious model where
the communication and round complexities of p3a L are in O(1swa) and O(wwa) while
the complexities of pa? are O(tswa - log(wa)) and O(wn).

However, instantiating D with the uniform distribution bears the risk of an extremely
imbalanced determination of the actual quantities as the following example illustrates.
Let A,B € ¥. Party P holds private input g0 = (0(?,d(®) with o® = (a,10) and
d©® = (B,10) while P; holds private input q) = (o(}),d™)) with o) = (B,20) and
d® = (a,1). There is the chance that the determined actual quantities correspond to

q ((1) =20 and ¢ ((00) ")) — 1 which constitutes the best possible trade for Py and the worst

'II

case trade for P| for the given quotes.
One possibility to reduce the risk of extremely imbalanced actual quantities is to in-
stantiate D with a discrete distribution that concentrates the probability mass around the
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midst of the private interval. An example of such a discrete distribution is the binomial
distribution (with success probability 0.5) described in Section 5.3.4. This approach en-
sures that the quantities around the midst of interval Q((,l) N Q&O) (resp., Q(()O) N QS)) are
selected with a higher probability than quantities near the interval bounds Since each
entry in le) N leo) (QE,O) N Q(I)) is still possible for ¢ (1)0) (resp., q ) 1)) the parties are
not able to make any reliable assumptions on each others’ quantity ranges.!

Another possibility to prevent the selection of extremely imbalanced actual quantities
is to utilize gate pis.y (see Gate Specification 17) before executing prig.p. More precisely,
for a preselected even integer ©J, the parties execute (([A], [u1])) < plg_g(([[gg))]], [[q&”]]))
and (IV1, [1)) + pis-o((la4]. [2”])) followed by executing ¢_(” + prag-p(([\]. [1])

and q*g])’l) « prie-p ([N, [#']))- This approach assures that q ( 0) (resp., 9,0 (0 ))

lected from [g((j ),*(1)] Q WA Qy 0) (resp., [ (1 ),@(30)] Q N Q( ) accordmg to dis-
tribution D if |Q N Qd | < o (resp., ]QO N Qd | < ¥). Otherwise, q (1> 0 (resp.,
(0> )1s selectedfrom[[(*(l)— )/2} +qd —9/2, (( —qd )/2] +q +19/2] resp.,

H(qg ) )/21 + qd —19/2, [(qo gd )/21 + gg + 19/2]). Note that ¥ does not neces-
sarily have to be the same in the two consecutive executions of pig_y, but rather ¢ should

is se-

depend on the commodity to be traded.

A further important application of gate pis.y in the context of privacy-preserving un-
biased negotiation is to determine the upper bound wa for prig.p (as well as for prsr.
and prig) independently of all parties” quotes.

6.5 Summary and Future Work

In this chapter, we focused on privacy-preserving bartering between two-parties as a
preliminary study for the multi-party case which is covered in the next chapter. We
presented privacy-preserving two-party bartering protocols secure in the semi-honest
model and in the malicious model, respectively. Subsequently, we introduced novel
mechanisms that allow a privacy-preserving and unbiased negotiation of the quantities
for the commodities to be traded.

An interesting research direction for future work is to formally analyze the implica-
tions of the chosen discrete distribution for determining the quantities for the commodi-
ties to be traded on the leakage of a party’s private quantities specified in its quote.?

"However, it is an open question to what extent (depending on the selected distribution) partial infor-
mation on a parties’ quantity ranges are leaked by this approach.

*Note that this issue is not covered by the definition of security which underlies our protocols and gates.
This is due to the fact that this definition does not consider what partial information a party’s output reveals
on the private inputs of other parties but instead ensured that a party learns no more information than its
prescribed output and what can be deduced from it in combination with its own input.
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CHAPTER 7

Privacy-Preserving Multi-Party
Bartering

This chapter is dedicated to the problem of how to realize privacy-preserving bartering
between multiple parties. While the privacy-preserving two-party bartering protocols
presented in the previous chapter can generally be used to find pairwise trades for mul-
tiple parties, they are not capable of identifying trade cycles involving more than two
parties and can not be generalized. More precisely, privacy-preserving protocols allow-
ing multiple parties to barter their commodities require fundamentally new design ap-
proaches that (1) support the identification of trade cycles of arbitrary length, (2) select
the “best” trade amongst all potential trades, and (3) restrict the view of a party to its
local view of the selected actual trade.

Contributions: The following list provides an overview of the contributions of this

chapter:

e We present a sophisticated and intuitive bartering terminology geared towards our
privacy requirements that significantly simplifies the description of the complex
privacy-preserving multi-party protocols. This terminology has been published
in [121,122] .1

e A privacy-preserving multi-party bartering protocol providing security in the semi-
honest model. An initial variant of this protocol has been published in [120,123].

e A privacy-preserving multi-party bartering protocol providing security in the ma-
licious model. This protocol has been published in [121,122].

' A previous (less intuitive) terminology has been published in [120,123].
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¢ An optimized privacy-preserving subgraph check that significantly improves the
efficiency of our privacy-preserving multi-party bartering protocols (independent
of the adversary model). This contribution is joint work with Benjamin Assadsoli-
mani (a graduate student at RWTH Aachen University and a student assistant at
the Research Group IT-Security at RWTH Aachen University at that time).

e We elaborate two strategies for determining an actual trade constellation based on
different criteria. These strategies have been sketched in [120,123].

e Inorder to assess the design approaches of our privacy-preserving multi-party bar-
tering protocols, we analyzed an alternative design approach which is based on
searching for a maximum weight matching in a bipartite graph. This contribution
is joint work with Michael Vu (a graduate student at RWTH Aachen University at
that time) and has been published in [117,125].

Parts of this Chapter are based on [120-123,125].

Outline: First, we formalize multi-party bartering (Section 7.1). In Section 7.2 and Sec-
tion 7.3, we then present our novel privacy-preserving multi-party bartering protocols
for the semi-honest and the malicious model, respectively. Subsequently, we present
concrete strategies for the selection of an actual trade partner constellation (Section 7.4)
and detail how to optimize the privacy-preserving subgraph check which is a main com-
ponent of both protocols (Section 7.5). Finally, we analyze one further, completely dif-
ferent access to privacy-preserving multi-party bartering and provide a comparison to
the underlying approach of our privacy-preserving multi-party bartering protocols (Sec-
tion 7.6).

7.1 Notation and Terminology

The bartering related notation introduced for the two-party case in Chapter 6 (com-
prising the symbols for commodities, offers, demands, quotes, and quantity ranges) is
reused for the multi-party case. However, we have to extend the bartering related ter-
minology which is—in order to allow for an intuitive visualization—defined in terms of
graph theory. In Example 7.1, we provide an overview of how these new terms build on
each other.

A trade partner constellation graph is a generic directed graph GPC = (V, E) whose
nodes are identified with the party indices in & and for each node ¢ € V := & it holds
that it either has exactly one incoming and one outgoing edge (¢, /), (¢,¢") € E with
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G© Compatibility Graph Def. 7.2
G™C  Trade Partner Constellation Graph Def. 7.1
GPTPC  Potential Trade Partner Constellation Graph Def. 7.3
GATPC  Actual Trade Partner Constellation Graph Def. 7.5
Gt Potential Trade Graph Def. 7.6
GAT Actual Trade Graph Def. 7.7

Table 7.1: Overview of the main bartering terms.

00" € Vand £ # 00" (i.e, degt(£) = deg—(¢) = 1) or otherwise it is isolated (i.e.,
deg() = 0). Put differently, a trade partner constellation graph either indicates that a
party P, does not actively participate in the encoded constellation or specifies F;’s trade
partners. In the latter case, GT7C determines exactly one party P from which P, receives
some quantity of a commodity (F;’s offerer) as well as exactly on party Py to which P,
has to send some quantity of a commodity (F,’s demander). Let GTPC denote a finite set
of trade partner constellation graphs G?PC, ey Ggﬁc‘. The definition of a trade partner
constellation graph ensures that each party which sends some quantity of a commodity

in turn also receives some quantity of another commodity.?

Definition 7.1 (Trade Partner Constellation Graph). A trade partner constellation graph
G™PC is a directed graph (V,E) with V := & = {1,...,1.} and ¥ € V : (deg=(¢) = 1 A
deg™(¢) = 1) V (deg(¢) = 0).

The following definitions additionally consider (either explicitly or implicitly) the
quotes of P, ..., P,. We refer to the set of quotes of all parties as Q := {q(l), . ,q(L)}.
Given Q we define a directed compatibility graph G¢ whose nodes are (as for a GT'C)
associated with the party indices in &, however, the edges are not generic. Instead, a
directed edge (¢, ') between two nodes ¢ and ¢ indicates that condition (c((f) = c((fl)) A
(q,(fl) > gg/)) is satisfied, i.e., that P, can satisfy the demand of Pp.

Definition 7.2 (Compatibility Graph). Given Q = {qW,...,qW} with q©¥) = ((cﬁf),gﬁf)),
(c((f),gg))), a compatibility graph G© is a directed graph (V, E) with V := {1,...,.} and for
any 0,0 € P, 0+ (it holds that (¢,0') € Eiff [(c)) = ') n @ > ¢ =1.

An m-cycle in a compatibility graph or in a trade partner constellation graph is re-
ferred to as an m-trade cycle. To ensure that commodities can be traded according to
the direction of the edges in a trade partner constellation graph, it has to be assured

Note that trade partner constellation graphs are generic in the sense that they can be generated without
any information on the parties quotes.
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that the trade cycles are disjoint (also referred to as simultaneously executable). While a
compatibility graph may contain multiple trade cycles of which some may not be simul-
taneously executable (e.g., GC in Figure 7.1 contains one 2-trade cycle and one 3-trade
cycle but only one of them is executable at a time because P is involved in both cycles),
a potential trade constellation graph (e.g., GYT¥C and GETP¢ in Figure 7.1) corresponds
to a subgraph of G¢ which contains either one trade cycle or multiple simultaneously

executable trade cycles.

Definition 7.3 (Potential Trade Partner Constellation Graph). Given G, a trade partner
constellation graph GTFC is referred to as potential trade partner constellation graph GPTP¢

iff GTPC is a subgraph of G, written as GTTC C G©.

For given G™'C and G©, the set of potential trade partner constellation graphs is de-
noted as GP'TPC, According to Definition 7.3, it holds that GPTPC C GTPC (cf. Figure 7.1).

Definition 7.4 (Welfare Function, Welfare). A welfare function W(-) : GT’¢ — N° maps a
trade partner constellation graph in GTFC to a welfare w € N° that measures the overall utility
of a trade partner constellation graph.

Next, we define an actual trade partner constellation graph which can be determined
from a given set of trade partner constellation graphs and a welfare function.

Definition 7.5 (Actual Trade Partner Constellation Graph). Given G'TPC and W, an actual
trade partner constellation graph GATPC corresponds to a potential trade partner constella-

GPTPC GPTPC

tion graph with maximum welfare drawn uniformly at random from , written as

GATPC —maxyy GPTPC.

In Section 7.4, we discuss reasonable possibilities of how to choose W (-) in order to
influence the selection of the actual trade partner constellation graph.

An actual trade partner constellation graph GAT'C = (V, E) indicates which parties
will send (resp., receive) some commodity to (resp., from) which other party in an actual
trade. Since the set of quotes Q implicitly has been considered for determining GATFC,
this implies that when augmenting the edges in GAT'C with a weight d((¢, ¢')) € Q¥ n
fo/) (V(¢,0') € E) (which indicates the quantity of R party P has to send to P) that all
parties are satisfied with the corresponding trade. A potential trade graph constitutes one
possibility for such an augmented actual trade partner constellation graph.

Definition 7.6 (Potential Trade Graph). Given Q and GAT’C, a potential trade graph G'T =

(V, E) corresponds to GATPC

weight q(flifl) € Qg) N Qg/) which indicates the quantity of commodity ¢S Py has to send to P.

C

where additionally each edge (¢, (') € E is associated with a specific
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P Q offer demand GC
P aV=( (&8, (5 ) @D

P | a®=( (B4), (3,6) )
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(b) From G™C to GAT.

Figure 7.1: Bartering terms and their relations.
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For a given GATFC, the set of all potential trade graphs is denoted by G'.

Definition 7.7 (Actual Trade Graph). Given Q, GPT, and an arbitrary discrete distribution D,
an actual trade graph GAT = (V, E) € GPT is a specific potential trade graph where the edge
weights are selected according to D, written as d((¢,')) <p Q¥ n Qg/) V¢, 0') € E).

Note that it is straight-forward to extend the discussion of how to choose D for two-
party bartering (see Section 6.4) to multi-party bartering since in both cases each negoti-
ation only affects the output of two parties.

An actual trade graph describes a trade which is designated to be executed. The
overall process of determining GAT from Q and GTC js denoted as GAT 8maxw_’p GTPC,

For matters of convenience, we define

¢ if (' 0)eE
0 otherwise

and

" j.f (6 g”) E E
14 ¢ )
NCE )(G) = .
0 otherwise

where G = (V, E) is a trade partner constellation graph or a potential/actual trade
graph. NP (G) (resp., N, C(lg)(G)) allows an easy access to the offerer (resp., demander)
of P;. Furthermore, we define P,’s trade partner tuple w.rt. G as N, O(Q(G) =
(Née)(G), N C(le)(G)) and P;’s set of all trade partner tuples w.r.t GT*C as N((fzi(GTPC) =
{N(EQ(GJT-PC)]G]T-PC € G™C j ¢ Njgre(}. Note that NO(’C%(G) = (0,0) indicates that Py is
excluded from the underlying trade (or trade partner constellation). In Figure 7.1, for
example, N (E?(i)(GlfTPC) = (1, 3) while N, C(,ig(GlfTPC) = (0,0). In the following, we write
N9, N y), and N, 0(2 whenever the corresponding graph G is apparent from the context
or the focus lies on concrete trade partners rather than on the graph they are resulting
from.

Based on the novel bartering related terminology, now, we can formalize the func-
tionality underlying our privacy-preserving multi-party bartering protocols:

Definition 7.8 (]—"%grter_(w’p): Bartering, Multi-Party Case). Let party P, hold its private
input q\9 (V¢ € ). Furthermore, let GTFC be a publicly known arbitrary non-empty set of trade
partner constellations graphs for ¢ parties, let D be some publicly known discrete distribution,
and let W(-) : GTPC — N U {0} be some publicly known welfare function. Then, functionality
f'M

Barter-

(ow,p) Is defined as

(01,...,0,) ifGPTPC @}

— FM q,...,q¥W,GTrC
(0) otherwise ov.p)| )

Barter-
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(N (GATPC +«(N;“.0) *(&NZ(Z))) GATPC ¢ GPTPC C GTPC ¢ #(6N; )
o0 7

with op := —
¢ ) C(N:(e)) ) che) (e) D
o

*(Z))

ﬂQd

. The aggregated local views of all parties determine a graph GAT 8maxw7p GTPC,

The definition of FM

Barter-(y,p) assures that when the functionality is implemented as

an SMPC protocol, each party learns its local view of the selected actual trade graph GAT.
More precisely, a party P, (¢ € &) which is excluded from the actual trade learns no
further information while a party which can trade learns the party indices of its trade
partners as well as the quantities of the commodities to be sent and received (and what
can be deduced from this information in combination with q*)). As for the two-party
case, a party’s quote remains private throughout the protocol execution.

Example 7.1. In the following, we provide an example where four parties P,..., P,
strive to barter their offered commodities for their desired commodities. The parties’
private quotes Q = {q("),...,q¥} as well as the corresponding compatibility graph G¢
are given in Figure 7.1a. To keep the example simple, we consider a trade partner con-
stellation graph set GT'¢ = {GTPC GIPC GIPC GIPCY of only four trade partner con-

stellation gr.eq:)hs.3 From G and GTFC

, the set of potential trade partner constellation
graphs can be determined by checking whether or not GI*¢ C G© (Vi € N igree)). In
our example, we have GFTPC = {GFTPC GPTPCY — (GTPC GTPCY Next, the actual trade
partner constellation graph is selected from GFTP¢ such that GATPC corresponds to a po-

tential trade partner constellation graph chosen uniformly at random from those with

maximum welfare. In the example, we assume that W(G = (V, E)) = |E| and thus
GATPC .— GPTPC From GATPC and Q (more precisely, the quantities specified by the par-
ties quotes), we can deduce six different potentlal trade graphs G'T = {G}T, ..., GET} (cf.
Figure 7.1b). By selecting qcm’2 «p [6,8] = QO lez)’ q (22> 3) —p [3,4] = QS,Q) N QEIB),
and q (3 b «~p [5,5] = Qg?’)oﬂ Qg) (assuming that D corresponds to the binomial dis-

trlbutlon), GAT is determined which corresponds to GE! € GP'T in the example (see Fig-
ure 7.1b). For instance, graph GAT indicates that P, has to send 7 units of commodity 2
to P» and receives 5 units of commodity C from Ps.

3 Actually, G™C is meant to include all possible trade partner constellations graphs for a fixed size of
parties—or for matters of efficiency may be restircted to a subset thereof, e.g., to only include trade cycles
of a specific length or to only include constellations in which specific parties get to trade as it is the case in
the example.
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7. Privacy-Preserving Mu]ti-Party Bartering

7.2 Multi-Party Bartering Secure in the Semi-Honest Model

. . . SH-M . . M
In this section, we introduce protocol 7g__; or-(W,D) which securely implements Fg; ...y p)

(see Definition 7.8) in the semi-honest model.

7.2.1 Intuition

In the following, we provide an intuition for protocol ﬂgli_:[g_(w7p) which allows the de-
termining of an actual trade for a publicly-known set of trade partner constellations in
combination with a given set of parties and their private quotes while maximizing a wel-
fare function that the parties agreed upon prior to executing the protocol. Note that the
trade partner constellation set may include all possible constellations for a fixed set of
parties. However, for matters of efficiency or due to the specific demands of the com-
modities traded it may be restricted to a subset thereof, e.g., to only include trade cycles
of a specific length or to only include constellations in which specific parties get to trade
(e.g., see the example in Figure 7.1). Upon termination of the protocol, a party only
learns its local view of the determined actual trade (and what can be derived from it in
combination with its private input), i.e., its own trade partners and the actual quantities
of the commodities to be traded with them.

Figure 7.2 illustrates the sequence of the main steps of ng;g_(w’p).zl In the first step
(Transition 1., Figure 7.2) an encrypted adjacency matrix representing the compatibility
graph is obliviously determined and then for each publicly known trade partner constel-
lation graph it is obliviously checked whether it is a subgraph of the compatibility graph
by utilizing the encrypted adjacency matrix. This step implicitly determines the set of
potential trade partner constellations.

In the second step (Transition 2., Figure 7.2), the protocol first obliviously maps each
potential trade partner constellation to its welfare, obliviously determines the actual
trade partner constellation uniformly at random amongst those potential trade partner
constellations with maximum welfare, and then provides each party P, with (nothing
but) its trade partners of the actual trade partner constellation. The determining of the
actual trade uses gate pcrs.c (see Gate Specification 12) implementing the primitive of
conditional random selection in a privacy-preserving fashion (see Section 5.3.2).

Lastly, in the third step (Transition 3., Figure 7.2), each party that can barter is in-
volved twice (with each of its trade partners) in executing the two-party gate pri.p (see
Gate Specification 16) for sampling out of a private interval according to the discrete
distribution D to determine the actual quantities of the commodities to be traded. It is

*Note that G'T is not explicitly determined in our protocol and thus not depicted in Figure 7.2.
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GTPC 1. GPTPC 2. s (GATPC 3. GAT
PCRS-C-1 PRIE-D

Figure 7.2: lllustration of substantial steps of r3 M (W, D)"

assumed that the parties agreed upon D prior to the execution of wgiﬁ;’i_(w’p). The bar-
tering protocol provides each party with its local view consisting of its trade partners
and the quantities of the commodities to be exchanged with both of them (provided that
a party can barter), where the cumulated local views induce the actual trade.

In order to assure that each party only learns its own trade partners (i.e., its local
view of the actual trade partner constellation), we make use of a novel encoding and
decoding operation that is based on the uniqueness of prime factorization. Specifically,
each party is assigned a unique set of prime numbers. Each party then selects a map-
ping between its prime numbers and all of its trade partner tuples in any of the trade
partner constellations (including those where the respective trade partner tuple is equal
to (0,0)) in the trade partner constellation set. Each party keeps its mapping secret. Sub-
sequently, for all trade partner constellations, all parties jointly compute the product of
the corresponding prime numbers (locally mapped to the respective trade partner tuples
by the parties) in an oblivious fashion, thus, enabling each party to uniquely encode its
participation in the trade partner constellation by contributing a unique prime number
in each case. In turn, given the product of prime numbers for the actual trade partner
constellation, through trial division each party can locally determine which one of its
prime numbers divides the product and then identify the respective trade partner tuple
based on its own secret mapping. It is important to note that knowing which set of prime
numbers was assigned to which party, anyone can perform the trial division step. How-
ever, given the fact that each party keeps its mapping between its prime numbers and its
trade partner tuples secret, this does not leak any information. Since also trade partner
tuple (0,0) is mapped to a prime number (individually by each party) and the product of
prime numbers includes those prime numbers for parties which neither send nor receive
a commodity, the prime number product does not leak which parties participate in the
selected actual trade partner constellation. It is also important to note that the size of the
prime numbers does not have any influence on the security of our bartering protocol.

7.2.2  Specification of Protocol 73l 1y 1)

In the following, we present the details of protocol nglei'-tg—(W,D) which is split into the
following phases:
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1.

110

Construction Phase: Based on their quotes, all parties jointly construct the encrypted
adjacency matrix [A] := ([ase]).x. of the compatibility graph G¢ with ayp :=
[(co @ (/)) A (o 0 > qfi ))] for 0,0 € & and ¢ # {'. A ciphertext [[[(co - c&y)) A
(6( ) qgl ))H] is computed in three steps (see Steps 1.1.1.1-1.1.1.3, Protocol 7.1).
Evaluation Phase: For each GTPC e G™C (5 ¢ Njgree)), it is obliviously checked
whether or not GTPC C G©. To this end, for each GTPC (V, E) all parties jointly
execute PUFL-Mult (see Section 5.1.1) on input ([[aghgllﬂ, s fa ‘IEIveimH) where (¢;,0}) €
E with i € Njg| such that each party learns the computation result [e;]. At the
end of this phase, each party holds an encrypted vector [L] := ([e1], ..., [egrec|])
where e; = [GTPC C GC).

Prioritization Phase: Function W(-) : GTP¢ — NY maps each trade partner constella-
tion graph to its welfare and can be evaluated by each party independently. Each
party locally computes [e;] x, W(G]FC) (Vj € Nigrc|) resulting in an encrypted
vector [L1] := ([er - W(GTTO)], ..., [egrec, - W(Gg%q)]]). The prioritization phase
ensures that in the selection phase (see below), a potential trade partner constella-
tion graph with maximum welfare is determined as actual trade partner constella-

tion graph.

Mapping Phase: At the beginning of the protocol, each party P, (¢ € &) is given
an interval 1) of positive integers with at least |N((f21((GTPC)| prime numbers such
that for all £, € & (¢ # ('), it holds that 1) N I(*) = . Bach party P, constructs
a private table mapping each element in fozl((GTPC) to a unique prime number
randomly chosen from I(*). More precisely, each party P, keeps a set S\) of already
assigned prime numbers from [ (©) which is initialized with S = §. P, then maps

) ©

each tuple N, (S g € N(g) ’(GTP€) to a prime number P s Pro \S®). Subsequently,
o,d

pgv)(@ is added to S (cf. Step 4.1, Protocol 7.1). Once all parties have established

o,d
their mapping tables, they engage in the consecutive computation of an encrypted
prime number product for each G}PC € G'PC. Each party P, contributes a single
prime number p¥) to the encrypted prime number product associated with G]T-PC €

GTPC: First, P, computes [[ug-L)]] = [[pg\?m]] for all j € Nigrec| and sends the result
o,d

to P,_;. Each party Py (¢/ € £2\{.}) then computes [[u§f’)]] = Blind([[uylﬂ)]] X,
()

([uals - [ugreq)]) = ([[ugl)]}, cee [[ufé)m]]) and broadcasts [Lz] (cf. Steps 4.2- 4.4,

Protocol 7.1).

) (Vj € Nigrec)) and sends the result to Py, except P, which sets [Lo] :=
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5. Selection Phase: From the previous phases, each is associated with two values

GTPC
le;] and [u;] where e; € N indicates the priorit}f of GIC while u; € Nis a prod-
uct of individual prime numbers encoding the trade partners of each party w.r.t.
GJT-PC. In this phase, the parties now jointly compute pcrs.c.1 (see Gate Specifica-
tion 12) on the common input ([L1], [L2]) (see Step 5.1, Protocol 7.1) in order to
select an entry of [Ly] associated with a potential trade constellation graph which
maximizes the welfare function in case that GF™PC = (). Otherwise, in the case
that GPTPC = (), the parties learn of this fact. In the former case, pcrs.c.1 returns
(c1,¢5) € ([L1], [L2]) with ¢ := [I7] and ¢ := [I3]. In Step 5.3.1 (Protocol 7.1), all
parties jointly decrypt [I5] such that each of them learns the result. In the latter case
where L = (0, GTre | 0), pcrs-c-1 returns ¢ = ¢ = L (where L refers to the empty
string) which prompts each party to skip all remaining phases and to output 0.°

6. Reverse Mapping Phase: Each party P, checks which prime in S(*) divides I5. By re-
versely applying the mapping table, the unique result determines P;’s trade part-

¢
ners N:(d) w.r.t. GATPC,

7. Negotiation Phase: So far, GATC has already been determined which implicitly pro-
vides GFT. In order to select GAT in such a way that a party only learns its local
view, it engages in the two-party version of gate prig.p (see Gate Specification 16)
with each of its trade partners that were determined in the previous phase More
precisely, for N (e)(GTPC) (N3O, N;( )Y #(0,0) (V] € Njgree)), Prand P . exe-

Ny
*(€)

o, N*© N Oy e o, N*® N
cute (¢’ 1)« prep((lg ™ . [3:"]) and ¢ iy ™ = Deo([q (/™ )]]) (st
* (L)
both parties learn the plaintext result) where ¢ ((f) Mo indicates the quantity of ctf)

that P, has to send to P N Note that the executlon of prig-p additionally requires
the two involved partles to share a (2, 2)-threshold Paillier key which is assumed
to be pre-distributed (see the set-up assumptions detailed in Section 4.5.1).

*(£) ¢ N*(z)
8. Output Phase: Each party P, outputs o, = (N, (j), q*xﬁ@)’ﬁ), q:((@’ d )).
Co o o
In order to show the correctness of protocol ng_tg_(w p), We distinguish two cases. In

the first case where GFTPC

= (), the output of wgla{r'tg_(w p) is fixed—each party outputs 0.
In the second case where GI'T’C £ (), we have to show that GAT 8maxW7D GTPC (see

Definition 7.8).

5The purpose of this approach is to hide the number of subgraphs of GF (in case that GT™TC £ ) as this
could otherwise not be simulated given the inputs and outputs of the corrupted parties only.
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Case 1.) In case that G'PC = (), the evaluation phase of WESSI;Ir_tZ[r—(W,D) returns a vec-
tor [L] = ([ex];...,[egrec)]) with e; = ... = egmc; = 0 since there ex-
ists no GT’¢ ¢ G™PC such that G’ C GC. Consequently, the prioritization
phase does not influence the plaintext values of [L] and in the selection phase,
gate pcrs-c-1(([L1], [L2])) returns (L, L) prompting each party to output 0 (cf.
Step 5.2.2, Protocol 7.1).

Case 2.) In case that GFTPC £ (), the evaluation phase computes a vector [L] := ([e1], .- -,
legrec]) with e; = [GJTPC C G¢] and Hamming weight |GFTTC| for GJTPC € GTPC,
The prioritization phase only modifies those entries of [L] where e; # 0. Gate
pcrs-c-1(([L1], [L2])), called in the selection phase, returns ([I/{], [/3]) such that
I} = W(GATFC) with GATPC ¢y, GPTPC and 13 = pgzn(Gm) Y8 —
After jointly decrypting [I3] in Step 5.3.1 (Protocol 710)7 each party Py Oiéarns l5
and sets N;g) =N, (SQ(G]T.PC) according to the unequivocally determined prime
ners N;) (GATFC) and N, ® (GATPC) it learns the quantity of the commodity it
is going to send (resp., receive) in the negotiation phase. As prescribed by Defi-

D which divides 5. After each party P, has determined its trade part-

* (L) *(0)
nition 7.8, these quantities are sampled from Q((f) ﬂQilN‘i ) (resp., QE,N" 'n ng))
according to distribution D by utilizing gate prip.p (see Gate Specification 16).
Overall, it follows that GAT 8maxW7D GTPC,

Theorem 7.1. Let P, hold 1) (V¢ € ) and let GTPC, W, and D be public. Then, protocol
W]?Sle;{‘_tl;/f'—(W,D) securely computes functionality fé\grter_(wp) in the semi-honest model.

Proof. By separating the different phases of Protocol 7.1, we sketch a simulator S which
generates a transcript that is computationally indistinguishable from VIEWZ (z). W.Lo.g.,
assume that parties P, ..., P; are corrupted, i.e., C = {1, ..., t}. The executions of gates
PET, pGTE, and pyure (cf. Gate Specification 8, Gate Specification 5, Gate Specification 1)
in the construction phase can be simulated by calling the corresponding simulators: The
simulator of pgr is called on input [[ct(f) I, [[c((f/)]] and output ([b1]) < Cif £, € C.
Analogously, the simulator of pgrE is called on input [[q&f)]], [[gl(fl)]] and output ([be])) <5 C
if ¢,/ € C.Incasethat ¢ ¢ C or ¢’ ¢ C, the corresponding input is replaced by a random
ciphertext for the simulation of pgr, respectively, pgre. The input of the simulator of pyy
depends on the simulated results of the two previous gates and is set to (([b1]), ([b2]))
while the output is simulated as ([a/ ¢ ]) +g C.

The individual calls of pyprmult in the evaluation phase are simulated by calling the
simulator of pyprmule (i-e., multiple calls of the simulator of pyui) on input ([ay, “ D,
([a4,0,2,, 1) and output ([e;]) s C.
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For the prioritization phase, S sets ([L1]) := (([e1]) x» W(GT'C), ..., ([ejgrre]) xn
WIGTTS).

The mapping phase can be simulated by letting S perform Steps 4.1- 4.4 of Proto-
col 7.1 for each party P, with ¢ € & (independent of whether or not ¢ € (). Utilizing
the simulated mapping tables, S simulates (ugeCH), .. ,ufé%ja)) for P as well as [Lo]
(Vlc € C). Furthermore, S computes (u;) (Vj € Ngrwc) from the simulated mapping
tables (where one of these values is used later to simulate the decryption operation in
Step 5.3.1).

The simulation of the selection phase depends on whether or not (0) <«
ng'tlg (WD) (%, G™PC). In case that (0) « ngter ow, D)(ZU, GTPC), the simulator of pcgs.c-1
(see Gate Specification 12) is called on input (([L1]), ([L2])) and output (c}) = (c}) := L.
Otherwise, on input (([L1]), ([L2]))) and output (¢}, c5) < C x C. In the latter case,
Dec(([/5])) is called in the hybrid model where ([i5]) := ¢5. The corresponding out-
put is simulated by setting (I5) := (u;) where j € Nigmc| is chosen such that N:,(dl) =
N(E}C;(G]TPC), e :(j) = gfgl(G]TPC). Note that S obtains No*(dl), cee N*S) as input. This
approach is necessary since, otherwise, (I3) is not consistent with 71 W, D) (z, GTPC).

In order to simulate the negotiation phase for P with Nagd # (0,0) Vo € O),
S has to simulate prrg-p (see Gate Specification 16) and the decryption operation twice:
First, the simulator is called on

*(z

e [¢™% Y and [ if N1 €

*(Lo)
. ([[gijd ') < C and [g/°'] otherwise

(lc)
as well as on output ([q (fcc)’ )ﬂ> g C. The second call of the subsimulator can be

conducted analogously. The two decryption operations are called in the hybrid model
<|I ZC:N ( >) (ZC))
(

¢ *(Lc)
[) and q*feccf  ’, respectively, on <[[q*(N 4Ny and q*(N o).
Note that this simulation also captures the correspondmg part of P *(ﬁc) ’s V1ew (resp.,

ZC)) *(éc))

PN:(Zc) s view) in case that Nd( e (resp., N. “C e ).

Due to the fact that the underlying cryptosystem provides threshold IND-CPA secu-
rity, we can conclude that the simulated view is computationally indistinguishable from
VIEWZ (Z). O

(Complexity.) The communication and round complexities of protocol Wﬁi’tﬁi_(wp) arein

(@) o1 O(|G™*¢
O(LQ'(OET+OGTE+OMult)+|GTPC|'OS%-psl?ﬂtJFOTCnREC-( el
the concrete specifications of the gates presented in Section 5 whose complexities are

+0-ORrig-p). By assuming
given in Table 5.6, and by setting D, e.g., to the uniform distribution, the exact theoretical
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GTPC 1. GPTPC 2. s GAT
PCRS-15 PRIE-D

Figure 7.3: Illustration of substantial steps of W%ﬁgr—(w D)

complexities are in O (125 4125 - |GTFC| 4 15w¥ ), respectively, O (i3 + ¢ - |G|+ w% ) where

a0 _ W) ith N0 6
wa corresponds to an upper bound on G, ' — ¢ Ve P with N, ;" # (0,0).

7.3 Multi-Party Bartering Secure in the Malicious Model

In this section, we introduce protocol W%}%P(W py Which securely implements Fr er W, D)

(see Definition 7.8) in the malicious model.

7.3.1 Intuition

Protocol ngg}ltgr-(w,D) extends protocol wgg{r‘tﬁ_(wﬂ) (see Section 7.2) to provide security
against active adversaries. Due to the special purpose design of TFSI;E;{_(W’D), a straight-
forward transformation to the malicious model is not possible. Instead, new design
approaches, e.g., for restricting a party’s local view and for the integration of a ne-
gotiation mechanism, are required in order to provide the same privacy properties as
for ng_tlg-(wp)' More precisely, we cannot make use of the prime number encoding ap-
proach (used for the implementation of ng—tﬁ-(wp)) in the malicious model since a cor-
rupted party can encode arbitrary information (e.g., the encoding of the corresponding
trade partner constellation graph) in its private contribution to the prime number prod-
uct (for details see Section 7.2.2). Furthermore, the approach of composing a multi-party
protocol of multi-party gates as well as two-party gates” is not viable in the presence of
malicious adversaries as it is not possible to assure that corrupted parties provide con-
sistent input for all protocols/gates they participate in.® Instead, it is necessary for all
protocol steps to be properly intertwined in order to achieve security in the malicious
model.

Figure 7.3 provides an overview of the main steps of W%&:ﬁr—(w,m' The individual
steps leading from a trade partner constellation set to an actual trade are intertwined

®Note that all calls of gate prie-p can run in parallel.

"Note that a series of two-party gates is used in ng‘;;“e{_(wﬂm in order to negotiate the quantities of the
commodities to be traded.

8For example, a corrupted party cannot be prevented to specify different quantities as input for
wgﬁgrm@ (executed between more than two parties) and pitp (executed between two parties) since dif-
ferent threshold keys would be required.
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such that the determination of the actual trade partner graph, the set of potential trades,
and the actual trade cannot be clearly distinguished anymore.

Intuitively speaking, protocol mh-M ow,py works as follows.  Analogously to
ﬂgg'tlg_(wp), in the first step (Transition 1., Figure 7.3) the parties jointly determine the
encrypted adjacency matrix representing the compatibility graph as well as an encrypted
indicator vector where the j-th entry of this vector indicates whether the j-th trade part-
ner constellation graph of the given publicly known set of trade partner constellation
graphs is a subgraph of the private compatibility graph in an oblivious fashion. The step
implicitly determines the set of potential trade partner constellation graphs.

Analogously to protocol WSI;}E—(W,D)' in the second step (Transition 2., Figure 7.3)
of protocol w%ﬁ;%r_(w7p), each potential trade partner constellation graph is obliviously
associated with its welfare by multiplying the j-th encrypted entry of the indicator vector
with the welfare of the j-th trade partner constellation graph by using homomorphic
scalar multiplications.

Furthermore, the parties jointly determine an encrypted matrix where an entry rep-
resents the quantity at which the party of the corresponding row index would send its
offered commodity to the party of the corresponding column index (based on the actual
trade graph to be determined) using gate prig-p (see Gate Specification 16). Specifically,
a quantity of zero indicates that the respective edge is not part of the actual trade graph,
i.e., the party of the corresponding row index does not send anything to the party of the
corresponding column index. In contrast to ﬂgla_i-tg_(w,p), gate prig-p has to be executed
between each pair of parties and all parties have to participate in each execution in order
to ensure input consistency. Subsequently, all parties jointly generate one encrypted vec-
tor for each party. The j-th entry of such a vector encodes the trade partners of this party
w.r.t. the j-th trade partner constellation graph as well as the corresponding quantities
as determined earlier. In a final step, the protocol utilizes gate pcrs.1 (see Gate Speci-
fication 11) for determining an actual trade graph uniformly at random from amongst
those trade constellation graphs that were previously determined to be a subgraph of
the compatibility graph.

7.3.2  Specification of Protocol 3.\, 1y 1y

In the following, we present the details of protocol W%ﬁgr-(w py Which is split into the
following phases:

1. Input Phase: Each party P, (¢ € &) holds private input q¥) = ((c((f),@(f)), (cg)7 gg))).

Protocol ﬂgﬁg_r_(w p) 18 composed of gates expecting encrypted integer inputs as
well as of gates expecting encrypted binary inputs. In order to reduce the calls of
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the expensive ppp gate (see Gate Specification 2), we require that all parties commit
their private input as encrypted integers [q(¥)] := (([[cgﬁ)ﬂ, [[q((f) D, ([[cg)]], [[ggf)]])) as
well as encrypted bit decompositions [[qt(ﬁﬂ = ([ )pin], 1@ Ypin]) ([[(c((f))bin]],
[[(g((f))bin]])). Thus, it is not sufficient that all parties just mutually prove plaintext
knowledge of their committed input. Instead, P, also has to prove the consistency
of its committed input to guarantee the correctness of the protocol output. More
precisely, P, has to perform the same proofs as required for the privacy-preserving
two-party bartering protocol T8I, . (see Req 1-3, Section 6.3). We use the short-
hand notation

([aD1, Tas)T. - - - [a“T. [afh])) « InputPhase(qV, ...,q™)

to refer to the computation steps required for proving input consistency as well as
plaintext knowledge.

. Construction Phase (analogous to nglr}g-(w,m): Based on their quotes, all parties
jointly construct the encrypted adjacency matrix [A] := ([as¢]).x. of compatibility
graph G with agp == [(c)) = /) A @ > ) for £,/ € 2, and  # ¢'. The
ciphertext [[[(c((f) = cw))/\ (g&f) > ggf/))]]] is computed in three steps (see Steps 2.1.1.1
- 2.1.1.3, Protocol 7.2).

. Negotiation Phase: All parties jointly compute a second encrypted matrix [A'] :=
(lag ¢])x. where aj , (¢ # ') corresponds to the quantity of commodity i) which
Py has to send to Py provided that (¢,¢') is an edge in the actual trade graph GAT
yet to be selected. In order to determine a matrix entry [a; , ], the parties jointly ex-
(€ (e

ecute gate prig-p (see Gate Specification 16) on inputs g ) and q, ~ which are com-

puted as pMult(([[@(f)]], lage])) and PMult(([[QEf/)]]» laee])) (see Gate Specification 1),
respectively, in Step 3.1.1. The two executions of the multiplication gate are nec-
essary in order to prevent that gate prig.p is called on an invalid input which oc-
curs if q&e) < g((f/). In this case, Gf;(e) = g;w) = 0 and pgrig.p returns a fresh en-
cryption of zero. Note that due to the fact that it is necessary to hide the edges
of G, prie-p has to be executed for each pair of parties. In order to cover the case
where there are some parties P, in a trade partner constellation graph GT°¢ with
N, ég(GTPC) = (0,0), the parties jointly generate dummy encryptions of zero (see
Step 3.1.2) which can be used as a placeholder in the mapping phase. Eventu-
ally, these placeholders indicate that for a party without any trade partners there is

nothing to exchange.

. Evaluation Phase (analogous to 71831;';1;/1{—()/\),2?)): For each G]TPC = (V,E) e GTC (j ¢
Ngrree), the parties obliviously check whether or not GJT.PC C G by calling purrmult
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(see Section 5.1.1) on input ([ag, ¢]. ..., [[GE‘EI,E‘/E‘]]) with (¢;,£;) € E'and i € Ng.
Note that [as, ¢ ].- - . [ac ’eiEI]] are taken from the jointly computed adjacency ma-
trix [A] corresponding to G¢. At the end of the evaluation phase, each party holds
vector [L] := ([e1],...,[ejgrec|]) where e; = [G]T-PC C G°]. The trade partner
constellation graphs GJT-PC with e; = 1 constitute the set of potential trade partner

constellation graphs GFTFC.

5. Prioritization Phase (analogous to wgljr‘tg_(wp)): Function W(-) : GT™P¢ — N° maps
each trade partner constellation graph to its welfare. Each party locally computes
le;] xn W(GJT-PC) (Vj € Nigmce) resulting in an encrypted vector [Lo] = ([er -
WG, [eeme) - WG TES)D):

6. Mapping Phase: For each party P, an encrypted vector

[[Lg]] = (IU@J]], ey [[l£7|GTPC‘H)
= (N2 GT N I [y 1 1 [ ol

l
NG ln [y 11n ) o)) (¥ € 2)

is jointly computed such that each party learns all of these encrypted vectors. The
j-th entry of a vector L, contains the trade partners N (G}PC) and N C(/) (GJT-PC) of
party P, as well as the quantities to be received and sent in case that GJTPC is selected
as actual trade graph by protocol ﬂ&;ﬁr_(wﬁ). The purpose of the mapping phase
is to determine the parties’ local views for each trade partner constellation graph.’

7. Selection Phase: Up to this point, each is associated with an encrypted vec-
tor ([[lod‘]], [[llvj]L cee, [[ll,,jﬂ) where lo,j = 0if G}PC Z G€ and lo,j = W(G;FPC) oth-

i . — (NO(aTPCy /
erwise. Furthermore, V¢ € & :1,; = (N, ;(G; )’aNy),e’aZ,Ny))

local view of GJTPC. The parties now jointly call pcrs.1 (see Gate Specification 11)
on the common input ([Lo], ..., [L.]). If GFT'¢ # § (i.e., there exists at least one

J € Nigree| such that lp; # 0), pcrs-1 is used to obliviously determine a random

TPC
GJ'

contains Py’s

actual trade graph GAT which maximizes the welfare function. The first entry of
the encrypted output [I3] of pcrs.1 corresponds to the encrypted welfare of GAT,
The remaining encrypted entries [Ii], ..., [I}] correspond to the parties’ local views
w.rt. GAT. Otherwise (i.e., GFTPC = ()), pcrs.1 is used to select GTFC s GTPC and

o = 0. The remaining steps of the selection phase deal with the latter case where

Note that in order to perform the homomorphic concatenation operation, it has to be assured that no
“wrapping” occurs in P (see Section 3.2.3). For the given context, however, this issue does not constitute a
practical limitation.
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GPTPC = (). First, the parties obliviously check whether or not [ = 0 by jointly

calling ([b]) < porET(([(15)6in], [0sin])) (see Gate Specification 8). Subsequently,
the local view [[;] of each party P is multiplied with the encrypted result [b] of the
equality check by jointly calling ([o¢]) < pnvut(([1— 0], [[7])) such that all values I}
are obliviously zeroed out in the case that no actual trade graph exists (Step 7.4,
Protocol 7.2).

8. Output Phase: All parties jointly decrypt ([o1],. .., [o.]) such that only P, obtains oy
(V¢ € 2). In case that GPTPC +£ (), P, learns its local view of the selected GAT
from oy. Otherwise, o, indicates that there exists no GT for the current set of parties
in combination with their private input quotes and the given set of trade partner
constellation graphs G™P©. We use the shorthand notation

(01,...,0,) + OutputPhase(([o1], ..., [o.]))
to refer to the output phase.

In the following, we prove the correctness of W}%@rﬁr—(w,py i.e., that Tr}lg/;‘ﬁgr_(wﬂ) always
computes the correct output (if at least one party is honest), provided that the protocol
is not prematurely aborted. In order to prove the correctness of the protocol, we have
to show that (i) it suffices that each party performs the proofs specified for the input
phase and that (ii) w&;ﬁp(w,p) in fact computes a random actual trade graph which max-
imizes the welfare function based on the parties” input quotes and the publicly known
set of trade partner constellation graphs iff the set of potential trade partner constellation
graphs is not empty. In Section 6.3, (i) has already been proven for the two-party case
and can be proven analogously for the multi-party case. Thus, in the following, we focus
on showing (ii).

In case that GFTPC

= (), the result of the evaluation phase is a vector [L] :=
([e],- .., [egre]) with ex = ... = ¢jgrc) = 0 since there exists no GJT-PC € GTC with
GJTPC C GC. Furthermore, the prioritization phase does not change any plaintext value e,
and thus Ly = L (j € N ‘Gqu). This implies that gate pcrs.; returns an encrypted vec-
tor ([I5], 1531, - - -, [I7]) with [§ = 0 in the selection phase and in the output phase each
party P, learns its output value o, = 0 which indicates that no actual trade exists.

In case that GFTPC # ), the result of the evaluation phase is a vector [L] such that L
has Hamming weight H(L) = |GFTFC|. The prioritization phase determines the encrypted
vector [Lo] = ([loa],---, [l gre|]) where [ly;] is associated with G}PC and lp; =
W(G]T-PC) if GJT-PC C G¢ and ly; = 0 otherwise. According to the definition of G« ..,
gate pcrs returns an encrypted vector ([I5], [i7], ..., [IF]) == ([oj+1, [l1,5+], - - - [L5+])
where j* <5 {j € Ngmc| : W(G]T-PC) = max(W(GTTC),..., W(G‘T(é)%q))}. Since in

119



N_HA

©10) 1
aseygmdinQ g

(([re] ¢~ -~ “[Te] ) )oseudinding — ("o ¢

(['>asPlo]

(o]

‘[vel) =: [7] 1es senred Iy %

[ o] )N — ([¢a])
amndwod Apyurof senred [y 1°'T'%

daly 52 badly 5 rpue g 5 (34) WM 59 3 (FA) = 41O Wes 104 T'F

([0 [a = 1D)™wd — ([70]) 12
10} 1 EO.HM 7104 ¥/
(([**20] “[**2(2n])) 131a8d — ([q]) mndwod Apurof sonred v ¢z
([4])a8d — ([“*9(2)]) smdwod Apurol senzed iy 72

(020 <Tral <foa])) vs¥2d — ((Lend - “[Laad “[2aD)
amndwod Apurof senred v 1/

JseyJ uonddesg /

AN o1 4 T N0l ) 12y

SN TN

2L O] ] TGN = 111

oseJ uonenjeay

[ol =: [7"] h:ohi s sonred Iy 7T°€

(L2l =A %gvvﬂmz& - :r w b)) =: [/ 7]

andwod b«Eo_ sonaed [y €1 1€

([ o] ¢ f PB])) NG — AF o EC amdwod Apyurol sanred [Ty 71 1€
(([770] [ 5B1) N — ([ ,y72]) 2mdwod Apurof sopred [y 11'T°¢

{7\ 2 2) 74 yea 104 1T
(e 27)7d Ypea10g T'¢

aseyJ uoneno3aN ¢

(([zq] “[*q]))™Wd — ([+7'7p]) endwod Apurof senred Iy € T'1°2

N rWN

214 TCPE200) PN

TN

A" Il
%:24\5_ || [ o] || fu&Uv:vZS =: [17]

‘[17] serauald Apyunof sanred [y 19
aseyy Suiddey 9

oroym 7]

(P8I 1 [Pl = (dp)ag 1x [12]) = [07]

sanduwod Aqpeoor Ayred yoeq 1°g (b

9seyq uoneznuonJ ¢

([2( ZB9( o)1) A8 — ([zq))
BSQEOu Apurol senaed [y 711

([9(, S T*9( o)D) 19 — ([1q])
amndwod Appurof sonred [y 1°'T'T°C

{7\ 2 ) 74 ypea 101 T'TT
(& D7) 7d Ppea10g 1T

9seJ uononnsuo) ¢

“[49B] [ (yB])
aseygnduy |

“(pyP)eseydindu — ((['(Jp] [Pl

.ﬁriv-@ﬁmk jo uoryedyadg 7'/ [020301]

7. Privacy-Preserving Multi-Party Bartering

120



7.4 Actual Trade Partner Constellation Selection

Step 7.3 (Protocol 7.2) b = 0, [o¢] := [I}] for all £ € &2. At the end of the output phase,
each party P, learns its local view of the selected actual trade.

Corollary 7.1. Protocol Wg}%r—(w D) securely computes functionality FyI .~

(W, D) in the mali-
cious model.

Corollary 7.1 and thus the security of protocol W]I;g;l;/ér_(w py directly follows from The-
orem 4.3 (Section 4.4.3).

(Complexity.) The communication and round complexities of protocol ﬂllgg;ﬁr_(wp) are

. 0 0 0 O(1):me(|GTFC
in O(:2- (OgnDEI-E(TS) + OgLDEI-G(;])E + Omult + Orig-p) + |G™FC| - OITSIGJI-I\(/ILL)ﬂt +OCrs (meETN

OE'LDEO(S)). By assuming the concrete specifications of the gates presented in Section 5

whose complexities are given in Table 5.6, and by setting D, e.g., to the uniform distribu-
tion, the exact theoretical complexities are in O(¢3s% + 3sw? +:2s - |GTPC| + 152 - |GTFC)),
respectively, O(:2-log(s) + 3w +2w? +1+ |G| +1og(s) - |GTC|) where wa corresponds

to an upper bound on - Qizw) ViU e P with € # (.

7.4 Actual Trade Partner Constellation Selection

The selection of the actual trade partner constellation graph (from the set of potential

SH-M
Barter-

by the choice of the welfare function W(-) : GTP¢ — N°. While our bartering protocols

trade partner constellation graphs) of protocol 7 ow,p) and wlﬁ;ﬁp(w,p) is influenced
support any selection strategy as long as it is a function of the considered trade partner
constellation graphs in G'F¢, in the following, we propose two concrete strategies and
define the corresponding welfare functions.

Assuming that there are multiple potential trade partner constellation graphs of which
the actual trade partner constellation graph GATPC s to be obliviously selected, a concrete
selection strategy (relevant for practice) is to maximize the number of parties getting to
trade. The number of parties getting to trade w.r.t. a given trade partner constellation
graph corresponds to the number of edges in that graph. Let GTP“ = (V, E). We can
define W as

W(GTC) = |B|

in order to ensure that protocols WISBIa;{r-tlg-(W,D) and W%}%P(W’D) select GATPC such that the
number of parties getting to trade is maximized. Since the number of edges of each
G™C € G'™¢C is publicly known, W(GTFC) can be determined by each party such that
each potential trade partner constellation graph can be obliviously associated with its
welfare by making use of homomorphic scalar multiplication only.
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Going one step further, we can also consider the trade cycle length when selecting an
actual trade partner constellation graph. Depending on the bartering context (e.g., kid-
ney exchange), a fixed maximum length for trade cycles is required in order to reduce
the impact of a dropout as well as to facilitate a simultaneous exchange of commodities.
Furthermore, for some applications (e.g., kidney exchange) it is the case that considering
trade cycles of lengths larger than 3 does not lead to a significant increase of the num-
ber of parties getting to trade [1], but considerably increases the search space. A further
reason for concentrating on small trade cycle lengths results from the possible require-
ment to conduct a simultaneous exchange of commodities and from logistical constraints
(cf. [5,6]). Thus, one further goal is to minimize the trade cycle lengths while maximizing
the number of parties getting to trade. More precisely, a concrete selection strategy (rel-
evant for practice) is to maximize the number of parties getting to trade and in case that
there exist multiple potential trade partner constellation graphs with maximum number
of edges, then the one with the most trade cycles is selected. Let GT'C = (V, F) and let ¢
be the number of cycles in GTP¢. We can define W' as

WI(GTPC) — L'?J |+, 7.1)
where ||E|/2]| corresponds to the maximum number of disjoint cycles a graph with |E]|
edges can have. In order to see that YW/ (-) implements the described selection strategy,
consider two arbitrary trade partner constellation graphs G1¥¢ and GI¥C for the same
set of parties. In case that both graphs have the same amount of edges and it holds
W!(GTPC) > W!(GIFC), Equation 7.1 obviously implies the number of cycles in GTFC is
strictly larger than the number of cycles in GIFC. To ensure that W/(GTF¢) > W/(GIFC)
holds in case that GI'“ has more edges than G1C, it suffices to show that

min{W'(GT)|G™C has |E| edges} > maz{W'(G™C)|G™“ has |E — 1| edges}.

More precisely, we have to show that the following inequation holds:

2w B2 e -+ B, 72)

Proof. In order to show that Equation 7.2 holds, it suffices to consider the case where | E|
is odd and thus ||E|/2| = |(|E| —1)/2] = (|[E| — 1)/2:

B -1 Bl -1 Bl -
. (Bl =1)+ =2 =
5 (1B - 1)+ =

[E| -1 B[ -1 E|—-1  |E|-1
LAl B O [ e My ./
5 1Bl + 5 |El 5T

1

|E|+1 >

< 1>0
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Since also the number of cycles in each trade partner constellation graph is publicly

known, the welfare function W'(-) can be integrated analogously to W(-) into protocol

SH-M M-M
WBarter-(W,D) and ﬂBarter—(W,D)‘

It is important to note that the choice of the selection strategy does not influence
the communication and round complexity of the privacy-preserving bartering protocols

since the involved computations can be computed locally.

7.5 Optimized Privacy-Preserving Subgraph Check

In the following, we present an optimized variant of the subgraph checks that are per-
formed in ngiﬁ-(w,p) and w&;ﬁp(w,p) to obliviously check whether G]T-PC C G (Vj €
N|grec)). Furthermore, we make the following assumptions:

e G™C covers the complete search space w.r.t. an upper bound m on the trade cycle
length which is considered for determining an actual trade partner constellation

graph.

e the upper bound m on the trade cycle length is fixed and independent of the num-

ber of parties.

As argued in Section 7.4, in some bartering scenarios the maximum cycle length con-

sidered for ¢« > 2 is m = 3. In this case, GTF€

contains all trade partner constellation
graphs for . parties consisting only of 2- and 3-trade cycles. For . = 4 and m = 3,
Table 7.3 lists all trade partner constellation graphs in GTF¢.

Based on the above assumptions, it is possible to reduce the number of executions of
pvult (see Gate Specification 1) in the evaluation phase of protocol ng‘tg_(w p) as well as
W}%}ﬁp(w,m from O(¢-|G™C|) to O(!/ (1 —m)! + |GTFC|) (cf. Equation 7.3 below).!? In the
following, we assume that the encrypted adjacency matrix [A] representing G¢ which
is determined in the construction phase of wggﬁ_(wp) and W%}I;gr_(w’p), respectively, has

already been computed.

The key idea of our approach is to perform the subgraph checks G]TPC é G¢ (GJT-PC €
G™C,vj € N igree|) in the evaluation phase in a specific order (determined by the num-
ber of trade cycles in a trade partner constellation graph GJT.PC) such that some of the
encrypted evaluation results can be reused later in the evaluation phase in order to re-
duce the number of executions of gate pype. Let \G]T-PC|C refer to the number of trade

"Note that according to the first assumption ¢!/(t — m)! < (¢ — 1) - |G| for « > 3 and m > 2.
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GTPC ¢ ¢4 GTPC ¢ ¢ GirCe e,

LY d|d oo o¥d

? ?
= [GTPC II Gl =¢e; ¢ e, = [GIPC C GO ey = [G;PC C GY

Table 7.2: Composition of GEPC € ¢35 from G;PC € ¢; and GgPC c€Cyfor.=7.

cycles in GJ"“.!! First, | § | disjoint subsets ¢; (i € N ) of G'*" are computed where
¢ == {GTPC € GTPC; |GTPC|, = i}, Vi e N[ .

We refer to i € N as the order of a trade partner constellation graph, i.e., a trade
partner constellation graph of order i has i trade cycles. Our approach requires an
adjustment of the evaluation phase such that the subgraph checks for the elements in
¢; C G™C are performed before the subgraph checks for the elements in ¢;;; C G™C.
For a trade partner constellation graph in ¢;, the way the subgraph check is performed
remains unchanged, i.e., by multiplying the encrypted entries of adjacency matrix [A]
of G€ (using gate pypui) representing the edges of that trade partner constellation graph.
For the remaining subgraph checks, the encrypted adjacency matrix [A] is not used
anymore and only a single execution of pypy; is required in order to compute the en-
crypted evaluation result of the subgraph check (instead of |E| — 1 many executions of
puule for (V, E) =: GTFC é GC as is the case in ﬂgli_-tlg/l{_(w’p) and ﬂ%gl'rlér_(wﬂ)). This is
due to the following observation: It is possible to decompose a trade partner constel-
lation graph GIPC ¢ ¢;. (i* ¢ N \{1}) into two trade partner constellation graphs
GIPC, GEPC € G™C (z #£ y) of a lower order i (resp., i") such that GI'C = GIPC GTPC
and thus i* = ¢’ + i”.12 An example for such a composition is given in Figure 7.2. By
construction, the encrypted evaluation results [e,] and [e,] resulting from the subgraph

? ?
checks GTPC C G¢ and G;PC C G© already have been computed. Thus, [e.] can be

computed as ([e.])) < pmuit(([ez]; [ey])). The number of pyp, executions in the adjusted
evaluation phase required for all subgraph checks can be determined as

_ TPC - -
#PMult - |G | + ;(C 2) C(L — C)' . (73)
T &
T

"Note that by construction these trade cycles are simultaneously executable.
2Note that a composition might not be unique.
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¢; | Cycles | pyu calls GIC = ({1,2,3,4}, E)) Composition
E, = {220} -
N By = {(1,8)(81)} —
;5, ) B3 ={(14),41)} —
L By ={(23),(32) —
- Es = {281&2)} —
Es = {(88)@8)} —
. By ={(1,2),(2,3),(3,1)} —
By ={(1,2),(2,4),(4,1)} —
P By ={(1,3),(3,2),(2,1)} —
5 , B ={(1,3).(3,4), (4,1)} —
C; B =1{(1,4),(4,3),(3, 1)} -
- E1a ={(1,4),(4,2),(2,1)} —
Bz = {(2,3),(3.4), (4,2)} —
Fiu=1{(2,4),(4,3),(3,2)} -
el Ey; = { (@200, BA&8)} | GT7CuGire
& 2 1 By = {(1,3),61), @&&2)} | GIFCuGiFe
e Err = {(14),@&1), 23),62)} | GIFCualre

Table 7.3: Relationship between trade partner constellation graphs of different order for
t=4,m=3,i€{l,2},and j € N‘GTPC|:17.

For each trade partner constellation graph, the subgraph check requires at least one ex-
ecution of pypr which is captured in term 77 in Equation 7.3. The subgraph checks for
trade partner constellation graphs with only one trade cycle of length ¢ > 3 require more
than one execution of pypt. In particular, a trade cycle of length c requires ¢ — 1 exe-
cutions of pypyie of which one is already captured by term 77. Furthermore, there exists
u!/c(v — ¢)! trade partner constellation graphs that contain a single trade cycle of length ¢
for ¢ parties. The number of these additional executions of pyy¢ is captured by term 15

in Equation 7.3.
It is important to note that the proposed modification of the evaluation phase for

protocols ﬂgi_tg_(w D) and W%/;l:gr_(w py are independent of the security model and do
not influence the security since only the computation order and the number of Py

executions are involved.
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Example 7.2. To illustrate the reuse of evaluation results for a complete search space
G™C, for « = 4 and m = 3 the space of trade partner constellations corresponds to

G™PC = {GTPC ... GTFC} which divides into ¢&; = {G]F¢,...,GTIC} and ¢, = {G]IC,
GTPC GTPCY. The correspondmg trade partner constellation graphs are specified in Ta-

ble 7.3. The trade partner constellation graphs in ¢, can be composed of those trade
partner constellation graphs in ¢; which have one 2-trade cycle. This is illustrated in
Table 7.3 by the means of colors. For instance, G]*¢ and G consist of a single 2-trade
cycle highlighted purple, respectively, brown. These two cycles together constitute GIL¢
(as indicated by the reoccurrence of both colors in the set of edges of G1£¢). Conse-
quently, the evaluation results of the subgraph checks for GT'C and GIF¢ can be reused

for the subgraph check involving GIEC.

7.6 Multi-Party Bartering based on Maximum Weight Matching

The high-level design approach of both privacy-preserving multi-party bartering pro-
tocols presented in Section 7.2 and Section 7.3 has the special feature to define restric-
tions of the lengths of trade cycles when selecting an actual trade partner constellation
graph GATPC. As discussed in Section 7.4, this feature is of practical importance in the
context of bartering. As a side effect, this approach additionally allows the specification
of arbitrary selection strategies for GATFC, provided that the strategy is a function on the
considered trade partner constellation graphs. However, the communication and round

complexities of both protocols depend on the size of G'T¢

which—when searching for
arbitrary trade cycles up to a certain length—grows exponentially in the number of par-
ties. This is due to the fact that as soon as the restriction of the trade cycle length is
supported, the underlying decision problem, i.e., deciding whether a given graph has a
perfect cycle cover containing cycles of length at most m, is NP-complete (see [1]). Con-
sidering all possible trade partner constellations implies a cardinality of ! — 1 for GIFC.
This fact already indicates that the application of the protocols presented in Section 7.2
and Section 7.3 is targeted at scenarios where either the search space G''C or the number
of parties is restricted.

For this reason, we additionally analyzed an alternative design approach which im-
plicitly operates on all possible trade partner constellations while achieving communi-
cation and round complexities that are polynomially bounded by the number of parties.
This alternative approach allows the determining of an actual trade partner constellation
ensuring the same level of privacy as for the first approach. However, the advantage of
the reduced complexities comes with the limitation that the trade cycle length cannot
be restricted and that it is not possible to consider only some specific trade partner con-
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stellations. Furthermore, selection strategies, i.e., welfare functions (see Definition 7.4)
for selecting an actual trade partner constellation from the set of potential trade part-
ner constellations can only be specified by the means of edge weights. This reduces the
range of practically relevant selection strategies to the maximization of the number of
parties getting to trade (other strategies, e.g., the minimization of the cycle lengths (cf.
Equation 7.1, Section 7.4), require the access to the edges and the nodes). At the core of
our alternative approach is a novel privacy-preserving implementation of the Hungarian
Algorithm [78,88] which allows multiple parties to compute a maximum weight (perfect)
matching.

In the following, we briefly sketch the alternative approach and summarize the com-
parison results between both approaches w.r.t. their practicality. For further details, we
refer to [117,125].

The alternative approach is related to an approach sketched in [1] which deals with
finding trade cycles in the conventional (non privacy-preserving) bartering setting: Based
on Q, a bipartite weighted graph referred to as barter graph is constructed such that a
maximum weight (perfect) matching encodes an actual trade partner constellation that
maximizes the number of parties getting to trade:

Definition 7.9 (Barter Graph). For a given set of quotes Q = (@P,...,qW) with q =
(0¥, d®) = ((c((f),@(f)), (c((f),g((f))) (V¢ € 2), a barter graph G® is a weighted bipar-
tite graph G = (U, W, E,w,) with U = {dW,... . d®W}, W := {0 ... oW}, E =
{{d®, 0} : 0,0 € 2,[(c = SN <)) = 1JU{d®,00}}, and v{d®, 0"} €

FE we set
, 2 ifl£Y
we({d®, 0}y = ft# .
1 otherwise

We distinguish between trivial edges {d*), 0} and non-trivial edges {d¥), o)} with
¢ # ¢ A trivial edge {d), 0¥} with w.({d¥),0"}) = 1 indicates that P, keeps its of-
fered commodity while a non-trivial edge {d(©), 0(*)} with w.({d¥), 0()}) = 2 indicates
that P,’s demand can be satisfied by Pp’s offer. By construction, a barter graph contains
at least one perfect matching (the one in which each party keeps its own commodity).
Note that a maximum weight (perfect) matching in a barter graph "prefers” non-trivial
edges, hence the matching encodes an actual trade partner constellation that maximizes
the number of parties getting to trade.

One direct approach for computing a maximum weight (perfect) matching in GP is
the Hungarian algorithm. In [117,125], we designed a privacy-preserving protocol im-
plementing a slightly adapted variant of the Hungarian algorithm that provides security
in the semi-honest model. For an encrypted barter graph (computed as a part of the pro-
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tocol based on the parties” private inputs) it privately computes each party’s local view
of an actual trade partner constellation that maximizes the number of parties getting to
trade.

For a fixed security parameter, the communication and round complexities of this
protocol (implementing the alternative design approach in a privacy-preserving fash-
ion) are in O(:%). When considering all possible trade partner constellations for ¢ parties
and considering the same security parameter, the corresponding complexities of protocol
W]?Sg‘_tlg/ll‘-(W,D) (restricted to the selection of an actual trade constellation, i.e., by skipping
the negotiation phase) are in O(:2-:!) and O(¢-1!), respectively. By merely comparing the
theoretical complexities of both protocols, the protocol from [117,125] outperforms pro-
tocol ng;g_(va) when considering more than 6 parties w.r.t. the communication com-
plexity, respectively, more than 7 parties w.r.t. the round complexity. However, the eval-
uation of the Java implementations of both approaches lead to a contrary result. The
implementation of the alternative approach from [117,125] indicates the protocol’s strict
practical limitation since for 5 parties (resp., 6 parties) and a key size of 1024 bit, the
corresponding protocol already has a run time of more than 20 hours (resp., more than 2
days). For details we refer to [117]. In contrast, the Java implementation of wgﬁg_(wp)
(see Chapter 8) achieves a run time of about 30 seconds (resp., about 4 minutes) for 5
parties (resp., 6 parties) for a key size of 1024 bit and without a restriction on the trade
cycles lengths.'?

This result is mainly due to the fact that the O-notation does not consider constant
factors or summands of lower order. While the protocol flow in the approach from [117,
125] has to be completely hidden from the parties impeding the potential for optimiza-
tion, protocol wgg‘tg_(wp) allows for significant practical improvements which is due
to the fact that the parties process a public set of trade partner constellation graphs.
The impossibility of the alternative approach to impose restrictions on the trade cycle
lengths as well as its limitations w.r.t. specifying selection strategies are further practical
limitations. Consequently, the focus of the remaining chapters lies on the trade partner
constellation set based approach used in Section 7.2 and Section 7.3.

7.7 Summary and Future Work

In this chapter, we introduced a novel privacy-preserving multi-party bartering termi-
nology which we used to describe our novel privacy-preserving bartering protocols se-
cure in the semi-honest model and the malicious model, respectively. Subsequently, we

BThe performance evaluations have been conducted on standard PC hardware (for more details, see
Chapter 8).
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presented an optimized privacy-preserving subgraph check reducing the complexities
of our bartering protocols and specified two examples for welfare functions as strategies
for selecting an actual trade constellation. The analysis of the alternative approach for
designing a privacy-preserving multi-party bartering protocol based on finding maxi-
mum weight matchings in bipartite graphs revealed the advantages and superiority of
the first approach presented in this thesis.

An interesting direction for future work is the extension of our bartering setting from
(1:1) trades to (n : n) trades (« > n € N) where a party’s demand can be satisfied by at
most n other parties and a party’s offer can be used to contribute to satisfy the demands
of at most n other parties. This extension involves new challenges w.r.t. the negotiation
of the actual quantities and raises the question to what extent the complexities of the
privacy-preserving bartering protocols are increased. A further direction for future work
is to elaborate how parties can reveal their contact information to their trade partners
(but to no other parties) determined by a privacy-preserving bartering protocol in order
to allow for further interactions (e.g., for shipping a commodity). One possibility is that
each party encrypts its contact information with a symmetric encryption scheme and
places the corresponding ciphertext on a public online bulletin board. Then, a privacy-
preserving bartering protocol can be modified in such a way that instead of learning the
party indices of its trade partners, a party learns their symmetric keys which in turn can
be used to obtain their contact information.
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CHAPTER 8

Implementation & Performance
Evaluation

The theoretical complexities of our privacy-preserving multi-party protocols depend on
the cardinality of the set of trade partner constellations which grows exponentially in the
number of parties when considering all possible trade partner constellations for trade cy-
cles up to a specific length. Note that this is not a design issue, but can be attributed to the
fact that the decision variant of the underlying problem is NP-complete (for details see
Section 7.6). This already indicates that the two protocols nglr'tg_(wp) and ﬂ%}ﬁp(w’p)
will only be practical for a (very) limited number of parties.

The purpose of this chapter is to determine the number of parties that can jointly par-
ticipate in a privacy-preserving multi-party bartering protocol such that an actual trade
is determined in a reasonable amount of time. We focus on the implementation of our
multi-party bartering protocol providing security in the semi-honest model for the fol-
lowing reasons: Protocol W]SSI;‘_tIXII‘-(W,D) is more efficient than protocol W}%}%r-(w,m which

is primarily due to (1) the substantially more complex approach to negotiate the actual

M-M
Barter-(

termine a pair of quantities) and (2) the fact that protocol W%}ﬁp(w p) also requires the

quantities in protocol 7 W.D) (for each pair of parties all parties jointly have to de-
execution of various zero knowledge proofs in order to enforce semi-honest behavior.
Furthermore, the semi-honest model is well justified for real-world applications, espe-
cially when the protocol behavior is hidden in complex software (see, e.g., [77]) which
applies to our privacy-preserving multi-party bartering protocol. Nevertheless, a proto-
col allowing multiple parties to securely barter in the malicious model is an important
milestone and can be of great value in some very sensitive contexts like the exchange
of secret information. However, we leave the performance evaluation of ﬂ%glﬁgr_(w,p) as
future work.
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For the implementation of W]gg‘_tlg/f‘—(W,D)’ we decided to build our own SMPC library
since existing libraries do not match all of our requirements (for details see Section 8.1).
In the remaining chapter, we refer to wgﬁlg_(w,p) (secure in the semi-honest model)
whenever we use the phrase the/our privacy-preserving bartering protocol. Throughout
this chapter, when we say “implementation” (resp., “implementing”) we actually mean
“Java implementation” (resp., “implementing in Java”). For convenience, we do not dis-
tinguish between protocols and gates when describing the implementation.

Contributions: The contributions presented in this chapter include a novel SMPC li-
brary tailored to some special requirements. Besides a modular communication infras-
tructure and convenient means to perform comprehensive performance evaluations of
implemented protocols, the library provides various fundamental privacy-preserving
building blocks as well as components that facilitate the implementation and testing of
privacy-preserving bartering protocols. The most important contribution of this chapter
is the comprehensive analysis of the performance results of our privacy-pre-
serving multi-party bartering protocol that is implemented on top of the SMPC library.
Among other things, the performance analysis shows for how many parties our privacy-
preserving bartering protocol can be considered practical which cannot be determined
by considering the theoretical complexities only.

The work presented in this chapter has been done in collaboration with Benjamin
Assadsolimani (a graduate student at RWTH Aachen University and a student assistant
at the Research Group IT-Security at RWTH Aachen University at that time) who imple-
mented the SMPC library.

Outline: In Section 8.1, we introduce a novel SMPC library and its components. Sub-
sequently, we present the performance evaluation of our privacy-preserving multi-party
bartering protocol implemented on top of this library (Section 8.2).

8.1 SMPC Library

In this section, we present our SMPC library implemented in Java (using JDK 1.8). The
major goal of designing this library is to allow for the implementation of SMPC protocols
in order to evaluate their performance which eventually allows the evaluation of the
practicality of our privacy-preserving multi-party bartering protocol. This leads us to
the following requirements:
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8.1 SMPC Library

¢ Allowing the implementation of multi-party SMPC protocols for any adversary
model.

e Supporting special types of input and output behavior for protocols (e.g., encrypted
public input in combination with partywise private plaintext input).

e Providing for additively homomorphic threshold encryption.
e Supporting the specific purpose design of SMPC protocols.

In order to increase the fields of application for our SMPC library (e.g., as a basis for
student theses or for other SMPC related projects), we additionally require:

e Supporting a modular protocol design allowing one to concentrate on the imple-
mentation of the computation steps of a protocol rather than on library specific
details like the coordination of communication.

e Providing for a transparent transition to other security models (e.g., the malicious
model).

While there exist various libraries/frameworks facilitating the implementation of SMPC
protocols, e.g., VIFF [34], SEPIA [23], Sharemind [20], Fairplay [84], and SMC-MuSe [90],
none of them satisfy all of our requirements. Most libraries/frameworks disqualify be-
cause of the sole fact that they do not provide homomorphic threshold encryption or be-
cause they are restricted to the two-party case. The SMC-MuSe framework which comes
closest to our needs, is, however, strongly aligned to privacy-preserving set operations
which cannot be used for the implementation of our privacy-preserving multi-party bar-
tering protocol. Consequently, we decided to implement our own SMPC library pri-
marily tailored to our requirements. By abstracting from the implementation details,
our SMPC library can be structured into logically separated layers as illustrated in Fig-
ure 8.1. The basis of the library is formed by the multi-party communication infrastruc-
ture (see Section 8.1.1), by special bartering related data types (e.g., for the representa-
tion of quotes, trade partners, or intervals given by encrypted bounds), and a bartering
specific quote generator (see Section 8.1.6). The next layer corresponds to the imple-
mentation of the threshold variant of the Paillier cryptosystem from [50], where the Java
implementation is taken from the SMC-MuSe framework. The next layer corresponds to
a framework for providing performance measurements of SMPC protocols which is de-
tailed in Section 8.1.2. The topmost layer provides fundamental SMPC protocols (secure
in the semi-honest model) some of which are presented in Section 8.1.5 and are eventu-
ally used to implement our privacy-preserving multi-party bartering protocol built on
top of this library. Green colored layers are independent of a concrete SMPC setting,
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Privacy-Preserving Multi-Party Bartering Protocol (Semi-Honest)

Fundamental SMPC Protocols (Semi-Honest)

Performance Measurement

Threshold Paillier

SMPC Library

Communication

Infrastructure Special Datatypes Quote Generator

Figure 8.1: High-level overview of the SMPC library.

blue colored layers are semi-honest model specific and contain gates or protocols, and

red colored layers depend on our bartering setting (see Figure 8.1).

8.1.1 Multi-Party Communication Infrastructure

In the following, we present a high-level description of the communication infrastructure
provided by our SMPC library. The main purpose of the infrastructure is to coordinate
the communication of parties that strive to execute an SMPC protocol. The commu-
nication infrastructure is built on top of Netty! which is an asynchronous event-driven
network communication framework designed for developing network applications with
Java.

Our library distinguishes between three types of actors each represented by a Java

class:

e A client corresponds to a party which participates in the execution of a multi-party

protocol and is represented by the Client class.

e A protocol corresponds to the Java implementation of a multi-party protocol and is

represented by the Protocol class.

e A server coordinates the communication between an arbitrary number of clients
that jointly execute a multi-party protocol and emulates a protocol’s precomputa-
tion phase (consisting of, e.g., the generation and distribution of key material). The

server is represented by the Server class.

http://netty.io
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é Protocol Layer j

Client Layer

Server Layer

Figure 8.2: Communication layers.

In our communication infrastructure, the server emulates the direct communication
between the clients by appropriately forwarding their messages. Furthermore, the server
emulates a precomputation phase which is, i.a., responsible for the generation and dis-
tribution of cryptographic key material. Each client runs its own instance of the protocol
to be executed. The communication between the actors is determined by a hierarchical
model consisting of three layers (cf. Figure 8.2): The protocol layer, the client layer, and
the server layer. The consideration of the protocol layer allows for a modular processing
of subprotocols. Communication can only take place between two adjacent layers. For
each actor there exists a separate message type: Client message (C1ientMsg), protocol
message (ProtocolMsg), and server message (ServerMsg). Abstracting from the de-
tails of the implementation, each message type has an ID field and a payload field where
the ID specifies the purpose of the message (see below) and the payload contains the
actual message to be communicated. Messages of type ClientMsg and ProtocolMsg
additionally provide a source field and a destination field where the former one spec-
ifies the sender of the message while the latter specifies the receiver(s) of the message.
Furthermore, a message of type ProtocolMsg contains a step field which allows the
specification of the protocol step this message is intended for (each protocol is divided
into logical steps as it is further detailed below).

Our communication infrastructure requires that an actor can only receive a message
of its respective type. In case that, e.g., a protocol instance running on client C; sends
a message to an instance of the same protocol running on client Cy, the message has to
traverse all layers of our hierarchical model in both directions: First, the message has to
be sent from the protocol instance running on € via C to the server and from the server
via C to the protocol instance running on C. On each layer, the incoming message has
to be wrapped into a message of the appropriate type determined by the next layer.

Since a protocol can rely on subprotocol(s) which in turn can rely on subprotocol(s)
and so on, each client has to keep track of which protocol is currently executed. To this
end, each party manages its own protocol stack which points to the currently executed
(sub)protocol instance and indicates where to return to when the execution of the current
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(sub)protocol instance terminates.

The high-level communication between the three actors works as follows. Initially,
each client has to connect to the server. It is necessary that each client knows which
protocol is to be executed with how many other clients. For the server it is sufficient to

know the number of clients participating in a protocol execution.

Al) On receiving a client message from the server, the client checks the ID field speci-

fying the next action:

e REQUESTID: The server requests the client to send its identifier (cf. A4).

e START: The client locally starts an instance of the protocol which is to be exe-
cuted.

e SHUTDOWN: The client terminates.

e EXECUTE: The client extracts the protocol message wrapped in the received
client message and forwards it to the protocol instance on top of the protocol
stack.

A2) On receiving a protocol message from the client, the protocol instance processes
the payload in the designated protocol step.

A3) On receiving a client message from a protocol instance, the client checks the ID

field specifying the next action:

e FORWARD: It is indicated that the received message is addressed to another
protocol instance. The client wraps the received message into a server mes-
sage with the ID field also set to FORWARD.

e FINISHED: It is indicated that the protocol instance on top of the protocol
stack of the client is finished. The client pops the protocol instance from the
stack.

e SUBPROT: The execution of a subprotocol is requested. The client creates an
instance of the requested subprotocol which is pushed on top of the protocol
stack and starts the execution.

A4) On receiving a server message, the server checks the ID field specifying the next

action:

e FORWARD: The server extracts the client message and forwards it to the in-
tended client(s) specified in the destination field.
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Protocoll
RUNTIME: [ms]
INTRAFFIC: [B]
OUTTRAFFIC: [B]

Protocol2 Protocol3

Protocol4 Protocol4

Figure 8.3: Client’s protocol tree for Protocoll.

e REGISTER: The received client message is the response to a preceded client
message with the ID flag set to REQUESTID sent from the server to the client
(see Al). The server registers the client with the transmitted identifier.

e KEYSETUP: The client initiates the distribution of a threshold Paillier keypair
consisting of the shares of the private key and the public key.

8.1.2 Performance Measurement

In order to evaluate the performance of a multi-party protocol, our SMPC library sup-
ports the measurement of the run time and the network traffic of a protocol in a modular
way. The run time (measured in milliseconds) and the network traffic (measured in
bytes) are determined for each client separately.

Based on its protocol stack, each client manages a protocol tree—represented by the
ProtocolTree class—which is built during the execution of a protocol. A node in a
client’s protocol tree represents a protocol instance in its protocol stack. A node repre-
senting a subprotocol instance corresponds to a child of the node representing the in-
voking protocol instance. For each node the run time as well as the network traffic for
incoming and outgoing traffic of the associated protocol instance is recorded. The run
time of a protocol instance is computed from the time-stamps when it was pushed onto,
respectively popped from the stack. The incoming and outgoing traffic is measured for
each client’s (sub)protocol instance and the results are also stored in the corresponding
node of its protocol tree. Note that the incoming and outgoing traffic of a node consists
of the incoming and outgoing traffic of all descendant nodes. The protocol tree approach
allows for a fine-grained performance evaluation of a protocol and its subprotocols.

Figure 8.3 illustrates a client’s protocol tree for Protocoll that calls subprotocols
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Protocol2 and Protocol3 where Protocol2 calls subprotocol Protocol4 twice.
The performance criteria (i.e., run time and network traffic) are only listed for the
Protocoll node but are the same for all other nodes.

In order to conduct a performance measurement of a protocol, the protocol has to
be embedded in an evaluation context that specifies the parameters used for the perfor-
mance measurement. This can be accomplished by implementing a Tester class for that
protocol which extends the abstract ProtocolTester class. The ProtocolTester
stipulates the declaration of general measurement specific parameters like the number
of parties jointly executing a protocol, the keysize of the underlying threshold cryptosys-
tem, and the number of repetitions for performance measurements with fixed parame-
ters.

8.1.3 Implementing a New SMPC Protocol

Our SMPC library allows the implementation of new SMPC protocols in a modular
way. More precisely, extending the abstract class SMPCProtocol allows one to focus
on the implementation of the computation steps of an SMPC protocol while the com-
munication infrastructure and the key management remains transparent. Furthermore,
the SMPCProtocol class already provides access to an implementation of the threshold
variant of Paillier from [50].

Extending the abstract class SMPCProtocol requires the implementation of the
start () and the executeStep () methods. In the start () method, the key dis-
tribution is initiated, a variable to record the current position in the protocol execution
is initialized, and finally the protocol execution is started. A subprotocol can either ini-
tiate an additional key distribution (e.g., in case where a two-party protocol is called
from a multi-party protocol) or request the key material from the invoking protocol.
The executeStep () method has to contain the logic of the SMPC protocol to be im-
plemented which is split into clearly separated computation steps. For each step, it is
specified which party (represented by a client) has to perform the associated computa-
tions. Depending on the SMPC protocol, the computations associated with a step can
be performed by a single party, can be performed simultaneously by multiple parties,
or can be split between multiple parties. Each step ends with sending one or multiple
protocol messages allowing the synchronization of the parties and the initiation of the
next step.
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8.1.4 Test Environment

In order to conduct the performance evaluations of our privacy-preserving multi-party
bartering protocol as well as of the implemented fundamental SMPC protocols used as
subprotocols, we set up a cluster of eleven desktop computers (connected via a local area
network) equipped with Intel Xeon 5400 series CPUs and 4 GB RAM each running a 64
bit Ubuntu 16.04 LTS. One system represents the server while each of the other systems
represents a client, respectively. Depending on the number of parties participating in
a protocol execution (we consider protocol execution between two and ten parties), an
appropriate number of clients is activated such that each client can run a single party.
For the sake of simplicity, in the following, we only speak of parties instead of clients.

For all performance evaluations, the network traffic of a protocol is determined as the
accumulated incoming network traffic of all parties. Furthermore, we consider threshold
Paillier keys of size 1024 bit and 2048 bit. NIST recommends a key size (i.e., size for
an RSA modulus and, thus, for a Paillier modulus) of at least 2048 bit [9] in order to
guarantee confidentiality for long time periods. However, a key size of 1024 bit can be
considered as sufficient for many bartering scenarios where it is only relevant to keep a
commodity private up to the time when the corresponding commodities are traded.

All SMPC protocols that are evaluated in this chapter are data oblivious, i.e., for a
tixed parameter setting (including, e.g., the number of parties and the key size) the pro-
tocol flow (and thus the run time as well as the network traffic) is independent (up to
negligible differences) of a specific protocol input. Thus, in order to conduct the per-
formance evaluations, the protocol input can be chosen arbitrarily as long as it satisfies
the constraints resulting from the fixed parameter setting and the definition of the cor-
responding functionality. However, for a protocol that runs within seconds w.r.t. a fixed
parameter setting, the run time may be biased due to the fact that the protocol is not
tested in an isolated environment and makes use of network communication. Thus, in
case that the run time is below 10 minutes, we perform 10 protocol executions for each
test instance and average the run time and the network traffic.2 Otherwise, the effects
on the run time are negligible and only one protocol execution is measured for each test

instance.

*The small number of repetitions is justified by the low variation of the run time for the evaluated
protocols. In general, we determined that the longer the run time of a protocol the lower becomes the
variation. For our protocols that run below 10 minutes (for a specific parameter setting) the coefficient of
variation ranges between 0.001 and 0.05.
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Figure 8.4: Run time (left) and network traffic (right) of P_MULT_SH_M.
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Figure 8.5: Run time (left) and network traffic (right) of P_LT_SO_SH_M.

8.1.5 Fundamental SMPC Protocols

In the following, we only present those fundamental SMPC protocols provided by our
SMPC library which are used for the implementation of our privacy-preserving multi-
party bartering protocol. However, our library provides many more fundamental SMPC
protocols (e.g., various two-party privacy-preserving interval operations presented
in [118]).

Note that due to the data obliviousness of the considered protocols, we can choose
arbitrary plaintext values (satisfying the constraints resulting from the fixed parameter
setting and the restrictions placed by the definition of the corresponding functionality)

and encrypt these values in order to generate protocol input (for details see Section 8.1.4).
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Figure 8.6: Run time (left) and network traffic (right) of P_RSI_SH_T.

P_MULT_SH_M: Class P_MULT_SH_M is implemented according to the specification
of pyM derived from [27]. Figure 8.4 shows the performance results for up to ten par-
ties and a 1024 bit (resp., a 2048 bit) threshold Paillier key. For a 1024 bit (resp., 2048
bit) threshold Paillier key, the run time varies between 39 milliseconds (resp., 234 mil-
liseconds) for two parties and 134 milliseconds (resp., 754 milliseconds) for ten parties.
Depending on the number of parties, the amount of network traffic varies between 3 kB
and 41 kB (resp., between 6 kB and 77 kB) for 1024 bit (resp., 2048 bit) threshold Paillier
keys.

P_LT_SO_sSH_M: The implementation of P_LT_SO_SH_M follows the specification
of pPHM (see Gate Specification 5, Section 5.2.1). Figure 8.5 shows the performance re-
sults for up to ten parties and a 1024 bit (resp., a 2048 bit) threshold Paillier key. The
performance results are similar to the results of P_MULT_SH_M. For a 1024 bit (resp.,
2048 bit) threshold Paillier key, the run time varies between 49 milliseconds (resp., 274
milliseconds) for two parties and 127 milliseconds (resp., 753 milliseconds) for ten par-
ties. Depending on the number of parties, the amount of network traffic varies between
2 kB and 36 kB (resp., between 4 kB and 69 kB) for 1024 bit (resp., 2048 bit) threshold
Paillier keys.

P_RSI_SH_T: The implementation of P_RSI_SH_T follows the specification of the two-
party protocol p3iT presented in [118]. Figure 8.6 shows the performance results for an

wa of maximal 219 and a 1024 bit (resp., a 2048 bit) threshold Paillier key. As indicated by
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Figure 8.7: Run time of P_CRS_C_SH_M for a key size of 1024 bit (above) and 2048 bit
(below) for two parties (left), five parties (mid), and ten parties (right) with n, m from 10
to 100.

the theoretical complexities of p%f_{,, the run time and the network traffic substantially

depends on the size of wp, i.e., the maximum supported width of the private interval
from which the protocol samples. For a 1024 bit (resp., 2048 bit) threshold Paillier key,
the run time of P_RSI_SH_T is about 2 seconds (resp., 10 seconds) for wp := 23 6 sec-
onds (resp., 33 seconds) for wa := 2%, and 2.5 minutes (resp., 16 minutes) for wa = 21°.
Depending on wa, the network traffic varies between 110 kB and 12 MB for 1024 bit
threshold Paillier keys and between 210 kB and 25 MB for 2048 bit keys.

P_CRS_C_sH_M: Class P_CRS_C_SH_M is implemented according to the specification
of pHM. .. (see Gate Specification 12, Section 5.3.2). Besides the key size and the num-
ber of participating parties, there are two additional parameters m and n influencing
the run time and the network traffic. Recall that m determines the number of encrypted

input vectors and n indicates the number of entries for each vector. We provide the
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Figure 8.8: Network traffic of P_CRS_C_SH_M for a key size of 1024 bit (above) and 2048
bit (below) for two parties (left), five parties (mid), and ten parties (right) with n, m from
10 to 100.

performance results for executions between two, five, and ten parties by increasing m
and n in steps of size 10 up to a value of 100, respectively. The measurements are per-
formed for 1024 bit and 2048 bit threshold Paillier keys, respectively. The run time of
P_CRS_C_sSH_M is shown in Figure 8.7 and the network traffic is shown in Figure 8.8.
Both Figures indicate that parameter n has a significantly greater impact on the run time
and the network traffic than parameter m which is already indicated by the theoretical
complexities: While the number of ciphertexts which are to be processed depend lin-
early on m and n, only parameter n determines the number of executions of gate pcr-so
(cf. Gate Specification 5) used as building block for pZHM ... For a key size of 1024
bit (resp., 2048 bit) and two parties, the run time of P_CRS_C_SH_M varies between 1
seconds (resp., 5.7 seconds) with m = n = 10 and 67 seconds (resp., 5 minutes) with
m = n = 100. For five parties the run time varies between 1.8 seconds (resp., 9.4 sec-
onds) with m = n = 10 and 1.5 minutes (resp., 6.5 minutes) with m = n = 100. For
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Figure 8.9: Is there any combination of three quotes that induces the depicted compati-
bility graph?

ten parties it varies between 3.1 seconds (resp., 16 seconds) m = n = 10 and 2.5 minutes
(resp. 9 minutes) with m = n = 100.

Depending on the input parameters and the number of parties, the network traffic
of P_CRS_C_SH_M varies between 0.1 MB and 183 MB for a key size of 1024 bit and
between 0.2 MB and 358 MB for a key size of 2048 bit (see Figure 8.8).

8.1.6 Quote Generator

In order to carry out the performance evaluations of our privacy-preserving bartering
protocol, we have to generate quotes (the private protocol input) for a varying number
of parties. Furthermore, in order to verify the correctness of the implementation of our
privacy-preserving bartering protocol, we want to control the generation of quotes. More
precisely, for testing our protocol for special cases we want to generate specific quotes
like quotes that induce compatibility graphs with no edges, with no simultaneously exe-
cutable cycles, or with a specific number of cycles of a specific length. As it turns out, the
generation of quotes in such a way that the induced compatibility graph has some spe-
cific properties is a challenging task—even for a small number of parties. Consider the
following (canonical) example: For three parties, we seek to determine quotes that in-
duce a compatibility graph that consists of two trade cycles that are non-simultaneously
executable: one of length 2 and one of length 3 as depicted in Figure 8.9. It turns out that
there is no combination of three quotes that induces such a compatibility graph—even if
the quantities specified in the quotes are neglected: W.l.o.g. assume that P; offers com-
modity A and desires commodity B. This implies that P, desires commodity A and Ps
offers commodity B. We further assume w.l.o.g. that P, offers commodity C and P3 de-
sires commodity C. This setting already induces the required cycle of length 3. However,
it is impossible to additionally induce the cycle of length 2 since P; offers commodity A
and P3 desires commodity C.

In order to facilitate the generation of quotes, we introduce a novel tool, referred
to as quote generator that allows the specification of the most important properties of a
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compatibility graph (see below) and to generate a (random) set of quotes that induces a
specified compatibility graph. Figure 8.10 depicts the graphical user interface (GUI) of
the quote generator.

In order to allow for a fine-grained generation of quotes, the quote generator sup-
ports the specification of the following four properties of a compatibility graph (cf. Fig-
ure 8.10):

e Number of components: The number of components determines the number of dis-
connected subgraphs in the compatibility graph (see Label 1, Figure 8.10).

o Number of nodes: The number of nodes determines how many nodes the compati-
bility graph shall have (see Label 2, Figure 8.10).

e Cycles: The cycles (specified by their lengths) determine the trade cycles in the
compatibility graph.

o Connectivity: The connectivity value determines the percentage of additional edges
which are added to the compatibility graph while still complying with the other
three properties. For a connectivity value of 0 (resp., 100) a compatibility graph is
generated which has a minimum (resp., maximum) number of edges (for a fixed
number of nodes) such that the first three properties are satisfied (see Label 4, Fig-
ure 8.10).

In the following, we provide a detailed description of how to operate the quote gen-
erator. A new trade cycle can be added to the cycle list (see Label 3, Figure 8.10) by
entering the trade cycle length in the textbox underneath (see Label 3.1, Figure 8.10) and
pressing the plus-button (left button, Label 3.3, Figure 8.10). By additionally activating
the associated checkbox (see Label 3.2, Figure 8.10) it is assured that the added trade cy-
cle is simultaneously executable (indicated with an executable mark in the cycle list) w.r.t.
all other trade cycles with an executable mark. A trade cycle can be deleted from the cycle
list by first selecting it followed by pressing the minus-button (right button, Label 3.3,
Figure 8.10). The cycle list in Figure 8.10 contains two trade cycles of length three and
one trade cycle of length four. The trade cycle of length four and one of the trade cycles
of length three are guaranteed to be simultaneously executable.

By pressing the generate button (see Label 5, Figure 8.10) the quote generator tries
to generate quotes inducing the specified compatibility graph. In case of success, the
compatibility graph is displayed together with the parties” quotes see, e.g., Label 8 and
Label 9 in the interactive JPanel (see Label 7, Figure 8.10) which allows one to move
around the nodes of the graph. The textbox below the generate button displays log mes-
sages concerning the quote generation (e.g., an error message is displayed in case that
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Figure 8.10: GUI of the quote generator.

for the specified parameters the quotes can not be generated). A previously generated
set of quotes can be imported (see Label 6, Figure 8.10) in order to display the induced
compatibility graph in the interactive JPanel.

On the right-hand side of the quote generator window, it is possible to control further
settings influencing the quote generation and the illustration of the compatibility graph.
The checkbox labeled “color graph” (see Label 10, Figure 8.10) allows one to color the
trade cycles in the compatibility graph with different colors. The labels representing
the parties” quotes can be removed from the compatibility graph by deactivating the
“show quotes” checkbox (see Label 10, Figure 8.10). The seed (for the initialization of
the underlying pseudorandom number generator) which has been used to generate the
quotes inducing a compatibility graph satisfying the specified properties is given in the
textbox below the “Seed” label (see Label 11, Figure 8.10). Knowing the seed allows the
reconstruction of specific previously generated quotes which can be used for debugging
purposes.

Based on the specified properties, the compatibility graph as well as the quotes that
induce that graph are computed in a brute-force fashion: Simply put, starting with a
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graph that only consists of an appropriate number of nodes, the quote generator itera-
tively adds edges in conjunction with quotes inducing that edges until a compatibility
graph is generated that satisfies the specified properties or until at least one of the spec-
ified properties is violated. In the latter case, choices for quotes and edges are reversed
by using backtracking techniques. If backtracking fails, there exist no combination of
quotes that induce a compatibility graph having the specified properties.

In Figure 8.10, a compatibility graph is specified that consists of only one component
with 8 nodes and two trade cycles of length 3 and one trade cycle of length 4. One 3-
trade cycle and the 4-trade cycle are simultaneously executable. The seed which has been
used to generate the quotes inducing the depicted compatibility graph corresponds to
—815378591. The three trade cycles are colored green, red, and blue, respectively. Nodes
1 and 5 are two-colored because they are part of the two 3-trade cycles at the same time
of which only one can be executed.

8.2 Implementation and Performance Evaluation of 73:1% ) p)
In the following, we first present implementation details of our privacy-preserving bar-

tering protocol (Section 8.2.1) followed by a comprehensive performance evaluation (Sec-
tion 8.2.2).

8.2.1 Implementation

The Java implementation of class P_Barter_SH_M for protocol W%I;'x_(wﬁ) (see Sec-
tion 7.2.2), follows the protocol specification presented in Section 7.2 and additionally
integrates the optimized subgraph check for the evaluation phase (see Section 7.5). The
welfare function implemented for the performance evaluation maximizes the number of
parties involved in a trade (see Section 7.4). Class P_Barter_SH_M does not include
the negotiation phase since all executions of prsr., (see Gate Specification 14) can be
performed simultaneously and independently of each other once the actual trade part-
ner constellation has been determined.? In order to access the essential building blocks
protocol WEI;}&-(W,D) is composed of, the classes P_MULT_SH_M, P_LT_SO_SH_M, and
P_CRS_C_SH_M (see Section 8.1.5) have to be imported into class P_Barter_SH_M.
The optimized privacy-preserving subgraph check (see Section 7.5) is implemented
as follows: For each trade partner constellation graph an array arr is created that stores
the length of each trade cycle in ascending order. For example, a trade partner con-
stellation graph with two 2-trade cycles and one 3-trade cycle is associated with ar-

*Note that the performance of the implementation of pgsi.., has already been evaluated in Section 8.1.5.
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ray arr = {2,2,3}. For a given trade partner constellation graph of order greater
than 1 (see Section 7.5), two trade partner constellation graphs of lower order are de-
termined by first splitting array arr into two arrays arrl and arr2, where arrl con-
tains the first | (arr.length + 1) /2] elements of arr while arr2 contains the last
| (arr.length) /2| elements of arr. Then, the first two trade partner constellation
graphs in the set of all trade partner constellation graphs are selected that (1) are associ-
ated with an array of trade cycle lengths that corresponds to arr1l (resp., to arr2) and
that (2) are subgraphs of the considered higher order trade partner constellation graph.
In order to increase the performance of P_Barter_SH_M, we exploit the fact that the
privacy-preserving subgraph checks for trade partner constellation graphs of the same
order are independent of each other (for details see Section 7.5) and that pypy¢ (see Gate
Specification 1) remains secure under parallel composition (see [27]). Thus, we assign the
instances of P_MULT_SH_M used for the subgraph checks for trade partner constellation
graphs of the same order to separate threads. The communication infrastructure (see
Section 8.1.1) supports the parallel execution of multiple instances of the same protocol
by multiplexing and demultiplexing messages. More precisely, protocol messages result-
ing from multiple instances of the same protocol running in parallel on the same client
are multiplexed into one single protocol message. On the receiver side, the client extracts
the protocol messages from the received client message, demultiplexes the protocol mes-
sage, and forwards each single protocol message to the intended protocol instance.

8.2.2 Performance Evaluation

The performance results of P_Barter_SH_M are shown in Figure 8.11. We used the
quote generator (see Section 8.1.6) to generate valid test input. The measurements com-
prise the run time and the network traffic of P_Barter_SH_M for trade partner con-
stellation sets that contain all trade partner constellations (for a fixed size of parties)
where (1) the trade cycles are restricted to a length of at most 3 (referred to as (2, 3)-
cycles)* and (2) where the trade cycle length is not restricted (referred to as all cycles).
More precisely, in the latter case we consider trade cycles of lengths 2,3,...,n for an
execution of P_Barter_SH_M with n parties. The measurements for P_Barter_ SH_M
were performed for a key size of 1024 bit and 2048 bit, respectively. For a specified pa-
rameter setting (comprising the number of parties, the cardinality of the trade partner
constellation set®, and the key size), we consider P_Barter_SH_M as practical if the run
time is below 30 minutes.

*Note that the consideration of (2, 3)-cycles is motivated in Section 7.4.
>The cardinality of the trade partner constellation set depends on whether (2, 3)-cycles or all cycles are
considered.
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Figure 8.11: Run time (left) and network traffic (right) of P_Barter_SH_M.

Table 8.1 and Table 8.2 summarize the measurement results for P_Barter_SH M
while Table 8.3 provides the cardinalities of the trade partner constellation sets which
were considered (see above). For 1024 bit threshold Paillier keys and for 2, . .., 6 parties,
the run time of P_Barter_SH_M is below one minute for trade cycles of a maximum
length of 3 (no more than 275 trade partner constellations have to be checked) and below
four minutes when there is no restriction on the trade cycle length (no more than 719
trade partner constellations have to be checked). For more than 6 parties, the run time
increases rapidly in accordance with the cardinalities of the corresponding trade partner
constellation sets (cf. Table 8.3). For 9, respectively, 8 and more parties (depending on the
trade cycle restrictions) P_Barter_SH_M cannot be considered to be practical anymore
because the run time is above 2 hours. In the case where the trade cycle length is at
most 3, P_Barter_SH_M takes more than two hours for 9 parties, while it takes more
than five hours for 8 parties when there are no restrictions on the trade cycle length.
In the latter case, the run time could not be determined for 9 and 10 parties because
our testing machines ran out of memory. For 2048 bit keys, P_Barter_SH_Mis already
impractical for 7 parties when the trade cycle length is not restricted (see Table 8.1).

These results are also reflected by the measured network traffic (see Table 8.2). For
1024 bit threshold Paillier keys and for 9, respectively, 8 and more parties (depending
on the trade cycle restrictions), the accumulated network traffic is in the magnitude of
gigabytes. When the trade cycle length is at most 3 (resp., not restricted), the network
traffic is more than 3 GB for 9 parties (resp., about 6 GB for 8 parties). When using 2048
bit threshold Paillier keys, already more than 1 GB of network traffic arises for 7 parties
when the trade cycle length is not restricted.
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| Parties: | 2,....6 7 s | 9 [ 10 |
1024 bit, (2,3)-cycles || <1min | ~5min | ~25min | >2h | >15h
1024 bit, all cycles <4 min | =~ 30 min >5h — —
2048 bit, (2,3)-cycles || < 6 min | ~ 25 min >2h >12h —
2048 bit, all cycles < 25 min ~3h >27h — —
Table 8.1: Overview of the run times for P_Barter_SH_M.
| Parties: | 2,....6 7 s | 9 | 10
1024 bit, (2, 3)-cycles || <25MB | ~100MB | ~550MB | >3GB | >21GB
1024 bit, all cycles <70MB | =600 MB | ~6GB — —
2048 bit, (2, 3)-cycles || <40MB | ~200MB | ~1GB | >6GB —
2048 bit, all cycles <130GB| >1GB > 11GB — —

Table 8.2: Overview of the network traffic for P Barter SH M.

’ Parties ‘ (2,3)-cycles ‘ all cycles

2 1 1

3 5 5

4 17 23

5 65 119

6 275 719

7 1211 5039

8 5915 40319
9 31067 362879
10 171575 3628799

Table 8.3: Cardinalities of different complete trade partner constellation sets.

Next, we analyze how the run time of P_Barter_SH_Mis distributed over the individ-
ual phases of W%Ia'lr'tg_(va). The three most complex phases of protocol ﬂggfg_(w’p) are the
construction phase, the evaluation phase and the selection phase (see Section 7.2). Recap
that in the construction phase the encrypted adjacency matrix of the private compatibil-
ity graph is computed, in the evaluation phase the subgraph relationship between each
trade partner constellation graph and the compatibility graph is checked in a privacy-
preserving fashion, and in the selection phase gate pcrs.c (see Gate Specification 12) is
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Figure 8.12: Percentage distribution of the run time for the most complex phases of
P_Barter_SH_M and a key size of 1024 bit. Left: Trade cycles are restricted to a length
of at most three. Right: No restrictions on the trade cycle length.

used to determine an actual trade. For P_Barter_SH_M and a key size of 1024 bit, Fig-
ure 8.12 illustrates the percentage distribution of the run time for these three phases. In
case that the trade cycle length is at most 3 (see the left histogram of Figure 8.12) it is re-
markable that the percentage of the run time for the evaluation phase is only marginally
influenced by the number of parties and remains below 16 %, although the number of
trade partner constellation graphs to be checked grows exponentially in the number of
parties. This is mainly due to the optimized privacy-preserving subgraph check (see
Section 7.5) which is implemented in P_Barter_SH_M. In particular, in the case where
the trade cycle length is at most 3, the ratio of the number of trade partner constellation
graphs with only one cycle and the number of those trade partner constellation graphs
that contain more than one trade cycle rapidly decreases when the number of parties
increases (cf. Table 8.4). Thus, the more parties participate in the privacy-preserving
bartering protocol, the more the evaluation phase benefits from reusing results from
privacy-preserving subgraph checks for trade partner constellation graphs of lower or-
der for subgraph checks for trade partner constellation graphs of higher order (for de-
tails see Section 7.5). Furthermore, the left histogram of Figure 8.12 indicates that for 2
to 4 parties, the run time of the construction phase dominates the run time of the entire
protocol while for 5 and more parties the percentage of the run time for the selection
phase increases until the percentage of the run time for the construction phase becomes
negligible.

In case that the trade cycle length is not restricted (see the right histogram of Fig-
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) (2, 3)-cycles all cycles

Parties : :
1 cycle ‘ > 1 cycles ‘ ratio 1cycle | > 1cycles | ratio

2 1 0 — 1 0 —
3 5 0 — 5 0 —
4 14 3 4.7 20 3 6.6
5 30 35 0.86 84 35 24
6 55 220 0.25 409 310 1.32
7 91 1120 0.081 2365 2674 0.88
8 140 5775 0.024 16064 24255 0.66
9 204 30863 0.0066 | 125664 237215 0.53
10 285 171290 0.0017 | 1112073 | 2516726 | 0.44

Table 8.4: Number of trade partner constellations containing only one trade cycle and
containing more than one trade cycle with and without restrictions on the trade cycle
length. The ratio is computed as the number of trade partner constellation graphs with
one trade cycle divided by the number of graphs containing more than one trade cycle.

ure 8.12) the evaluation phase dominates the run time of the privacy-preserving barter-
ing protocol for more than 6 parties. This is due to the fact that in this case, the ratio
of the number of trade partner constellation graphs with only one trade cycle and the
number of those trade partner constellation graphs that contain more than one trade cy-
cle does not decrease that fast compared to the case where the trade cycles are restricted
to a length of at most 3 (see Table 8.4). Consequently, the benefit of reusing results of
privacy-preserving subgraph checks is less substantial such that with a growing num-
ber of parties the run time of the evaluation phase exceeds the run time of the selection
phase. While the percentage of the run time for the construction phase dominates the
entire run time for 2 and 3 parties, it becomes negligible for more than 5 parties.

For 2048 bit keys, the results are virtually identical and are thus not discussed in de-

tail here.

In summary, the performance evaluation of P_Barter_SH_Mshows that in practice pro-
tocol W;Er-tg_(w7p) can only be used for a very limited number of parties. In particular, for
a key size of 1024 bit and a trade cycle length of at most 3 (resp., no restrictions of the
trade cycle length) protocol F]Sgi_tlg_(va) can be considered to be practical for at most 7
or 8 parties (resp., 6 or 7 parties) depending on the bartering context. For a key size of

2048 bit, these thresholds are reduced by one party. At first glance, these results seem

SH-M

to greatly limit the applications of protocol 73 7

WD) However, we refute this im-
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pression in the next chapter by proposing a practical bartering system that—using pro-
tocol ng'tg_(wp) as a key component—allows an arbitrary number of parties to barter
their commodities in a privacy-preserving fashion.

8.3 Summary and Future Work

In this chapter, we introduced a novel SMPC library along with its essential components
and presented the performance evaluation of our novel privacy-preserving multi-party
bartering protocol (secure in the semi-honest model). Depending on the Paillier key size
and the restriction put on the length of the supported trade cycles, we determined that
the bartering protocol is practical for at most between 6 and 8 parties.

The performance analysis of the privacy-preserving multi-party bartering protocol
providing security in the semi-honest model allows the conclusion that the performance
of the protocol variant providing security in the malicious model will be similar due
to the related constructions of both protocols. A direct implementation of this variant,
however, allows one to make more precise statements about its practicality. The imple-
mentation of our privacy-preserving multi-party bartering protocol providing security
in the malicious model on top of our framework is left for future work.
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CHAPTER 9

Privacy-Preserving Bartering System

The performance evaluation of the implementation of our privacy-preserving multi-
party bartering protocol ngjr'x_(wp) presented in the previous chapter revealed that the
protocol is only practical for at most 8 parties (for a 1024 bit threshold Paillier key and a
trade cycle length of at most 3). This raises the question whether it is possible to increase
the number of parties that can barter their commodities in a privacy-preserving fashion
by building on our previous results.

In this chapter, we answer this open question in the affirmative. We introduce the
first bartering policy that defines a privacy-preserving bartering model. This model in
turn corresponds to an abstraction of an imaginary privacy-preserving bartering system
allowing the analysis of the system’s properties and behavior which itself is too com-
plex to analyze. The modeled privacy-preserving bartering system allows an arbitrary
number of parties (arriving at the system over time) to efficiently barter their commodi-
ties in a privacy-preserving fashion. The essential approach is to distribute the parties
over simultaneous executions of multiple instances of our privacy-preserving bartering
protocol which are managed by the modeled bartering system.

In order to analyze and to optimize our newly proposed bartering model as well as to
compare it to the most prominent conventional (i.e., non privacy-preserving) bartering

models in the literature, we make use of simulation techniques.

H-M

In the remaining chapter, we refer to protocol Wgarter_

ow,py When we speak of the/our
privacy-preserving bartering protocol.

Contributions: The following list provides an overview of the contributions of this
chapter.

e The introduction of a novel bartering policy defining a privacy-preserving barter-
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ing model that in turn represents a bartering system that allows an arbitrary num-
ber of parties to barter their commodities in a privacy-preserving fashion. In this
model our privacy-preserving bartering protocol is used as a key component.

e A generic framework for the simulation of bartering models which is built on top

of an existing framework for discrete event simulation.

e The implementation of our newly proposed privacy-preserving bartering model as
well as two prominent conventional bartering models on top of the generic barter-
ing model simulation framework.

e A comprehensive analysis of our novel privacy-preserving bartering model as well
as a comparison to existing conventional bartering models.

The work presented in this chapter has been done in collaboration with Benjamin
Assadsolimani (a graduate student at RWTH Aachen University and a student assistant
at the Research Group IT-Security at RWTH Aachen University at the time of writing
of this thesis) who implemented the generic bartering model simulation framework and
the considered bartering models. Some results presented in this chapter have been pub-
lished in his master’s thesis [8].

Outline: First, we review two prominent conventional bartering models followed by
presenting a novel model representing a privacy-preserving bartering system (Section 9.1).
In Section 9.2, we describe our simulation framework used to simulate the considered
bartering models and discuss the results.

9.1 Bartering Models

In the following, we describe two models for conventional bartering systems and intro-
duce a novel model that represents a privacy-preserving bartering system. Our model-
ing approach draws on the literature on conventional bartering models (e.g., [5-7]).

The essential components required for modeling a bartering system are a bartering
pool and a bartering policy. A bartering pool is a means for collecting parties that are
willing to trade. The execution of a bartering pool refers to the process of determining and
selecting trade cycles between the parties which are currently in the pool. A bartering
policy defines a bartering model and corresponds to a set of rules that determine under
which conditions a bartering pool is to be executed and how the trade cycles are to be

selected.
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The arrival of parties at a bartering system is modeled by considering discrete peri-
ods t; (i € N) representing fixed and equal spans of model time where at the beginning of
each period (i.e., at a discrete point in model time) exactly one new party arrives at the
modeled system.! The model time is fictitious and represents the time whose passing is
modeled [93]. In particular, the model time is independent of the real time (i.e., wall clock
time) the simulation of a model takes (e.g., one minute in model time can be simulated in
one second of real time). In the following, we only use the term “model time” explicitly
in such cases where both times can be confused. Throughout this chapter we define that
one unit of model time models one second.

In the bartering models we consider, a party’s quote remains abstract. Instead, we
consider a homogeneous and stochastic demand structure defining that every party is
willing to trade its offered commodity (at a specific quantity) for any other party’s of-
fered commodity (at a specific quantity) with probability p (cf., e.g., [5,6]). More details
on this structure and how it is used for simulation purposes are provided in Section 9.2.2.

For the reasons already discussed in Section 7.4, we concentrate on the identification
of trade cycles of length at most 3. This also facilitates the comparison of our simula-
tion results to the results presented in the literature on conventional bartering models
presented in [5-7] which also consider trade cycles of length at most 3.

In order to evaluate and compare different bartering models, an important measure
is the average waiting time of a party which is defined as the difference between its time
of departure (corresponding to the time when suitable trade partners were identified for
it) and its time of arrival at the modeled bartering system (cf. [6]). Another important
measure is the overall number of parties that can trade up to a certain point in time.
In case that a model is studied w.r.t. a finite time horizon (involving end-of-period ef-
fects, e.g., there still can be trade cycles that, however, are not determined because the
end of the simulation is reached) it is necessary to simultaneously consider both mea-
sures [6]. In case that an infinite time horizon is considered, a model can be quantified
by measuring the average waiting time only. In general, the goal of a bartering policy
is to minimize the average waiting time and to maximize the number of parties that can
trade (in the following, we refer to these parties as matched parties). It is important to
note that there is a tight correspondence between both measures: Artificially increas-
ing the waiting time, i.e., collecting a specific number of parties before determining the
trade cycles to be executed may also increase the number of parties that can trade and

vice-versa.

'Note that the length of a period determines the frequency at which the parties arrive at the modeled
bartering system.
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tioned at the beginnings of the periods.

9.1.1 Conventional Greedy Model

The conventional greedy model is illustrated in Figure 9.1. It has one single bartering pool
of arbitrary size and is defined by the greedy policy.

Definition 9.1 (Greedy Policy, based on [6]). The initial condition for the beginning of each
time period is that the compatibility graph (induced by the remaining parties in the bartering
pool) does not contain any trade cycle of length smaller than or equal to m. When a new party
enters the bartering system and joins the bartering pool, it is checked whether or not trade cycles
of length at most m (including the new party) can be formed. If this is the case, the longest trade
cycle up to length m (corresponding to the actual trade partner constellation) is selected. If there
is no unique such cycle, one of them is chosen uniformly at random. All parties involved in the
selected trade cycle leave the bartering system; the other parties remain in the bartering pool.

The greedy policy implies that an actual trade is executed as soon as possible while
implicitly assuming that the computation (that is performed by the system) of an actual
trade partner constellation runs within one time period. At the beginning of each period
a new party (red dot in Figure 9.1) enters the system and joins the bartering pool. In case
that the new party forms a new trade cycle of length at most m it is immediately selected
(see period t; in Figure 9.1) and the involved parties leave the modeled bartering system.
If the new party forms multiple (necessarily non-disjoint) trade cycles, the longest cycle
(up to length m) is determined as the actual trade partner constellation. Furthermore, the
policy prescribes that such a cycle has to be chosen uniformly at random in case there
is more than one such cycle. For the process of determining the actual trade partner
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Figure 9.2: Illustration of the conventional batching model. The period labels are posi-

tioned at the beginnings of the periods.

constellation, the current compatibility graph is known to the modeled bartering system.
In Figure 9.1, this is indicated by the transparent body of the bartering pool.
The main motivation for the conventional greedy model is to reduce the average

waiting time of parties.

9.1.2 Conventional Batching Model

The conventional batching model also has one single bartering pool and is defined by the
batching policy. This model is illustrated in Figure 9.2.

Definition 9.2 (Batching Policy, based on [6]). For batch size k € N, the initial condition for
the beginning of a time period t1 ., (n € N°) is that the compatibility graph (induced by the
remaining parties in the bartering pool) does not contain any trade cycle of length smaller than
or equal to m. The bartering system waits until k new parties arrive at the bartering system and
enter the bartering pool. Thereupon, a set of disjoint trade cycles of length at most m is identified
such that the sum of the trade cycle lengths is maximized. In case that some of the elements in this
set are not uniquely determined, the corresponding trade cycles are selected uniformly at random.
This resulting set determines the actual trade partner constellation. All parties involved in the
selected trade cycle(s) leave the system. The other parties remain in the bartering pool and are

considered for the next batch.
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The batching policy? implicitly assumes that the computation of an actual trade part-
ner constellation (performed by the system) runs within one time period and prescribes
that before the pool is executed, the system has to wait for k¥ new arrivals. This policy
allows for a more sustainable selection of trade cycles compared to the greedy policy by
benefiting from the foresight: Using the greedy policy it can happen that in a period ¢;
the newly arrived party forms a 2-trade cycle (which is executed immediately) whereas
an additional party could have found a trade partner if the system had waited for the
next party arriving at the beginning of time period ¢;;1. This happens, for example,
when the party arriving at the beginning of period ¢; 1 forms a 3-trade cycle involving
one of the parties from the 2-trade cycle formed in period ¢;. For k > 1, the batching
policy bypasses shortsighted choices to some extent depending on parameter k.

Analogously to the conventional greedy model, in the conventional batching model
the modeled bartering system has complete knowledge of the current compatibility graph.

Figure 9.2 illustrates the conventional batching model for £ = 6. After collecting
6 parties, in period t¢ the modeled bartering system searches for trade cycles of a max-
imum length of 3. One 3-trade cycle is identified and the involved parties leave the
system while the other three parties remain in the pool. Then, 6 additional parties are
collected until the next search starts at the beginning of period ¢;5.

The goal of the batching policy is to increase the overall number of matched parties.

9.1.3 Privacy-Preserving DTP Model

Devising a privacy-preserving bartering system based on our privacy-preserving bar-
tering protocol involves the recognizing of design requirements which do not occur in
the context of conventional bartering systems. These requirements result from the fact
that a single protocol execution is only practical for at most 8 parties and it is necessary
to prevent that a party can identify other parties with which it previously executed an
instance of the privacy-preserving bartering protocol (otherwise, a party can adapt its
private input based on previous protocol outputs). Note that this privacy requirement is
beyond the context of SMPC and has to be addressed by statistical measures.

In the following, we introduce a new policy referred to as DTP policy (Distribution
among Threshold Pools) which considers the involved design requirements by making
use of multiple so-called threshold pools. A threshold pool refers to a bartering pool with a
limited capacity of = parties it can accommodate. Once the threshold is reached, the par-
ties in that pool jointly execute an instance of our privacy-preserving bartering protocol.
An illustration of the privacy-preserving DTP model is given in Figure 9.3.

2Note that for k = 1, the greedy policy and the batching policy coincide.
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Figure 9.3: Illustration of the privacy-preserving DTP model. The period labels are posi-

tioned at the beginnings of the periods.

Definition 9.3 (DTP Policy). At the beginning of each time period, all threshold pools hold less
than x parties. An arriving party is assigned uniformly at random to one threshold pool. As
soon as a pool’s threshold is reached, the corresponding parties leave the pool and jointly execute
an instance of the privacy-preserving multi-party bartering protocol. The empty pool is reused
to collect = further parties. All parties that are involved in the selected trade cycle(s) determined
by the execution of the privacy-preserving bartering protocol leave the bartering system while the
other parties reenter the system and each of them is assigned uniformly at random to one of the

available threshold pools.

Figure 9.3 illustrates the privacy-preserving DTP model consisting of two threshold
pools (Pool 1 and Pool 2) with = 7. Arriving parties are distributed among both pools
uniformly at random. In period ¢;1, the threshold of Pool 1 is reached, whereupon Pool 1
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is emptied and immediately available again. Furthermore, the parties that were collected
in Pool 1 jointly execute the privacy-preserving bartering protocol which selects an actual
trade consisting of one 3-trade cycle and one 2-trade cycle. Assuming a protocol run time
of three periods, the remaining two parties (black dots in Figure 9.3) immediately reenter
the bartering system at the beginning of period #14.

In the privacy-preserving DTP model, the compatibility graphs remain private at all
time and for any threshold pool. In Figure 9.3, this is indicated by the non-transparent
body of the threshold pools marked with a padlock. In contrast to the conventional
greedy model and the conventional batching model, in the privacy-preserving DTP
model the computation of the actual trade partner constellations is distributed between
the parties which bring their own computing power. More precisely, those parties that
were collected in one pool jointly execute the privacy-preserving bartering protocol in
order to determine the actual trade partner constellation (assuming it exists) in a privacy-
preserving fashion. Consequently, arbitrary many protocol executions can run in
parallel.

Note that for the described model the corresponding bartering system learns the
number of matched parties w.r.t. a specific pool execution. This is due to the fact that
the parties that were not matched reenter the bartering system at the beginning of the
next period after the protocol execution finished. A first approach to circumventing this
issue is to let the unmatched parties draw a waiting time uniformly at random from an
appropriate time interval. An unmatched party reenters the system when its waiting
time elapsed. This strategy allows to obfuscate the number of matched parties for a spe-
cific protocol execution. The details of this strategy are beyond the scope of this thesis
and left for future work.

9.2 Simulation of the Bartering Models

In order to draw conclusions about the novel privacy-preserving DTP model and to com-
pare it to the presented conventional bartering models, our goal is to simulate these
models for a large number of parties. For the simulation of the considered bartering
models we use the DESMO-] simulation framework [37] which we briefly introduce in
Section 9.2.1. Building on DESMO-], we present a generic framework extension that
is targeted to simulate a variety of different bartering models sharing some predefined
components (Section 9.2.2). Subsequently, we describe the implementation of the con-
ventional greedy model, the conventional batching model, and the privacy-preserving
DTP model in that framework extension (Section 9.2.3). Finally, we simulate these mod-
els w.r.t. different parameter settings and compare the simulation results based on the
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average waiting time and the number of matched parties (Section 9.2.4).

9.2.1 Discrete Event Simulation using DESMO-J

DESMO-] (Discrete Event Simulation Modelling in Java) is a simulation framework for
the implementation of discrete event simulation models in Java [58,93]. The framework
provides the user with model components (e.g., queues and stochastic distributions),
interfaces to specify model specific behavior (e.g., entities and events), and a simulation
infrastructure (e.g., an event scheduler and a model time clock).

There are two main concepts for the implementation of the model logic in DESMO-J:
The process oriented view and the event oriented view. The process oriented view requires
the implementation of the model logic in terms of processes that interact with each other.
A process can be considered as an entity that specifies its own properties and behavior
comprising, e.g., the modification of queues, the creation or interruption of other pro-
cesses, and sleeping for a certain period of time. In contrast, the event oriented view
requires to describe the model logic by means of sequentially executed event routines
specifying the manipulation of entities. In the following, we focus on the event oriented
view because this concept best reflects the logic of a bartering system and some of its pre-
defined components like a party’s arrival (an event) that affects the state of a bartering
pool (an entity).

An important concept of DESMO-] is to separate modeling aspects from simulation
experiments [93]. This approach has the advantage that it allows one to use the same sim-
ulation experiment for different models. The Mode1 class of DESMO-]J allows the specifi-
cation of the model logic underlying a discrete event simulation. The model specification
includes the declaration and description, i.a., of the following components [38,93]:

e Entities represent real-world objects by specifying their properties, behavior, and
relationships.

e Events are descriptions of changes to the state of one or multiple entities at a spe-
cific discrete point in time. An event is said to be scheduled if it is planned to occur
at a specific point in model time. In particular, it is distinguished between inter-
nal events and external events. The scheduling of internal events is caused by state
changes of entities, while external events are caused from the outside of the model.
The Model class allows the specification of events which are initially scheduled.

e Queues are data structures for managing entities to be processed in a FIFO fashion
(alternatively in a LIFO fashion or by assigning priorities to the enqueued entities).

e Stochastic distributions enable the modeling of random behavior.
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The Experiment class allows the specification of simulation experiments by encapsu-
lating, i.a., the following components:

e An event list is a data structure for carrying pending events that have been sched-
uled.

o The scheduler controls the execution of the model. It controls the event list from
which it selects the next event to be processed.

e The clock controls and tracks the model time.

e The report generator can be used to generate simulation reports containing, e.g., the
state of queues at the end of the simulation or the average waiting time of entities

before getting processed.

Furthermore, the Experiment class manages simulation specific parameters like the
termination time or the termination condition.

Important applications DESMO-] has been used for comprise the modeling of (har-
bor) logistics and business processes [58]. In this thesis, we extend the scope of appli-
cation by using DESMO-] for simulating conventional and privacy-preserving bartering
models.

9.2.2 Generic Bartering Model Simulation Framework

In the following, we write Class in order to refer to an instance a of class Class when
it is not explicitly stressed that we refer to the class as such. However, when referring to
multiple instances of a class Class, we explicitly mention that we refer to instances of
that class.

Among the most fundamental functionalities that have to be specified for the im-
plementation of a bartering model are the following: (1) controlling the arrival time of
parties, (2) assigning parties to pools, (3) deciding when a pool has to be executed, (4)
selecting an actual trade constellation between parties in the same pool, and (5) decid-
ing how to handle these parties after an actual trade constellation is determined. In
order to represent these generic functionalities in DESMO-], we implement a new ab-
stract class Actor from which we deduce four abstract subclasses PartyGenerator,
Distributor, PoolExecutor,and CalculationManager (in the following referred
to as actors). While the Actor class captures some DESMO-] specific functionalities for
the documentation of a simulation experiment, the four subclasses specify abstract meth-
ods targeted to capture functionalities 1-5 which are assumed to be specified in order to

implement a concrete bartering model.
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e The primary task of a PartyGenerator is to model the arrival of parties accord-
ing to the model specification, e.g., a new party arrives at the bartering system

every ten minutes (in model time).

e The purpose of a Distributor is to distribute parties to the available bartering
pools. For instance, in the conventional greedy model there exists only one pool
and the Distributor directly assigns a party to this pool.

e A PoolExecutor checks whether a pool is ready to be executed. For instance, a
threshold pool with threshold z is ready to be executed as soon as x parties are
collected.

e Assoon as a pool is ready to be executed, a CalculationManager initiates an ex-
ecution of an algorithm or a protocol for determining an actual trade partner con-
stellation between all parties in that pool. Furthermore, a CalculationManager
is responsible for processing the result of an algorithm or a protocol execution, i.e.,
for handling matched and unmatched parties.

The concept of actors facilitates the implementation of different bartering models
since it allows to provide a generic framework with fixed components such that a mod-
eler only has to extend the abstract classes by implementing the corresponding abstract
methods. Besides providing abstract methods, an actor implements a single event allow-
ing it to schedule itself. This feature can be used to implement more complex bartering
models, e.g., those comprising special threshold pools that additionally have a minimum
threshold value 2z’ and are executed after a specified time period y (in model time) if the
minimum threshold value has been reached or exceeded. In this case, a PoolExecutor
schedules itself after time period y to check whether a pool is ready to be executed.

Our generic bartering model simulation framework provides a GlobalCompGraph
class for the generation and representation of a global compatibility graph. The nodes of
a global compatibility graph represent all parties that arrive at the modeled bartering
system for a specific simulation experiment while the directed edges between the nodes
represent the trade capabilities of the corresponding parties analogously to a compatibil-
ity graph (see Definition 7.2, Section 7). A homogeneous and stochastic demand struc-
ture (see Section 9.1) is used to specify the edge probability p of the global compatibility
graph.3

*Note that the generation of a global compatibility graph based on a homogeneous and stochastic de-
mand structure is a model simplification. More precisely, such a global compatibility graph may contain
combinations of non-simultaneously executable trade cycles that do not occur in practice when assuming
that each party offers and desires exactly one commodity (for details see Section 8.1.6). We use this model

165



9. Privacy-Preserving Bartering System

Furthermore, we consider six entities that are specified in the following classes: Party,
ArrivedPartiesQueue, DepartedPartiesQueue, Pool, PoolQueue, and

Calculation.

e A Party represents a party that arrived at the modeled bartering system.

e An ArrivedPartiesQueue represents a FIFO queue that maintains Party in-
stances that are not assigned to a bartering pool yet.

A DepartedPartiesQueue represents a FIFO queue that maintains Party in-
stances that departed the modeled bartering system.

A Pool models a single pool of a bartering system.

A PoolQueue is a FIFO queue that maintains Pool instances.

e A Calculation specifies an algorithm or protocol for the computation of an ac-
tual trade constellation for a given set of parties.

Two separate events we consider are provided by the PartyArrivalEvent class
and the CalculationFinishedEvent class.

e ThePartyArrivalEvent isscheduled for one specific party at the point in model
time when this party arrives at the modeled bartering system.

e The CalculationFinishedEvent isscheduled at the point in model time when
the computation of an actual trade constellation for a given set of parties is finished.
This point in model time depends on the algorithm or protocol used to compute
the actual trade partner constellation.

Figure 9.4 illustrates the components and their interaction of our generic bartering
model simulation framework. Blue components represent actors, green components rep-
resent entities, events are colored red, and other components (i.e., the global compatibil-
ity graph) are colored orange. An event is illustrated with an extra interface allowing
to pass one or multiple objects. A diamond indicates a split or a merge of the program
flow. The black dot pointing to the PartyGenerator indicates the entry point of the

framework.

simplification, as global compatibility graphs that occur in practice cannot be efficiently generated for a
large number of parties as it is required for the simulation of bartering models. Since our focus is on de-
termining how many parties are matched on average by the bartering models and on exploring how these
models compare to each other w.r.t. the number of matched parties, the model simplification does not bias

the conclusions we draw from the simulation results.
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The PartyGenerator expects a global compatibility graph which is generated dur-
ing the initialization of a simulation experiment. In order to simulate the arrival of the
parties, the Part yGenerator creates anew Party for eachnode in GlobalCompGraph
such that the i-th arriving party is associated with the i-th node in the global compatibil-
ity graph. For each party, the Part yGenerator schedulesanew PartyArrivalEvent
by passing the corresponding Party and the model time at which the party is planned

to arrive.

The occurrence of a PartyArrivalEvent entails that the Party associated with
that event is inserted to the ArrivedPartiesQueue. Furthermore, the
Distributor.check () method is called which initiates the Distributor to ver-
ify whether or not a specified condition is met before calling the Distributer.dis-
tribute () method that takes the first Party from the ArrivedPartiesQueue and
distributes it according to a specified distribution strategy to the Pool instances that
are maintained by the PoolQueue. Additionally, the Distributor calls the Pool-
Executor.check () method that initiates the PoolExecutor to check whetheraPool
is ready to be executed. If this is the case, the PoolExecutor calls the Calculation~—
Mananger.dispatch () method on the Party instances associated with this Pool.
Thereupon, the CalculationManager instantiates a Calculation which represents
the computation of the actual trade constellation and schedules a new Party-
ArrivalEvent which obtains the Calculation object and the model time that the
calculation takes. Note that the simulated computation of an actual trade constellation
is performed by a conventional algorithm solving a linear program independent of the
bartering model (for details see [8]). The CalculationFinishedEvent calls the Cal-
culationManager.processResult () method which initiates the Calculation-
Manager to process the result of the Calculation. The CalculationManager calls
the CalculationManager.removeMatchedParties () toinsertthe Party instances
that can trade to the DepartedPartiesQueue and, depending on the bartering model,
the other Party instances either stay in their original Pool or are reinserted into the
modeled bartering system by calling PartyGenerator.reinsertUnmatched-
Parties (). Itis important to note that a reinserted party represents the same node
of the global compatibility graph as before.

9.2.3 Implementation of the Bartering Models

In the following, we present the implementation of the three bartering models presented
in Section 9.1 by using our bartering model simulation framework which is built on top
of DESMO-].
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9.2.3.1 Implementation of the Conventional Greedy Model

The implementation of the conventional greedy model requests the specification of the

following model parameters for a simulation experiment:

e period stores the length of a period in model time for a simulation experiment
which represents the frequency at which new parties arrive at the modeled barter-
ing system.

e periodsToSimulate stores the number of periods to be simulated in a simula-

tion experiment.

e p stores the edge probability for the global compatibility graph. The edge proba-
bility determines the probability for the existence of an incoming (resp., outgoing)
edge between each pair of nodes in the global compatibility graph.

For each of the abstract classes PartyGenerator,Distributor, PoolExecutor,
and CalculationManager we implemented the subclasses FixedPartyGenerator,
GreedyDistributor, GreedyPoolExecutor,and ConvCalculationManager, re-
spectively, that capture the properties of the conventional greedy model. During the
initialization of a simulation experiment, i.a., the GlobalCompGraph is generated for
periodsToSimulate parties and edge probability p. Furthermore a single instance of
the Poo1 class is created.

e The FixedPartyGenerator is used to schedule the PartyArrivalEvent
periodsToSimulate (=GlobalCompGraph.size ())times where the i-th event

is scheduled at model time ¢ X period.

e The GreedyDistributor directly assigns a Party enqueued to the Arrived-
PartiesQueue to one of the available Pool instances uniformly at random. In
case of the conventional greedy model, a Party is assigned to the only available
Pool.

e Whenever a Party is assigned to a Pool, the GreedyPoolExecutor calls the
dispatch () method of the ConvCalculationManager on that Pool.

e Triggered by the dispatch () method, the ConvCalculationManager deter-
mines an actual trade constellation by using a conventional (nondistributed) al-
gorithm (for details see [8]), measures the duration of the corresponding computa-
tion, and schedules the CalculationFinishedEvent accordingly.
Party instances that can trade are inserted into the DepartedPartiesQueue
while the other Party instances remain in their original Pool.
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9.2.3.2 Implementation of the Conventional Batching Model

The implementation of the conventional batching model is analogous to the implemen-
tation of the conventional greedy model. The only differences are that an additional
model parameter (i.e., the batchsSize) has to be specified for a simulation experiment
and that the GreedyPoolExecutor is replaced by the BatchingPoolExecutor. The
BatchingPoolExecutor class is a subclass of the abstract PoolExecutor class. The
implementation of the check () method of the BatchingPoolExecutor class ensures
that a number of batchSize new Party instances have to be assigned to a Poo1l before
the ConvCalculationManager.dispatch () method is called on the corresponding
Pool.

9.2.3.3 Implementation of the Privacy-Preserving DTP Model

Compared to the implementation of the conventional greedy model, the implementation
of the privacy-preserving DTP Model requests the specification of two further model
parameters for a simulation experiment:

e numPools stores the number of simultaneously available Pool instances.

e poolSize stores the maximum number of Party instances a Pool can accommo-
date. A Pool in combination with a specified poolSize yields a threshold pool
where the threshold corresponds to poolSize.

While the implementation of the privacy-preserving DTP model uses the Greedy-
Distributor just like both conventional bartering models, additional subclasses
FlushingPartyGenerator, ThresholdPoolExecutor, and PrivCalculation-
Manager implementing the abstract classes PartyGenerator, PoolExecutor, and

CalculationManager, respectively, are required.

e Compared to the FixedPartyGenerator, the FlushingPartyGenerator ad-
ditionally supports the simultaneous reinserting of multiple Party instances. For
each of these Party instances, a PartyArrivalEvent is scheduled for the same

point in model time.

e The ThresholdPoolExecutor ensures that a Pool has collected a number of ex-
actly poolSize Party instances before the PrivCalculation-
Manager.dispatch () method is called on the corresponding Pool.

e The PrivCalculationManager determines an actual trade constellation by us-
ing the privacy-preserving bartering protocol. From the performance evaluation of
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Bartering Model Special Model Parameter ‘ Joint Model Parameter

conventional greedy —

conventional batching batchSize numParties, period, p

privacy-preserving DTP | poolSize, numPools

Table 9.1: Bartering model parameters.

our privacy-preserving bartering protocol (see Section 8.2), we can extract the run
time for the protocol w.r.t. the model parameters specified for a simulation exper-
iment. The CalculationFinishedEvent is scheduled accordingly to the de-
termined run time. For reasons of fairness w.r.t. the comparison with the conven-
tional bartering models, we add a delay of two minutes (model time) in order to
capture DTP specific model behavior like the reentering of parties, the key gen-
eration, and the use of anonymization techniques to hide a party’s identity from
the bartering system and other parties. The delay time is set somewhat arbitrary;
deviations from this values do not have significant impacts on the simulation re-
sults. Party instances representing parties that can trade are inserted into the
DepartedPartiesQueue while the other Party instances are reinserted by call-

ingthe FlushingPartyGenerator.reinsertUnmatchedParties () method.

9.2.4 Simulation Experiments

For the simulations of the bartering models, we stipulate that one unit of model time
models one second. We have to distinguish between model independent parameters
(referred to as joint model parameters) and model specific parameter (referred to as special
model parameters). An overview of the model parameters is given in Table 9.1.

The joint model parameters are numParties, period, and p. The number of par-
ties we consider for a simulation (represented by numParties) is fixed to 1000 (further
increasing the number of considered parties entails disproportionately high simulation
times for the DTP model). Furthermore, we consider periods of 600, 1800, and 3600 units
in model time corresponding to 10 minutes, 30 minutes, and 1 hour, respectively.4 For
the choice of practically relevant values for parameter p (i.e., the edge probability of the

*Note that the number of matched parties in the conventional greedy model and the conventional batch-
ing model are independent of period lengths. This does not hold for the DTP model: The longer the period,
the more time there is for executing instances of our privacy-preserving bartering protocol on varying sets of
parties. Thus, to allow for a fair comparison between the considered bartering models, we do not consider
periods of more than one hour.
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Model Parameter Values
numParties 1000
period 600/1800/3600
p 0.01/0.02/0.04/0.06/0.08/0.1

Table 9.2: Joint model parameter and their considered values.

global compatibility graph) we draw on the simulations presented in [6]. The authors
of [6] consider small values for the edge probability (i.e., p = 0.04, 0.06, 0.08, and 0.1)
which are justified by the fact that in various practical contexts, a party only demands a
small fraction of the commodities offered by the other parties [6]. We additionally con-
sider even smaller values for the edge probability (i.e., p = 0.01 and 0.02) which may
occur in barter markets where a lot of different commodities can be traded. The values
of the joint model parameters considered for the simulation are summarized in Table 9.2.

In the following, we perform two series of simulations. In the first series, we sim-
ulate the bartering models which have special model parameters (i.e., the conventional
batching model and the privacy-preserving DTP model) in isolation in order to deter-
mine optimal values for these parameters (w.r.t. the considered parameter ranges) that
maximize the number of matched parties and minimize the average waiting time (see
Section 9.2.4.1). In a subsequent series of simulations (see Section 9.2.4.2), the special
model parameters are fixed to the determined optimal values and the bartering mod-
els are simulated for varying joint model parameters according to Table 9.2. For all
simulations we consider trade cycles of length at most 3 and for the simulations of the
privacy-preserving DTP model we use a 1024 bit Paillier threshold key. Each simulation
experiment is repeated ten times and each time a different global compatibility graph
is used. To allow for a fair comparison, we use the same global compatibility graphs
for the simulation of the different bartering models. The average waiting time and the
number of matched parties are averaged over the ten repetitions for each simulation ex-
periment. Due to the fact that our simulation experiments are very time consuming (the
performed simulations for the DTP model alone took thirteen days), we chose ten repeti-
tions for each simulation experiment as a trade-off between the accuracy of a simulation
result and the number of different parameter combinations we can consider in the scope
of this thesis. However, for the simulations where the number of matched parties and
the average waiting time are subject to the highest variation (i.e., the simulations of the
privacy-preserving DTP model with p = 0.01), we additionally performed 100 repeti-
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Model Parameter Values
numparties 1000
period 600/1800,/3600
P 0.01/0.05/0.1
batchSize 10, 20, ..., 100, 200, 300, 400

Table 9.3: Model parameters and their considered values for the conventional batching
model.

tions of the simulation experiments in order to draw a conclusion of how representative
the measured values are for simulations with only ten repetitions. These additional sim-
ulations reveal that ten repetitions for each simulation experiment are absolutely suffi-
cient for the evaluation and the comparison of the bartering models.

The simulations were executed on a Dell OptiPlex 980 with an Intel i7 CPU at 3.2 GHz
and 16 GB RAM running Ubuntu 16.04 LTS (64 bit).

9.2.4.1 Special Model Parameter Optimization

Parameter Optimization for the Conventional Batching Model: For the simulation of
the conventional batching model, we consider batch sizes of 10, 20, . . ., 100, 200, 300, 400.
Considering batches of sizes larger than 400 can lead to the following problems: On one
hand, in case that there are many trade cycles in the global compatibility graph, we
experienced the problem that sometimes we cannot determine an actual trade partner
constellation.® On the other hand, when considering batches of sizes greater than 200
for 1000 parties, the end of period effect significantly affects the evaluation results (cf.
Figure 9.4, left plot). In particular, towards the end of the simulation, many parties may
pile up for which it cannot be determined if some of them can barter because the simu-
lation terminates before the next batch is filled. This makes the results hard to compare
to other bartering models for which this effect has less of an impact. In order to optimize
the bat chSize parameter it suffices to consider the edge probabilities 0.01, 0.05, and 0.1
in order to get an intuition on the dependency of the number of matched parties (resp.,
the average waiting time) and the batch size. Table 9.3 summarizes the model param-
eters of the conventional batching model and the values of the model parameter which

were considered for the simulation. For each parameter combination, ten simulations

>Note that this can be attributed to the NP-completeness of the underlying decision problem (and our

computational limitations).
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Figure 9.5: Number of matched parties (left) and average waiting time (right) for the
conventional batching model for period = 600.

were conducted and averaged; for each repetition a different global compatibility graph
was used.

The simulation results are presented in Figure 9.5 for period = 600. The left plot
(resp., right plot) in Figure 9.5 illustrates the dependency of the number of matched
parties (resp., the average waiting time) and the special model parameters batchSize
and p. To enhance readability, the = and the z axes are interchanged in the right plot.
It is important to note that the period significantly affects the average waiting time but
not the number of matched parties. The plots for the average waiting time for different
periods look identical, only the axis labels vary. In the following, we do not consider
batch sizes greater than 200 since the simulation results are biased due to the end of
period effect.

Table 9.4 lists the concrete simulation results for the number of matched parties and
the average waiting time for periods of 600, 1800, and 3600 and batch sizes of 10, 100,
and 200 w.r.t. different edge probabilities. The variation of the number of parties and the
average waiting time w.r.t. the repetitions essentially depends on the edge probability.
For p = 0.01, the coefficient of variation (i.e., the ratio of the standard deviation to the
mean) is below 0.05 for the measured number of matched parties and the average wait-
ing time, respectively. For p = 0.05 and p = 0.1, the coefficient of variation is below 0.01
for the number of matched parties and below 0.02 for the average waiting time.

Figure 9.5 (left plot) and Table 9.4 (see the entries of the matched parties column
for a fixed edge probability) indicate that the batch size only marginally influences the
number of matched parties. However, it has a major impact on the average waiting
time. For example, for an edge probability of 0.01, a period of 600, and a batch size of 10,
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p | batchsize | matched parties | period jfi:;xé ;ﬁ:a[i?
600 35.5
10 441 1800 107
3600 213.5
600 43
0.01 100 445 1800 136.5
3600 256.5
600 49
200 447 1800 147
3600 294
600 9.5
10 941 1800 29
3600 58.5
600 14
0.05 100 958 1800 42
3600 84
600 18.5
200 986 1800 55.5
3600 111
600 4
10 976 1800 12
3600 24
600 8.5
0.1 100 999 1800 25
3600 50
600 16.5
200 1000 1800 50
3600 99.5

Table 9.4: Excerpt of the simulation results for the conventional batching model.

overall 441 parties are matched which on average have to wait 35.5 hours. By increasing
the batch size to 100 only 4 more parties are matched while the average waiting time
increases by 7.5 hours. This relation gets even worse for higher edge probabilities. For
an edge probability of 0.1, a period of 600 and a batch size of 10, overall 976 parties are
matched which on average have to wait approximately 4 hours. For a batch size of 100,
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numParties 1000
period 600/1800/3600
P 0.01/0.05/0.1
poolSize 3,...,10
numPools 3,...,10

Table 9.5: Model parameters and their considered values for the privacy-preserving DTP
model.

only 23 more parties are matched while the average waiting time is more than doubled.
Consequently, for our bartering setting, the consideration of large batch sizes does not
bring any advantage over a batch size of 10. In Section 9.2.4.2, it is even argued that the

batching policy does not bring any advantage compared to the greedy policy.®

Parameter Optimization for the Privacy-Preserving DTP Model: For the simulation
of the privacy-preserving DTP model, we consider pool sizes and the number of simul-
taneously available pools between 3 and 10, respectively. The minimum pool size of 3
is justified by the fact that we support the identification of trade cycles of length 3. The
upper bound of 10 for the maximum supported pool size is deduced from the perfor-
mance evaluation of our privacy-preserving bartering protocol presented in Chapter 8
indicating that the protocol cannot be executed for more than 10 parties on conventional
computers. The main motivation behind the consideration of multiple simultaneously
available pools are privacy reason (see Section 9.1.3). More precisely, we want to prevent
that any party can learn that it is in same pool with any other party it has executed the
privacy-preserving bartering protocol before. This has the advantage that a party can-
not gain any benefit by modifying its protocol input based on gained knowledge from
the output of previous protocol executions. As for the conventional batching model, for
the optimization of the pool1Size parameter and the numPools parameter it suffices to
consider edge probabilities 0.01, 0.05, and 0.1 in order to get an intuition on the depen-
dency of the number of matched parties (resp., the average waiting time) and the pools
size as well as the number of simultaneously available pools. The values for the model
parameters considered for the simulation are summarized in Table 9.5. For each param-
eter combination, we performed ten simulations and averaged the number of matched
parties and the average waiting time. For each repetition, a different global compatibility
graph was used.

The simulation results are presented in Figures 9.6-9.8. In particular, Figure 9.6 illus-

®Recall that the greedy policy corresponds to the batching policy with a batch size of one.
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Figure 9.6: Number of matched parties (above) and average waiting time (below) for the

privacy-preserving DTP model with p = 0.01 and period = 600 (resp., 1800 and 3600).
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Figure 9.8: Number of matched parties (above) and average waiting time (below) for the
privacy-preserving DTP model with p = 0.1 and period = 600 (resp., 1800 and 3600).

trates the number of matched parties and the average waiting time depending on the
poolSize parameter and the numPools parameter for p = 0.01 and for a period of
600, 1800, and 3600, respectively. Analogously, Figure 9.7 and Figure 9.8 illustrate the
simulation results for p = 0.05 and p = 0.1, respectively. At first glance one can see
that—independent of the edge probability and the period—the pool size has a high im-
pact on both the number of matched parties and the average waiting time. In contrast,
the number of simultaneously available pools has no significant influence on these mea-
sures for most of the parameter combinations. Furthermore, it can be derived that the
pool size achieving a maximum number of matched parties and the pool size achieving
the lowest average waiting time are in fact correlated. Thus, we can consider the number
of matched parties and the average waiting time separately.

Since the number of simultaneously available pools (in the range of 3 to 10) has
no significant influence on the number of matched parties and on the average waiting
time for most of the considered parameter combinations, we have set numPools :=
poolSize. This choice ensures that even in the case that the execution of the privacy-
preserving bartering protocol terminates and no party can trade, there are sufficiently
many pools such that no two parties are forced to be allocated to the same pool by con-
struction. Otherwise, in case that numPools < poolSize, an adversary controlling all
but one party in a protocol execution could exploit this design issue in the sense that it

178



9.2 Simulation of the Bartering Models

can derive that at least one of the corrupted parties will participate in the same protocol
execution as the honest party.

In the following, we identify the pool size that maximizes the number of matched
parties w.r.t the considered parameter combinations. For pool sizes from 8 to 10, the
number of matched parties strongly decreases which can be attributed to the fact that the
run time of the privacy-preserving bartering protocol grows exponentially in the num-
ber of parties and thus only a few instances of the protocol can be executed during the
duration of the simulation. For each combination of the considered edge probabilities
and periods, the three pool sizes achieving the best results w.r.t. the number of matched
parties are summarized in Table 9.6. Furthermore, for these combinations, we highlight
the maximum average number of matched parties and the minimum average waiting
time for each row of the table by using bold font. Evaluating the simulation results pre-
sented in Table 9.6, we can conclude that, in general, the best results w.r.t. the number
of matched parties (and the average waiting time) are achieved for a pool size of 5 or 6.
Note that pool sizes of 5 and 6 achieve better results w.r.t. the number of matched parties
than pools of size 3 and 4 which can be attributed to the fact that the run time differ-
ences of the privacy-preserving bartering protocol for up to 6 parties are in the order of
milliseconds and in the long run there is a greater benefit from covering slightly more
parties in a protocol execution than performing slightly more protocol executions but
with less parties. In the following, we set poolSize := 6 because the simulations for
a pool size of 6 yield the best results slightly more often than the simulations for a pool
size of 5 (when counting the number of bold entries in Table 9.6 for both pool sizes).

For p = 0.01, the coefficient of variation is on average 0.12 for the number of matched
parties and 0.1 for the average waiting time. Considering higher edge probabilities, the
variation is much lower. For p = 0.05 and 0.1, the coefficient of variation is below 0.01
for the number of matched parties and below 0.04 for the average waiting time. Due to
the fact that for p = 0.01 the number of matched parties and the average waiting time are
subject to a high variation, we additionally performed 100 repetitions of the simulation
experiments for p = 0.01, poolSize = 6, and for the different periods (see Table 9.6)
in order to draw a conclusion of how representative the measured values are for simu-
lations with only ten repetitions. Since the deviations are minor, we can conclude that
ten repetitions are sufficient for the evaluation and the comparison of the considered
bartering models.
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p | period | best pool sizes | matched parties apPr‘ox. a.verage
waiting time [h]
5 98 38.5
600 6 98 (95) 40.5 (39)
7 81 38
5 137 120
0.01 | 1800 6 146 (146) 119.5 (121)
7 127 120.5
) 186 242.5
3600 6 197 (194) 250 (247.5)
7 168 242
5 870 17
600 6 884 17
7 849 19.5
) 910 38
0.05 | 1800 6 916 37.5
7 905 42
) 927 66.5
3600 6 924 65.5
7 925 71
4 963 6
600 ) 965 5.5
6 965 5.5
4 968 14
0.1 1800 ) 972 13
6 971 13.5
4 975 25
3600 ) 975 24
6 973 26

Table 9.6: Excerpt of the simulation results of the privacy-preserving DTP model. The
values in brackets result from simulations with 100 repetitions (instead of 10 repetitions).
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Bartering Model Special Model Parameter ‘ Joint Model Parameter

numparties = 1000

conventional greed —
v greedy period = 600/1800/3600

poolSize =6

privacy-preserving DTP p=0.01/0.02/0.04/0.06,/0.08/0.1

numPools =6

Table 9.7: Model parameters and their considered values for the comparison between
the conventional greedy model and the privacy-preserving DTP model.

9.2.4.2 Comparison of the Bartering Models

As already argued in Section 9.2.4.1, considering large batch sizes (in the order of hun-
dreds) does not bring any advantage over a batch size of 10. Comparing the simula-
tion results for the batching model and the greedy model shows that for the consid-
ered bartering setting, the batching policy does not bring any advantage over the greedy
policy. For example, for p = 0.01 and period = 600 for the batching model (with
batchSize = 10) only 3 more parties are matched than for the greedy model, how-
ever, the average waiting time is increased by half an hour (cf. Table 9.4 and Table 9.8).
This finding is in accordance with the results of [5,6] which show that the greedy pol-
icy is approximately optimal compared to other policies like the batching policy when
considering an infinite time horizon. Thus, we only compare the conventional greedy
model and privacy-preserving DTP model in order to draw conclusions on the price of
privacy of the DTP model. In particular, we compare the number of matched parties as
well as the average waiting time between both models for different joint model parame-
ter values (see Table 9.7). The special model parameters (poolSize and numPools) of
the privacy-preserving DTP model are both set to 6 as justified in Section 9.2.4.1.

As for the first series of simulations, we performed ten simulations for each param-
eter combination and averaged the simulation results. For each repetition, a different
compatibility graph was used while each model and each parameter combination is sim-
ulated with the same global compatibility graphs in order to allow for a fair comparison.

As for the conventional batching model, for the conventional greedy model the num-
ber of matched parties is independent of the period. Furthermore, the variation of the
number of parties and the average waiting time are similar in both models. The sim-
ulation results are presented in Figure 9.9 and Figure 9.10. Figure 9.9 illustrates the
dependencies of the number of matched parties for the conventional greedy model as
well as for the privacy-preserving DTP model and the considered edge probabilities and

periods.
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Figure 9.10: Comparison between the conventional greedy model and the privacy-

preserving DTP model w.r.t. the average waiting time for p = 0.01/0.02/0.04/0.06/0.08/
0.1 and period = 600/1800/3600.

By comparing the curves for both models, we can make two interesting observations:

1.

182

The longer the period, the better the number of matched parties in the privacy-
preserving DTP model approximates the number of matched parties in the conven-
tional greedy model (compare the blue curve for the conventional greedy model
and the purple curve for the privacy-preserving DTP model with period = 3600).
For example, the conventional greedy model matches 766 parties for p = 0.02,
953 parties for p = 0.06, and 979 parties for p = 0.1 while for period = 3600
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) conventional greedy model | privacy-preserving DTP model
P perlOd matched parties | avg. waiting time | matched parties | avg. waiting time
600 25 376 38
0.02 | 1800 766 74.5 522 107.5
3600 149 622 197
600 7 920 12.5
0.06 1800 953 21.5 938 28.5
3600 43 946 51
600 3.5 965 5.5
0.1 1800 979 10.5 971 13.5
3600 21 973 26

Table 9.8: Excerpt of the simulation result for the comparison between the conventional
greedy model and the privacy-preserving DTP model.

the privacy-preserving DTP model matches 0.5 to 19 percent less parties depend-
ing on the edge probability (cf. Table 9.8). Although not explicitly addressed in
this thesis, it is obvious that when further increasing the period, the number of
matched parties in both models continue to converge. This can be attributed to the
fact that the longer the period, the more time there is for executing instances of our
privacy-preserving bartering protocol on varying sets of parties.

2. The higher the edge probability the better the number of matched parties in the
privacy-preserving DTP model approximates the number of matched parties in the
conventional greedy model (see also Table 9.8). This relationship can be attributed
to the fact that the higher the edge probability the more trade cycles in the global
compatibility graph a party will be involved in. This in turn increases the proba-
bility that such a trade cycle is identified in the privacy-preserving DTP model as
part of an actual trade partner constellation. For example, the conventional greedy
model matches 979 parties for p = 0.1 while the privacy-preserving DTP model
matches only 0.5 to 1.1 percent less parties depending on the period for the same
edge probability (cf. Table 9.8).

Similar relations also hold for the average waiting time in both models (see the plots
in Figure 9.10). For period = 3600, the conventional greedy model achieves an average
waiting time of 149 hours for p = 0.02, 43 hours for p = 0.06, and 21 hours for p = 0.1
while the privacy-preserving DTP achieves an average waiting time of 197 hours for
p = 0.02, 51 hours for p = 0.06, and 26 hours for p = 0.1 (cf. Table 9.8).
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The comparison of the simulation results between the conventional greedy model
and the privacy-preserving DTP model yields the following central result:

Privacy-preserving bartering under the DTP policy is practical.

It furthermore achieves comparably good results w.r.t. the number of matched parties
and the average waiting time as it is the case for conventional bartering under the greedy
policy that in turn achieves approximately optimal results. The DTP policy is particu-
larly well-suited for bartering settings with periods greater than or equal to 1800 (i.e., 30
minutes) and/or edge probabilities greater than or equal to 0.04 (cf. Figure 9.9 and Fig-
ure 9.10). The major difference between the conventional greedy model and the privacy-
preserving DTP Model—besides the fact that the latter model is privacy-preserving—is
that in the privacy-preserving DTP model there is a continuous, distributed, and highly
parallel computation of actual trade partner constellations (i.e., the privacy-preserving
bartering protocol is executed between small groups of parties which bring their own
computing power) while in the conventional greedy model only one central computa-
tion of an actual trade constellation is executed for each new party entering the modeled
bartering system.

9.3 Summary and Future Work

In this chapter, we presented a novel bartering policy referred to as the DTP policy. The
resulting privacy-preserving bartering model as well as two prominent existing con-
ventional bartering models were implemented on top of our generic bartering model
simulation framework. The evaluation of the simulation results of the three considered
bartering models showed that bartering under the newly proposed DTP policy is prac-
tical and achieves comparable good results w.r.t. the number of matched parties and the
average waiting time as it is the case for conventional bartering under the greedy pol-
icy. Furthermore, we determined that the novel bartering policy is particularly suited for
bartering settings with periods greater than or equal to 30 minutes and/or edge prob-
abilities greater than or equal to 0.04. While these results were determined based on
our privacy-preserving multi-party bartering protocol that is secure in the semi-honest
model, we expect similar results for the malicious model variant.

A direction for future research is to devise and study further privacy-preserving bar-
tering policies that comprise advanced mechanisms like timers that, for example, can be
used to propose bartering policies making use of threshold pools that are executed after
the timer expires even if the threshold has not been reached. The goal of these privacy-
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preserving bartering policies would be to further increase the number of matched par-
ties and to reduce the average waiting time, especially for bartering settings with short
periods and small edge probabilities. One further interesting research direction is to for-
mally study obfuscation mechanisms for parties that reenter the bartering system as it
was briefly discussed in Section 9.1.3.
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CHAPTER 10

Conclusion

The main goal of this thesis was to design privacy-preserving multi-party bartering pro-
tocols based on which it is possible to design a practical bartering system that allows an
arbitrary number of parties (arriving at the system over time) to barter their commodities
in a privacy-preserving fashion.

We achieved this goal by first approaching the problem from a theoretical point of
view. After providing an overview of some preselected state-of-the-art privacy-
enhancing technologies and the essential functionalities of conventional bartering sys-
tems, we elaborated on the functionalities and requirements of our envisioned privacy-
preserving bartering system and identified suitable cryptographic techniques for its im-
plementation. As a preliminary study, we first considered the two-party bartering setting
and designed a protocol that allows two parties to privately barter their commodities
in the presence of a malicious adversary that can corrupt one party. Next, we designed
privacy-preserving multi-party bartering protocols for both the semi-honest and the ma-
licious model. Compared to the two-party bartering setting, the multi-party bartering
setting is much more sophisticated and requires fundamentally new design approaches.
Our bartering protocols make use of several novel privacy-preserving building blocks
which are of general interest beyond the context of (privacy-preserving) bartering and
are contributions to this thesis in their own.

In order to get an idea of between how many parties our privacy-preserving multi-
party bartering protocols can be executed in practice, we representatively implemented
the multi-party protocol providing security in the semi-honest model. Based on the per-
formance evaluation of this protocol, we devised a novel bartering policy describing a
privacy-preserving bartering model that in turn underlies a privacy-preserving barter-
ing system allowing an arbitrary number of parties to privately barter their commodities.
In order to determine the price of privacy for our novel bartering policy, we compared the
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resulting privacy-preserving bartering model to the two most prominent conventional
(non privacy-preserving) bartering models in the literature. In order to allow for a fair
comparison, we implemented the three models on top of a simulation framework, simu-
lated the models for a variety of different values of the model parameters, and compared
the simulation results w.r.t. the number of parties that get to trade until the end of a sim-
ulation run (i.e., the number of matched parties) and the average waiting time of these

parties.

The contributions of this thesis represent advances in the research areas of secure multi-
party computation, privacy in the context of e-commerce, and modeling and simulating
bartering systems.

We contribute to the area of secure multi-party computation in that we propose and
design novel privacy-preserving selection operations that can be used as secure building
blocks in more complex SMPC protocols. Furthermore, we propose novel techniques
for designing special purpose SMPC protocols (e.g., an efficient encoding and decoding
technique that is based on the uniqueness of prime factorization).

By proposing a tight bartering specific privacy setting along with a new bartering
specific terminology and by designing privacy-preserving bartering protocols for the
semi-honest as well as the malicious adversary model that provide prioritization and ne-
gotiation mechanisms, we solve a series of open problems in the context of e-commerce.

We contribute to the area of modeling and simulating dynamic bartering systems
by proposing the first privacy-preserving bartering policy. By comparing the result-
ing privacy-preserving bartering model with the most prominent conventional bartering
models by making use of simulation techniques, we show that our privacy-preserving
bartering model (representing our envisioned privacy-preserving bartering system) is
just as practicable as conventional bartering models and achieves comparable good re-
sults w.r.t. the number of matched parties as well as the average waiting time.

In a greater context, the synthesis of the provided contributions constitute a solution that
allows an arbitrary number of parties to barter their commodities in a privacy-preserving
fashion in such a way that unfairness, manipulation, and corruption can be excluded.

Three important directions for future work aiming at broadening the applicability of
privacy-preserving bartering are (1) tapping into specialized barter markets, (2) sup-
porting a more general bartering setting, and (3) examining further privacy-preserving
bartering policies:

One important specialized barter market where privacy is a matter of concern is the
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kidney exchange market. In such a market, a party corresponds to a patient with kidney
disease who knows a living donor who is willing to donate one of his healthy kidneys to
him. However, the patient and the donor are incompatible (w.r.t. their medical charac-
teristics). A kidney exchange market allows patients to swap their incompatible donors
to obtain a compatible donor [1]. In this context, a direction of future research is to adapt
our privacy-preserving multi-party bartering protocols for privately checking whether
(resp., to what extent) a patient and a donor are compatible.

In this thesis, we focus on a bartering setting where each party receives some quan-
tity of its desired commodity from at most one party and sends some quantity of its
offered commodity to at most one other party. As part of future work, it would be de-
sirable to adapt the proposed privacy-preserving bartering protocols in such a way that
the demand of a party can be simultaneously satisfied by multiple other parties as well
as to allow the specification of multiple quotes in combination with complex bartering
conditions that, e.g., can be used to express that a party is willing to barter commodity A
for either commodity B or commodity C.

The third important direction for future work is to devise and study further privacy-
preserving bartering policies that comprise advanced mechanisms. For example, timers
could be used to propose bartering policies making use of threshold pools that are exe-
cuted after the timer expired even if the threshold has not yet been reached. The related
question is whether the number of matched parties (resp., the average waiting time) can
be further increased (resp., further reduced).
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Notation

Notation

Description

Binary Numbers

A AND operation

\% OR operation

@ XOR operation

Thin binary representation of z € NY

|| bit length of x € N

Number Theory

F finite field

gcd(a, b) greates common divisor of a and b

A() Carmichael function

min minimum

max maximum

n! faculty of n

N set of natural numbers excluding zero

NO set of natural numbers including zero

N, set of natural numbers bounded by integer u (N, := {1,...,u})
P set of prime numbers

P; set of prime numbers in interval /

o permutation

ot inverse permutation

Z integers

L, residue class ring of the integers with ideal n
Z;, {a € Z,\{0} | gcd(a,n) = 1}

Algebra & Analysis

|z greatest integer less than or equal to

[2] smallest integer greater than or equal to
H(V) Hamming weight of vector V

In logo

R rational numbers

R>0 positive rational numbers

R=0 rational numbers greater than or equal 0
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Sets & Intervals

(A, u] non-negative closed integer interval with A, u € N, A\ <y
[[A, 1] interval width p — A of [\, ]
|S| cardinality of set S
e+g S e is drawn from set (resp., interval) S uniformly at random
e<npS e is drawn from set (resp., interval) S according to discrete distribution D
Graph Theory
C subgraph relationship
deg(-) degree of a node
deg™(-) incoming edges of a node
deg™(+) outgoing edges of a node
G graph
M matching in a graph
we(+) edge weight function
Cryptography
[m] encryption of m
+n homomorphic addition
—h homomorphic subtraction
X homomorphic scalar multiplication
/h homomorphic scalar division
Dh homomorphic scalar XOR
1 homomorphic concatenation
Blind(-) ciphertext blinding
C ciphertext space
N Paillier modulus
P plaintext space
s security parameter
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Protocols

1 empty string

C index set of corrupted parties

F protocol functionality

g gate functionality

r adversary structure

L number of all parties

k security parameter (input length)
P i-th party

& index set of all parties

™ protocol symbol

p gate symbol

T threshold value of parties (7 < )
T cumulated protocol input of all parties
Bartering

¢ set of commodities

cg) desired commodity of party ¢

e offered commodity of party i

d® demand of party i

o® offer of party i

q® quote of party i

g&i) minimum quantity desired by party i
o) o= i) )

" maximum quantity offered by party i
o o = 1)

Misc

v universal quantifier

= computational indistinguishable
= statistical indistinguishable

Z perfect indistinguishable

a:="b a is defined as b

negl negligible function
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