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Abstract--The rapid development of automation has led to
machines increasingly taking over tasks previously reserved
for human operators, especially those involving high-risk
settings and moral decision making. To best benefit from the
advantages of automation, these systems must be integrated
into work environments, and into society as a whole.
Successful integration requires understanding how users gain
acceptance of technology by learning to trust in its reliability.
It is thus essential to examine factors that influence the
integration, acceptance, and use of automated technologies. As
such, this study investigated the conditions under which
human operators were willing to relinquish control, and
delegate tasks to automated agents by examining risk and
context factors experimentally. In a decision task, participants
(N=43, 27 female) were placed in different situations in which
they could choose to delegate a task to an automated agent or
manual execution. The results of our experiment indicated
that both, context and risk, significantly influenced people’s
decisions. While it was unsurprising that the reliability of an
automated agent seemed to strongly influence trust in
automation, the different types of decision support systems
did not appear to impact participant compliance. Our findings
suggest that contextual factors should be considered when
designing automated systems that navigate moral norms and
individual preferences.

Index Terms--automation, trust, decision-making, moral
decisions, risk perception, context, moral machines, machine
ethics, decision support systems, artificial intelligence

I. INTRODUCTION

hether we like it or not, our daily lives are filled with

countless interactions with automated machines.
From using an automatic teller, to online purchases, to
(semi-)automated vehicles, automation has pushed its way
into every domain of society. It is regularly encountered in
technological sectors such as robotics, aviation, medicine,
automated driving, manufacturing processes, shipping, and
process control. The primary aim of automation is to
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substitute human labour with automated processes and
procedures [1], [2]. Repetitive tasks that lead to fatigue,
unreliability, and inefficiency in people are replaced by
machines that can perform these same tasks accurately and
tirelessly [3] (as well as reduce labour costs for employers).
In addition, tasks that are difficult or dangerous to perform
[4] such as disarming bombs or saving people from burning
buildings, can be completed without increasing risk to
human life. While machines in the past were used to
perform repetitive tasks on lower logical levels [5] (e.g.,
kitchen appliances in the 1960s), with the fast development
of Al and increases in computing power, automation is
becoming more common for more complex tasks. In other
words, tasks once reserved for human operators because of
their high cognitive demands are now routinely performed
by machines. The most anticipated, and yet most
controversially example is automated driving. The
controversy is specifically linked to the uncertainty when
driving, and the inevitable split-second decision-making
required given the complexity of navigating real
environments. Although computing power has increased,
and Al is becoming increasingly more advanced, automated
systems are not yet able to perform error-free tasks. In fact,
it remains an open question if they ever will. The operation
of self-driving vehicles in public spaces necessarily
involves human lives. This means that ethical questions
inevitably arise. What happens if an automated vehicle
crashes into a pedestrian? Are machines able to perform
such delicate and deeply moral tasks? And if so, what set of
rules and beliefs are they subject to?

In recent years, substantial research has been dedicated
to investigating decisions made by automated systems in
situations of moral dilemma and to the social dilemmas
resulting from those decisions [6]-[9]. The Trolley Problem
is a thought experiment whose most common version was
proposed by the English philosopher Philippa Foot [10]. It
has been adapted and used repeatedly to investigate the
social acceptance of moral decisions made by automated
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vehicles. Briefly, a runaway trolley is heading towards five
people that are unable to move. A person (A) stands next to
a lever that can deviate the train to a different track where
only one person, also unable to move, is standing. Should
A pull the lever, thus saving five people but killing one
actively, or should A do nothing and kill five through
inaction, and avoid actively participate in the killing of one
person? Another prominent study is the Moral Machines
experiment. Here, Awad et al. investigate ethical rules that
self-driving vehicles could follow in situations of moral
dilemma [11]. Following the trolley dilemma, subjects had
to choose from possible accident outcomes in a choice
experiment. They ultimately find a social preference to
spare more lives over fewer, young lives over older, and
humans over animals [11]. However, Bonnefon et. al [12]
found even though people tended to favour self-driving
vehicles programmed to save more lives, when it came to
actually buy such vehicles, they were rather reluctant to do
so. While large amounts of research have investigated these
specific issues, little attention has been paid to the process
of delegating tasks with moral values to automation, or to
the decision-making processes involved in general.

For automation to be beneficial and successfully
integrated into society it must first be used and accepted by
humans. We can develop as much as we want, what good
does it do if nobody uses it? According to this line of
thought, it is essential to investigate the factors promoting
the use of given technologies, and in this case, the
delegation of (moral) tasks to automated machines.
Research on the topic suggests that trust plays an essential
role in the acceptance, adoption, and use of automated
systems [2], [13]-[18]. In fact, trust can act as a mediator in
risk situations involving the use of automation [18],
especially when there is a potential for injury. That said,
trust is a multi-layered construct that cannot be observed
directly, thus making it difficult to measure. What can be
more directly investigated are factors that influence trust
itself. A meta-analysis by Hancock et. al [19] revealed three
main categories of trust factors. First are system factors that
are directly related to the performance and functional
characteristics of the automated agent. Second are human
factors related to the personality traits, personal beliefs, and
values of the human operator who is relinquishing control
to the automation. Third are environmental factors
characterized by the type of executed task and the physical
environment in which the task is performed. Both system
factors and human factors have been extensively explored
[19]-[21]. Environmental factors, on the other hand, have
received little attention, and merit further exploration.

In this study, we focused on environmental factors that
could potentially influence the use of automation. First,
assuming that automation is moving into more high-risk
environments, we studied context as a factor. Here, context
is defined as the physical environment in which automation
can be used. Specifically, we focused on automated driving
in three different settings: urban, health care (hospital), and
production logistics (warehouse). All contexts have

acquired prominent states in research. Also, automated
driving is well known by laypeople and thus most relatable.
Secondly, as automation is—at least in many cases—not
error-free to this date, we study the degree of risk involved.

To accurately measure the effect of risk and context, we
developed a decision task in which respondents were
presented with differently shaped situations and asked to
either opt for a manual execution of the given task or to
delegate the task to an automated agent. We included
decision support systems and information about the
reliability of the automated agent to help participants make
their decision.

The structure of this article is as follows. After this
introduction, Section Il provides the theoretical background
on trust, decision-making under risk, as well as moral
decision-making, and decision support systems. Section Il
lays out the research objectives and hypotheses. Section IV
presents the methodological approach, the development of
the decision task, and the study design. Section V presents
the results of the experiment and section VI discusses their
implications. Lastly, section VIl covers this study’s
limitations and section VIII provides a conclusion and
research outlook.

Il. THEORETICAL BACKGROUND

This section first defines the construct of trust, outlines
factors influencing trust, and how trust relates to the use of
automated systems. The second part takes a closer look at
the perception of risk and decision-making under risk
followed by a short section on moral decision-making and
the ethics of risk. The last section covers decision support
systems, and the amount of trust people are willing to place
in those systems.

A. The multi-layered concept of trust

The construct trust has been discussed by a multitude of
disciplines (e.g., philosophy, psychology, sociology)
making it difficult to pin down a general all-encompassing
definition. That said, two elements are of essential
importance: a trustee that transmits information and a
trustor that acts upon the received information [19]. The
conveyed information forms the basis of trust upon which
the trustee and trustor can act [18]. Within the context of
automation, Lee & See define trust as ‘the attitude that an
agent will help achieve an individual’s goals in a situation
characterized by uncertainty and vulnerability’ [18, p. 51].
Rempel et. al [22] argue that, particularly in situations of
uncertainty, the trustor will challenge the trustee to
ascertain the amount of trust that can be given. If the trustee
fails to satisfy the expectations of the trustor, trust can
decrease. Should the trustee, on the other hand, satisfy the
expectations of the trustor, then trust could either be
solidified or increase. This process is commonly known as
the calibration of trust [23]-[25]. Within the field of
automation, this phenomenon refers to the correspondence
between the operator’s trust in automation and the actual
capabilities of the automated agent [18], [23], [24]. As an
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illustration, take the example of self-driving vehicles
(SDVs). To date, SDVs can reach automation stages
ranging from 3 to 4 as set by the Society of Automotive
Engineers [26] (ranging from level 0: no automation,
humans perform all driving tasks, to level 5: full
automation, no human interaction needed). In the ideal user
situation, the user's beliefs about the automation's
capabilities will be in perfect alignment with each other.
Unfortunately, misalignments are quite possible, if not
likely. For example, if a driver assumes the SDV has full
automation capabilities (level 5) when in actuality the
vehicle registers at around level 3 or 4, the level of trust
will exceed the actual capabilities of the system. This
situation has the potential to lead to an over-reliance on
automation, which in turn can facilitate its misuse [2], a
behaviour that can lead to catastrophic results, especially in
high-risk settings. In February 2020, a 38-year-old man
died in an accident when his self-driving car (Tesla Model
X SUV) hit a barrier at 70mph (113 km/h). A subsequent
investigation by the National Transport and Safety Board
found that the driver did not make any attempt to slow
down the car [27]. Investigators found that at the moment
of the accident he was playing on his phone and
undoubtedly overestimated the capabilities of his vehicle,
which led to an overreliance on the technology [2], [27]. In
contrast, under-reliance results from levels of trust lower
than the actual capabilities of a system and leads to the
underuse of automation. In this case, the technology at hand
is not (properly) used, thus inhibiting its successful
adoption. Consequently, the driver would assume a driving
capability of level 1 or 2 when in reality it might be much
higher, thus refraining from using the SDV at all.

As automation becomes more complex, human operators
experience more difficulties in understanding its underlying
principles and in turn tend to inaccurately predict their
behaviour [28]. Here, trust plays an essential role as it helps
people handle complexity and mediates the perceived
uncertainty [25]. In summary, trust is a mediator between
trustor and trustee in situations of uncertainty, risk, or
vulnerability during which trust can build, solidify,
increase, or decrease according to the outcome of the
situation.

To analyse the impact of trust, and with it, the factors
that influence it, trust needs to be measured accurately.
However, its complexity and lack of direct observability
make it challenging to measure. In fact, the development of
standardized and validated scales of trust has been
neglected over the last years as most measures have been
developed for individual studies [29]. Currently, two
different approaches measure trust in automation. The first
involves subjective measures that record participants’
perceived level of trust with regard to a specific technology
[4]. These measures are generally taken multiple times

during a session, and most commonly at the end of a trial or
set of trials [4]. While assessing these measures is relatively
simple, two issues must be stressed: First, they pose a risk
of ‘social desirability bias’, i.e. respondents’ tendency to
respond to questions in a way that will be viewed
favourable by others [30]. Second, although respondents
may indicate trust in a given technology, their declaration
may differ from their actual behaviour, thus producing a
discrepancy between the subjective measure and actual
behaviour. A second approach lies in behavioural measures
of trust. While these measures are more difficult to assess,
they are less subject to social desirability and self-
perception biases. One example is reliance, which Lee &
See argue is a direct behavioural result of trusting
automation [18] and has often been used as a proxy
measure for trust in automated systems xx[4]. Although
trust is often assessed through behavioural measures,
research on the relationship between trust and use remains
inconclusive and deserves further attention.

B. Decision-making under risk

In the past, risk was mostly determined by natural
phenomena (e.g., earthquakes, floods, hurricanes, etc.). In
modern society, the technological advancements that have
made that modernity possible can also be a source of risk.
At its core, risk is borne out of a situation of uncertainty for
which the outcome cannot be determined due to limits in
available information [31], [32]. Toma & Chiti [33], in
contrast, argue that risk ‘refers to situations in which
probabilities can be identified for possible results’ (p. 976).
This definition implies that risk can be quantified. Hence,
decision-makers confronted with a situation of uncertainty
can calculate the probability of a potential outcome using
the available information, at least to a certain extent. From
this probability, they weigh their options and opt for a
specific course of action. This process is usually referred to
as decision-making under risk [31], [34].

Two assumptions must be noted. First, the decision-
maker must be provided with valid information with regard
to the probabilities of the consequences of the situations at
hand, as well as all possible courses of action [35]. Put
differently, sending a decision-maker into a situation of
uncertainty without providing either a particular resolution
option or valid information about the situation or its
consequences cannot be characterized as decision-making
under risk. Second, risk for decision-makers can only occur
if the situation is in some way linked to the choice taken by
the decision-makers [32]. That is, the outcome of the
situation and thus, the consequences are directly linked to
the course of action taken by the decision-maker. In
summary, risk requires a situation of uncertainty that is
measurable by a decision-maker whose choice is directly
connected to the outcome of the situation (see Fig. 1).
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Fig. 1: Components of risk: uncertainty, Components of risk: uncertainty,
measurability, and decision. Adapted from [31, p. 36].

Decision-makers arguably have two methods at their
disposal to estimate the amount of risk for a particular
situation. First, they can make use of objective risk
assessment, which is based on historical data, statistics, and
the calculation of probabilities [33]. For instance, the
expected value (EV) of a course of action can be computed
by the product of the probability of an event and the
consequences of the outcome [35]. Returning to our
example of the self-driving vehicle and the trolley problem
(see section 1 & 2a). Suppose a self-driving vehicle, due to
external circumstances, has an 80% probability of hitting a
tree killing the passenger onboard (Option A) and a 20%
chance of crashing into a crowd of five people (Option B).
If, and only if, damage was based on the number of human
lives put in danger, the EV for option B would, for
instance, be calculated by multiplying the probability
(20%) by the number of potential casualties (5), resulting in
an EV of 1. Besides the EV, the expected utility (EU) can
be calculated as an additional measure of objective risk
assessment. Where the EV only takes into account the
direct consequences of the situation, the EU paints a bigger
picture and includes other factors such as the long-term
consequences of the decision [35].

A second method is subjective risk assessment, which
depends on the decision-maker's beliefs and values,
character traits, feelings, desires, experience, and habits
[33]. For instance, an expert with 500.000 miles of driving
experience will assess situations differently than someone
who has just acquired a driving license. Similarly, people
that are generally more cautious could show a lower risk
threshold.

While the aforementioned concepts refer to risk in
general, they can easily be reinterpreted in the context of
technological risk perception and risk assessment. Renn &
Benighaus [34], define technological risk as ‘the likelihood
of physical, social, and/or financial harm/detriment/loss as
a consequence of a technology aggregated over its entire
lifecycle’ (p. 295) and risk perception as the ‘processing of
physical signals and/or information about potential
hazards and risks associated with a technology and the

formation of a judgment about seriousness, likelihood, and
acceptability of this technology’ (p.295). Based on the
findings of risk research, Renn & Benighaus interpret
central aspects for risk perception of technologies: (1) The
multidimensional assessment process centred on expected
damage is only one factor among many in risk perception
[34], [36]. (2) The exploitation of intuitive heuristics, the
perceived characteristics of risk, the risk situation, and
affective associations in the development of individual, and
social risk perception of technologies [37], [34]. (3) The
influence of semantic images (emerging danger, insidious
danger, stroke of fate, gamble, personal thrill) [38] helps
individuals to classify risk thus reducing complexity [34].
(4) Psychometric variables account for a considerable
proportion of variance in risk perception e.g. [39]. (5)
Although there are studies that have identified universal
motivational types e.g. [40], in the context of risk
perceptions it could be the case that cultural and social
factors play a key role in the formation of risk perception
[34], [41].

In the case of potential injury to a human being, as when
SDVs are employed in public spaces, an additional, non-
trivial factor comes into play: morality.

C. Moral decision-making and the ethics of risk

When making moral decisions, reasoning solely on
probabilities and the expected output is insufficient.
Especially when human lives are at stake it is crucial to
take other factors into account that are more closely related
to individual or social values. Garrigan et al. [42] view
moral decisions as ‘a response decision about how to
behave in a real or hypothetical moral dilemma (a situation
with moral rules or principles attached, where a response
choice is required), or it can be a judgement or evaluation
about the moral acceptability of the actions, or moral
character of others, including judgements of individuals,
groups, or institutions’ (pp. 80-81). Accordingly, moral
decisions should be made in line with the moral framework
of the society or community where it is embedded. This
assumption becomes particularly relevant if automated
systems are involved in decision-making processes. The
role of social and ethical factors, the impact of
psychometric user characteristics, the respective usage
context, or the technical specification of an automated
system on decision-making have not yet been clarified to a
satisfactory degree. Nevertheless, with regard to framing
social or ethical guidelines, discussions are currently
gaining momentum in the context of research projects.
However, the ethical view of risk has been tackled only
hesitantly in the past. For a long time, moral philosophy
was limited to an evaluation of human behaviour in
precisely definable situations with the use of e.g., utilitarian
frameworks [43], [44]. Moral philosophy has largely left it
to decision theory to address uncertainty as a factor in
human decisions, and only a few theoretical works have
dealt with this question [45], [46]. Nonetheless, in the
future, moral valuations and the views of possible users are
needed as an orientation for decisions on risk-taking and
risk-imposition [47]. The role of psychometric factors has
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been addressed in several studies. The general finding is
that humans are sceptical about machines taking over moral
decision-making tasks [48], [49]. But even if these types of
studies provide insight into the attitudes of the general
public, they do not provide approaches for regulating
automated decisions on moral issues. Gogoll et al. [49], for
example, recommend not to concentrate strictly on the
technical issues but to place equal emphasis on social
acceptance. Above all, they recommend investing in hands-
on experience as a foil to hypothetical scenarios.

D. Trust in Decision Support Systems

Decision-making can be complex and difficult,
especially in risky and morally relevant situations,
Therefore, attempts are often made to compensate for
human frailty through decision support. In the context of
increasingly complex decisions, so-called Decision Support
Systems (DSSs) are introduced, which are intended to
support people by presenting decision-relevant information
and advice. DSSs automate the computational part of
decision problems and support wusers by finding,
aggregating, and presenting relevant information, evaluate
decision alternatives, or calculate what-if scenarios [50],
[51].

DSS are at the interface between the human decision-
makers and the real-world, in our case the automated
technical system. As outlined above, trust plays an integral
role in human interaction with technical and automated
systems. Within DSSs, trust can be defined as a
combination of confidence and the willingness to follow
the recommendation of an intelligent decision aid [52].
Prior work showed that trust in automated processes
declines if the perceived competence of the automation
decreases even if the actual influence on performance is
limited. Also, an unreliable component decreased trust in
similar components but reduced trust did not carry over to
other components [53]. Error rates of automated DSS and
manual interactions influence trust and operators' self-
confidence. Higher manual error rates reduce self-
confidence whereas higher automation errors lead to lower
trust in the automation [54].

I1l. OBJECTIVES AND HYPOTHESIS

In lack of research on the effect of environmental factors on
trust, use, and adoption of automated systems, this study
explores the impact of risk and context on the delegation of
moral tasks to automated agents. For this, we developed an
experiment with a series of decision tasks with moral
implications. Ultimately, the tasks were aimed at revealing
under which conditions participants are willing to delegate
a given task and whether risk and context affect their
decision process. Accordingly, we propose the following
hypotheses:

H1: In situations of high risk, people will be reluctant
to delegate a task to automated agents.

H2: Tasks with attached moral values (e.g., potential
injury to humans) will be less likely to be delegated to
an automated agent.

H3: The context in which a task is to be executed
affects the willingness to delegate that task to an
automated agent.

H4: Presented system reliability influences reliance on
the automated system.

H5: The type of the DSS as an additional information
source influences the compliance with the support
system.

IV. METHODOLOGICAL PROCEDURE

A. Decision tasks with moral values attached

To validate the aforementioned hypotheses, the current
study had to be conceived in a way that ensured moral
values to be attached to the decisions taken by respondents
as well as the inclusion of uncertainty in which participants
are adequately presented with all relevant information
regarding the situation at hand. A further requirement was
the ability of the decision task to model real-life decision-
making accurately to fully emerge the participant into the
decision-process. We selected a game-based approach that
represents the various situations through microworlds
which on the one hand minimize the complexity of real-
world systems, and on the other hand, preserve the essential
characteristics of the task and allow experimental variations
[55].

Through an iterative process (see detailed explanation
in [56]) including literature reviews, paper prototyping, and
a series of pretests, a final decision task was
conceptualized. In its final wversion, participants were
presented with situations in which a package was to be
transported between two places. Participants were given the
choice between two modes: automatic or manual delivery.
This method has been repeatedly utilized throughout the
research on the reliance on automation and has shown to
provide robust results [53], [57]-[60]. In our study, the
automated mode was presented to participants as saving on
manual labour and therefore maximizing profit. However,
this came with a cost as the automated collection of the
package would be less safe. In fact, following the line of
thought that automation to this day is not able to operate
error-free, the automated delivery in this study would not
always be 100% reliable and hence would potentially
damage valuable goods, thus reducing profit. Even more so,
the automated agent could endanger the safety of humans
and potentially cause physical harm, raising the question of
morality. The manual mode, on the other hand, was 100%
reliable however less beneficial as personnel costs would
have to be deducted from the profit.

1) Reliability

To enable participants to estimate the success
probability of the automated agent (H4), following
common practice [60]-[62], three reliability levels were
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introduced: low (60%), medium (80%) and high (100%)
reliability. These levels were displayed to the participants
as the fraction of errors by mileage that the automated
agent had covered during its operation period. From this,
participants were able to estimate the probability of the
automation succeeding (or failing).

2) Context

To study the factor context (H3), three different
environments in which tasks should be executed were
designed. First, following the rise of the Industrial Internet
or Industry 4.0 [63], [64] and the use of interconnected
automated robots in the industry, a warehouse, in which a
forklift was tasked with the retrieval of a package from the
shop floor, was graphically presented to the participants.
Second, in accordance with the fast development of
automated driving, a delivery vehicle is instructed to
deliver a package across town in an urban scenario. The
last scenario addressed the medical domain, and a hospital
floor was portrayed to create a more fragile environment.
Here, a health robot had the task of delivering a liver to an
operating room. The test persons did not receive any further
information about the contexts.

The decision tasks in each context are shown in a birds-
eye view of a warehouse, a road system of a city, or a
hospital (see Fig. 2). As the actual tasks are the same, the
influence of context on decision making and thus possibly
different moral evaluations can be studied.

3) Risk

The levels of risk for studying H1 and H2 were
constructed following two distinct requirements. First, risk
levels needed to be gradually increased to evaluate whether
higher risk levels would impact the decision process of
participants. Second, the level of risk required to be tainted
with a certain share of moral values to assess whether the
inclusion of morality would influence the reliance on the
automated agent. Consequently, four levels of risk were
defined: no risk, property risk, personal risk, and property
and personal risk. First, property risk was defined by the
potential damage to private or public property by a person
that is not the owner of that property. This condition was
displayed to participants by positioning valuable goods
(e.g., medical equipment for the medical context) in the
various environments. In contrast, personal risk was
characterized by the possible injury of the body, mind,
and/or emotions of another human being and was visually
represented by positioning humans (e.g.., factory workers
for the warehouse context) within a specific environment.
In the condition property and personal risk, the two
aforementioned conditions are combined. Lastly, the no
risk level solely included the potential risk to the automated
agent itself.

4) Decision support system

Finally, we included a DSS to the decision task, with the
aim of recommending a specific dichotomous action to the
participant (automate the given task or execute manually).
To investigate if trust is rather shaped by the nature of the
trustor or the reliability of the automated vehicle, the DSS

either took the form of an engineer, Al, or statistical
analysis software (H5).

B. Game mechanics

In summary, participants were provided with various
visual and textual cues to assess the situation at hand (see
Fig. 2). First, the context was displayed by a graphical
representation of the environment which on a second layer
included the various levels of risk. Second, the reliability
was displayed by the fraction of errors by mileage
underneath the graphical representation of context. Third,
the DSS was represented visually by icons accompanied by
a textual recommendation (e.g., “I think you should choose
the manual way” — Artificial intelligence). Lastly, two
buttons (AUTOMATE vs. MANUAL) were displayed that
let participants log in their final decision. The displayed
buttons were supplemented by the foreseen profit for each
type of execution in case of success. The values for the
automation profit were selected at random and ranged from
$2000 to $5000. With this information in mind, the
expected value for the automation profit could be
calculated by multiplying the previous experience of the
vehicle (reliability) by the expected automation profit. The
profit for the manual option on the other hand was obtained
by either adding or subtracting 10% (in an alternating
manner) to the expected value of the automation profit.
After selecting one of the two options, a feedback panel
resolved the situation by presenting the achieved profit (or
loss) and indicating whether bystanders had been harmed in
any way. According to the outcome of the situation, the
profit and injuries were added to the overall balance and
injury counter in the upper right corner.

Possible damage: People could be (badly) injured and property could be damaged. (-360

Previous vehicle performance Decision aid
= Attempts: 140 " think you should
Errors: 56 -r choose the manual way"
1=y
o v
d
Profit: Profit:

Fig. 2: Overview of the decision task illustrating the warehouse context
and level of risk property and personal risk. Reliability is set to 60% and
the decision support system is of type Al, recommending opting for the
manual execution of the package collection by a forklift.

C. Study design

The study consisted of five distinct phases. In Phase 1
demographic data and personality traits of the participants
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were collected. Phase 2 provided a detailed explanation of
the decision task through an explanation wizard. Phase 3
allowed participants to undergo three training trials to
accustom themselves to the decision task and the system.
Training tasks were randomly chosen from the pool of
generated trials. The core of the study (phase 4) consisted
of a 3 (reliability) x 4 (risk level) x 3 (scenario) x 3 (DSS)
within-subject full-factorial design (see Table 1) resulting
in a total of 108 decision tasks (trials). Based on the full-
factorial design, a pool of counterbalanced trials was
generated for each participant and divided into 9 subsets
according to the combination of 3 (scenario) x 3 (DSS)
between the sets. Thus, reliability and risk level were
considered as within-set factors and scenario and DSS as
between-set factors. After each set, a post-set questionnaire
asked for the perception of the previous set of tasks. Lastly,
phase 5 consisted of a short semi-structured interview
aimed at gaining a better understanding of the decision-
making process.

TABLE |
Overview of full-factorial design

Factor Level Number of Levels
Reliability  Low reliability (60%)
Medium reliability (80%) 3

High reliability (100%)

Risk level No risk
Property risk
Personal risk
Property & personal risk

Context Warehouse
Urban 3
Medical

DSS Engineer
Statistical analysis software 3
Artificial intelligence

Total number of trials: 108

D. Materials & procedures

We implemented the decision tasks as a web application
(detailed explanation in [56]) which allowed for a seamless
integration of commonly used survey tools. Moreover, the
framework provides cross-device compatibility and, due to
its modular design, fast interchangeability of components
as well as efficient modelling of factor combination. The
final web-application was translated to German to account
for German participants.

The experiment was conducted in an empty seminar
room of the university on a 15-inch MacBook Pro. The
web-based decision task ran on the university’s server and
was presented to participants through the web browser
Chrome in full-screen mode. The questionnaires (pre-
experiment and post-set questionnaire) were hosted by
Qualtrics.

Within the decision tasks, participants were solely
allowed to use the keyboard. Pressing the A key would
select the automatic mode and pressing the M key would
trigger the manual mode. After that, pressing the Spacebar

proceeds to the next trial. We used this design to measure
decision times (time between the first sight of the task and
the decision of the participant) in the background relying
solely on keyboard interactions to increase measurement
accuracy.

E. Questionnaires

In the first questionnaire (phase 1) we asked about the
participants’ age, gender, current field of work (technical,
non-technical domain), and their highest educational
attainment. Further, we measured the disposition to risk
queried on a validated single-item scale [65] as well as the
disposition to trust on a validated three-item scale [66].
Complementing this measure, disposition to trust in
automation was measured by a self-developed five-item
scale based on Jian et al.’s work [67] to assess participants
general level of trust in automated systems. In additions
Jian et al.’s items the dimension of mistrust was added to
the scale (see Appendix A).

The post-set questionnaire first asked participants how
safe they felt when making decisions within the last set of
trials (safety perception). Secondly, a risk measure was
included to assess participants’ willingness to take risk
depending on the presented scenario. Lastly, participants
were asked to evaluate to which extent they relied on the
recommendation of the DSS (compliance with DSS).

F. The sample

We recruited the participants through personal and
technology-mediated social networks. They were informed
that participation was voluntary, not rewarded, and that
they could withdraw from the study at any time without any
disadvantage (informed consent and voluntariness). In total,
43 people took part in the experiment including 27 female
(62.8%) and 16 male (37.2%) participants. The average age
was 25.2 years (SD = 7.5) with a minimum age of 19 and a
maximum of 68 years. The sample was relatively well-
educated with more than half of the participants (22,
51.2%) in possession of a high school degree, 13 (30.2%)
bachelor graduates and 7 having successfully obtained their
master’s degree (16.3%). One person stated that they had
completed an apprenticeship. Regarding their job nature, 21
participants (48.8%) claimed to work in a technical field,
while 17 (39.5%) were employed in a non-technical
domain. Five participants stated that they were currently
unemployed. As we used a randomized full-factorial
design, systematic biases through the (un-)employment
status are rather unlikely. The average disposition to risk
assessed in the pre-experiment questionnaire reached a
mean of 5.53 (SD = 1.95) on a scale from 1 to 10, where
lower scores represent higher risk aversion.

G. Analysis

Descriptive statistics are reported for the various
variables. Differences in means are analysed by t-tests, one-
way and two-way repeated measures analysis of variance
(ANOVA) and effect sizes are reported as #°. If the
assumption of sphericity is not met, we report Greenhouse-
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Geiser and Huyn-Feldt corrected values accordingly.
According to conventional practice in social science studies
[68], [69], we set the level of significance for rejecting the
null-hypothesis to a = .05. To make the binary decision to
automate illustrative and due to the explanatory nature of
this study, the decision to automate is analysed individually
for each factor using subsequent ANOVAs by aggregating
the decisions of the other conditions into a metric variable
ranging from 0% (no) to 100% (full reliance). We have
previously assessed, using a logistic regression across all
factors and the binary outcome variable, that this approach
yields similar(,* = 2058, p < .001, AIC = 4355) and have
corrected for type | error inflation. We used R 4.0.3 for the
analyses.

V. RESULTS

This section presents the results of the experiment. First,
we review the impact of the level of risk on the reliance on
the automated agent. Second, we analysed the effect of
context, i.e., the environment in which the task is
embedded. For both factors (risk and context) descriptive
and inferential statistics are provided and supplemented by
the qualitative findings of the post-experiment interviews.
Additionally, the subjective evaluation of the decision tasks
collected in the post-set questionnaire is presented for the
block-factor (see section 4B) context. Lastly, interaction
effects are presented.

On average participants relied on the automated agent in
about half of the decision tasks (M = 53.9%, SD = 14.8).
The median time to reach a decision was on average 4.29s
(SD = 1.97). In the post-set questionnaire, participants were
asked how safe they felt in the proposed environment
(perception of safety), how risky they estimated their
decision behaviour (risk perception), and about the extent
to which they relied on the previous experience of the
automated agents (reliance on reliability). While the
reliance on reliability reached a mean score of 4.58 (SD =
1.04), the perception of safety scored an average of 4.22
(SD = 0.90); both are above the centre of the scale. The
mean willingness of participants engaging in risky
behaviour, on the other hand, was 3.11 (SD = 0.99) which
here is lower than the centre of the scale.

A. The impact of risk

Throughout the experiment, participants were subjected
to four different gradually increasing levels of risk (H1 and
H2): no risk, property risk, personal risk, and property and
personal risk. The highest reliance on the automated agent
was found in the condition in which only foreign property
could be damaged (property risk) with a mean of 72.78%
(SD = 19.64). In contrast, the condition with the lowest
reliance on the automated agent was shown for the personal
risk level (M = 36.40%, SD = 17.70). Similar scores could
be found for the risk level which included the potential
damage to humans and foreign property with an average
reliance of 41.96% (SD = 22.28). The level for which
solely the automated agent could be damaged but without
damage towards persons or property scored an average

reliance of 64.21% (SD = 21.08).

The overall effect of risk was assessed by performing a
one-way repeated measures ANOVA with the risk level as
independent and the aggregated reliance score as dependent
variable. The results of the analysis of variance revealed a
strong and significant effect of risk on the reliance on the
automated agent (F(1.93, 81,13) = 51.20, p < .001, 5% =
0.88). The results of subsequent planned orthogonal
contrasts are twofold: First, the reliance on automation is
significantly different in the presence of risk in comparison
to situations in which risk is absent (t(126) = 4.91, p <
.001). Second, the potential of damage to a human being
significantly reduces the reliance on automation in
comparison to the potential damage to foreign property
(t(126) = 11.26, p < .001). Comparing the risk levels
personal risk and property and personal risk did not yield
any significant differences in reliance. Finally, analysing
the effect of risk levels on decision time did not provide
any evidence of significance. A comparison of average
reliance for each risk level is shown in Fig. 3, which shows
a violin plot indicative of the reliance distribution for each
risk level.

These findings are further supported by the post-
experiment interviews in which participants stated that
there was not any kind of monetary value that could justify
the injury to a human being. A handful of participants
further stated that the potential injury of bystanders would
make their decision more difficult and, in that case, would
rather opt for a manual execution of the task. Moreover, it
was noted that a differentiation between the personal risk
and personal and property risk levels was not made, as the
inclusion of potential harm to people would overshadow
the damage to foreign property. Lastly, participants claimed
that property damage was neglectable and that they would
often act in a riskier manner in that particular case.

The impact of risk level on reliance on automation
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Fig. 3: The impact of risk on the reliance on the automated agent including
error bars and mean in violin plot.

B. The influence of context

To study hypothesis H3, the physical environment of the
decision task was altered, and three different scenarios were
presented to the participants: warehouse, urban, and
medical scenario. With 55.86% (SD = 15.40), the highest
reliance was found in the warehouse scenario in which a
forklift was tasked with collecting a package on the other
side of a warehouse. In the medical scenario, the average
reliance was the lowest with 51.87% (SD = 16.29). Here,
the medical context was represented by a hospital in which
a robot was given the task of transporting a liver to the OR,
making this environment more fragile than others. The
urban scenario was somewhere in the middle with a mean
reliance of 53.81% (SD = 14.93).

For the ANOVA, the type of context acted as the
independent variable and the reliance on the automated
agent as the dependent one. The results indicate a weak but
significant effect of context on the reliance on automation
(F(2, 84) = 4.81, p = .011 < .05, 5° = 0.092). This effect
remained significant even after the removal of one outlier
that chose not to automate whenever the medical scenario
was presented (see Fig. 4). Subsequently performed
orthogonal planed contrasts reveal that, in the medical
context, the reliance on automation is significantly lower in
contrast to the two other conditions (t(84) = -2.66, p = .009
< .05). The differences in means between the urban and
warehouse scenario were not significant. Performing
ANOVA with the context as independent variable and the
decision times as dependent variable did not lead to any
significant differences in means between the different
scenarios. Fig. 4 illustrates the mean reliance in dependence
on the context.

The impact of context on reliance on automation
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Fig. 4: The impact of context on the reliance of the automated agent
including error bars and mean in violin plot.

Again, the statistical results are in line with the analysis
of the post-experiment interviews. Participants reported the
medical context to be more fragile and that they would
therefore be more careful in their decision-making process.
They furthermore stated that, in this particular environment,
small mistakes would lead to dramatic consequences and
that they were less willing to take risks. Additionally,
reflecting the absence of differences between the urban and
warehouse context, participants noted that they would come
to similar decisions in both environments.

Lastly, participants mentioned that the highest amount of
risk was taken in the warehouse scenario, as they
considered it to be a closed environment in which workers
are specifically trained for the purpose of working with
automated machines.

Finally, the effect of the context on the perception of
safety, the reliance on the previous experience of the
automated agent, and the willingness to take risk was
analysed. Yet, ANOVA did not show a significant main
effect on any of these factors. A marginally significant
result was solely found for the impact of context on the
reliance on the previous experience of the automated agent
(F(1.35, 55.20) = 2.98, p = .078 > .05, °c = .014). While in
the medical scenario the subjective reliance on the previous
experience of the vehicle was 4.43 (SD = 1.04) on average,
it was higher in the urban (M = 4.63, SD = 0.85) and
warehouse scenario (M = 4.67, SD = 0.82). May that as it
be, further investigation is required to examine whether
these results hold up in larger samples.

C. Reliability & Decision Support System (DSS)

Next, we analysed the effect of additional information
that was presented to the participants as further guidance.
We first evaluated the effect of the reliability of the
automated agent that was presented to the participant as the
previous experience of the delivery vehicle (H4). Then, we
evaluated the effect of the type of DSS on the compliance
with the DSS (H5).

Reliability: For each of the trials, participants were
randomly presented with one of three different reliability
levels: 60%, 80%, 100%. Unsurprisingly, the highest
reliance on the automated agent was recorded for the
control condition 100% reliability with a mean score of
89.42% (SD = 15.71). Both the 60% and 80% condition
scored lower than the control condition with 27.11% (SD =
18.99) and 44.91% (SD = 24.43) respectively. The results
of ANOVA testing, with the level of reliability as the
independent and the reliance on automation as a dependent
variable, indicated that the manipulation of the factor
reliability significantly influenced the reliance on the
automated agent (F(2, 84) = 160.24, p < .001, 5% = .88).
Subsequent post-hoc tests revealed a pairwise significant
difference in reliance for all three reliability levels (p <
.001). In terms of decision times, it took participants on
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average 3.36 seconds to reach a decision in the 100%
reliability condition, while for the 60% and 80% reliability
levels decision speeds were lower. In fact, the average
decision time was 5.00 (SD = 3.28) seconds in the 60%
condition and 5.14 (SD = 2.84) for the 80% reliability
level. Moreover, ANOVA, with the decision time as a
dependent variable and the level of reliability as
independent variable, showed that the level of reliability
had a significant effect on the time it took participants to
decide whether to automate or not (F(2, 84) = 21.86, p <
.001, 5% = .74). Here again, subsequent post-hoc testing
showed pairwise significant difference in decision times for
each reliability level.

DSS: The various DSSs were introduced into the study
design as a block factor. Therefore, the subjective
compliance with the DSS could be assessed in the post-set
questionnaire by asking participants to which extent they
followed the recommendation of the DSS presented in the
previously completed block. Evaluating these subjective
measures did, however, not show any significant difference
in means regarding the compliance with the different DSSs.
Compliance scores were relatively similar with the Al
scoring 49.46% (SD =25.24), the engineer reaching a mean
of 48.75% (SD = 26.29), and the statistical analysis 49.86%
(SD = 25.33).

D. Interaction effects

In a last step, we focused on interaction effects. Results
revealed a small but significant interaction between Risk x
Reliability (F(6, 252) = 13.46, p < .001, #°c = .05).
Consequently, the participants reacted differently to the
different levels of risk depending on the reliability of the
automated vehicle. For instance, in the case of possible
harm to bystanders, reliance on the automated agent
dropped significantly lower in low reliability conditions. In
fact, when reliability was 100%, reliance on automation
was slightly higher in the personal risk condition (M =
83.46, SD = 25.59), than in the property and personal risk
condition (M = 79.97, SD = 25.59). In contrast, there was a
drop in reliance when reliability levels fell below 100%
(see Fig. 5). All other two-way interactions were not
significant.
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Fig. 5: Interaction effect between the factors risk and reliability on
automation reliance.

VI. DISCUSSION

Since automation will continue to increase, it is
necessary to address how the willingness to automate is set
in different contexts, in situations with moral components
or uncertainty, and depending on the availability of
information e.g., on reliability. To address these challenges,
we designed a game-based study with three different
scenarios (warehouse, medical, urban) and with various
levels of risk. The controlled gaming environment allowed
us to manipulate specific factors known to be as relevant
for (moral) decision-making and automation. Our study
revealed both expected and unexpected results.

Firstly, our results showed that the decision-making
context has a small but measurable impact on the reliance
on the automated system, supporting research hypothesis
H3. Despite its small effect, this finding was surprising
because it is only caused by the visual representation of the
task, not the underlying game mechanics. If we assume
participant behaviour to be rational, the different contexts
should not lead to differences in trust in and reliance on the
automated system. We found, nonetheless, that the
participants relied less on the automated vehicle in the
medical domain, whereas reliance was higher in the
warehouse domain. We assume that this was caused by
differences in perceived criticality, where accidents were
perceived as more severe in the hospital than in the
warehouse context (although instructed otherwise). There
could also be different basic assumptions about the value of
the potential damaged goods or the presence of more
persons or objects that might be affected by an accident. In
addition, the fact that hospitals are perceived as safe
environments for people in a state of wvulnerability,
suffering injuries in this context might have been
considered as extra objectionable. Since we did not actively
address these aspects, we cannot rule that they may have
been a confound. Additional qualitative studies could
provide more insight into the mental models held by our
participants, thus allowing for clearer instruction. More
knowledge about mental models would also allow us to ask
other informative questions about the context of moral
decision making, e.g., the impact of risk exposure from the
decision-maker’s perspective.

Secondly, our study found that participants reacted
differently depending on the types of risk associated with
automated tasks, supporting research hypothesis H2,
namely, that the use of automation was lowest in situations
where personal injuries were to be feared and highest when
only property damage could occur. No difference was
found between the two conditions involving personal
injuries alone or in combination with material damages.
Our data indicated that the possibility of personal injury
alone was sufficient for our participants to refrain from
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using automated systems.

Thirdly, the technical reliability of the automated vehicle
had a strong impact on our participants’ willingness to, in
turn, rely on the vehicle, supporting research hypothesis
H4. It is not surprising that reliance declines with lower
reliability. However, that even a seemingly perfect
automated system is not fully relied upon is an interesting
finding as it may indicate that people, in general, may
dismiss the benefits of automation even when it is perfectly
warranted (under-reliance [2], see section 2a). That said,
the results of our study are inconclusive in regard to the
origin of this effect. Future work should evaluate if and to
what extent the following possible explanations may be
responsible: Reduced reliance might be shaped by prior
negative experiences (c.f., learned distrust from past
experimental conditions [54], [70]), a lower overall trust in
automated systems in general (based own experience or
social learning), or by the presentation of the reliability
based on the past performance of the automated agent
which may not have been seen as a guarantee for the actual
performance.

Fourthly, we could not find any influence of the type of
support system on user trust in the support system.
Consequently, H5 was rejected. We expected that our
participants would attribute different levels of trust to the
three different agents, and consequently follow their
suggestions to varying degrees. Nevertheless, our results
corroborate findings from Clifford and Nass that people
may consider interactive media in our three contexts as
social agents [71], thus possibly explaining why the
expected differences fade. Here, future work with either a
significantly larger sample size or more distinguishable
representations of the support system (including a digital
assistant vs. a human agent) may prove informative.

From a methodological perspective, it is important to
note that the research framework we developed using
various scenarios was effective as far as the different
experimental conditions lead to measurable and consistent
changes in attitudes and behaviours in the participants.

Overall, the results and especially the effect of context
and risk type on reliance on automation suggest that people
trust automation to various degrees depending on where the
automation is used and what consequences might arise
from failing systems. This implies—at least from the
perspective of social acceptance—that automation and
machine ethics are not universal and task-independent but
that they must be specifically tailored to the task and usage
context.

VII. LIMITATIONS

While the present study seems to provide robust results,
it does not come without its limitations.

First, profits and losses in the game were selected
arbitrarily. This is not problematic in this context, as one of
the foci lay on the experimental separation of moral and
economic decision making. Future studies may vary gains
and losses to investigate the relationship between moral

considerations and economic theories, e.g. Prospect Theory
[72], and examine if users’ moral decision-making changes
at higher stakes.

Further, we used a scenario-based approach to study
how people would interact with automated systems in
moral situations. Although people will most likely react
differently in real-world environments, prior work from
automation research suggests that the findings are partially
transferable to real-world decision making [70], especially
in regard to the factors that do and do not influence
decision making. Nonetheless, future work should study
how user preferences change with closer proximity to real
decision situations either by providing more contextual
information, which could ensure that any uncertainties in
assumptions about risk exposure are mitigated, or by
interviewing participants in more or even entirely realistic
decision-making situations. It also seems advisable to
analyse the participants’ mental models and decision-
making motives related to the investigated scenarios and
check to what extent these are an influencing aspect or not.

VIIl. CONCLUSION

The applied research framework described here is one
approach to identify and quantify factors crucial to
understanding users’ expectations of how automation
should behave and whether it is implemented within their
expectations. This is key as automated systems will only be
socially accepted if technical performance is aligned with
ethical and legal considerations as well as social
expectations [11].

This study suggests that it makes sense to generate more
information about the specific characteristics of the stress
field of human atomization and morally relevant decisions
in the context of controllable environments for decision
tasks.

In the near future, it will also be essential to learn more
about the factors that influence people’s trust in automated
systems in the context of moral decisions. More knowledge
about the conditions and willingness to have automated
systems perform morally sensitive tasks will be crucial for
how quickly technologies, such as automated driving, can
become established. In addition to the other aspects not
examined here, we will have to clarify how to technically
implement and communicate machine ethics that, from the
human point of view, are also legally justifiable and
trustworthy. The design of automated systems will be a
success if both technical and human requirements are
harmonized and well-aligned.

APPENDIX
A. Adapted items from Jian et al. (2000)
TABLE |

Adapted items from the Empirically Determined Scale
of Trust in Automated Systems [73]

Original Item Adapted item
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| can trust the system.
| am wary of the system.

The system is reliable.

The system’s actions will have
harmful or injurious
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In general, | will trust autonomous
systems.

I am careful when using
autonomous systems.

Autonomous systems are reliable.

I mistrust decisions of autonomous
systems.

The actions of autonomous systems
will have negative consequences

consequences.
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