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Kurzfassung

Ein resilientes System zur Automatisierung von Verteilnetzen (Distribution
Grid Automation-DGA) gewihrleistet einen sicheren und zuverlassigen
Betrieb aktiver Verteilnetze und deren Versorgungssicherheit. Fiir eine
robuste Auslegung des DGA-Systems muss seine Zuverlédssigkeit gegen-
iiber zufélligen Komponentenausfillen und die Anfélligkeit fir gezielte
Angriffe bewertet werden, damit geeignete Komponentenredundanzen so-
wie Cyber- und physische Sicherheitsmafinahmen implementiert werden
kénnen. Daher wird fiir die Zuverldssigkeitsbewertung von DGA-Systemen
eine auf der Continuous Time Markov Chain (CTMC) basierende Bewer-
tungsmethode vorgeschlagen, die die Multi Domain Reliability Matrix
(MDRM) einbezieht und die cyber-physische Interdependenz erfasst. Um
die Anfilligkeit von DGA-Systemen gegen cyber-physische Angriffe zu be-
werten und die Auswirkungen von Sicherheitsmafinahmen zu untersuchen,
wird eine CTMC-basierte Methodik vorgestellt, die eine Multi-Criteria-
Decision-Making-Methodik beinhaltet. Schlieflich wird ein auf Blockchain
und Smart Contracts basierendes, resilientes Design von DGA-Systemen
vorgeschlagen, das eine hohe Verfiigbarkeit der DGA-Funktionen auch
bei zufilligen Ausfillen und gezielten Angriffen auf die DGA-Systeme
gewdhrleistet.
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Abstract

A resilient Distribution Grid Automation (DGA) system ensures safe and
reliable operation of active distribution grids and its supply security . For
resilient design of the DGA system its reliability against random component
failures and the susceptibility to targeted attacks must be evaluated, so
that appropriate component redundancies and cyber & physical security
measures could be implemented. Hence, a Continuous Time Markov Chain
(CTMC) based methodology, incorporating the Multi Domain Reliability
Matrix (MDRM) is proposed for the reliability evaluation DGA systems
that captures the cyber-physical interdependence. Furthermore, to evaluate
the susceptibility of the DGA systems against cyber-physical attacks
and study the impact of the security countermeasures, a CTMC based
methodology incorporating a Multi-Criteria-Decision-Making methodology
is presented. Finally, a Blockchain, and Smart contract based resilient
design of DGA systems is proposed that ensures high availability of DGA
functions even against random failures and targetted attacks on the DGA
systems
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Introduction

1.1 Motivation

The current power system is going through fundamental changes in design.
There is a paradigm shift in how the energy is produced, delivered and
consumed as shown in Fig. 1.1. This can be attributed to the higher pene-
tration of distributed energy resources (specifically from renewable energy
resources),reduction in coal based power generation, increase in e-vehicles,
cheaper energy storage solutions, smart demand response measures, effi-
cient load management systems (smart home, smart building and smart
city initiatives), evolution of consumers to a prosumers and government
legislature supporting peer-to-peer energy trading and neighbourhood
energy exchange [MIS19],[Coma],[HW17],[Sil+21],[RPD14].

Most of the transformation is happening at the distribution grid level.
The Distribution System Operators (DSO) are facing problems in manag-
ing the transformation of a passive distribution grid to an active grid with
bi-directional power flows as shown in Fig. 1.1, with higher penetration
of renewable, E-Vehicles, controllable loads and storage systems. There-
fore, similar to the transmission grid, the distribution grid automation
is being upgraded to support power dispatch, congestion management,
Volt-Var optimization, complex Fault Localisation Isolation and Service
Restoration (FLISR), Black-Start, and wide area monitoring utilizing
Advance Metering Infrastructure (AMI) and low cost Phasor Measurement
Unit (PMU)s. Varied methodologies to implement these functions have
been proposed in the literature and have been implemented in trial sites.
The authors in [Man+16b],[Man+15b] present an IEC 61850 based im-
plementation of the Volt-Var application for distribution grids, they also
include the resources offered by E-Vehicles for Volt-Var applications in
[Man+16a]. The authors in [Ang+15] present an implementation of the
Volt-Var application using Long Term Evolution (LTE)(4G) infrastruc-
ture. A real-time platform for the design and implementation of an IEC
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Traditional Power System

Figure 1.1: Power grid transformation

61850 based FLISR application for distribution grids has been presented
in [Jam+16]. A real-time platform utilising smart meter measurements
(AMI) and low cost PMUs has been presented in [Ang+16][Ang+17],
which was also implemented at the trial site of Italian DSO Unareti in
the framework of IDE4L project, an FP7 project funded by European
Commission [Rep+17]. A 5G and cellular network enabled Black-Start
functionality have been proposed in [McK+20],[McK+17], for distribu-
tion grid and deployed at different DSO trial sites in Europe within the
framework of the project SUCCESS, a Horizon 2020 project funded by
the European Commission [Suc],[SUC]. A cloud based state estimation
for monitoring distribution grid using smart meters has been presented
in [Pau+18],[Pau+16b]. The presented work has been implemented in
different trial sites within the scope of the project Flexmeter, a Horizon
2020 initiative funded by the European Commission. The authors present
the recent advances in the demand side management and the different
automation architectures implementing them in [DMS18]. Furthermore,



1.1 Motivation

the concept of dual demand side management has been introduced in
[Mon+15] and the details of the operation is also provided. The authors
in [She+19], [Han+17] propose different methodologies to perform con-
gestion management in distribution grids by interacting with different
actors namely the market entities, aggregators demand and supply fore-
casting entities, thus necessitating a complex automation architecture
that enables communication with heterogeneous entities responsible for
realising the congestion management. Furthermore, a higher degree of
interaction between the Transmission System Operators (TSO)s and DSOs
is expected in the future to manage the volatility in the energy generation
from the renewable energy resources to keep the power grid stable [Sil+21].
Therefore, the Distribution Grid Automation (DGA) system is required,
that helps in realising all the aforementioned automation functions for
distribution grids. The DGA would be responsible for monitoring, control
and protection of the distribution grid and its assets, while interacting
with the T'SOs to maintain the complete power grid stable.

However, in order to achieve the aforementioned goals thanks to the
advancement in Information and Communication Technology (ICT) in-
frastructures, highly flexible and scalable architectures of DGA have been
proposed in the literature. Architectures varying in nature from hierar-
chical structures, as in [Rep+17], to completely distributed multi-agent
architectures as presented in [Kam| have been proposed. The digitization
of the substation with Ethernet based IEC 61850 based automation ar-
chitectures, packet based communication protocols, deployment of smart
meters and low cost Phasor Measurement Unit (PMU)s (Advance Me-
tering Infrastructure (AMI)) [FLE],[NRG], deployment of heterogeneous
communication infrastructure (Wireless (Cellular, Wi-Fi), Wired (Ether-
net, Serial, PLC)) for measurement data acquisition and control [GR15]
[SUC],[ESA],[NRG] and adoption of edge cloud and other cloud based
automation [FIS], [PLA] have enabled the design and implementation of
futuristic automation architectures for distribution grids [MP16].

By considering all possible use-cases for the automation of power grids,
a smart Grid road map as shown in Fig. 1.2, has been identified. From
this figure it is clear that there are different automation actors involved
in the different zones and domains. Furthermore, it can also be seen
that, for the complete automation of the distribution grids, a wide range
of communication and data acquisition systems have to be deployed. A
single automation function can be successfully carried out by different
automation actors participating at different operation zones. Therefore,
for successful realisation of a complete automation function the proper
functioning of the ICT infrastructures along with the different measure-
ment and control system should be ensured. The authors in [Hae+19]
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provide a survey of the different blackouts that happened globally. They
also provide a detailed estimation of socio-economic costs incurred due to
the various blackouts. A set of the major reasons for a large number of
blackouts are being attributed to the failure of the control and automation
system and the complex interdependence of the ICT infrastructure and
the power equipment (Sensors and Actuators) [Hae419]. This problem
becomes even more acute, when ICT enabled automation systems are
deployed for proactively identifying and taking precautionary measures
through Wide Area Monitoring, Protection And Control (WAMPAC)
[Gup+16][TCF09], to avoid blackouts. However, it should be noted that
the different automation functions realised by the WAMPAC are heavily
dependent on the ICT infrastructure and their interdependence. The
architecture of the DGA infrastructure determines how the different func-
tions of the WAMPAC are realised. For evaluating the effectiveness of a
specific automation architecture, the complex interdependence between the
different ICT infrastructure (that forms the cyber part of DGA) and the
physical components (sensors, actuators, controllers, breakers, etc) have to
be analysed. The DGA system, hence, becomes a critical cyber-physical
system with complex inter-dependencies, that ensures safe and reliable
supply of electrical energy. Its availability impacts the availability of power
to the consumers and ensure stability of the grid. The impact of failures
of the cyber and physical components of the DGA systems have different
impacts on the availability of different automation functions realised by
the DGA system.

Therefore, designers of the DGA architecture have to carefully plan
the system hardening measures that makes the DGA systems inherently
reliable and resilient-by-design. There are different measures that could
be deployed to improve the reliability and resiliency of the system against
failures. The reliability of the system can be improved by deploying
adequate redundancies and component maintenance strategies. Improving
the reliability helps in coping with random failures of the components of
the DGA system. Normally, the reliability /availability of the system is
calculated considering the random failure of its constituting components.
Though a lot of research has been done in this regard, availability of the
DGA systems considering the failure of cyber and physical components,
and their dependence in realising a specific automation function is sparsely
studied. A generic methodology to evaluate the reliability of the cyber-
physical DGA system, in particular the reliability of the DGA system
to implement an automation function, is required. This enables the
system designers to evaluate and compare the effectiveness of the different
hardening measures (component redundancies) put in place. One of the
main contribution of this thesis is to provide a methodology to evaluate



1.1 Motivation

Generation Distribution DER Consumption Communication | Crosscutting

RETAIL ENERGY MARKET INGL VPP

Energy Trading
‘Applecation

=

Market

ENTERPRISE 5 Eneroy Trading Appication

el et

Market

Enterprise
Enterprise

/ectemesverew
E
T

Operation
Operation

Field
Field

Station
Station

[ [mm] @]

Generatian Transmission Distribution DER

Process
Process

Communication | Crosscuttina

Figure 1.2: Smart grid roadmap [Comb]

the availability /reliability of the DGA systems due to random failures of
the cyber and physical components considering the complex dependencies
between the cyber and physical components in realising the automation
function, to evaluate the effectiveness of redundancies in cyber and physical
components.

But apart from the random failures of the component, intentional failures
(attacks) on the cyber and physical components of the DGA systems have
also resulted in the unavailability of automation functions resulting in large
blackouts. One of the relevant examples is the attack on theDGA system of
the Ukranian DSO, where different vulnerabilities of the cyber and physical
components of the DGA systems were exploited, resulting in a blackout
impacting 225,000 people. The system designers must also harden the
system against intentional attacks. For effective hardening of the system
against intended failures, the susceptibility of the DGA system should be
evaluated. The susceptibility can then be used as an index to evaluate
the effectiveness of the countermeasures. The implemented hardening
measures help in reducing the risk of the intended attack. However, while
evaluating the susceptibility of the DGA systems to cyber-physical attacks,
major aspects of the uncertainties of exploiting the vulnerabilities, skill
of the attacker and the stochasticity in the attack propagation should be
considered.
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Understanding the system performance against random and intended
failures is important to define mechanisms that make the DGA systems
resilient-by-design. Evaluating the reliability and susceptibility of the
DGA system helps in quantifying the risk of a random and intended
failures on to the DGA system and subsequently the effectiveness of the
system hardening measures. These two metrics (Reliability /Availability &
Susceptibility) helps to quantify the preparedness of the system against a
known set of failures. Unfortunately, as all the possible sources of failure
can not be known a-priori, no level of hardening measures can ensure
100% availability and full protection against all possible intended attacks.
Therefore, additional hardening measures have to be taken to make system
resilient-by-design. Goal is to make sure that, even when a random failure
or an intended attack makes the DGA unavailable, inherent processes
are enabled that ensure fast recovery making the all the DGA system
functionalities available as soon as possible. A lot of studies have been made
to improve the resiliency of the distribution grid by optimally planning for
adequate placement and operation of DERs, E-Vs and storage capacities in
the distribution grid. Furthermore, optimal power grid network planning
and service restoration schemes have been proposed for improving the
resilience of the distribution grid. However, measures to improve the
resiliency of the cyber-physical DGA systems is sparsely studied.

Therefore, in this thesis, in the wake to create a DGA system that is
reliable and resilient-by-design, the following have been proposed:

e Develop a theoretical methodology to evaluate the availability /relia-
bility of the cyber-physical DGA systems due to random failures of
the cyber and physical components.

— Consider the complex dependencies between the cyber and
physical components in realising the automation function.

e Develop a theoretical methodology to evaluate the susceptibility of
the DGA to targeted cyber & physical attacks.

— Consider uncertainty in attack frequency, launch of atomic
attacks, effectiveness of countermeasure, skill of the attacker
(based on exposure and exploitability of vulnerabilities).

— Evaluate the attack propagation for optimal countermeasure

design.

e Develop a theoretical concept and a proof-of-concept implementation
of DGA that is resilient by design.
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1.2 Main contribution

The evaluation of the reliability /availability is done by developing a failure
model of a DGA function by considering the failure characteristics of the
cyber & physical components and their interdependence in realising the
DGA function. A methodology is proposed, where the DGA function is
divided into mutually exclusive and collectively exhaustive cyber-physical
Functional Blocks (FBs). The reliability of the DGA is then derived as
the function of the reliability of the combination of the FBs. The failure of
cyber and physical components of each FB is modelled using Continuous
Time Markov Chain (CTMC). A novel Multi Domain Reliability Matrix
(MDRM) is then proposed to capture the interdependence of the cyber
and physical components in realising the DGA function successfully. The
reliability of cyber-physical Multi-Terminal DC grids and heterogenous
wide area monitoring of distribution grids is presented. The proposed
method of representing the DGA function as a set of FBs and using
the CTMC with MDRM to evaluate its reliability /availability is a new
addition to the current state of the art, that enables to study the complex
cyber-physical DGA system.

To evaluate the susceptibility of the DGA system to targeted cyber and
physical attacks and predict its propagation, a stochastic methodology is
proposed. A threat scenario is assumed to be available, (depicting foresee-
able attack vectors) determined by the security experts considering the
vulnerabilities of the cyber and physical components, their exposure and
exploitability. The proposed methodology adds to the current state of art
by enabling the modelling of dependence of each attack step (concurrency,
sequency etc) in realising a coordinated attack and the uncertainty of
the attack step namely the uncertainty in attack/atomic attack launch
time, exploitability of vulnerability, effectiveness of the countermeasures
and the uncertainty in the launch time of the countermeasure. It also
enables the probabilistic risk evaluation of an attack agent/vector. The
proposed methodology assumes that a threat scenario has been identified
by the security experts and represented as attack trees. To model the
attack dependencies (like concurrency and sequence) the attack tree is
re-modelled as a Petri net. Then a reachability graph of the Petri net
is generated to identify the possible attack vectors and the attack goals
and subgoals. The reachability graph is then considered as the Markov
chain where the states correspond to the attack state (goals & subgoals)
and a transition corresponds to the atomic attack step (exploitability of
device vulnerability). The Markov chain enables the modelling of the
attack propagation as a transition in a state based stochastic process
where the uncertainty of each step in the attack propagation (state transi-
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tion), represents the uncertainty in the attack launch time, uncertainty in
exploitability of device vulnerability, effectiveness of the countermeasure,
uncertainty in launch time of a countermeasure. The standard metrics of
attack propagation namely the probability of reaching goals and subgoals
of the attack, time to compromise and the mean time spent in sub-goals
before reaching the final goal can be calculated using the Markov chain for-
malism. In a nutshell, a probabilistic threat propagation analysis method
is proposed that incorporates the following aspects, which have not been
comprehensively addressed in the literature before:

e Dependence of the different attacks (e.g sequential, concurrent etc)
e Uncertainty and frequency of occurrence of an attack event

e Uncertainty in launching time of an atomic attack (atomic attack
step)

— Level of vulnerabilities
— Degree of exploitation of these vulnerabilities

— Skill of the attacker
o Effectiveness of a countermeasure
« Time/ Rate of countermeasure actuation

Finally, to enable the DGA system to be Resilient-By-Design and sur-
vive an unavoidable cyber/physical component failure a novel solution
exploiting the virtualization of the grid operation functions, Blockchain
and Smart contracts is proposed. Furthermore, a simple proof of concept
implementation of the proposed solution is also presented. The proposed
solution optimally allocates the different grid operation functions, con-
sidering the hardware resources and requirements of the grid operation
function, in a network of geographically separated control /automation
units, when specific automation unit is compromised (either due to a
random or intended failure). The Blockchain (or a Distributed Ledger
Technology (DLT)) is used to store the status/configuration of the all
the automation devices and requirements of the automation functions, so
that safe and securer-initialisation of the grid operation functions hosted
by the compromised automation device can be done on other healthy
automation devices. a Multi Attribute Decision Making (MADM) based
smart contract is proposed to perform this allocation of the DGA functions
on the detection of the unavailable automation unit. A proof-of-concept
implementation is done using Node-Red, Hyperledger and CALVIN frame-
work. As such a solution is not been developed before for DGA system,
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the work has resulted in a patent filed in Germany and in Luxemburg.
The major contribution of the thesis is as follows:

Explains how the Blockchain technology can be utilized in enabling
the resilient functioning of the IT infrastructure supporting DGA
system based on IDEA4L architecture, where Substation Automation
Unit (SAU)s are responsible for monitoring, control and protection
of distribution grid.

An explanation of how Blockchain based smart contracts can perform
secure and distributed migration of applications is presented.

A Proof of Concept (PoC) implementation of the proposed solution
is presented. The Hyperledger Composer [Hyp| and Hyperledger
Fabric are utilized for implementing the Blockchain and Smart con-
tract component of the PoC. Then the implemented Blockchain
application is integrated with the Calvin platform [Eri] via the flow
programming tool called Node-Red [Nod] and REST API. Then,
the scenario in which application (or actor) migration would get
triggered automatically by the devices (or Runtimes) are proposed.

A Multiple Attribute Decision Making (MADM) based algorithm
is proposed for choosing the destination machine (or Runtime) to
migrate the selected applications (or actors) is proposed.

The working functionality (i.e. migration process) of the implemented
prototype is tested and the performance evaluation i.e. variation in
transaction latency under certain conditions, is performed.

1.3 Organization

The thesis is organised as given below.

1.

Chapter 2 presents the methodology for the reliability evaluation of
cyber-physical DGA system.

Chapter 3 presents the methodology for the susceptibility evaluation
of cyber-physical DGA system.

Chapter 4 presents the a concept of a Resilient-by-Design DGA
system and a Proof-of-Concept implementation.

Chapter 5 presents the Conclusion of the thesis.

Chapter 6 presents the possible future works.

11






Reliability of DGA systems

2.1 Introduction

The Reliability is defined as the probability that an entity (system, sub-
system or a component) performs its set of required functions for an
intended amount of time under given operational and environmental condi-
tions[SW13]. It represents the probability that the system would function
without failures over a time interval. The first rigorous definition of reli-
ability was proposed by Laprie[LC87].The definition was further refined
in [Avi+-04]and was brought under an umbrella concept of dependability.
Once the reliability of an entity is derived then the other attributes of
dependability namely the availability and maintainability can be derived
with additional information on the recovery procedures [TB17]. The pur-
pose of analysing the reliability of any entity is to evaluate the probability
of its failure at a specific time, so as to calculate the steady state and
transient reliability indices like the Mean Time To Failure (MTTF) and
transient failure probability respectively. The evaluation of reliability helps
the entity designer in the following aspects.

e To choose the optimal recovery processes to ensure compliance of
the entity to specific service level agreements. Generally the service
level agreements are defined by percentage availability where the
availability is defined as in equation(2.1) where MTTR corresponds
to the Mean Time To Repair[TB17].

MTTF

A= ITTF 7 MTTR

(2.1)

o Evaluate the risks of the failure and their impacts.

A short introduction to the concept of the reliability and the basic
mathematical formulations are provided below for better understanding.
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Assuming that the entity is up at time ¢ = 0, a continuous random
variable X > 0 is defined to denote the failure time of the entity. The
Cumulative Distribution Function (CDF) F'(¢) of the time to failure of the
entity before the time ¢ is given as in equation(2.2). For non repairable
entities(entities that do not have a recovery/repair mechanisms that would
be activated once the entity fails), the F'(¢) is a non decreasing function
and as time tends to infinity the probability that the entity would fail
reaches 1. Whereas for repairable entities the F'(¢) converges to a specific
value k where 0 < k < 1 [TB17].

F(t) =P{X < t},where F(0) >0,
tlirgo F(t) = 1(non repairable entities) (2.2)
lim F(t) = k (repairable entities) where0 < k < 1
t—o0
The F(t) is the probability that the entity fails before time ¢, thus repre-

senting the unreliability of the entity. Hence the reliability (R(t)) of the
entity can then be derived from F(t) as shown in equation(2.3).

R(t)=1- F(t) (2.3)

The MTTF of an entity is calculated using the Probability Density Func-
tion (PDF) (f(t)) of the failure of the entity as shown in equation(2.5). It
is interpreted as the first moment of the random variable X that denotes
the failure of the entity. The f(t) is derived either from F(t) or the R(¢)
as shown in equation(2.4).

f) = %Et) = _dg(t) (2.4)

The relation between the Reliability R(t) and the MTTF is as given in
the equation(2.5) considering that the time for the entity to fail is a non
negative random variable.

MTTF_/+OOt-f(t)dt_/+OO R(t)dt (2.5)

The calculation of R(t) and the MTTF enables the system designer to
predict the system failure and thus plan the redundancy, recovery and
repair measures. It should be noted that the MTTF can only be defined for
those entities that do not have any recovery/repair measures incorporated
in other words for non-repairable entities [TB17]. A highly unreliable
system would take small time to fail, thus demanding faster and expensive
repair /recovery measures to meet specific service level agreements. For
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repairable systems the Mean Time Between Failures (MTBF), that denotes
the mean time between two consecutive failures of a repairable system.

From the equations(2.2)-(2.5) it is clear that in order to calculate the
reliability of an entity the knowledge of the CDF of the failure of the
entity is required. However, for all practical situations instead of the CDF
the failure rate (h(t)) of the entity is known. The failure rate (h(t) as
shown in equation(2.6)) of a random variable X (where X denotes the
time of failure of the entity) is defined as the conditional probability that
the entity fails within a time interval (¢,¢ + dt] given that the entity has
not failed till time ¢.

Q) 1 dR(t)
h(t) = R(t) R(t) dt (2:6)

Therefore, the reliability R(t) can be represented as a function of h(t) as
given in equation(2.7).

’ h(u)du

t
R(t) = emp[f/ h(u)du] = e fo (2.7)
0

All the functions F'(t), R(t), f(t) and h(t) are interrelated as shown in
equations(2.2)-(2.7). With any of them known the remaining functions
can be calculated. The aforementioned basic functions are applicable for
the reliability analysis of a single component and also for a system with
multiple components.

In the case of automation systems, different kinds of cyber-physical
components are involved in ensuring a continuous service of an automation
function. These may include sensors, actuators, connectors, peripherals,
communication devices, communication mediums, data storage devices and
data processing devices. In order to realise a specific automation service a
set of the aforementioned components have to interact and be functional.
Failure of any of the component would jeopardise the functioning of the
automation service. Thus to quantify the reliability of the automation
system to realise a specific automation service the following steps should
be followed.

o Selection of an appropriate modelling formalism

e Derivation of a cross domain reliability index for cyber-physical
system

There are different methods to evaluate the reliability of an entity. This
can be done either by using simulation methods or derived analytically on
the basis of predefined models of the failure process.
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The most popular simulation approaches for the reliability evaluation are
the non sequential and sequential Monte Carlo method [LB13][Lil4]. Both
methods generate randomly a large set of possible failure configurations of
the constituting components of the entity. Each configuration would either
correspond to a healthy state or a failure state of the entity. The frequency
and probability of occurrence of the specific state of the entity is calculated.
Once these are calculated the reliability of the entity is calculated as
described in [LB13]. The only additional feature of the sequential Monte
Carlo method over the non sequential method is that, it is able to evaluate
even the temporal characteristics of the reliability of the entity[Lil4]. A
detailed analysis of the two aforementioned simulation methods is provided
in [Lil4]. It should be noted that the performance of the simulation method,
both computational cost and accuracy of estimation, heavily depends on
the sampling schemes used and the convergence criteria set. Furthermore,
the aforementioned simulation methods can not be used for stochastically
correlated failures of the constituting components of the entity. However,
the simulation methods are favourable for the reliability analysis of large
and complex entities, given that its constituting components have time
insensitive independent failure characteristics.

The other approach for the reliability evaluation is based on pre-defined
models of entity failure. There are different modelling formalism proposed
for the reliability analysis[TB17][Lil4]. They can be broadly divided into
state space models and combinatorial models[TB17]. While choosing the
modelling formalism, care should be taken to consider the limitation of
each of them in modelling specific failure/recovery processes of an entity.
For instance, the combinatorial methods like the Fault Tree (FT) and
Reliability Block Diagram (RBD) can only be used for system reliability
analysis where the constituting components of the entity have statistically
independent failure characteristics, for e.g in those cases where there is no
common entity present in the redundancies deployed. However, if they are
statistically dependant and also have a failure state dependant failure/re-
pair characteristics, then the state space methods like the Continuous
Time Markov Chain (CTMC), variants of Stochstic Petri Nets (SPN) and
methods based on Probabilistic Relational Models (PRM) [KNO13] can
be used. A state space model consists of states and state transitions. Each
state in the state space model represents the failure status of the entity.
Whereas, the state transition represents the evolution of the failure status
due to the failure of a specific component. Furthermore, the state space
models can be used for modelling the time dependant failure mechanisms.
However, it should be noted that as the size of the entity increases the
computational cost of calculating the reliability indices increases expo-
nentially. This is because, for an entity with n components will have 2"
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possible failure states. However, with state reduction methods as proposed
in [Buc95][Son99][DHS03], this state explosion problem can be solved.
In addition to the computational cost, for large state space models, the
manual generation of the correct state transitions, can be challenging
and error prone. Hence tools for automatic generation of the state space
models (like the SPNs) should be employed. The generated models should
be validated so as to ensure that it reflects the failure behaviour of the
entity [TB17]. In spite of their inherent drawbacks, the CTMC(state
space modelling formalism) is considered to be a powerful against all other
aforementioned reliability evaluation methods because of the following
reasons[Dom12][TB17].

o Model specific sequence of component failures
e Model different repair strategies

o Model state dependant failure rate

o Incorporate effectiveness of repair strategies

o Model common mode failures

The decision to choose a specific modelling formalism should be based on
the structure and nature of the entity being modelled, specific reliability
measure that is interesting to quantify and the ease of representation of
the entity’s failure/recovery processes into a specific modelling formal-
ism[TB17].

In this study the CTMC has been used as the modelling formalism
to evaluate the transient reliability of the cyber-physical systems as it
allows the modelling of wide range of failure and recovery processes which
can also be state dependant. Furthermore, CTMC models can be solved
analytically without any measures of approximations required (unlike the
simulation methods namely Sequential and Non-Sequential Monte Carlo
method), allowing us to accurately estimate the reliability of the entity.
Additionally a methodology to calculate the cross domain reliability of
cyber-physical systems based on the analytical evaluation of the CTMC is
presented .

2.2 Reliability analysis of DGA : Review

The distribution grid automation systems include the automation of sec-
ondary and primary substations, and their coordination with the help of
the DMS deployed in the control centres. Major increase in the interest for
the reliability analysis of DGA systems is because of the adoption of packet
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based communication technologies (like Ethernet, 4G,5G, wireless etc)
and communication protocols like IEC 61850 standard for the substation
automation. The IEC 61850 standard proposes an Ethernet based commu-
nication infrastructure design for intra substation automation, provides
framework for the development of digital models of the physical compo-
nents of a substation and the semantics of data exchange and provides
the mapping to standard communication services that enables IP based
intra-substation and inter-substation communication. The IEC 61850
standard enables the digitization of substation. Thus, currently, there is
a need to understand the reliability of the automation functions due the
digitization of the substations.

The impact of the different communication architectures, reliability of
the physical communication link and the reliability of data transmission
within the prescribed latency, affects the performance of the automation
system in realizing a specific automation function. Hence, most of the
reliability analysis, reported in literature is done for specific automation
functions. For instance the authors in [LSS14] propose cyber-physical inter-
face matrix based on RBD for an IEC 61850 based protection application.
The reliability of the substation automation systems to realize the switch
gear control, interlocking, synchronization and indications using RBD is
presented in [Hajl1]. The authors in [HG12] evaluated the reliability of the
communication architectures for data exchange for substation automation
using RBD and quantified the sensitivity of the component failures on
the overall reliability and availability of the communication infrastructure
for substation automation. A hybrid approach utilizing the event tree
and RBD is used to evaluate the impact of the reliability of the different
communication infrastructures deployed within a substation to operate
eight standard Industrial Substation switch gear configurations [HHG12].
A novel methodology based on zone graphs and minimal cutsets has been
proposed in [DWD12] to evaluate the reliability of the power components
for the substation. A stochastic flow network based analysis method is
been proposed in [RJL18] to evaluate the reliability of a communication
constrained protection system. The aforementioned research majorly fo-
cuses on either the cyber or the physical part of the part of a DGA. The
reliability evaluation of cyber-physical DGA system is sparsely studied.
However, in this regard, the authors in [Dom12], present a system theoretic
approach that is based on state space modelling formalism. The authors
in [KNO13] present a PRM based method that extends the standard
Bayesian networks based analysis with incorporation of the functional
and logical dependencies between the cyber and physical components of a
substation. A sequential Monte Carlo method based reliability analysis
of the cyber-physical distribution grid is presented in [Liu+18b]. From
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the studies mentioned earlier it is evident that to evaluate the reliability
of cyber-physical DGA system, a stochastic failure modelling formalism
should be adopted that enables the modelling of complex redundancies and
state dependant failure/recovery mechanisms. Furthermore, as different
cyber and physical components are involved in the realisation of an au-
tomation function of the DGA, the logical dependence between the cyber
and physical components have to be captured. The dependence capturing
is important to identify the success and failure of an automation function
that is subject to failure of the cyber and physical component failure.
The capturing of the logical dependance helps in integrating, complex
redundancy and recovery mechanisms, that heavily influence the reliability
of the DGA system.

The methodology proposed in this thesis utilizes the CTMC to model
the failure and recovery characteristics of the cyber and physical systems
of the DGA system. Furthermore, a MDRM matrix is proposed that
captures the logical and functional dependence of the cyber and the physical
components in realising an automation function. A detailed explanation on
the mathematical background of the CTMC and the proposed methodology
is provided in the subsequent sections.

2.3 Mathematical background : CTMC and Markov
Reward Models

2.3.1 System abstraction

CTMC is a state space modelling technique used to model the system
failure and recovery processes to quantify the system reliability. One of
the major steps in defining the CTMC based system failure model is the
system abstraction. It determines the accuracy of its failure model. The
system abstraction, in the context of reliability analysis, corresponds to
the definition of the system failure characteristics. But before we do the
abstraction of the system, to define its failure characteristics, we need to
define what a system is.

Typically, a system is generally composed of one or more components.
Each component has its own failure characteristics. A component can have
2 or more functional states.The major functional states are namely, the
operational state and the failed state. The transition from an operational
state to the failed state denotes the failure of the component, whereas,
the transition from the failed state to the operational state denotes the
recovery /maintenance/replacement of the failed component. In addition to
the aforementioned functional states a component can have other functional
states that can correspond to partial operation state due to the failure of
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its sub-components. Such components in this study are considered as a
system and status of its sub-components as the state of the system, where
the sub-components have only two functional states namely operational
and failed state. Such an abstraction methodology facilitates the break
down of a complex system into a set of interacting simpler systems, where,
each system is composed of components with just 2 functional states. This
allows the detailed failure modelling of the individual simpler systems.
Additionally by modelling the interaction between these simpler systems
the overall failure characteristics of the bigger complex system can be
evaluated. Typically these simpler systems interact with each other for
realising a specific functionality of the bigger complex system. In order to
do so, they either interact sequentially or provide alternate paths for the
sequential interaction that correspond to the redundant measures adopted
in the operation of the complex system. With the abstraction of individual
system failure characteristics and their interaction with each other the
over all failure characteristics can be modelled.

In this study the cyber-physical DGA is considered as a complex system.
The CTMC is used to model the detailed failure process of cyber and
physical systems. Furthermore a Multi Domain Reliability Matrix (MDRM)
is proposed that captures the interactions between these different systems.
Thus with the CTMC and MDRM the reliability of the cyber-physical
system in realising an automation function is deduced. Furthermore, once
the reliability is calculated, meaningful performance indices would be
calculated using the Markov Reward Modelling (MRM)formalism.

2.3.2 System failure modelling with CTMC

The evolution of the system operational states under component fail-
ures is represented as a markovian stochastic process {X (¢),t > 0} with
continuous-time and discrete state X = 0, 1,..,n [TB17], where the states
represent the current set of functional components of the system. The
stochastic time when a component fails, which triggers the state transition
is represented as t. Assuming that the state of the system at time k is
X (k) = 1, the conditional probability that the system will be in state j at
time ¢ + k can be mathematically expressed as Eq. (2.8):

Pr(X(k+1t) = j|X (k) = i) =Pr(X(k+) = j|X (k) =,

X(u) =2z(u),0 <u<k) (28)

Where X (u) = z(u),0 < u < k denotes the history of the system state
evolution until the time & but not including k.The Eq. (2.8) means that
the probability of being in state j at time k + t is only dependant on
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the current state (i at time k) and is completely independent of anything
that has happened in the past (from time 0 < u < k).The state evolution
at any specific point of time triggered by the component failure at that
specific time, thus this process can be modelled as a markovian. Given
a CTMC with all the possible states and the conditional state transition
probability , the probability of specific state occupancy is calculated as
shown in Eq. (2.9)

m(t) = Zpij((l t) *m;(0); such that
=0

Zpij(o,t) =1 and ij(t) =1
=0 §=0

Where 7;(¢) is the Probability Mass Function (PMF) of the system to be
in state j at time ¢, p;; is the conditional probability of jumping to state
j from state i , m;(0) is the PMF of the system to be in state ¢ initially
and n is the total number of system states possible.

(2.9)

P31

Figure 2.1: Generic CTMC

A generic CTMC model of a system, as shown in Fig. 2.1, is a directed
graph, where the nodes represent the different system operational states
(51, 52&53) and the transitions(p;x) denote the conditional probability of
transiting from it" state to k*" state.

Generic reliability indices derivable from CTMC failure models

The primary reliability index that can be calculated once the failure
characteristics has been represented as a CTMC is the dynamic state
occupancy probability (7;(t)). It is the probability of the system being
in j*" state as a function of time. Other reliability indices that could be
derived from the dynamic state occupancy calculation are the mean failure
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time of the system and mean time the system stays in a specific state
before the system fails. The solution for the dynamic state occupancy
probabilities is then obtained by solving the Eq. (2.10) which are based on
the Chapman Kolmogorov’s Eq. (2.11)-Eq. (2.12). A detailed derivation
of the Eq. (2.10) based on equations Eq. (2.11)-Eq. (2.12) can be found in
[TB17].

=7(H)Q (2.10)

mi(t) =Y mi(w)(0, ) % pis(u, 1) (2.11)

pis(,0) = pin(ut) xpij(t,v) foru<t<wv  (212)
k
Where 7 (t) = [m1(t),...m;(t) ..., m(t)] is a row vector with dimension (1 x

n) of dynamic state occupancy probabilities. @ (as shown in Eq. (2.13))is
the infinitesimal generator matrix and w,t,v are three instants of time.

Q = [qi;], such that gi; = — Z Qij (2.13)
Vi

Where ¢;; is the rate at which the system transits from state i to state
j. The off-diagonal elements of @ (gq;; where i # j) correspond to the
failure rate of the k*" component (specified as Ax) that triggered the state
transition of the system(from 7 to j). It should be noted that the p;;(u,t),
the conditional probability that a system jumps from state i to j at time
t instant given that the system is at state ¢ at time u, corresponds to the
failure of k** component by time ¢ given that that time w it was functional.
Therefore, the failure rate (Ax) the conditional probability of the state
transition (p;;) and is given as in Eq. (2.14). However, in our study since
the focus of the investigation is on the operational life time and not on the
ageing conditions of the component, the failure rate is considered constant.
Therefore, for the current study the relationship between the elements of

the infinitesimal generator (Q) is given as in Eq. (2.15).

1 d

where (2.14)
pij =1— et
qij = Ak (2.15)
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Given the initial probability of finding the system in any of the failure
states as 7(0), the prediction of the probability of finding the system in
any of the failure states as a function of time 7 (¢) can then be calculated
as shown in Eq. (2.16).

7 (t) = 7(0)e®! (2.16)

Additional reliability indices derivable from CTMC failure models of
non-repairable systems

A system without a complete recovery process is considered as a non
repairable system [TB17]. For such systems the MTTF can be calculated.
In order to calculate the MTTF of the system, a failure state is modelled
as an absorbing state in a CTMC. An exemplary CTMC model of a system
with a failure state from which no recovery is possible is shown in Fig. 2.2.
The state Syqq is the absorbing state where there is only an incoming
transition but no out going transition. The system failure model with an
absorbing state represents a non repairable system, wherein, when the
system reaches the absorbing state (failed state) has zero probability to
leave this state. In this exemplary system composed of three components,
when all the three components function the system is in fully functional
Sup state. If component 1 fails (with a failure rate A3) followed by failure
of component component 2 (with a failure rate A2) then the system reaches
the failure state , Syqi. Alternatively if component 3 fails (with a failure
rate A3) when the system was fully functional, then the system fails. If only
Component 1 fails (with a failure rate A1) when the system was previously
fully functional, the system goes to partial functional state Spartiai—up-
The MTTF of the system, whose failure model has an absorbing state,

Ne

Figure 2.2: Generic CTMC model with an absorbing state

is then calculated as the expected time (E[T,]) to be absorbed into the
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absorbing state, as shown in Eq. (2.17). The ¢ is a row vector of ones,
with an order of the transient states (all states in the CTMC except the
absorbing states).

E[T,]) = -7, (0)Qy '™ (2.17)

Subsequently, the time spent in each transient state before it fails (7 =
[T1, T2, ..., Tu]) can also be calculated as shown in Eq. (2.18). The transient
states represent the different operational states of the system that might
correspond to full operation mode or sub-optimal operational mode de-
pending on the severity of the component failure condition.The time spent
in sub-optimal operation states might be required to evaluate the total
cost of sub-optimal operation.

r=-m,(0Q," (2.18)

Q= [%“ agﬂ (2.19)

Qu (as shown in Eq. (2.19) is a partition of @ over the transient states €,
, a3 is a column vector grouping the transition rates from any transient
state to the absorbing state.

Additional reliability indices derivable from CTMC failure models of
repairable systems

A repairable system is characterized by at least a single recovery process
from the failed state. An exemplary CTMC based failure model of a
repairable system is shown in Fig. 2.3. It has three operational states,
namely, a full operational state denoted as Sup, a partial operational state
(Spartiai—up) and failed state (Sfqi). The system fails with a rate of A
from full operational state to a partial operational state and similarly
fails at a rate of A2 from a partial operational state to the failed state.
However, there are two recovery processes modeled with a recovery rate of
w1 and po from partial operational state and the failed state to the full
operational state respectively. Physically, the failure rate corresponds to
the rate at which the components of the system fail, which triggers the
system to move from full operational state to partial operational state
and to failed state. Whereas, the recovery rate corresponds to the rate
at which a specific failed component of the system has been repaired or
replaced by the maintenance crew.

It can be noted from the CTMC model presented in Fig. 2.3, that one can
reach all the other states in the system from any state. Such CTMCs are
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M2

°

Figure 2.3: CTMC model of a repairable system

known as irreducible markov chains. One of the interesting properties of
such irreducible markov chains is that, irrespective of the initial condition
of the system, the probability of the system being in any of the states
would converge to a steady state value [TB17]. That means that the state
occupancy probability would be constant and not be a function of time
anymore. One can interpret such a failure dynamics as process of reaching
an equilibrium point, that denotes the probability of finding the system in
different operational states, which is time independent. The main forces
governing the process of reaching this equilibrium point are the rates at
which the failure happens and the rates at which the maintenance/recovery
is carried out. Therefore for a completely repairable system, modeled as a
CTMC with no absorbing state, the state occupancy probability can be
calculated by solving the Eq. (2.20) and Eq. (2.21) simultaneously.

T steady—state * Q =0 (220)

Zﬂ-stead'y—state ('L) =1 (221)
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T -1 T
T steady—state — (A * A) * A" x B

where
qi11 q21 e qn1
. {QT] _ Lo
1 qin q2n . dnn (222)
1 1 1 1
01
B=|:
0n
1

The state occupancy probability calculated is normally called as the
steady state probability. Solving for the steady state probability is a
typical example of solving an over determined problem. Therefore the
standard method of solving over-determined linear equations as shown in
Eq. (2.22) can be used to find the steady state probability. Where, n is
the number of states in the CTMC model.

2.3.3 Markov Reward Models

A Markov Reward Model (MRM) extends the modeling capabilities of
a CTMC by adding to the states or the transitions or both an attribute
called reward [TB17]. The reward often represents a performance level or
a cost associated with the state, or some property of the state or of the
transition. Further, the use of a non-negative reward attached to CTMC
models provides a unified framework to define and compute measures that
characterize the system behavior of interest to the modeler. For example,
if the performance of a real-time state estimation distribution grids is
being evaluated for failures in data acquisition, then through MRM the
average achievable accuracy of the state estimation for the various failures
of the components involved in the acquisition of the measurements, can
be calculated. In this case the reward is the achievable accuracy for the
available measurements, the states being the set of measurements that are
available considering the failure of components involved in measurement
acquisition. Similarly, for the evaluation of a control /protection application,
the energy not supplied could be considered as a cost associated to each
operational state of the control/protection function CTMC failure model.

Given the state occupancy probability (or calculated using the prin-
ciples of CTMC) the performance of a non repairable system can then

26



2.3 Mathematical background : CTMC and Markov Reward Models

be calculated as per Eq. (2.23), where n is the number of states in the
CTMC model, r; is the reward/cost associated to each state and m;(t) is
the probability of occupying the i*" state.

Performance — Indexpgy """ (1) = Z i * i (t) (2.23)
i=1

Similarly for a complete repairable system the average performance of
the system can be evaluated as given in Eq. (2.24).

n
irabl
Per formance — Indexy ™" "¢ = g i % Ty (2.24)
i=1

In some cases the total accrued reward/cost over a time period might
be of interest. For such cases the performance index can then be evaluated
as per Eq. (2.25)

n t
Per formance — Indextime—avg = Z ri / mi(u)du (2.25)
i=1 0

2.3.4 Component failure model : Hardware and Software failures

One of the most important information required for generating the CTMC
based failure models of any system is to model the failure characteristics
of its constituting components. In this study the reliability analysis of
DGA infrastructure is made, where the components of the DGA are cyber-
physical in nature. This means that a majority of the components have a
hardware part and a software part.

Generally, the reliability of the hardware part is characterized by its fail-
ure rate, which is a function of time, and it follows a bathtub curve [Joh89],
as depicted in 2.4. A Typical component life cycle can be divided into
three sections the burn-in period, the useful life, and the wear-out period.
The burn-in period corresponds to the high failure rate of the components
due to undetected defects in the manufacturing process. The failure rate
tends to stabilize after the initial burn-in period to a constant value. The
useful period corresponds to the warranty period of the component; finally,
as the component ages, the failure rate increases. This study considers
that all the components of the system are in a useful period of their life
cycle and thus have a constant failure rate. In this study all the hardware
related failures would be modelled with a constant failure rate. There are
different standards that provide the failure rates for different hardware
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t
Figure 2.4: Failure rate of the component as a function of time

components. In this study the failure rates provided in [Def91],[AGO05]. It
should be noted that, the failure rates of the same equipment provided
in different standards may differ. This variation is due to the assumption
in the environmental conditions in which the failure tests were made, the
assumptions made in the calculation of failure statistics, the testing time
intervals, the failure sample size, sample homogeneity and the different
failure modes that affect the failure of the equipment analysed using the
Failure Mode Effect & Diagnostic Analysis (FMEDA). Therefore, care
should be taken in selecting the failure rates from different standards, by
properly checking the different FMEDA results of the equipment.

As for the modelling of software failures, in this study the method
presented in [AFBO07] is assumed to be used which is based on the method
proposed by Shooman in [Sho73][Sho72] to predict the failure rate and
repair time of a specific software. The software reliability can be defined
as the probability of a given software operating for a specified time period
without a software error, when used within the design limits on an appro-
priate machine [AFB07]. A detailed modelling of the software failure is
out of scope of this thesis. With these methods the software failure can
also be represented as random event with exponential distribution. In
this study all the firmware failures and failures in the specific algorithms
implemented in a hardware would be considered as part of software failure.

2.4 Reliability analysis of DGA infrastructure

The DGA infrastructure is responsible for realising many automation
functions. The automation functions are help in monitoring, control and
protection of distribution grids. The generic components involved in the
DGA is shown in Fig. 2.5. They are namely the sensors (Measurement
devices), communication infrastructure, Controllers and Actuators. A
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combination of the aforementioned devices are responsible for realising
any automation function. Additionally, any automation function can be
considered as a combination of the three basic functional blocks depicted
in the Fig. 2.5. These functional blocks are the following.

¢ Measurement data Acquisition
e Measurement data processing and decision making

s Actuation of the control action

For example, the real-time monitoring of distribution grids involves
Measurement data acquisition and processing of measurement data using
a State Estimation(SE) algorithm that enable condition monitoring of
the power grids even if the measurements are corrupted by noise. The
measurements could be from Phasor Measurement Units(PMUs), Remote
Terminal Units(RTUs) and/or Smart Meters(SMs). Depending upon the
automation architecture the measurement data could be either collected
centrally or collected at distributed (regional) data concentrators where
the SE is hosted the SE processes this data and provides an estimate of
the state of the power grid. In case of Volt-VAr control of distribution
grid following the IDE4L automation architecture, the state of the grid
provided by the SE is used to determine the deviation of the grid voltage
from the prescribed operational ranges. If there are any violation then a
control command to either change the tap position of an On Load Tap
Changer(OLTC) or the opening/closing the capacitor banks is issued.
Hence the Volt-VAr function can be implemented with all the three basic
functional blocks.

The sensors, measurement devices like the PMUs, remote actuator
control devices like the RTUs form the part of the physical infrastructure.
The communication devices like the switches, routers, modems, base
stations (in case of cellular communication infrastructure) and the ICT
infrastructure hosting the different databases and servers hosting the
algorithms of the EMS/DMS form the cyber infrastructure. The CTMC
is a state space based method, hence it is subject to the state explosion
problem. This is because, for system with n components there would be
2" states in the failure model.

Therefore, in this study the automation function is subdivided into
smaller basic functional blocks that interact sequentially. By doing so the
failure model of the complete automation function can be reduced to a set
of smaller failure models interacting with each other. This also reduces the
chances of introducing errors in the failure models as smaller systems are
involved. In order to further reduce the size of the models individual failure
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Figure 2.5: Basic functional blocks of any automation function

models are created for physical infrastructure and cyber infrastructure
considering their hardware and software failure characteristics. Detailed
CTMC failure models of cyber and physical systems involved in each
functional blocks are created. The interaction of the cyber and physical
systems within a basic functional block is captured in a MDRM. Using
the reliability indices derivable from the CTMC models and the MDRM
the reliability of the complete basic functional block is derived. Similarly
the reliability of the other functional blocks that play a part in realising
the whole automation function is calculated. The overall reliability of
the automation function is then just the product of the reliability of the
involved functional blocks as they are sequentially interacting with each
other. A detailed explanation of the proposed methodology for evaluating
the reliability of a specific automation function is provided in upcoming
sections.

2.4.1 Proposed Methodology

The major steps involved in the reliability analysis of the DGA systems in
realising a specific automation function is as given below:

1. Identify the functional blocks involved in realising a specific DGA
function.

30
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2. Identify the different deployment schemes of the different physical
and cyber infrastructures involved in each functional block.

3. Model failure characteristics of each function block using CTMC
and MDRM.

a) Create the failure models of physical infrastructure involved in
the realising the functional block.

b) Create the failure models of cyber infrastructure involved in
the realising the functional block.

¢) Build the infinitesimal generator (Q matrix) for each failure
model of the physical and cyber infrastructure.

d) Calculate the dynamic probability of the physical and cyber
infrastructure in being in all of the operational states defined
in the failure model using the Eq. (2.10)-Eq. (2.16).

e) Derive the MDRM using the dynamic state occupancy in the
previous step, that helps in capturing the interactions of cyber
and physical infrastructure.

4. Calculate the reliability of the functional block based on the MDRM
generated in the previous step

5. Calculate the overall reliability of the DGA function

a) The individual functional blocks are sequentially interacting
with each other

b) The scalar product of the reliability of the individual functional
blocks calculated in Step 4 is the overall reliability of the DGA
function .

In the first step the infrastructure operators/ experts identify the dif-
ferent functional blocks involved in realising a specific DGA function.
The detailed deployment scheme of the different functional blocks is stud-
ied in the second step. The failure process of of each cyber/physical
component is studied. Furthermore, any redundancy measures taken to
provide alternate paths for communication or repair/replacement of spe-
cific physical component is necessary for the successful realisation of the
individual functional blocks. The detailed CTMC failure model of the
cyber and physical infrastructures considering the failure processes of each
cyber /physical component, their redundancy/repair/replacement measures
adopted for realising the functional block, is created. As an example, a
system is considered where measurements from 3 different measurement
devices (like PMUs) is collected at a Phasor Data Concentrator (PDC).
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The measurement data is sent to the PDC by each measurement device
by separate Communication Channels (CC). A pictorial representation of
the the aforementioned automation system responsible for monitoring of
distribution grids utilising the PMUs is shown in Fig. 2.6.

Measurement Processing
&

Decision Making Unit

Measurement Acquisition Communication Channels (CC)

Functional Block

Figure 2.6: Exemplary automation infrastructure for monitoring of power
grids with PMUs

In Step 3, the CTMC based failure model of the three measurement
devices and their corresponding communication channels are built as shown
in Fig. 2.7 and Fig. 2.8 respectively. Since there are three measurement
devices and three communication channels involved in the measurement
data acquisition, there are 2° = 8 operational states for both the PMU
infrastructure and the Communication infrastructure individually. As
shown in Fig. 2.7, the circles represent the 8 operational states of the
PMUs states and the transitions represent the failure of a specific PMU.
The numbers mentioned in the subscript denote the specific PMU device
that is functional. For e.g PMUi23 corresponds to a state where all the
three PMUs are functional, PMU;2 corresponds to a state where only the
PMU 1 and the PMU 2 are functional and so on. Finally the circle shaded
black corresponds to the operational state where none of the PMUs are
functional. The PMU;pqi is the failure rate of the i*® PMU as calculated
in Eq. (2.26).

The failure of a PMU can either be caused by a hardware failure, time
synchronization system failure or a software failure. The aforementioned
failures can be considered as a random event. The PMU would fail as soon
as any of the failure event occurs. Therefore, the probability of the i*" PMU
to fail before time t (Pr(XF™Ui < t)) is the probability that at least one
failure event occurs before time t (Pr(min(XH2W, X5W XSYNC) < 1)),
Where XPMUi ig the actual time that the i** PMU takes to fail and
XHW xSW XSYNC are the actual time that a hardware failure, software
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PMUgEail

Figure 2.7: CTMC failure model of Measurement Devices (PMUs)

failure, and the time synchronization system takes to fail respectively. In
this study component failure time is assumed to have an exponential Prob-
ability Density Function (PDF), as the study focuses on the operational
life time of a component. The failure rate of the i PMU (AFMV) can be
calculated as a function of the individual component failure rates as given
in Eq. (2.26), based on the law that governs the calculation of the minima
of a set of random variables with exponential PDF [TB17].

APMU _ JIW 4 \SW | 3SYNO (220)

In case of the communication channel, its failure is caused by the hard-
ware/software failures of the CC-interface (which could be a switch/router/-
modem) or the failure in the physical medium of communication (like
damaged optic fibres, jamming of the wireless communication etc). As
depicted in Fig. 2.8, similar to the failure model of the PMUs, the failure
model of the communication channels has 8 operational states represented
in circles, where the subscripts denote the specific communication channel
that is functional. the circle shaded black corresponds to the state where
none of the CCs are functional.
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CCsFail

Figure 2.8: CTMC failure model of Communication Channels (CCs)

Furthermore, the transition from one state to another is caused by the
failure of i** Communication Cannel (CC). Each communication channel
could be composed of a set of CC-interfaces (switches, routers, modems)
and physical medium connecting the CC-interfaces. Therefore, the failure
of a single CC can be caused by the failure of any of the CC-interfaces or
the physical mediums. Therefore, the failure rate of the i*" CC is given
by Eq. (2.27)

AfC:iAf—i—i/\ﬁ”—ki)\i—ki)f”j (2.27)
j=1 k=1 u=1 =1

where /\f,)\£47 S and MM correspond to the failure of 4" relaying
component, k™ modem, s*" switch and [** physical medium link respec-
tively.

The two CTMC failure models corresponding to the PMUs and their
communication results in a multi-layered CTMC model including the cyber
and physical infrastructure failure model. The next sub-step in Step 3
is the calculation of the of the dynamic state occupancy probabilities
of the PMU devices and their communication channels. Firstly, the @
matrix is generated for each failure model by using the equations Eq. (2.26),
Eq. (2.27) and Eq. (2.13). With the @ matrix the dynamic state occupancy
probabilities denoting the probability of physical and cyber infrastructure
to be in any specific operational state is calculated using the Eq. (2.16).
The dynamic state occupancy probabilities of the physical and cyber
infrastructure operation states is then used to create the Multi Domain
Reliability Matrix (MDRM). The MDRM is generated to capture the
interactions between the different CTMC failure models of cyber and
physical infrastructure. The purpose of the MDRM is to provide the
probability of the functional block to be in any of the possible operational
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states of the cyber and physical infrastructures. The MDRM for acquisition
of the PMU measurements is as given in Eq. (2.28)

MDRM (i, j)(t) = TI"Y (i)(¢) + [I1C (5)(1)]

where

MY (i) () =

(rEMU (4, PMU() REMU () 2PMU ().

"M (0, 2P (1), 75 (1), 7B (0) 22
T (i) (1) =

[mias (£), mis (), wis (), 755 (t)

ﬂ'lcc(t)v 772CC (t), WQSCO( t), WFazl(t)]

The TI”MY (4)(t) and TI”MY (4)(t) are row matrices corresponding to
the dynamic occupancy probabilities of the different operational states
of the PMU devices and the communication channels respectively at a
given point of time. The M DRM is three dimensional matrix with one
dimension being time (order of this dimension equal to the number of
time instances considered within the time horizon for which the reliability
analysis is performed) and the other two dimensions correspond to the
physical infrastructural operational states and the cyber infrastructural
operational states, respectively. In this example the physical infrastructural
operational states corresponds to the 8 operational states of the PMU
devices and the cyber infrastructural states correspond to the 8 operational
states of the communication channels.

It should be noted that the entries in the M D RM quantifies the probabil-
ity of the combined cyber-physical infrastructure to be in a specific physical
and cyber infrastructure operational state. For example M DRM (1,1)
corresponds to the dynamic probability (probability as a function of time)
of the cyber-physical system state where all the PMUs and all the commu-
nication channels are functional. Similarly the M DRM (2, 3) corresponds
to the dynamic probability of the cyber-physical system where the PMUs
PMU; and PMUs are functional but only communication channels CC4
and CCs are functional, and so on. It is important to notice that, in
case of MDRM (2,3) though PMU; and PMU, are functional , successful
reception of only PMU; measurements is possible as in this combined
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cyber-physical state the C'C is not functional and only C'C is functional.

MDRM(t) =

[ po(t) pi(t) p2(t) ps(t)
ps(t)  po(t) pio(t)
pi7(t)  pie pio(t)
pas(t)  p2s  por
P33Et) p34(t)

(

paz(t)

ps1(t)  psa2(t)

(2.29)

As shown in Eq. (2.29), there are 64 possible operational states of the
combined cyber-physical infrastructure of the functional block. Out of all
possible combination of operational states of cyber and physical states
only a set of them would correspond to the operational state where the
functional block is realisable. It should be noted that the M DRM ((t) also
shows the probability of different performance classes of the functional
block. There are four performance classes defined, which are depicted
with 4 different colours in the M DRM (t). The total probability of the
cyber-physical system delivering a specific performance class is given as
Eq. (2.30)

N
HkPeTfoT‘mance—Class (t) — sz (t)

i=1 (2.30)
V(i) € k™" Per formance — Class

where N = number of elements in M DRM (t)

The entry shaded in green is the probability of receiving all the PMU
measurements and correspond to the PerformanceClassi. The entries
shaded in blue are the probability of receiving any two PMU measure-
ments and correspond to the PerformanceClassz. The entries shaded
in orange correspond to PerformanceClasss that denotes the proba-
bility of receiving measurements from any of the PMUs. Finally the
Per formanceClasss corresponds to the probability of not receiving any
of the PMU measurements are shaded in grey.

The reliability of the functional block is then calculated based on the
specific performance classes that help in realising it. For example, if the
measurements from all PMUs have to be received for proper function-
ing of the monitoring algorithm then probability of the cyber-physical
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system being in the TT} " formance=Class 4y would be the reliability of
the functional block of measurement acquisition. However, it is possible
that the monitoring algorithm is robust and functions even if one of the
PMU measurement is available, then the functional block can be consid-
ered reliable. In this case the reliability of the functional block is the
probability of delivering a performance class of TI < formance=Class 4y
Hg”fwmame_cmss(t). Similarly, if reception of any PMU measurement
is enough for the proper operation of the monitoring application, then the
reliability of the functional block of measurement acquisition would be
the probability of delivering a performance class of TI1 ¢"/ormance=Class )
or TIFerformance=Class iy o the TIYerformance=Class 4y 1y general, the
reliability of the functional block RES,,;(¢) is given as in Eq. (2.31). The

calculation of the reliability of RES,  (t) marks the end of Step 4.

Performance—Class
RS (t) =) 1 )

V (i) € Set(Reliable operation mode)

(2.31)

Similar to the failure modelling of the PMU measurement acquisition
system, the failure model of the Measurement Processing & Decision
Making Unit should also be built. For this example, a two state CTMC
model is built as shown in Fig. 2.9. The SE algorithm fails if the there
is a hardware failure or the software failure of the device that is hosting
it or if the PDC fails. There are only two states in the CTMC model.
The SE., corresponds to the state when the PDC, the hardware hosting
the SE algorithm and its software are functioning properly. If any of the
previously mentioned failure occurs, then the system goes to the SEpown
state. The probability of the Measurement Processing & Decision Making
Unit to be in the SE,; is calculated according to the Eq. (2.13) and
Eq. (2.16) where the @ is generated considering the failure rate of the
hardware, software of the device and that of the PDC.

HW_fail

PDC_fail

SW_fail

Figure 2.9: CTMC failure model of Measurement Processing and Decision
Making Unit
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In Step 5 the overall reliability of the cyber-physical system is calcu-
lated. Since there are only two functional blocks involved in realising the
aforementioned exemplary automation function, the overall reliability of
the automation function Rar(t) is then calculated as shown in Eq. (2.32).

Rar(t) = [[RF®(®)
i (2.32)

= Rg;\g/IU(t) * TS Eyp (t)

In the next sections two test cases are presented where the proposed
reliability analysis method would be applied to evaluate the reliability of
Real-Time Monitoring of distribution grids using Advance Metering Infras-
tructure (AMI) and PMUs, and Multi-Terminal Direct Current (MTDC)
grids.

2.5 Test Case 1: Monitoring systems for distribution grids

2.5.1 Introduction

The distribution grids are becoming active with high penetration of dis-
tributed energy resources, rise of Prosumers, high integration of electric
vehicles [Mar+14] and enforcement of the directives (like the winter package
in Europe [Comal]) incentives for building local energy communities. The
distribution grid of the future would be modernized with Advance Metering
Infrastructure (AMI) and installation of low cost Phasor Measurement
Unit (PMU)s and other local sensors and actuators responsible for moni-
toring and controlling local energy generation, storage and consumption,
as shown in Fig. 2.10.

For the safe operation of the active distribution grid, Advance Distribu-
tion grid Automation (ADA) is necessary. One of the primary functions
of the ADA is the real time monitoring of the distribution grid. This
involves the acquisition of measurement data from measurement devices
like the Smart Meter (SM) and low cost PMUs, processing them through
State Estimation (SE), which estimates the status of the grid. With
advancement in the ICT, operators of distribution grid have adopted
heterogeneous ICT solutions for automating the distribution grid [GR15].
For example, the SM data from the SM is initially collected at a local
smart meter data concentrator, before forwarding it to the Meter Data
Management System (MDMS) hosted at the secondary substation/control
centre of the distribution grids. Typically a set of communication infras-
tructures are used used to send the SM data to the MDMS through the
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Figure 2.10: Active Distribution Grid

Meter Data Concentrator [GR15]. These could be a mix of the following
communication technologies: ZigBee, Radio Frequency (RF), Worldwide
Interoperability for Microwave Access (WiMax), Wireless Fidelity (Wi-Fi),
Power Line Communication (PLC), Broadband over Power Lines (BPL),
General Packet Radio Service (GPRS), Optical Fibers (FO) [Garl5] and
also cellular networks like Long Term Evolution (LTE) and 5G [Suc].

Similarly, the acquisition of PMU measurements and other grid mea-
surements from the street cabinets and substations would use any of
the aforementioned type of communication technology. So the complete
measurement acquisition system involving PMUs and SM and RTUs in
substation is a part of a monitoring system that utilizes heterogeneous
ICT infrastructure. Furthermore, the data acquisition involves multiple
steps, where the data is aggregated at intermediary levels at some local
data concentrators before it is forwarded to the control centre/substations
where the State Estimation is hosted that predicts the status of the grid
on the basis of the measurements received from the different measurement
devices. So the measurement acquisition system responsible for real-time
monitoring of distribution grids is a cyber-physical system.

The reliability analysis of the cyber-physical monitoring system is useful
to evaluate not only the mean availability of monitoring functionality of
the DGA but also the mean achievable accuracy of the SE given the failure
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configuration of the different physical and cyber components involved in the
measurement acquisition. Additionally, it should also be noted that, the
impact of losing measurements from different measurement devices would
have dissimilar impacts on the performance of the State Estimation. This
is because the accuracy of the estimation is determined by the accuracy of
the measurements (which are dissimilar for different measurement devices)
and the electric quantity that they correspond to (like voltage, current,
active power, reactive power etc.)[Pau+19a][Pau+19b][Sad+16].

In this study the reliability analysis of a completely repairable system,
responsible for real-time monitoring of distribution grids (one MV grid
section) that follows the IDE4L automation architecture [Ang+17] is
presented. The proposed methodology could also be modularly extended
for the complete distribution grid with multiple MV grid. The mean
availability of the monitoring system and the achievable accuracy in
estimating the state of the grid, considering the different stochastic failures
of the cyber and physical components of the monitoring system is evaluated.
The description of the test system, failure models of the cyber and physical
components of the measurement acquisition systems and the results of the
reliability analysis are provided in the upcoming subsections.

2.5.2 Test case description

Test case considered in this study is the real time monitoring of the
low voltage distribution grid, automated in accordance to the IDE4L
automation architecture [Rep+17]. The Fig. 2.11 shows the division of
the active distribution grid according to the operational voltage levels,
namely the Medium Voltage grid and Low Voltage grid sections. The
distribution grids are usually operated with radial structure. A MV grid
segment as shown in Fig. 2.11, has multiple MV /LV substation connected
radially. Each of these substations are called secondary substations that
are responsible to manage the downstream LV grid. In order to do so
each of the MV /LV substation is equipped with Substation Automation
Unit (SAU) named as LV-SAU. A LV-SAU hosts the necessary databases
and the set of algorithms responsible for monitoring, control and protection
of the LV grid.

For monitoring the LV grid, the SAU runs the SE algorithm to estimate
the state of the grid in real time with SM and PMU measurements as inputs.
SM and the PMU measurements are stored periodically in the MDMS
and PDC respectively. The SE retrieves these measurements periodically
from the databases to estimate the state of the grid. Furthermore, it
retrieves the most updated topology of the grid and the electrical line
parameters of the grid for the state estimation. Each of the LV-SAU then
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2.5 Test Case 1: Monitoring systems for distribution grids

updates the MV-SAU with the latest state estimate of its individual LV
grid. The MV-SAU processes the state estimates of the individual LV
grids in order to evaluate the state of the MV grid considering the network
topology, the electrical line parameters and measurements collected from
the measurement devices connected to the MV grid.
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Figure 2.11: Exemplary distribution grid

The detailed flow of measurement data for real time monitoring of a
single MV grid ( with both MV and LV grid sections) is depicted in
Fig. 2.12, which follows the IDE4L automation architecture [Rep+17].
A Smart Meter Data Concentrator (SMDC) collects SM data from the
designated set of smart meters installed at the residential customers of a
specific locality. It then forwards the smart meter data to the MDMS. The
MDMS is the repository of measurements from all SMs. Typically, in most
of the current installations of SM data collection system involving SMDC,
the Power Line Communication (PLC) is utilized [Garl5]. Furthermore,
cellular communication systems like the GPRS or LTE is used for the
communication between the SMDC and the MDMS. In this specific study
the MDMS (also PDC) is considered to be hosted by the LV-SAU, but
it can be also deployed in a dedicated server to which the LV-SAU has
network access.
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In case of PMU measurement acquisition, as shown in Fig. 2.12, the
PMUs send the measurements to the PDC via series of Ethernet and
fibre optic router/switches. The measurements with their time tags are
stored in their respective repositories. The SE algorithm hosted by LV-
SAU periodically retrieves the latest SM and PMU measurements from
the repositories via appropriate data fetching commands and estimates
the state of the LV grid. In addition to the measurement repositories
(MDMS and PDC) the LV-SAU also hosts the repository containing
Network Infrastructure System (NIS). NIS typically has the data about
the grid topology, line parameters and other electric component operational
parameters like the winding ratio of transformers, circuit breaker/ switch
positions and so on.
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Figure 2.12: Data flow for real time monitoring of distribution grid with
IDE4L automation architecture

The estimated states of the individual LV grid done by their respective
LV-SAU is then forwarded to the MV-SAU via the fibre optic network. It
then estimates the state of the whole MV grid considering the estimates
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from the individual LV-SAUs and additional measurements sent from the
MV/LV substations where the LV-SAU is hosted.

In this test case a single SMDC is configured to collect data from ten
SMs and there are three SMDCs per LV grid. Additionally it is assumed
that three low cost PMUs are installed for every LV grid. Furthermore, it
is assumed that all measurements from SMs and PMUs are corresponding
to the voltages at different locations of the LV grid. The accuracy class of
the SM and PMU is assumed to be of class 2.0 and class 0.2 as per the IEC
62053-22:2003 and IEEE C.37.118.1:2018 respectively. Furthermore, it is
also assumed that at least five smart meter measurements are required
from each SMDC and at least one PMU measurement for ensuring the
observability of each LV grid. For monitoring the MV grid, the complete
state estimates from each LV-SAU are required for ensuring observability of
the complete MV grid. It should be noted that the number of measurement
devices assumed to be deployed in the distribution grid is not realistic
in the current state of distribution grid automation. In some European
countries like Italy massive deployment of SMs that can communicate
over PLC [Garl15] has been done. Whereas, in Germany lower number of
SM would be deployed as selected residential sites based on the average
energy consumption, production and feasibility of installing additional
communication interfaces [Gmb]. Similarly, deployment of the PMUs is
considering a futuristic distribution grid where there is a requirement of
synchronized measurement within a distribution grid for better monitoring
and control of it. So the number of SMs and PMUs assumed are purely for
demonstrating the applicability of the proposed method for the reliability
analysis of distribution grid monitoring systems and further derive its
statistical performance.

Detailed division of the monitoring system into individual functional
blocks, their failure models and the evaluation of the over all reliability of
the monitoring system using CTMC and MDRM would be presented in
the upcoming subsections.

2.5.3 Functional blocks

The five functional blocks that are collectively responsible for realising the
real time monitoring of distribution grids is as shown in Fig. 2.13. The
SMs and the PLC infrastructure form the Functional Block 1(FB1). The
main function of the FB1 is to facilitate the SM measurements to the
SMDC using the PLC infrastructure. Therefore the reliability of the FB1
is only dependent on the reliability of the individual SM and the reliability
of the PLC infrastructure used to deliver the SM data to a specific SMDC.
It is worth to note that, one FB1 corresponds to the delivery of a specific
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SMDC, but in a LV grid there could be multiple SMDCs deployed to
collect SM data from different parts of the LVgrid. Therefore, the number
of instances of FB1 would be equal to the number of SMDCs deployed
in the grid. The reliability of each instance of FB1 my be identical or
dissimilar to other instances of the FB1 depending upon the type of the
SMs, PLC modems and electrical power line type and lengths used to
transfer the data between the PLC modems deployed.
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Figure 2.13: Functional blocks of real time monitoring of distribution grids

The FB2 is responsible for delivering the processed SM data from the
SMDC to the MDMS. The reliability of the FB2 is determined by the
reliability of the SMDC and the cellular communication infrastructure.
The number of instances of FB2 correspond to the number of SMDCs
deployed in each MV grid. The FB3 is responsible to deliver the PMU
data to the PDC via the communication infrastructure involving Ethernet
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and FO router and switches. Therefore, the reliability of FB3 is solely
governed by the reliability of the PMU devices, Ethernet switches/routers,
FO switches and failures of the physical medium that connects the different
switches/routers. Similar to the FB1, there could be multiple instances of
FB3, where the number corresponds to the number of the PMUs deployed
in each LV grid. The FB4 is responsible for estimating the state of a
specific LV grid. It should be noted that in this functional block the
LV-SAU and servers hosting MDMS, NIS and PDC are involved. In this
study, it is assumed that the MDMS, NIS and PDC are hosted by the
computational resource that hosts also the grid management functions
of the LV-SAU. Therefore, the reliability of the FB4 is dependent on the
reliability of LV-SAU and the software that help in successfully realising
all intended functions of LV-SAU. Finally, the FB5 is responsible to collect
the information sent by the LV-SAUs and process them to estimate the
state of the complete MV grid. The reliability of this FB is dependent
on the reliability of the communication channel used by the LV-SAUs to
report the state estimates of its LV grid to the MV-SAU and the reliability
of the MV-SAU device.

2.5.4 Failure modes of the functional blocks

Once the functional blocks have been defined, the next step is to model
the failure characteristics of each functional block. In this section the
detailed failure models of each functional block is presented.

Failure modes of FB1: SM data reception at SMDC

In this study each SMDC is responsible to collect the data from 10 SM
via the PLC infrastructure. The failure of FBI1 is caused either by the
failure of the SM or the PLC infrastructure. Firstly, the failure mode of
the SM would be described followed by that of the PLC infrastructure.

The failure of the SM is caused either by the failure of its constituting
hardware or the software components. In this study, the smart meter
gateway which is responsible for ensuring cyber security of the SM and
hosts software for communication protocol translation, is considered as
an integral part of the SM. From now on the SM would be the composite
system of the physical smart meter and the smart meter gateway. The
hardware components of " SM and their associated failure rate and mean
recovery times are as follows.

« Power supply with failure rate Ag and recovery time r&g.
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 Transducer measuring voltage/current/energy with failure rate s
and recovery time 7.

« Transducer output signal processing board with failure rate A\5p and
recovery time rgp.

o Processing board with failure rate A%y and recovery time rb .
« Data storage with failure rate \}g and recovery time rig.

« Communication interface with failure rate A5y, and recovery time
TCM-
The software component of the SM and their associated failure and the
mean recovery times are as follows.

¢ Firmware with failure rate A%y, and recovery time 75y .

e Measurement calculation from Transducer data with failure rate A},
and recovery time r},.

¢ Communication protocol translator with failure rate Agy,_ pr and
recovery time r¢ s pg-

The failure of an individual component is a random event. Since the
component failure time is assumed to have an exponential Probability
Density Function (PDF), the failure rate of the subsystem (A{™) can be
calculated as a function of the individual component failure rates as given
in Eq. (2.33), based on the approximation of equivalent reliability of a
systems with independently repairable components in series as explained
in [BA92].

Nsar = Nps+Ap+Xsp+Xpp+ADs +Aonm +Arw + A+ Ao -pr (2.33)
Similarly, the mean repair time of the SM can also be approximated
as given in Eq. (2.34), where rgy;_gw and 75— gyw correspond to the
contribution of the repair time of the hardware and software components
of the i*" SM respectively [BA92].

i i
i . TsM—Ew T Tsm-sw
sy =

7
Asm
where

i i i i i i (2.34)
TSM—HW ~ Aps *Tps + Ap *xTr 4+ Agp *Tsp
+ App * TP + Abs *Ths + Aom *TeMm

TSM—SW = Apw *Tpw + Ay ¥ Ty + AemM—pPR * TCM—PR
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An exemplary configuration of the PLC infrastructure to collect the mea-
surement data from 10 SMs by the SMDC is shown in Fig. 2.14.

Power Cable Power Cable

Power Cable Power Cable Power Cable

Segment 5 Segment 2

Segment 4 Segment 3 Segment 1

B s with PLC - Ethernet
\ﬁ sMmbc PLC Router = Power Cable G} Router

Figure 2.14: Configuration of PLC infrastructure for SM data aggregation
by SMDC

Each of the smart meter sends the measurement data via Ethernet to
the PLC modem which then forwards to the PLC modem connected to
the SMDC via the power line. The reception failure of the data sent from
i'" SM is caused by any of the following failures.

« Failure PLC modem connected to the it* SM.

o Failure of any of the upstream power cable segments connecting the
PLC modem of the SM and SMDC.

o Failure of PLC modem connected to the SMDC.

The failure rate and the mean recovery times of the components of the
PLC infrastructure is as follows.

¢ PLC modem connected to the it" SM with Failure rate Ay o_gar
and recovery time rprco_gar-

¢ PLC modem connected to the SMDC with Failure rate Aprc—sympe
and recovery time rprc—smbpe-

« Individual power cable segment with Failure rate Aoy z_cpr and
recovery time rpyw r_cBL-
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The equivalent failure rate of data transmission from the ‘" SM to the
SMDC (Ahr_pre) is given as per Eq. (2.35), where n corresponds to the
number of power cable segments between the PLC modem connected to
the SM and the one connected to the SMDC. The power cable connecting
the houses to the main LV power cable is considered to have negligible
failure rate and hence not considered in this analysis.

n

Nor_pre = Npro—sum + Z Npwr—cBL + APLC—SMDC (2.35)
i=1

Similarly the mean repair time of a i*" data transmission link provided by
the PLC infrastructure can be approximated as shown in Eq. (2.36). This
approximation is valid for systems where its constituting components with
very low v where 7 is the scalar product of their failure rate and repair
time [BA92].

7 7
ApLc—sm *TpLo—SMm

i
"pr-PLC = N
DT—PLC

n Z;;l )\;WR—CBL * T}L’WR—CBL (2.36)

[3
Abr_prC
APLC—SMDC * TPLC—SMDC

+ -
7
)‘DTfPLC

Failure modes of FB2 : SM data reception at MDMS

Once the SM data reaches the PLC modem connected to the SMDC, it
forwards the data to the communication port of the SMDC (typically via
Ethernet). The SMDC processes the data and then sends aggregated SM
data to the MDMS via the cellular infrastructure. A modem provides the
SMDC an interface to the cellular infrastructure. Similarly, a modem of the
same kind provides interface for the MDMS to the cellular infrastructure.

The failure of the data reception at the MDMS would be caused either
by the failure of the SMDC or the failure of any component involved in
the communication of the data (modems or the components of the cellular
infrastructure). The failure of the SMDC can be caused either by the
failure of its hardware components or the software/firmware. Its major
hardware components would be the power supply, communication interface,
the processing board and the memory/data storage unit with a failure rate
of A\smpc—prs, AsmMmpc—com, Asmupc—pB and Asmpc—ps respectively
and and mean repair time of rsypo—ps, rsMpc—com, rsmMpc—pp and
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rsmpc—ps respectively. The major software components of the SMDC
would be the firmware, the data storage management system and the algo-
rithms processing the individual SM data with a failure rate of Aspypo—rw,
Asmpc-pB and Asmypc-pa and repair time of rsypc—Fw, TsMpc-DB
and rsmpc—pa respectively

Given the failure rate and the mean repair times of the hardware and
software components, the equivalent failure rate and mean repair time
of the " SMDC can be calculated as per Eq. (2.37) and Eq. (2.38)
respectively [BA92].

XNsarpe =Asmpo—ps + Nsvpo—com + Nsmpo—pa
+ Xsmpe—ps + Asmpe-rw (2.37)

+ AsMpc—pB + AsmMpc-pa

i i
TSMDC—-HW T TSMDC—SW
[3
Asmpe (2.38)

13
TsmMDC =
where
r ~ )\ *
SMDC—-HW ~ AsMDC—PS *TSMDC—PS
AL i
+ AsmMpc-com *TsMDC—-coOM
i i
+ AsMDC—PB * TSMDC—PB
i i
+ AsMpc—pSs * TSMDC—DS
~ A\ i A\ i
TSMDC—SW ~ AsMDC—FW ¥ TSMDC—FW T ASMDC—-DB ¥ TSMDC—DB

i i
+ ASMDC—DA *TSMDC—DA

The failure of the modem can either be caused by the power supply failure,
a hardware failure software failure. given the hardware and software failure
rates as AM—CEL—PS, AM—CEL—HW, AM—CcEL—sw and repair rates as
TM—CEL—PS, TM—CEL—HW , "M—CEL—sw respectively. The overall failure
rate and repair time of the " cellular modem can be calculated as per
Eq. (2.39) and Eq. (2.40) respectively [BA92].

Nyu_opL = Mu_ceL—mw + Mi_cBL_sw + MNu_ceL_ps (2.39)
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i @
)‘M—CEL—PS *TM—_CEL—-PS

i
T™M—-CEL =

Av—cEL
3\/1 CEL HW*TRI CEL—HW
+ — — — — (2.40)
Avi—cEL
A%A—CEL—SW * T}.\J—CEL—SW
+

7
)‘]W—CEL

A cellular communication infrastructure is a network of radio transciever
base stations, that provide wireless link access to the cellular user equip-
ment and manage their data flow. Typically a single radio transciever
station is responsible for designated land areas called cells. Any cellular
infrastructure (may it be GSM/UMTS/LTE or 5G) have the following
basic components.

+ Radio access network

+ Core network

However, over the years with the advancement in signal processing, data
processing and storage and in cloud based computational technology,
the aforementioned four basic components of the cellular infrastructure
have also evolved. The connections between the different components,
their assigned roles and functions have also evolved thus enabling the
development of the cellular infrastructure from GSM to 5G.

In this study the LTE(4G) is considered to be used as the cellular network
for transmitting the data from the SMDC to MDMS. A short description
of the components of the LTE architecture and their configuration is
provided. Furthermore, failure rate (Acgr) and the repair time (rcgr) of
the LTE infrastructure as a function of the failure rates and repair times
of its constituting components and their configuration would be explained
subsequently in this section.

LTE stands for Long Term Evolution. The main drivers for its develop-
ment were to enable increased volumes of data traffic, to reduce latency
and to provide a packet optimised radio access network. LTE includes
advanced technologies such as OFDMA (Orthogonal Frequency Division
Multiple Access) and MIMO (Multiple Input Multiple Output). Since
the first release of the LTE standards; release 8, the standard has been
continuously evolving to further enhance system capacity. These releases
further improve system capacity to extend the applicability of LTE for the
use cases of smart grid applications, industrial automation and intelligent
transportation systems.
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Figure 2.15: Overview of LTE architecture

The overall system architecture for LTE, as defined by 3GPP, including
the Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and
enhanced core network known as the Evolved Packet Core (EPC) is as
shown in Fig. 2.15. The UE is the User Equipment. Typically the UEs are
the mobile devices that use the cellular network. However, in this study
the UEs are the modems that provide cellular interface to the SMDC and
MDMS. The dotted black lines correspond to the fibre optic connections to
the MME from each eNodeB and the solid line correspond to the fibre optic
connections to the S-GW from each eNodeB. The green lines correspond
to the google X2 interface between the different gNodeBs for optimal
resource allocation and data flow management between the different cells
and also to the EPC. The components of the EPC namely the Mobility
Management Entity (MME), The Serving Gateway (S-GW) and Packet
Data Network Gateway (P-GW) communicate with each other through
Ethernet switches denoted by blue lines.

For the study an E-UTRAN with 3 eNodeBs are considered, where
the cellular modem connected to SMDC (SMDC cellular modem) can be
served by either eNodeB:2 or eNodeB:1 and the cellular modem connected
to MDMS (MDMS cellular modem) is served by eNodeB:3 or eNodeB:1.
Therefore, for successful transmission of the data between the SMDC and
MDMS either just the eNodeB:1 should be functional or any two eNodeBs
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or all of the eNodeBs should be functional. Additionally, the EPC and the
corresponding communication links between eNodeBs and the components
of EPC should be functional. A detailed CTMC model of the data link
failure over the LTE infrastructure including the different redundant paths
would be presented in the subsequent subsections. In this section the
failure rate and repair time of each component of the E-UTRAN and EPC
would be presented.

The E-UTRAN is the air interface of LTE and constitutes the access
part of the Evolved Packet System (EPS). E-UTRAN network side is
composed only of base station called eNodeB which are equipped with all
radio interface-related functions. The actual deployment of the eNodeB
consists of two parts, the Radio Remote Control (RRU) and the Base
Band processing Unit (BBU). The BBU and RRU have a common power
supply. The RRU is connected to the BBU via the Common Public
Radio Interface (CPRI) cable. The BBU of the base station is the part
that processes the original base band signal for physical interface. It
is connected with the Radio Remote control Unit (RRU) on the radio
mast via optical fibre. The BBU comprises a CPU, a signal processing
unit and its own firmware. The failure rate (A5 ;) and the repair time
(rs gy of the BBU of i*" eNodeB can be calculated as per Eq. (2.41) and
Eq. (2.42) according to the law of series system [BA92] respectively. Where
Mo pu_cpus ANspu_sp, Ngpu—rw correspond to failure rate of cpu, signal
processing unit firmware of BBU respectively and rs 5y _cpus Tss0—sp
T%BU_FW correspond to mean repair time of cpu, signal processing unit
firmware of BBU respectively.

Moy = MNsu_cpu + NsBU_85P + ABBU_FW (2.41)

[3 i [ )
BBU—-CPU *TBBU—CPU T ABBU—SP * TBBU-SP

\
; ; BBU (2.42)
ABBU—FW * TBBU—FW

i
TBBU =

+

ABBU

The RRU is the radio frequency processing part of the eNodeB. It com-
prises a frequency converter and a A /D-D/A-converter and its firmware. The
failure rate (A% pyy) and the repair time (% pyy) of the RRU of i*" eNodeB
can be calculated as per Eq. (2.43) and Eq. (2.44) according to the law
of of series systems explained in [BA92]. Where A\spy_pos Aaru—an,
e pr— pw correspond to failure rate of frequency converter, A/ D-D/A-
converter and firmware of RRU respectively and rrruy—_rcos TRRU—AD>
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rery_pw correspond to mean repair time of cpu, signal processing unit
firmware of RRU respectively.

ARRU = ARRU—FC T ARRU—AD + ARRU-FW (2.43)
i N)‘RRUfFC *TrRRU-FC + ARRU—AD * TRRU-AD
TRRU = 2\
REU (2.44)

i i
RRU—FW * TRRU-FW

! Nier
The failure of the E-UTRAN is caused by failure of the RRU or the
BBU or the power supply providing power to both of them or the failure
of the optic fibre connecting them. The failure rate of i*" eNodeB can be
calculated as function of the failure rate of RRU (A% gy ), failure rate of
BBU (\s5p), failure rate of power supply (A:yoge5_ps) and fibre optic
link between the BBU and RRU (Mspy_ ppu—ro) as shown in Eq. (2.45)

Ang = Arru + ABBU + MeNodeB—Ps (2.45)
The repair time of " eNodeB can then be apppoximated, for series system
[BA92], based on the repair time of RRU (rggy), repair time of BBU

(r5sy) , repair time of power supply (7enoden—ps) and and fibre optic
link between the BBU and RRU (rzry_gau—ro) as shown in Eq. (2.46)

i _ARRU * TRrRU T ABBU * TBBU + AcNodeB—PS * TeNodeB—PS
eNB —

i
)\eNB

i i
)‘RRU—BBU—FO *TRRU—-BBU—FO

! Nvn
(2.46)
The EPC is responsible for authentication and charging functionalities
and it provides the setup of end to end connections. The EPC network
architecture supports the E-UTRAN through a reduction in the number
of network elements, simpler functionality and improved redundancy. The
main components that exist in a typical EPC are:

e The Mobility Management Entity (MME): The MME is the key
control-node for the LTE access-network controlling the high-level
operation by means of signalling messages. It is responsible for user
authentication and for regulating security parameters. Through
logging into the MME, we can view the status of the devices logged
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onto the core networks. It is hosted by a local server with its own
firmware which have a failure rate AyyveE—pw, AMme—rFw and
repair time of rypmE—aW, TMME—Fw respectively. Therefore its
equivalent failure rate can be calculated as in Eq. (2.47) and its
mean repair time as in Eq. (2.48) based on the law for a system with
components in series [BA92].

AMME = AMME—HW + AMME—FW (2.47)

AMME-HW * TMME—HW + AMME—FW * TMME—FW

TMAME = AMME (2.48)

The Serving Gateway (S-GW): The S-GW routes and forwards user
data packets. It is the node that terminates the interface towards
E-UTRAN and acts as the mobility anchor for the user plane during
inter-eNodeB handovers and for compatibility between LTE and
other 3GPP technologies.It is hosted by a local server with its own
firmware which have a failure rate Asacw—aw, Ascw—rw and repair
time of rsew—_mw, rsew—rw respectively. Therefore its equivalent
failure rate can be calculated as in Eq. (2.49) and its mean repair
time as in Eq. (2.50) based on the law for a system with components
in series [BA92].

AsGw = AsGW-HW + AsGw-Fw (2.49)

ASGW—HW * TSGW—HW + ASGW _FW * 'SGW —FW
Asaw

rsGw =~
(2,50)

The Packet Data Network Gateway (P-GW): The P-GW provides
connectivity to the UE to external Packet Data Networks (PDNs)
using the SGi interface. It is hosted by a local server with its own
firmware which have a failure rate Apaw —gw, Apew—rw and repair
time of rpaw—uw, rPaw—Fw respectively. Therefore its equivalent
failure rate can be calculated as in Eq. (2.51) and its mean repair
time as in Eq. (2.52) based on the law for a system with components
in series [BA92].

Apew = ApGw—HW + APGW—_FW (2.51)
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APGW_—HW * TPGW—HW + APGW _FW * TPGW — FW
Apew

repow =
(2.52)

o EPC network switches : These switches7routers enable the commu-
nication between the MME, SGW and PGW, which have a failure
rate Agpc—sw and repair time of rgpc—sw respectively.

The equivalent failure rate and the mean repair time of the EPC can be
calculated as in Eq. (2.53) and Eq. (2.54) based on the law for a system
with components in series [BA92] respectively. Where n is the number of
switches connecting the MME, S-GW and P-GW and the power supply of
the EPC. Where the Aepc—ps and repc— ps represent the failure rate and
repair time of the power supply that provides the power to all components
of the EPC.

Appc = Asegw + Apew + AmmE + AEPC-PS + Z Aepc—sw  (2.53)
k=1

ASGW * T'SGW + APGW * TPGW + AMME * TMME

TEPC = By
Bre (2.54)

n
> h i AEPC—SW * TEPC—SW + AEPC_PS * TEPC—PS

AEPC

The failure rate and repair time calculated of the eNodeBs and the
EPC would be used to build the complex CTMC failure model of the data
transfer between a single SMDC and the MDMS in the Sect. 2.5.5.

Failure modes of FB3: PMU data reception by PDC

The FB3 corresponds to the data reception of a single PMU at the PDC.
Therefore, its failure is either caused by the failure of PMU or the fail-
ure of communication channel used to send the synchrophasors. The
equivalent failure rate and repair time of a single PMU and of the commu-
nication channel as a function of the failure rate and repair times of their
constituting components is presented in this section.

The major components of the PMU are shown in Fig. 2.16. The analog
signals from the transducer corresponding either to current or voltage
measurement is filtered with an anti-aliasing filter after which its is digitized
by the A/D converter. The sampling of the signal is done based on the
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trigger impulses from the Phase Locked Loop (PLL) oscillator. The PLL
is continuously synchronised by either of the two time synchronization
systems. One of them is through the GPS unit that uses the 1PPS or
IRIG-B signal to synchronize the PLL. The other is through the 1588
Precision Time Protocol (PTP) master that synchronises its slaves via
Ethernet. The 1588 PTP slave of the PMU then internally synchronizes
the PLL. In this study the GPS based synchronization is considered as the
primary source of synchronization and the PTP based one as the auxiliary
source of synchronization. The time stamped samples are provided to
the processor that calculates the synchrophasor and publishes through its
dedicated Ethernet port. The failure of the PMU can be caused by the
failure of its constituting components.

1588 PTP
Master

1588 PTP
Ethernet Switch GPS }ecccccaccaaad Second Of Century . . . ... .

(S0
1pps /
PM U Ethernet Port IRIG-B
1pps Ethernet Port )
1588 PTP Slave PLL
Triggers for sampling Synchrophasors
y

Filtered Samples
analog sgnal A\D Converter Processor

T
Analog Output
(Voltage/Current)

Anti-Aliasing
Filter

Power Supply Secon(:soofcc)emury

Figure 2.16: Components of a PMU with redundant time synchronization
system
Primarily the PMU has the following components:

e Power supply with a failure rate of Apyu—ps and repair time of
TPMU—PS-

e Anti-aliasing filter with a failure rate of Appu—aar and repair time
of rPMU—AAF.

e Analog to digital converter (A/D Converter) with a failure rate of
Apmu—Apc and a repair time of rpyu—apc.

e Processor with a failure rate of the Apyu—p and repair time of
rPMU—P-
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o Ethernet port for publising the synchrophasor with a failure rate
)\P]L{UfEth and repair time of TPMU-—Eth-

e PLL with a failure rate of Apyy—prr and a repair rate of repu—prLL.

¢ Time synchronization system with a failure rate of Apy—syne and
a repair time of TPMU—-SYNC.-

It should be noted that, the PMU considered in this study has two
sources of synchronization, namely through the GPS or through
the Ethernet based 1588 PTP. Each of these two systems functions
as redundant to each other. Therefore, these two systems form a
parallel system where even when one of the synchronization system
fails the other will still provide the synchronization signals to the
PMU. The time synchronization fails only when both of the indi-
vidual time synchronization systems fail completely. The failure
rate of the PMU(Apymu—sync) and its repair time (rpmu—syne)
can be calculated as a function of failure rate of GPS system and
PTP system Apmu—aprs, Apmu—prp respectively and their repair
times of rpymu—aprs, TPMmuU—prp respectively as per Eq. (2.55) and
Eq. (2.56) respectively. An approximation of the parallel systems as
explained in [BA92], is used to calculate the failure rate of the time
synchronization system of the PMU .

APMU—SYNC ~ ApMU—-GPS*¥A\PMU—PTP(rPMU—-GPS+TPMU—PTP)
(2.55)

TPMU—GPS * TPMU—PTP
TPMU—-SYNC = (2.56)
rPMU—-GPS + TPMU—PTP

The failure rate (Apmu—cps) and the repair time (rpyu—gps) of
the GPS system can be derived as a function of the failure rate
of the GPS (Agps—unit) unit and the fibre optic link (A¢ps—ro)
connecting GPS unit and the PMU as shown in Eq. (2.57). The
repair time of the GPS base time synchronization system is calculated
considering the GPS and the fibre optic to form a series system and
hence the approximation of the series system as explained in [BA92]
is used to calculate it and is shown in Eq. (2.58) with the repair
time of GPS and the fibre optic link as r¢ps—_vnit and reps—ro
respectively.

APMU—-GPS = AGPS—Unit + AGPS—FO (2.57)
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AGPS—Unit * TGPS—Unit + AGPS—FO * TGPS—FO

TPMU-GPS = by
PMU—-GPS

(2.58)
The failure rate and the repair time of the 1588 PTP based syn-
chronization system is a series system with the PTP Master, PTP
supporting network switches, Ethernet port of the PMU and the
PTP slave hosted in the PMU. Therefore the effective failure rate
of the PTP based time synchronization system can be calculated
as given in Eq. (259) Where )\pr_jus, APTP—SL, A%TPfsW
Apmu—prp—Eth correspond to the failure rate of PTP Master, PTP
Slave, i'" Ethernet switch (in a string of n Ethernet switches) sup-
porting PTP and the Ethernet port of the PMU that is configured
to receive PTP messages.

n

APMU—PTP =APTP-MS + APTP_SL + E Xerp_sw
— (2.59)
+ APMU-PTP—Eth

Whereas its repair time can be approximated as per the Eq. (2.60),
considering it as a series system as explained in [BA92]. where
TPTP-MS, TPTP-SL, Tprp_sw TPMU—PTP—Eth correspond to the
repair time of PTP Master, PTP Slave, i'" Ethernet switch (in a
string of n Ethernet switches) supporting PTP and the Ethernet
port of the PMU that is configured to receive PTP messages.

APTP-MS * TPTP-MS + APTP—SL * TPTP—SL

"PMU-PTP ™~
APMU-GPS

+ APMUfPTPfEth *TPMU—PTP—Eth

APMU—PTP

n
Zi:l APTP—SW * TPTP—SW

+
)\P]WUprP

(2.60)
e Firmware of the PMU with a failure rate of Apy—rFw and repair
time of rpypU—_Fw

The equivalent failure rate of the PMU can be derived considering that
its constituting components form a series system, where even failure of a
single component reaults in the failure of the PMU. The equivalent failure
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rate and the approximated repair time of the PMU can then be derived as
per the Eq. (2.61) and Eq. (2.62) respectively.

APMU =APMU-PS + APMU—AAF + APMU—ADC + APMU—-P (2.61)
+ APMU-PLL + APMU—SYNC + APMU-FW .

APMU—PS * TPMU—PS + APMU—AAF * TPMU—AAF

TPMU =
APMU

APMU—ADC * TPMU—ADC

+
APMU

APMU—P ¥ TPMU—P + APMU—PLL * TPMU—PLL

+
APMU

n APMU—SYNC * TPMU—SYNC + APMU—FW * TPMU—FW

APMU
(2.62)

The synchrophasor data from each PMU are delivered to the PDC
through a communication channel that is composed of a set switches,
routers, modems and physical medium connecting them. Therefore the
failure of the communication channel can be caused by the failure of
any switching/routing devices or the physical mediums connecting them.
Therefore, the failure rate of the communication channel used by a PMU
is given by Eq. (2.63)

T m s q
ApMU-cC = Z A+ Z A+ Z A + Z M (2.63)
j=1 k=1 u=1 =1

where Af,)\]k”, A2 and APM correspond to the failure of 4t relaying
component, k" modem, s* switch and {*" physical medium link respec-
tively. The repair time of the communication channel considering the
repair times of its individual components can be calculated as Eq. (2.64).
Where rf,r,i”, rs and i ™ correspond to the repair time of 5" relaying
component, k™ modem, s switch and {*" physical medium link respec-

tively.

T R R m M M
Do AR Y N x

j=1

rPMU-CC =
APMU—CC
s S S q PM PM
+ Zu:l )\“ * Ty + Zl:l )\l * T

(2.64)

APMU—-CC
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In Sect. 2.5.5 a detailed CTMC failure model of receiving synchrophasor
measurements from 3 different PMUs at the PDC would be presented,
that would use the equivalent failure rate and repair times of the PMUs
(Apmu, rpymu) and that of the communication channel (Apyv—cco, TPvmu—cc)
derived in this section as inputs.

Failure modes of FB4: SE of LV grid by LV-SAU

The failure of FB4 is either caused by the failure of LV-SAU, or any of
the three data repositories namely the PDC, MDMS and NIS. The failure
of the LV-SAU can be caused by the failure of its following components.

e Failure of the power supply with a failure rate of Ay _sav—ps and
repair time of rLv_sav-ps.

o Failure of the processing and local memory management system with
a failure rtae ALv_sauv—nmw and repair rate of ALv_sav—mw.

o Failure of its firmware that has the SE algorithm embedded in it.
The firmware also enables the real time operation of the SE and
hosts the routines that fetch data in regular intervals from the three
repositories and provide to the SE. The failure rate of the firmware
is denoted as Aryv_sauv—rw and the repair time as rLv_sav—rw.

The overall failure rate of the LV-SAU and its approximate repair time

can then be calculated as in Eq. (2.65) and Eq. (2.66) respectively.

ALV—SAU = ALV—SAU—-PS + ALv—sAu—aHW + ALv—sav—rw  (2.65)

TLV-SAU =

ALV -SAU-PS ¥ TLV-SAU-PS + ALV _SAU—HW * TLV-SAU—HW
ALV —SAU (2.66)
ALV_SAU—FW * "LV —SAU—FW

+

ALV -sAU

The equivalent failure rate of the LV-SAU performing the SE and the
mean repair time for succesful estimation after a failure is as given in
Eq. (2.67) and Eq. (2.68) respectively. Where Ayvpams, Anrs, Appc
correspond to the software failures in MDMS, NIS and PDC and rvpums,
rNIS, rppc correspond to their mean repair times respectively.

ALV-SE = ALv—sau + AMbms + ANis + Appc (2.67)
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ALV _SAU ¥ TLV—SAU + AMDMS * TMDMS

rLV_SE ™
LV-SE p 068
ANIS ¥ TNIS + APDC *TPDC '

ALV-_SE

Failure modes of FB5: SE of MV grid by MV-SAU

There are two major components in the FB5. Firstly, the individual data
communication channel used by separate LV-SAU to send its estimates of
the states of its LV grid. Secondly the hardware that hosts the MV-SAU
and its firmware.

The failure of the communication channel can be caused by the failure
of any switching/routing devices or the physical mediums connecting them.
Therefore, the failure rate of the communication channel used by a LV-SAU
is given by Eq. (2.63)

T m s q
ALv-_sau-cc = Z A+ Z A+ Z A + Z MM (2.69)
j=1 k=1 u=1 1=1

where /\?,)\fy , A2 and AP'M correspond to the failure of 5% relaying
component,k*® modem, st" switch and {*" physical medium link respec-
tively. The repair time of the communication channel considering the
repair times of its individual components can be calculated as Eq. (2.70).
Where rf,r,i”, rs and rI'™ correspond to the repair time of j** relaying
component,k*® modem, st* switch and {*" physical medium link respec-
tively.

s R R m M M
Zj:1 AjRTy Zk:l Ak * T

ALV_sAU-cC (2.70)

s s, .S q PM _ . .PM
n Zu:l Ao x4+ 21:1 AP g

TLV-SAU-CC =

ALV-_sau—cc

The failure of the MV-SAU can be caused by the failure of its following
components.

o Failure of the power supply with a failure rate of Aysv_sav—ps and
repair time of ryv_sav—ps.

o Failure of the processing and local memory management system with
a failure rate Ayyv_sav—mgw and repair rate of Ayv—_sav—gw.
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o Failure of its firmware that has the SE algorithm embedded in it.
The firmware also enables the real time operation of the SE and hosts
the routines that fetch data in regular intervals from the repositories
that store the estimates from each MV-SAU. The failure rate of
the firmware is denoted as Ayv—_sav—rw and the repair time as
TMV—-SAU—FW .

The overall failure rate of the MV-SAU and its approximate repair time
can then be calculated as in Eq. (2.71) and Eq. (2.72) respectively.

AMV—SAU = AMV—SAU-PS + AMV—5AU—HW + Amv—_sav—rw (2.71)

TMV-SAU &~

AMV —SAU—PS * TMV—-SAU—PS + AMV—SAU—HW * "MV —SAU—HW

AMV—SAU

n AMV—SAU—FW * TMV —SAU—-FW

AMV—SAU
(2.72)

In Sect. 2.5.5 the detailed CTMC model of the failure of MV grid SE
done by MV-SAU with estimates from two different LV-SAUs will be
presented.

2.5.5 CTMC failure models of the functional blocks

Once the failure modes of the individual components of a FB is determined
(as presented in Sect. 2.5.4), the next step is to generate the appropriate
CTMC failure models for each FB to evaluate its reliability. In this section
the CTMC failure models for each FB would be presented chronologically.
In all thos CTMC models, circles/elipses correspond to the different system
operational/failure states and the arrows show the transition from one
state to the other either due to failure of a component or recovery of a
component. The failures transition are marked with a rate labelled with A
and recovery transitions are labelled using p.

CTMC models of FB1: SM data reception at SMDC

The reliability of the FB1 is dependant on the CTMC failure models of
each of the 10 SM and their respective data transmission link failure of
the PLC infrastructure. The CTMC model of the " SM and that of the
PLC data transmission link used by it to transfer the data to the SMDC
are shown in Fig. 2.17 and Fig. 2.18 respectively.

62



2.5 Test Case 1: Monitoring systems for distribution grids

M

Figure 2.17: CTMC failure model of i** Smart Meter (SM)
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Figure 2.18: CTMC failure model of the data transmission link via the

PLC infrastructure
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In Fig. 2.17 the state SMqip corresponds to the operational state of the
it" SM where as the state shaded, SM?, corresponds to the failed state of
the SM. The i'" SM fails at a rate of A\5,; and has a repair rate of pk,,,
where pb,; = =1—. The A%, and the 7%,, are actually derived according

to the Eq. (2.33S)Mand Eq. (2.34) respectively.

Similarly, in Fig. 2.18, the state DT — PLCflp corresponds to the opera-
tional state of the data transmission link used by the i"® SM to send the
smart meter data to the SMDC via the PLC infrastructure. The states
shaded in grey, DT — PLC",, corresponds to the failed states of the data
transmission link (as it is assumed that, measurement from at least one
SM connected at each power segment should be able to communicate).
That means that all the segments should be functional along with the PLC
modem connected at the SMDC side. The data transmission link fails at

a rate of Xpp_pro and has a repair rate of upp_pro, where p; = TL (74
i

is its mean repair time). The A; and the r; are actually derived according
to the Eq. (2.35) and Eq. (2.36) respectively.

With these CTMC models the steady state probability of the SM and the
data transmission link provided by the PLC to be in operational state can
be calculated as per Eq. (2.22). The ﬂ'gM is a row vector of steady state
probabilities of finding the 3" acrshortSM in operational state (ngup)

and in the failed state (w,,, ) as shown in Eq. (2.73).

”fGM = [WgMup ﬂ'gMdn] (2.73)

Similarly, the 7TiDT_ pLc 18 a row vector of steady state probabilities
of finding the data transmission link used by the all the acrshortSM to
report its measurements to the SMDC in operational state (7pp_p Lcup)

and in the failed state (WiDT_chdn) as shown in Eq. (2.74).

Thr—pre = [WET—PLCW ﬂ-iDT—PLCdn] (2.74)

The 7rng and 7rf:,T_ prLc €nable the evaluation of the reliability of

successful generation and transmission of the data from the i** SM to
the SMDC. In the Sect. 2.5.6 the overall reliability evaluation of each
FB1, with 10 SMs, in a LV grid would be formulated. Thus enabling the
evaluation of the reliability of reception of smart meter data from all the
two areas powered by the LV grid.

CTMC models of FB2: SM data reception at MDMS

A single instance of the FB2 correspond to the successful reception of the
aggregated SM data from a single SMDC at the MDMS. In this study
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per LV grid there are three SMDCs deployed, which means that three
instances of FB2 have to be considered in the reliability of the complete
SM data transmission to the MDMS. The details of the reliability analysis
of FB2 would be explained in detail in Sect. 2.5.6.

The reliability of a single FB2 instances can be calculated modelling the
failure of three major components. These are the SMDC, cellular modems
connected to the SMDC and MDMS, and finally the LTE infrastructure.
The CTMC model depicting the failure characteristics of the SMDC is
shown in Fig. 2.19. It is a two state CTMC model where the SMDCY,,
corresponds to the failed state of the it" SMDC due to failure of its
constituting components. Whereas, the SMDC’ZLP corresponds to the
operational state of it. The state transition from the operational state to
the failed state is triggered when any of its constituting component fails
and is calculated as per Eq. (2.37). Whereas the recovery from the failed

state happens at a rate of psype, where upr_pro = %, where
SMDC

rivpe is its mean repair time, calculated as per Eq. (2.38).

i
)\SMDC

i
Hsmbc

Figure 2.19: CTMC failure model " Smart Meter Data Concentrator
(SMDC)

With this CTMC model the steady state probability of the SMDC to be
in operational state can be calculated as per Eq. (2.22). The ﬂgMDC is a
row vector of steady state probabilities of finding the i*" acrshortSMDC in
operational state (ngDCup) and in the failed state (ﬂ'ngDcdn) as shown
in Eq. (2.75).

Tanpe = [TsMpe., Tsampey, ) (2.75)
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The operational status of the system of two cellular modems (one
connected to the SMDC and the other to the MDMS) can represented
as shown in Fig. 2.20. There are four states corresponding to the four
possible combinations of the operational states of both modems together.
The non shaded state, SMDC%fCELMDMS%chL, corresponds to the
state where both the modems are functional at the same time. All the
other states correspond to failure of at least one cellular modem. The
transition from one state to the other is governed by the failure or repair
of a specific cellular modem.

}\SMDC M<CEL

M-CEL OB S

MDMS

SMDCM
MDMSM.CEEJP
SMDCY

up

e MDY

Figure 2.20: CTMC failure model of cellular modems connected to SMDC
and MDMS

MDMS
A M-CEL

M-CEL

The failure rate of each cellular modem and its repair rate of each
cellular modem (reciprocal of repair time) can be calculated as explained
in Eq. (2.39) and Eq. (2.40) respectively. It should be noted that there
are three states that are shaded. These states correspond to the failure
of the data transmission between the SMDC and MDMS. In all these
three shaded states at least one of the cellular modems is not functional
rendering the data transmission failure. Therefore, in the evaluation of the
reliability of the FB2, only the probability of being in the non shaded state
(SMDCY~“ELMDMSI L) would be considered as reliable operation
of the cellular modem pair.

With this CTMC model the steady state probability of the cellular
modems connected to SMDC and to MDMS to be in operational state can
be calculated as per Eq. (2.22). The wpr—_cEL is a row vector of steady
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state probabilities of finding the system of two cellular modems in different
operational states as shown in Eq. (2.76).

_ [_M-CEL M—CEL
TM—-CEL = [WSMDCWMDMSU,, TSMDCyupMDMSg,

M—CEL M—CEL
TSMDC 4, MDM Sy, TrSMDC,inMD]MSdn]

(2.76)

Finally the last component involved in the data transmission is the LTE
infrastructure, whose CTMC failure model is as shown in Fig. 2.21. Each
non shaded circle corresponds to the state where the EPC is functional and
a set of the eNodeBs are functional. The exact eNodeBs that are functional
are shown in the subscript. For example in the state eNodeBi3EPCy),
corresponds to the state where eNodeB:1 and eNodeB:3 are operational and
the EPC is also functional. In this study, it is assumed that for improving

Figure 2.21: CTMC failure model of LTE infrastructure

the reliability of data transmission between the SMDC and MDMS cells
of eNodeB:1, enodeB:2 and eNodeB:3 are so configured that the cellular
modem of the SMDC is able to communicate with eNodeB:1 and enodeB:2
whereas the MDMS is able to communicate with eNodeB:1, enodeB:3,
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provided that the EPC is always functional. Therefore, if the EPC fails, or
every eNodeB fails when the EPC is functional(state eNode B, EPCly), or
only eNodeB:2 is functional (state eNodeBy EPC\;) or just the eNodeB:3
is functional (state eNodeBs EPC\,), the data transmission through the
LTE infrastructure between the SMDC and MDMS fails. In the CTMC
model the shaded states (black and brown) correspond to one of the failure
states mentioned before. The state shaded in black correspond to the
failure of data transmission due to failures in eNodeBs only (while the EPC
is functional). The state shaded in brown, eNode By EPCyg, corresponds
to the condition where the EPC has failed (irrespective of the condition
of the eNodeBs that are functional). The failure of EPC triggers the
transition from all other states (directed arcs coloured in brown) to this
state at a rate of Agpc, calculated as per Eq. (2.53). The system goes
back to the state where it came from (directed arcs coloured in brown)
with a repair rate of uppc = Ty where rgpc is the mean repair time
of the EPC calculated as per Eq. (2.54). The transition between the
other states (except the state eNodeB, EPClyy,) is caused by failure or
recovery of i'* eNodeB denoted by the failure rate and recovery rate of
Aovp and penp = %, where 7!y g is its mean recovery time, which can

be calculated as perE]Ev)g. (2.45) and Eq. (2.46) respectively.

With this CTMC model the steady state probability of the cellular
infrastructure to be in the nine operational state can be calculated as
per Eq. (2.22). The wogr is a row vector of steady state probabilities of
finding the system of the cellular infrastructures in different operational
states as shown in Eq. (2.77). Where the superscript of each element
of the wc gy correspond to the status of the eNodeBs and the subscript
corresponds to the status of the EPC. In the equations the eNodeB is
abbreviated as eNB.

_ eNBj23 _eNBjg eN Ba3 eNBi3
TCEL = [TrEPCup EPCyup TEPC,, TEPC.y)p

eN By eN By eN B3
TEPCyp TEPCy, TEPCy, (2.77)

eNBg, _eNB,
TEP., WEPd,,L]

With the probability vectors ngDC, wrm—cer and wegr the overall
reliability of the transmission of the data from a single SMDC to the
MDMS via the cellular infrastructure can be calculated. The detailed
calculation would be presented in Sect. 2.5.6.

CTMC models of FB3: PMU data reception by PDC

In this test case three PMUs along with their independent Communication
Channels (CCs) are assumed to be deployed for each LV grid. A CTMC
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model depicting the status of the three PMUs is shown in Fig. 2.22.
The ellipses represent the 8 operational states of the PMUs and the
transitions represent the failure of a specific PMU or a recovery of it.
The numbers mentioned in the subscript denote the specific PMU device
that is functional. For e.g PMU:2 corresponds to a state where only the
PMU 1 and the PMU 2 are functional. Finally the ellipse shaded in grey
(PMUgy,) corresponds to the operational state where none of the PMUs
are functional. The A5, is the failure rate of the " PMU as calculated

in Eq. (2.61) and the repair rate upypy = %, where 7%, is the mean
MU

repair time of the PMU calculated as per Eq. (2.62).

Figure 2.22: CTMC failure model of the three PMUs

Similarly since each PMU is assumed to have independent communica-
tion channel to the PDC the failure model of the communication channels
of the PMUs (PMU-CC) also has 8 operational states in total as shown in
Fig. 2.23. Similar to the CTMC model of the PMUs the state transition
is triggered either by the failure or recovery of a specific communication
channel. The state shaded in grey corresponds to the operational state
where none of the communication channels are functional.
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Figure 2.23: CTMC failure model of the communication channels of the
three PMUs

The (Ao p_cc) is the failure rate of the communication channel used
by the i*® PMU, which can be calculated as per Eq (2.63). The repair
rate of the communication channel used by the it" PMU is ubpyy_co =
p 1 , where 7p 7o is the mean repair time of the communication

PMU-CC
channel calculated as per Eq. (2.64).

The steady state probability of the number of PMUs functional (wpps)
can be deduced with the CTMC model depicted in Fig. 2.22 as per
Eq. (2.22). The wppu is a row vector of steady state probabilities the
system of three PMUs in different operational states as shown in Eq. (2.78).

— [gPMU _PMU _PMU _PMU _PMU _PMU _PMU _PMU) (9n5g
WPMU*[W123 12 13 23 1 Up) 3 Tdn }( )

Similarly, the steady state probability of the communication channels of
the PMUs PMUs functional (7wpapu—cc) can be deduced with the CTMC
model depicted in Fig. 2.23 as per Eq. (2.22). The wppu—cc is a row
vector of steady state probabilities the system of the PMUs in different
operational states as shown in Eq. (2.79).

70



2.5 Test Case 1: Monitoring systems for distribution grids

PMU-CC _PMU-CC P]VIU—CCTFPMU—CC

TPMU—CC = [T123 T12 T13 2.79
PMU—-CC _PMU—-CC _PMU-CC _PMU-CC (2.79)
T T2 T3 Tdn ]

These probabilities are then used to evaluate the reliability of the PMU
data generation and transmission and thus determine the overall reliability
of the functional block FB3. The Sect. 2.5.6 would present this in a bit
more detail.

CTMC models of FB4: SE of LV grid by LV-SAU

The CTMC model to evaluate the probability of executing the LV-SE
by the LV-SAU along with its repositories and the firmware hosting the
algorithm for SE is depicted in Fig. 2.24.

i
A LV-SE

i
M Lv-se

Figure 2.24: CTMC failure model of LV-SE

The CTMC model has only two states one being the state where the
LV-SE is operational (LV — SE},,) and the other when it has failed due to
various reasons as explained in Sect. 2.5.4. The SE of the i*" LV grid fails
at a rate of A%y _ g calculated as per Eq. (2.67). The LV-SE recovers from
the failed state to fully operational state at a rate of ué_gp =

s )
LV —-SE
where r7y_gp is the mean repair time of the communication channel
calculated as per Eq. (2.68).

With this CTMC model the steady state probability of the successful

state estimation performed by the LV-SAU can be calculated as per
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Eq. (2.22). The wi,, ¢ is a row vector of steady state probabilities of
successful state estimation performed by the it" LV-SAU (7hv_s Ew) and
unsuccessful state estimation (7} _gp,, ) only caused by the failure of
the ¢*" LV-SAU.

Ty _sp = [TLV-SE., TLV-SEy,] (2.80)

CTMC models of FB5: SE of MV grid by MV-SAU

The reliability of the SE of the MV grid depends on the reliability of the
data communication channel between the LV-SAU and MV-SAU and the
reliability of MV-SAU that hosts the SE functionality. The CTMC failure
model of the system of two separate communication channels that are
individually used by the two LV-SAUs to communicate with the MV-SAU
is as shown in Fig. 2.25. The CTMC model has four operational states,

LVSAU
N e AYSAULCC, W
LUSAU-CC
LVSAU-cC',,
LVSAU-CC’,
LVSAU<CC!
AVSAY o LVSAU-CC, i

Figure 2.25: CTMC failure model of communication channels between
LV-SAU and MV-SAU

LVSAU
A c

LYSAU-CC 4
LVSAU-CC4;

LVSAU
A ca

where, LVSAU — C’C’,}LPLVSAU - C’CZP corresponds to the state where
both the communication channels are functional. In the other states either
one of the channels are not functional or both are not functional triggered
by the failure of any of the components that form the communication
channel. The subscripts up and dn correspond to the functional status
of each communication channel , namely up or down respectively. The
superscripts 1 and 2 correspond to the index of the communication channel.
The state transition is either caused by the failures of communication

channels 1 and 2 with a failure rate of A2%54Y and A2%54Y respectively or
their recovery with a rate of p5%54Y = TLV% and pEY5AY = TLV%
c2

cc
respectively. The rE%74Y and rE¥%54Y correspond to the mean repair

time of the communication channel as calculated in Eq. (2.70). For the
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reliability analysis the state LV SAU — CC,,,LV SAU — CCy, would be
considered as the functional state and the rest of the states (shaded)
would be considered as failure state. This is because for successful state
estimation of the MV grid data from both the LV-SAUs are absolutely
necessary.

With this CTMC model the steady state probability of the communi-
cation channels used by the LV-SAU to report the state estimates to the
MV-SAU, to be in operational state can be calculated as per Eq. (2.22).
The wrv_mv_cc is a row vector of steady state probabilities of the
different operational states of the two communication channels that are
individually used by two separate LV-SAUs to communicate with the
MV-SAU is shown in Eq. (2.81).

_ [ LVSAU LVSAU
TLV-MV—-CC = [chhmcczup TCC1ypCC24p (2.81)

LV SAU LVSAU
TCC14p CC2up 7T001dncczdn]

The CTMC model of the successful state estimation of the MV grid
by the MV-SAU is depicted in Fig. 2.26. The CTMC model has just two

AMV—SE

Hmv-se

Figure 2.26: CTMC failure model of the MV-SAU

states, one corresponds to the MV-SAU being operational to carry out
the SE algorithm (MV SE,;) and the other state that corresponds to the
failure in the state estimation (MV SEg4y,). It should be noted that this
CTMC model only encapsulated the failure in performing the SE just due
to the failure of the MV-SAU.

73



Chapter 2 Reliability of DGA systems

With this CTMC model the steady state probability of the successful
state estimation performed by the MV-SAU can be calculated as per
Eq. (2.22). The wprv—sE is a row vector of steady state probabilities of
successful state estimation performed by the MV-SAU (mav—s Eup) and
unsuccessful state estimation (myv-sg dn) caused only by the failure of
the LV-SAU.

TMV—SE = [TMV—5E,, TMV—-SE,) (2.82)

The mrv_mv_cc and v _se would be used to determine the overall
reliability of the FB5. A detailed explanation of the reliability evaluation
would be presented in Sect. 2.5.6. In this study two LV grids are considered
to be part of the MV grid. In reality it could be more, but for this study
it has been limited to just two. With increase in the number of LV grids
in the MV grid, neither the process of evaluating the reliability of FB 5
would change nor the number of CTMC failure models required for its
reliability evaluation. The only thing that would change with the increase
in the number of LV grids per MV grid, is the size of the CTMC model
corresponding to the communication channels between the LV-SAU and
MV-SAU. If there are k LV grids in a MV grid then the size of the CTMC
model of the communication channels shown in Fig. 2.25 would have 2*
states.

2.5.6 Reliability evaluation

In this section the detailed MDRM would be derived for all FBs. Fur-
thermore, the mathematical formulation for evaluating the reliability of
each FB would be presented. The CTMC models presented in Sect. 2.5.5
would be used as inputs. Furthermore, depending upon the requirements
of the SE algorithm regarding the minimum measurements required for
observability the appropriate elements of the MDRM would be selected
for the reliability evaluation of each FB. Additionally, given the failure
characteristics of the different components in the measurement acquisition
system, the average availability of the different measurements at the LV-
SAU can be calculated. With the average availability of each measurement,
the mean accuracy achievable in estimating the state of the LV grid would
be presented.

Reliability evaluation of FB1

For each LV grid there are three instances of FB1 involved. Where each
FB1, corresponds to the reporting of the ten SM measurements from an
area to their respective SMDCs. Since there are three different areas

74



2.5 Test Case 1: Monitoring systems for distribution grids

considered in per LV grid, three instances of FB1 have to be included in
the reliability analysis for the reception of the complete SM data at their
SMDCs. It should also be considered that the ten SMs are geographically
placed so that they are evenly spread along the different segments of
the radial power line. In this study there are 5 segments of power lines
connected radially and there are 2 SM connected at every segment of the
power line (denoted with a and b) as shown in Fig. 2.27.

S

Power Cable Power Cable

Segment 3 Segment 2 Segment 1

Power Cable Power Cable Power Cable

Segment 5 Segment 4

R smwith PLC-E
o — - Ethernet
‘i SMDC PLCRouter == PowerCable GEEER ~

Figure 2.27: Distribution of SM in an area that send its measurements to
the same SMDC

The MDRM for the transfer of measurements from at least one SM
connected to the " power line segment to its SMDC is as given in
Eq. (2.83). Where n is the total number of power line segments considered
in the radial grid, spr—prc is number of states in CTMC failure model
of the data transmission link via the PLC infrastructure (Fig. 2.18)

n

MDRMsu(5) = (L[~ (=531, * 7500, 0)) * Thr_prc ()

=0 (2.83)
where

1<j<spr-prc;

The overall reliability of the FB1 is then calculated as per Eq. (2.84). The
reliability of each FB1 instance is the probability that measurements from
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at least five SMs connected in different power line segments are received,
taking into account that from an area measurements from maximum of
ten SMs could be received at the SMDC.

Rrp1 = MDRMsy (1) (2.84)

Considering that there are [ number of instances of FB1 in a system
then the total reliability of the | FBs functioning together can then be
calculated as shown in Eq. (2.85).

l
Rpgal — H R (2.85)

Reliability evaluation of FB2

The reliability of the FB2 is determined by the reliability of the SMDC,
the cellular modems connected to the SMDC and MDMS, and the cellular
infrastructure. Each FB2 instance is responsible for the data transmission
between a specific SMDC and the MDMS. For its reliability evaluation,
firstly the MDRM of the i** FB2 (responsible for enabling data trans-
mission between the i1th SMDC and MDMSY) is calculated as shown in
Eq. (2.86) using Eq. (2.75),Eq. (2.76),Eq. (2.77). Where scgr is the
number of states in the CTMC failure model of the cellular infrastructure
as depicted in Fig. 2.21.

MDRMrp2(1,§) = WgMDc(L 1) *7wa—cpr(1,1) xmepr(1,7)

(2.86)
where
1 <k<scer;
i i i .
TsmMDCc = [7TSMDCW TSMDCy, )}
[ _M-CEL M—CEL
TM—-CEL = [7TS]\4DCUPMDMSuP TSMDCyupMDMSq,,
M—CEL M—CEL .
TSMDC g, MDM Sy WSNIDCanIDMSdn]v
_ eNBj2s eNBlz eNng eNB13
TCEL = [WEPC TEPCyp TEPCyp TEPCyyp
cNBl cNBg ENB3
TEPCup TEPCyup TEPCup
eNDBg, eNBI}
TEP.y, TEP4,
eNBy _eNBs _eNBa, _eNB
As described in Sect. 2. the states 7% 2 3 dn | ®
S 5.9, EPCy.p» "EPCyy,> TEP,, > TEP,,

correspond to the failed operational state of the cellufar 1nfrastructure
Therefore, as per Eq. (2.86), the elements M DRMpp2(1,1) to MDRMFrp2(1,5)
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correspond to the reliable operation of the FB2. Hence, the reliability of
the FB2 is calculated as per Eq. (2.87).

5
Rrp2 = Z MDRMFrp2(1,5) (2.87)
j=1
Considering that there are | number of instances of FB2 in a system

then the total reliability of the I FBs functioning together can then be
calculated as shown in Eq. (2.88).

1
Rigs' =[] REs2 (2.88)
k=1

Reliability evaluation of FB3

The reliability of reception of the measurements from three PMUs data at
the PDC can be derived by first constructing the MDRM as per Eq. (2.89)
using Eq. (2.78) and Eq. (2.79). Where spyu and spayu—cc is the number
of states in the CTMC failure model of PMUs as depicted in Fig. 2.22 and
its communication channels as depicted in Fig. 2.23 respectively.

MDRMFg3(i,j) = mpymu(l, i) * Tppu—cce (1, 5)

2.89
where ( )

1<i<spmu

1<j<spuv-cc

In this test case it is assumed that reception of at least two PMU measure-
ments at the PDC would ensure reliable operation of the state estimator.
Therefore, as shown in Eq. (2.90), the entries coloured in green and
blue together correspond to the reliable operation of the complete PMU
infrastructure.

p1 p2 Pp3 P4 Ps5  Pe
P9 DPio P11 P12 P13 P4
pi7 P18 P19 P20
D27
P35

(2.90)

MDRMpps=
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Therefore, the total reliability of FB3 is as given in . Where N is the
number of elements in Set of Reliable operation mode: green and blue
shaded elements.

N
RERS = ZP(J')
j=1

where

V (j) € Set(Reliable operation mode : green and blue shaded elements)
(2.91)

Reliability evaluation of FB4

The FB4 is responsible for successful operation of the LV-SAU so that
it can perform the state estimation. The 7, o.(1,1) = WEV—SEW as
per Eq. (2.80) corresponds to the probability of successful operation of
the i*" LV-SAU. The complete reliability of the state estimation of the "
LV grid considering the reliability of the FB1, FB2, and FB3 can then
be calculated as per Eq. (2.92). The total reliability of successful state
estimation of n such LV grids in an MV grid can then be calculated as
shown in Eq. (2.93).

1 Total Total Total 7
Rpps = RFBl,, * RFBzi * RFB3i *TLV —SEy, (2'92)
n
Total k
Rppy = | I Rppy (2.93)
k=1

Reliability evaluation of FB5

The reliability of the communication channels used by the two LV-SAUs
and the MV-SAU determines the reliability of the FB5. The MDRM
for the transfer of LV grid state estimates to the MV-SAU is as given
in Eq. (2.94)using the Eq. (2.82) and Eq. (2.81). Where syv—_se and
sLv—mv—cc correspond to the number of states in the CTMC failure
model of the MV-SAU as depicted in Fig. 2.26 and CTMC failure model
of the two communication channels individually used by two separate
LV-SAUs as depicted in Fig. 2.25 respectively.
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MDRMFgs(k,j) = mpv—se(k) * Ty —mv—ce(d)
where
(2.94)
1<k <suv-sE;
1<j<srv-mv-cc;
Since the mprv_sg(1,1) and v —nmv—cc(1, 1) correspond to the state
where the MV-SAU and both the communication channels are functional.
Therefore, the reliability of just the FB5 is as shown in Eq. (2.95).

Rpps = MDRMpps(1,1) (2.95)

The total reliability of successful state estimation of the MV grid given
the reliability of the successful state estimation of its LV grids can then
be calculated as in Eq. (2.96). The RE%Z' corresponds to the over all
reliability of performing the state estimation of a MV grid considering
the failure characteristics of all its constituting cyber-physical components
responsible for measurement generation, transmission and processing that
includes the components of the LV grid.

RE — Rpps « REGS (2.96)

2.5.7 Test scenario and Results

For the test scenario, the failure rates of the different components have
been derived according to the SN29500 and MIL-HDBK-217 standards.
However, for each device in a specific FB, the assumed availability of
its constituting components is different. The assumed availability of the
components constituting the different devices are as given below.

« Components of SM : 99.00 %.

o Components of PLC modem : 99.90 %.
o Components of SMDC : 99.90 %.

o Components of eNodeB-LTE : 99.99 %.
¢ Components of EPC-LTE : 99.99 %.

o Components of PMU : 99.90 %.

¢ Components of PMU communication channel :99.99 %.
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o Components of LV-SAU : 99.99 %.

e Components of LV-SAU communication channel to MV-SAU : 99.99
%.

o Components of MV-SAU : 99.99 %.

The assumption of the availability is necessary to derive the repair time
of each component according to the Eq. (2.1). The repair time and the
failure rate of the components determine the reliability of each device
of a specific FB. The reliability of the device can be represented as a
function of failure rate and repair time of each device, which is then
used to calculate the reliability of each FB as described in Sect. 2.5.6.
The reliability evaluation of the individual FBs would be presented in
the subsequent subsection and finally the reliability of the heterogeneous
monitoring system to estimate the state of the LV grid by the LV-SE hosted
by LV-SAU using the measurements from SMs and PMUs is presented.
Furthermore, the reliability of the monitoring of the complete MV grid
using the state estimates from individual LV grids by the MV-SAU is also
presented.

Reliability of FB1

The FB1 is composed of the smart meters and the PLC infrastructure.
The reliability of the individual smart meters and the complete PLC
infrastructures, that enables data transfer of measurements from at least
one SM is as depicted in Tab. 2.1 and in Tab. 2.2.

The complete reliability of the functional block is calculated and depicted
in comparison with the other functional blocks as shown in Tab. 2.3

Reliability of FB2

The functional block FB2 consists of the SMDC and the cellular infrastruc-
ture. The reliability of the SMDC is depicted in Tab. 2.4. The reliability
of the LTE infrastructure is depicted in Tab. 2.5. The reliability of the
modems that connect the SMDC and the MDMS to the cellular network
is shown in Tab. 2.6.The overall reliability of the functional block which

Table 2.1: Reliability of Smart Meter
CTMC States SMup SMan
Steady state probability | 0.9162 | 0.0838
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Table 2.2: Reliability of PLC Infrastructure
CTMC States PLCy, | PLCyy,
Steady state probability 0.97 0.03

Table 2.3: Reliability Functional Blocks
Functional Blocks FB1 FB2 FB3 FB4 FB5
Steady state probability | 0.9365 | 0.9427 1 0.9994 | 0.9979

is the combination of the reliability of the SMDC, Cellular modems and
LTE is given in Tab. 2.3.

Reliability of FB3

The reliability of the FB3 is composed of the reliability of the PMUs
and the communication channel that each PMU uses to communicate to
the PDC. The FB3 is considered to be reliable if even one of the PMU
measurements is reliably transferred to the PDC. The reliability of PMUs
where at least one PMU is functional with its communication channel is
depicted in Tab. 2.7 and in Tab. 2.8.

Thus reducing the number of down states to be considered for the
CTMC models for PMUs and their communication channels, as depicted
in Tab. 2.3, the overall availability of FB3 is comparatively higher compared
to the other FBs.

Reliability of FB4 and FB5

The reliability of FB4 is the reliability of the LV-SAU. The Overall relia-
bility of the SAU performing the state estimation is depicted in Tab. 2.9.
The reliability of transferring the estimates of the states from at least
one LV-SAU is depicted in Tab. 2.10.
The reliability of the state estimation performed by the MV-SAU is
depicted in Tab. 2.11.

Table 2.4: Reliability of Smart Meter Data Concentrator (SMDC)
CTMC States SMDCyp | SMDCyy,
Steady state probability 0.9941 0.0059
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Table 2.5: Reliability of LTE/4G (Long Term Evolution)

CTMC States Steady state probability
eNBiaz — EPCyp 0.9585
eNBia — EPCyy 0.00983
eNBas — EPCy, 0.00983
eNBis — EPCyy 0.00983
eNB, — EPCy, 0.00125
eNBy; — EPCy, 0.00125
eNBs — EPC,, 0.00125
eNBg, — EPCyp 0.00060
eNBgn, — EPCyp 0.00767

Table 2.6: Reliability of Cellular Modems

CTMC States | Steady state probability
M — CELis 0.959

M —CEL; 0.0204

M — CEL> 0.0204

M — CELgy, 0.0004

Table 2.7: Reliability of PMUs

CTMC States | Steady state probability
PMUi23 0.9995
PMU,» 0.00017
PMUss 0.00017
PMU3 0.00017
PMU, 2.857e-8
PMU, 2.857e-8
PMUs 2.857e-8
PMUgp, 4.83e-12
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Table 2.8: Reliability of PMU communication channel

CTMC States | Steady state probability
PMU — CCh2s 0.9973

PMU — CCy2 0.000897

PMU — CCas 0.000897

PMU — CCis3 0.000897

PMU - CCy 8.08e-7

PMU — CCy 8.08e-7

PMU — CCjs 8.08e-7
PMU — CChyp, 7.273e-10

Table 2.9: Reliability of LV-SAU to perform LV-SE

CTMC States

LVSE,,

LV SEan

Steady state probability

0.9994

0.0006

SAU

Table 2.10: Reliability of Communication channel from LV-SAU to MV-

CTMC States Steady state probability
LVSAU — CCh2 0.9982
LVSAU — CC, 0.0009
LVSAU — CC» 0.0009
LVSAU — CCyy 8.087e-7

Table 2.11: Reliability of MV-SE by MV-SAU

CTMC States

MV SE.,

MV SEq4n

Steady state probability

0.9997

0.0003

Table 2.12: Reliability of DGA monito

ring system

CTMC States

DGA — Monyyp

DGA — Mongn,

Steady state probability

0.7773

0.2227
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Finally the total reliability of the DGA monitoring system considering
all five functional blocks is depicted in Tab. 2.12

2.5.8 Conclusion

With this test case it is shown that even a complex automation function
realised by heterogeneous communication infrastructures and diverse au-
tomation devices can be evaluated using the proposed methodology. The
complete monitoring function was divided into five functional blocks that
are independent to each other, with respect to the failure characteristics.
The failure rates of each automation device and the communication in-
frastructure have been modelled using the CTMC formalism. The failure
models of heterogeneous communication infrastructures ranging from wired
systems like the Ethernet and PLC till the wireless cellular systems like the
LTE/4G systems have been developed. The MDRM for each functional
blocks have been calculated to evaluate the reliability of the individual
FBs. The reliability of individual functional blocks have been combined
to evaluate the reliability of the complete monitoring function realisation
of the DGA system.

2.6 Test Case 2 : Cyber-physical MTDC grid control

2.6.1 Introduction

The MTDC grids are gaining popularity in the transmission sector, for their
higher power transfer capability, reliability, and flexibility in integrating
large off-shore wind farms, interconnection of weak ac grids and cross
oceanic ac grids[Zha+17][Cha+14]. Furthermore, MTDC grids are also
being considered for the modernization of distribution grids with higher
penetration of Distributed Energy Resources (DERS) to provide support for
ac grid control[Bra+12][Che+19][Kor+15] and serve as controllable links
between different sections of the ac system. The scale of the installation
is rising as MTDC grids upto 6 terminals are being constructed [RR17].
Furthermore, the MTDC grids ensure the stability of the power grid under
high volatility of energy generation[KM17][Kum+19]. Thus, helping to
meet the ambitious goals of achieving higher share of energy generated
from renewable energy resources to meet stringent climate change policy.
Since the number of installations of MTDC grid have been increasing in
the world [RR17], the reliability of the MTDC grids will influence the
overall reliability of the power grids.

In this subsection, reliability analysis of cyber-physical MTDC grid,
based on proposed CTMC based methodology is presented. A detailed
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description of the failure models of the cyber-physical components of the
control of the MTDC grid is presented. Furthermore, a multi-layered
CTMC model is presented that represents the system failure modes of a
MTDC grid for a specific control strategy. Finally, the impact of different
redundancy measures deployed in the cyber infrastructure on the overall
reliability of the MTDC grid control is presented. The failure rates
assumed for the components are in accordance to the standard [IEC90]
for the cyber components, sensors, and controller and MIL-HDBK-217
guidelines for the converter components. The MIL-HDBK-217 is the most
widely accepted standard for reliability evaluation and prediction of power
electronic equipment [SW13]. However, this standard is being currently
revised to accommodate time dependant failures of power electronic devices
[Wan+14].

2.6.2 Test case description

The reliability of MTDC grid heavily depends on the reliability of its
control strategy. The MTDC grid with master-slave control has a single
master that controls different slave converters, whose failure jeopardises
the operation of complete MTDC grid[Zha+17]. The voltage margin is
an improved version of master-slave control that relies on low-speed com-
munication infrastructure with a central master controller for coordinated
power flow in the MTDC grid. The droop control strategy is traditionally
distributed control and does not depend on communication infrastructure
for its operation. However, new methodologies of the droop control are
proposed that uses communication infrastructure to communicate with a su-
pervisory controller for optimal power flow coordination[HU12]. Therefore,
the MTDC grid with the infrastructure that realizes the aforementioned
control strategies can be considered as a cyber-physical infrastructure. An
exemplary cyber-physical three terminal dc grid is shown in Fig. 2.28. The
MTDC grid has three Converter Station(CS) CS1-CS3, their individual
Data Transmission (DT) links to the Supervisory Control Unit(SCU). The
different cyber and physical components of the MTDC grid are depicted
in Fig. 2.29. The MTDC grid, converter and its controller, the sensors
and the gate drivers form the physical part of the Cyber-Physical System
(CPS) whereas the communication channel and the Supervisory Control
Unit (SCU) constitute the cyber part of the CPS. This study focuses on
the reliability of this exemplary three terminal dc grid with optimal droop
control as presented in [HU12] . According to this method, the SCU hosts
the tertiary control that generates voltage and power set-points for the
VSC converters in the MTDC grid for optimal power sharing among the
terminals and to maintain the voltage. The set-points are sent to the VSC
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Figure 2.28: Exemplary cyber-physical three terminal MTdc grid configu-
ration

converter controller via the communication infrastructure (of the cyber
layer)[BVB11][HU12]. The VSC converters are operated in three different
modes for achieving the precise control of power flow as per the method
developed in [HU12]. These are 1) Power control mode, 2) Droop control
mode and 3) Voltage control mode. The Voltage Source Converters (VSC)
converters that are operated in power control mode and droop control
mode receive power set-points and droop coefficients respectively from the
tertiary control (hosted by SCU). These set points are forwarded to the
local secondary control of converters. The secondary control generates
a voltage set-point for the primary control of the VSC converter. The
controller of the VSC converter following voltage-control mode receives
the voltage set-point directly from the tertiary control hosted by SCU and
performs the local primary control based on the set points received. The
primary and the secondary control of VSC converters irrespective of their
operating modes are implemented within the local controller of the VSC
converter.

It should be noted that the proposed reliability analysis method can be
used for MTDC grid with its control system, irrespective of number of
MTDC terminals with appropriate measures to tackle the computational
cost in analysing large CTMCs [Buc95][Son99][DHS03]. A detailed failure
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modeling of cyber-physical components and the system failure models
based on CTMC are presented in the subsequent sections.

2.6.3 Failure modes of the functional blocks

There are different cyber-physical components involved in the system level
control of the MTDC grids. These are:

« Converters and their controllers
¢ Communication infrastructure

« SCU

These components can be classified into two basic functional blocks, namely
the Physical infrastructure and Cyber infrastructure as detailed in subse-
quent subsections. The reliability of the MTDC grid operation depends on
the reliability of its components. Therefore, it is important to define the
failure models of the individual components. This study considers that all
the components of the system are in a useful period of their life cycle and
thus have a constant failure rate. It should be noted that the components
mentioned above, that may be just a part of the MTDC grid operation,
are also composed of sub-components whose failure rate is a function of its
constituting sub-components. The determination of the component failure
rate of the MTDC grid components is presented in this section. With the
derived component failure rates, the overall reliability of the MTDC grid
and its control is quantified. Irrespective of the component being a part
of physical infrastructure or the cyber infrastructure, its failure impacts
the reliability of the MTDC grid in energizing its loads.

Physical infrastructure failure

The physical infrastructure is the converter station that includes the con-
verter and its controller. The converter functionality is based on the
topology of the number of active elements like diodes, switches (IGBT/-
MOSFET or power electronic switches), gate drivers,and passive elements
like the capacitors and inductors. Furthermore, they would also differ in
the switching strategy employed. The second physical component of the
converter station is the controller. The converter station ceases to operate
if one of these two components fail. The determination of the failure rates
of the converter, converter controller, and finally, the overall converter
station is given below.
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Converter failure model: The authors in [SW13] present a methodol-
ogy to quantify the reliability of the converter and its MTTF, based on
the failure rates of the active and passive components of the converter.
The switching strategy of the converter depends upon the design of the
topology and the operation scheme of the converter. A CTMC model
is developed for different topologies. The reliability of each converter
topology and its MTTF is calculated. For our study, we assume that the
MTTF of the converter is either known apriori or could be calculated as
presented in[SW13]. The failure rate of the i converter station would be
represented in this study as AY.

Converter controller failure model: The converter controller sub-system
consists of microprocessors (like the Digital Signal Processing (DSP) or a
Field Programmable Gate Array (FPGA) processor board), sensors and
their peripherals, gate drivers (if they are not integrated with switches
directly). A detailed analysis of the software and hardware failures of
processing boards can be found in [Joh89][Geol7]. In this study, the sensors
and gate drivers along with their peripherals are also considered to be part
of the Converter Controller Subsystem (CCS). The failure of an individual
component is a random event. The subsystem is assumed to fail as soon
as any of the individual component fails. Therefore, the probability of the
subsystem to fail before time ¢ (Pr(XJ?CS < t)) is the probability that at
least one component fails before time ¢ (Pr(min(X7, X}’d, X]’Z_h, X7 <
t)). This can be represented as in Eq. (2.97).

Pr(X79% <t)

4 h B (2.97)
= Pr(min(X7, X7, X5, X77°) <)

where X is the actual time that the CCS takes to fail and X}, X?d, X]‘fh
and X ]’Z ~% are the actual time that the sensors, gate driver, processor hard-
ware and processor software fail respectively. Since the component failure
time is assumed to have an exponential Probability Density Function
(PDF), the failure rate of the subsystem (A{“®) can be calculated as a
function of the individual component failure rates as given in Eq. (2.98),
based on the law that governs the calculation of minima of a set of random
variables with exponential PDF [TB17].

ACOT = A7 A N A (2.98)

The failure of the i*", sensor , gate driver and processor boards (both
hardware & software) of the controllers is a random variable with an
exponential PDF having the rate AJ, A\ AP~" and AP™° respectively.

89



Chapter 2 Reliability of DGA systems

Similarly the overall failure rate of the i*" converter station (A$%) can be
derived as a function of the converter failure rate (AY) and its CCS failure
rate (AYCF) as shown in Eq. (2.99).

AT =2\ 4 \FOs (2.99)

This simplification is possible with the assumption that the converter
station fails when either the converter or the converter controller subsystem
fails.

Cyber infrastructure failure

The cyber infrastructure consists of the communication infrastructure and
the hardware & software that realizes the SCU of the MTDC grids. It
should be noted that not all control strategies employ the cyber infras-
tructure; however, its reliability should be incorporated in the control
strategies. The determination of the data transmission failure rate due to
the failure of the communication infrastructure components is explained
below. Furthermore, the failure rate of the SCU system is also presented.

Communication infrastructure failure model: Data transmission failure:
The purpose of the communication infrastructure is to enable the data
exchange between the converter controller and the MTDC grid SCU.
Typically, data relaying components (like the router, switches), modems,
and the physical communication medium constitute the communication
infrastructure. Normally, the physical medium could be Ethernet cables,
Optic fibers, Power Lines (for power line communication), or over the air
(for cellular and other wireless communication links). The overall failure
rate of the data transmission (AP7) that utilizes 7 relaying components,
m modems, and ¢ physical communication links is given by Eq. (2.100), as
per the law for systems with components connected in series [SW13][TB17].

r m q
APT=N AT Y A (2.100)
j=1 k=1 =1

where )\ﬁ)\iw and AT™ correspond to the failure of jt* relaying component, k"
modem and ' physical medium link respectively.

SCU failure model: A SCU is required depending on the design of the
control strategy for the MTDC grids. The main function of the SCU is to
provide appropriate control setpoints to the converter controllers based
on the measurements received from the converter station. The purpose of
the SCU between the converters is to ensure optimal power flow within
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MTDC as presented in [HU12], or a strict requirement from the control
strategy as presented in [NI99]. Nonetheless, if the SCU is employed, the
reliability of the MTDC grid operation would also depend on its reliability.
Typically the SCU fails if the hardware that hosts its function fails or
the software that implements these functions produces erroneous outputs
due to software corruption. The overall failure rate of the SCU (A5Y)
is derived as function of hardware and software failure rates (V= &
NSCU=5 respectively), as given in Eq. (2.101).

ASCU _ /\SCUfH + ASCU*S (2'101)

2.6.4 CTMC models of the functional blocks

The proposed reliability analysis is performed for the control of the three
terminal dc grid, as depicted in Fig.2.28. The specific CTMCs of physical
infrastructure, communication infrastructure, and supervisory control unit
are presented below.

Physical Infrastructure CTMC

The CTMC of the physical infrastructure failure is depicted in Fig. 2.30.The
black circle denotes the failure of all Converter Stations (CS). All the other
states represent the operational status of the CS in the grid, where the
numbers specify the CSs that are operational. The Fig. 2.30 is interpreted
as follows, the state (CS-123)corresponds to a state where CS-1,CS-2 and
CS-3 are functional, the state transits to CS-12, CS-23 and CS-13 when
CS-3,CS-1 and CS-2 fail respectively. Similarly, from states CS-12, CS-23
and CS-13 the system sequentially transit to states CS-1, CS-2 and CS-3
when further CSs fail. Finally, when all the CSs fail the system transits
to complete failure state denoted by the black circle.The " CS failure
rate is represented as AS® in the Fig. 2.30. The rate of converter station
failure is calculated according to the Eq. (2.99)).
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Figure 2.30: Physical infrastructure CTMC

Communication Infrastructure CTMC

The CTMC of communication infrastructure with 3 communication links is
depicted in Fig. 2.31. The states(represented as circles) correspond to the
set of data transmission links that are functional. The numbers specified
in the circles (states) denote the specific DT link that are functional. The
black circle represents a system state where none of the DT links are
functional. The state transition is triggered by the failure of the i** DT
link with a rate of APT. It should be noted that the failure rate of each
DT link is calculated as per the Eq. (2.100). The CTMC model of the

Figure 2.31: CTMC of communication channel infrastructure

communication infrastructure with a single redundant data transmission
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link from each CS to the SCU is depicted in Fig.2.32.The APT represents
the rate at which one of the two DT links between the " CS and the SCU
fails. Such that, APT = /\iDTfl +)\iDT72, where /\iDTfl7 )\iDsz correspond
to the failure rate of the two DT links respectively.This is because when
multiple competing transitions (failure of either DT link 1 or DT link 2)
trigger the same state transition and when the transition rate is constant
(failure event has an exponential probability density function) as in this
case then the total transition rate is just the sum of the transition rates
[TB17]. It is assumed that both of the links are active and data is sent
via one of the links at any point of time.

Figure 2.32: CTMC of communication infrastructure with single redun-
dancy of individual DT links

The number in red colour within the dashed circles represent the failure
of one of the DT links between i*"* CS and the SCU. The system transits
from a functional state to an intermediary states(represented in dashed
circles), when one of the DT link between any CS with the SCU fails.
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Only when both DT links fail, the system transits to the next functional
state. For the reliability analysis, the probability of occupancy of the
intermediary states will be added to the state occupancy probability of
the parent functional states from which the transition to the intermediary
state was triggered.

SCU CTMC

The CTMC depicting the status of the SCU is depicted inFig. 2.33. The
Fig. 2.33a represent the failure of the SCU when only one SCU is deployed
for supervisory control of the MTDC grids. If an identical SCU is deployed
as a standby SCU then the CTMC of the failure of the SCUs is depicted
in Fig. 2.33b.The black circle denotes the failure of supervisory control.

S BNV

a)Single SCU b)SCU with single redundancy

Figure 2.33: SCU CTMC

2.6.5 Reliability evaluation

As mentioned in Sect. 2.4, the first step in the reliability analysis is to
identify the functional blocks. For the case of MTDC grid operation
all the three functional blocks, namely, the measurement acquisition,
measurement data processing and decision making and the actuation
of the control action are involved. However, the physical infrastructure
(CS) and the communication infrastructure (Data Transmission links)
are responsible for both the measurement acquisition and actuation of
control action. The CTMC failure models of the physical and cyber
infrastructures is shown in Fig. 2.34 form the multi layered failure model of
the MTDC grid operation. The physical infrastructure failure model and
the communication infrastructure failure model together determine the
reliability of the measurement acquisition and control command actuation
functional block as the same components are used for both functional
blocks. The states in the physical infrastructure represent the collective
operational status of all the converter stations that form the MTDC
grid. The arcs represent the failure of a specific converter station. The
failure rate of the specific converter station is as calculated in Eq. (2.99).
Similarly, the states in the communication infrastructure CTMC represent
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Figure 2.34: Multi-Level CTMC model for cyber-physical system reliability
analysis

the collective operational status of the communication links from all the
converter stations to the SCU. The arcs in this CTMC model represent
the failure in data transmission, as calculated in Eq. (2.100). Finally,
the two states in the SCU CTMC model correspond to the status of the
component that hosts the algorithms/functions of the SCU.

The next step in calculating reliability of the MTDC grid operation is
to calculate the reliability of the functional block , measurement aquisiton
and control command actuation, for which, the MDRM has to be built. To
build the MDRM, the dynamic state occupancy probabilities of the physical
and the communication infrastructures need to be calculated as per the
equations Eq. (2.10)-Eq. (2.16). The states in each CTMC model, represent
the operational status of the components in each infrastructure. This means
that the states also represent the failure configuration of the components
in each infrastructure. Therefore, in order to evaluate the reliability of
the CPS MTDC for physical and communication infrastructure failure
configuration, the individual CTMC has to be initialized with appropriate
entry of m;(0) = 1 that corresponds to i'" failure state, and all the other
entries to 0 while calculating the dynamic state occupancy probabilities of
the physical. The equations Eq. (2.102)-Eq. (2.103) represent the transient
probabilities of the two infrastructures being in any of the failure states,
that are responsible for realising the specific functional block.

LY (8) = [mpn (£), mpn (8)-ey pn (1)) (2.102)

TIO (8) = [l (), W2 (8) oo 7250 (0] (2.103)

Similarly, the probability of the SCU could also be calculated. The
transient state occupancy probability for the SCU is as shown in Eq. (2.104).

%Y (1) = [mi8, (1), wiee™ (1)] (2.104)

The MDRM, a MxN matrix, is constructed as given in Eq. (2.105).
It is a compact representation of all possible combination of operational
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states of the communication and physical infrastructure. Each element in
MDRM represents the probability of being in the multi-domain operation
state.

MDRM (i, 5)(t) = W77 (@) () » 1M (5)(1) (2.105)

It should be noted that a set of the multi-domain operation states
(entries in MDRM) could be categorized into performance classes that
denote the health of the operation, for which mapping of the entries in the
MDRM to specific performance classes needs to be predefined. If there are
k performance classes defined by the operator, then the final probability
of the system being operated in a specific performance class is given by
the Eq. (2.106).

M N
Hkl?erfOTmancefclaSS(t) _ Z ZMDRM ’L ])( ) (2 106)
V(i,j) € kthclass

The reliability of the functional block is the probability of being in one of
these aforementioned performance class or in a set of them. It is calculated
as a function of TIL ¢"/rmenee=Class (1) a5 given in Eq. (2.107).

er formance—Class
RYP, oa(t) =) 10/ 0

V (i) € Set(Reliable operation mode)

(2.107)

The selection of performance classes to be considered as one of the reliable
operation modes is at the discretion of the grid operator. The criteria
for this selection can be based on the cost of energy not supplied due
to converter station failure,total energy loss or on other standard power
quality metrics that the operator must adhere to. The analysis of such
a selection criteria is out of the scope for the current study. Finally
the overall reliability of the cyber-physical MTDC grid operation is then
given by the Eq. (2.108). Therefore, the reliability of the functional block
(responsible for measurement acquisition and control command actuation)
and the reliability of the SCU is combined to derive the overall reliability
of the MTDC grid operation.

mw>HW%)

= Rf/IBA—CCA(t) * Tt (1)

where, R$ES, (), is the reliability of the cyber-physical MTDC grid,
RIB(t) reliability of each functional block and REYB, . ,(t) is the

(2.108)
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reliability of the functional block responsible for Measurement Acquisition
and Control Command Actuation. Apart from the reliability, additional
performance indices like the Energy Not Supplied (ENS) can also be
calculated as shown in Eq. (2.109), where f,f_c is the percentage of load
demand that was not met due to the failure configuration of the converter
station corresponding to the k** performance classes.

k
ENS(t) = gl mmyerformanceCless gy 4zt (¢) (2.109)
i=1

In the upcoming section detailed CTMC models of the CPS of a three
terminal dc grid is presented. The specific selection of performance classes
and the mapping to MDRM is also explained. Furthermore, key per-
formance indices based on the reliability of the CPS calculated as per
equations Eq. (2.102)-Eq. (2.108) would be presented in the subsequent
subsections.

2.6.6 Test scenarios and Results

For the exemplary three terminal MTDC grid, its reliability evaluation is
provided in this subsection. Furthermore, the impact of a redundant SCU
and DT links in the reliability of the control of the cyber-physical MTDC
grid is presented.

Test Parameters : Failure rates of physical infrastructure components

Different failure rates are assumed for the different CSs and they are
XY = 0.000003hr71, MY = 0.00003hr~! and A = 0.000001hr~'.The
failure rate of controller hardware (AP~"), controller software (\P~°),
sensors (\°) and gate driver (A\9¢) are assumed to be of reliability class
R3 as per the IEC 60870-4 standard [TEC90], where NP~ = \P7% = \* =
A% = 0.00001hr~ . Thus the failure rate of the i** CS as per equations
Eq. (2.98)-Eq. (2.99) is given as A{® = 0.000043hr~1, AS® = 0.00007hsr !
and A$® = 0.000041hr 1.

Test Parameters : Failure rates of communication infrastructure
components

Each DT link between the CSs and the SCU is assumed to be composed
of non identical number sub-components. The first DT link is composed
of two modems, four relaying components, and seven physical medium
links and the redundant DT link is composed of two modems, one relaying
component and four physical medium links. These components are assumed
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to be of class R3 as per the IEC 60870-4 standard [IEC90] with the failure
rates A® =AM = A\PM = 0.00001hr . Hence the overall DT link failure
rate can be calculated as per Eq. (2.100) asAPT~! = 0.00013hr~* and
APT=2 = 0.0007hr~!. Furthermore the failure of redundant DT links is
APT = \PT=1 1 \PT=2 — (,00020hr~*. Here same DT links configuration
has been assumed for all DT links of the system . However, they can
be assumed different which might impact the overall reliability. For the
test case without the redundant DT link the failure rate of the DT link

between the CS and SCU is considered to be equal to the failure rate of
ADT—I.

Test Parameters : Failure rates of SCU infrastructure components

The hardware and software of the SCU is assumed to be of R3 reliabil-
ity class [IEC90], with failure rates of the SCU \5CU—H = )\SCU=5
0.00001hr ! respectively. The total SCU failure rate is A5V = 0.00002hr*
as per Eq. (2.101).

Definition of Performance Classes and Reliable set

The specific performance classes that are being considered as stable opera-
tion condition has to be specified. The exact rule for the assignment of a
specific PC to be reliable is out of the scope of this study. However, an
exemplary rule has been presented just to show the process of evaluation
of the reliability of MTDC grid operation. For the test case considered,
four PCs are defined. PC-1 corresponds to the operational state where
all the three CSs, their corresponding DT links to the SCU, and SCU are
operational. The percentage ENS in this case is zero. It means that the
complete MTDC grid is controllable. PC-2 corresponds to the operation
condition where any two of CSs are operational along with their DT links
to SCU, and the SCU is operational. It is a sub-optimal operational status
of the MTDC grid where 66% of energy demand is met (33% ENS). PC-3
corresponds to a least performing condition where only one of the CSs, its
DT link to SCU, and SCU are functional where only 33% energy is met
(66% ENS). All the other operational condition is considered to be failure
of the three terminal dc grid operation and represented as belonging to
the PC-4 with 100% ENS. For calculating the reliability of the MTDC
grid control, the PC-1 is considered as the only reliable operation mode.

Test Scenario 1: No redundancy

The reliability of the three terminal dc grid with a single DT link per
CS with a single SCU is calculated. The probability of being in the
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four performance classes (PC1-PC4) as a function of time is depicted in
Fig. 2.35. The reliability of the MTdc grid control without any redundancy
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Figure 2.35: Probability of MTDC grid control in being in different Per-
formance Classes

measures taken for the DT links and SCU is shown in Fig. 2.37. The
overestimation of the system reliability deduced based on the reliability of
just the physical infrastructure of the converter station is depicted in the
blue line in Fig. 2.37. The MTTF of the MTDC grid control is tabulated
in Tab. 2.14, which is calculated as per Eq. (2.5).

Test Scenario 2: DT redundancy

In this scenario, a redundant communication link for every DT link between
the CS and SCU is considered. With just a single redundant DT link
the total time that the communication infrastructure has all the DT
links functional between the CSs to the SCU almost doubles as shown in
Fig. 2.36 as calculated as per Eq. (2.17). The reliability of the MTDC
grid control and its MTTF with redundant DT links is shown in Fig. 2.37
and in Tab. 2.13 respectively. It can be observed that the reliability of the
MTDC grid control increases and so the mean time to its failure.

Test Scenario 3: DT & SCU redundancy

In this scenario a redundant SCU is employed for the supervisory control
so that if one of the SCU fails the redundant SCU takes over its functions
and provides control set points to the CSs. The improvement in the
availability of the SCU can be seen by comparing the mean failure time
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Figure 2.36: DT link reliability with and without redundancy

Table 2.13: MTTF and Availability of MTDC grid control : Impact of DT
and SCU Redundancy

Scenario 1 2 3
Availability (in%) | 99.62 99.69 99.77
MTTF (Hours) 2645.8 | 3312.2 | 4503.1

of SCU with and without redundancy as shown in Tab. 2.14.  The
availability is calculated considering the mean time to recover to be 10
hours. The service level agreements define the availability in terms of
number of '9’s in the availability. It can be seen that with redundancy
of SCU, its availability was improved by one class higher with three '9’s
from two ’9’s availability class. A comparison of the MTDC grid control
reliability for all the three cases is shown in Fig. 2.37. It can be noted
that the reliability increases with the redundancy of the DT & SCU links.
Furthermore, the same trend can be deduced from the comparison of the

Table 2.14: MTTF and Availability of SCU with and without redundancy
Scenario 1 3
Availability (in%) | 99.8 hr | 99.9 hr
MTTF (Hours) 5000 7500
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Figure 2.37: MTDC grid control reliability:Impact of DT and SCU redun-
dancy

availability considering a mean time to recovery of 10 hours for the MTDC
grid control is tabulated in Tab. 2.13.The percentage ENS as a function
of time is shown in Fig. 2.38. The system with the redundancy measures
performs better.
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Figure 2.38: Percentage ENS as a function of time :Impact of DT and
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Conclusions

From the results presented, it is shown that the proposed methodology can
be used to evaluate the reliability of the CPS MTDC grids and compare the
effects of different redundancy measures of the cyber infrastructure. It is
seen that, compared to the MTTF of a single physical component (ranging
till ~10 years) the overall mean failure time of the MTDC grid is really
low ( & half a year). This can be attributed to the relatively higher failure
rate assumed for the cyber infrastructure (in comparison to the failure
rate of the converter components) and the complex interdependence of
the failures modelled via the multi-layer CTMCs. Therefore, the proposed
methodology helps to avoid the over estimation of the reliability of MTDC
grids by also considering the reliability of cyber components and their
indirect impacts on the overall system failure. Additionally the ENS
and the availability can be easily derived from the standard performance
measures of CTMC and MDRM. The proposed methodology is also suitable
for systems that have complex failure and recovery processes of the physical,
communication and supervisory control infrastructure of the MTDC grid,
as they can be modelled by individual complex CTMC models. Thus
facilitating the modelling of more complex cyber-physical infrastructure,
but still use the same MDRM based procedure for quantifying its reliability.
Therefore, the proposed methodology can also be used when Converter
Station itself is considered as a cyber-physical system, where the sensors,
controllers and gate drivers interact with each other using a high speed
Local Area Network(LAN). Thus the proposed method, with multi-layered
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CTMC model and the MDRM matrix, is modular and provides a generic
framework that can be used to study the reliability of cross domain complex
systems, where in the failure of each domain is modelled as a CTMC.

2.7 Conclusion

In this chapter examples have been presented to show the applicability of
the proposed methodology using CTMC and the MDRM for evaluating the
reliability of the DGA systems. The complete DGA system under study
is divided into different functional blocks to combat the state explosion
problem of using state space based reliability evaluation methods. With
the first test case, it is shown that the ICT infrastructure influences the
reliability of the DGA system and the redundancies in it impacts the
overall reliability of the DGA system. The calculated reliability is then
used to calculate overall cost of unavailability of the system using the
Markov Reward Models. In the second test case, a complex heterogeneous
DGA system for monitoring distribution grids is presented. Heterogeneous
communication infrastructures (Ethernet, PLC and LTE) failure models
have been modeled. The monitoring system of the DGA system based
on IDE4L automation architecture has been considered for this test case.
The division of the DGA system into mutually exclusive and collectively
exhaustive Functional Blocks is presented. Using MDRM and the detailed
failure models of the individual components within the Functional Block,
the reliability of each functional block is evaluated. Finally the overall
reliability of the DGA system as a function of reliability of he individual
functional blocks is presented. The main purpose of the second test case
is to present the applicability of the proposed methodology to model the
failure characteristics of a complex heterogeneous automation function
realisation.

2.8 Scope of proposed methodology

In the current study, random failures of the components have been con-
sidered. The common mode dependant failures of components that are
part of the same functional block are also considered within the proposed
framework, however common mode failures that impact components of
multiple functional block currently have not been considered. Such failures
are catastrophic in nature and are generally considered as High Impact
with Low Probability (HILP) events (like natural calamities or wide range
terrorist attacks). The inclusion of such HILP events in the reliability
calculation would enable the system designer a comprehensive idea of the
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reliability of the system. The proposed methodology should be extended
to study the impact of such HILP events to design appropriate resilience
measures. Current study assumes an exponential distribution of the cyber
and physical components of the DGA system, however, this assumption is
valid only for components that are considered to be in their prescribed
operational time, however for cost optimization the DGA infrastructure
might be operated beyond their prescribed operational times and thus
failure characteristics considering the ageing of the devices must be con-
sidered. Onme of the interesting extensions of this work is to perform a
Global Sensitivity Analysis (GSA) to identify the weakest link in the DGA
system. With GSA the variation of the overall reliabiliy as a function
of the variance of the failure rates of components of each automation
device could be evaluated. This enables the system designers to prioritize
their investments in improving the system reliability either by introduc-
ing redundancies or replacing the devices with more reliable components.
Another extension that is really interesting is to use the MDRM and
the CTMC models of the cyber and physical components to identify the
availability of each combination of the availability the cyber and physical
components. If we represent these state as individual CTMC states of
the combined system and perform a power flow of the grid considering
the impacts of the availability of subset of the components, the avarage
powerflow /energy supplied/not supplied could be evaluated in detail. Such
a modelling allows the evaluation of the impact of failure of communication
infrastructure (discrete time domain) on to the power flow (which is in
continuous time domain).
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3.1 Introduction

The digitization of technical and business operations of the DSOs is evolving
quickly. The EU report lists use cases leveraging on digitization, taken from
many current EU large projects and demonstrations. For example, the
project IDE4L [Rep+17] has produced a full automation architecture based
on digitization, which supports advanced functionalities like local state
estimation in MV and LV grids, fault location and service restoration, and
cooperation of the DSO with Aggregators, TSOs and third party providers.
The architecture, thats is based on IEC 61850 standard series has been
successfully demonstrated in the field and is predicted to be deployed for
distribution grid automation in the next decade [MP16]. Furthermore, the
EU commission on 30" November 2016, had published the winter package,
that proposes the establishment of distributed energy markets enabling
the entry of new participants like the Prosumers and smaller renewable
energy generating entities in the energy exchange [Coma][HW17]. This
initiative encourages energy exchange within a neighbourhood and thus
requires a complete distributed operation and control of distribution grids,
for which heavy integration of ICT infrastructure is needed. In the pursuit
of digitizing the distribution grids, much more futuristic schemes for the
control and automation of the distribution grids are now being explored,
involving the smart meters /controllers and Cloud ([FLE],[NRG]), Edge
computing using 4G and 5G communication systems ([SUC],[ESA],[NRG]),
the Future Internet and Blockchain based platforms([FIS], [PLA]) [MP16].

The digitization with advance ICT infrastructure provides flexibility
in data management and configuration of the automation system. It
enables the design of communication intensive grid control schemes and
thus optimize the control functions. It also facilitates real time condition
monitoring and triggering of associated preventive maintenance measures
and failure diagnosis. Though digitization has so many benefits, it in-
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troduces additional vulnerabilities in the automation of the distribution
grids, as different ICT components would be installed at the end customer,
distributed energy producers, network service providers, network operators
and market entities. This is because, digitization increases the complexity
of the distribution grid automation systems and the cyber-physcal security
concerns due to the diversified ownership of the devices, varied access
rights and role management, patch management procedures followed, and
cyber-security management systems deployed. Such a system is highly
susceptible to malicious attacks. These attacks not only compromise the
integrity and confidentiality of the devices involved in the automation
of the grid but also hamper the availability of the complete automation
system. Traditionally, the malicious attacks on grid automation systems
can be classified into two categories:

e Physical attacks target the power system components such as trans-
formers, generators and transmission lines to alter the power flow that
might create power outages, cascading failures [SWB04], [Che+11]
and finally a blackout. An example of a physical attack on the
California transmission substation by sniper is provided in [Smil4].
The drones were used to drop bombs on the critical infrastructure
and cause physical damages. A large number of drone based attacks
have been reported by the critical infrastructure owners in middle
east [CD20].

e Cyber attacks target the Supervisory Control And Data Acquisi-
tion (SCADA) system to disrupt the power system operation, which
can cause direct/indirect economic losses and are relatively difficult
to detect if the attack vectors are well structured. An attack vector
is a method or pathway used by an intruder (hacker) to access or
penetrate the target system. An example of the cyber attack on the
Israel Electricity authority by a computer virus infection is presented
in [Thel6].

Recently, a new category of threats to all critical infrastructures named
Coordinated Cyber-Physical Attacks (CCPA)s are emerging, in which
cyber attacks are used to mask physical attacks [DZL17]. The stealth
nature of the cyber attacks and outages caused due the physical attacks
makes the CCPAs detrimental attacks compared to the traditional ones.
The December 2015 attack on the Ukrainian electrical grid is an example
of such a CCPA, which opened several circuit breakers (i.e., the physical
attacks) to cause approximately 225,000 customers to lose power [Rob16].
During the attack, telephonic floods and the KillDisk server wiping (i.e., the
cyber attacks) were used to cover up the emergency and prolong the outages
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[Rob16]. A number of countermeasures have been proposed to minimize
the risks of the CCPAs. Several countermeasures have been proposed in
the literature as defenses against cyber-physical attacks on power systems
[KB21],[Zog+21],[ZLW21],[Hum+17]. The authors in [Liu+18a] propose a
method to detect and mitigate insider cyber threats. A review of different
cyber security standards that govern the cyber security requirements for
a secure smart grid is provided in [Hus+18]. Among the different cyber
security standards the IEC 62351 series and the TEC 62443 standards
are noteworthy. The former provides measures to improve the cyber
security of the traditional communication protocols used for data exchange
for protection, control and monitoring of the power grids. A detailed
review of the measures prescribed in IEC 62351 for IEC 61850 based
grid automation has been presented in [HUK20]. The later provides the
complete set of procedures that automation device manufacturer, the
system integrator and the infrastructure owner should follow in order to
maintain the prescribed level of security against cyber attacks through
periodic device checks, standardized patch management, periodic security
training for operating personals and so on. A review of the IEC 62443
standard and its application is provided in [Pigl3]. In addition to the
CCPAs, due to the advancements in the drone technology, new attack
vectors that cause physical damage to the critical infrastructure are also
on the rise [CD20]. The availability of the critical infrastructure has been
found to be hampered due to frequent and devastating drone attacks in
the middle east [CD20]. An image analytics based countermeasure against
drone attacks has been presented in [Tzo19).

It is crucial to assess cyber and physical security risks, for providing an
effective guidance on the design and operation of critical systems. The
quantification of the security risks entails the evaluation of the threat
propagation. With a proper modelling of the threat propagation, the
system availability can be evaluated so that appropriate countermeasures
may be chosen to effectively enhance it. Thereby, promoting the response
to unexpected security attacks on to the critical infrastructure. However,
it should be noted that, based on the skill of the attacker to launch
a cyber-physical attack, the physical and cyber vulnerabilities of the
devices and the personnel involved in critical infrastructure operation, are
exploited differently. This introduces uncertainty in the attack launch
and its propagation. Hence while modelling the threat propagation, the
uncertainty in the attack propagation need to be considered. Additionally,
due to the uncertainty of the threat propagation, no countermeasure can
be assumed to provide complete security against all kinds of cyber-physical
attacks, but can safely be assumed that they reduce the risk of it.
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For this study, the availability of the DGA is quantified considering the
countermeasures deployed, all possible vulnerabilities of the components
of the automation system, their exposure, and their exploitability. Such
quantification of the threat propagation helps in the evaluation of the
susceptibility of the DGA infrastructure to cyber-physical attacks. Fur-
thermore, by studying the possible threat propagation, the infrastructure
owners could identify the bottlenecks in the DGA system defenses and
evaluate the effectiveness of the countermeasures. Such evaluation helps
in fortifying the defenses and thus improve the availability of the DGA
systems.

Therefore, in this study a probabilistic threat propagation analysis
method is proposed that incorporates the following aspects, which have
not been comprehensively addressed in the literature before:

e Dependence of the different attacks (e.g sequential, concurrent etc)
e Uncertainty and frequency of occurrence of an attack event

e Uncertainty in launching time of an atomic attack (atomic attack
step)

— Level of vulnerabilities
— Degree of exploitation of these vulnerabilities

— Skill of the attacker
o Effectiveness of a countermeasure
o Time/ Rate of countermeasure actuation

The proposed analysis method starts with a definition of the threat
scenarios as an attack tree, where, the attacks are the leaf nodes, the goal
of the attack is the root node and the sub-goals are the rest of the other
nodes in the tree. The attack tree is a graphical illustration of the logic of
the propagation of an attack. However it is static and can not be used for
analysing sequential and/or concurrent attacks. Therefore, the attack tree
is re-modelled as a Petri net. From the Petri net a reachability graph is
generated that shows all possible attack paths with appropriate frequency
/attack times. The reachability graph of the attack tree is then considered
as a state transition graph of a Markov Chain. Where the states represent
the attack status (reaching sub-goals, reaching root nodes) and transitions
represent the probability of launching a step of the attack. Indices like the
probability of reaching a attack sub-goal, time spent in different sub-goals
and the mean time to reach the root node can then be calculated using the
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CTMC formalism. The indices can then be used by experts to evaluate the
risk of the attack and compare the effectiveness of the countermeasures.
The major features and indices that the proposed methodology helps in
analysing are as given below:

o Considers attack tree as input (easy for non experts to identify
vulnerabilities and impacts)

o Converts attack tree to Petri net and generates the reachability
graph (To model attack dependencies)

o Analyses the reachability graph as CTMC state transition graph and
calculate the indices for quantifying the risk of the attack propagation
by incorporating the following parameters in the model:

— Uncertainties in attack event occurrence and attack launch time
e Incorporates the countermeasures in the Petri net model whose
reachability graph is then analysed for evaluating the impact of the

countermeasure using the CTMC formalism and incorporating the
following parameters :

— Effectiveness of a countermeasure

— Time/ Rate of countermeasure actuation

3.2 Procedure for threat analysis

A critical infrastructure, like the DGA, is susceptible to both physical and
cyber threats. A set of definitions are provided below that might be useful
to follow the upcoming section on the threat propagation analysis.

e Asset is a component of an infrastructure, that could be of cyber,
physical or cyber-physical in nature. In the context of DGA and
electric power systems, an asset could be a hardware, a software or
a physical component like transformers, buildings, secure doors etc.

e« System is a set of assets that form a part of the infrastructure.

o Threat agent is an entity or an incident that has the potential or
the intent to harm a system.

e Threat is the combination of a threat agents and the potential
impact it may lead to or the goals that the threat agents might
achieve.
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e Vulnerability is a gap or a weakness of an asset/system that might
be exploited. Vulnerabilities provide a path for a threat agent to
achieve its goals.

e Attack vector is the path taken by the threat agent to reach the
attack goal.

e Atomic attack is the single step in the attack vector.

¢ Threat scenario: is the combination of a subset of threat agents
and their associated attack vectors.

o Disutility is the result of a stakeholder’s assessment of a given
impact.

The flowchart depicting the different steps of threat analysis of a critical
infrastructure with different assets, is shown in Fig. 3.1.

The threat analysis is carried out in the design phase of a critical
infrastructure. It is also triggered whenever a new asset is added to
the infrastructure or new security threats are found during the periodic,
mandatory, security risk assessment of the critical infrastructure. These
periodic security risk assessments is typically recommended by standards
that provide guidelines for vulnerability and threat analysis of a critical
infrastructure, to ensure continuous evaluation of the security risks from
evolving threats and threat agents [Comc], [Com09],[Com10],[Com15].

It is evident that to define a threat scenario, a thorough investigation
has to be made to list out the assets involved in the operation of the
infrastructure, their vulnerabilities, degree of exposure, exploitability of
the vulnerabilities, possible threat agents and the associated attack vectors

Such a thorough investigation helps in defining the threat scenario
accurately, which increases the accuracy of the threat propagation analysis.
Different methods have been proposed in the literature to identify and
define the threat scenarios (Step 2 - Step 6). Some of the noteworthy
methods specifically proposed for identifying cyber threat scenarios are
STRIDE [Pra], PASTA [UM15], LINDDUN [Iza21], SPARTA [Iza21],
CVSS [IS] and the adaptation of the KillChain methodology (originally
used as a military concept related to the structure of an attack) as Cyber
KillChain methodology. As the Kill Chain is successful at describing attack
vectors and attack agents, its being heavily used for modelling not only
physical attack vectors but also cyber attack vectors, thus enabling the
modelling of cyber-physical attack vectors [Cho+18],[MA16].

The threat scenarios defined, then form the basis for modelling the threat
propagation. Different formalisms have been proposed in the literature for
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Figure 3.1: Threat analysis flow chart

modelling the threat propagation, that enables quantitatively evaluate the
propagation. A detailed overview of the threat modelling methods have
been provided in the Sect. 3.3. Using the threat propagation models the
susceptibility of the system to the attack agents is evaluated.

The main goal of the suscpetibility analysis is to estimate the likelihood
of achieving the attack goals, given that the threat scenario is defined,
that maps the threat agents to the attack vectors. The risk of a given
threat refers to the "expected disutility". The susceptibility of the system
to specific threat agents, is a combination of disutility and the estimated
likelihood. It is a measure that is expressed as the likelihood of a disutility
being realized. The likelihood may be based on the ability/capacity of
a threat agent, exploitability of the existing vulnerabilities and on the
effectiveness of the deployed countermeasures (offline and online). A
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detailed explanation of the indices used to quantify the susceptibility of
the system to the threats is provided in Sect. 3.5.5.

There is always a cost associated to any specific disutility of the sys-
tem/asset. The estimation of the likelihood of disutility (or the susceptibil-
ity) helps in estimating the cost associated to the degrees of disutility and
thus evaluate the risk of the susceptibility of the system/asset to threat
agents. Once the risk is evaluated and if its found not to be acceptable
then appropriate countermeasures are selected. The countermeasures are
integrated into the threat propagation model and the suceptibility is re-
evaluated and the associated risk is calculated. this process is repeated
till the risk calculated is within the acceptable levels. Once the risks
calculated are found acceptable then the countermeasures that allow the
reduction in the risk are implemented.

A new threat analysis cycle begins only when any new modifications
to the infrastructure is made or new threat agents and associated attack
vectors have been identified during the periodical security audits of the
system, else the threat analysis cycle ends.

the scope of the study is just limited to proposing methodologies for
performing the steps 7,8 and 12.

3.3 Threat propagation indices: Susceptibility indices

The evaluation of the threat propagation indices helps in understanding
the susceptibility of the infrastructure to the cyber-physical threats. The
different threat agents exploit the vulnerabilities and the degree of exposure
of the assets to reach specific attack sub-goals and eventually to the main
goal. For a given set of information about the threat scenario, namely:

e Threat agents and their respective Attack vectors.
¢ Identified sub-goals and the root goal of the attack.

e Probability of launch of single atomic attack step based on:
— The exploitability of the vulnerability.

— The uncertainty on the time of launch of an attack (reflects the
skill of the attack agent)

The susceptibility of any infrastructure can then be evaluated by calculating
the different threat propagation indices. The major threat propagation
indices are as given below.

¢ Indices for the perception of threat state
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— Probability to reach a specific threat state (main goal/ sub-
goal/Set of sub-goals): helps in devising procedural counter-
measures

— Threat state evolution as a function of time: it is the probability
of reaching the different threat states as a function of time.
Helps in devising near real time actuation of the emergency
countermeasures. Specifically useful for tackling physical threats
like the autonomous drone attacks where multiple options of
countermeasures are available with varying actuation times and
threat reduction capabilities.

o Indices for the perception of temporal aspects of threat evolution.

— Time to compromise (time to reach the main attack goal):
helps to prioritise different countermeasures that have different
actuation times.

— Time spent in sub-goals: helps in the calculation of the risk
of the threat. The sub-goals/Set of sub-goals, when reached,
represent a partially available system. The cost associated to
the different threat states might be different. Therefore, by
analysing the time spent in different threat states (before the
final goal is achieved), appropriate countermeasures could be
chosen in such a way that the time spent in the most costlier
threat states are minimised.

3.4 Modelling threat propagation: Review

3.4.1 Modelling formalism: Attack Tree

There are different methods proposed in the literature that help in mod-
elling the threat propagation [Pat+18],[Hu+17],[Gha+],[WTW16],[XDX15]).
However, the most basic and widely used methodology, as it is simple and
graphically presentable, is the attack tree [TB17]. Effectiveness of threat
propagation modelling techniques in terms of attack perception highly
depends on its visual aspect [LDB18]. This is true for both experts, such
as operators and engineers who are required to make decisions in real time,
as well as for non-experts, such as managers who make decisions for long
term planning. One of the effective visual methods to show describe the
threat propagation is the attack trees. Wherein, the events that lead to
an attack goal is represented in a tree structure [Sch99].

The attack tree represents an attack against the system, in a tree
structure, where the goal of the attack is the root of the tree and the
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Figure 3.2: Attack Tree Example

different sub-goals are represented as child nodes and the initial launch of
the atomic attack events represented as leaf nodes. An exemplary attack
tree is shown in Fig. 3.2. E1, E2) E3 depict the atomic attack events which
are represented in the figure as leaf nodes. These events could be launched
by different attack agent or the same attack agent. R1 is the child node
that represents an attack sub-goal. R2 is the root node of the attack tree
that represents the main goal of the attacker. The attack trees helps in
visualising how different atomic attack steps interact. Additionally, the
different attack vectors could be also graphically identified. Furthermore,
for a given probability of occurrence of the leaf nodes/child nodes the
probability of occurrence of the corresponding parent node (Prp,,,, ) that
is logically associated with its child nodes/leaf nodes. The probability of
occurrence (reaching) of a parent node which is associated with its child
nodes/leaf nodes in such a way that all its child nodes/leaf nodes should
occur /reached (logical AND) can be calculated as shown in Eq. (3.1).
The Pémde/Lmde corresponds to the probability of occurrence of the "

child/leaf node that is associated with the k*" parent node.

N
Pr?jnode = H(Pé‘mde/Lmde) (3.1)

=1
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The probability of the k*" parent node (Pré%m ,.) that could occur when
any of the child/leaf nodes occur (logical OR) can be calculated as shown
in Eq. (3.2).

N
Pr]lgnode = Z(Przcnode/Lnode) (3.2)
i=1
By using these two equations (Eq. (3.1),Eq. (3.2)) the probability of
occurrence of the root node can be recursively calculated from the leaf
nodes to the root node. It should be noted that the aforementioned
equations are valid when the child nodes are not shared by more than
one down stream parent node, in which case the disjoint cut-sets have to
be identified and the probability of the parent node can be calculated as
a function of occurrence of the cut-sets as shown in Eq. (3.3), Eq. (3.3).
Where the Pg.,;s; can then be calculated as a function of the probability
of occurrence of independent child/leaf nodes as shown in Eq. (3.5) [TB17].
There are different methods proposed to find the cut-sets [TB17].

N
Prénode = H(Préutset) (33)
i=1
N
Prﬁnode = Z(PrlCutset) (34)
i=1
N
Pré“tset = H(Przcnode/Lnode) (3.5)

i=1

As explained before, the security assessment of attack trees to determine
attributes such as cost and probabilities of reaching the root node is
performed based on a bottom-up procedure [PB10]. However, the bottom-
up approach is valid only if all transitions are independent. Furthermore,
the attack tree based methods mostly focused on the amount or frequency of
different and independent system vulnerabilities or atomic attack events. In
practice, however different hazardous events may take place in a dependent
manner, i.e, the occurrence of one atomic attack step/event impacts
the occurrence of another atomic attack step [WBQ18]. Furthermore,
the attack trees can not capture the other complex dependence of the
atomic attack steps like the concurrence, sequence, priority and inhibition.
Additionally, most of the attack modelling paradigms like the attack trees
and AIDD [SS14] are static and cannot capture the stochastic nature of the
attack. Especially the uncertainty in the launch time of the atomic attack
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step.Furthermore, the attack trees are unable to capture more complex
dependencies like sequence. Therefore variants of attack tree like the
attack defense trees have been proposed [Ji+16] that can capture sequential
dependence of attacks. However, the launch of a coordinated cyber-physical
attacks involves more complex logical dependencies. Therefore, modelling
formalism like the Petri Net (PN) and its variants have been proposed in
the literature for modelling complex cyber-physical attack propagation
[Dal+06].

3.4.2 Modelling formalism: Petri nets

A PN represent a mathematical modelling language for describing any type
of a Discrete Event Dynamic Systems (DEDS) and particularly suitable
for describing systems characterized by concurrency and resource sharing
[Mur89]. A PN is a directed bipartite graph that consists of three types
of objects: places, transitions, and directed arcs connecting transitions
and places [Wan12]. The concept of tokens is used for studying dynamic
behaviour of the PN model and they determine execution of a PN. Namely,
each place can contain a zero or positive number of tokens. During
the execution of a PN, the number and positions of tokens change. An
assignment of tokens to the places of a PN is referred to as a marking.
Formally a PN is defined as a 5-tuple N = (P, T, 1,0, My) where,

o P ={p1,p2,..pm} is a finite set of m places.
o T ={t1,ta,..tn} is a finite set of n transitions.

e I:(PxT)— N is an input function that defines directed arcs
from places to transitions.

e O:(PxT)— N is an output function that defines directed arcs
from transitions to places.

e My : P — N is the initial marking.

The rules that allow the firing of the transition and thus the movement of
the tokens through the places are as follows.

e Enabling rule: A transition ¢; is said to be enabled if each input
place p; of t; contains at least the number of tokens equal to the
weight of the directed arc connecting p to ;.

e Firing rule: A transition t; is said to be enabled if each input place
pi of t; contains at least the number of tokens equal to the weight of
the directed arc connecting p; to t;.
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— An enabled transition t; may or may not fire depending on the
additional condition and context, and

— A firing of an enabled transition ¢; removes from each input place
pi; the number of tokens equal to the weight of the directed
arc connecting p; to t;. It deposits in each output place p;
the number of tokens equal to the weight of the directed arc
connecting t; to p;.

A graphical representation of a PN includes two types of nodes, a circle
and a bar, representing a place and a transition, respectively. A token
is typically represented with a solid dot. The graphical representation is
beneficial for illustration and understanding of PN concepts. A simple
example of a PN and illustrated with of places P = {p1,p2,...,p7}, set
of transitions T = {t1,t2,..., s}, initial marking My = (2000001)T and
input and output functions as given in the Fig. 3.3.

Figure 3.3: Simple Petri net: Initial Marking

In the initial marking, only the transition ¢; is enabled. Fig. 3.4 illus-
trates the marking of PN after the transition ¢; fires.

The position of tokens after firing of transition ¢; indicates that now
transitions t2 and t3 are enabled, as illustrated in the Fig. 3.5.

If we assume that the next transition that fires is transition t2, the new
distribution of tokens is as illustrated in the Fig. 3.6.

Similarly all the other transitions are enabled and triggered by the flow
of the tokens at the input places of the transitions. The change in tokens
in any place marks the change in the marking. The markings then can be
considered as the state of the system (whose dynamics is being modelled
by the PN and the token flow). The transitions that trigger the change in
the markings can then be considered as the state transition. A marking,
M is said to be a reachable marking if there exist a sequence of enabled
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Figure 3.5: Simple Petri net: Transitions enabled after transition t;

transitions that runs the initial state My into M7. A rechability tree/graph
can be generated, which is a set of markings that are possible from the
initial marking. The nodes of the reachability tree represent the markings
of the PN, the root representing the initial marking. The directed edge
from one marking to another indicates the firing of the corresponding
transition. The rechability tree/graph thus generated can be considered
as the state transition diagram of the system being modelled, where the
marking (nodes) represent the states of the system and the transitions
(directed edges) represent the state transitions.

PN Constructs

The different logical constructs that can be modelled by the PN are
explaind below. Fig. 3.7 illustrates a construct for sequential execution
as transition t2 can fire only after the firing of ¢;. This construct is also
suitable to represent the causal relationship between events. Fig. 3.8
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Figure 3.7: PN construct for sequential execution

represents a Petri net construct for modeling of conflict between activities.
A token at p1 enables both transition ¢; and transition t2, but the firing
of any disables the other transition.

P1

t t,

Figure 3.8: PN construct for conflict between activates

In Fig. 3.9 transitions ¢; and t2 are concurrent. Concurrency is an
important characteristic of DEDS and it can be modeled effectively by
PN.

A PN construct that can be used to model logical AND is depicted in
Fig. 3.10. Namely, transition ¢; is enabled only if there is a token at both
p1 and p2 places.

The logical OR can be modeled with a PN construct illustrated in
Fig. 3.11.

To enable representation of priorities with PN a new type of arc must
be introduced. An inhibitor arc is depicted as an arc terminated with a
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Figure 3.10: PN construct for logical AND

small circle and it changes the transition enabling conditions. Namely,
the transition can be enabled only if there are no tokens present on an
input place connected to an inhibitor arc. With respect to Fig. 3.12, t5 is
enabled only if p2 contains a token and pi does not have any token. Since
t1 is enabled if p; has a token, this PN construct provides priority to 1
over ta.
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P2 tz

Figure 3.12: PN construct for Priority

PN Classes

Basic PN typically do not provide all required aspects for comprehensive
analysis of DEDS. To this end, multiple extension of basic PN have been
proposed. The most popular extensions of PN being,

e Timed Petri nets

— Deterministic Timed Transitions Petri nets: Deterministic
Timed Transitions Petri nets refer to a class of Timed PN
in which transitions are associated with deterministic firing
time.

— Generalized Stochastic Petri nets: In Generalized Stochastic
Petri nets (GSPN), there are two types of transitions that are
timed and immediate. Timed transitions are associated with
exponentially distributed firing times. Immediate transition fire
in with zero delay with specified firing probabilities.

e Colored Petri nets: Colored PN introduced the concept of distin-
guishing tokens in terms of colors that indicate the token identity.
The main motivation for introducing this concept is to allow for a
more compact representation of models. Furthermore, the different
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colours of the tokens, depending upon what a token represents, could
be defining different sources of data, different attacks, different data
types,etc. Each place and transition can also have associated colors.
For instance, a transition may have a condition attached to its firing
rule depending on token colors. This is particularly useful in mod-
elling concurrent attempts of different attacks where each type of an
attack attempted is represented with a token of different colour. A
specific state of the system (if the attack attempt was a success or
a failure), is only reached when a the condition logic pertaining to
those specific coloured tokens is met.

Threat propagation modelling with PN

In the context of modelling cyber-physical attacks using the PN, the tokens
represent atomic attack event, the colour of the tokens differentiate the
atomic attack type, places represent the individual sub-goals/main goal of
the attacker, the transition represents individual atomic attack step, the
logical constructs model the attack vector, the marking represents set of
sub-goals/goal that have been compromised and the reachability tree/graph
represents the threat propagation (as a state transition diagram).

The PN provides a wide range of constructs that enable modelling of
complex interdependence between different attack propagation steps. Ad-
ditionally, the authors in [Dal+06] also tackle the problem of stochasticity
in the launch of the attacks by modelling the attack tree using GSPN.
Though the GSPN covers a lot of limitations of the standard attack tree
(and its variants) have, it can only help in evaluating the static stochastic
performance measures. This generally boils down to the evaluation of the
probability that a specific token has stayed in a specific place, where the
token corresponds to the attack and the place represents the goal/sub goal
of the attack. But in reality when a coordinated attack is launched, a set
of sub-goals/goals are reached and therefore the probability of occurrence
of the complete marking, amount of time to reach a marking and dynamic
probability (as a function of time) for staying in a marking have to be
analysed. Here the Marking represents the threat state and the transitions
correspond to threat state transitions. Though GSPN help in visualising
and study the propagation of the attacks by analysing the token flow,
it unfortunately does not provide enough mathematical tools to analyse
the threat propagation indices for the perception of the threat state and
also the temporal aspects of the threat state evolution. Furthermore,
differentiation in the probability of occurrence of the same atomic step
at different stages of attack can not be modelled using a GSPN. A state
space based models would enable a better modelling of threat evolution
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whose evolution is dependent on its current state. Therefore, in this study
a CTMC based threat propagation modelling is proposed that provides
the additional mathematical rigour to analyse these indices. Addition-
ally, a methodology based on a MADM approach is proposed to assign
parameters to the threat state transitions, that considers the asset’s level
of vulnerability, their degree of exposure and the skill of the threat agent.

3.5 Proposed Methodology: MADM & CTMC based
threat propagation modelling

As mentioned before due to the shortcomings of the methods to model
the threat propagation to evaluate the susceptibility indices, a novel
method with MADM-CTMC based method is proposed. An overview of
the proposed methodology and the different steps involved in the threat
propagation modelling and the evaluation of the susceptibility indices are
described in this section.

3.5.1 Overview

A flow diagram of the proposed methodology for evaluating the suscepti-
bility of the DGA to the cyber-physical threats is shown in Fig. 3.13. The
complete methodology can be grouped into five basic parts. Firstly the
threat scenario has to be represented by a modelling formalism that enables
all possible constructs of the threat propagation. As it has been presented
before, since the GSPNs provide a wide range of logical constructs that
could help in representing complex threat scenarios, it has been chosen as
the formalism for representing the threat scenario.

In the second part, the state evolution of the threat scenario is modelled.
Basically the model is a state transition diagram where the states represent
the different threat states an the transitions the individual atomic attack
steps. To obtain this state transition diagram, firstly the reachability
tree/ graph of the GSPN is generated. Where the nodes of the tree/graph
correspond to the marking of the Petri nets and the transitions are the
transitions that trigger the change in the marking. Typically the marking
represents a single/set of sub-goals/main goal of the attack. As the
isomerism of the GSPN and CTMC has been proved [Mol81], the markings
in the reachability graph of the GSPN correspond to the states of the
CTMC and the reachability graph corresponds to the state transition
diagram of a CTMC . The state transition diagram represents the different
probabilistic attack paths that are possible to reach all attack goals.
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Figure 3.13: Flow chart of the proposed methodology for threat propaga-
tion modelling and susceptibility analysis

Once the state transition diagram has been generated, the next steps
correspond to the parameterization of the transitions (atomic attack steps).
The evolution of the threat state depends heavily on the values attributed
to the probability of the launch of the individual atomic attack step. This
probability depends on the levels of the vulnerability, degree of exposure
of these vulnerability and the skill of the attacker. It should be noted
that all the three factors mentioned are abstract, however empirical values
can be set based on the expert opinion and analysing the data (typically
pertaining to the time taken to launch the atomic attack) of the previous
successful attempts in launching the atomic attack. A detailed explanation
would be provided in Sect. 3.5.4.

The next step is to evaluate the susceptibility indices as described
in Sect. 3.3 using the mathematical tools for evaluating the CTMC. A

124
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detailed description of the calculation of the different indices is provided
in Sect. 3.5.5.

Finally when the countermeasures have to be considered the are inte-
grated in the GSPN model of the threat scenario. Once a new GSPN model
has been generated representing the threat scenario with the countermea-
sures, the reachability tree7graph has to be regenerated that includes
the transitions corresponding to the countermeasures. After which the
transitions have to be re-parameterized based on the effectiveness of the
countermeasures in reducing the vulnerabilities or their degree of exposure.
A detailed explanation of re-parameterization of the transitions is provided
in Sect. 3.5.6. A detailed account of the different steps would follow with
an example.

3.5.2 Threat scenario representation

The attack tree representation of an exemplary threat scenario is depicted
in Fig. 3.14. Here the leaf nodes E1, E2, E3 denote the three different
atomic attack events. The leaf nodes E1 and E2 can be considered as two
ways of compromising an asset (Asset-1) by exploiting Vulnerabilities V1
and V2 respectively, that have varied degrees of exposure. The leaf node
E3 represents the exploitation of the Asset-2 through its vulnerability V3.
The Child node (Sub-Goall) can be considered as the state where the
Asset-1 has been compromised which can be achieved either by exploiting
vulnerability V1 or the vulnerability V2. The root node (Main Goal)
is achieved when Asset-2 is compromised after the Asset-1 has been
compromised.

Leaf Node Leaf Node

El E2

AN
N //
N

N 7
Child Node
Sub-Goal 1
Root Node
Main Goal

== OR — AND VSequentialAND

Leaf Node
E3

Figure 3.14: Exemplary Threat Scenario Representation: Attack Tree
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The GSPN representation of the threat scenario is depicted in Fig. 3.15.
The triggering of the individual atomic attack events (E1, E2 and E3) is
represented with a sequence construct {pg:—s, tgi, pri—1}, where place
pEi—s corresponds to a Safe state where the atomic attack i*" atomic
attack (E'1) has not yet been launched/triggered. The token in this place
represents the atomic attacks whose propagation is to be studied. In this
case a threat propagation analysis is to be made for a threat scenario
where all the three atomic attack events have been triggered. For analysing
the threat evolution of threat scenario where only the atomic attack event
E1 is launched, then there would be a token only in the place pgi—s.
The transition tg; corresponds to the rate at which the atomic attack
Ei is launched/ triggered. Finally the place pgi—r corresponds to the
unsafe state where a specific atomic attack (E%) has been launched. The

Pe1s ? Pe2s ? pszs?
tes te te
Pert ? psné Pes-T

tvise tvase

Psa1

tSGl—PRIO

Psc1_prio

tSGl—\/}MG

Figure 3.15: Exemplary Threat Scenario Representation: GSPN

Sub-Goall is reached either by exploiting the vulnerability V1 or V2

126



3.5 Proposed Methodology: MADM & CTMC based threat propagation modelling

represented by the transition tvi1_sg1 and tva_sag1 respectively. These
transitions correspond to the rate at which the vulnerabilities V1 and V2
is exploited. This rate is dependent on the level of vulnerability, ease of
exploitation of the vulnerability and the skill of the threat agent.

A MADM based methodology has been proposed to calculate the rates
for these transitions corresponding to the exploitation of the asset vulnera-
bilities in Sect. 3.5.4. The compromise of Asset-1 is achieved by exploiting
its vulnerabilities, represented by a token transitioned either from place
pEi1-s or pepa—s to place psgi. The place psgicorresponds to a state
where the Asset-1 has been compromised. So as to reach the Main Goal,
it is necessary in this case that the Sub-Goall is reached before the atomic
attack E3 is launched. Therefore, a transition tsg1—prro is modelled that
allows the token to transit from place psci1 to psci1—prro only if there is no
token in place pgs—r. This functionality is modelled as a priority construct
and as an immediate transition. There is no stochastic time associated to
this specific transition as it only represents a logical condition. The final
Main goal of the attack is then reached only by triggering the transition
tsc1—v3—ma that represents the exploitation of the vulnerability of the
Asset-2 (V3) given that the Asset-1 has already been compromised. The
place parc represents a state where the final goal of the attack has been
compromised if a token is present in this place. It should be noted that
all the other transitions except the tsgi—prro correspond to a specific
atomic attack step and hence represent a probability of successful launch
of the atomic attack step within a specific time.

Once the GSPN model has been created, the movement of the tokens
can be studied. The movement of the tokens represent change in the
marking of the GSPN and thus a change in the state the threat evolution.
While representing the threat scenario with GSPN, the multiplicity of the
transitions modelled such that, when it is triggered all the tokens in its
input place are removed and a single token is transferred to its output
place. Such a measure is incorporated to reduce the number of duplicate
markings generated that represent the same state of the attack. In the
next subsection, a detailed explanation of modelling the threat evolution
using the markings of the GSPN is presented.

3.5.3 Model threat state evolution

The modelling of the threat evolution starts with the generation of the
reachability graph/tree that denotes the changes in the markings of the
GSPN as the tokens move through the GSPN when the logical criteria
for triggering the transitions is met. Beginning with the initial marking,
for generating the reachability tree/graph, transitions which are enabled
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by this marking are identified and the new markings that result from
the firing of each of the enabled transitions are generated. Each new
marking is added to the tree and the directed edges from the markings
are drawn. The algorithm for generating the reachability tree is as given
below [Thal2].

m = total number of Markings
M; = it" Marking
T; = it* Transition
n = total number of Transitions
Initializing i =1 and m =1
while i < m do
for j=1to T, do
if j is enabled by Marking M;, then generate new marking
Miemp(k) then
for each k do
if Miemp(k) is not already in the tree then
m=m-+1
M = Meconp (k)

edge(M;, M) = j
end if
end for
end if
end for
i=1+1

end while

The reachability tree/graph generated from the GSPN models of the
exemplary threat scenario (shown in Fig. 3.15) is shown in Fig. 3.16. The
complete list of the names of the markings and its associated marking
values have been tabulated in Tab. 3.1, Tab. 3.2.

As shown in the Fig. 3.16 the total number of markings of the reachability
graph is 36. However, since the transition tsgi—prro is considered to be
a logical condition, the input markings corresponding to the transition
tsai—prro would be subsumed by the output markings. In this case
the markings Ms,Mo, Mio, Ms, and My would be subsumed by the
markings Mi1, Mis, Mi7, Mi2,and Ma; respectively. Thus resulting in
the reachability graph shown in Fig. 3.17.

Once the simplification of the reachability graph is done for immediate
transitions, the next step is to label the markings to specific states of threat
evolution. The markings represent a specific threat state, the transition
from one marking to another represents a threat state evolution. But it
should be noted that different markings may or may not correspond to the
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Table 3.1: List of Markings

Marking Marking Value
M {rEpi1-5,PE2-S:PE3-S ' PE1-T PE2-T,PE3-T,PSG1-PSG1—-PRIO:PMG}
Mg {1,1,1,0,0,0,0,0,0}
My {0,1,1,1,0,0,0,0,0}
Mo {1,0,1,0,1,0,0,0,0}
Mg {1,1,0,0,0,1,0,0,0}
My {0,0,1,1,1,0,0,0,0}
Mg {0,1,1,0,0,0,1,0,0}
Mg {1,0,1,0,0,0,1,0,0}
Mo {0,1,0,1,0,1,0,0,0}
Mg {1,0,0,0,1,1,0,0,0}
Mg {0,0,1,0,1,0,1,0,0}
Mg {0,0,1,1,0,0,1,0,0}
M1 {0,1,1,0,0,0,0,1,0}
Mo {1,0,1,0,0,0,0,1,0}
M3 {0,1,0,0,0,1,1,0,0}
My {0,0,0,1,1,1,0,0,0}
Mis {1,0,0,0,0,1,1,0,0}
Mig {0,0,1,0,1,0,0,1,0}
M7 {0,0,1,1,0,0,0,1,0}
Mg {1,0,0,0,0,1,0,1,0}
Mig {1,0,0,0,0,0,0,0,1}
Moy {0,0,1,0,0,0,1,1,0}

Table 3.2: List of Markings

Marking Marking Value
M {rE1-5 PE2-S:PE3-S ' PE1-T,PE2-T PE3-T>PSG1'PSG1—PRIO:PMG}
Moy {0,0,1,0,0,0,0,2,0}
Moo {0,0,0,0,0,1,0,2,0}
Ma3 {0,0,0,0,0,0,0,1,1}
Moy {0,0,0,0,1,1,0,1,0}
Mas {0,0,0,0,1,0,0,0,1}
Mae {0,0,0,1,0,1,0,1,0}
Moy {0,0,0,1,0,0,0,0,1}
Mog {0,1,0,0,0,1,0,1,0}
Mog {0,1,0,0,0,0,0,0,1}
M3zo {0,0,1,0,1,0,0,1,0}
M3y {0,0,0,0,1,1,0,1,0}
M3 {0,0,0,0,0,1,1,1,0}
M3s {0,0,0,0,0,0,1,0,1}
Mgy {0,0,0,0,1,1,1,0,0}
M3 {0,0,0,1,0,1,1,0,0}
Mse {0,0,0,0,0,1,2,0,0}
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Figure 3.16: Reachability graph of the exemplary threat scenario

Table 3.3: Labelling of Markings

Threcal;sbstate Marking (Threat State)
PE1-S PE2-5 PE3-S PE1-T PE2-T PE3-T PSsG1 PSG1-PRIO pyMG

Syva * * * * * * * * 1
SsG1-—E3r * * * * * 1 Tor2 0 0
Ssa1 * * * * * 0 1 0 0
Sviz-sci1 * * * * * 0 2 0 0
SsG1-PRIO * * * * * 0 1 0 0
Sgs—1 * * * 0 0 1 0 0 0
Spo_t P P ¥ 0 T 0 0 0 0
Sp1_1 ¥ ¥ ¥ 1 0 0 0 0 0
SE1E2-T * * * 1 1 0 0 0 0
SE1E3—T * * * 1 0 1 0 0 0
Spors—T * * * 0 1 1 0 0 0
SE1E2Es_T * * * 1 T T 0 0 0
SsarE P * ¥ 0 0 0 0 0 0

the same threat state. A meaningful threat state class is used as a label to
classify the different markings. This allows the association of markings to
meaningful threat state classes. For example, there are different markings
that correspond to reaching of the main goal, which is identified by a
token 1 at the place parg. Therefore, the Markings Mg, Mas, Mas, Moy,
Mag, and M33 belong to the same threat state class. Similarly the other
markings are also labelled with a specific threat state class according to
the presence of a token in the specific places as described in Tab. 3.3. The
* in the marking represents that it could take any value from 0 to n, where
n is any natural number.

The reachability graph shown in Fig. 3.17 becomes the state transition
graph of a CTMC. The different markings become the states of the CTMC
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Figure 3.17: Reachability graph of the exemplary threat scenario simplify-
ing for immediate transitions

that represents the threat state evolution. From this point on the threat
state represents the marking of the reachability tree and the reachability
tree/graph would be called as the state transition diagram.

The labelling of the markings, help in classifying the states of the CTMC
into different threat state classes that represent a tangible cyber-physical
threat state. A pictorial representation of the state transition graph of the
exemplary threat scenario along with the classification of the states into
their classes is provided in Fig. 3.18.

The state transition graph can further be simplified considering the
fact that the the markings Mag, M3, Mas, Mas, Maz, Mig all correspond
to the reaching of the final goal of the attack. Thus these markings
are considered as a single state Syrg. Furthermore, the markings Masy,
M35 and Mse can be clubbed into a single threat state/class (Sma) as
no further transitions arise from these markings that transit to another
threat state/class. Additionally, the M3 and M5 can also be clubbed
to the same threat state for the aforementioned reason. Finally the most
simplified CTMC state transition graph, as depicted in Fig. 3.19 of the
exemplary threat scenario, is derived.

From the Fig. 3.19 it can be seen that there are two absorbing states,
Sma, Sscgi—esr. The state Ssgi—psr corresponds to a state where, the
sub-goall is reached after the vulnerability V3 has been exploited. In
such case the main goal is not reached as the sequential dependence
of the exploitation of vulnerability V1 or V2 before the exploitation of
vulnerability V3 is not met. The state Sy is reached only in those
case when the aforementioned sequential dependence so the vulnerability
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Figure 3.19: Simplified CTMC threat state transition graph

exploitation is met. The CTMC thus depicts the different possible threat
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state evolution direction. A detailed explanation of the different CTMC
metrics are given in Sect. 3.5.5. But before the susceptibility metrics are
calculated, the parameterization of the transitions in the state transition
graph of the CTMC has to be made. In the next subsection an explanation
is provided on this aspect.

3.5.4 Parameterization of threat state transitions

The most important part in the modelling the threat state evolution is the
parameterization of the transitions in the state transition graph. These
transitions determine the swiftness of the threat propagation and the
direction of the threat propagation. The state transitions are stochastic
in nature. These transitions generally represent the asset’s level of vul-
nerability, their degree of exposure and the skill of the threat agent to
exploit these vulnerabilities. In this study, an exploitation factor cgr is
introduced to capture the easiness in exploiting the vulnerability based
on the level of the vulnerability and the degree of exposure. The skill of
the threat agent is captured by the stochastic time taken to launch the
atomic attack step. Higher the skill shorter is the average time (higher
rate) to launch the atomic attack step. In this study, the atomic attack
step launch time is considered to be stochastic and follows an exponential
distribution. Hence, the transition of the state transition graph of the
threat evolution, can be parameterized as a function of the cgr and the
rate of atomic attack launch time as shown in Eq. (3.6).

Aij = Cgp * )‘ézA—SK (3.6)

Where \;; is the rate of transition from threat state 7 to threat state j, ¢,
is the exploitability factor and the 1/ )\iTj A_gk represents the mean time
to successfully complete the exploitation of the vulnerability. The time to
compromise reflects the skill of the attacker (threat agent). In this study, it
is assumed that the probability density function of the time to successfully
complete the launch of the attack (exploitation of the vulnerability that
triggers the threat state transition from state 7 to state j) is exponentially
distributed with a mean time 1/ )\? A_gx time units. Therefore, the overall
state transition time is also exponentially distributed with a mean time of
1/As5. Once the values of the different \;js are determined then using the
standard metrics of CTMC the susceptibility of the infrastructure could
be evaluated as presented in Sect. 3.5.5.

However, to determine the values of the \;; the values of cg p must
be determined. The methodology for determining the values of N2, ¢
is beyond the scope of this study. However, such the values could be
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Table 3.4: Likelyhood of Vulnerability Exploitation

Vulnerability Level Degree of Exposure
Low Medium High
Low Very Unlikely Unlikely Possible
Medium Unlikely Possible Likely
High Possible Likely Very Likely

experimentally derived. In case of exploitation of the cyber vulnerability
the data on the penetration tests could be used to determine the mean time
to successfully exploit the vulnerability. In case of exploiting the physical
vulnerability, for e.g attacks by drones, the mean time to compromise
can be determined by the maximum speed, maximum area that it could
cover and maneuverability of the drone. Furthermore, currently Al based
methods have been used to determine these quantities [PJ21],[KL20].
Within the scope if this study, it is assumed that the mean compromise
times for every atomic attack step is known.

The cg 7 represents the likelihood of the vulnerability to be exploited.
This likelihood is empirically evaluated based on the level of vulnerability
and the degree of exposure as shown in Tab. 3.4. This matrix has been
developed inspired from the standard risk assessment matrices presented
in [Kuz+21],[Def17], [JHT19].

The generic explanations of the what is considered to be low, medium
and high for levels of vulnerability and the degree of exposure is provided
as given below.

e Vulnerability level
— Low: Successful attack is possible only with very high skill
— Medium: Successful attack is possible with average skill

— High: Successful attack is possible with low skill

e Degree of exposure
— Low: Highly restricted access (physical/logical)
— Medium: Restricted access (physical/logical)
— High: Easy access (physical/logical)
It is evident from the Tab. 3.4 that, the likelihood of the vulnerability
exploitation is very qualitative in nature. However, to evaluate the threat
propagation, this likelihood has to be quantified and attribute it to the

specific ¢i2,.. To facilitate the quantification of the ¢, based on the
qualitative assessment of the vulnerability exploitation, an Analytical
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Hierarchical Process (AHP) based (a specific type of MADM) methodology
is proposed.

AHP based quantification of Exploitation Factor & Countermeasure
Efficiency

Consider a generic threat state as shown in Fig. 3.20. The state transition
from Threat — State; to Threat — State;,, represent the exploitation
of two different vulnerabilities and actuation of a countermeasure whose
likelihood has been qualitatively evaluated as Very Likely, Possible and
Very Unlikely. The likelihood evaluation of the countermeasure is ex-
plained in Sect. 3.5.6.

Threat-State;

okl
Cee® A rasg

C'kzr* A IkTA—SK
Threat-State;

Threat-State,

i sl
Cce” Hamact

Threat-State,

Figure 3.20: Generic threat state and transitions

With the help of AHP a weighting factor (such that 0 < weighting factor
< 1) can be derived considering the relative likelihood of the vulnerability
exploitation. The weighting factor thus derived then represents the indi-
vidual ¢ (or ¢y for countermeasure efficiency explained in Sect. 3.5.6)
where x € j, k,I. AHP method is a useful and effective technique, devel-
oped by [Saa87], for solving complex decision making problems. It breaks
down the problem into a hierarchical structure of the goal, attributes (or
criteria) and alternatives . In our model, the AHP method is used to com-
pute the weight for each attribute by carrying out pairwise comparisons
of the attributes, which is done by the decision makers or experts. The
importance of an attribute is directly proportional to its weight. In this
case the attributes are the vulnerabilities that can be exploited from the
current threat state. The weight is the quantification of its likelihood(cip
(or ¢%p) where © € j, k,1).The steps for calculating the weights for the
attributes are explained below.

1. Create a pairwise comparison matrix A. The matrix A isa m x m
matrix where m is the number of attributes (or vulnerabilities that
could be exploited from the current threat state). In matrix A, each
item a;; represents the importance of 4t attribute in relation to ¢**
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attribute. The numerical value assigned to each item in matrix A is
derived from the Tab. 3.5 [Saa87].

1 ai2 a13 a14 e A1m
1
— 1 a23 a24 oo A2m
A= | a2 (3.7)

Laim  G2m  G3m  Q4m

Relative Likelihood Interpretation
1 Equally Likely
Moderately more Likely
Strongly Likely
Very Strongly Likely
Extremely Likely
Intermediate values
2,4,6,8 between the two adjacent
judgments

O 3| o W

Table 3.5: Pairwise Comparison Scale

2. Compute the normalized pairwise comparison matrix Anerm from
matrix A. Each entry @;; in matrix Anorm is calculates as shown
below

ajk

m
g aik

=1

a5 =

(3.8)

3. The weight of each attribute (or quantification of the likelihood of
4" vulnerability be exploited) wj is calculated by taking the average
of each row in Anorm.

wy = = (39)
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4. There could be inconsistencies when pairwise comparisons are per-
formed by the decision maker [Saa87]. The consistency of matrix
A can be checked by computing the consistency ratio (CR). If CR
is less than 10%, then the matrix is consistent and the calculated
weights can be used further but, if not, then the decision makers
have to improve the judgment and recreate the comparison matrix

A.
CI
)\'ma:t —m

where CI is the consistency index, RI is the random index, m is the
dimension of the matrix and Aqz is the average of eigenvalues.

RI is calculated from the average CT of 500 randomly filled matrices.
The calculated values of RI for (m<=10) are shown in Tab. 3.6

m 2 3 4 5 6 7 8 9 10
RI | 0] 058 | 090 | 1.12 | 1.24 | 1.32 | 1.41 | 1.45 | 1.49

Table 3.6: Values of RI

Similarly the AHP is used iterative at every threat state for determining
the cgr of all its outgoing transitions. The outgoing transitions represent
the exploitation of the vulnerability from the current threat state. Once
the exploitation factors have been quantified for all transitions, then the
standard metrics of CTMC can be used to derive all the susceptibility
indices as explained in Sect. 3.5.5.

3.5.5 Susceptibility evaluation

As mentioned in the Sect. 3.3, the main objective of the susceptibility anal-
ysis is to evaluate the indices for the threat state perception and the indices
for the perception of the temporal aspects of threat evolution. Once the
threat state evolution is modelled as a CTMC with the transitions properly
parameterized as explained in Sect. 3.5.4, then the standard metrics of
the CTMC could be used to evaluate the aforementioned susceptibility
indices.
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Threat state evolution formulation with CTMC

The threat state evolution is considered as stochastic process, { X (¢),t > 0}
with continuous time and discrete states Sx = S0, 51,52, ..., Sn, where
the evolution is state dependant and is only influences by the current state
that the threat has evolved to. The stochasticity in the threat evolution
comes from the uncertainty of the time of launch of the atomic attack step,
which is attributed to the skill of the threat agent, levels of vulnerability
and the degree of exposure of the vulnerability.

Assuming that the state of the system at time k is X (k) = i, the
conditional probability that the system will be in state j at time ¢ + k is:

Pr(X(t+k) =

X (k) =i, X(u) =z(u),0 <u<k)= (3.12)
Pr(X(t+k) :]

| X (k) =1, for all possible z(u),0 < u < k)

where z(u),0 < u < k denotes the history of the system state evolution
up till the time k£ but not including k. The aforementioned stochastic
process is said to be a CTMC, which means that, if the present state of
the system is known, the future development of the system state is only
dependent on the current state and is completely independent of anything
that has happened in the past. This is true in modelling the cyber-physical
attacks as the propagation of the attack in the future only depends on the
current state of the attack. Given a CTMC with all the possible states
and the conditional state transition probability matrix P , the probability
of being in a specific state could be calculated as shown in Eq. (3.13)

t) = ZPij(O,t) xm;(0);  such that

D piu(0,)=1 and Y m(t) =1
i=0 j=0

(3.13)

Where 7;(¢) is the Probability Mass Function (PMF) of the system to be
in state j at time ¢, p;; is an element of matrix P (as shown in Eq. (3.14))
corresponding to the conditional probability of jumping to state j from
state ¢ , m;(0) is the PMF of the system to be in state ¢ initially and n is
the total number of threat states possible.
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P=1: . (3.14)

Indices for the perception of threat state

Evaluation of the threat evolution as a function of time helps in calculating
the probability of the threat being in a specific threat state. The evaluation
of the dynamic state occupancy probability of the CTMC provides the
exact information, once the threat evolution has been modelled as a CTMC.
The dynamic state occupancy probability of the j*" threat state, p;j(t), can
be calculated based on the Chapman Kolmogorov’s equation [TB17]. The
solution for the dynamic state occupancy probabilities is then obtained by
solving the Eq. (3.15).

4T0) _ 7)o (3.15)
dt
Where 7 (t) = [m1(t),...7;(t)...,mn(t)] (a matrix of state occupancy
probabilities) and @ is the infinitesimal generator matrix, that is a partial
differential of the P matrix over time subject to the total probability
constraints [TB17]. The @ is defined as shown in Eq. (3.16).

Q = [\i], such that hii =~ Ay (3.16)
Vi

Where \;; represents the rate at which the system transits from threat

state ¢ to threat state j, which includes the vulnerability exploitation

factor the stochastic compromise rate of the atomic attack step as per

Eq. (3.6). Given the initial state 7 (0), the 7(¢) can then be calculated as

shown in Eq. (3.17). Different numerical methods can be used to solve

the equation. In this study Runge-Kutta 3™ order method is used as the
integrator.

7(t) = w(0)e! (3.17)

In most cases the different threat states are classified into various classes
that have a specific physical significance, for example the threat states that
correspond to the reaching of the final attack goal, or a single sub-goal
or set of sub-goals. Therefore, in such cases the probability of occurrence
of the complete threat class would be interesting evaluate. For example
in the threat scenario example presented in Fig. 3.18, all the red threat
state correspond to reaching of final goal of the attack and all the yellow
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states represent eh compromise of sub-goall given that the Vulnerability
V3 has not been previously exploited and so on. The complete probability
of reaching the final goal, for e.g can only be evaluated by summing the
probabilities of all the threat states belonging to the specific threat class.
Understanding the threat class evolution has more physical significance,
as it is helpful in designing the appropriate counter measures that are
specific for the threat class. Hence, finally the the probability of reaching
a specific threat class is calculated as per the Eq. (3.18).

[ﬂ-Th'reatfclass:I - U

VjeThreat—Class
such that 0 < i<k

where k = number of Threat State Class

(3.18)

Both the m(t) and the vector of [ﬂ%hmat,cmss] are the indices for
perception of the threat state. Where, the former provides the dynamic
probability of each threat state possible, and the later provides the dynamic
probability of the threat state classes. Depending upon the granularity of
the available countermeasures, higher granular countermeasures reduce the
risk of individual threat state and lower granular countermeasures reduce
the risk of complete threat class, either the m(t) or the I:Tr’g“hreat—c’lass]
can be considered as the susceptibility index.

Indices for the perception of temporal aspects of threat evolution

The two major indices that helps in understanding the temporal aspects of
the threat evolution are the time to compromise and the average time spent
in the other threat states (apart from the main attack goal). Typically,
when an attack tree is translated into a CTMC, it results in an CTMC with
absorbing states. The absorbing states are those state of a CTMC that
have only incoming transitions and no out-going transitions. Such a state
generally represents the reaching of the main goal of the attack tree. For
CTMCs with absorbing states additional temporal measures pertaining to
the absorption (compromise time), namely the expected absorption time
E[T,], can be evaluated, as shown in Eq. (3.19). The expected absorption
time corresponds to the mean time the attacker takes to reach the root
node. Subsequently the time spent in each transient state (other states
in the CTMC except the absorbing states) before reaching the main goal
(7 = [11, 72, ..., Tu]) can also be calculated as shown in Eq. (3.20).

E[T,) = —m.(0)Q, e (3.19)
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T =—-m.(0)Q," (3.20)

Where Q. (as shown in Eq. (3.21) is a partition of @ over the tran-
sient states Q,, an is a set of N column vectors grouping the transition
rates from any transient state to the IV absorbing states, and the row
corresponding to the absorbing state has only zero entries.

Qu a” - an”
0 -+ -+ 0y

Q=|. . (3.21)
ON -+ -+ On

Where 7,,(0) is the vector of the initial state of the transient states. e
is the row vector of ones with a size equal to the cardinality of the state
space €, such that Q = Q, U Q,, where, Q, is the set of transient states
of the CTMC and the 2, the set of absorbing states with cardinality N.
When an attack tree is represented as a CTMC with an absorbing state,
the transient states correspond to reaching sub goals of the attack and the
absorbing state corresponds to the reaching of the root node. It should be
noted that a CTMC representation of a complex attack tree with defenses
could have more than one absorbing state that would either correspond to
a root node or to a healthy state or to subgoals. Hence it is important to
evaluate the expected time to absorption to the different absorbing states.
The expected time for the absorption in to a single absorption state is
given by equation (3.19), but when more than one absorption state exist
then the time to the i*" absorbing state is given by Eq. (3.22), where
1<i<N.

-TQua;”

E[T.'] = - (3.22)

3.5.6 Integration of countermeasures

There are different types of countermeasures that could be deployed
for reducing the risk of the attack. These measures vary depending
upon the type of attack they protect from. In case of protection against
physical attacks, advance sensor based intrusion detection systems are
deployed. Additionally, emergency physical security measures could be
deployed automatically depending upon the alarms from the intrusion
detections and additional alarms from prediction of the physical threat
propagation. Special measures have to be taken to reduce the risks of
cyber attacks. For instance, taking appropriate measures to ensure proper
management of access rights, the integrity of the data exchanged, the
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encryption of the communication protocol used for data exchange, denial of
unauthorized network access, denial of unauthorized configuration changes
of automation device/communication device and other systematic measures
against phishing attacks and credential thefts.

Both for evaluating the effectiveness of the countermeasures against
physical and cyber attacks, the deployamable countermeasures should
be modelled in the threat propagation model. Once the susceptibility is
evaluated for a threat scenario, the appropriate set of countermeasures
are chosen to be implemented. However, before the implementation it
is important to check the risk reduction factor of the countermeasure.
Therefore, the transitions corresponding to the countermeasure actions
should be included in the threat propagation modelling. This is done
by including the countermeasure transitions in the original GSPN model
of the threat scenario. as shown in Fig. 3.21 and generating the CTMC
associated with it, as shown in Fig. 3.22.

Psoi_prio

tservame

Figure 3.21: GSPN model of the threat scenario with countermeasure

Once the CTMC is generated, the attack transitions and the counter-
measure transitions have to be re-parameterized, based on their relative
likelihood. The countermeasures have their Countermeasure Efficiency
(cgE) and their rate of actuation (ucm—acr). The countermeasure tran-
sition rate can then be calculated as per the equation(3.23).

Aij = CgE * :u‘iCjM—ACT (3.23)
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Figure 3.22: CTMC state transition graph of the threat scenario with
countermeasure

The likelihood of the actuation of the countermeasure is considered as
the efficiency of the countermeasure. The efficiency of the countermeasure
is determined qualitatively by assessing its ability to reduce the risk of
the threat. If a countermeasure is designed to reduce the risk completely
of a Very Likely threat then the qualitative assessment of the cgE is
Very Likely. The quantification of the cich is done as explained in
Sect. 3.5.4.

3.6 Test Case

3.6.1 Test Case description

A simple example of threat scenario, shown in Fig.3.2, is considered here
to illustrate the features of the proposed method. From the set of all the
threat classes presented in Tab. 3.3, the Ssg1, Ssgi—prrro and Ssgi—EsT
are considered to be the major sub goals of the attacker and Sa/¢ is the
final goal of the attack. Two different test cases are presented and the
probability of reaching the root node and the time to reach the root node
for both the cases are calculated.The Test case 1 covers the analysis of the
threat scenario without countermeasures and in test case 2 the analysis of
the threat propagation with countermeasures is presented. A comparison
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of the threat propagation time and probability of reaching the final goal
of the attack are presented.

Finally, a comparison of the time spent in each transient state/state
class is also provided. The time spent in each transient state is useful to
calculate the cost of an attack on the system depending on the degradation
of the system performance when any of the sub attack goals have been
reached. For both the test cases irrespective of threat state the likelihood of
the outgoing transitions is as tabulated in Table.3.7. However, it should be
noted that for modelling more complex threat scenarios, state dependent
likelihood levels could be used, wherein for every threat state each of the
outgoing transition is given a specific likelihood. Once the likelihood is
defined, for each threat state a relative pairwise weights for each of its
outgoing transition, is determined based on the Table.3.5. These weights
either correspond to the CEF or clg r based on whether the transition
represents an atomic attack step or the actuation of the countermeasure.
The mean time to successfully launch an atomic attack step or the mean
time to actuate a countermeasure assumed for the test cases are tabulated
in Table.3.7. Please note that the values are represented as rates (1/mean-
time). It should be noted that these attack times and actuation times are
assumed to be exponentially distributed.

Table 3.7: Transitions, their likelihood and compromise rates

Transition Likelihood | Rate (time — Unit) ™!

tEp1 — ATA-SK Possible 1

tpa — ArA-sk Possible 1

lps — ATA-SK Unlikely 01
tvi-5G1 — ATA—SK Likely 1
ly2—5G1 — ATA-SK Likely 1
1SG1-V3—MG — ATA—SK Possible 1
lcM1 — BCM—ACT Very Likely 10

3.6.2 Test Case-1 : Threat scenario without countermeasure

The probability of threat being in any of the threat states calculated as
per Eq. (3.17) for the given threat scenario without countermeasures is
depicted in Fig. 3.23. Based on these threat state occupancy probabilities,
the probabilities for the different threat classes can be calculated as per
Eq. (3.18) is depicted in Fig. 3.24.
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Figure 3.23: Probability of threat state occupancy- Case 1
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Figure 3.24: Probability of threat state class occupancy- Case 1

As explained in Sect. 3.5.3 the threat evolution of the scenario under
study is represented by a CTMC with two absorbing state where each
of the absorbing state corresponds to different goals of the attack. The
threat propagation ends in these states, and there is no further threat
states that it can transit to. Therefore, as depicted in the Fig. 3.24, the
probability of the threat to occupy the absorbing threat state classes Sy
and Ssgi—pgsr settles to a value 0.9881 and 0.0119 respectively. As it can
be seen, the probability of occupying Snm¢ is higher than the probability
of occupying the threat state class Ssgi—gsr. This can be attributed to
the fact that the likelihood of exploiting the Vulnerability V3 with respect
to exploiting the vulnerability V1 or V2 is comparatively low. Therefore,
the probability of exploitation of vulnerability V1 and V2 first has higher
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probability and hence higher probability to reach Sy ¢ in comparison to
reaching Ssci-E3r.

The threat propagates over a set of transient threat states before it
reaches the absorbing CTMC states (Sme and Ssgi—gsr). The mean
time spent in the transient states before reaching each of the absorbing
states is depicted in Fig. 3.25. The absorption time is calculated based
on a pre-condition that a specific threat has reached an absorbing state,
then how much time did it take to reach there. It shows how fast the
threat propagates in the direction of a specific absorbing state (end state
of the threat). Such an analysis helps to understand the rate at which
the threat propagates in a direction. It is to be noted that the faster
propagation (smaller absorption time) doesn’t correspond to most probable
threat propagation path. In contrary, for e.g in this exemplary threat
scenario, we see that probability of reaching the Ssai1— gar is lower than the
probability of reaching Sara, though, the rate of reaching the Ssgi—Egsr
is higher than that of Sysq, i.e the mean time to reach Sy is higher than
reaching Ssgi1-Esr, as shown in Fig. 3.25.
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Figure 3.25: Mean time to be absorbed into Sya and Ssgi—psr threat
state classes- Case 1

The time to absorption, is also the total time spent in different transient
states. Depending on the time spent in different transient states (degraded
operation states) the risk of the degraded operation could be calculated.
Furthermore, countermeasures with appropriate temporal characteristics
could be selected. Therefore, the time spent in the different transient state
classes for the exemplary threat scenario calculated as per Eq. (3.20) is
depicted in percentage in Fig. 3.26.
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Figure 3.26: Percentage mean time spent in the transient threat state
classes- Case 1

3.6.3 Test Case-2 : Threat scenario with countermeasure

In this test case the impact of the countermeasures would be presented. The
countermeasure tc s is introduced to thwart the further threat propagation
from the threat class Ssgi. The probability of threat state occupancy is
depicted in Fig. 3.27 and the probability of occupying of the threat state
classes is depicted in Fig. 3.28. Due to a strong countermeasure with a
faster actuation and high efficiency the most probable state of the threat
propagation is the Sgqfe.
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Figure 3.27: Probability of threat state occupancy- Case 2

To understand the threat state/state class where the threat mostly
resides before it reaches the absorbing state, the percentage of mean time
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Figure 3.28: Probability of threat state class occupancy- Case 2

spent by the treat in different threat state classes when countermeasure is
considered is depicted in Fig. 3.29.
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Figure 3.29: Percentage mean time spent in the transient threat state
classes- Case 2

To evaluate the effectiveness of the countermeasure a comparison of
the probability of reaching the main goal of the threat scenario Sy is
compared and depicted in Fig. 3.30.

The mean time to reach the main goal of the attack with and without
countermeasure is depicted in Fig. 3.31. From both the aforementioned
comparison it is clear that the countermeasure deployed reduces the
probability of reaching the threat propagation to the main goal of the
attack. Furthermore, the time taken by the threat to propagate to the
final goal is drastically increased. Finally a comparison of the percentage
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Figure 3.30: Probability of reaching the attack goal: With Countermeasure
vs No Countermeasure
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Figure 3.31: Mean time to reach the main attack goal : With Countermea-
sure vs No Countermeasure

mean time occupied in the transient states that are considered in this
example as the major sub goals of the attacker (Ssg1, Ssci—prro and
Ssc1-gsr) along with the safe state Ssqfe is depicted in Fig. 3.32.
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Figure 3.32: Percentage mean time spent in major sub goals of the attack
and the safe state : With Countermeasure vs No Counter-
measure

It can be seen from Fig. 3.32 that due to the deployment of the coun-
termeasure, the threat does not propagate and majorly stays in the safe
state.

3.7 Conclusion

In this study a stochastic methodology based on CTMC and AHPto
analyse attack trees and also their extensions with countermeasures has
been presented. The steps to be followed to obtain the CTMC from attack
trees using PNs have been explained. Specific performance measures
using CTMC, namely the state occupancy probability, time spent in the
transient states and the estimated absorption time have been mapped to
the probability of reaching the sub attack/attack goals, expected time spent
in sub attack states and time to reach root node respectively. The proposed
methodology provides flexibility to include the uncertainty in the likelihood
of vulnerability exploitation based on the levels of the vulnerability and
the degree of exposure using AHP. Furthermore, the effectiveness of the
countermeasures compared to the likelihood of vulnerability exploitation
is also taken into consideration in the threat propagation modelling. This
enables the system designers to assess the risk of a specific attack given
the efficiency of a countermeasure. The results presented for the test

150



3.8 Scope and future work

case 2 show that, with CTMC, effectiveness of the countermeasure can be
calculated by evaluating the probability of threat state occupancy, time
spent in the transient states and the time to reach the main goal of the
attack.

3.8 Scope and future work

The proposed method has been shown to model threat scenarios, include
uncertainties of the attack propagation and countermeasure actuation.
However, it should be noted that the methodology proposed is based on
state space analysis. Therefore, depending upon the complexity of the
attack being modelled, number of threat agents, number of vulnerabilities
to be considered in the threat scenario, the size of the attack vectors, the
state space representation of the threat scenario could easily explode. One
of the future work of this presented methodology is to solve the state
space explosion problem of the methodology. One method to investigate
for this purpose is the applicability of the coverability graph instead of
reachability graph for generating he threat state transition graph. Another
shortfall of the methodology is that it can only accurately model the
threat propagation for all known threat agents and attack vectors. But
in the evolving threat space in the cyber-physical domain, the proposed
methodology should be extended with a periodic automatic update of the
attack vectors and thus enriching the state transition graph of the threat
propagation. The proposed methodology provides the initial model of the
threat propagation where all the threat states are known, but it can be
extended to include unknown states using machine learning methods like
Hidden Markov Models to identify the threat states based on data on the
detected attacks. The proposed methodology could be used for real time
prediction of the threat propagation. This might be especially helpful for
evaluating conflicting countermeasures and when to activate them, based
on the threat propagation over a span of time. Investigations should be
made on methods to reduce the computation complexity/ computational
speed to provide the threat propagation prediction within the prescribed
amount of time, such that, the actuation of the countermeasure is possible
before the threat reaches the main goal. This is particularly interesting
feature to be part of an online threat perception system for Critical
Infrastructures that can actuate varied sets of countermeasures against
different cyber-physical threats that may involve unauthorized physical
intrusion.
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Resilient Design of DGA Systems

4.1 Introduction

Traditionally the distribution grid automation systems have a centralized
architecture where the data from the different field devices like the measure-
ment units and the Remote Terminal Units (RTUs) are collected centrally
by the Supervisory Control And Data Acquisition System [WMBO05]. The
collected data is then used for the different monitoring and control applica-
tions like the State Estimation (SE), Volt/Var control, network congestion
management, Optimal power dispatch, fault location isolation and op-
timal service restoration and so on by Distribution grid Management
System/Energy Management System (DMS/EMS). These applications
ensure the safety and reliability of the power grids. However, both the
SCADA and the DMS/EMS are generally deployed in dedicated servers
in a control centre. Any attack on these servers resulting in their failure
would cause the loss of the operational capabilities with possible conse-
quent blackout. For example, the coordinated cyber-attacks performed on
the Distribution Grid Automation (DGA) system of the Ukranian DSO
exploited this vulnerability [RMT]. Several decentralized distribution grid
automation architectures were proposed in literature, in particular the
IDEA4L project [IDE][Ang+17]. In the proposed architecture, the intelli-
gence for grid operation was allocated to individual HV (High Voltage),
MV (Medium Voltage) and LV(Low Voltage) substations for managing
their respective downstream grid, using the Substation Automation Unit
(SAU). This reduces the computational and communication burden to
the SCADA /DMS. Furthermore, each SAU is responsible for operating a
specific segment of the grid and interacts with the control center and other
SAUs for coordinated control of the whole power grid. The failure of a sin-
gle SAU results in the failure of a segment of the grid. The SAU is equally
vulnerable as the SCADA/DMS , as it is also deployed on dedicated com-
putational hardware. Though several countermeasures have been proposed

153



Chapter 4 Resilient Design of DGA Systems

to deal with phishing attacks, credential theft, distributed denial-of-service
(DDoS) attack, killDisk attack and unauthorized VPN/Remote Terminal
access[LGV13][GW13], they don’t provide mechanisms that ensures avail-
ability of their functions once they have been compromised. In order to
improve the availability of the grid operation functions even when the
SAU is compromised, solutions were developed and presented in [Sad+18].
The authors propose a method to virtualise the grid operation functions
that can be migrated from one hardware to another using Calvin IoT
platform. They also investigate the effectiveness of virtualization of the
functions and the latency in migration of the functions. The system is so
designed that a central entity identifies the failed SAU and coordinates
the migration/re-initialization of the operation functions into an another
healthy SAU in the network. Similarly, the authors [Ori+20] propose a
centralised architecture using Node-Red for improving the availability of a
Phasor Data Concentrator (PDC) that processes Phasor Measurement Unit
(PMU) measurements collected through a wide area network. However,
in all of the previous works presented, the coordination of the migration
of the functions was achieved by a central entity. This introduces again
a single point of failure of the system. Furthermore, the coordination
system is not byzantine tolerant and sensitive to status data manipulation.
Additionally, the approaches do not provide a methodology to optimally
place the grid operation functions considering the hardware and software
capabilities of the computational resources that would host the function.
Therefore, in order to mitigate the drawbacks of the previously presented
works, a completely distributed coordinated scheme is proposed that uses
Blockchain and smart contracts to improve the resilience of the distribu-
tion grid automation system, specifically SAU in the context of IDE4L
architecture.

4.2 Exemplary DGA system: IDE4L - Its shortcomings

A decentralized automation architecture has been proposed within the
IDEAL project [IDE][Ang+17], in order to improve the performance of
the traditional centralised ADA system. In the proposed architecture, the
individual MV and LV substations manage their respective downstream
grid, using the Substation Automation Unit (SAU). The SAU enables the
distribution of the grid operation intelligence to individual MV and LV
substations. A SAU is a cyber-physical unit that has specific hardware
and software components. From the hardware perspective a SAU is
computational resource that has processing capabilities, data storage
capabilities and has appropriate communication interfaces required to
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communicate with other SAUSs, IEDs (Intelligent Electronic Device), RTUs
(Remote Terminal Units) and DMS (Distribution Management System).
The different software components of the SAU form the three major layers
as depicted in Fig. 4.1. The interfacing layer contains all the communication
protocol translators that enable SAU to interact with different IEDs; RTUs
and SAUs. The software components of the interfacing layer retrieve the
data from the storage layer (mostly a database) and encapsulate in the
specific communication protocol and send it (actuation command, control
set point etc) to the appropriate receiver (IED-Actuator and RTUs).
Furthermore, the raw data (measurements, status set points etc) received
from the IEDs, RTUs and SAUs, after de-encapsulating the messages from
them is stored in the instances of storage layer. Typically, the instance of
a storage layer is a database. The third layer, application layer, of SAU
hosts all the monitoring, control protection algorithms that are necessary
for grid operation, namely, state estimation, Volt VAR control, FLISR etc.

SAU
- "
= Py

Figure 4.1: Components of SAU

The de-centralized automation architecture with SAUs for an exemplary
MYV grid is depicted in Fig. 4.2. The IP based secure wide area communi-
cation and standardized data modelling schemes help in realizing such a
decentralized automation architecture proposed in IDE4L project. In this
architecture each SAU is responsible for operating a specific segment of
the grid. This reduces the computational and communication burden to
the SCADA/DMS. It interacts with the IEDs configured as measurement
devices (IED-Measurement), IEDs configured to control actuators and
protection devices (IED-Actuator), the DMS and other SAUs (in the
MV and LV grid) for coordinated control of the whole distribution grid.
Depending upon the application (monitoring(control/protection) the type
of data, the rate of data exchange, levels of security encryption and the
communication protocol used varies. The SAU is so designed that all the
software components of the SAU could be deployed in heterogenous com-

155



Chapter 4 Resilient Design of DGA Systems

DMS

Figure 4.2: IDE4L based Distribution grid automation with SAUs: An
Overview

putational hardware ranging from a single board computational devices
like Raspberry PI to high performance computational servers [Ang+17].

The SAU enables the decentralization of the grid operation and thus
reduces the risk of the complete blackout as each SAU is responsible for its
segment. However, it should be noted that each SAU is also deployed in a
dedicated hardware that is susceptible to targeted cyber-physical attacks.
Loss of a SAU (hardware /Software component) means loss of grid segment
operability. In the future with active distribution grids, the SAU would
be the most critical component coordinating the distributed generation
and load demand connected to the distribution grid. Therefore, additional
resilience measures have to be deployed that ensures high availability of
the SAU, specifically the algorithms that form the application layer.

The proposed methodology ensures that the algorithms hosted by the
SAU that are responsible for the operation of its grid segment is made
available, even when the specific SAU is compromised and thus improving
the resiliency of the DGA.

4.3 Proposed methodology for improved resiliency of DGA

In this section the necessary pre-requisites, an overview of the proposed
solution, and a detailed explanation of how Blockchain and smart contract
are used for implementing the solution is presented. In this study, the pro-
posed methodology is explained in the context of increasing the resilience
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of the IDE4L automation architecture. Particularly, the improvement
in the availability of the grid operation functions hosted by the SAUs is
presented.

4.3.1 Necessary pre-requisites and assumptions

For successfully implementing the proposed solution, the following pre-
requisites must be fulfilled.

e The communication network between the SAUs and the IEDs (Mea-
surement and Control) deployed, should be so configured that every
SAU is able to receive measurements and send control commands to
all IEDs irrespective to the grid segment that they are deployed in.

e The Monitoring, Control and Protection Functions should be de-
signed as executables that are platform and OS independent. This
enables seamless initialisation of the functions after the migration/re-
initialization in a healthy SAU. The [Sad+18] proposes a method
that enables seamless virtualization of grid operation functions and
initialization using CALVIN

o It is assumed that each SAU hosts services that enables identification
of available communication peripheries and monitoring of available
computational resources (% CPU availability, number of cores, clock
rate) in real time, bandwidth utilization and available RAM in real
time.

o« Each SAU hosts a heartbeat service that enables the other SAUs in
the network to recognise if a specific SAU is alive or is not anymore
reachable within a network.

4.3.2 Overview proposed solution

In this study, the main objective of the proposed solution is to design a
resilience measure that ensures higher availability of the grid operation
functions (Monitoring, Control and Protection algorithms) hosted by
SAU even when the specific SAU is compromised by a cyber-physical
attack. A cyber-physical attack can be a targeted attack (e.g terrorist
attacks) or caused by natural calamities. These attacks can result in a
hardware failure or software failure that compromise the functioning of
a SAU, thus hampering the operability of a distribution grid segment.
The proposed solution provides higher availability of the grid operation
functions by migrating/re-initialising all the grid operation functions of
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the compromised SAU to a healthy SAU in the network of SAUs. An
example to show the benefits of the proposed solution is depicted from
Fig. 4.3-Fig. 4.5. The Fig. 4.3 shows the normal operation of distribution
grid operated by three different SAUs. Each SAU hosts a set of monitoring
function depicted as green square, Control function depicted as yellow
square and the Protection function depicted as grey square. As depicted
in Fig. 4.4 Segment 3 of the distribution grid fails due to the failure of the
SAU 3. However, when the proposed solution is adopted, the algorithms
are migrated to the healthy SAU.
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O
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Segment 2

Segment 3

Figure 4.3: Normal operation mode with 3 SAUs

However, with the proposed solution, the monitoring, control and pro-
tection functions of the failed SAU are migrated to the other healthy
SAUs. Additionally, from the Fig. 4.5 it can be seen that, the functions of
the healthy SAUs are also redistributed among them. This migration/re-
initialization is done by selecting a target SAU considering the hardware
and software capabilities like the available computational and communi-
cation resources that are required for successfully hosting a specific grid
operation function.

For a successful migration/re-initialization of the grid operation functions
the following components are of absolute importance:

e An immutable ledger of the real time status of all SAUs

— Hardware and software capabilities.
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Figure 4.4: Failure of operation of Segment 3 when SAU 3 fails

R

VLT T

<

Sl R

SAU  Substation Automation Unit
] Database

A\ Blockchain

[ Monitoring Function

[Z] control Function

[T protection Function

[ ] Sensor

[ ) Actuator

/’/ - - 4
h h H ===~ Communication link Segment 1

~ -~ Blockchain peer links Segment 2

Segment 3

Figure 4.5: Improved availability of SAU 3 with proposed solution

— Grid operation functions currently hosted by them.

— The grid segment they currently operate
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e An immutable ledger of the requirements of each grid operation
function

— Required computational and communication resource.

e An automatic triggering of an immutable logic to migrate/re-initialize
the grid operation functions when a SAU fails considering the ca-
pabilities of the different SAUs (hardware and software) and the
requirements of the grid operation functions.

In this study a Blockchain is used for pre-requisite (1) and (2). Whereas,
a smart contract is used to implement a logic for optimally choosing the
healthy SAU to which the grid operation functions hosted by the failed
SAU would be migrated. A detailed explanation of the configuration of the
Blockchain and the Smart contract would be presented in the subsequent
sections. Furthermore, the necessary pre-requisites for implementing the
proposed solution would also be presented.

4.4 Blockchain & Smart Contract: Overview

4.4.1 Blockchain Overview

Blockchain was first introduced as a underlying technology of a P2P
electronic cash system i.e. Bitcoin [Nak]. Blockchain is a digital distributed
ledger which is replicated and shared among all the nodes in the network
[Fan+20]. It is controlled in a decentralized manner by multiple nodes
running a consensus protocol [Fan+20]. It is a sequence of blocks, where
each block is identified by its cryptographic hash. First block is called
genesis block, which contains initial set of transactions and then the hash
of this block is calculated by taking its transactions and a timestamp,
as input. Furthermore, for every new block that is generated afterward,
the hash is determined by taking previous block’s hash together with its
transactions and timestamp, as input [Rab]. As shown in Fig. 4.6, each
block hash is pointing towards previous block’s hash which results into
chain of blocks [AM17].

Hashing [Gall7] is a process which takes data of arbitrary length as an
input and then it applies a mathematical algorithm to give an output of
fixed length. For example, Bitcoin uses SHA-256 as its hashing algorithm
and output length is fixed to 256 bits. The main characteristics of hashing
are given below [LIS]:

o If there are two different inputs (even with a minute difference), then
their hash values would be different.
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Figure 4.6: Blockchain Structure

o It is impossible to get the input back from its hash value.
e The same input always produces the same hash value
e It quickly converts data (of any size) to its hash value.

Blockchain is an append-only database which means that once the
information/- data is recorded on the block then it cannot be altered
afterwards. If an attacker would attempt to modify any transaction (or
anything inside the block), the hash of the respective block would change
and this would subsequently change the hash of all the blocks added
after this block. Therefore, the attacker would need to recalculate the
hashes of all the blocks that joined after the modified block. This attack
is impossible to achieve without being noticed by the Blockchain members.
Thus, Blockchain is a temper-proof or immutable data storage and this
feature can be used to determine the provenance of information because
members can trust the ledger data. Every member on the Blockchain
network holds a pair of keys (i.e. public key and private key) and use
the private key to produce a digital signature whenever a transaction is
executed. This enables the authentication of the member and verification
of the transaction’s data integrity. Blockchain is a trustless environment
as it is operated by unknown or untrusted participants, therefore whenever
new information is submitted by the participants, it needs to be validated
by all the nodes before being added to the ledger and since Blockchain is
a decentralized system, there is no central authority which is responsible
for management of the data on the nodes. Therefore, a consensus is the
only means by which the nodes validate the new transactions and agree
on the same world state. A few known consensus algorithms are the
practical byzantine fault tolerance (PBFT), the proof-of-work (PoW) and
the proof-of-stake (PoS).

Fig. 4.7, [SM], presents the general idea of how the Blockchain technology
works. A Blockchain participant requests a transaction which is sent to
all the nodes on the network. A transaction can initiate an exchange
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(or transfer) of anything valuable such as cypto currency, records or
data, between participants registered on the Blockchain network. Nodes
validate the transaction and once it is verified, it is batched with the
other transactions into a block. The nodes then append the block to their
ledger. Thus, the transaction gets completed and an exchange between
participants occurs.
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known as nodes.

The new block is then added to the to create a new
existing blockchain, block of data for
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Figure 4.7: General Working of Blockchain

There are three different types of Blockchains namely the public, con-
sortium and private Blockchain [Tah+20]. In a public Blockchain any
node can join a Blockchain network and perform transactions. A private
Blockchain is restricted and only authorized nodes can participate in the
network. A private Blockchain is recommended when specific scalability,
privacy, and other regulatory norms have to be met. A private Blockchain
is also preferred when all the Blockchain operations are performed inter-
nally within an organization and the read permissions have to be restricted
to a specific set of nodes. A consortium Blockchain is a kind of private
Blockchain but managed by more than one organization where a selected
set of nodes from different organization have read permissions and de-
termine the consensus. In this study a private Blockchain, to be more
precise a permissioned Blockchain as defined in [BG20] is used for the
migration of the grid operation functions from one SAU to another. This
is because the ICT infrastructure owned to operate the grid is owned by
specific organisation. Each SAU is a participant and the asset exchanged
is the grid operation function. Furthermore, no unauthorized SAUs are
to be allowed as participants for operating the critical distribution grid
infrastructure.
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4.4.2 Blockchain configuration for DGA resilence

In this study, the Blockchain is configured for automatic migration of grid
operation function, in that respect the Blockchain is configured for the
following purposes:

e Store the attributes and operational capabilties of the different SAUs
in a Blockchain.
— Hardware resources
* Available computational resources
* Available storage resources
+* Communication interfaces
— Software resources
* Available communication protocol translators
* Firmware compatibility (with the compromised SAU)
— Grid operation function specific
* Reachability to specific IEDs (sensors and actuators)

* Average communication latency between the SAU and spe-
cific IEDs that communicated with the compromised SAU

— Administrative attributes
* Unique ID
* Location
* Current grid operation functions hosted
* Operation jurisdiction (Grid segment it operates)

+ Priority index for migration coordination: This index helps
in determining the Master SAU that takes over the initial-
ization of the migration/re-initialization. The SAU with
the highest index updates Blockchain with the ID of the
lost SAU and initiates the transaction to trigger the smart
contract.

¢ Requirements of the grid operation functions to be migrated/re-
initialized
— Required minimum computational resource
— Necessary communication protocols

— List of thresholds that has to be obeyed
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* Maximum communication latency between the SAU and
IED allowed

— Weights reflecting the importance of SAU resources (computa-
tional, storage and communication resources) used for optimal
selection of SAU for migrating the grid operation function.

— List of IEDs (Sensors, actuators)
— Communication parameters of the IEDs
— Administrative attributes

* Unique ID

* Location

4.4.3 Smart Contracts

Smart contract concept was first introduced by Nick Szabo [Sza] in 1994
but this idea became prominent with the emergence of Blockchain tech-
nology. Smart contracts are computer codes or programs that live on a
Blockchain and encodes pre-defined rules or agreements which facilitate
the exchange of assets between participants such as money, bonds, registry
or anything valuable, in a decentralized, transparent and conflict-free
manner. Smart contracts are present on each node in the network and are
encrypted, therefore they are distributed and secure. Hence, any alteration
to embedded logic cannot be done without being observed or without
authorization. Figure 2.5 presents a schematic of smart contract[Del+16].
Smart contract gets executed whenever a transaction is invoked by the
participant. It enforces the implemented logic with the transaction input
and current state of the Blockchain. Then all the nodes verify the output
in the consensus protocol and agree on the next state of the Blockchain. In
order to reach a consensus, all the nodes should generate the same output
for the same input, hence smart contract should be deterministic.

4.4.4 Hyperledger Fabric and Composer for Blockchain and
smart contract implementation

Hyperledger Fabric [And+18] is a platform for implementing permissioned
Blockchain applications, written in general purpose languages such as Java,
Go or Node.js. Permissioned Blockchain means that all the members that
participate in the network are associated with an identity provided by the
membership service provider (MSP). In the Fabric, there is no in-built
cryptocurrency, and it has an append-only ledger which is replicated on all
the peers and can track the history of executed transactions. Furthermore,
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Figure 4.8: Simplified diagram of Smart Contract

the chaincode (or smart contract) implements the business or application
logic which is installed on each peer. It allows interaction with the ledger
and facilitates the exchange of assets between the transacting members.
In the Fabric, a single Blockchain network is a channel. There could be
multiple Blockchain networks possible which means different channels,
among the network participants. Each channel involves certain transacting
members/participants and peers, who are authorized to access that channel.
Every channel has its own shared ledger and is isolated from the other
channels. A chaincode is installed on the peers and instantiated on the
channel and it is possible that the same chaincode is deployed on multiple
channels, but each instance is isolated. Whenever a transaction occurs
within a channel, a consensus takes place by the peers on the channel.
Transactions occurring in one channel are not visible to members of the
other channels. Thus, the Fabric provides confidentiality (or data partition
mechanism) among members or participants on the same Fabric network.
In the Hyperledger Fabric, there are three types of nodes [And+18]:

e Client: An application that submits the transaction proposal to the
endorsing peers, and later broadcasts the endorsed transactions to
the ordering service.

e Peer: A node that manages the ledger as well as the chaincode.
There are two types of roles that a peer can take up:

— Endorser: A peer which executes the chaincode for the sub-
mitted transactions, endorses (cryptographically signed) the
results and also has the properties of Committer peer.

165



Chapter 4 Resilient Design of DGA Systems

— Committer: A peer which verifies the endorsements and vali-
dates the transactions.

e Ordering Service: A node that arranges the transactions into
blocks and then delivers the blocks to all the peers for validation.
The Fabric offers different implementations of ordering service:

— Solo: Centralized, mainly used for prototype development.
— Kafka: Offers crash fault tolerance(CFT).
— BFT-SMarT[SBV18]: Offers byzantine fault tolerance(BFT).

In the Hyperledger Fabric [Sch17]the general flow of transaction starts
when two or more participants join the network (or a channel). They
agree upon the details of the chaincode, which is then deployed on all the
peers in the channel. In addition, in Endorsement Policy, the condition of
endorsement (cryptographically signing the data) is specified, for example,
a condition like A and B or C and D means either Peer A and Peer B
should endorse the transaction, or Peer C and Peer D should endorse the
transaction. These peers become endorsers.

Endorsing Endorsing Ordering Committing
Peer Peer Service Peer

=
1. Client submits 1

transaction \ 2. Each peer executes
proposal to chaincode and
endorsing peers 2 generate read-write set

and endorse

2
— transaction to client
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transactions to the ledger
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whether transaction fail or
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I

Figure 4.9: Transaction Flow in Fabric

As depicted in Fig. 4.9[And+18], Client sends the transaction proposal to
the peers mentioned in the endorsement policy. The transaction proposal
includes Chaincode ID, Client ID, Timestamp and Transaction payload.
Each endorsing peer executes the specified chaincode (or smart contract)
and generates a read-write set based on their current Blockchain state.
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Then each peer signs the results (contain read-write set, endorser ID,
transaction ID) and returns them to the client. At this stage, peers
do not perform any update to the ledger. Client sends the transaction
(results), satisfying the endorsement condition, to the ordering service. The
ordering service collects multiple transactions and groups them into blocks
depending upon configuration parameters (such as Batch Timeout and
Batch Size). The Ordering service just arranges the transactions but does
not see the details of transactions. It delivers the blocks to all the peers for
validation and commitment to the ledger. All peers (Committers as well
as Endorsers) receive the blocks and for each transaction in a block, they
verify the endorsements (signatures) and validate if read set is still valid
based on current ledger state. Then they accept or reject the transaction
and, in the end, the block is appended to ledger. Furthermore, Client is
also informed by peers when the transaction is accepted or rejected, and
when block gets committed to the ledger.

The Hyperledger Composer [Hyp] is an open-source framework which
simplifies and accelerates the development of the Blockchain applications.
Using the Composer, a Blockchain business network can be designed rapidly,
built and deployed on top of the Blockchain platform i.e. Hyperledger
Fabric. A Composer business network definition consists of the following
components:

1. Model File: In the Composer Blockchain network, there are mainly
four entities or resources such as Assets, Participants, Transactions
and FEwvents. Participants submit the transactions in order to ex-
change assets between each other and also the participants can
subscribe to events which can be emitted from the transaction logic.
All of these entities are defined in this file using the Composer
modeling language.

2. Script File; The logic (or transaction processing function) for
each transaction is defined in this file and it is coded in JavaScript.
Basically, it’s a smart contract of the Blockchain application.

3. Query File: Queries can be defined to fetch filtered data of resources
(assets, participants and even transactions) from the ledger. Queries
can be executed by transaction processing functions or the Composer
REST server.

4. ACL: Rules defined for participant roles (present in the Composer
model) which describe the permissions to perform operations (i.e.
create, read, update and delete) on the network resources (assets,
participants or transactions).
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In Fig. 4.10, a basic architecture of Composer network deployed on the
Fabric Blockchain is shown.

Abstraction Blockchain Business Network
Layer Composer
Model Sc_npt q
Transactions Logic
et (Smart Contract)
Participants =
Transactions Que"es ACL
Filtered

Events Rules
| Data

Deploy Composer
Network on top of Fabric

Fabric Blockchain
Infrastructure

Peers Chaincode SR
(Consensus)
MspP Couch DB
(Certificates) (State)

Figure 4.10: Composer Network runs on Fabric

4.5 DGA system configuration for resilience improvement

The Smart Contract is used for implementing the logic of optimal migration/re-
initialization of the grid operation function. However, before that the
grid operation functions have to be virtualized for easy migration/re-
initialization. For this purpose CALVIN IoT platform is used in this study.

A short description of the CALVIN framework is provided below. Subse-
quently the Blockchain & Smart Contract configuration of the complete
DGA system is also presented.

4.5.1 CALVIN loT platform

Calvin is an open-source framework, written in Python, for developing and
deploying distributed IoT applications. It combines the concept of actor
model and flow based programming. Figure Fig. 4.11 shows the layer stack
of the Calvin platform[PA15]. Calvin Runtime is the abstraction layer of
underlying platform (operating system and hardware) and it is divided into
two parts i.e. platform dependent and platform independent. The platform
dependent part manages data transfer between actors, communication
between Runtimes, and also provides an abstraction of services, such as
I/0 and sensing capabilities, to actors. On the other hand, the platform
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independent part handles scheduling, coordination between Runtimes,
migration and provides an interface to the actors.
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Figure 4.11: Layer Stack of Calvin

Furthermore, each Runtime has a REST API to control it and the
related actors. It includes the creation of new actor(s), retrieval of the
current state of the Runtime or actor and migration of the actor between
Runtimes[Sad+18]. An application is formed by a combination of actors;
whereas, an actor is a reusable software component which executes a
coded function that takes values from the inports and writes results to the
outports. Thus, actors are linked to each other using these ports. A unique
feature of Calvin is that it enables migration of actors between Runtimes.
During migration, an actor state has to be sent from the old Runtime to
the new Runtime so that the same actor instance can be created on the
new Runtime. Migration can be triggered by sending a request to host
Runtime REST API, including the new Runtime’s ID and actor’s ID as
request inputs. The speed of migration depends on the actor’s state size,
the involved hardware’s processing power and speed of the data transfer.

The CALVIN IoT platform helps in implementing individual grid au-
tomation functions (state estimation algorithm, volt-var oprimization
algorithm, FLISR algorithm, congestion management algorithms etc) as
individual actors (or set of actors). These actors can then be freely acti-
vated/initialized /migrated from one Runtime to another. In the context
of IDE4L based DGA system, the SAU could be considered as a single
CALVIN Runtime. Thus CALVIN helps in virtualizing the SAU and
power grid automation functions. Each grid operation function (monitor-
ing, control and protection algorithms) could be programmed as single
or multiple actors. The actors can either be snippets or complete grid
operation function which could be distributed in various Runtimes. Thus
enabling a complete virtualization of the grid operation functions and
achieve fully distributed operation of the DGA. In this study a single grid
operation function is configured as an actor.
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A detailed analysis of how CALVIN could be used for distributed grid
automation is presented in [Sad+18]. In this study, a state estimation
algorithm is considered as an actor and a set of SAUs as the Runtimes.
The availability of the state estimation when it was configured as a single
actor and divided into a set of actors is presented in [Sad+18]. The current
study utilizes the virtualization functions offered by the CALVIN IoT
platform, its API to freely allocate the actors in the Runtimes, get the
current configuration of the Runtimes (software, hardware capabailities
and availability), The actor configuration in each Runtime, identification of
available Runtimes using a heartbeat function, and utilize the proprietary
protocol to interact with actors and exchange data.

CALVIN is just one part of the DGA system configuration that enables
grid operation function virtualization and facilitates API for migration of
the actors. But the actor configurations and the Runtime configurations
have to be properly stored in a Blockchain so that the smart contracts
could be designed that optimally choose which actor should be allocated
to which Runtime. Therefore, in this study, the IDE4L DGA system SAUs
have to be configured not only to support the CALVIN IoT platform but
also the Blockchain framework , which in this case is the Hyperledger
Fabric. A detailed explanation of the DGA system configuration with the
different steps involved in reaching a consensues on the ownership of the
asset (Grid operation function) by the different participants (SAUs) is
provided.

4.5.2 DGA system configuration: Blockchain perspective

The Hyperledger Fabric uses the Blockchain framework to improve the
resilience of the IDE4L based DGA system. The Fabric network consists of
different entities, namely, the peer nodes, ordering service nodes and client
nodes from different organizations. To implement the proposed solution
the SAUs are considered to act as both client and a peer in the Fabric
network. Each SAU is installed in a Primary substation (Medium Voltage
Substation) (from Now on called as PSAU) and Secondary Substation
(LV substation) (From now on called as SSAU). According to the IDE4L
architecture, several SSAUs report data from their secondary substation
to a set of PSAUs for coordination of the automation of a section of
the distribution grid. Furthermore, PSAUs interact with each other to
coordinate the complete distribution grid automation. Since the PSAUs
play a major role in coordination, the computational resources, memory
storage resources and network connectivity of the PSAUs are generally
higher than that of the SSAUs. Furthermore, the number of PSAUs in a
distribution grid is lower than the number of SSAUs. This is due to the
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inherent radial design of distribution grids. Taking these aspects of the
PSAUs into consideration, the peer hosted by the PSAUs are configured as
an endorsing peer and that of the SSAUs are configured as committing peer.
To separate the critical ordering functions from the endorsers, separate
ordering service nodes need to be deployed. A detailed explanation on
the deployment specifics of the ordering nodes is out of scope , however,
it is assumed that appropriate configuration of OSNs (Ordering Service
Nodes) and the Kafka/Zookeeper clusters, as suggested in [TNV18], is
done to enable efficient management of the broadcasted transactions from
the PSAUs and SSAUs.

Ordering services

Distribution Grid Area 2

Distribution Grid Area 1

Figure 4.12: DGA System Configuration with CALVIN and Hyperledger
Fabric

An overview of the entities involved in the Fabric network is as given
Fig. 4.12. The transaction flow in Hyperledger has four major phases
[TNV13].

¢ Endorsement phase: The clients in SSAUs and the PSAUs generate
transaction proposals signed with their credentials to all PSAUs in
the same distribution grid area. The endorsing peer of the PSAU
checks if the client is authorized to invoke such a transaction and
signs the transaction response and replies it to the respective clients.
The client checks if the transaction response bears the signature of
the endorsing peer.

171



Chapter 4 Resilient Design of DGA Systems

e Ordering phase: After the check, the client generates a well-formed
transaction and broadcasts it to the ordering service. An Ordering
Service Node (OSN) participates in the consensus protocol and cuts
block of transactions which is delivered to the peers by a gossip
communication protocol.

 Validation phase: All peers (endorsing and committing) check for the
identity of the orderer from the blocks of transaction that were re-
ceived from the ordering service and perform validation as mentioned
in [TNV18]

e Ledger update phase: Once the validation is done the transaction is
updated in the local ledger.

Once the DGA system is configured as mentioned above, where the
assets are the CALVIN actors, participants are the SAU’s Hyperledger
Clients, then the Smart Contracts can be configured that enables automatic
exchange of assets (actors) between the participants (SAUs) in such a way
that the assets are always owned by the most optimal participant that
has enough resources to host the asset. In this study, a MADM approach
based optimal selection of the SAUs is proposed. The logic of the MADM
approach is coded as a smart contract. A detailed explanation is provided
in Sect. 4.6.

4.6 Smart Contract Configuration: MADM based optimal
allocation of DGA functions

Smart contracts are self-executing codes that automate the workflows or
processes. They reside on Blockchain nodes and hence are decentralized
and cryptographically secured. Therefore, alteration or changes in the
smart contract code is impossible without being noticed.

A smart contract is triggered by a transaction. It then executes automat-
ically in a specified way on each node on the network, based on the data
inserted in the submitted transaction and smart contract’s world state
i.e. the data stored on the Blockchain node. Smart contracts eliminate
the need of a third-party to facilitate the exchanges between transacting
parties (or devices) as all network nodes execute the contract and reach a
consensus on the produced output [MG17]. In case, a node is malicious
or altered, then it will produce disparate results and prevent the network
from reaching a consensus. So, due to its non-deterministic nature, the
transaction will be rejected. Additionally, all transactions are digitally
signed and stored in an immutable ledger which preserves data integrity,
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and enables historical tracking or data verifiability. Hence, because of
all these characteristics, Blockchain based smart contracts give us an
opportunity to improve the grid automation resiliency [MG17].

The integration of Calvin with a Blockchain application will create a peer-
to-peer marketplace [CD16] where all Runtimes can trigger transactions
automatically and migrate/allocate actors among themselves. This idea
is very similar to exchanging assets, such as bitcoin or land registry, via
Blockchain. As shown in 4.13, the SAU (Runtime 1), which is hosting
applications App 1 and App 2, submits a migration transaction to the
Blockchain network automatically, which then executes the pre-defined
logic of a smart contract leading to the migration of App 1 to Runtime 2.
Once the actual migration is complete, the smart contract also updates
the Blockchain state to maintain synchronization. Thus, the application
of Blockchain in power grid automation can be of significant importance.
In the following sections, the different modes of allocation and the design
of the allocation algorithm, implemented using smart contract, for the
selection of the optimal target Runtime is explained.

Smart Contract

& App2 Blockchain Network
= ‘

(Runtime 1)

(Runtime 2)

Smart contract executes
selection logic and decides
that “App 1” can be
migrated to Runtime 3.

(Runtime 3)

Figure 4.13: Smart Contract based Migration

4.6.1 Modes of migration

In this section, two different approaches, i.e. periodic migration and
Runtime failure migration, to trigger the migration of actors are presented.
Periodic migration

Using this technique, the system can reduce the risk of cyber-physical
attack by providing a security by obscurity measure as the location of the
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actors is not fixed and it would be difficult for any attacker to predict the
location of the actor’s future deployment. As shown in figure Fig. 4.14,
the application (grid operation function) (App 1) is running on Runtime 1
can be attacked or is currently under attack and is still active. Suppose
if a recurring migration gets triggered on Runtime 1 before the Runtime
fails, then the actor will be migrated to a new Runtime and the attack will
be mitigated. Also, the attacker will not be able to immediately predict
the new location of the actor as the destination Runtime will be chosen
randomly by the smart contract. Therefore, periodic migration can make
the system more robust and reliable.
Steps for performing the migration are mentioned as follows,

1.

174

Each Runtime is in operation and triggers migration automatically
at fixed time intervals

. Runtime submits a Blockchain transaction which executes a smart

contract logic

. Smart contract produces an output which includes the destination

Runtime ID, the migration actor’s ID and the actor’s state

. Current Runtime performs actual migration using the smart con-

tract’s output. This task is independently performed by the Calvin
platform. Therefore, details of how Calvin performs migration can
be referred to in [Eri]

. If migration is successful, then the current Runtime submits another

transaction to update the Blockchain state, i.e. update the ownership
of the migrated actor

On runtime 1, \ :
1. Attack is predicted N SAU |
2. Already attacked but (Runtime 1) |
still active
J Migration performed
before runtime failure

Periodic migration automatically

triggers at runtime-1 and migrate |
the application (App 1) to new |
runtime i.e. runtime N. This |
process could avoid application SAU |
failure and improve system -

(Runtime N) M
robustness. /

Figure 4.14: Automatic Migration Periodically
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Runtime failure migration

In case of Runtime failure, all the actors running on this Runtime need
to be re-deployed or migrated to a new execution environment so that
service downtime can be minimized. In Blockchain, the state of each actor
is securely saved at regular intervals and the last saved state can be used
to handle the failure. An actor’s state contains connection information
such as inports and outports, and this could be useful in re-deployment.
This method looks similar to the checkpoint/restart technique [Tre05]. In
this section, a method for the re-deployment of actors of a failed Runtime
is proposed as follows,

1. A heartbeat actor, running on each Runtime, checks periodically if
other Runtimes are working or not. When a Runtime fails, all other
Runtimes on the same network will discover its failure because they
will not receive a heartbeat signal from the failed Runtime [SBL17]

2. All other Runtimes on the same network will stop their periodic
migration

3. A new operational Runtime needs to be selected which will be
responsible for re-deploying the actors of the failed Runtime

4. Selected Runtime will submit a Blockchain transaction which contains
the failed Runtime’s 1D

5. Smart contract will process the transaction and choose the new
optimal Runtime for the placement of an actor of the failed Runtime.
It will generate results which include the destination Runtime ID,
actor ID (actor to be re-deployed) and the actor’s state (last saved
state before the failure)

6. Selected node will analyze the actor’s state, re-configure the actor
ports and then initiate the deployment of the actor on the chosen
destination Runtime

7. If deployment is successful, the selected node will submit another
Blockchain transaction to update the ownership of the re-deployed
actor

8. The selected node will repeat steps from 3 to 5 until all the actors
of failed Runtime have been re-deployed

9. After finishing re-deployment, the selected Runtime will submit a
Blockchain transaction to update the status of the failed Runtime
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so that the smart contract’s logic does not consider this Runtime in
its Runtime selection process

10. The selected Runtime will inform other Runtimes to re-start their
periodic migration

In this section, only interactions with the Blockchain network, as shown
in Fig. 4.15, are presented. The tasks involved in step 1,2,3,6 and 10, is
implemented in Calvin platform and is presented in [Sad+18].

Appl App2

X

SAU
(Runtime 1 - fails)

SAU
(Runtime 2)

e Smart contract decides that
“App 1” can be re-deployed to
Runtime 2

o Last saved actor state is also
sent to runtime 3, which is
important for re-deployment

e Once actor re-deployed, asset
ownership is updated in
blockchain and also status of
failed runtime

Selected runtime (runtime 3)
submits blockchain transactions,
set-up port connections and
performs migration

SAU
(Runtime 3)

Figure 4.15: Runtime Failure Migration

4.6.2 MADM based optimal selection of deastination Runtime

Selecting an optimal destination Runtime for actor migration is a two-step
mechanism, i.e. selection of capable Runtimes and application of Multi
Attribute Decision Making (MADM), which are explained as follows.

Selecting capable Runtimes

In this study, it is assumed that all the Runtimes (or SAUs) are on the
same network, with an established connection between them as shown
in Fig. 4.16. The goal of the first step is to select Runtimes that satisfy
the list of requirements as described below. These selected Runtimes are
capable of hosting an actor but the most optimal one will be chosen using
the MADM approach, presented in Sect. 4.6.2.
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Actor 1

Runtime 4

Figure 4.16: Computational Network

List of requirements
1. Runtime status should be operational

2. Actor deployment requirements should match with Runtime at-
tributes [Gil16]

e As shown in Fig. 4.17, an actor’s requirements could be its
execution location (or address) and should match with the
Runtime’s location (or address). When an actor needs to be
migrated, the smart contract logic will consider only those
Runtimes, for placement, which will be on the same connected
network (or same static location). This enables geolocation
based resource optimization of DGA systems.

Actor can be deployed to
Runtime 3

Req. Actor
"address": {

|
|
“country” : “DE” |
“locality" : "Aachen” |

}
Runtime 1 ® Runtime 3

Attr. Attr.
"address": { “address": {
“country” : “DE” “country” : “DE”

"locality" : "Essen" } "locality" : "Aachen"

Figure 4.17: Requirement Matching with Attributes and Migration
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3. Runtime capabilities should contain all the functionalities needed by
an actor for its execution.

e For example, an actor io.print () prints data to the Runtime’s
console (or outport) [Eri]. It requires calvinsys.io.stdout
CalvinSys module for its execution. For the actor’s deployment,
a new Runtime should contain calvinsys.io.stdout in its
capability list.

4. A Runtime should have enough computational resources as assumed
and shown in Tab. 4.1

Resource Value
Available CPU (%) > 20%
Available RAM (GB) > 2GB
N/W BW Utilization (%) | < 80%

Table 4.1: Computational Resources

5. An actor can be connected to a remote intelligent electronic device
(IED) as shown in figure 4.18. Every Runtime should have a heartbeat
actor running and measuring the Round Trip Time (RTT) to the
remote IED. Using the RTT, link latency can be estimated and it
is an important parameter for applications that require low-latency
connections, especially for high critical FLISR applications. Each
capable destination Runtime’s RTT value should be below a certain
threshold.

Whenever a Runtime triggers migration, the smart contract retrieves
the parameter’s values, mentioned in the requirements list (Sect. 4.6.2),
from the Blockchain ledger. Therefore, these values should be updated
periodically by other Blockchain transactions, which facilitates the smart
contract’s decision making on the latest timestamped data.

Overview Smart Contract logic with MADM

Multi Attribute Decision Making methods (MADM) are extensively used in
solving problems when there exits a set of feasible alternatives which need
to be analyzed and evaluated with respect to a set of, usually conflicting,
attributes. The aim of MADM is to determine the best alternative or rank
the alternatives [Yuell]. MADM has been used in various sectors such as
finance, manufacturing, economics or cloud computing.
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Source
Runtime

HeartBeat /:://’/
<
Actor Measure Round

- Trip Time

Figure 4.18: Measuring Round Trip Time

The information required to make a decision in MADM problems, com-
prises of attributes’ values and attribute’s weights. The weights define
the importance of the attributes and the values provide details on the
capability or characteristics of the alternatives [Din+16]. Technique for
Order Preference by Similarity to Ideal Solution (TOPSIS), a well known
MADM approach, is applied in our problem, i.e. the decision to select the
most appropriate destination Runtime for actor migration. The alterna-
tives are the capable destination Runtimes as obtained from Sect. 4.6.2
and the attributes include the Runtime’s computational resources such as
CPU, memory, network bandwidth, cores, clock rate and round trip time.
Another MADM method, Analytical Hierarchy Process (AHP), is used to
calculate weights of the attributes [JM17]. The general flow of MADM
approach is shown in figure 4.19.

Criteria (or N cop:r::-lissin N AHP criteria
Attributes) P . weights
matrix
TOPSIS Rank the
. approach alternatives
Data matrix
(alternatives values
w.r.t criteria )

Figure 4.19: General Flow of MADM method
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Analytical Hierarchy Process (AHP)

AHP method is a useful and effective technique, developed by [Saa87], for
solving complex decision making problems. It breaks down the problem into
a hierarchical structure of the goal, attributes (or criteria) and alternatives
as shown in Fig. 4.20. In our model, the AHP method is used to compute
the weight for each attribute by carrying out pairwise comparisons of
the attributes, which is done by the decision makers or experts. The
importance of an attribute is directly proportional to its weight.

Goal

Select the new
runtime for the

Criteria actor migration
. Y 4
Networl

(,:PU‘ . RAM Bandwidth Round Trip Clock Rate Number of NEtW(."k
Auallitlizy Qealable Utilization Time (ms) (GHz) Cores Bagduid]

(%) (GB) %) (Gbps)

[ | 1 I 1 ]

Alternative  Runtime 1 Runtime 2 Runtime 3 — — Runtime N

Figure 4.20: Decision Problem

The steps for calculating the weights for the attributes are explained
below.

1. Create a pairwise comparison matrix A. The matrix A isa m x m
matrix where m is the number of attributes (or criteria). In matrix
A, each item a;; represents the importance of 5 attribute in relation
to i*® attribute. The numerical value assigned to each item in matrix
A is derived from the Tab. 4.2, [Saa87].

1 ai2 ai1s a4 e Q1m
! 1
— a23 a4 ... QG2m
A= | a2 (4.1)
1 1 1 1 .
La1m az2m asm A4m o 4
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Intensity of
Importance
1 Equal Importance
Moderate Importance
Strong Importance
Very Strong Importance
Extreme Importance
Intermediate values
2,4,6,8 between the two adjacent
judgments

Interpretation

Q|| o w

Table 4.2: Pairwise Comparison Scale

2. Compute the normalized pairwise comparison matrix A.,oerm from
matrix A. Each entry @;; in matrix Anorm is calculates as shown

below .
[ L (4.2)

m
§ Ak
=1

3. The weight of each attribute (or criteria) w; is calculated by taking
the average of each row in Aynorm

_ 2 @
m (4.3)
j=1...m

wj

4. There could be inconsistencies when pairwise comparisons are per-
formed by the decision maker [Saa87]. The consistency of matrix
A can be checked by computing the consistency ratio (CR). If CR
is less than 10%, then the matrix is consistent and the calculated
weights can be used further but, if not, then the decision makers
have to improve the judgment and recreate the comparison matrix

A. o1
= — 4.4
CR i (4.4)
)\maz_m
=" 4.
C ] (4.5)

where CI is the consistency index, RI is the random index, m is the
dimension of the matrix and Amqz is the average of eigenvalues.

RI is calculated from the average CI of 500 randomly filled matrices.
The calculated values of RI for (m<=10) are shown in Tab. 4.3
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m | 2 3 4

5

6

7

RI'| 0 | 0.58 | 0.90

1.12

1.24

1.32

1.41 | 1.45 | 1.49

Table 4.3: Values of RI

TOPSIS

TOPSIS technique, developed by [HY81], is a MADM approach that
ranks the alternatives by calculating their distances from the positive ideal
solution and the negative ideal solution at the same time. The best or
optimal alternative is closest to the positive solution and furthest from
the negative solution[Yuell]. Each attribute is either a benefit attribute
or cost attribute. The positive ideal solution is a set that contains the
maximum values of the benefit attributes and minimum values of the
cost attributes, whereas the negative ideal solution contains the minimum
values of the benefit attributes and maximum values of the cost attributes.

The procedure for the implementation of TOPSIS is mentioned below.

1. Create a Decision Matrix (D) with m rows and n columns, where

(A1, As,....A,) are m alternatives and (C1,Cs,....C,) are n at-
In the decision matrix, each entry z;; is
the monitored value of i** alternative with respect to j** attribute

tributes (or criteria).

[MLL12][DBA15].

T21

Tm1

T12
x22

Tm2

Tin
T2n

(4.6)

Tmn

2. Calculate the normalized decision matrix (r;;) using the following

formula:
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3. Calculate the attribute(or criteria) weight matrix W. The weight
of each attribute w; is calculated using AHP method as shown in
Sect. 4.6.2.

w2

0 ... ... wn

4. Calculate the weighted normalized decision matrix (v;;) by multi-
plying each attribute weight (w;) with its corresponding column in
normalized decision matrix (r;;)

vij =wjxri, i =1,2 .. ni=1,2,....m (4.9)

n
where w; is the weight of j*" criterion and ij =1
j=1

5. Determine the positive ideal solution (A") and the negative ideal
solution (A™) using the weighted normalized decision matrix (v;;)
AT = {(mazvi;|j € B), (minivi;|j € C)}
+ o +
={v{,v5,...,vp
_ {1.2 .} : (4.10)
A~ = {(minvi;|j € B), (maz;vij|j € C)}
={vy ,vq,.., 0 }

Where B is the benefit attribute and C is the cost attribute.

6. For each alternative, calculate the separation (S;") from the posi-
tive ideal solution and the separation (S; ) from the negative ideal
solution

I (4.11)
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7. Compute the relative closeness coefficient (RC) for each alternative
using its separations

5

RCi=——1|i=1,...
57 is

,m (4.12)

8. Rank the alternatives according to their relative closeness (RC;).
The higher the value of RC;, the better is the alternative A;.

Smart contract selects the Runtime (or alternative) with the highest
relative closeness and then the selected actor is migrated to this Runtime.
Therefore, whenever there is a actor which needs to be migrated, smart
contract performs logic as described in Sect. 4.6.2 and Sect. 4.6.2 to
determine the best or optimal Runtime for actor placement.

4.7 Proof of Concept implementation: Resilient DGA

In this section, the implementation details of Blockchain proof-of-concept
(PoC) for the proposed concept i.e. grid operation function migration, is
presented. The goal is to utilize the key features of Blockchain technology.
The developed solution demonstrates:

1. The integration of the architecture presented in [Sad+18] with
Blockchain technology

2. The data storage into the Blockchain ledger

3. The execution of migration process using Blockchain.

This solution can be used by future researchers as a basic opertaional plat-
form for creating new applications or to gain educational understanding
about blockhain, smart contracts and its application in DGA resiliency.
At first, the scenario along with the architecture and the development en-
vironment are described. Afterwards, the details regarding the Blockchain
prototype implementation are presented.

4.7.1 Scenario

The assumed scenario is as follows: some substation automation units
(SAUs) are interconnected and running grid applications (grid operation
functions) such as State Estimation or Volt VAR Control, as shown in
Fig. 4.21. These applications would be receiving data from remote intelli-
gent electronic devices (IEDs). Each SAU submits Blockchain transactions
in order to insert or update its configuration data as well as application
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data into the Blockchain ledger. Based on pre-defined logic in smart con-
tract, SAUs perform automatic application migration among themselves.

App T

W App

Consensus, Provenance,
Immutability, Finality

Figure 4.21: SAUs Network

4.7.2 Prototype architecture

The architecture of the implemented prototype is shown in Fig. 4.22.
Calvin IoT[Eril8] platform is used for developing and deploying SAUs
functionalities and its applications. Implementation in Calvin is out of
scope of this thesis. Hyperledger Composer[Hyp18] is used for building
Blockchain business network whereas Node-RED[Nod18a] tool is used to
integrate Blockchain with Calvin platform.

The internal mapping is shown in Fig. 4.23. For each Calvin Runtime, a
participant is created in the Blockchain and for each Calvin application or
actor, an asset is created. In Node-RED, in-built nodes are used to receive
data from Calvin Runtimes or vice-versa, and to submit transactions to
Composer Blockchain network. Node-RED is a flow-based programming
tool for rapidly building Internet of Things applications i.e. to wire together
hardware devices, APIs or existing online services[Nod18a]. It provides
browser-based graphical tool for integrating predefined nodes (written in
JavaScript). These nodes can receive data, process data and output data.

In this study, Node-RED is specifically used to integrate Calvin REST
API with Hyperledger Composer Blockchain network. For example, in
Node-RED, Http node is used to send GET or POST request to external
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Mapping

Calvin loT

Interfacing

Smart Contract

Figure 4.22: System Design

Calvin Platform Node-RED Blockchain

HTTP Request and
Response

Communication via Node-RED
Composer Nodes

’/ A Node-Red
[ untime 1 —t transaction Particpant |
./ flows \__/
A Node-Red y
| Runtime 2 e transaction Participant |
\_ flows \"
. Node-Red y E‘
[ Runtime 3 s transaction Particpant |
B // flows ./
A Actor Asset M\

Figure 4.23: Mapping between Calvin and Blockchain via Node-RED

REST API and function node is used to process data. Moreover, external
package i.e. node-red-contrib-composer is used which provides nodes
required to interact with Composer network in order to perform activities

as follows[Nod18b]:

¢ Submit Blockchain transaction

e Read, update and delete assets and participants

« Subscribe to events
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4.7.3 Environment setup

The machine (or computer), used for application development, needs to be
equipped with the right configuration. At first, all the prerequisites, given
in Tab. 4.4, are installed and then the Hyperledger Composer (v0.19.1)
development environment tools are installed as given at [Hyp18]. In this
process, the default Fabric network (v1.1.0) dependencies are also down-
loaded. The default Fabric can be started to create a single peer Blockchain
network. However, the Fabric network binaries and configuration files can
also be downloaded separately from [Fab17] and configured to setup two
or more peer Blockchain networks. After completing the installation, the
business network is defined using the Composer which is explained in the
next section.

Operating System | Ubuntu Linux 14.04/16.04 LTS (both 64-bit)
Memory minimum 4GB

Docker Engine Version 17.03 or higher

Docker-Compose Version 1.8 or higher

Node 8.9 or higher (version 9 is not supported)
npm vH.x

git 2.9.x or higher

Python 2.7.x

Code Editor VSCode

Table 4.4: Development Tools Prerequisites

4.7.4 Composer Business Network
A Composer business network is defined for the selected scenario as shown

in Fig. 4.24. In further subsections, this model is discussed in detail.

Composer Business Network
I

cto s ary
Model File. Script File QueryFile_

Assets Define Transaction Logic Query Definition
Calvin Actors 1. Migration Analysis 1. Select Other Runtimes
2. Migrate Actor 2. Select Runtime by Runtime ID
Participants 3. Fetch Actor List 3. Select Actors by Runtime
Calvin Runtimes 4. Update Runtime Attributes
5. Update Runtime Computational
Events Resources
1. Migration Notification 6. Update RTT
2. Migrate Done 7. Runtime Creation
3. Notify Actor List 8. Actor Creation

Transactions Definitions

Figure 4.24: Composer Business Network
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Data Model

In this section, the model definitions of assets, participants and events
are presented. Runtime is a participant which is uniquely identified with
uuidNode. Each Runtime contains the list of actors, actorList, running
on it. An actor is an asset which is uniquely identified with uuidActor
and each actor is linked with one Runtime, represented by Runtime field,
which means that the actor is being executed on that particular Runtime
at that moment. In addition, there are many other variables in the actor
and Runtime structure which are used in the transaction processing logic.
Furthermore, the list of all the member variables and their types, in actor
and Runtime definition are shown in Fig. 4.25.

-uuidActor : String - uuidNode : String

-actorName : String -actorList: String[ ]

-actorType : String -resourceStatus : Computational
-state : String -IT ing : RRTI ing[ ]
-actorRequires : Stringf] -capabilities : String[ ]
-actorRequirements : ActorRequirements -attributes : NodeAttributes
-runtime : Node -r i : String
-weightMatrix : Double[ ] -nodelnfoTime : DateTime

-tcpServerlP : String

-status : String
-lastMigratedTime : DateTime
-infoUpdateTime : DateTime

Figure 4.25: Actor and Runtime Definition

In the Composer network, events are defined in the model file and
are emitted by the specified transactions in their respective transaction
processing function[Hyp18]. In our model, external application, i.e. Node-
RED, is subscribed to defined events in order to get some important
information when a specified transaction is committed to the ledger and
utilizes the emitted data to process another transaction. Three different
events i.e. Migration Notification, Notify Actor List and Migrate
Done, are defined as shown in Fig. 4.26.

Migration analysis and execution

Migration of an actor from an old Runtime to a new Runtime is a two
step process. The overall transaction execution flow is shown in Fig. 4.27.

1. At first, MigrationAnalysis transaction is submitted by the Runtime.
The logic of this transaction is responsible for selecting the actor for
migration and deciding the best new Runtime for actor placement,
as shown in figures Fig. 4.28,Fig. 4.29,Fig. 4.30. When a transaction
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Migration Notification Notify Actor List

-nodelD : String
-actorlD : String
-oldNodeld : String
-state : String

-error : String

-index : String
-rrtCheck : Double[ ]
-datalength : Integer
-dataValue : Double[ ]
-relativeCloseness : Double[ ]
-firstRank : Double
-indexFirst : Integer

-identifier : String
-actorList : String[ ]
-runtime : String

Migrate Done

-identifier : String
-runtime : String

Figure 4.26: Events Definition

Calvin loT Platform
Actor - Grid Application
Runtime — Substation Automation Unit

New Runtime

Old Runtime

Blockchain network

Integrating Calvin with ‘

e

(Node-RED

GET Request (ID) Submit MigrationAnalysis

transaction using runtime

Response (200) 1D and tx submit time

Actor
performed by
Calvin from old
runtime to new
runtime

Unique runtime ID

I

Emitting Event containing
actor ID, new runtime ID, old
runtime ID and actor state

Hyperledger Blockchain

Smart Contract executes
logic to find out the best

POST Request target runtime for the
Actor Migration (Migrate Actor) | selectedactor
Started
Actor Migration
Done POST Response Submit MigrateActor transaction using
\ (208) old runtime ID, new runtime ID, actor
ID and actor migration start time

—

\;

Emitting Event containing
identifier (“Migrate Done”)

and old runtime ID

Migration Process finished
after receiving event
1

5
Smart Contract executes
logic to transfer the

actor from old runtime
to new runtime.

Figure 4.27: Migration Analysis Tx Flow

gets committed to the ledger, an event MigrationNotification is
emitted which contains results of migration analysis such as actor
ID (i.e. actor to be migrated), old Runtime ID (i.e. current Runtime
which is already hosting the actor), new Runtime ID (i.e. new target
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190

Send GET request to
runtime

Submit Transaction to start -

the migration analysis - runtimelD : String

Verify runtime
issued identity for input
runtimelD?

| Error - identity
mismatch

Execute query to retrieve current Finish
runtime (runtimelD) instance

from participant registry

l

Execute query to retrieve instances of
target runtimes in the network and
assign them to targetNodes list

Execute query to retrieve actors
of current runtime (runtimelD)
and assign them to a actors list

Actors list empty?

Emit event
Error: No actor running on
current runtime, no
migration analysis

Figure 4.28: Migration Analysis Tx Processing Logic(Part-1)

Sort the actors list based on
lastMigratedTime (from No
earliest deployed to newest)

L |

host chosen after migration process) and the actor’s state. The error
handling for this transaction is shown in Fig. 4.32.

The second step involves the submission of POST request to the old
Runtime with migration analysis details followed by the migration
of the selected actor to new Runtime. After successful migration, a
POST Response is received which is used to submit MigrateActor
transaction. The submitted transaction invokes the logic as explained
in Fig. 4.31. This transaction transfers the ownership of the actor
from the old Runtime to the new Runtime. This is equivalent to
updating the actor list of both the Runtimes along with changing
the link (pointer) connecting the actor and the Runtime. The error
handling for this transaction by Node-RED is shown in Fig. 4.33.
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Select an actor at at index i
where i = 0 to (actors.length-1)

1

Convert selected actors[i]
to actorJSON (JSON Object)

Check actor status is
infoupdate or not?

Select next actor

Check if (i ==

Yes
)

For selected actor, Iterate over each
target runtime in targetNodes list

)

Convert selected targetNodes[i] to
nodeJSON (JSON Object)

Check target runtime is
operational or not?

Call checkLocality function
and match actor requirements
with runtime attributes

Figure 4.29: Migration Analysis Tx Processing Logic(Part-2)

lect next target

targetNode.length)?.

Emit Event

Error: No Placement Runtime ==
available for current actor

Emit Event
Error: Runtime not

migrate to this runtime

Emit Event
| Error: Req. not satisfied,
this actor cannot migrate
to this runtime

operational, actor cannot .
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No Emit Event

| Error: Proc load/mem/nwBW

not satisfied, this actor cannot
migrate to this runtime

Call checkNodeResources
function to check if runtime has
computational resources?

all checkCapability function
and match actor requires
with runtime capabilities

Emit Event
Error: Capabilities not satisfied, this
actor cannot migrate to this runtime

Call checkRRT function
and check round trip time
is satisfied?

Check
actorISON. wei
length == 57

cannot migrate to this runtime

Create TOSIS data matrix with Create TOSIS data matrix with
6 attributes (including RTT) 5 attributes (excluding RTT)

Emit event Yes

Only one available target runtime for actor
(no TOPSIS applied)

dataMatrix.length ==
17

MigrationNotification Perform TOPSIS using Data
Event Matrix (Call performTOPSIS
function)
Emit event

Best target runtime for actor (TOPSIS applied)

Figure 4.30: Migration Analysis Tx Processing Logic(Part-3)
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Tx Inputs - Migrate Actor

- oldRuntime : String

- newRuntime : String

- actorlD : String

- txActorMigrateStart : DateTime

Submit Transaction to
perform actor migration

Using actorlD, fetch actor
instance from asset registry

Define a actor’s pointer
(newRelationship)

to new runtime

Update actor instance
in asset registr

Using oldRuntime, fetch
runtime instance from
participant registry

Fetch actor list from
runtime instance

If actorID present
in actor list?

Delete the actorID from
the run s actor |

Update the runtime
instance in participant
registry

Using newRuntime,
fetch runtime instance
from participant registry

Fetch actor list from

actorlD presen
in actor list?

No
Add the actorID to the
runtime’s actor list

Update the runtime instance in
participant registry

Emit event
MigrateDone

Figure 4.31: Migrate Actor Tx Processing Logic
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4.8 Evaluation and test results

4.8 Evaluation and test results

In this section, the functionality of the implemented proof-of-concept(PoC)
has been evaluated and a performance analysis has been carried out.
Within the functionality testing, the working of the actor migration pro-
cess is evaluated. Subsequently, in the performance analysis, the timing
calculations of Blockchain transactions for multi-peer networks are per-
formed for the some scenarios. This thesis evaluation has been carried out
on a single machine, which has the configuration as shown in Tab. 4.5.
All Blockchain peers run locally as docker containers and other integrated
applications such as Calvin and Node-RED also run locally as a process.
Therefore, due to the local network set-up, the network delays are not
considered during the performance analysis. In real scenarios there could
not only be network delays, but also more advanced hardware for exe-
cuting applications. Hence, the performance would be different from the
current set-up. With this PoC, the aim is to give a sense of applicabil-
ity of Blockchain in grid application migration and in the future, this
implementation can be improved and extended further.

Resource Parameters | Attribute Values

Operating System Ubuntu Linux 16.04 LTS (64-bit)
Memory 8 GB

Processor Intel Core i3-2330M

Clock Rate 2.20 GHz

Table 4.5: Execution Environment

For evaluating the actor migration process, a four peer Blockchain
network is created using the Hyperledger Fabric and then the Composer
application is deployed to the Blockchain network. Using Node-RED flows,
four Runtimes (i.e. participants) are created in the ledger and then four
actors (i.e. assets) are created for each Runtime. Furthermore, data is
updated for all the Runtimes and actors by submitting the transactions
via Node-RED flows.

For an actor to be migrated, the AHP pairwise comparison matrix is
created by the decision maker and then the criteria weights are computed
in MATLAB as shown in the Tab. 4.6 and Tab. 4.7 respectively. Along
with the actor’s state information, these weights were also added in the
ledger (or asset registry) and considered to be fixed for the tested scenario.
In addition, for testing purposes, the values of computation resources are
assumed constant for each Runtime as presented in the Tab. 4.8.
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Comparison Matrix | CPU Availability (%) | RAM N\W BW RTT (ms) | Cores | N\BW(Cbps)
* Clock Rate (GHz) Available(GB) | Utilization(%)
CPU Availability (%) 1 173 1 173 3 3
« Clock Rate (GHz)
RAM 3 1 3 1/2 4 4
Available(GB)
N\W BW 1 173 1 173 3 3
Utilization(%)
RTT (ms) 3 2 3 1 5 5
Cores 1/3 1/4 1/3 1/5 1 1
N\BW (Gbps) 1/3 /4 /3 /5 1 1

Table 4.6: AHP Pairwise Comparison Matrix

Runtime Attribute\Weight | Weight
CPU Availability (%) 0.1323
* Clock Rate (GHz)
RAM 0.2663
Available(GB)
N\W BW 0.1323
Utilization(%)
RTT (ms) 0.3584
Cores 0.0554
N\BW (Gbps) 0.0554

Table 4.7: Relative Closeness

4.8.1 Migration Process

A subset of the actor’s state as fetched from the ledger is shown in Tab. 4.9
and based on the actor’s current Runtime, a scenario is created as shown
in Fig. 4.34, for evaluating the migration process.

The Migration Analysis transaction is triggered via Node-RED flow
created for a Runtime 3 which then executes the smart contract on all
four peers. From the smart contract’s output (i.e. emitted event), it can
be seen that Runtime 1, Runtime 2 and Runtime 4 were qualified as the
target Runtimes for actor migration. Smart contract applied TOPSIS

Table 4.8: TOPSIS Data Matrix - Migration Analysis

Data Matrix

Runtime Attributes

Class
CPU Availability (%) | RAM N\W BW RTT (ms) | Cores | N\BW(Gbps)
* Clock Rate (GHz) Available(GB) | Utilization(%)
Runtime 1 T2%2.2 13 70 13 4 1
Runtime 2 85%1.4 7 55 4 2 10
Runtime 3 67%2.6 10 28 9 2 10
Runtime 4 50%2.1 8 51 6 4 10
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Actor Attribute

Value

Actor 1D

a97a8001-5322-4fal-9ebc-6b9£83de0f09

Actor Name

test_Blockchain : client

Current Runtime 1D

4d687d0d-8ff2-4dff-a552-6b6baf9528c6

Runtime Name

Runtime 3

Table 4.9: Actor’s State Before Migration

Figure 4.34: Evaluation Scenario

technique on the data matrix as shown in figure Tab. 4.10, created from
selected Runtime’s data and then chose the Runtime with highest relative
closeness. Therefore, from Tab. 4.11, it can be seen that Runtime 2 has
the highest relative closeness and is chosen as the new destination Runtime

for actor placement.

Since the Migration Analysis transaction got committed to the block
in the ledger, this means that all four peers (i.e. endorsing peers in Fabric)
have generated the same output, otherwise the transaction would have
failed. Moreover, the smart contract results are similar to the TOPSIS

Table 4.10: TOPSIS Data Matrix - Migration Analysis

Data Matrix Runtime Attributes
Class
CPU Availability (%) [ RAM N\W BW RTT (ms) | Cores | N\BW(Gbps)
* Clock Rate (GHz) Available(GB) | Utilization(%)
Runtime 1 T2%2.2 13 70 13 4 1
Runtime 2 85%1.4 7 55 4 2 10
Runtime 3 50%2.1 8 51 6 4 10
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Relative Closeness Value
Runtime 1 0.3275699050131547
Runtime 2 0.6400157745842961
Runtime 4 0.6007424157478733

Table 4.11: Relative Closeness

simulation in MATLAB for the same data matrix and AHP weights.
Therefore, it can be concluded that the smart contract implementation
should be deterministic which means that for the same transaction proposal,
all peers should return the same results, if not, a difference in results could
lead to consensus failure. This could impose a limitation on the deployment
of grid applications as a smart contract if they contain functions which
may be random or non-deterministic in nature.

4.8.2 Performance Evaluation

As mentioned in [PST17], the latency and throughput are considered as
the main performance tests that need to be evaluated for every Blockchain
application. In this thesis, the performance evaluation of the Blockchain
platform is conducted in terms of average latency.

In order to evaluate the performance, two peers and four peers Blockchain
network are setup using Fabric and also parameters such as batch timeout
and batch size are modified to change the Fabric network configuration.
The Batch Timeout is the waiting time after the arrival of first transac-
tion for further transactions before creating a block and the Batch Size
parameter contains max_ message_ count which sets the maximum num-
ber of transactions per block and absolute_max__bytes which limits the
size of the block. In Composer business network running over Fabric, four
Runtimes are created and then four actors for each Runtime are created.
For the latency calculations, the data is collected for each transaction as
follows:

e The transaction deployment time is the time (ISO 8601 format)
when transaction is triggered via Runtime’s Node-RED flow.

e The transaction completion time is the time (ISO 8601 format) when
block containing respective transaction gets committed to the ledger.

Latency is defined as the time difference between transaction completion
time and transaction deployment time. The average latency is defined as
the mean of latency of transactions present in a data set created for a
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specific type of transaction. In the further sections, the variation in the
average latency is explored by changing the number of Blockchain peers,
batch timeout and the number of transactions per block.

Network Scaling Effect

This test is performed with only one Runtime invoking the transactions via
Node-RED, therefore, there is only one transaction per block and there are
no parallel transactions from other Runtimes. By configuring a two peer
and a four peer Blockchain network with configuration i.e batch timeout
(2 sec), a data set containing 25 records (or blocks) for each transaction
is created for both networks. Then the average latency is calculated
individually for each data set. Thereafter, the comparison between the
average latency calculated for both networks for each transaction is shown
in Fig. 4.35. It is observed that the latency increases with respect to
the number of Blockchain peers. The reason could be that more time
is required by the four peer network in reaching a consensus. Since the
evaluation is performed locally, the machine resources are now shared by
four peers, therefore, this could slow down the processing of transactions
at each peer. All Blockchain peers process the transaction and generate
an output and only if the results from all the peers are identical, will
the transaction be committed to the ledger. Consequently, the time to
receive confirmations from all peers in a four peer network is more than a
two peer network. When peers are located separately, resource allocation
may not be a problem, but network delays could affect the transaction
latency. Therefore, keeping in mind the above analysis, the effect of scaling
the Blockchain network should be taken into account while designing the
Blockchain platform for grid applications.

Batch Timeout Effect

A four peer Fabric network with two different configurations i.e. batch
timeout set to 1 sec and 2 sec, are setup for this evaluation and only
one Runtime is invoking the transactions via Node-RED in this test. For
both configured networks, a data set containing 25 records (or blocks)
for each transaction is created and then average latency is calculated
individually for each data set. Thereafter, the comparison between the
average latency calculated for both networks for each transaction is shown
in Fig. 4.36. It is observed that decreasing the batch timeout would
improve the latency. For example, in the implemented model, the migration
transactions (i.e. Migration Analysis and Migrate Actor) are always
processed as a single transaction per block therefore there is no need to wait
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for further transactions to be added to the block. Hence, batch timeout
value equal to 1 sec would be good if there is a need to minimize actor
migration time. However, this also reduces the throughput of the network.
Thus, while developing a Blockchain platform for grid applications, it
needs to be taken into consideration that batch timeout value would affect

Figure 4.35: Average Latency vs Number of peers
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Figure 4.36: Average Latency vs Batch Timeout
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Batch Timeout Effect

In the previous sections, only one Runtime is considered for performance
evaluation in order to understand the influence of scaling and batch
timeout. However, in production ready systems, there could be multiple
users submitting the transaction at the same time, therefore this would
also impact the transaction latency. In this section, the influence on the
transaction latency when one Runtime is invoking the transaction and
other Runtimes are also triggering the same transaction almost at the
same time, is observed. The Fig. 4.37 and Fig. 4.38 shows the variation
in the average latency with respect to number of transactions per block,
for RTT and Update Actor State transactions respectively. Since the
batch timeout value is 1 sec and batch size (max__message__count) is
25, all the transactions arrived within timeout are added and processed
in the same block, and committed to the ledger. It is observed that
the latency increases when the number of transactions added to a block
increases. Thus, the impact of transactions from other users should be
taken into consideration while developing the Blockchain platform for grid
applications.
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Figure 4.37: Average Latency vs Tx per Block(RTT)
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Figure 4.38: Average Latency vs Tx per Block(Actor State)
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4.9 Conclusion

In this thesis, a novel approach for improving the resiliency of the grid
automation system by utilizing a Blockchain based smart contract was
introduced and a PoC implementation was demonstrated. First and
foremost, the potential drawbacks of the current architecture, i.e. the
Calvin remote manager based migration, were pointed out followed by the
explanation of how Blockchain based smart contracts can enhance the grid
automation resiliency by performing secure, automated and distributed
migration of grid operation functions (or Calvin actors) between SAUs (or
Runtimes).

Then, two types of migration techniques were discussed which can
dynamically relocate the grid functions to different physical systems (or
Runtimes), as follows:

e Periodic Migration — This technique could mitigate the attack by
periodically changing the application’s execution location (i.e. host
Runtime) which improves the system robustness.

e Node Failure Migration — This technique could reduce the service
downtime by migrating applications of attacked or failed nodes, to
new destinations.

As a part of this study, an algorithm (or migration logic) was developed
for selecting the best Runtime for actor placement based on a multi-
criteria optimization method, which was programmed in JavaScript and
implemented via Smart Contract. A Blockchain development framework
i.e. Hyperledger Composer (along with Hyperledger Fabric) integrated
with the distributed IoT environment i.e. Calvin, was utilized to realize
the concept, validate the functioning of the prototype and investigate the
performance.

The implemented application was validated by performing application
(or actor) migration for a predicted test scenario. Moreover, the permis-
sioned Blockchain characteristics such as identity verification and historical
tracking were also validated. It was observed that the transaction latency
increases with an increase in the number of Blockchain peers due to the
fact that peers took more time in reaching a consensus. Secondly, the
transaction latency was evaluated with respect to batch timeout. It was
observed that decreasing the batch timeout improves the transaction la-
tency. Lastly, it was observed that the transaction latency increases with
increase in number of transactions per block. This is due to the fact that
as the number of transactions per block increases, the block committing
time also increases.
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It can be concluded that it is possible to migrate the grid operation
functions to different physical systems by utilizing the Blockchain based
smart contract solution. However, the performance of this solution would
depend upon the configuration and Runtime parameters. Therefore, while
designing real world applications, the impact of these evaluated parameters
as well as other possible parameters, such as network delays, should be
taken into consideration.

4.10 Scope and future work

The scope of the proposed methodology could be extended to any critical
infrastructure automation systems like the controlling gas grids, railway
systems, process industries etc. In the current study, only a PoC imple-
mentation was done for a specific set of grid operation functions using
open source [oT platform, CALVIN, which is not properly maintained.
Furthermore, alternatives to Hyperledger Fabric like the IOTA which is
computationally inexpensive can improve the overall perfomance of the
migration/re-initialisation of the grid operation functions. The proposed
solution has been tested for the grid operation functions that act on
real time measurements and not on historical data. Whenever the grid
operation function is migrated, it will re-initialize the connection with
the sensors/actuators and obtain the real time data from them and start
operating based on the real time measurements that it receives. Any
historic data is not used for the current action. Hence, in this study the
storing of the real-time measurements is not considered. However, for grid
operation functions like load forecasting, generation forecasting functions,
might need historical data. Measures have to be taken to ensure the
data redundancies. Furthermore, the real time measurement and status
data exchanged with the field devices might be lost during the migration.
Therefore, proper data management procedures have to be integrated with
the proposed solution to ensure complete resiliency of the DGA systems.

203






Conclusion

As mentioned earlier, in the process of making a system resilient it is
important to understand the reliability and the susceptability of the
system to random and intended failures. To study the impact of random
failures and thus design appropriate measures to improve the system
availability the reliability of the cyber-physical DGA system has to be
evaluated. Therefore, in this thesis a methodology of evaluating the
reliability of cyber-physical DGA system using CTMC and Markov chains
is proposed. Two examples have been presented to show the applicability
of the proposed methodology using CTMC and the MDRM for evaluating
the reliability of the DGA systems. The complete DGA system under study
is divided into different functional blocks to combatt eh state explosion
problem of using state space based reliability evaluation methods. With
the first test case, it is shown that the ICT infrastructure influences the
reliability of the DGA system and the redundancies in it impacts the
overall reliability of the DGA system. The calculated reliability is then
used to calculate overall cost of unavailability of the system using the
Markov Reward Models. In the second test case, a complex heterogeneous
DGA system for monitoring distribution grids is presented. Heterogeneous
communication infrastructures (Ethernet, PLC and LTE) failure models
have been modeled. The monitoring system of the DGA system based
on IDE4L automation architecture has been considered for this test case.
The division of the DGA system into mutually exclusive and collectively
exhaustive Functional Blocks is presented. Using MDRM and the detailed
failure models of the individual components within the Functional Block,
the reliability of each functional block is evaluated. Finally the overall
reliability of the DGA system as a function of reliability of he individual
functional blocks is presented. The main purpose of the second test case
is to present the applicability of the proposed methodology to model the
failure characteristics of a complex heterogeneous automation function
realisation.

205



Chapter 5 Conclusion

To capture the impact of the intended attack the concept of suscepti-
bility is introduced. A generic flow of steps to evaluatet eh risk of the
intended attack is presented. One of the major part of the risk assessment
is the threat propagation analysis, with which the appropriate counter-
measures are chosen to be implemented. The proposed methodology helps
in modelling the threat propagation and evaluate the different susceptibil-
ity indices. The threat scenario is initially represented graphically as a
variant of an attack tree. In this study a stochastic methodology based
on CTMC and AHPto analyse attack trees and also their extensions with
countermeasures has been presented. The steps to be followed to obtain
the CTMC from attack trees using PNs have been explained. Specific per-
formance measures using CTMC, namely the state occupancy probability,
time spent in the transient states and the estimated absorption time have
been mapped to the probability of reaching the sub attack/attack goals,
expected time spent in sub attack states and time to reach root node
respectively. The proposed methodology provides flexibility to include the
uncertainty in the likelihood of vulnerability exploitation based on the
levels of the vulnerability and the degree of exposure using AHP. Further-
more, the effectiveness of the countermeasures compared to the likelihood
of vulnerability exploitation is also taken into consideration in the threat
propagation modelling. This enables the system designers to assess the
risk of a specific attack given the efficiency of a countermeasure. The
results presented for the test case 2 show that, with CTMC, effectiveness
of the countermeasure can be calculated by evaluating the probability of
threat state occupancy, time spent in the transient states and the time to
reach the main goal of the attack.

Finally since no measure of redundancies and countermeasure against
intended failures is fool proof thus the DGA system should be resilient
enough to be available as soon as possible even after an unavoidable failure

In this thesis, a novel approach for improving the resiliency of the
grid automation system by utilizing a Blockchain based smart contract
was introduced and a PoC implementation was demonstrated. First and
foremost, the potential drawbacks of the current architecture, i.e. the
Calvin remote manager based migration, were pointed out followed by the
explanation of how Blockchain based smart contracts can enhance the grid
automation resiliency by performing secure, automated and distributed
migration of grid operation functions (or Calvin actors) between SAUs (or
Runtimes).

Then, two types of migration techniques were discussed which can
dynamically relocate the grid functions to different physical systems (or
Runtimes), as follows:

206



e Periodic Migration — This technique could mitigate the attack by
periodically changing the application’s execution location (i.e. host
Runtime) which improves the system robustness.

¢ Node Failure Migration — This technique could reduce the service
downtime by migrating applications of attacked or failed nodes, to
new destinations.

As a part of this study, an algorithm (or migration logic) was developed
for selecting the best Runtime for actor placement based on a multi-
criteria optimization method, which was programmed in JavaScript and
implemented via Smart Contract. A Blockchain development framework
i.e. Hyperledger Composer (along with Hyperledger Fabric) integrated
with the distributed IoT environment i.e. Calvin, was utilized to realize
the concept, validate the functioning of the prototype and investigate the
performance.

The implemented application was validated by performing application
(or actor) migration for a predicted test scenario. Moreover, the permis-
sioned Blockchain characteristics such as identity verification and historical
tracking were also validated. It was observed that the transaction latency
increases with an increase in the number of Blockchain peers due to the
fact that peers took more time in reaching a consensus. Secondly, the
transaction latency was evaluated with respect to batch timeout. It was
observed that decreasing the batch timeout improves the transaction la-
tency. Lastly, it was observed that the transaction latency increases with
increase in number of transactions per block. This is due to the fact that
as the number of transactions per block increases, the block committing
time also increases.

It can be concluded that it is possible to migrate the grid operation
functions to different physical systems by utilizing the Blockchain based
smart contract solution. However, the performance of this solution would
depend upon the configuration and Runtime parameters. Therefore, while
designing real world applications, the impact of these evaluated parameters
as well as other possible parameters, such as network delays, should be
taken into consideration.
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Future Work

In the current study,for modelling the reliability, random failures of the
components have been considered. The common mode dependant failures
of components that are part of the same functional block are also considered
within the proposed framework, however common mode failures that impact
components of multiple functional block currently have not been considered.
Such failures are catastrophic in nature and are generally considered as
High Impact with Low Probability (HILP) events (like natural calamities
or wide range terrorist attacks). The inclusion of such HILP events in the
reliability calculation would cenable the system designer a comprehensive
idea of the reliability of the system. The proposed methodology should be
extended to study the impact of such HILP events to design appropriate
resilience measures. Current study assumes an exponential distribution
of the cyber and physical components of the DGA system, however, this
assumption is valid only for components that are considered to be in
their prescribed operational time, however for cost optimization the DGA
infrastructure might be operated beyond their prescribed operational
times and thus failure characteristics considering the ageing of the devices
must be considered. One of the interesting extensions of this work is
to perform a Global Sensitivity Analysis (GSA) to identify the weakest
link in the DGA system. With GSA the variation of the overall reliabiliy
as a function of the variance of the failure rates of components of each
automation device could be evaluated. This enables the system designers
to prioritize their investments in improving the system reliability either
by introducing redundancies or replacing the devices with more reliable
components. Another extension that is really interesting is to use the
MDRM and the CTMC models of the cyber and physical components
to identify the availability of each combination of the availability the
cyber and physical components. If we represent these state as individual
CTMC states of the combined system and perform a power flow of the grid
considering the impacts of the availability of subset of the components,
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the avarage powerflow/energy supplied/not supplied could be evaluated in
detail. Such a modelling allows the evaluation of the impact of failure of
communication infrastructure (discrete time domain) on to the power flow
(which is in continuous time domain).

The proposed method for evaluating the DGA system susceptibility, has
been shown to model threat scenarios, include uncertainties of the attack
propagation and countermeasure actuation. However, it should be noted
that the methodology proposed is based on state space analysis. Therefore,
depending upon the complexity of the attack being modelled, number of
threat agents, number of vulnerabilities to be considered in the threat
scenario, the size of the attack vectors, the state space representation
of the threat scenario could easily explode. One of the future work of
this presented methodology is to solve the state space explosion problem
of the methodology. One method to investigate for this purpose is the
applicability of the coverability graph instead of reachability graph for
generating he threat state transition graph. Another shortfall of the
methodology is that it can only accurately model the threat propagation
for all known threat agents and attack vectors. But in the evolving threat
space in the cyber-physical domain, the proposed methodology should
be extended with a periodic automatic update of the attack vectors and
thus enriching the state transition graph of the threat propagation. The
proposed methodology provides the initial model of the threat propagation
where all the threat states are known, but it can be extended to include
unknown states using machine learning methods like Hidden Markov
Models to identify the threat states based on data on the detected attacks.
The proposed methodology could be used for real time prediction of
the threat propagation. This might be especially helpful for evaluating
conflicting countermeasures and when to activate them, based on the
threat propagation over a span of time. Investigations should be made on
methods to reduce the computation complexity/ computational speed to
provide the threat propagation prediction within the prescribed amount of
time, such that, the actuation of the countermeasure is possible before the
threat reaches the main goal. This is particularly interesting feature to be
part of an online threat perception system for Critical Infrastructures that
can actuate varied sets of countermeasures against different cyber-physical
threats that may involve unauthorized physical intrusion.

The scope of the proposed methodology could be extended to any
critical infrastructure automation systems like the controlling gas grids,
railway systems, process industries etc. In the current study, only a PoC
implementation was done for a specific set of grid operation functions using
open source IoT platform, CALVIN, which is not properly maintained.
Furthermore, alternatives to Hyperledger Fabric like the IOTA which is
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computationally inexpensive can improve the overall perfomance of the
migration/re-initialisation of the grid operation functions. The proposed
solution has been tested for the grid operation functions that act on
real time measurements and not on historical data. Whenever the grid
operation function is migrated, it will re-initialize the connection with
the sensors/actuators and obtain the real time data from them and start
operating based on the real time measurements that it receives. Any
historic data is not used for the current action. Hence, in this study the
storing of the real-time measurements is not considered. However, for grid
operation functions like load forecasting, generation forecasting functions,
might need historical data. Measures have to be taken to ensure the
data redundancies. Furthermore, the real time measurement and status
data exchanged with the field devices might be lost during the migration.
Therefore, proper data management procedures have to be integrated with
the proposed solution to ensure complete resiliency of the DGA systems.
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Acronyms

OLTC
PDC
PDF
PLC
PMF
PMU
PN
PRM
PTP
PV
RBD
RF
RTU
SAU
SCADA
SCU
SE

SM
SMDC
SPMD
SPN
TSO
VSC
WAMPAC
Wi-Fi
WiMax

On Load Tap Changer

Phasor Data Concentrator

Probability Density Function

Power Line Communication

Probability Mass Function

Phasor Measurement Unit

Petri Net

Probabilistic Relational Models

Precision Time Protocol

Photovoltaic

Reliability Block Diagram

Radio Frequency

Remote Terminal Unit

Substation Automation Unit

Supervisory Control And Data Acquisition
Supervisory Control Unit

State Estimation

Smart Meter

Smart Meter Data Concentrator

Single Programm Multiple Data

Stochstic Petri Nets

Transmission System Operators

Voltage Source Converters

Wide Area Monitoring, Protection And Control
Wireless Fidelity

Worldwide Interoperability for Microwave Access
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A resilient Distribution Grid Automation (DGA) system ensures safe and

reliable operation of active distribution grids and its supply security .

For resilient design of the DGA system its reliability against random

component failures and the susceptibility to targeted attacks must be
evaluated, so that appropriate component redundancies and cyber &

physical security measures could be implemented. Hence, a Continuous

Time Markov Chain (CTMC) based methodology, incorporating the Multi Domain
Reliability Matrix (MDRM) is proposed for the reliability evaluation DGA systems
that captures the cyber-physical interdependence. Furthermore, to evaluate the
susceptibility of the DGA systems against cyber-physical attacks and study the
impact of the security countermeasures, a CTMC based methodology incor-
porating a Multi- Criteria-Decision-Making methodology is presented. Finally,

a Blockchain, and Smart contract based resilient design of DGA systems is
proposed that ensures high availability of DGA functions even against random
failures and targetted attacks on the DGA systems.
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