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Abstract

Most high-performance computing systems utilize a distributed memory system,
where a message-passing specification such as MPI is required for data communi-
cation across processes. MPI especially allows for one-sided communication, where
message passing requires only one process to start the communication while the
other is not required to perform a corresponding MPI call. Both standard MPI
and MPI RMA are prone to data races however, requiring significant effort to find
and fix. While MPI RMA data race detectors exist, they often significantly slow
down program execution. This is especially the case for dynamic analysis tools
which perform race detection at runtime. MUST-RMA, one such tool, can cause
a slowdown of up to a factor of 16. In contrast, static tools can run cheaply at
compile time with minimal overhead. The combination of both dynamic and static
analysis may therefore prove useful: This thesis presents three static optimization
approaches for MPI RMA data race detection based on MUST-RMA. The first ap-
proach generates a whitelist of relevant values and instructions to inspect for the
dynamic tool, while others may be ignored. Though similar to the approach used
in MC-Checker, the implementation is more generally applicable and extensible, for
example, to additional programming languages such as Fortran. This whitelist may
also be extended with additional information, more specifically on which type each
value stored corresponds to. By checking whether or not the code only performs
remote reads, writes or both additional filtering of this whitelist is possible for po-
tential speed gain. Finally, the race detection itself may simply be delayed until
the moment it is required, which is the moment the MPI RMA window is created.
Additionally, the race detection may be turned off again when this window is de-
stroyed. These optimization approaches were built on top of the LLVM framework
as compile time passes, with the implementation general enough to support both
C and C++ at this time. All optimizations used support interprocedural analysis,
and, through the use of a modified compilation pipeline, may also be used across
translation units. While introducing some false negatives, applying these optimiza-
tions provides a 2x speedup compared to normal MUST execution in most cases,
with best case scenarios reaching a speedup of 4x.
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1. Introduction

With most HPC systems favoring distributed memory nodes, the Message Passing
Interface MPI becomes the central library specification applications use to facilitate
accelerated execution through high parallelization. Classically, MPI is used through
a two-sided system, where data transfers between nodes require all participating
ranks to call into the MPI runtime. This is the case for example for the most simple
MPI_Send / MPI_Recv communication, but also for any collectives such as MPI_Bcast
or MPI_Scatter. Often though data does not have to be processed immediately upon
reception, for example when one rank finishes computation it is wasteful to wait for a
receiver instead of continuing work on the larger problem. To solve this, non-blocking
operations may be used which return immediately after calling; allowing the rank
to continue execution while the MPI runtime handles the message transfer in the
background. However, this requires extensive synchronization to make sure buffers
are not reused prematurely, and still requires the involvement of both the sending
and receiving ranks even though often only one party needs the communication to
happen for further work.

MPI one-sided communication, or MPI Remote Memory Access (MPI RMA), solves
this issue by introducing a communication model where only the communication
initiator (origin) needs to call the MPI runtime, while the receiver or data source
(target) completes the relevant operation passively through the MPI runtime. Ac-
cording to Gerstenberger, Besta, and Hoefler [4], MPI RMA additionally offers po-
tential performance benefits as modern RDMA features of network interconnects
map more easily to the RMA communication primitives. This is done by creating
exposed memory buffers accessible through MPI ’window’ handles. Synchronization
is still needed as ranks have to be aware whether they may modify their local buffers;
should a remote access be pending a conflicting local or remote access would result
in undefined behavior. Thus, MPI RMA allows for the use of traditional shared
memory semantics in a distributed memory environment. For example, attempting
two unsynchronized writes to a remote buffer may trigger a race, or a remote read
while the target is writing data to the exposed buffer locally. In general, any two
operations with one writing access and one remote access can trigger a data race.
This can be the case for a remote read and a local write, but also for a remote write
and local read or two remote access where at least one is writing. Worsening the
issue is the opaque nature of data races; as most will not cause an application crash
but instead falsify results in a subtle manner, only making their presence known
during evaluation.
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1. Introduction

Due to the difficulty of providing correct synchronization for every control flow of
each rank, many tools have been developed to assist in debugging these issues. Ex-
amples include MC-Checker [2] and MUST-RMA [16], which try to detect data races
during runtime. They are therefore known as ’dynamic analysis’ tools. In contrast,
static analysis tools such as the tool developed by Saillard et al. [15] attempt to de-
tect data races prior to runtime directly on the source code (or a transformed version
thereof, mostly compile-time intermediate representations). Utilizing dynamic tools
allows for a high accuracy analysis at the cost of significant runtime overhead, while
static tools are characterized by low accuracy but negligible compile-time overhead1.
During debugging rapid prototyping is required, which is inherently incompatible
with the high overhead introduced by dynamic analysis tools. On the other hand,
the low accuracy of static analysis tools makes their use redundant; there is no need
to use an analysis if it does not supply relevant information.

Using static analysis differently may solve this issue: Instead of performing the race
detection statically, it may be prudent to instead assist an existing dynamic tool
through the information gained during compile-time. Static analysis tools have the
advantage of being able to look ahead and modify code before execution, and may do
so cheaply at compile time. Their weakness lies in the inability to know which data
is stored where, and thus which execution path is chosen during runtime as a result.
Improving accuracy is not fruitful due to the already great accuracy many dynamic
tools possess. Instead, this thesis explores different static optimization approaches
in order to accelerate the dynamic race analysis of MPI RMA.

We present three optimization methods on top of the MUST-RMA dynamic data
race detector, built on top of the LLVM framework. These aim to provide a speedup
compared to normal execution with race detection enabled, while minimizing poten-
tial detection accuracy losses. Additionally, some of these optimization approaches
also serve as a basis for additional optimizations in the future, presented throughout
the course of this thesis. Their implementation is compatible with code written in
C and C++, and may also be extended to any language supported in the LLVM
Intermediate Representation such as Fortran.

We will first establish required background information in Chapter 2, after which
some possible optimizations are discussed in Chapter 3. Chapter 4 will dive into the
practical aspect of our optimizations, and the feasibility of their implementation.
In Chapter 5 the effect on classification quality as well as overhead are evaluated.
Finally, Chapter 6 summarizes our findings and provides avenues for further work.

1Section 2.3 provides detailed measurements on two examples
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2. Background

This chapter introduces required background knowledge regarding MPI RMA as
well as the tooling used for the analysis. Section 2.1 briefly introduces programming
with MPI RMA as well as data races and their semantics. The automatic detection
of these issues is discussed in Section 2.3. Additionally, the operation of the tool
chosen as the analysis implementation basis is described. Finally, Section 2.4 deals
with the analysis framework and the transformed source our analysis will use.

2.1. MPI Remote Memory Access

In contrast to the more commonly used two-sided MPI communication, where both
the sender and receiver actively participate through the use of MPI calls such as
MPI_Send / MPI_Recv or collectives such as MPI_Bcast, MPI_Scatter, MPI Remote
Memory Access (MPI RMA) is a one-sided alternative. When using MPI RMA,
only one of the sender or receiver actively initiates the communication (the origin),
and the other (the target) completes it passively through the MPI runtime. MPI
RMA communication happens through exposed memory buffers called MPI ’win-
dows’, created by MPI_Win_create or MPI_Win_allocate. For MPI_Win_create, an
existing memory buffer is passed to MPI to make available for other ranks, while
MPI_Win_allocate creates a new buffer and allocates the required memory auto-
matically. The creation call must be used by all ranks involved with this window.

A rank may access another ranks’ window by using MPI_Get, which reads from the
exposed buffer, MPI_Put, which writes to the exposed buffer, or MPI_Accumulate,
which is an atomic1 remote update operation. All MPI RMA memory accesses must
happen within an ’epoch’, where an epoch denotes a timeframe during which RMA
operations are used. Most importantly for the understanding of this thesis is that
all RMA window access calls are non-blocking. Therefore, the memory access does
not finish with the call returning; instead a synchronization mechanism is needed
to ensure the completion. Completing an epoch implicitly completes any pending
operations on an RMA window. This may happen automatically when creating a
new epoch, or must be done explicitly depending on the synchronization mechanism
used. For example, the MPI standard guarantees completion of all pending remote

1On supported datatypes.
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2. Background

memory accesses when a new epoch2 is created using MPI_Win_fence, which is a
collective call for all ranks involved with the window. Simple Mutex-like synchro-
nization is possible through the use of MPI_Win_lock and MPI_Win_unlock. Here
MPI_Win_lock creates an RMA access epoch, and calling MPI_Win_unlock ensures
completion. Different to standard mutexes however MPI_Win_lock is only blocking
if the calling rank is also the target rank. MPI_Win_unlock always blocks until target
completion. Additionally, MPI_Win_lock can be both configured to be shared (mean-
ing other ranks may also aquire the lock concurrently) or exclusive (calling rank gets
exclusive access, or is blocked until all other ranks release the lock). Finally, Post-
Start-Complete-Wait (PSCW) allows programmers to distinguish and specify access
and exposure epochs. Using MPI_Win_start, select ranks start an access epoch and
are allowed to use RMA communication calls. They may only access exposed mem-
ory, which must be explicitly marked by a corresponding MPI_Win_post call, creating
an exposure epoch. When all accesses are complete, MPI_Win_complete closes the
access epoch. Conversely, MPI_Win_wait closes the exposure epoch. The synchro-
nization methods using MPI_Win_fence and PSCW are called active synchronization
as they require target process involvement. MPI_Win_fence is a collective call, and
PSCW requires the target to start and complete the exposure epoch. Only using the
Lock/Unlock mechanism passive synchronization is achieved, where target process
involvement is not required at all. MPI_Win_lock creates an access epoch on the
target process, and only has to be called by the origin. The concept of an expo-
sure epoch is not utilized when using MPI_Win_{lock,unlock}. Thus, the target
is not needed to open the epoch, and communication may begin without active
involvement from the target’s side.

Due to the complexity of correct synchronization their use has become quite error-
prone, and missing one or incorrect usage may lead to a data race. An MPI RMA
data race happens between two concurrent accesses to exposed memory, either using
two unsynchronized remote accesses (such as two sequential MPI_Put operations on
the same memory) or one local and one remote accesses (such as an MPI_Get on
the origin and a local write on the target). A data race can also occur solely on
the origin side, for example, by modifying a buffer used by a pending remote access
operation. In general, a local buffer race is defined as a race where both the RMA
operation as well as the conflicting memory access (whether from an additional
RMA operation or local access) happen on the same rank. Conversely, any race
where this property does not hold is defined as a remote race. It also means that
only the origin may experience a local buffer race. Consider Listing 2.1, which is
an example code with two ranks. A window for a single integer is allocated, after
which MPI_Win_fence is used to create an epoch. Rank 0 writes a value from a local
buffer to the exposed window, and rank 1 prints the exposed buffer value. As these
two accesses have no synchronization between them and can happen concurrently,
and as one of them is a writing access, this code contains a data race. Note that
the two accesses on the test local buffer using the MPI_Put and following printf

2MPI_Win_fence automatically starts both a new access and exposure epoch
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Listing 2.1: MPI RMA data race
(Simplified C)

1 MPI_Comm_rank (&rank);
2 int* buf;
3 int* test =
4 malloc(sizeof(int )*2);
5 MPI_Win win;
6 MPI_Win_allocate (&buf , &win);
7 MPI_Win_fence(win);
8 if (rank == 0) {
9 test [0] = 42;

10 test [1] = 10;
11 MPI_Put (&test[0], win);
12 printf(test [0]);
13 } else {
14 printf (*buf);
15 }
16 MPI_Win_fence(win);

Listing 2.2: Listing 2.1, fixed
1 MPI_Comm_rank (&rank);
2 int* buf;
3 int* test =
4 malloc(sizeof(int )*2);
5 MPI_Win win;
6 MPI_Win_allocate (&buf , &win);
7 MPI_Win_fence(win);
8 if (rank == 0) {
9 test [0] = 42;

10 test [1] = 10;
11 MPI_Put (&test[0], win);
12 printf(test [0]);
13 MPI_Win_fence(win);
14 } else {
15 MPI_Win_fence(win);
16 printf (*buf); // 42
17 }

do not cause a data race, as both are reading accesses. Listing 2.2 provides a fix
by ensuring the completion of writing access of rank 0 before the reading access of
rank 1 by creating a new epoch using MPI_Win_fence. In essence, we are moving
the MPI_Win_fence call after the branch into the branch itself. Finding data races
can be hard as they do not necessarily lead to a program crash, but instead more
often lead to falsified results; with these occurring nondeterministic. Thus, data
race detection tools become important for MPI RMA development.

2.2. Related Work

Only minimal work has gone into the topic of optimizing RMA race detection using
static analysis. The closest to our approach is MC-Checker [2], which utilizes a
subcomponent ’ST-Analyzer’ to evaluate relevant variables for race detection. This
is done using Clang, a compiler frontend for LLVM. While similar to the approach
presented in Section 3.1, apart from MC-Checker and ST-Analyzer not being avail-
able publicly, the implementation differs significantly as do the possible use cases.
Most importantly our analysis is built as a compile time pass for LLVM, allowing for
easier extensibility. For example, the analysis is not limited to the C programming
language, but may also run on C++ and any other language that can be reduced
to the LLVM Intermediate Representation (LLVM IR). Fortran uses different call-
ing semantics when reduced to LLVM IR as well as differing names for the MPI
functions. This causes our analysis to fail, but extending support is trivial, though
out of scope for the proof of concept presented in this thesis. Additionally, the pass
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2. Background

presented here may be used by any tool interfacing with ThreadSanitizer, and mod-
ified for different distributed memory paradigms. Finally, this thesis also presents 2
other optimization approaches not related to that used by MC-Checker.

While the application differs, there are other tools combining static and dynamic
analysis as well. PARCOACH [14] is one tool combining these analysis types in order
to detect deadlocks with collective calls in MPI. However, not only does PARCOACH
not support MPI RMA communication, it also uses the static analysis for error
detection primarily and not for optimization of an existing dynamic tool. Instead,
the static phase of PARCOACH execution already performs deadlock detection, but
also instruments the code for MPI collective calls. Then during runtime, errors are
thrown should a deadlock occur at one of these collective calls.

There is also the tool developed by Saillard et al. [15] detecting local data races in
MPI RMA code. This is purely static though, and quite limited due to the focus on
local data races. Additionally, it does not support interprocedural functionality as
the implementation in this thesis does.

2.3. Detecting MPI RMA data races with
MUST-RMA

As working with highly parallel code is hard due to the difficulty of keeping track of
the numerous different execution paths for each rank, many tools have been written
to assist in race detection. They can be roughly categorized into static, dynamic
or hybrid analyzers. Static analyzers run either directly on the source code or on a
transformed version of it, and run race detection prior to execution. For example
the tool by Saillard et al. [15] detects local buffer races with RMA fully statically. In
contrast, dynamic analysis tools must be used during program runtime. Examples
include MUST-RMA [16], which we will be using through the course of this thesis,
and the tool developed by Aitkaci et al. [1]. Hybrid analyzers use both statically
collected information as well as data gathered during runtime to perform the race
analysis. Chen et al. [2] use static analysis for preprocessing possible RMA memory
locations prior to runtime to pass relevant memory locations to the runtime, allowing
the runtime to discard the rest. The actual race analysis then only happens during
runtime. Static analysis tools tend to be significantly less accurate than dynamic
tools, as there is more information available during runtime. This comes at a cost
however, as dynamic tools are quite slow compared to static tools. The MPI Bugs
Initiative [9] is a test suite and accuracy benchmark for MPI error detection (notably
not limited to data races). Their results [8] indicate this relationship between static
and dynamic tools well, with the dynamic tool MUST having an accuracy rating of
96%, while static tools such as PARCOACH [14] only 38%3. PARCOACH has an

3PARCOACH is a hybrid tool, but can be run statically. This was done in this instance.
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2.3. Detecting MPI RMA data races with MUST-RMA

≈10% overhead on compile time [14], while MUST can have a runtime overhead of
up to 16x [6]. We have selected MUST as our implementation basis, and our goal
is therefore to accelerate MUST-RMA through our static analysis.

It is therefore important to understand its operating principle. MUST is a gen-
eral purpose error detection tool for MPI, supporting many different issues such
as deadlocks, data type mismatches and leak checks [7]. For our usecase how-
ever, only the data race detection is needed. In its default configuration, only data
races for two-sided communication are detected. Instead, we must use the currently
in-development MUST-RMA extension to MUST, developed by Schwitanski et al.
[16]4. MUST-RMA detects data races in one-sided MPI code by generating ’concur-
rent regions’ using the consistency relation 𝑐𝑜−→, which denotes completion semantics
of RMA operations, and the happens-before relation ℎ𝑏−→, which denotes synchro-
nization between ranks [16]. These two definitions are combined to the ’consistent
happened-before relation’ 𝑐𝑜ℎ𝑏−−→= ℎ𝑏−→ ∧ 𝑐𝑜−→. Finally, a data race is defined to be any
two conflicting5 operations 𝑎,𝑏 where 𝑎 ̸𝑐𝑜ℎ𝑏−−→ 𝑏 ∧ 𝑏 ̸𝑐𝑜ℎ𝑏−−→ 𝑎, which can be simply read
as two operations where one is not guaranteed to finish before the other, and no
synchronization mechanism forbids their concurrency.

Now that we have established the theory of race detection, we move on to the imple-
mentation of MUST-RMA. To establish the 𝑐𝑜ℎ𝑏−−→ relation, MUST-RMA hooks into
every RMA memory access and synchronization call. Then, MUST-RMA hands
over this information to ThreadSanitizer [17], a data race detector for pthreads and
C++11 threads. ThreadSanitizer consists of two parts: The ThreadSanitizer run-
time and the compile-time pass. The pass simply instruments a call to the Thread-
Sanitizer runtime for every memory access, allowing it to keep track of all local
memory accesses. Then, the ThreadSanitizer runtime keeps track of the current ex-
ecution context using shadow memory, storing information such as synchronization
between memory accesses, remote availability and pending operations. Using this
information, ThreadSanitizer is capable of running race detection on multithreaded
applications. ThreadSanitizer also contains an annotation framework, allowing other
tools to interface with ThreadSanitizer. MUST-RMA uses these annotations to take
over the handling of synchronization mechanisms and remote accesses for Thread-
Sanitizer, while allowing ThreadSanitizer to perform the race checks, effectively
extending ThreadSanitizers use to MPI RMA. Now, during execution, ThreadSan-
itizer has all required information available; with the RMA operations provided by
MUST and local memory information from the instrumented calls to the runtime.
Finally, race detection runs for each jump into the runtime, whether from MUST or
from instrumented code. If the new operation is conflicting with another currently
pending operation in shadow memory, a data race is reported. Otherwise, the run-
time returns to normal execution. Figure 2.1 provides a rough overview of the entire

4Source available and given in the cited paper
5At least one of the operations must be writing, and at least one must be associated with an MPI

RMA call.

7



2. Background

MPI
Calls

MUST
Runtime

Normal Execution

Enter with
Memory

Info

TSan
Runtime

Instrumented
Access

Report Race

Return to
normal

execution

Shadow
Memory

Context
Storage

Figure 2.1.: MUST-RMA execution overview

runtime stack.

By reviewing the detection setup it becomes apparent that the ThreadSanitizer
instrumentation is most costly, and may be responsible for most of the slowdown
introduced. This sentiment is echoed by the results of [16]. This is due to the
instrumentation of every memory access, no matter if relevant or not. As shadow
memory is created for each memory access as well, memory usage is also increased
significantly. In total, Serebryany and Iskhodzhanov [17] measured anything from
a 20x to 50x slowdown6, and increased memory consumption by a factor of around
3x to 4x. As such, it is our goal to minimize the amount of instrumented memory
accesses or otherwise make sure that these runtime jumps have less of an effect on
performance.

2.4. LLVM Analysis Framework

In order to perform the static optimization analysis, our implementation will be
leveraging the LLVM analysis framework as a compile time pass. The LLVM frame-
work has been used by many static analysis tools such as the tool by Saillard et al.
[15] presented in 2.3, and is easily extensible, thus solidifying our choice. We also
evaluated writing the analysis on top of Clang, allowing us to work nearer to source
code level. However, this would have proved challenging: By being nearer to source
code, we are also exposed to more of the language specific constructs. Modelling all
of them would be difficult and error-prone. Additionally, as ThreadSanitizer also
uses the LLVM framework to implement the compile time instrumentation, we can

6Data from an old version of ThreadSanitizer. Current performance is largely undocumented but
found to be around 2x-5x empirically on our test cases. Real-World code slowdown may skew
higher.
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directly influence ThreadSanitizer without building an intermediate layer. Finally,
building an LLVM pass allows us to work on the LLVM intermediate representation
(LLVM IR), to which all languages supported are reduced to. This allows us to not
only support C code, but also C++, and any other language that may be reduced
to LLVM IR. Exceptions include languages using different calling heuristics in the
IR such as Fortran. Implementation is not difficult, but deemed out of scope for this
thesis. The static analysis tool by Saillard et al. [15] is an example of this, supporting
both Fortran and C by leveraging the advantages of the LLVM framework.

With an LLVM pass, we can access all information in the LLVM IR as well as modify
it. The LLVM IR uses a single static assignment form. Each instruction returns a
single ’LLVM Value’, and the value may not be overwritten at any point. While
simplifying the syntax, this also introduces a lot of aliasing between values, as any
modification to a value generates a new value and cannot replace the existing one.
Every instruction is written by itself; to use the return value of another instruction it
needs to be in a separate line. This eases modification as we can simply replace the
operation that generated the parameter we want to replace, if needed. Because of
this single static assignment form there exists a one to one correspondence of a value
and the generating instruction. Functions and global variables may carry attributes.
Important for us, ThreadSanitizer utilizes the sanitize_thread attribute to know
which functions to instrument. Additionally, the no_sanitize_thread attribute
can be used to forbid ThreadSanitizer from instrumenting specific global variables
or function contents.

When compiling, the source files are transformed to IR and then compiled to object
files. This also means that for each source file one IR is generated, as we have
one object file per source file as well. An LLVM pass may operate for example
on loops, functions or on a complete IR, which is the most general case - but not
multiple IR files at once, which is an important limitation. Strictly speaking, LLVM
differentiates between passes and analyses, where a pass may modify the IR, and
an analysis can report back information as a result. More specifically, the results
produced by an LLVM analysis are to be used by different LLVM passes or analyses,
though generally not for the end user. The LLVM passes are the more commonly
used and known compile passes such as all optimization passes, instrumentation
passes (including ThreadSanitizer) or function inliners. For simplicity, we use these
terms interchangeably, as they offer the same functionality otherwise. To run an
LLVM pass it has to be added to the pass manager, after which a flag has to be
added to Clang7 (the compiler frontend supplied by LLVM). It can then be invoked
by using the flag while compiling. Options may be added to specific passes as well;
options may be passed to the LLVM backend by using the -mllvm flag followed by
the option on the Clang frontend.

Listing 2.3 shows an excerpt of the corresponding LLVM IR, the code inside the
branch for rank == 0, including ThreadSanitizer instrumentation. One line is one

7To compile Fortran, the Flang project is used. Clang supports C and C++
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Listing 2.3: LLVM IR excerpt of Listing 2.1, rank == 0 branch
1 ; Corresponding C code:
2 ; ---
3 ; test [0] = 42;
4 ; test [1] = 24;
5 ; MPI_Put (&test[0], 1, MPI_INT , 1, 0, 1, MPI_INT , win);
6 ; printf ("Test: %d", test [0]);
7 ; ---
8 ; %9 is ’test ’ buffer pointer
9 ; %10 is RMA window handle

10 %20 = load ptr , ptr %9, align 8
11 %21 = getelementptr inbounds i32 , ptr %20, i64 0
12 call void @__tsan_write4(ptr %21)
13 store i32 42, ptr %21, align 4
14 %22 = load ptr , ptr %9, align 8
15 %23 = getelementptr inbounds i32 , ptr %22, i64 1
16 call void @__tsan_write4(ptr %23)
17 store i32 24, ptr %23, align 4
18 %24 = load ptr , ptr %9, align 8
19 %25 = getelementptr inbounds i32 , ptr %24, i64 0
20 call void @__tsan_read8(ptr %10)
21 %26 = load ptr , ptr %10, align 8
22 %27 = call i32 @MPI_Put(ptr noundef %25, . . . )
23 %28 = load ptr , ptr %9, align 8
24 %29 = getelementptr inbounds i32 , ptr %28, i64 0
25 call void @__tsan_read4(ptr %29)
26 %30 = load i32 , ptr %29, align 4
27 %31 = call i32 (ptr , ...) @printf(. . . , i32 noundef %30)

instruction, with the return value on the left side of the equality. Should there not be
an equality sign, the instruction returns void8. Comments begin with a semicolon.
The aliasing issue becomes much more apparent in the LLVM IR: consider values
%20, %22, %24 and %28. Each of these have the same defining instruction, including
the same parameters. As mentioned, the LLVM IR uses the single static assignment
form, and thus once a value is created it can no longer be altered. We conclude that
all three of these values are aliased, as none of their parameters changed, and the
instruction does not have side effects due to it being a simple load. The Thread-
Sanitizer instrumentation is also visible now. Values %21 and %23 each represent the
pointer to the memory address of the entries in the local test buffer. Just before
their values are written two lines afterward, an instrumented ThreadSanitizer call
is present (__tsan_write4)9. During runtime, this informs ThreadSanitizer about
the memory modification. It also becomes clear that these calls are often unneeded.
Consider value %23 and %29. As mentioned, %23 is one of the local writes also present
in the C code, namely the second buffer entry. But due to the second buffer entry

8void is treated as a normal return value. This way, algorithms do not have to differentiate.
9The 4 at the end just indicates that 4 bytes are written. This is system dependant.
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2.4. LLVM Analysis Framework

never being used to send or receive, and is not exposed, there is no need for its
instrumentation. %29 is aliased to %21 and %25, the first local buffer value, as all
parameters used are also aliased and the same instruction is used. This means that
%29 is actually used for RMA communication, as its aliased value is used in the
MPI_Put call. However, the instrumented __tsan_read4 call just after the definition
of %29 is still unneeded. Reading from a buffer used for MPI_Put does not cause a
data race due to neither being a writing access. %10 and %26 are the easiest to argue
should not be instrumented. As they are only the window handles, no data stored
or loaded can lead to a data race. The following chapter will describe multiple opti-
mization approaches which aim to minimize these unneeded calls and thus improve
performance.
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3. Optimization Approaches

This thesis introduces three different static approaches to optimize the dynamic race
analysis. While the implementation focuses on the practical application with MUST-
RMA, the approaches presented here are theoretically applicable to any race detector
requiring only a subset of the local buffer information. The first will be introduced
in Section 3.1, and, similarly to [2], marks relevant memory accesses to generate a
whitelist. Another approach is to delay the race detection until required, which is
explored in Section 3.2. Finally, if the source only uses remote writes or remote
reads exclusively, additional optimization may be possible. Section 3.3 describes an
optimization possible only on code exhibiting these specific access patterns.

3.1. ThreadSanitizer Whitelist

As ThreadSanitizers instrumentation is generated for each memory access, it is
exceptionally expensive during runtime (see Section 2.3). However, not every local
memory access is relevant for MPI RMA race detection. Many memory accesses such
as temporary variable assignments and reads, index values in loops or configuration
parameters most likely never interact with memory regions relevant to MPI RMA. In
general, the only memory regions relevant to MPI RMA are those exposed through
a window creation call, or local buffers used for remote reads or writes. During
runtime, differentiating between these memory accesses requires keeping track of
the memory state using shadow memory (see Section 2.3), which is expensive in
both time and memory. Buffers are created at one point and may be used for
remote accesses at any time. The runtime thus has to be informed immediately
when any memory is accessed, as at any future point it may be used for MPI RMA
remote operations.

This limitation does not exist for static analysis. When using static analysis the
entire source is available at once, and it is therefore possible to decide whether a
memory location has any possibility of interacting with exposed memory. Thread-
Sanitizer currently instruments every memory access on the possibility of interacting
with exposed memory. Instead, the static analysis could look at all MPI RMA op-
erations used, and check for relevant memory locations from here on out. More
specifically, the optimization suggested here is to check for any MPI RMA opera-
tion that interacts with exposed memory (whether creating or accessing it), and to
only mark the memory regions used there for instrumentation by ThreadSanitizer.
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Window Creation
MPI_Win_create(void *base, ...)
MPI_Win_allocate(..., void *baseptr, ...)

Remote access write
MPI_Put(const void *origin_addr, ...)
MPI_Rput(const void *origin_addr, ...)

Remote access read
MPI_Get(const void *origin_addr, ...)
MPI_Rget(const void *origin_addr, ...)

Mixed access
MPI_Accumulate(const void *origin_addr, ...)
MPI_Raccumulate(const void *origin_addr, ...)
MPI_Get_accumulate(const void *origin_addr,...,void *result_addr,...)

Table 3.1.: Relevant MPI RMA functions for whitelist generation. Only parameters
to be marked shown

This alone would not be enough to detect data races. Memory pointers may
be aliased at will in many programming languages such as the ones we attempt
to support, C and C++. To solve this, we use a recursive approach. When
an MPI RMA call creating or accessing exposed memory is encountered during
analysis, we first mark the relevant memory pointer. For the example in Listing
2.1, the two MPI RMA calls inspected are MPI_Win_allocate(&buf, win) and
MPI_Put(&test[0], win). Both &buf and &test[0] are therefore marked. win is
just the window handle, an identifier used to differentiate between windows, and
therefore does not need to be marked. The other MPI RMA calls are synchro-
nization calls and, while relevant to race detection, do not represent an MPI RMA
operation on memory. A full list of relevant functions and marked parameters is
given in Table 3.1 Then all ’users’, which we define as values generated using a
value (the ’use’), of the memory pointer are marked as well. Recall from Section
2.4 that the LLVM IR the analysis is operating on uses a single static assignment
form. Thus, any instruction or modification on a memory pointer will be able to
be checked one by one, and they will each generate another value. We then mark
these generated values as well. These steps are performed recursively on the new
generated values, and will in the end result in a finalized list of relevant memory
accesses. Listing 3.1 shows a pseudocode overview of the presented algorithm.

Any memory access not in this list is guaranteed to never interact with exposed
memory, and may never be used as a local buffer for remote accesses. We make
the following claim: Any memory access not in this list cannot lead to a data race.
Therefore, it is a functional whitelist for instrumentation by ThreadSanitizer, where
any memory access not present does not have to be instrumented. Assume a value
𝑣 is used with an exposed buffer 𝑒 in an instruction causing a data race. Our
analysis marks memory pointers used in relevant MPI RMA accesses, and therefore
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Listing 3.1: Basic Whitelist generation pseudocode
1 main() -> void:
2 List whitelist = {}
3 for Instruction I in code:
4 if I is call to any {MPI_Get ,MPI_Put ,MPI_Rget ,MPI_Rput ,
5 MPI_Accumulate ,MPI_Raccumulate ,
6 MPI_Get_accumulate ,
7 MPI_Win_create ,MPI_Win_allocate }:
8 Value v = getRelevantParameter(I)
9 whitelist = whitelist ∪ recurse(v)

10 return whitelist

Listing 3.2: Recursive step of whitelist generation
1 recurse(Value v, Type t) -> List <Value >:
2 List temp = {v}
3 for Use u of v:
4 if u is function call and getFunc(u) is defined in code:
5 temp = temp ∪ recurse(getParam(u))
6 temp = temp ∪ recurse(getUser(u))
7 return temp

the generated list 𝑊 includes at least the value 𝑒 already. For any transformed
version 𝑣′ of 𝑣 and 𝑒′ of 𝑒, there must be an instruction using 𝑣 or 𝑒 respectively,
which returns the modified version. During the recursive step, we mark every user
of the exposed memory / local buffer. Thus, during this step we will encounter
the relevant instruction and 𝑊 = 𝑊 ∪ 𝑒′ at some point. Finally, at some point
the actual interaction instruction occurs, where an instruction 𝑐 will use 𝑣′ and 𝑒′

together. This may or may not trigger a race at runtime, but: Which access it is,
and what kind of instruction is irrelevant to this approach; we are only interested in
the instrumentation. The race reports will be generated by ThreadSanitizer should
a remote access be pending, and this instruction conflicts with it; and the access
will be ignored if not. As we do not have information on pending operations during
static analysis, we must only make sure that in these kinds of instructions, the
instrumentation is present. Again, as we are using LLVM IR, this instruction also
generates a value. Thus, this value 𝑐 is a user of 𝑒′, and will be marked during
the recursive step. With this, we have marked the relevant memory access. As
we have kept these steps general, but linear, our analysis holds for any strictly
intraprocedural code. The analysis is easily extended to interprocedural support:
Should a user encountered during the recursive step be a function call, and this
function call is defined in source, the relevant parameter at the function definition is
marked as well. Notice how 𝑣′ and 𝑣 were however not marked. This is intentional:
We are uninterested in these values, as the instructions generating them do not
represent a data race, there is no need to instrument them. Only the ’possible
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Listing 3.3: Whitelist applied to Listing 2.1. Relevant RMA functions are bold,
whitelist entries are underlined. Every line not marked in any way is
not instrumented

1 MPI_Comm_rank (&rank);
2 int* buf;
3 int* test = malloc(sizeof(int )*2);
4 MPI_Win win;
5 MPI_Win_allocate(&buf, &win);
6 MPI_Win_fence(win);
7 if (rank == 0) {
8 test[0] = 42;
9 test[1] = 10;

10 MPI_Put(&test[0], win);
11 printf(test[0]);
12 } else {
13 printf(*buf);
14 }
15 MPI_Win_fence(win);

conflict instruction’ 𝑐 must be marked. We also marked 𝑒 and 𝑒′, but these do not
necessarily have the potential to cause data races. In the IR, there are not only load
and store instructions, but many possibly benign instructions that transform the
LLVM value, but do not interact with memory. The generated whitelist is therefore
still an overapproximation.

Listing 3.3 shows what the whitelist applied to 2.1 would look like. Note that the
analysis actually runs on the LLVM IR. This is therefore just a simplified view. The
algorithm would first mark the values in the IR corresponding to the local test
and exposed buf buffers due to their use in some of the RMA functions listed in
Table 3.1. Then, each of their uses would be marked recursively. In the IR excerpt
(Listing 2.3) this would mark almost every value, as almost all somehow interact
with the exposed buffer. Even the second buffer entry value would be marked, as
it originates from the same pointer. However, it does not mark every value. This
optimization removes the need for the instrumentation of values %10 and %26 (the
window handle) of Listing 2.3. While not visible in the excerpt, it also removes the
need of instrumentation at the beginning of the code during initialization, such as
setting the rank variable and reading it in the branch, or the instrumentation of the
argc and argv variables.

3.2. Delayed Race Detection Start

Statically detecting exactly only the memory accesses relevant to MPI RMA is near
impossible. The approach presented in Section 3.1 is still an overapproximation.
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3.2. Delayed Race Detection Start

Instead, we attempt a different optimization. When running tasks on a cluster, it
is very likely to deal with data of significant size. This data must also often first be
read into memory and/or otherwise preprocessed. During this time, ThreadSanitizer
will also cause significant slowdown; especially if huge amounts of data is read
into memory as ThreadSanitizer will instrument each memory access here. While
this will most likely be done in a loop (reading from file to buffer, clearing buffer,
repeat), and thus there will be very few instrumented calls present, they will be
called very frequently. Additionally, since these buffers will likely be worked on
during the compute section of the program, the whitelist approach will likely mark
the preprocessing step and therefore not improve the preprocessing slowdown.

MPI RMA has to be initialized as well. First, MPI_Init has to be called to be
able to use any MPI operation at all. Then, there must be at least one window
for MPI RMA communication to occur. While the MPI_Init call will likely happen
close to program initialization, the MPI RMA window creation call is more likely
to be close to the compute kernel as this is where the MPI communication first
becomes relevant. One important realization is this: There can not be a data race
if there is no exposed window buffer. The naive approach is therefore to filter
out instrumented calls prior to window creation. This is not possible, as in static
analysis such a before-after separation is unknown. Consider the case where the
MPI window is created in a separate function, which is called multiple times for a
program requiring multiple windows. A data race could occur early in this function
only in subsequent iterations, which cannot be detected statically. In general, the
timing relation of two instructions can only be determined statically in trivial cases,
and so this approach does not work. Additionally, the existence of an RMA window
is unknown statically, only the instructions generating them are known.

The goal of this thesis is to optimize the runtime of dynamic tools statically; this
also means the analysis may interact with the runtime counterpart. We already
know that the instrumentation is the most expensive part. But it is only a function
call, the expensive part happens during the function call, not the call itself. And
so, we amend the approach: Instead of trying to remove instrumented accesses prior
to window creation, amend the runtime to exit early if no window exists at the
time. ThreadSanitizer has no knowledge of MPI RMA windows, but it does not
need to. As part of this thesis, the ThreadSanitizer runtime is modified for the race
detection to be disabled by default, and the annotation interface is extended with a
function to start the race detection for all processes. Then, using static analysis this
annotation is instrumented to each window creation call. The call is cheap as it only
sets a global flag in the ThreadSanitizer runtime, and only once; it does nothing on
subsequent calls. This works as the window creation calls are collective; if not one
rank may run ahead and create the window, causing slowdown on every other rank.
As they are though, a single, shared flag across the ranks is enough to perform this
optimization.

Now, should an expensive, instrumented preprocessing step occur prior to the com-
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Listing 3.4: Whitelist and delayed race detection applied to Listing 2.1. Added call
is highlighted.

1 MPI_Comm_rank (&rank);
2 int* buf;
3 int* test = malloc(sizeof(int )*2);
4 MPI_Win win;
5 // Everything above: Negligible ThreadSanitizer impact
6 __tsan_start_racedetect();
7 MPI_Win_allocate(&buf, &win);
8 MPI_Win_fence(win);
9 if (rank == 0) {

10 test[0] = 42;
11 test[1] = 10;
12 MPI_Put(&test[0], win);
13 printf(test[0]);
14 } else {
15 printf(*buf);
16 }
17 MPI_Win_fence(win);

pute kernel, each instrumented call will return early as all race detection is disabled.
Only when the first MPI RMA window be created will the race detection be switched
on, and the instrumented calls become expensive. But the opposite is also possible:
A flag to disable the race detection may be added to the annotation interface and
added to each RMA window destruction. The earlier mentioned flag is replaced
with a counter, and the start / stop calls, instead of directly stopping and starting
the race detection, increment and decrement this counter. Now, race detection only
runs when this counter is not zero. This allows programs with multiple compute
sections with different windows to preserve some of the optimization this approach
offers, by only guarding the compute kernels themselves. In such a program where
it performs preprocessing and compute one after another multiple times, should the
window be destroyed after the compute kernel, each preprocessing section can run
fast due to the disabled race detection.

When applied to the example to 2.1 this optimization approach will add a race
detection start marker in front of the MPI_Win_allocate call. This can be seen
in Listing 3.4. Every ThreadSanitizer call before the race detection start marker
(while still present!) is no longer performance intensive due to the early return
caused by the skipped race detection. Combined with the whitelist, now even the
last remaining instrumented accesses to buf and test variables have only negligible
performance impact.
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3.3. Optimize using Remote Access Types

Both optimizations presented before are applicable to any MPI RMA code. In gen-
eral, dynamic tools have issues with determining specific code characteristics due to
their extremely limited code inspection capabilities; should no debug information
be built into the binaries there is very little chance to gather meaningful data of
the broader code properties. As such dynamic tools must either be applicable very
generally, or need additional sources of data by requiring the use of debug symbols
or intermediate steps prior to runtime. Currently, MUST-RMA only requires build-
ing the code with ThreadSanitizer instrumentation enabled. But ThreadSanitizer
is very ’blunt’, and does not consider semantical knowledge when deciding on in-
strumenting a memory access or not. This is intended, as many tools, including
MUST-RMA, require the use of the annotation framework. Should ThreadSani-
tizer decide not to instrument specific calls due to what it determines as irrelevant,
some tools may break due to them requiring the existing instrumentation; especially
affecting classification quality through false positives or false negatives.

Our analysis is static and domain specific, meaning we are not limited to runtime
information and are able to more aggressively filter instrumentation to specifically
cater to detection of MPI RMA issues. And so, we describe the following scenario:
As described in Section 2.1, a data race occurs when a writing access and a reading
or writing access may happen simultaneously. More specifically then, at least one
writing access is required for a data race to occur. Additionally since we are only
interested MPI RMA data races, we require that at least one of these accesses must
happen by way of an MPI RMA call. An exposed window may be written to with
MPI_Put, and read from with MPI_Get (or their request based alternatives). Using
static analysis we are able to determine if only a subset of these calls are actually
used. Should only MPI_Get be used, we know that for any remote access that it must
be reading. As data races only occur in combination with a writing access, and there
are no remote writing accesses, for any data race to happen there must instead be a
local writing access to the exposed memory buffer. Finally we conclude that in this
scenario there is no need to instrument local reading accesses for exposed memory
buffers. Note that the local buffers are being written to when performing a remote
read. These must still be instrumented.

Now consider the reverse case: Only MPI_Put is used, and there are no remote
reads. Then, the exposed memory buffer reads do need to be considered, but not
the local buffer reads1. In total, there are two situations where such an optimization
can be applied: Either the remote exclusive read, or remote exclusive write code
property must be satisfied for this optimization to work. This will be referred to as
the ’remote access type’. Additionally, we require any mixed access (see Table 3.1)
to not be used. Should none of these two scenarios hold, define the remote access
type to be mixed. Table 3.2 shows an overview of the possible scenarios, and which

1Assuming no multithreading, there can be no simultaneous access to non-exposed memory.
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Remote Access Types
Exclusive Load Exclusive Write Mixed

Window Buffer ✓ × ×
RMA access Buffer × ✓ ×

Table 3.2.: Possibility of omitting local load instrumentation of buffer type depend-
ing on remote access type

Listing 3.5: Extended recursive step of whitelist generation for remote access type
utilization

1 recurse(Value v, Type t) -> List <(Value ,Type)>:
2 // Change call in main to recurse(v,getType(I))
3 List temp = {(v,t)}
4 for Use u of v:
5 if getType(u) != getType(I)
6 t = Dirty
7 if u is function call and getFunc(u) is defined in code:
8 temp = temp ∪ recurse(getParam(u),t)
9 temp = temp ∪ recurse(getUser(u),t)

10 return temp

accesses may be omitted depending on the scenario encountered.

Here the limitations of static analysis again require a workaround though. As we
cannot inspect memory or the chosen control flow during compile time, we also
cannot determine which memory buffer is used for which operation. However, the
first approach presented in Section 3.1 generates the whitelist originating from the
MPI RMA calls. Essentially, this optimization approach works as a filter on this
whitelist. The whitelist contains all accesses to the exposed memory or relevant
local memory buffers. For this approach we filter these accesses by either exposed
memory or local memory (depending on the remote access type), and remove any
local reading accesses for them. The whitelist is built recursively from the MPI RMA
calls. And these MPI RMA calls determine the type of buffer exactly. Thus, we
amend the algorithm used for the first approach: Instead of just saving the relevant
parameter when an MPI RMA call is encountered, also save the type of buffer it
generates. Then propagate this type during the recursive step. Listing 3.5 shows an
overview of the amended recursive step of the whitelist generation. Should during
the recursive step a value be encountered which has already been added to the list,
and that value has a different type than the current recursion, mark both values as
’dirty’ as we are unable to clearly differentiate between the memory types. Finally,
once the amended whitelist has been built, and either the remote exclusive read
or remote exclusive write scenario apply, ThreadSanitizer can instrument only the
relevant reads. Note that any value marked dirty is always instrumented. Therefore
this is again an over approximation in order not to cause false negatives during race
detection.
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Listing 3.6: Extended Whitelist and delayed race detection applied to Listing 2.1.
Window Buffers are underlined, Local RMA buffers are dashed.

1 // Analysis determines code as remote exclusive write
2 MPI_Comm_rank (&rank);
3 int* buf;
4 int* test = malloc(sizeof(int )*2);
5 MPI_Win win;
6 // Everything above: Negligible ThreadSanitizer impact
7 __tsan_start_racedetect();
8 MPI_Win_allocate(&buf, &win);
9 MPI_Win_fence(win);

10 if (rank == 0) {
11 test[0] = 42;
12 test[1] = 10;
13 MPI_Put(&test[0], win);
14 printf(test[0]);
15 // Read in printf is marked in whitelist ,
16 // but not instrumented in ThreadSanitizer
17 // as code is remote exclusive write
18 } else {
19 printf(*buf);
20 }
21 MPI_Win_fence(win);

Consider the example given in Section 2.1. Applying the modified whitelist results
in Listing 3.6. Here, only MPI_Put is used. As such, it qualifies for the remote
exclusive write scenario. In the IR excerpt given in Listing 2.3 we can see that the
first element of the local test buffer is used for an RMA write, and subsequently
the value is output. This read is instrumented, and is not detected for filtering by
the first approach; the value pointer is used for RMA operations after all and thus
included in the whitelist. Using the approach presented here the whitelist also saves
the type of the RMA operation, which is writing to the target in this case. In other
words, the local value is only ever read for the RMA operation. As the code has the
remote exclusive write property, we can also safely assume that the buffer is only
ever read for remote operations, and that a remote write to the local buffer will
not happen. Thus, any reading access does not have to be instrumented. Therefore
the present instrumentation of the load instruction on value %29, which houses the
first element of the local buffer test in the printf call, can be omitted without
compromising race detection accuracy.
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4. Implementation

All three optimization methods presented have been implemented and may now
be used in practice, though with some limitations. Additionally, challenges with
technical limitations required changes to the algorithms presented in Chapter 3.
The implementation created as part of this thesis also aims to be fully backwards
compatible to the original ThreadSanitizer implementation, which also caused some
complications. This chapter therefore deals with the practical application of the
presented optimization methods as well as their usability.

As for the analysis itself, it is built on top of the LLVM Framework at the current
in development version 16 as a ’Module Analysis’. It is built in-tree, meaning the
entire framework, including the clang compiler frontend, must be compiled for the
pass to be available. The framework is currently undergoing a transition regarding
the pass manager, which is responsible for deciding on running compile passes or
not. Our analysis is built with compatibility for the new pass manager due to LLVM
16 considering the old pass manager deprecated.

Sections 4.1 and 4.2 describe the implementation of the basic whitelist optimization
method, with Section 4.2 being especially important for usability concerns. The
implementation of the delayed race detection is described in detail in Section 4.3.
As this approach requires a modified ThreadSanitizer runtime it also includes in-
formation on backwards compatibility. Finally, Section 4.4 introduces the required
modifications of the first approach as well as the general code analysis required to
determine the remote access type (see Section 3.3).

4.1. Basic ThreadSanitizer Whitelist

As the analysis is a module analysis, it has access to one entire IR file at a time.
This allows the algorithm to iterate over each function definition in this file, and
then iterate over each instruction used within. Iterating this way not only returns
the defined functions, but also those that are only declared. After all, the linking
step has not yet been performed and thus all external functions have yet to be
resolved. Should one of these functions be encountered, the implementation skips
them. Finding data races while external functions use RMA buffers is considered
out of scope for this thesis. Each instruction is then inspected; if it is a function
call then the function name called is compared to a map built into the analysis
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Listing 4.1: Workqueue version of Listing 3.2
1 recurse(Value v, Type t) -> List <Value >:
2 List queue = {v}
3 List newQueue = {}
4 List whitelist = {}
5 while queue not empty:
6 for Value v in queue:
7 whitelist = whitelist ∪ v
8 for Use u of v:
9 if u is function call and getFunc(u) is defined:

10 newQueue = newQueue ∪ getParam(u)
11 newQueue = newQueue ∪ getUser(u)
12 queue = newQueue.copy()
13 newQueue.clear()
14 return whitelist

itself. This map contains every relevant function (see Table 3.1), as well as the
corresponding parameter index containing the buffer1. After the buffer parameter
index is retrieved from the mapping, the recursive step is called. Finally, once that
step completes, the algorithm loops until all functions have been analyzed. Once
the main loop body (analogous to Listing 3.1) finishes, the list containing all marked
values and instructions is designated as the result of the analysis. Should any other
pass invoke the analysis, this list will be returned and cached for any other pass
requiring the same (done automatically by LLVM).

While the main algorithm loop (Listing 3.1) has not changed a lot from theory to
implementation, this is not the case for the recursive step (Listing 3.2). In fact,
the entire algorithm structure was changed to be non-recursive. Recursing for each
value quickly lead to stack overflow issues, which required this change. Instead, the
algorithm now utilizes a workqueue concept in order to generate the list of connected
values for the RMA buffers, a pseudocode version of which can be seen in Listing
4.1. The workqueue is initialized with the relevant parameter of the MPI call, and
every element of the workqueue is added to the result whitelist. Any values which
would have caused a recursive call are added to a secondary ’new value’ list. The
algorithm then copies the ’new value’ list to the workqueue and clears it. Finally,
the algorithm loops until the workqueue is empty, meaning no values were added to
the ’new value’ list.

Unlike the algorithm presented in 3.1, this loop has an upper limit. Iterating over
each connected value causes massive performance issues due to the size of any IR
code. To mitigate this, the workqueue is only looped through a certain number
of times. As this workqueue works analogous to the previous recursive approach,
this is called the ’depth’. During testing, it has become clear that a depth of 6

1MPI_Get_accumulate uses two buffers. This is currently not considered in our implementation,
though easy to add.
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Listing 4.2: MPI RMA data race, undetectable with whitelist optimization applied
1 int main() {
2 MPI_Comm_rank (&rank);
3 int* buf;
4 int* test = malloc(sizeof(int )*2);
5 MPI_Win win;
6 MPI_Win_allocate (&buf , &win);
7 MPI_Win_fence(win);
8 if (rank == 0) {
9 test [0] = 42;

10 test [1] = 10;
11 MPI_Put (&test[0], win);
12 printf(test [0]);
13 } else {
14 f(*buf);
15 }
16 MPI_Win_fence(win);
17 }
18
19 void f(x) { g(x); }
20 void g(x) { h(x); }
21 void h(x) { i(x); }
22 void i(x) { j(x); }
23 void j(x) { k(x); }
24 void k(x) { printf(x); }

provided more than sufficient results during the marking phase. For example, on a
C++ code the algorithm was able to correctly identify one of the class attributes
being an exposed window buffer, and marked an instruction more than 500 lines
(of C code, not IR!) later across function boundaries2. Setting the depth to very
high values was also tested in order to more precisely understand the effects of
this limiter. On C code this changed very little, as it is inherently quite linear. The
addition of class structures in C++ however caused severe performance degradation,
as once a class function is marked it is also highly likely that this class function is
used across the codebase in different contexts. As we are using a static analysis
we cannot differentiate between different class objects, causing marked values in
functions using unrelated objects of the same type. In theory, the addition of this
limiter may cause false negatives due to insufficient instrumentation. Listing 4.2
provides an example one one such case, where one of the offending instructions, the
printf call, is too deeply nested to detect. The workqueue generation will stop
too early due to the depth limiting. Moreover such a test case can be built for any
depth. However, in practice no test case failed due to this issue outside artificial
test cases aimed to exploit this limitation specifically.

2RMA adaption of miniMD [3], comm.cpp, line 590 is instrumented while the buffer is created in
line 59.
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Figure 4.1.: Overview of the whitelist optimization approach implementation.

The loop body of the recursive step has also changed compared to the original
approach. Instead of marking all uses, the analysis also considers filtering using
alias analysis. The LLVM framework provides basic alias analysis, which is used
here. Should a use not be a possible alias (the alias analysis returns NoAlias), it
is not marked. For any other returned value (MustAlias, PartialAlias, MayAlias)
they continue to be marked. This means that only the absolute case is excluded,
meaning this can not lead to an accuracy loss. However, the alias analysis is always
intra-procedural, which means that as soon as function boundaries are crossed the
filtering becomes ineffective.

Outside the uses of an RMA buffer some specific generators of the value are also
marked. This is the case for trivial aliasing such as a pointer to pointer load, as
well as the getelementptr IR instruction. The getelementptr instruction returns
a pointer to an offset from a pointer, which is often used for array indexing, but
also for the implicit indexing present for any pointer dereferencing. This allows the
analysis to make sure that it is always the entire buffer that is marked, and not only
a temporary variable used specifically for an RMA operation.

Creating the analysis is not enough, as ThreadSanitizer does not use it. Therefore,
modification of the ThreadSanitizer compile time pass is required. Internally, the
ThreadSanitizer compile time pass is split into two parts, a module pass and a
function pass. Only the function pass is relevant to the instrumentation, the module
pass only sets up for the function pass. Figure 4.1 shows how the function pass
utilizes the module analysis described earlier. However, due to a limitation of the
LLVM framework, function passes may not call a module pass. Instead they may
only retrieve the cached result if present. To solve this, the ThreadSanitizer module
pass was modified to call the analysis once. This makes sure that the cached result
is present for the function pass. Finally, the ThreadSanitizer function pass was
modified to skip instrumentation of values and instructions not present in the result
list generated by our analysis.

In order to use the analysis a flag -fsanitize-thread-whitelist was added to
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Figure 4.2.: Default clang compilation pipeline

the clang frontend which causes the whitelist analysis to run. The changes to
ThreadSanitizer are also backward compatible, and omitting this flag allows for the
normal instrumentation as before.

4.2. Interprocedural and Cross-Translation-Unit
Support

Making the analysis interprocedural is in theory easily doable by inspecting function
calls, and continuing the ’recursive’ step from inside the function definition. This is
also what the implementation does: When a function call is encountered it checks if
it is defined or only declared, and, should it be defined in the IR module, the relevant
parameter of the function definition is marked and added to the workqueue.

A significant issue however is that functions are not always defined in the IR module,
even though they are part of the source code. This is due to the way the clang
compiler works. Throughout the course of Chapter 3, it was always assumed that
the entire source code is available for analysis. But only link time optimization
(LTO) passes actually have the entire source available. The analysis written as
part of this thesis is a normal compile time analysis, and thus only has access to
one module at a time. One module generally corresponds to one C translation
unit (TU). clang internally generates the IR for each translation unit, and then
runs the analysis, transformation and optimization passes. Then, clang links the
transformed IR together, runs the LTO passes and finally creates the executable
or libary binary. Figure 4.2 provides an overview of the default clang compilation
pipeline.

This breaks interprocedural support, as windows may be created in one module and
used in another. It is also especially problematic for MPI RMA, as the target rank
does not have to participate in any synchronization calls. The target may, after
window creation, run functions from a different module with absolutely no MPI or
MPI RMA functions used, which would cause the whitelist analysis to not even
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mark a single value. It is therefore vital to support inter-TU analysis, as without
the practical applicability suffers heavily.

Modifying the analysis to run as an LTO pass is possible, but hard due to limited
documentation. Even then, the bigger issue is ThreadSanitizer, which would also
have to be converted; running the analysis after ThreadSanitizer has already per-
formed the instrumentation is fruitless. Not only would this be a big change to
an already established tool, it is also hard to do due to the way the general sani-
tizer infrastructure is deeply entrenched within the LLVM framework. Instead, the
workaround is to manually separate the compilation process into multiple phases.
The modified compilation process is shown in Figure 4.2. In the first phase clang is
used to output LLVM IR for each translation unit, with all passes disabled. Then,
llvm-link is used to link together all IR files generated. This outputs a single
monolithic IR file housing the entire code. Finally, clang continues compilation on
that file, including any applied passes; especially ThreadSanitizer and our analysis
pass. This achieves what is essentially a manual link time optimization, theoretically
fixing cross-TU support.

One example of how entrenched the sanitizer infrastructure is in LLVM causes issues
here. When the -fsanitize=thread flag is used, the ThreadSanitizer compile time
pass is enabled and the clang compiler is instructed to include the ThreadSanitizer
runtime during linking. However, it performs an additional step, namely adding the
sanitize_thread attribute to all functions in the IR. This step is skipped when the
input to clang is already an IR file, as is the case with our workaround. To fix this,
the analysis is amended. After generating the whitelist, the function definitions in
which the values are contained are fetched. Then, the sanitize_thread attribute
is added to all affected functions. This does not break race detection as, should
a function not contain any marked values, no instrumentation would have been
applied anyway. It also implicitly provides a way to fully disable instrumentation in
irrelevant functions, as normally ThreadSanitizer would still add a preamble, thus
helping in optimization (though only minimally).
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4.3. Delayed Race Detection Start

The implementation of the delayed race detection is significantly less complex than
the whitelist, but requires changes to the ThreadSanitizer runtime. The annota-
tion interface of ThreadSanitizer was extended with the __tsan_start_racedetect
and __tsan_stop_racedetect functions, starting and stopping race detection re-
spectively. This is done by adding a global flag within the runtime indicating
whether to run race detection, which these function set or clear. When it is not
set any call attempting to update shadow memory from a read or write operation
are returned from early. As more than one process could call this function at a
time, in order to avoid data races in the race detector, the flag is always set and
read in atomic operations. Alternatively, AnnotateIgnoreReads{Begin,End} and
AnnotateIgnoreWrites{Begin,End} could be used, as is done in ARCHER [10], a
data race detector for OpenMP programs. The evaluation of their use is future
work.

These new functions must now be added as compile time instrumentation. A new
LLVM function pass was written which simply adds the __tsan_start_racedetect
function prior to each MPI_Win_create or MPI_Win_allocate call. Usage of a new
pass was necessary as this operation has no return value; an LLVM analysis always
returns a result (such as the whitelist) but this optimization approach is just an
instrumentation. This pass currently does not add the __tsan_stop_racedetect
function to MPI_Win_free calls. Currently, the runtime only operates on the flag
instead of counting active windows as presented in Section 3.2. As both functions
were added though, they may be utilized by the MUST-RMA runtime directly in
the future to the same effect.

While this approach works using only the changes mentioned, this breaks back-
wards compatibility with default ThreadSanitizer usage. Therefore, an additional
runtime flag is added. ThreadSanitizer already has an options interface using the
TSAN_OPTIONS environment variable. In order to preserve backwards compatibility,
another option check_races_without_startracedetect has been added that can
be set using the environment variable. Setting this flag allows running ThreadSani-
tizer as originally intended, and clearing it will cause race detection not to run until
__tsan_start_racedetect is encountered. Additionally, this flag is set by default,
meaning no changes are necessary for existing code. Running with delayed race
detection thus requires the environment variable to override this default behavior
using check_races_without_startracedetect=0.
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4.4. Extended Whitelist for Remote Access Type
utilization

As the last optimization approach presented in this thesis is based on the first
whitelist approach, it was most easily implemented by extending the original ap-
proach. Therefore, this optimization approach does not require an additional pass
like the approaches presented before.

The analysis now does not return a list of values and instructions, but a list of pairs
of values and their deduced type. The type is defined as either RemoteBuf when the
value is exposed at any point, WriteBuf if it is used in an MPI_Put call, ReadBuf if it
is used in an MPI_Get call, and DirtyBuf if it is used in multiple different RMA calls
or the analysis was unable to determine the type unambiguously. Note that what
happens to the value is the opposite of what the RMA call does to the window, so
a value with type ReadBuf is written to using RMA.

When the whitelist generator encounters a relevant RMA call and marks the buffer
parameter for the workqueue generation, it now performs an additional lookup in
the parameter index map. Instead of saving a one to one mapping from the function
name to the index, it now maps from the function name to a pair, saving both the
index as well as the type of buffer it includes. For example, the entry for MPI_Put
looks like {"MPI_Put": (0, Type::WriteBuf)} as the first parameter contains the
buffer, and the type is WriteBuf. The type information is also passed along to
workqueue generation.

When the workqueue is filled, each added value or instruction inherits the type
of the value being looked at in the current iteration. Should a value to be added
already be in the workqueue list, if the types are equal it is simply skipped. If not,
both the original and the new values’ type are set to DirtyBuf and the new value is
skipped. When filling the whitelist, the same is done. Skipping the values does not
hinder accuracy by itself. If a value already is in the workqueue, and another with
different type is to be added, just iterating over the first will have the same result as
doing it for both as we do not differentiate which values to add by the type of buffer
inspected. However, the depth limiting can cause issues here. The depth limiting
could cause for example a value with type RemoteBuf to be discovered first at depth
4 from an MPI_Win_create, and the same value to be discovered at depth 5 from an
MPI_Put. As only one step is left (assuming the default maximum depth of 6), the
workqueue will not mark all values which originated from the MPI_Win_create as
dirty but only those one step closer at depth 3. Listing 4.3 is an example of such a
case. The MPI_Put is only 4 function calls deep, but both the dereferencing and array
indexing may cost a step as well. Thus, when building the whitelistfrom top down
from the MPI_Win_allocate, *buf[0] is marked correctly. However when marking
the parameter x in function i and checking the generators for aliasing, only *buf[0]
is marked dirty as the depth limiting prohibits continuing on to buf. Therefore,
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Listing 4.3: MPI RMA data race, undetectable with extended whitelist optimization
applied

1 int main() {
2 MPI_Comm_rank (&rank);
3 int* buf;
4 int* test = malloc(sizeof(int )*2);
5 MPI_Win win;
6 MPI_Win_allocate (&buf , &win);
7 MPI_Win_fence(win);
8 if (rank == 0) {
9 f(*buf [0]);

10 } else {
11 printf (*buf [0]);
12 }
13 MPI_Win_fence(win);
14 }
15
16 void f(x) { g(x); }
17 void g(x) { h(x); }
18 void h(x) { i(x); }
19 void i(x) { MPI_Put(x, win); }

while all values are contained in the whitelist, the type of buf is mistakenly not
marked as dirty.

Another issue is transformation of variables and pointer aliasing. During normal
whitelist generation, only the uses (as well as trivial aliasing and getelementptr
pointers) are traversed. However, operations on the pointer variable in the IR could
transform it, where only the transformed version is used for mixed purposes, mark-
ing it as dirty. For the extended whitelist to work both the original as well as the
transformed version must be marked. Recurring function calls could allow the ’later’
transformed variable to be used during the ’earlier’ parts of the IR, causing data
races. This makes marking both the original and the derived version as dirty im-
portant, to not allow ThreadSanitizer to skip instrumentation of one or the other.
A naive way to fix this is to also mark generators of a value during workqueue
generation. This would however mark almost all values, defeating the point of the
optimization. It can be improved though: Instead of marking all generators, only
’mark’ those that are already in the resulting whitelist, and do not allow new values
to be added to the result whitelist from this value on. This causes the algorithm
to still consider generators when setting the types, but no longer leads to the high
amount of instrumented values. As this was unnecessary on the codes tested, it was
left out of the final implementation. Instead a manual searching of value generators
was sufficient, more specifically the instrumentation of pointer to pointer loads (see
Section 4.1) solved this issue on all test cases checked.

Determining the remote access type of the entire codebase is done by utilizing the
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Figure 4.4.: Decision Tree of ThreadSanitizers instrumentation filtering using the
extended whitelist.

fact that this approach is extending the already presented module analysis, and with
it also inherits the monolithic IR file created by the modified compilation pipeline.
The analysis defines two flags representing the remote exclusive read and remote
exclusive write respectively. Then, these are set if the conflicting functions are not
declared in the IR. Using them would require them to be linked, which can only
happen when they were declared, allowing this approach to work. If both are not
set it indicates the mixed remote access scenario. These two flags are added to the
result, which previously was only the whitelist.

ThreadSanitizer can now inspect each value type as well as the remote access type
of the codebase. Using this information, it can now skip the load accesses of the
respective value type depending on the remote access type as described in Section 3.3
in addition to skipping values not present in the whitelist at all. Figure 4.4 provides
an overview of the logic used when deciding to instrument or skip instrumentation
of instructions during the ThreadSanitizer compile time pass, replacing the filter
shown in Figure 4.1.
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While the theoretical impact on both classification quality and potential speedup was
already discussed, the actual effect has yet to be determined. Thus, this chapter
deals with the results observed on a multitude of test cases measuring both the
speedup and detection accuracy when applying the static optimization analyses
presented in Chapters 3 and 4.

Section 5.1 provides an overview of the testing environment as well as notes on the
reproducibility of the results presented in the subsequent sections. Classification
quality is discussed in Section 5.2 with a focus on possible false negatives. Section
5.3 presents the speedup measured on select MPI RMA benchmarks using each
optimization approach as well as the scaling behavior for different rank counts.
Finally, Section 5.4 provides an overview of the results obtained, and discusses the
speed and accuracy tradeoff when utilizing each optimization approach.

5.1. Experiment Setup

Both the classification quality and overhead study measurements were taken using
the JUBE [11] benchmarking environment. JUBE generates workpackages for every
step of the compilation and execution process, for each test case configuration. The
results are reliable, in that each step is performed in exactly the same way when
repeated, given that the JUBE benchmark script was not changed in that time.
The scripts used for both the classification quality and overhead benchmarks are
provided as part of this thesis.

While the steps are guaranteed to be reproducible using the benchmarking envi-
ronment used, different systems may still execute each step differently. This may
be caused by different compilers used, C libraries, MPI implementations or other
possible variations in an end user system compared to the testing system used for
development. In order to mitigate these differences, a Docker container is used to
run the classification quality benchmark, though built and run using Podman. This
provides reproducible environments for the classification quality benchmark to run
by fixing all package versions as well as providing a sandbox from the host system,
mitigating possible influence thereof on the test results. The container used for
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this thesis is built on an Ubuntu 22.04 system utilizing LLVM 13 for the bootstrap
compiler1 and MPICH as the MPI implementation.

For the overhead study a high performance system is needed, and such a container
may be detrimental. Additionally, HPC systems usually work on a module system,
allowing for reproducibility even without the use of containers by loading the version-
locked modules before running JUBE. The performance evaluation was therefore run
directly on the HPC system, without using a container sandbox. Simulations were
performed with computing resources granted by RWTH Aachen University under
project thes1341. The system used is the RWTH CLAIX-2018 cluster [18], using
LLVM 13 as the bootstrap compiler and Intel MPI as the MPI implementation.
The overhead study was run on the Rocky Linux 8 portion of the cluster. Each
node of the cluster utilizes two Intel Xeon Platinum 8160 CPUs with 24 cores each,
and the cluster has ≈1250 nodes in total connected using Intel Omni-Path. For the
purposes of the overhead evaluation a maximum of 8 nodes will be used per test
case. MUST execution fully utilizes each node, meaning 24 application and 24 tool
processes running on each node. For non-MUST execution only the 24 application
processes are used, leaving the other spots vacant.

5.2. Effect on Classification Quality

As mentioned in Chapter 1, static analysis tools often have low detection accuracy.
While improving performance is the main goal of this thesis, it is important to
make sure this does not come at the cost of the MUST detection accuracy. If the
accuracy of the dynamic tool is affected significantly, there is no longer a need to
use a dynamic tool. After all, in the general case a purely static tool will run much
faster than any dynamic tool, even with a multitude of optimizations applied. The
goal of this thesis is to preserve the accuracy gain of a dynamic tool, and enhance
its runtime performance. Thus, in the following the effect on classification quality
is measured with regard to the optimization implementations.

The test cases on classification quality are separated into two classes: single-file,
where a single C source file is compiled, and multi-file, where compilation consists
of at least two C source files. This is due to the different compilation approach used
for each (see Section 4.2). In total, 3 multi-file and 93 single file test cases were
evaluated for a sum of 96. Many of the single file test cases were sourced from the
MPI Bugs Initiative [9] as well as the existing MUST [16] test suite (Prefix EXTERN_
in repository). In addition to these, 11 single file and all multi-file test cases are new,
written explicitly to test the analysis presented. Of all test cases, 34 are negative
test cases exhibiting no data races, and 61 are positive containing at least one data

1This compiler is only used to compile MUST and the modified LLVM repository containing the
optimization analysis implementation. All test cases are compiled using the modified LLVM
suite.
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race. All but 18 test cases run on two ranks, the other on 3. The test cases were run
on all possible configurations of the static optimization analysis in order to make
sure all accuracy regressions are detected. These configurations are:

1. Immediate race detection. All values instrumented (Base case).

2. Immediate race detection. Whitelist is used.

3. Immediate race detection. Extended Whitelist with type utilization is used.

4. Delayed race detection. All values instrumented.

5. Delayed race detection. Whitelist is used.

6. Delayed race detection. Extended Whitelist with type utilization is used.

This produces 6 configurations per test case.

Initially, running the test suite revealed one regression caused by a programming
error when detecting remote access types. After fixing this no other regressions
were detected. Some external test cases however still failed, but were deemed to
be unrelated to the optimization analysis. 2 test cases were expected to fail for
MUST without the optimization applied already, and are therefore not regressions.
Finally, 7 test cases failed unexpectedly as false negatives. However, rerunning them
allowed MUST to detect these issues without a problem. As the static analysis
produces consistent results given the same code, we conclude that these failures
cannot have been caused by it. Thus, after fixing the aforementioned issue, there
were no regressions in external test cases.

While the static analysis caused no issues with the external test cases, some internal
test cases failed due to the static analysis applied at compile time. Of the 10 single
file test cases, 4 failed due to false negatives. Each of these was explicitly constructed
to break due to the whitelist or extended whitelist optimization. The first of these
is test_expfailwhitelist_nok which causes issues due to deeply nesting a reading
access in multiple function calls (analogous to Listing 4.2). To reach the conflicting
reading access a higher maximum depth value is required, and, setting a higher does
indeed fix this test cases. The second is test_expfailwhitelistext_nok, which
fails due to a similar but not the same issue (analogous to Listing 4.3). While
all relevant values and instructions are instrumented, their type information is not
propagated fully. This causes some values to not be marked dirty while they should
be, causing missing instrumentation of the load accesses. Again, setting a higher
depth value may fix this issue.

Another expected failure is test_expfailparam_nok, caused by pointer aliasing and
function parameters. While interprocedural support is present, this breaks down
if pointer aliasing is created at the same time. Consider a function of the form
f(int** x, int** y) = { *y = *x }, as is the function aliasgenerator in
Listing 5.1. If this function is called at any point with the first parameter being a
whitelisted value, though the function body is instrumented, the parameter value y
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Listing 5.1: MPI RMA data race, undetectable due to missing backpropagation of
function parameter aliases.

1 int main() {
2 MPI_Comm_rank (&rank);
3 int* buf;
4 int* aliasbuf;
5 int* test = malloc(sizeof(int )*2);
6 MPI_Win win;
7 MPI_Win_allocate (&buf , &win);
8 aliasgenerator (&buf , &aliasbuf );
9 MPI_Win_fence(win);

10 if (rank == 0) {
11 MPI_Put (*buf[0], win);
12 } else {
13 printf (* aliasbuf [0]);
14 }
15 MPI_Win_fence(win);
16 }
17
18 void aliasgenerator(int** x, int** y) {
19 *y = *x;
20 }

is not within the call origin. Any writing or reading access on y may therefore lead
to undetectable data races. Listing 5.1 has two variables buf and aliasbuf, which
are set to the same value in the aliasgenerator function. As this is not recognized
in the calling function, the printf call remains uninstrumented. In theory, this
may be fixed by backpropagating possible aliasing to the calling function. This
can be done by adding a ’origin’ marker to parameter values, which stores a list
of places the function f is called from with a relevant parameter. Then, should
another parameter be marked, it is also marked for every origin function in the list.
This is however currently not implemented and considered future work. The final
expected false negative is caused by function pointers. While most code relies on
calling functions directly, some utilize function pointers which may be any function
with a fitting signature. As the possible values for a function pointer are not known
prior to runtime, this is an inherent limitation of the approach used, and cannot be
fixed easily. However, it can be mitigated: On the assumption that the modified
compilation process is used, all possible functions called are known. Then, all defined
function’s signatures are compared to the signature used for the function pointer.
All that fit are then instrumented according to the normal whitelist workqueue
generation. The implementation of this mitigation is considered future work.

All multi-file test cases ran without issue when the optimization is applied. However,
when running without any optimizations applied, the data races are not recognized.
This is easily explained by the modified compilation process used (see Figure 4.3).
Normally ThreadSanitizer applies the sanitize_thread attribute to every function,
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but this only happens when the input file is not yet in IR form. As with this
modified process ThreadSanitizer is only applied afterward, this attribute is missing
and ThreadSanitizer does not instrument the functions2. The optimization analysis
pass manually adds this attribute and any multi-file test case configuration utilizing
it detects data races correctly.

In general, we conclude that the whitelist and extended whitelist optimization do
cause accuracy regressions, namely false negatives. We were unable to create a test
case that fails due to the delayed race detection, even though in theory there should
be no failures caused by it. After all, the race detection is only delayed until the
first possible race, not later. Both in theory and in practice no false positives could
or were caused by the analysis pass. Additionally, all false negatives caused were in
artificial test cases created explicitly to cause false negatives. The limitation caused
by the missing propagation of function parameters is however a significant drawback
to the whitelist approach, and must be kept in mind when using it.

5.3. Overhead Study

The overhead was measured on separate test cases from those used during clas-
sification quality evaluation, as those test cases are not computationally intensive
enough for worthwhile performance measurements. Instead, four separate test cases
were measured: A standard matrix stencil, which performs a 5-point stencil oper-
ation on a square matrix using RMA to handle the halo exchange, and transpose
code, which utilizes RMA to perform a blockwise transpose operation per process,
from the Parallel Research Kernels repository [19]. Additionally the performance of
miniMD [3], a molecular dynamics simulator, as well as miniVite [5], a graph com-
munity detector, is measured. miniMD, though not native RMA code, was adapted
to utilize RMA instead of standard two-sided communication. miniVite has built-
in support for RMA communication: There is an MPI_Accumulate and MPI_Put
version; the MPI_Put version was chosen for the performance measurements. All
performance test cases do not contain data races. The test cases were run with and
without MUST for each of the 6 configurations used when measuring the classifica-
tion quality. Additionally the code was run without any instrumentation as a base
measurement, for a total of 13 tested configurations. Finally, to mitigate possible
outliers all configurations were run five times, and the execution times presented are
the average of these runs.

All performance test cases were run on 2, 4 and 8 nodes for a total of 48, 96 and 192
application ranks respectively. The MUST processes will not be counted throughout
this evaluation. The stencil kernel ran on a 20000x20000 matrix for 1000 iterations,

2Apart from the preamble mentioned in Section 4.2

37



5. Evaluation

and the transpose kernel ran on a 15360x15360 matrix3 for 500 iterations. miniMD
was given the default supplied input file in.lj.miniMD, and simulated 8000 time
steps. The exact data is irrelevant, as the only relevant result is the time taken for
execution. Finally, miniVite was given a road network4 of the USA for analysis.

All test cases developed some form of speedup compared to normal MUST or
ThreadSanitizer execution, with minimal error across all tests. This can be seen
on the improved slowdown in Figures 5.1 through 5.4. Here, the must and tsan
prefix denote whether or not MUST was run in addition to ThreadSanitizer instru-
mentation, and the _std and _opt suffixes indicate standard or optimized execu-
tion respectively. The stencil kernel especially had significant speedup, reaching
extremely close to the reference baseline measurements (see Figure 5.1). Though
initially unreasonable, inspecting the resulting IR did show that relevant memory
locations were instrumented correctly, and data races could still be detected when
injected. The reason for the speedup is a difference in programming paradigm com-
pared to the other test cases, in that the stencil kernel has separate communication
and computation phases. Especially important is that the computation phase does
not have remote access, and is thus not instrumented by the whitelist approach.
And while the communication phase is instrumented, it is computationally insignif-
icant. Therefore, stencil is a best case scenario for the whitelist approach, where the
hotspot of the code is irrelevant to race detection.

In contrast, Figure 5.4 shows that miniVite had a significantly worse, though still
measureable, speedup. The optimizations only speed up the code by about 25%,
nowhere near the 4x achieved in the stencil test case. This is expected due to the
high communication overhead of miniVite, as well as many exposed buffers being
used during computation; it is the opposite result of the stencil code representing a
code with relatively unsuitable conditions for a whitelist speedup.

Both transpose (Figure 5.2) and miniMD (Figure 5.3) reduced slowdown by around
a factor of 0.6x to 0.5x, meaning a speedup of up to 2x. These seem to be rep-
resentative measurements for an average run of optimized code in contrast to the
outliers mentioned earlier. The slowdown increases with the amount of ranks for the
transpose kernel, indicating that the instrumentation of the communication buffers
is not insignificant as it was in the stencil code. This does not seem to be the case
for miniVite. However, the miniVite execution finishes a lot earlier than the trans-
pose kernel. It is likely that the constant overhead portion of miniVite becomes
significant at higher core counts, leading to the appearance of stagnant slowdown.

The whitelist approach worked in these test cases by far the best, offering an average
speedup of ≈2x (see Figure 5.5), with some outliers such as stencil performing
extremely well, and miniVite in which it performed worse. The stencil case is easy

3The matrix size here is largely decided by the code requiring the matrix order to be divisible by
the number of ranks.

4road-road-usa sourced from [13]
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Figure 5.1.: Stencil Kernel performance results.
Left: Absolute runtime. Right: Slowdown for each scenario.
The standard deviation is used as the error.

48 96 192
Ranks

0

100

200

300

400

500

600

700

Ru
nt

im
e 

Av
er

ag
e 

(s
)

transpose_ok absolute runtime per rank

48 96 192
Ranks

0

2

4

6

8

Sl
ow

do
wn

 fa
ct

or

transpose_ok slowdown per rank

Figure 5.2.: Transpose Kernel performance results.
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Figure 5.3.: miniMD performance results.
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Figure 5.4.: miniVite performance results.
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Figure 5.5.: Slowdown per optimization method for each test case. All runs here
without MUST.

to explain; due to the mentioned clear separation of compute and communicate
phases the whitelist works at peak effectiveness. Transpose and miniMD represent
the average speedup gain possible with the whitelist approach. Both perform local
computation and afterwards sync their changes, though not as cleanly separated as
stencil. miniVite however has a high communication overhead. The possible gains
for omitting some local ThreadSanitizer instrumentation is thus lower than possible
on other performance test cases.

While the delayed race detection did not perform well in the graphs presented, it is
not useless; the graphs are measured on kernel time only. The delayed race detection
performs best on code with high setup costs. With all test cases omitting the setup
phase on time measurement it is no suprise that the speedup gain is not present.
However, when measuring the entire program lifetime it is clear that only miniVite
showed a clear benefit from the use of delayed race detection: It reduced slowdown
from around 3.6x to 3.3x. This is unsuprising as, compared to the other test cases,
miniVite does not run on simulated data but instead real data read in during the
programs setup phase prior to kernel execution. Reading a ≈1GB file is not easily
done with ThreadSanitizer weighing down on every memory access, and thus the
delayed race detection can provide a speedup. As this is still not a dominant part
of execution, it still cannot reach the speedup gain from the whitelist.
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The remote access type utilization was ineffective. The stencil hotspot is already
largely uninstrumented by the base whitelist, and additional filtering would only
provide marginal improvements in any case. While transpose is remote write only,
the local RMA buffers are written to often, rendering the filtering ineffective. min-
iMD is remote exclusive read, allowing skipping of window read instrumentation.
However, only an insignificant portion of the whitelist were window reads, meaning
no speedup gain. Additionally, the code hotspot is mixed with the RMA communi-
cation, causing the instrumentation that was present to be significant. miniVite is
remote exclusive write, and local RMA buffer reads do not have to be instrumented.
Here the opposite from miniMD is the case, in that most whitelist entries are window
buffers. Thus, there again is no speedup gained from this approach5.

While combining all approaches is the most consistent way of getting the best pos-
sible speedup, sometimes they also slow down execution (Figure 5.5) The whitelist
approach for example may lead to unwanted side effects in the ThreadSanitizer
runtime; it can move shadow memory writes closer to the hotspot of the program,
causing slowdown in critical areas. This can happen if the first instrumented write
to a memory region happens inside the code kernel, as the initialization phase may
not be whitelisted. Early versions of the delayed race detection actually consistently
slowed down execution due to side effects. Now some slowdown is still present due
to access of the atomic race detection enablement flag. Thus, achieving the best
optimization is program-dependent and, in the case of the delayed race detection,
very input-dependent.

5.4. Discussion

The results obtained in Section 5.2 made clear that some classification quality loss
is encountered when using some of the presented optimizations: The whitelist and
extended whitelist optimization introduce new limitations on the detection capabil-
ity of the MUST-RMA race detector. With the delayed race detection approach
unaffected, it provides an easy to understand and use improvement over current
methods, but not particularly effective on code with insignificant setup costs. Even
then, with no accuracy loss there is no downside to utilizing this optimization ap-
proach. Though some code is slowed down by the additional synchronization of the
runtime flag, it has been measured to be insignificant. The possible speedup gain
on code with high setup costs, such as the measured miniVite, may more often than
not be worth the tradeoff. It is important to note that the performance test cases
really are just test cases, and real word applications especially for HPC workloads
will require great amounts of data to compute. On longer running codes the race
detection may also be toggled on and off when the last open window is freed for

5More specifically, the speed differences are well within the error margin.
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additional speed gain, though, as mentioned in Chapter 4.3, this is currently not
implemented (though the interface calls were added for any external tools to use).

Should more speed be required, or the program is unsuitable for the delayed race
detection, the whitelist approach can be used. For codes programmed with separate
communication and work cycles, the whitelist approach is especially useful, providing
significantly faster execution times. As it is fully static and does not rely on the
ThreadSanitizer runtime the results are also very predictable. Additionally, for
long-running codes or when debugging a data race only occurring very late into the
program lifetime, the whitelist approach allows for higher than standard debugging
performance whereas the delayed detection becomes ineffective as soon as one MPI
window is created. Additionally, this approach may also be extended in the future:
Currently, the whitelist saves only the memory pointers possibly containing an RMA
buffer, and any access to these pointers is instrumented and inspected. However,
some codes may overallocate their RMA buffers, exposing more memory than is
actually accessed. It may be fruitful to save a possible memory range for each
pointer in the whitelist, where only this range can be remotely accessed. Local
accesses outside this range can the be skipped. Due to difficulty with evaluating
these ranges, this extension to the whitelist approach is considered future work.

The extended whitelist approach, while functional, is not worthwhile on the codes
tested. With no improved runtime but decreased detection accuracy there is cur-
rently no use for this optimization. As all test cases qualify for one of the read or
write only remote access type, and this optimization did not improve runtime mea-
sureably in any, it is doubtful that many if any codes exist where this optimization
could prove useful.

While the detection accuracy is affected when using the whitelist or extended whitelist
approach, the accuracy loss is minimal. None of the existing accuracy test cases
caught an error in the data race detector with any combination of optimizations ap-
plied. Only manually writing test cases to exploit the limitations of these approaches
lead to false negatives. Additionally, the limitations regarding function pointers and
function parameter backpropagation may be adressed as future work. Especially
important is the lack of false positives; we were unable to create a scenario where
any of the optimization methods presented caused a false positive.
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6. Conclusion

MPI RMA provides one-sided communication in contrast to the standard two-sided
calls of the MPI specification. Though experiments with RMA show promise of
performance improvements compared to two-sided communication, incorrect usage
may easily lead to data races. Dynamic analysis tools may help, but come at the
cost of significant slowdown. Static tools are cheap to use, but are very inaccurate
in comparison.

To mitigate this dilemma, this thesis presents three different optimization techniques
to speed up the execution of dynamic analysis tools. The first is the basic whitelist,
which tries to exclude irrelevant memory accesses from being inspected by the race
detector, saving on computation time. The delayed race detection cuts off most of
the initialization time of the code from being inspected by the race detector, allowing
the dynamic analysis to only start up once a data race may actually happen. Finally,
static analysis may be used in order to determine specific code properties such as
the remote access type defined in Section 3.3. This allows for an extension of the
whitelist approach, which can work to filter some entries of the whitelist and prevent
their instrumentation.

The effects of the static analysis optimizations were evaluated using MUST-RMA,
a dynamic race detector for MPI RMA. As MUST-RMA utilizes ThreadSanitizer
to perform all local instrumentation, and this being a significant contributor to
the slowdown caused when running MUST-RMA, all of the optimizations focus on
speeding up this part of the execution process. Thus, they were implemented as
compile time passes in the LLVM framework to be able to directly influence the
ThreadSanitizer instrumentation and runtime. The choice of the LLVM framework
as the implementation basis also provides much flexibility, with all optimizations
supporting both C and C++ code including the preservation of interprocedural
support as well as the race detection across translation units.

Using these implementations on the performance test case suite created as part of
this thesis resulted in halving the slowdown caused by the ThreadSanitizer instru-
mentation. In the best case, slowdown was reduced from 4x to 1x, making the
instrumentation slowdown negligible, while in the worst case slowdown was only
reduced from 3.75x to 2.75x. Dissecting the results by optimization method shows
that the bulk of the speedup is caused by the whitelist approach; the minimized
ThreadSanitizer instrumentation is much faster compared to the default of instru-
menting any and all accesses to memory. The delayed race detection did not fare
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as well, but on one specific test case it did reduce slowdown by 0.3x. While not
as fast as the runtime with the whitelist approach, it does show that on code with
high setup costs, such as in this case reading a large file prior to computation, there
are speed gains to be had using the delayed race detection. Finally, the extended
whitelist did not allow for any speedups on the test cases used. Though all four test
cases qualify for an optimizable remote access type, the lacking performance benefit
shows that this optimization method does not provide a use at this time.

The high speedup gain does, in certain cases, come at the cost of classification
quality. While the delayed race detection preserves the detection accuracy of the
original tool fully, the same cannot be said for the whitelist-based approaches. Both
may lead to false negatives, with the most significant reason being the depth limiting
used when iteratively generating the whitelist. The depth limiting is also the cause
for the extended whitelist performing worse in classification quality than the basic
one, as deciding the RMA buffer types in the whitelist requires a higher depth limit
than just using the whitelist without filtering. Other than that there are also some
issues with pointer aliasing in function parameters, as well as lacking support for
function pointers. In all cases it is however important to note that these issues
only occured in highly artificial test cases written explicitly to show the limitations
of these approaches, with all externally written test cases unaffected. Thus, while
accuracy loss is present, in practice it is thought of to be minimal.

In conclusion, the optimization methods presented may well be used in practice.
Their implementation is also general enough to be extended to other programming
languages such as Fortran in the future, making the current implementation a basis
for possible extensions. The Fortran extension especially only requires adaptation to
a different call structure in the LLVM IR, as well as adding the different MPI RMA
calls to the list of relevant functions (see Table 3.1). The lack of false positives with
any optimization method, combined with the average 2x performance boost allows
for more rapid prototyping of bugged code. Faulty programs can be debugged with
optimizations applied at first, and, in case the issues were not detected, the code
can be checked without their use. Without false positives, should an error already
be detected with the optimized version, there is no need to run the code without
race detection optimization applied. The limitations regarding classification quality
using function parameter aliasing and function pointers may also be adressed, with
some theoretical solutions already presented in Section 5.2. Finally, the accuracy
loss only occurs on the whitelist-based approaches, which means the delayed race
detection can be enabled any time RMA data race detection is done.
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A. Appendix

All test cases as well as the runtimes of all performance tests are available at [12]
(Publication RWTH-2023-02710), including the tools and scripts required to repro-
duce these results. Test cases are at tests/single_file, tests/multi_file and
tests/perf_tests in the archive, with their results in tests/eval_data. This folder
also includes the Python script used to generate the graphs used in this thesis.

The JUBE benchmarking environment is required for running the tests cases. Should
installing JUBE not be an option, a Docker file building all required programs is
supplied as well. Using a Docker image is recommended for ensuring compatibility.
This ensures correct compiler and MPI versions. When not using the Docker image,
note that OpenMPI especially may cause issues with MUST-RMA.

To reproduce the results presented, first the custom LLVM installation and MUST
have to be set up. This is automated in the Docker file. The custom LLVM in-
stallation is present in LLVMPass/llvm-newpass in the thesis archive, and can be
built the same as a normal LLVM installation. However, the build folder is required
to be at LLVMPass/llvm-newpass/build for the scripts to work correctly. After
building LLVM, MUST is built using the supplied build_must.sh script present in
LLVMPass/.

The JUBE scripts can be run with run_tests.sh and run_tests_hpc.sh depending
on whether the scripts are being run on a local machine or HPC system respectively.
Only the CLAIX-18 cluster was tested for the HPC script, and it is the only sup-
ported platform for it. After finishing the scripts will print the result table as given
from JUBE; for the correctness benchmark all configurations and number of errors
reported, and for the performance benchmark the runtime average and standard
deviation. The working directory for these benchmarks, including the resulting out-
put, is at tests/jube_correctness_out and tests/jube_performance_out for the
correctness and performance benchmarks each.
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