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Abstract Safeguards by the International Atomic Energy Agency (IAEA) play
a pivotal role in preventing the proliferation of nuclear weapons. Over the years, the
IAEA’s safeguards system has adapted to technological advancements and changing
political landscapes, making it more resilient and flexible. This adaption is not only
the result of programmes aiming at preparing and foreseeing future challenges in
the nuclear field but also the result of several crises that have occurred over the last
decades, including attempts to break non-proliferation commitments and limited
access to facilities. The aim of this article is to explore what could be done in an
event of unavoidable crises, with a focus on interim nuclear storage facilities where
the continuity of knowledge is broken, and a quick and relatively reliable response
is needed. We conducted a scenario-based workshop with multidisciplinary experts
with different backgrounds working in the area of peace and conflict research. The
workshop simulated three scenarios: (1) a terrorist occupation, (2) a flood, and (3)
a mismatch of information following a coup d’état. This workshop revealed insights
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into crisis management strategies, data sampling, and the relevance of formal and
informal interpersonal networks.

Keywords Nuclear interim storage facilities · Nuclear safeguards · International
Atomic Energy Agency—IAEA · Simulations · Spent nuclear fuel

Nukleare Safeguards in Krisensituationen: drei Szenarien unter
eingeschränktem Zugang zu nuklearen Zwischenlagern

Zusammenfassung Die Safeguards der Internationale Atomenergie-Organisation
(IAEO) spielen eine zentrale Rolle bei der Verhinderung der Verbreitung von Kern-
waffen. Im Laufe der Jahre hat sich das Safeguards-System der IAEO an den tech-
nologischen Fortschritt und die sich verändernde politische Landschaft angepasst,
wodurch es widerstandsfähiger und flexibler geworden ist. Diese Anpassung ist nicht
nur das Ergebnis von Programmen, die darauf abzielen, künftige Herausforderun-
gen im Nuklearbereich vorzubereiten und vorherzusehen, sondern auch das Ergebnis
mehrerer Krisen, die in den letzten Jahrzehnten aufgetreten sind, darunter Versuche,
Nichtverbreitungsverpflichtungen zu brechen und den Zugang zu Anlagen zu be-
schränken. In diesem Artikel soll untersucht werden, was im Falle unvermeidlicher
Krisen getan werden könnte, wobei der Schwerpunkt auf nuklearen Zwischenla-
gern liegt, bei denen die Kontinuität des Wissens unterbrochen ist und eine schnelle
und relativ zuverlässige Reaktion erforderlich ist. Wir haben einen szenariobasierten
Workshop mit im Bereich der Friedens- und Konfliktforschung tätigen Expert:Innen
unterschiedlicher disziplinärer Hintergründe durchgeführt. Der Workshop simulierte
drei Szenarien: (1) eine terroristische Besetzung, (2) eine Überschwemmung und (3)
ein Informationsdefizit nach einem Staatsstreich. Der Workshop brachte Erkenntnis-
se über Krisenmanagementstrategien, Datenerfassung und die Bedeutung formeller
und informeller zwischenmenschlicher Netzwerke.

Schlüsselwörter Nukleare Zwischenlager · Nukleare Safeguards · Internationale
Atomenergie-Organisation – IAEO · Simulationen · Abgebrannter Kernbrennstoff

Safeguards are a crucial pillar in ensuring effective non-proliferation—that is, efforts
to prevent the spread of nuclear weapons to new countries. They comprise a set of
technical measures applied to nuclear facilities1, such as nuclear power plants and
nuclear interim storage facilities, to ensure that relevant fissile material (e.g., uranium
and plutonium) is not diverted for non-peaceful purposes. The central organisation
conducting nuclear safeguards is the International Atomic Energy Agency (IAEA;
henceforth, “the Agency”), created in 1957 with the “dual mandate” to promote the

1 According to the IAEA Glossary, a nuclear facility is the structure involved in “all sources of ionising
radiation, all radioactive waste management activities, transport of radioactive material and any other prac-
tice or circumstances in which people may be subject to exposure to radiation from naturally occurring or
artificial sources” (IAEA 2018, p. 93).
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peaceful application of nuclear energy (Roehrlich 2022) and to ensure that states are
“living up to [their] international commitments not to use nuclear programmes for
nuclear-weapon purposes” (IAEA 2014). Over its almost seventy years of existence,
the IAEA’s safeguards system has been applied to countries around the world, and
in that process, it has shown flexibility in incorporating technological changes and
adjusting to changes in the political landscape (Ikonomou 2021; Weichselbraun
2020; Rockwood 2013; Seaborg and Loeb 1993).

The first models of nuclear inspections were developed “from scratch” in
1961 (Grümm 1987, p. 29), covering specific items and reactor types (up to 100
megawatts). Over the 1960s and 1970s, the scope of safeguards expanded from
items to facilities. The first modern document to inform safeguards agreements
was INFCIRC/153 (corrected) of 1972, which guides “comprehensive safeguards
agreements” and defines a standard minimum procedure for all IAEA member states
(ISCN 2016; Rockwood 2013). With the discovery of a clandestine nuclear weapon
programme in Iraq in 1991 and North Korea in 1993, the Agency redefined its
procedures for verification, and the Board of Governors (the political and decision-
making body of the Agency) approved the so-called “Model Additional Protocol”,
under which States must inform the Agency about all parts of its nuclear fuel
cycle, including mining, processing and waste management (Cooley 2020; Pilat
2021; Rosenthal and Stern 2019). The IAEA is also provided with short-notice
access to all buildings on a site and may request additional information on relevant
development activities. In addition to continuous adaptation in areas such as digital
image transmission or unattended verification systems (Pellaud 1991) for the imple-
mentation of safeguards, there is a need to be able to address future challenges and
improve preparedness for the unavoidable. For that, the Agency created dialogue
formats with Member States, academia, industry, and other relevant stakeholders.
An example of such efforts is the IAEA Safeguards Symposium, which occurs every
four years.2

However, there is always an open space for unavoidable critical events, and
specific methods are needed to explore the room for manoeuvring. This article
contributes to those efforts by shedding light on possible crisis situations. To study
how the IAEA can perform safeguards activities for a facility impacted by a crisis,
we focused on interim storage facilities for spent fuel and high-level radioactive
waste (henceforth nuclear interim storage facilities). They represent an increasingly
important type of nuclear facility, as they will also remain under safeguards in
countries that have or had nuclear reactors at some point in their history. This article
uses a scenario-based workshop to examine how the Agency can act in unavoidable
crises3 that affect interim nuclear storage facilities where on-site inspections are
impossible, breaking the continuity of knowledge and requiring a fast and relatively
reliable response. It contributes, therefore, to the current debates both around the

2 More information can be found under https://www.iaea.org/topics/assistance-for-states/safeguards-
symposium. Accessed on 05 February 2024.
3 “Unavoidable crises” denote disruptive events that cannot be prevented, despite efforts to mitigate or
avoid them. Unavoidable crises could be foreseen, and efforts could be made to prepare for them, should
they happen.
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resilience of nuclear safeguards and crisis management. The debates are multifaceted
and include discussions on how to adapt to technological advances and political
changes (Ahn et al. 2017; Kumar 2023; Roth et al. 2024). Our paper examines how
the Agency can possibly operate effectively in scenarios where knowledge continuity
is disrupted, requiring rapid and reliable responses. The crisis scenarios include (1)
a terrorist occupation of a nuclear storage facility, (2) a flood, and (3) a mismatch
of information after a coup d’état.

This article is divided into three parts. In the first part, we briefly describe IAEA
inspections in interim storage facilities, with their specificities. In the second part,
we briefly define the general setting of our workshop exercises, justify decisions, and
define the structure we applied to the simulation settings. The third part discusses
the results and conclusions of the workshop, which are further summarised and
organised in the conclusion. We also describe the main “takeaways” and conclusions
of the workshop in Table 2 in the third part of this article. These conclusions may
serve as food for thought for the Agency to effectively respond to crisis scenarios.

1 IAEA inspections in interim storage facilities

Nuclear storage facilities play a crucial role in the nuclear fuel cycle. With the
increased global focus on nuclear energy to reduce carbon emissions and the almost
complete absence of geological repositories to permanently store high-level waste in
the foreseeable future, these facilities will continue to be safeguards-relevant. Spent
fuel is bound to remain in nuclear interim storage facilities for decades to come,
even in States that have made commitments to phase out nuclear energy until its
final disposal in a geological repository. More specifically, these storage facilities
contain closed and sealed casks, often more than six meters high, loaded with spent
fuel elements and high-level radioactive waste (e.g., CASTOR® type or similar).
The elements are first removed from the reactor core and then cooled in a spent
fuel pond for approximately 5 years. Thereafter, they are loaded underwater into
a storage cask. Once loading is completed, the spent fuel cask is lifted out of the
water and dried until a certain drying criterion is reached. The loaded cask will then
be closed, sealed, and transported from the reactor to the storage facility (Aymanns
et al. 2017).

Most nuclear interim storage facilities are outdoor buildings surrounded by fences
and a protection area. The relocation of casks to nuclear storage facilities can be
a challenging endeavour, especially when the storage area is near full capacity.
The design and size of the casks usually complicate easy or frequent movement
in the facility. Space limitations may also prevent the straightforward movement of
casks, potentially necessitating the shifting of all casks located in front of the target
cask. Interim storage facilities are access-controlled according to on-site safety and
security requirements so that only certain personnel and vehicles can enter the
facility. Accredited IAEA inspectors need access authorisation for the controlled
area, which is given by the country’s regulatory authority (IAEA 2020).

Safeguard measures within interim nuclear storage facilities serve to enable the
IAEA to detect unauthorised diversion of nuclear materials and thereby act as a de-
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terrent against such actions (Fischer et al. 2022; Rauf 2016). The storage hall with
the spent fuel casks is constantly monitored by surveillance cameras, which save
the data to local storage and/or send the data to the responsible national or regional
safeguards authority, who then submits these data to the IAEA headquarters (Ay-
manns et al. 2017). The casks are closed with passive or (less frequently) active seals
that indicate whether a cask has been opened. The facility operators keep records of
the inventory and associated changes, which are shared with national (or regional)
regulators such as Euratom or national nuclear energy authorities. IAEA inspectors
visit such facilities on a regular basis to carry out inspections. They verify a certain
number of seals, some of which are replaced, depending on their type. Inspectors
also verify inventory reports, count and identify the casks in the storage hall, and,
if necessary, collect the storage data of the cameras. The activities performed in
the cask storage hall are also optimised to minimise the duration of stay due to the
radiation in the area.

2 The “Darmstadt simulation”: design and scenarios

To assess the three scenarios (1. a terrorist occupation, 2. a flood, 3. a mismatch of in-
formation), we conducted an in-person scenario-based workshop following a “world
café” format. The world café approach, as described mainly by Juanita Brown, is
a “technique [that] was developed specifically to facilitate knowledge exchange”
(Prewitt 2011, p. 189) in a group setting. In short cycles, participants engage in
a structured exchange of individual experiences and knowledge to find a shared
“collective and more valuable” (Prewitt 2011, p. 190) understanding or new ideas.
The participants are mixed in every round, meaning that they do not stay in a single
group but rather discuss in different compositions to gather a maximum of exchange
between the participants and their very own knowledge and experiences.

Following this described world café format, and with respect to the World Café
Foundation’s description of the methodology as well as its seven “World Café Design
Principles” (see The World Café Community Foundation (n.d. a, b)), we conducted
our workshop through structured synchronous discussion rounds with randomised
groups of peace and conflict experts from the natural and social sciences. Those
experts were drawn from participants at the conference Science—Peace—Security
’23 held between 20 and 22 September 2023 in Darmstadt, Germany (henceforth, we
call it the “Darmstadt Simulation”). Overall, our workshop had 18 participants, 10
of whom were women and 8 of whom were men. Most of those participants worked
as researchers at universities and think tanks in Europe, and all of them either had
or were pursuing a PhD. The exercise was instructed by an interdisciplinary team
of seven VeSPoTec researchers at the doctoral and post-doctoral levels.

Prior to the simulation, all participants were sent a booklet with general terms
and concepts associated with nuclear verification and inspections. On the simulation
day, they were first briefed with general information on what nuclear safeguards are
and how they are conducted in interim nuclear storage facilities. All participants
were instructed about their roles and expectations: they were to be part of an “ad
hoc interdisciplinary advisory group” charged with writing a report to the IAEA
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Director General with possible pathways the Agency could follow to overcome the
immediate lack of access to the storage facility. In that exercise, participants were
asked to think specifically about safeguards, that is, how to assess whether nuclear
material has been or could have been diverted from its peaceful purposes.

Under the “world café” methodology, each participant was then given a list with
a random order of scenarios they should follow for different discussion rounds
(e.g., round 1: flood; round 2: occupation; round 3: misinformation). We opt for
this participant-mixing procedure to reduce the influence of previous socialisation
effects among participants in the activity (to avoid situations of like-mindedness)
and to have a maximum of knowledge exchange, as described above. We briefed
all participants together on the details of all three scenarios, and then they were
divided into separate tables to discuss each scenario. They changed tables for every
discussion round (every twenty minutes), following the random pre-set order. In each
discussion round, participants were given a different question for discussion. The first
round focused on collecting safeguards data. Here, participants were asked (1) what
information and information sources the IAEA should consider for each scenario and
(2) which information would be most valuable to the Agency. Then, the participants
were asked to change tables, and a new set of questions was asked. The second
round was centred around interpreting the information and drawing conclusions.
Participants were asked (1) what information and sources of information were more
and less useful for verification purposes, (2) to rank the information and sources
gathered from the previous group, and (3) to determine what was missing from that
list. After a new change in groups, the third round addressed the safeguards regime,
and the participants were briefed on the discussions from the first two rounds and
asked what the IAEA could do to make the safeguards regime more resilient and
prepared for situations of unavoidable crises.

Fig. 1 Building Plan for an Interim Nuclear Storage Facility. Source: VeSPoTec, based on a chart by
BASE. Bundesamt für die Sicherheit der nuklearen Entsorgung (BASE): https://www.base.bund.de/DE/
themen/ne/zwischenlager/bauweise_zwl/bauweise-zwl_node.html (retrieved 9th February 2024)
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Audio recording was not feasible during the exercise. Nonetheless, multiple meth-
ods were employed to gather information. First, participants documented and struc-
tured their group’s scenario dialogue outcomes on posters, which were later col-
lected. In addition, multiple VeSPoTec representatives were designated notetakers for
each group. Finally, another VeSPoTec member was assigned to monitor the group
interactions, noting any unusual patterns or dynamics. Post-exercise, all collected
data were triangulated between all VeSPoTec members to obtain a comprehensive
picture of the discussion.

For the workshop, we defined a setting of a regular interim storage facility in
a non-nuclear-weapon State that is a member of the Nuclear Non-Proliferation Treaty
and that has a Comprehensive Safeguards Agreement with an Additional Protocol
with the IAEA in force. The fictitious facility contained 75 dry casks and had the
capacity to store 100. These casks contained spent fuel elements from a nuclear
reactor located close to the facility. We based our workshop on a storage facility
with a typical design (Aymanns et al. 2017), as illustrated in Fig. 1 below. This
figure was shared with participants in the “Darmstadt Simulation” and was used in
all three crisis scenarios.

We developed three scenarios of possible crises involving safeguards implemen-
tation in nuclear storage facilities: (1) a terrorist occupation of a nuclear storage
facility in the fictitious country of Plutopia, (2) a flood that harmed communications
in the fictious country of Northern Urania, and (3) a mismatch of information after
a coup d’état in the fictious country of Atomika. These cases were designed based
on general political trends and global shifts in international systems, as foreseen by
specialised literature (Kohler 2021; MOD 2018). These trends include the possible

Table 1 Key Aspects of Three Scenarios

1. Terrorist Occu-
pation

2. Flood 3. Misinformation

IAEA inspec-
tor’s access to
the facility

Not possible Not possible Not possible

Regulator’s
(state) access to
the facility

Not possible Restricted Possible (but the IAEA has no
contact with regulator)

Source of the
crisis

External occupa-
tion of facility

Environmental catas-
trophe

“Leak” of information or “misin-
formation” campaign

Nature of the
crisis

A hostile group
may have di-
verted nuclear
material

Restricted physical
and virtual access to
the facility and danger
of losing data (e.g.,
books)

Misleading or mismatching infor-
mation

Means to as-
sess compliance
(technology,
physical mate-
rial, etc.)

No access to tra-
ditional means
(on-site verifi-
cation or remote
access)

Restricted access to
means and possible
loss of sources for
future inspections

Official means of assessing in-
formation show evidence that is
contested by unofficial means.
There is no certainty to confirm
which means to rely on

Nature of the
risk

Diversion of
nuclear material

Loss of information
to assess peaceful
commitments

Diversion of nuclear material
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growing role of non-state actors in global politics, including those with non-peaceful
intentions such as terrorist organisations; the increased frequency of natural disas-
ters (such as floods) due to climate change; the possible resurgence of domestic
instability, particularly in “fragile” states; and the emergence of social media and
new technologies as key sources of social instability. It should also be noted that
our scenarios are limited to safeguards and do not address general nuclear safety
and security concerns.

These scenarios represent unavoidable situations that fall beyond the realm of
control, and they present challenges that make on-site inspections impossible in the
short term. We also chose different countries for each scenario to isolate those cases
from each other. Table 1 shows the main aspects of each of the three scenarios
and how they differ from each other. In all scenarios, IAEA inspectors do not have
full on-site access to nuclear facilities and are therefore bound to find ways around
those limits. Each scenario will be explored in more detail in the next section of this
article.

Scenario 1 (Occupation): Terrorist Occupation in Plutopia. The first scenario oc-
curs one day after a terrorist group with unrealisable demands occupies an interim
nuclear storage facility in the fictitious country of Plutopia. The terrorist group had
previously attacked critical infrastructure in Plutopia. They have proven to be tech-
nologically capable of executing their threats and are known to avoid negotiations.
They would simply wait until their demands are fulfilled, which, in our case, is
not possible. In the evening, the terrorist group arrived in a heavy transport truck
at the interim storage facility, overpowered the security personnel, and forced the
staff to grant access to all areas of the facility, including the archives with sen-
sitive information about storage casks and, possibly, the casks themselves. A few
hours later, the facility’s staff was released from the facility without mobile phones.
Since the facility is in an isolated area, they needed a couple of hours to contact
local authorities about the occupation. At the time of the scenario simulation, the
facility is surrounded by Plutopia’s army forces, and access to the road is blocked.
The terrorists switched off the IAEA cameras, which were used to provide remote
monitoring of the facility, and they issued threats via social media to open the casks
and remove the nuclear material. According to the State’s intelligence service, those
threats should be taken seriously, and in an extreme situation, they may even destroy
the facility as a whole. They buttress their threats by sharing a video on social media
where they show how they cut a seal from a dry cask. It is unclear whether the heavy
transport truck left the site and returned during the first hours of the occupation.

Scenario 2 (Flood): Flood in Northern Urania. The second scenario consisted of
a severe flood in the fictitious country of Northern Urania, which also affected an
interim storage facility. In that scenario, the facility was not structurally damaged,
but water leaked into the building, and the staff is currently busy cleaning up the
office rooms and repairing the outer fence around the facility. The roads around the
facility are partially destroyed. Northern Urania’s airports are being shut down, and
its government notified the Agency that inspections could not be carried out for at
least six months due to rebuilding efforts in the country. The operation staff are in
the facility and can be reached by mobile phones. However, due to the destruction
of infrastructure, power connections are not very stable, and data transmission from
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remote monitoring systems is limited. Northern Urania has stable governing institu-
tions and is a nuclear “newcomer” that has already developed reasonable expertise
in the nuclear field.

Scenario 3 (Misinformation): Mismatching Information after Coup d’État in
Atomika. The third scenario pictured an abrupt change in regime after a successful
coup d’état in Atomika. The new ruling elite closed all borders while forming
a new government, leading to an unstable and unpredictable situation. There is also
no clear contact point with the new administration, which renders on-site inspec-
tions impossible. All communication of the new government has been reduced to
a minimum. The new ruling elite claims that this is only a temporary situation
and that the new government will behave cooperatively in the future. During the
coup d’état, all systems in the country, including remote camera monitoring at the
country’s only interim nuclear storage facility, were cut off for approximately three
hours. Moreover, several pictures and videos were suddenly reported by reliable
mainstream media channels showing two spent fuel casks being loaded onto a truck
and taken away from an interim storage facility. After three hours, the Agency has
recovered access to remote monitoring in the facility, and the camera footage does
not show any signs that casks have been diverted. At this point, contact with the
operators of the facility is difficult. However, it is known through informal channels
that they are safe and have not recorded any unusual activity.

3 The “ad hoc interdisciplinary advisory group” report: discussions
and results

3.1 Discussion round 1—Sampling information and information sources

Terrorist Occupation in Plutopia. In the first round of discussions, participants in
the “Darmstadt Simulation” suggested considering six sources of information, all of
which would be gathered by the Agency itself due to the absolute lack of cooperation
with the facility occupiers: (1) satellite imagery (e.g., activity in the loading bay of
the facility); (2) social media searches for suspicious observations (e.g., videos or
photos of heavy trucks or casks); (3) venues and local traffic surveillance cameras
if they exist; (4) interviews with the released staff to clarify if they were forced
to move casks or if such a movement is possible; (5) interviews with experts on
terrorism to collect more information on the terrorist’s motives; and (6) inquiring
with the truck company for the specifications or the hiring information of the truck.

Flood in Northern Urania. Participants suggested considering the following
sources of information, divided into five strategies. The first strategy involved com-
munication and cooperation with the operators of the facility, which included (1)
comparing cask ID (identification codes) lists, (2) conducting random sampling of
cask positions, (3) sending local camera monitoring or radiation monitoring data
from the facility via available means of communication, and (4) sending photos or
videos of the casks via mobile phones. The second strategy involved communicat-
ing with State authorities from Northern Urania, including (5) asking for access to
traffic surveillance data from the areas surrounding the facility and (6) checking
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the current road (access) status. The third strategy was open-source data collection,
including (7) satellite imagery and (8) social media searches. Fourth, the participants
suggested (9) observing and thereby evaluating the State’s true intentions behind
negotiations about the postponement of annual safeguards inspections and (10)
evaluating past relations with Northern Urania and previous reports provided since
the last on-site inspections. The last strategy was to establish a standing ad hoc
group to assess the situation and mediate an agreement for restored access to the
facility.

Mismatching Information after Coup d’État in Atomika. The first round of dis-
cussions centred on how to ensure that available data are reliable and may serve
as a source for knowing what was, de facto, happening in the storage facility. Gen-
eral consent was obtained to avoid assuming that nuclear storage casks were indeed
diverted. Much thought has been given to (a) how to verify the authenticity of
available information (i.e., the images from the cameras on site and the images
available in mainstream media) and (b) how to acquire further information that can
be used to confirm or reject diversion suspicions. Twelve different activities were
mentioned from where to obtain information, namely, (1) repeatedly verifying im-
ages and videos to detect fake news and deep fakes; (2) monitoring traffic/street
images around the facility; (3) confirming changes in satellite images; (4) tracking
GPS signals from trucks and casks (if applicable); (5) scrutinising changes in soft-
ware or hardware used in the facility related to facility management, involving cloud
storage services, video chat apps, antivirus systems, etc.; (6) establishing informal
contacts within the country; (7) engaging informal networks of retired agents with
country-specific inspection experience to assess media images; (8) scouring social
networks for images from local residents or individuals connected to the facility;
(9) analysing historical cases of movement of people and material inside storage
facilities to identify patterns; (10) mapping potential destinations and pathways for
transported casks; (11) researching the new government’s key figures, their roles,
and ideologies; and (12) monitoring activity at the Atomikan borders and commu-
nicating with neighbouring countries to track potential cask movements during or
after the coup.

3.2 Discussion round 2: prioritising information sources

Terrorist Occupation in Plutopia. During the subsequent discussion phase, the par-
ticipants prioritized data gathered from satellite imagery (depending on the weather),
interviews with former employees, and observations from local sites and surveillance
equipment as the primary and most critical sources of information. Meanwhile, in-
sights from social media and communications with the transportation company were
deemed important but of secondary priority.

Flood in Northern Urania. The information sources regarded as most important
included satellite imagery, radiation monitoring data, photos and videos provided
by facility staff, and information relevant to assessing Northern Urania’s intentions
and cooperativeness. The participants deemed social media information potentially
unreliable and noted limitations in trying to monitor the country’s facilities in a situ-
ation of public mobilisation. Furthermore, the participants pointed out that excessive
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demands on operators or excessive questioning of the State’s intentions could erode
trust between the parties.

Mismatching Information after Coup d’État in Atomika. The main takeaway of
this discussion was that it would not be advisable to rank all activities on a “one by
one” basis but rather to define three layers of priority, each one covering activities
that should be conducted “immediately”, “as soon as possible”, or “if needed”.
The first layer of priority (“immediately”) addressed the most reliable sources of
information that should be obtained immediately. Taken from the list above, these
include (1) “image-checking” from the cameras in the facility, (3) satellite images,
(7) contacting informal networks of people in the country, and (12) border checks.
Based on those sources, the Agency may be able to identify which hypothesis (i.e.,
diversion or non-diversion of a cask) is most likely. The second layer of information
(“as soon as possible”) included “less reliable” information that is advisable only to
consider once the first preliminary conclusions are reached. The second-layer sources
included (2) checking traffic and street images, (7) contacting informal networks with
people who have experience with the country, (4) GPS signals, and (10) mapping
potential destinations to diverted casks. The third layer of information (“if needed”)
covered sources that should be consulted at a later moment, pending the availability
of time and resources. Third-layer sources include (5) past changes to hardware and
software in the facility, (8) social networks and open-source information, and (11)
information about the new government (“who is in charge”).

3.3 Discussion round 3: increasing resilience

Terrorist Occupation in Plutopia. In the third round of discussions, participants were
tasked to think about suggestions for improving the IAEA’s safeguards resilience,
including adding technical measures, as participants identified the lack of redundant
remote technology throughout the interim storage facility as the greatest shortcom-
ing. If the cameras fail, they are technically blind. Such additional technical measures
could include (1) (remote) monitoring of the cranes to assess when and how cranes
are moved, (2) equipping the casks with tracking devices, (3) placing scales under
the casks that could issue alerts when they are being moved, or (4) using robotic
devices and drones to monitor plant perimeters and facilitate labour-saving on-site
inspection. In terms of existing technical measures, satellite imagery was seen as the
most important source of information, which could be linked to the presence of satel-
lite experts among the participants. Even if the images were not conclusive (e.g., due
to cloud cover or other technical problems), frequent satellite imagery would help to
monitor movement around the facility. During the discussions, participants further
highlighted that IAEA verification efforts in this scenario would require intensive
contact and cooperation at multiple levels, including the State and local authorities
in Plutopia. In such future cases, open channels for such communication should be
established as quickly and efficiently as possible.

Flood in Northern Urania. In the third round of discussions, participants identified
a range of technical, institutional, and cooperative measures that could be pursued
to make the IAEA safeguards regime more resilient. Technical measures included
(1) establishing alternative data connections for existing surveillance equipment,
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potentially via satellite links, and (2) expanding the use of sensors, such as cam-
eras, radiation monitoring devices, floor scales, and drones, for more comprehensive
monitoring. Institutional means included (3) increasing the budget to increase the
IAEA’s capabilities, (4) providing additional funding for research, and (5) (if not
already done) revising regulations for the geographical location of interim storage
facilities. Finally, cooperation measures, deemed the most important for increasing
resilience, included (6) integrating efforts with other emergency teams—associated
with the IAEA or not—, (7) training facility operators on safeguards awareness and
crisis management and (8) developing clear crisis guidelines at both the facility and
State level (i.e., increasing preparedness).

Mismatching Information after Coup d’État in Atomika. The participants’ discus-
sion on how to enhance the safeguards regime’s resilience was centred around two
keywords, namely, “triangulation” and “redundancy”. “Redundancy” emphasises the
importance of multiple information sources for verification that give the same in-
formation, and those sources could be confirmed (“triangulated”) with each other.
Specific suggestions included (1) ensuring remote sensing throughout all process
stages, including access points such as doors and throughout all relevant facility
areas; (2) establishing a standing crisis committee with high-ranking personnel of
the Agency and external advisors of diverse expertise, ready for immediate deploy-
ment; (3) incorporating physical redundancies at various process stages, including
cask identification; (4) equipping casks with GPS trackers and possible identification
markers such as large QR codes, facilitating media image verification; (5) strength-
ening resilience in taking into account transportation activities; and (6) harnessing
new technology, such as drones, to enhance verification efforts in collaboration with
other actors.

4 Safeguards during crisis: implications and conclusions

This article contributed to the discussions on nuclear safeguards by exploring possi-
ble ways to conduct safeguards in situations of unavoidable crises in nuclear interim
storage facilities, where the continuity of knowledge is broken due to the lack of
access to the facility. We assessed such crises in a scenario-based workshop (the
“Darmstadt Simulation”), which was conducted in a conference session of the Sci-
ence—Peace—Security ‘23 with the conference participants. By inviting such an
interdisciplinary group of scholars with broad expertise, our goal was to start the
dialogue and promote out-of-the-box thinking, profiting from more diverse perspec-
tives. We sought to explore as many options for building resilience as possible, which
might be beneficial to the Agency’s preparedness in future unavoidable crises. Ad-
ditionally, by analysing three different scenarios isolated from each other, we could
identify sources of information that were not case-specific and came up in every
scenario, which could provide possible choices of where to focus energy and finan-
cial resources. Nonetheless, a future exercise would benefit from the presence of at
least some verification experts other than the organisers.

It is relevant to note that some participants leaned toward strengthening the re-
silience of the already existing safeguards regime by adopting a broader approach
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that would consider establishing social connections and multiple channels of com-
munication with the facilities, together with a conscious and justified establishment
of additional data sources: data sources that were already in use and available for the
Agency, such as satellite images (Rutkowski and Niemeyer 2020; Pabian et al. 2020)
and radiation monitoring of sealed casks (Tarvainen et al. 1997; Williamson and Pre-
ston 2020), were deemed most valuable in the scenarios—as asked in the guiding
question of Round 2. In summary, however, participants followed an inherently
holistic approach to evaluate all the scenarios, which considered both traditional
data assessment techniques and associated non-traditional methods (e.g., social me-
dia sources and fact-checking mechanisms). Such flexibility to integrate available
sources beyond the traditional options available to safeguard inspectors should be
more relevant in the future.

Table 2 summarises the main topics that arose in the discussions among the peace
and conflict scholars and experts in the “Darmstadt Simulation” and indicates the
sources of information that were suggested by participants in all three scenarios.
Those include not only technical sources such as the use of satellite images (e.g., to
monitor the streets and access to the storage facility) or, even if on a smaller scale and
with many reservations, social media analyses; they also highlighted the importance
of social sources such as contacts with relevant personnel on the ground. Table 2 also
indicates the need to tailor specific answers for each scenario. In scenario 1 (occupa-
tion), for example, consulting with terrorist experts outside the IAEA was deemed
a relevant way forward, as it would enable safeguards inspectors and analysts to
define how to approach the facility without negotiating with the terrorists directly.
In another example, discussions in scenario 3 (misinformation) also suggested the
relevance of keeping track of broader political developments that could change the
course of verification activities. Such a tracking process may also be achieved by
maintaining frequent contact with relevant stakeholders, who can support the eval-
uation of the usefulness, limits and opportunities of new challenges that safeguards
may face. Such networks may provide a relevant source of information and avoid
situations that may erode trust between the Agency and relevant stakeholders.

As also established in the literature (Jorant 2020; Amaldi 1991; Drayer et al.
1990), participants in the simulation highlighted the cruciality of managing and pro-
viding redundant data or data sources that can be used to ensure consistent verifica-
tion assessments when on-site inspections are not possible (redundancy principle).
These findings indicate the need to approach crises in a holistic way and to rely on
multiple sources that complement and strengthen each other. It also shows, how-
ever, the need to rank data appropriately according to their robustness, transparency,
traceability, and technical soundness. In that regard, for example, most third-party
sources, including social media data, were deemed less reliable than direct sources,
such as interviews with local facility staff and distance radiation measurements.

Overall, the results of the “Darmstadt Simulation” highlighted the need for ad-
dressing safeguards in crisis situations under a broad approach that considers not
only technical but also societal and political aspects. Participants were, in general,
quite immersed in the scenario settings and embraced the premises previously set
in the three narratives. This immersion, which was pointed out by participants in
a feedback discussion after the simulation, facilitated broad discussions, allowing for
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different approaches that surpassed the scope of the specific scenarios. The world
café method proved to be a useful tool for actively engaging different experts in
a casual environment without judgement and motivating them to bring their exper-
tise to the table in a playful manner. That most of the participants did not have
a background in IAEA verification activities, allowed for creative ideas “outside the
box”. However, a possible improvement for the next step is to explore how realistic
and practical the proposed ideas are. This would entail consulting with verification
experts from various fields, such as technology, politics, and law, to carefully assess
the potential difficulties and dangers but also potentials associated with them.

As the global community continues to grapple with the delicate balance between
harnessing nuclear energy for peaceful purposes and preventing its diversion towards
military purposes, the IAEA’s preparedness to ensure its safeguards mission in un-
avoidable crises in interim nuclear storage facilities becomes increasingly crucial,
as those facilities become more present in all countries that possess or once have
possessed nuclear technology. Such effort requires not only continued updating to
keep track of current technological developments but also a holistic approach to
verification and openness to new sources of information—without, of course, los-
ing track of the technical robustness and traceability of those sources and being
mindful of limiting intrusiveness. Such studies should include frequent contact with
stakeholders in academia and research who can support and evaluate the usefulness,
limits and opportunities of new approaches to address new challenges safeguards
may face. Last, it is also important that the IAEA and other verification agencies
maintain information sources and social networks that endure and can be easily
retrieved if an unavoidable crisis occurs.
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